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1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.

1

pPa3BUTUE TBOPYECKUX IOJAXOAOB IpPU PEIIEHUM CIOXKHBIX HAay4YHO-TEXHUYECKUX 3aj1ad,
3alUIIEHHOCTH HMH(GOPMAIMOHHBIX CHCTEM OT YAAICHHBIX CETEBBIX aTaK; pa3sBUTHE NPO(ECCHOHANBHBIX KOMIETEHIUH
JUIsL HAXOXKAEHHS ONITUMAIBHBIX PEIICHUH TIPH IIOCTPOCHUH 3allMIIEHHBIX HH(POPMAIMOHHBIX CHCTEM.

CBSI3aHHBIX C OOecIeYeHneM

2. TPEBOBAHMUA K PE3YJIBTATAM OCBOEHUA JUCHUAIIJIMHBI

MK-2: cnoco0eH agAMMHUCTPUPOBATH MOACUCTeMbI HHGOPMAIIMOHHOI 0€30MACHOCTH 00beKTa 31U ThI

B pe3yabTaTe 0cBOeHUS JMCHMILIUHBI 00y4alOIIUiiCs JOJIKeH:

3HaTh:

- OCHOBHBIC ITPOTPaMMHO-TEXHUYECKIE MEPHI U CPEICTBA 00ECIICYCHU HHPOPMAIIMOHHOH 0€30acHOCTH;
- ypoBHH obecriedeHnst nHGopMamoHHON O6e30macHOCTH (cooTHECeHO ¢ mHAnKaTopoM [1K-2.1)

YMeThb:

- NIPOBOJUTH SKCIIEPUMEHTAIbHbIE WCCIEAOBaHNS 3alllMIICHHOCTH OOBEKTOB COOTBETCTBYIOMIMX (HM3MYECKMX M MareMaTHYeCKHX
METO/JIOB, - TEXHIUECKHUX U IIPOTPAMMHEIX CPEACTB 00pabOTKH Pe3ysIbTaTOB HKCIIEPUMEHTA (COOTHECEHO ¢ mHAnKaropoM [1K-2.2)

Bnagern:

- COBPEMCHHBIM ITPOTPAaMMHBIM 00eciedeHHEeM B 001acTH HH(GOPMAIMOHHOH 0e30I1aCHOCTH;
- TEXHHYECKOH W OHKCIIIyaTallMOHHON IOKyMEHTAal[iel Ha CHUCTEMBI M CpPEACTBAa obOecredeHHs HH(POPMAIHMOHHOW O0e30macHOCTH
(cootHeceno ¢ unaukaropom I1K-2.3)

3. CTPYKTYPA U COAEPKAHUE JTUCIUIIJINHBI

Paznes 1. MeToabl u cpecTBa 3aIlIMTHI OT YIAJIEHHBIX CETEBBIX aTaK

HanmeHoBaHnue TemMbl / Buja 3ansiTust

CemecTp Komneren-
Yacos
/ Kype MU

Jlutepartypa

1.1

Tema 1.1. OcHOBHbIE TIOHATHS B 00JacTH HHPOPMAIIMOHHOM

0€30IMacCHOCTH

TepmuHsl ©w  ompeneneHus B obmacth  MH(DOPMAIMOHHOMN
6esonmacHocTH. OOmas kinaccudukanus yrpo3 HHPOPMAIMOHHOM
Oe3omacHoCTH. [IpHYMHBI ClydallHBIX BO3JCHCTBHIA. BpemoHocHoe

IporpaMMHOE  ofecriedeHue.
TposiHCcKHE IIPOrpaMMBI.
BpenoHoCHBIE  yTHIIMTHI.
I/IH(i)OpMaHI/IOHHBIX CHCTEM.

nHpOpMaMOHHBIE ~ CHCTeMBl, ux Kiaccupukamus. Otkas B

obcmyxuBanun  (DoS, DD

nHGPOPMAIMOHHO# 6e3omacHocTH / JIek /

KommnbrotepHble  BUPYCBI U UYEpPBH.
IlonospurenpHble YIIAKOBIUKY.
Yrpo3sl 6e30macHOCTH CETEBBIX
VYiaaneHHble BO3JEICTBUS Ha CETEBBIE

8 4 IK-2

oS-araku). DOpPMUPOBAHUE  CUCTEMBI

JI1.1, J11.2, JI1.3,
J1.4,J12.1, J12.2,
J2.3

1.2

Tema 1.1. OcHOBHBIE TIOHATHI B O00JMacTH HWH(POPMAIMOHHOM

0€30MacHOCTH

OcCHOBHBIE TEpMUHBI B 00jacTH HWHGPOPMAMOHHON Oe30macHOCTH.
Bpenonocnoe I10. VYrpo3sl 0€30MacHOCTH CETEBBIX
CHUCTEM. DopMUpOBaHUE CHCTEMBI
uH(GOpPMAIIMOHHON 0e30ImacHOCTH. MepOoNnpHATHS CUCTEMBI 3aIlUTHI

MH()OPMAITMOHHBIX

UHQOPMAIMM  TEXHHYECKOTO
nHpOopMaIyH.
Kpunrorpaduaeckue
NPEJOTBPALIEHHsT  yJaICHHBIX

MexcereBoit skpas. IIpokcu- cepBep. MuTepHeT- MapuipyTtuzarop.
TexHonoruu 6e3omacHOCTH OecpoBoHbIX ceteit / Cp /

AHTHUBHPYCHBIE CpeICTBa 3allUTHl  WH()OpPMAIIHH.
MeTOABl  3amuThl  uHpopMmanuu. CHocoOs

8 10 IIK-2
XapakTtepa.  MeXaHM3Mbl  3aIUTHI

arak Ha WHGOPMAIOHHBIE CUCTEMBI.

JI.1, JI1.2, J11.3,
JI1.4,J12.1, J12.2,
J12.3

1.3

Tema 1.1. «/3yuenne cucteMs! 0OHapyKeHUS aTaxk Snorty

[Tonyyenne HaBbIKOB pPabOTBl C mporpamMmoil  Snort, u3y4yeHHe
NPUHIMIOB CO3JAHWST TpaBmil  oOpaboTkm Tpaduka. (OCHOBHBIE
CBEJICHUS 0 cucTteMe oOHapyxeHus arak Snort. /LibreOffice / JIab /

8 6 IIK-2

JI1.1, J11.2, JT1.3,
J1.4,712.1, 712.2,
2.3

1.4

Tema 1.2. MexaHu3Mmbel 3amuTel uHpOpManuu. IIporpammHO-
anmnaparHble cpeicTBa olecredeHus: 6e30MacHOCTH MH(OPMAUOHHBIX

ceTeH.

MexaHu3MBl  3aIUTEl  WHGOPMAIMA.  AHTHBHPYCHBIE  CpE/ICTBA
3amuTel  uHQopMmanuu. Kpunrorpapuueckne  METOABI  3aLIUTHI
CummMerpuuHoe  ImU(poBaHUE.  ACHMMETPUYHOE

HHGPOPMAIHH.
mmdposanue. CepTuHuKaThl

"aHamm3 cereBoro Tpadmka'. IIporpaMMHO-ammaparHele — CpeACTBa

8 4 IK-2

OTKPBITHIX KJIIOYEH. 3amura OT araku

JI1.1, JI1.2, JI1.3,
J1.4,J12.1, J12.2,
J2.3




obecrieucHus: 0e30MacHOCTH HWHGOPMAIIMOHHBIX ceTed. MexceTeBoi
okpad. @uubTpauus Ha cereBoM ypoBHe. DuubTpanus Ha
HOpUKIagHOM ypoBHe. IIpokcu-cepsep WHTepHeT-mMapmpyTH3arop. /
Jlex /

Tema 1.3. TexHonmorHM 0€30MaCHOCTH OECIPOBOIAHBIX CeTei
TexHonornuu 0Oe30macHOCTH OECHpPOBOJHBIX ceTel. KoMruiekcHas

cucreMa  olecrmeyeHuss  0Oe30macHOCTH  OECHpPOBOAHBIX  CETeH JLLJI1.2, JT1.3,

= Crangapr IEEE  802.1x/EAP. Pa3BepThiBaHne  OeCHpOBOIHBIX 8 4 TK-2 L4, J;[2213’ 2.2,
BUPTYaIbHBIX  ceTeil. CHcTeMBl OOHapyXeHHsS  BTOpXKEHHS B ’
6ecpoBOIHBIX ceTsIX. YHuHIupoBanHsle pemrerus / Jlex /

Tema 1.1. “Cxanep noproB Nmap”
O3HakOMJIEHHE C pa3MIUUYHBIMU THUIAMH CKaHEpOB MOPTOB U
NPUHIONIIAMHA WX pa0OTHI; M3yYHTh OCHOBHBIE METOIBI CKaHWPOBAHMS
akCHMATBHOH 50 : 6 JI1.1, JI1.2, JI1.3,
|6 |Mf ZOCTIDKCHUS MAaKCHMAILHOH OS(PEKTHBHOCTH; M3YHMTL paboTy 3 6 K-2 1.4 J12.1, J12.2,
Nmap — cBOOOAHON YTHIUTHI, IPEAHA3HAUEHHON 111 pazHOOOpa3HOro 3
HACTpaMBacMOTro CKaHMpOBaHUS [P-cereil ¢ JFOOBIM KOJNMYECTBOM '
O00BEKTOB W OIPEAEICHHS COCTOSHHS OOBEKTOB CKaHHPYEMOH CeTH
(mopTOB M cooTBeTCTBYIOMUX MM ciyk0). /LibreOffice / JIab /
Pa3nen 2. AnnapaTtHble H IPOrpaMMHbIe TEXHOJIOTHH 3ALIUTHI OT CeTeBbIX aTaK
Ne HaumeHnoBanue Tembl / Bua 3anatus Cemecrp Yacos Kowneren- Jlutepatypa
/ Kype Lo
Tema 2.1. IIpoTokonmsl M (QYHKIHH, NPHUMEHSEMBIC B MEXKCETEBBIX
9KpaHax ¥ HHTEPHET-MapIIPyTH3aTOpax.
[Ipotokoner u  QyHKOuM, oOecmeuynBarone  paboTy  CETH.
Mapmipytuzanusi. I[Iporoxkon OSPF. Tepmunonorus nportokona OSPF.
JI.1, JI1.2, JI1.3,
DHCP-xnueHT B MexcereBblx 3kpaHax. DHCP-cepBep B MEXCETEBBIX

2.1 8 4 [IK-2 JI1.4,J12.1,J12.2,

skpaHax. Dynkmus DHCP Relays B mexcereBbIx 3kpaHax. CepBHCHI

. 2.3

DNS. PesepBupoBanue mapipytoB (Route Failover). bamancuposka

Harpy3kd ceTH. lcroip3oBaHME METPHK MapIipyTa C alrOpHTMOM

Round Robin. Hcmonp3oBaHne METPHK MapIIpyTa C aITOPHTMOM

Spillover. / Jlek /

Tema 2.1. «M3ydyeHue NpPOrpaMMHOIO TMaKeTa aHAIW3a CETEBOTO

THpc?J(Ib Pf{iixr%h:g;xos aHaIM3a MMPOTOKOJIOB C  IIOMOIIGLIO JL1, 1.2, J11.3,

22 Y P MO 8 6 TK-2 1.4, J12.1, 2.2,
nporpaMMmHoro  obecrieuenusi Wireshark. ®unbtper  Wireshark.

. N 2.3
Anamm3 Ttpapuka Wireshark. CocraBineHne oT4éra O COCTOSIHUH
nopros. /LibreOffice / JIab /
Tema 2.1. OpranuzanuoHHble U annaparable Mepsbl 3amuTsl OC.
[IporpaMMHBIE W anmaparHble MeXaHW3Mbl 3amuThl. Kitaccupukanuys
yrpo3 Oesomacioctd OC. Tunuunsle araku ©Ha OC. IloHsaTHe JI1.1, JI1.2, JI1.3,

2.3 |3amuMIIeHHON omnepanuoHHOM cuctembl. [loAXonbl K TOCTPOCHHIO 8 16 TIK-2 JI1.4,J12.1, J12.2,
3alllUILEHHbIX OC: (bparMeHTapHBIH u KOMILIEKCHBIH. 2.3
AIMUHUCTpaTUBHBIE  Mephl  3aUIUTBL.  AJIEKBaTHas  IOJIMTHKA
6e3onacHocTH. / Cp /

Tema 2.2. IIpotokomst IGMP u UPnP. KauectBo oOciykuBaHuS H
Texnonorus SharePort.
IGMaP pns IPTV. Uto Ttakoe IPTV. Ilomnepxka UPnP. Kauectso JI1.1, JI1.2, JI1.3,

2.4 |obcmyxuBanus (QoS) m yIpaBJeHHE IIOJIOCOW TPOIMycKaHWs Tpadrka 8 4 [K-2 J1.4,J12.1,J12.2,
(Traffic Shaping). MexcereBble SKpaHBl U YIPABICHUS IIOJIOCOH J12.3
npomyckanusi Tpapuka. Mcnonb3oBanue —TexHonmormn QoS B
Wutepuer-mapiipytusaropax. TexHosorus SharePort. / Jlek /

Tema 2.2. Pabota ¢ cucremoi aHanmm3a 3ammmeHHocTH XSpider 7.0.
Co3manme mnpodums g ckarupoBanus ys3eumocteir OC  Linux, 1.1 711.2. 7113

)5 |BIMOMHEHHE CKAHWDOBAHMA W TEHEpALNA OTYETa O BBHIMONHEHHOH 8 6 K-2 1.4 2.1, J12.2,
pabote. Co3nmaHue mpoduist Uil CKaHUPOBaHMS ys3BUMocTel. ITomck 3
ys3Bumocter  OC. IIpocMoTp w®  wuchpaBieHHe OOHApYKEHHBIX ’
ysi3BuMocTeld. /LibreOffice / JIa6 /

2.3. @unpTpauus TpaduKa U BUPTYAIbHbIE CETH.
OunpTpanus  Tpaduka. BupryanbHele JokaibHble cetm  VLAN.
Bupryaneaeie  wactaeie cetu  (VPN). IIporokom PPTP. Kak
JI1.1, JI1.2, JI1.3,
IpouCcXoauT ycraHoBlenue coenuHenuss PPTP? Ilporoxonm L2TP.

2.6 8 4 [K-2 J1.4,J12.1,J12.2,
Ha6op mnporokonoB IPSec. Kommnonentsr IPSec. VYcranoBka u 3
noanepxkka VPN. Dead Peer Detection. IIpotokon NAT Traversal. ’
Ucnonb3oBanue KITtO4en (Pre-Shared  Key). L2TP  over
IPSec. /LibreOffice / Jlek /

2.7 |Tema 2.3. Opranusanust ARP-spoofing'a c momoursio Ettercap. 8 6 IK-2 JI.1, JI1.2, JI1.3,




Ettercap - cHupdep mI1 KOMMYTHPYEMBIX JIOKATBHBIX —CeTEH.
OpraHu30Barh INPOCITyIIMBaHUE Tpapuka MeXTy MAByMsS XOCTaMH, 1.4, 712.1. 2.2
COCAMHEHHBIMH MEXAYy CO00H ¢ IMOMOIIBI0O KOMMYTHUPYEMOH CETH. o J'[2. 3’ -
IMpocMoTp pe3ynbratoB arakd. V3ydeHume pes3ysbTaToB pPabOTHI ’
tcpdump. /LibreOffice / JIa6 /
Tema 2.3. IlocTpoeHue 3alUIEHHBIX BUPTYalbHbIX CETEH
Croco0bl  cO3/aHMs 3allUIICHHBIX BHPTyalbHBIX KaHauoB. O0630p
nporokosioB. Kananbnbiii ypoBeHb Mozenun OSI. CereBoit ypoBeHb JI1.1, J11.2, JI1.3,
2.8 |momemu OSI. CeancoBsiii ypoBenb monenu OSI. TyHHenupoBaHue Ha 8 18 TIK-2 J11.4,J12.1, J12.2,
kaHatbHOM ypoBHe. IIporokon PPTP. IIpotoxon L2F. IIportokon J12.3
MHKAICYJIUPYIOIEH 3aIIUThI COJIEP’)KUMOTO. VYnpasnenue
3amunIeHHpM TyHHEIeM. / Cp /
Tewma 2.4. Bupryanbuslie yactHble cetu. IPSec-TyHneb.
29 W3zydenune 3amumenHoro IPSec-TyHHens u cmocoba ero HacTpOHKH g 2 K-2 JI1.1, J11.3, J12.1,
"~ |ua Opanmmayspe ASAS5505 m B OC Linux. Kpunrorpadudeckue 23
metonsl: VPN, tyaaemmposanne. /LibreOffice / JIa6 /
Tema 2.4. ®ynknum IDP, WCF, AV u texnonorus ZoneDefense.
Oynkuun IDP, WCF, AV.
OoHnapyxxenne BropkeHuid  (Intrusion Detection). KommoHeHTHI
NetDefendOS IDP. Ilpasuna IDP (IDP Rules). KoMnoHeHTHI mpaBmI. JI1.1, JI1.2, JI1.3,
2.10 |IDP-nouck cootBerctBusi ¢ obOpasnom (IDP Pattern Matching). 8 4 IIK-2 J11.4,J12.1, J12.2,
O6noBnenne B HA-kmactepe. @uibtpanus  Web-conepkumoro J12.3
(WCF). TexHonorus ZoneDefense. KomrmioneHThI SNMP.
besonacrocte SNMP. TIloporoseie mpaBmna (Threshold Rules).
ZoneDefense u ckannpoBaHue aHTuBUpycom. / Jlek /
Tema 2.5. OcCOOCHHOCTH TPUMEHEHHUS MEXKCETEBBIX OJKpPaHOB U
MapILIpyTH3aTOPOB.
OOmue xapakTepucTHKH VIHTepHeT-MapmpyTn3aropoB. MHTepHET-
2.11 |mapumipyTu3aTopsl A MaibIX O(QHCOB U pabouux  TpyHIL 8 4 IK-2 JLL .3, 2.1,
N 2.3
[[IupoxomnonocHsi MapmpyTusarop. Kommyrarop VLAN. WUuaTepHeT-
MmapmpyTtuzaropbl cepun Unified Services. Maprpyrtusaropst ADSL
00630p MesxceTeBbIx dkpanoB NetDefend D-Link. / Jlek /
JI1.1, JI1.2, JI1.3,
2.12 |3auér / 3auér / 8 0 [K-2 J1.4,J12.1,J12.2,
J12.3

4. POHJ] OLIEHOYHBIX CPEJICTB

CrpykTypa U comepkaHue ()OHIa OIEHOYHBIX CPEJICTB IS MPOBEACHUS TEKYIIEH M IPOMEKYTOUHOH aTTecTalliy IIPEICTaBICHB B
IIpunoxennn 1 k pabogeit mporpaMme AUCIUIUIAHEL.

5. YAEBHO-METO/MYECKOE 1 THOOPMAIIMOHHOE OBECHIEYEHHUE JTUCIIUITJINHBI

5.1. OcHoBHas1 JUTEpaTypa

ABTOpBI, 3arnasue W3narenscTBO, roa Konug-Bo
JI1.1 | Pynenkos H. A., TexHOJIOTHH 3aIUThl HHPOPMALIUH B Mocksa: HationanbHbIH https://biblioclub.ru/inde
[Iponerapckuii A. B., | KOMIIBIOTEpHBIX CEeTAX: yueOHOE mocodue OTKpBITEIA Y HUBEPCUTET x.php?
Cwmuprosa E. B., «MHTYUT», 2016 page=book&id=428820
CypoBoB A. M. HEOTpaHUYEHHBIN
JOCTYTI JUTS
3aperHCTPUPOBAHHBIX
oJIb30Baresieit
JI1.2 | Ceparok B. A. Oprasu3anys U TEXHOJIOTUM 3aIUThI Mocksa: U3narensckuii http://biblioclub.ru/index
HHpOpMaIUK: 00HAPYKEHHUE U IPEAOTBPAIICHIE oM Bricieit mkosbt .php?
MH(GOPMAIMOHHBIX aTaK B aBTOMAaTH3UPOBAHHBIX sKoHOMUKH, 2015 page=book&id=440285
cUcTeMax NpeANpUATHiA: yaeOHoe mocodue HEOTpaHUYECHHBIN
JOCTYIT JUTst
3aperHuCTPUPOBAHHBIX
T10JIb30Baresnen
JI1.3 |Tomukos A. M. 3amuTa nHPOpMauu B UHPOKOMMYHUKAIUOHHEIX | Tomck: Tomckui https://biblioclub.ru/inde
cUCTeMaXx U CeTsIX: yueOHoe mocodne rOCyIapCTBEHHBIN x.php?
VHHUBEPCHTET CHCTEM page=book&id=480637
YIIpaBIICHUS 1 HEOTpaHHYEHHbIH
pannodeKTpoHuKH, 2015 JAOCTYI Ui
3apEruCTPUPOBAHHBIX
10JIb30BaTelIe




ABTODBI, 3arnaBue H3parenscTBO, 1O Komnnu-Bo
JI1.4 |Pynenxos, H. A., TexHOMOTHH 3aUThI HH)OpPMAIIH B Mocksa: UHTEpHET- http://www.iprbookshop.
[Iponerapckuii, A. B., | KOMIBIOTEPHBIX CETAX VHHBepCUTET ru/73732.html
CMHpHOBa, E.B., I/IHq)OpMaIH/IOHHBIX HeOl‘paHl/I‘leHHblﬁ
CypoBog, A. M. Texnomnoruit (MHTYUT), AOCTYM 17T
2016 3aperucTPUpPOBaHHBIX
MOJTb30BaTeINeH
5.2. lonoaHuTENbHAS JIUTEPATYPA
ABTODBI, 3aryaBue W3 paTenscTBO, TONI Komnua-Bo
JI2.1 | PerrenkoBa O. Nudopmarrontas 6e30MacHOCTD: Ky pHAT Mocksa: [POTEK, 2014 https://biblioclub.ru/inde
x.php?
page=book&id=238445
HEOrpaHUYEHHBII
JOCTYII JUIsE
3aperucTpPUpPOBaHHBIX
T10JIb30BaTeNnen
JI2.2 | TIpoxoposa O. B. Nudopmanmonnas 6€30MacHOCTD U 3allIUTa Camapa: Camapckuit https://biblioclub.ru/inde
I/IH(I)OpMaJ.II/II/I: y‘{CGHI/IK Focy,IIapCTBeHHI)Ii/'I X.php?
APXUTEKTYPHO- page:book&1d=43833 1
CTPOMTENBHBIN HEOIPAHUICHHbIH
yHuBepcurteT, 2014 JIOCTYH JUIst
3apErHCTPUPOBAHHBIX
T10JIb30Baresen
JI2.3 [IIpoxopoga, O. B. HNudopmanmonHas 6€30MacHOCTh U 3aIluTa Camapa: Camapckuit https://www.iprbooksho
HHPOPMAIUH: YUeOHUK rOCYIapCTBEHHBIH p.ru/43183.html
APXUTEKTYPHO- HeOl‘paHI/IlleHHbIﬁ
CTPOUTENBHBIN AOCTYI TSt
yausepenter, 95C ACB, 3aperucTPUpPOBaHHBIX
2014 T10JIb30Baresnen

5.3 IlpodeccuonanbHBIE 0a3b1 JAHHBIX U HHPOPMALMOHHBIE CIIPABOYHbIC CHCTEMbI

Odummansnsrii caiit @CTIOK Poccun: www.fstec.ru, pasmen "Texandeckas 3amura nHGopmarmn"
ScienceDirect. https://www.sciencedirect.com/
Koncynwsrantlnroc

5.4. [lepeyeHb MPOrpaMMHOI0 00ecIeYeH st

Onepanunonnas cucrema PEJ] OC
LibreOffice

5.5. YueOHO-MeTOAUYECKHE MaTepuaJbl 1/ CTYI€HTOB ¢ OrpaHU4Y€HHBIMU BO3MOKHOCTAMMU 310POBbSL

IIpn HEoOXOMMMOCTH IO 3aiBICHUIO OOYYAOMETOCS C OTPaHMYCHHBIMH BO3MOXHOCTSIMH 37I0pPOBbS  y4eOHO-METONUYECKHE
MaTepHanbl MPeAOoCTaBIAI0TCA B (OpMax, agalTUPOBAHHBIX K OIPaHMYEHHUSIM 3I0pOBbs M BocHpusTus uH(opmarmu. [ns mui c
HapyIICHUSIMU 3peHus: B Qopme ayanodaiina, B nedarHoid ¢opme yBenudeHHbIM mmpudrom. s num ¢ HapyIIeHHSIMH CIyXa: B
(opMe BIIEKTPOHHOTO IOKYMEHTa, B IedarHod Qopme. i U ¢ HapyHMICHHSMH OIOPHO-IBHTATEIFHOTO ammapara: B (opme
3JIEKTPOHHOTO JOKYMEHTa; B IeUaTHOH opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUWE JUCHUIIJIMHbBI

ITomemieHus Ui BceX BUIOB pabOT, MPEITyCMOTPEHHBIX yYCOHBIM IUIAHOM, YKOMIUICKTOBAHBI HEOOXOAWMON CHEeNHaTn3UpOBaHHON
y4eOHOI MeOebIO M TEXHUIECKUMU CPEIICTBAME O0yUCHHS:

- CTOJIB, CTYJIbS;

- MEPCOHATBHBINA KOMITBIOTED / HOYTOYK (TIEpEeHOCHOH);

- TIPOCKTOP;

- 9KpaH / THTEePaKTUBHAS JJOCKa.

JlaboparopHble 3aHATUS TPOBOIATCS B KOMIBIOTEPHBIX Kilaccax, pabodne MecTa B KOTOPHIX O0OpyAOBaHB HEOOXOAMMBIMHU
JIMLICH3HOHHBIMH TIPOTPaMMHBIMHE CPEICTBaMHU H BBIXOJIOM B VIHTEpHET.

7. METOINYECKHUE YKA3ZAHUA JJIA OBYYAIOIIUXCA 11O OCBOEHUTIO JUCIHTUIIJIMHBI

MeTtoaudeckue YKazaHus 10 OCBOCHUIO JUCHHUIIIMHBI IIPEACTABJICHBI B HpI/IJ'IO)KCHI/II/I 2k pa60‘{€ﬁ mnporpamMmme JUCHUITIIUHBI.




IIpuaoxenne 1

®OH/I OHEHOYHbIX CPEJICTB
1 Onucanue noxka3arteeil 1 KpUTepueB OLCHUBAHMSA KOMIIETEHIMI HA Pa3JIMYHBIX dTanax ux ¢gpopmu-
POBaHusl, ONIMCAHHE IIKAJ OLleHUBAHUS

1.1 Iloka3arenu u KpUTEPUH OLIEHUBAHUSI KOMIIETEHIIU!

3YH, cocraBisonne KOMIETEH- IToka3zaTenu oneHUBaHUA Kpurepuu oneHuBanus CpencrBa

LU0 OILICHUBAHUS
I1K-2: cnoco6eH aIMUHUCTPUPOBATH NOJACHCTEMbI HHGPOPMAMOHHOI §€30MaCHOCTH 00beKTa 3alUThI
3 - OCHOBHBIE  MpOTrpaMM- | MOMCK U cOOp HEOOXOAMMOM | monHoTa U comepxkarelnb- | 3 (1-33)
HO-TEXHUYECKUE MEpbl M CPEJICTBA | IUTEPATyphl, HCIOJb30BAaHHE | HOCTH OTBeTa Ha 3auere, | O (1-20)
obecriedeHuss  MH(OPMAIIMOHHOHN | COBPEMEHHBIX HH(OpPMAIHOH- | OIIpoce
0e30macHOCTH; HO- KOMMYHHKAIIMOHHBIX TEX-
- ypoBHU oOecrnedyeHuss MH(pOpMa- | HOJIOTMH U TJI00aJbHBIX WH-
LIMOHHOM 0€3011aCHOCTH; (hopMallMOHHBIX PECYpPCOB IS

MOJITOTOBKH K 3a4ETy, OMPOCY

VY. - IpOBOAUTH JKCIEPUMEHTAIIb- | pCIICHUE TEMATUYeCKUX 3 MO | 00beM BBIMOJHEHHBIX pado- | 1033 (1-9)
HBIE MCCIICJIOBAHUS 3alIMIIICHHOCTH | COOTBETCTBYIOIIMM  pa3jeiaM | Tl (B mojHOM, He mosiHoM | JI3 (1-6)
00BEKTOB COOTBETCTBYIOIMX (DU- | Kypca; BBIMOJHEHUE Jlabopa- | o0beme)
3MYECKMX W MaTeMaTHYeCKHX Me- | TOPHBIX u MPaKTH-
TOJIOB, KO-OpHUEHTHPOBAHHBIX 3a/IaHUH
- TEXHUYECKUX M MPOTrPaMMHBIX
cpeacTB 00pabOTKU pe3ysIbTaToOB
HKCTIEPIMEHTA
B. - coBpeMeHHBIM MPOrpaMMHBIM | BHIOUPAET COBPEMEHHOE MpO- | IpaBWIbHBIN  BbIOOp mpo- | [1033 (1-9)
obecriedeHneM B obOaactu uH(OP- | rpaMMHOe  obecrieueHne MpH | rpaMMHoro obecrieuenus s | JI3 (1-6)

MAaIlMOHHOM 0€30I1aCHOCTH;

- TEXHUYECKOHW W DKCIUTyaTallMOH-
HOW JOKYMEHTAIIMEN Ha CUCTEMBI U
cpenctBa obecnieyeHus: uWHpoOpma-

IIMOHHOM 0€30IMacHOCTH;

BBITIOJTHEHUH JIA0OPATOPHBIX H
MPAKTUKO-OPHUEHTUPOBAHHBIX
3aJaHuN

BBITIOJTHEHHS  JTA0OPATOPHBIX
n MpaKTH-
KO-OpPMEHTUPOBAHHBIX 3ajia-
HUH

O — onpoc, 3 — eonpocwl ons 3awema, 11033 — npakmuko-opueHmuposarHule 3a0anus 0Jis 3avemd,

JI3 — nabopamopmwie 3a0anus
1.2 IkaJyibl OLIEHUBAHMUS:

Texymuii KOHTPOJIb YCIEBAEMOCTH M IPOMEXKYTOYHAS aTTECTAIMs OCYIIECTBIIACTCS B paMKaX HAKOMHUTEIbHOM
OaITbHO-PEUTUHTOBOM cucTeMbl B 100-0aibHOM IIKaje:

- 50-100 6amoB («3aueT»)
- 0-49 GannoB («HE3a4eT).

2. TunoBble KOHTPOJIbHBIE 32JAHNS WIN HHbIe MATEPUAJIbI, HEO0XOAUMBIe VISl OCHKH 3HAHUH, YMEHUH,
HABBIKOB M (MJIH) ONBITA /1eATEJIbHOCTH, XapPAKTEePU3YIOLIHX ITaNbl JOPMHUPOBAHHUS KOMIIETEHIINI B
npouecce 0CBoeHHsi 00pa3oBaTeJILHOM MPOrPaMMBbI

01O\ WD

Bomnpocsl k 3a4ery

. OcHOBHBIE OHATHS UH(OPMALIMOHHOM 0€30MaCHOCTH.
. OcHOBHBIE cocTaBisouye. JJoCTyTHOCTb, EIOCTHOCTh M KOH(HUAESHIIMATBHOCTh MH(OpMAIHH.
. lokTpuHa nHpopmarmonHoi 6ezonacuoctu PO.
. Knaccugukanus 3ammuiaemoil nHGOpMaLny 10 CTeNeHH BaXKHOCTH U LIEHHOCTH.
. OCHOBHBIE OIpeaeNeHHs] U KPUTEPUH KIacCU(UKAIIMK yTPO3.

. 3aKOHOIaTebHBIN YpOBEHb HH(OPMAIIMOHHOMN O€30MaCHOCTH.

. AZIMUHUCTPaTUBHBIN ypOoBeHb HH(POPMALIMOHHONW O€30MaCHOCTH.
. Coneprkanue nmonutuku 6e3onacHoctu. I[IporpamMmma 6ezonacHoctu.

9. Ynpasnenue puckamu. OCHOBHbIE MOHATHUSA. [10ArOTOBUTENBHBIN Tall yIPABIECHUS PUCKAMH.
10. Ynpasnenue puckamu. OCHOBHBIE 3Talbl YIPABICHUS PUCKAMHU.
11. Meroabl 1 MOJIENIM aHAIU3a YTPO3.

12. Tlopnepxanue pabotocrocoOHoCTH. PearnpoBanue Ha HapyIIeHUs pekrMa 0€301acHOCTH.
13. OcHOBHBIE IPOrPaMMHO-TEXHUYECKUE MEPHI.

14. ApxuTtekTypHas 6€30MacHOCTb.

15. Unentudukanus u ayTeHTHPHUKALNS, YIPaBICHUE TOCTYTIOM.




16. MOHUTOPUHT U ayUT.
17. udpoBanue, KOHTPOJIb ETOCTHOCTH.
18. DxpanupoBaHue, aHaIU3 3alIUILIEHHOCTH.
19. Kinaccuduxanus MeXCeTeBbIX IKPAHOB.
20. OcHOBHbBIEC TPUYUHBI BO3MOXXHOCTH MPOBEJICHUs aTaku Tuia MHbeKus.
21. AnropuTM noBeJeHUs aTaku Tuna WHbeKnus Ha CKPUIIT-KOIBI.
22. AnroputM npoBeaeHus ataku tuna SQL-unbeknus
23. Knaccudurarus XSS arak.
24. OTnuuus MeXIy XpaHUMOM U BpeMeHHOU XSS aTakamu.
25. Ionstug u cymHocts Flood-aTaku.
26. Pazmuuus mexay DoS u DDoS arakamu.
27. Metoas! mpoBenenust DNS-arak.
28. Metoas! mpoBenenus araku BruteForce.
29. YcnoBus ycneurHoro nposeaenus arak tumna DoS/DDoS/Flood.
30 ITpuuuHBI aKTyaJIbHOCTH CETEBbIX y/IaJI€HHbIX aTaK.
31. CyurHoCcTh aKTUBHOT'O CKAaHUPOBAHMS aTaKyeMOT0 CETEBOTO pecypca.
32. CyurHocTh MaCCUBHOTO CKAaHUPOBAHUSI aTaKyeMOT'0 CETEBOr'0 pecypca.
33. MeTo bl aHANTM3a aTaKyeMOTo y3J1a.
IIpakTHKO-OpMeHTHPOBaHHbIE 32JaHUS K 3a4eTy

1. dopmupoBaHuE MOJENIN HAPYIIUTENS KOMIBIOTEPHBIX CETeH.

2. AHanu3 cpeacTB NPOTUBOJACHCTBUS KOMIIBIOTEPHBIM aTaKaM.

3. MexaHu3Mbl 3alIUThl THHOPMAIUH.

4, OCHOBBI MOHUTOPHHTA UH(POPMALIMOHHOM O€30MTaCHOCTH.

5. OunbTpanus Tpaduka U BUPTyaJbHbIE CeTH. TEXHOIOTHsS MpeoOpa3oBaHUs CETEBBIX aJPECOB, MeXa-
HU3MBI.

6. MexaHu3MBbI 3aKUTH HHHOPMAITIH.
7. YpaBlieHHE MEKCETEBBIMH dKpaHaMHU.
8. YnpaBieHue cUCTEMOU aHau3a.
9. Uctrounuku cbopa napopmanun. Bei0op nCTOUHUKOB MHGOpMAITHH.
Kpurepun oueHuBanus:
- 84-100 GaynmoB (OIEHKA «3a4eT») — U3JIOKCHHBIA MaTepuall (PaKTUYECKH BEPEH, HAIWMYUE TIIYOOKHX HCYep-
MBIBAIOIINX 3HAHUNA B 00BbeMe MPONACHHON MPOrpamMMbl AUCHUIUIMHBI B COOTBETCTBUU C MOCTABJIEHHOM MpO-
rpaMMO¥ Kypca 11eJ1bl0 00y4eHust; IpaBUIIbHbIE, YBEPEHHbIE IEHCTBUS 110 IPUMEHEHUIO MOTyUYE€HHBIX HABBIKOB U
YMEHHUH MpU pEeUIeHUH MPaKTUKO-OPHUEHTUPOBAHHBIX 3a/IaHUi, TPAMOTHOE U JIOTHYECKU CTPOHHOE U3JI0KEHHE
MaTepuasa npu OTBETe, YyCBOEHUE OCHOBHON U 3HAKOMCTBO C JOIMOJIHUTEIBHOMN JINTEPATYpPOil;
- 0-49 GannoB (oleHKA «HE3a4eT») — OTBETHI HE CBSI3aHBI C BOMPOCAMH, HAJIMYUE TPYOBIX OMIMOOK B OTBETE,
HEMOHMMAaHHUE CYIIHOCTH M3J1araéMoro BOIPOCA, HEYMEHHE MPUMEHSATh YMEHHS M HABBIKU IPU DPELICHUH
MIPAKTUKO-OPUEHTUPOBAHHBIX 3aJaHUi, HEYBEpEHHOCTh U HETOYHOCTh OTBETOB HAa JIOMOJHUTENLHBIE U HABO-
JSIIIHME BOIIPOCHI.
Bomnpocs! 11t onmpocos
Omnpenenenre CTaTHUECKOTO METO/Ia aHANTU3a UCTIOIHIEMOT0 KoJa
Omnpenenenre JMHAMUYECKOTO METOIa aHATTN3a UCTIOIHIEMOT0 KOJa
[TapameTpsl BO3IEHCTBUS CETEBOM aTaKu Ha BHEITHUI nepuMeTp HH(GOPMAIIMOHHON CUCTEMBI
[TapameTpsl BO3IEHCTBUS CETEBOI aTaKu HAa BHYTPEHHUI MTEPUMETP HHPOPMAITHOHHOMN CHCTEMBI
Dransl MPOBE/ICHUS CETEBOM aTaKu.
Omnpenenenre caMoro CI0KHOTO 10 PeaTu3aliy 3Tana CeTeBON aTaku
[enun ceTeBOM ynaneHHON aTaky.
MeTopl aHaMHM3a aTaKyeMoro y3Ia.
Knaccudukarus yianeHHbIX aTak 10 YPOBHIO BO3JICHCTBUS HA aTaKyeMbIe 0ObEKThI
0. CymHocTs ataku tina Sniffing.
11. CymHocTs ataku THna Spoofing.
12. Anroput™m nipoBeneHus ataku tumna SQL-uHbekuus
13. Knaccudukarus XSS arak.
14. [Tonstus u cymuocts Flood-araku.
15. Paznuuns mexxay DoS u DDOS atakamu.
16. Mertonap! nposenenuss DNS-atak.
17.  VYcnoBus ycnemHoro nposeaeHus atak turna DoS/DDoS/Flood.
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18. [TpuunHBI aKTYaTbHOCTH CETEBBIX YAAJNICHHBIX aTakK.
19. CyliHOCTh aKTUBHOT'O CKAaHUPOBAHUS aTaKyeMOT0 CETEBOTO pecypca.
20. CyuiHocTh NaCCUBHOTO CKAaHUPOBAHMUSI aTaKyeMOI'0 CETEBOr0 pecypca.
IIpumeuanue: onpoc MPOBOIUTCS NPU MPOBEPKE BCEX JIAOOPATOPHBIX 33aJaHUN JJIS BBISBJICHUS 3HAHUN TPU
M3YYCHHH COOTBETCTBYIONIMX TEM IUCIUIUIMHBI B pAMKaX TEKYIICH aTTeCcTaIliH.
Kputepuu oneHuBanus:
o 2 Gaia BBICTaBIIsIETCS] 00yUaromeMycs, eCii U3JI0KEHHBIH MaTtepuan (aKTHUYECKH BEPEH U JIOTUYECKU
000CHOBaH.
o 1 Gamr BeIcTaBIsIeTCS 00ydarOMEMYCsl, €CITU U3JIOKEHHBIM MaTeprall (paKTHUECKH BEpeH, HO €CTh He-
3HAYUTEIIBHBIC OITHOKH.
J 0 GayutoB, eciu OTBET HE BEPEH
MakcumanbHOE KOJTMYECTBO 0aioB 3a cemectp — 40 0as10B.

JlabopaTtopHble 3a1aHust
JladopaTopHoe 3ananue 1. «M3yuenue cucteMbl OOHAPYKEHUS aTak Snorty»
[TosydyeHne HaBBIKOB pabOTHI ¢ IPOrpaMMoOil Snort, H3ydeHrne NPUHILIUIIOB CO3/1aHus IPaBUl 00pabOTKH Tpa-
¢uka. OCHOBHBIEC CBEJICHHS O CUCTEME OOHApYKEHUs aTak Snort.
JlaGopaTopHoe 3axanmue 2. . “Cxanep moptoB Nmap”
O3HaKOMJICHHE C Pa3IMYHBIMUA TUTIAMHU CKAHEPOB MOPTOB M MIPUHIIATIAMH MX PaOOTHI; U3YYHTh OCHOBHBIC Me-
TOJBI CKAHUPOBAHUS JIJIsI TOCTHXKEHUST MaKCUMAIIbHON 3 ()EKTUBHOCTH; U3YYUTh paboTy Nmap — cBOOOHOM
YTHINTBI, IpeIHa3HauYeHHOMU U1 pa3HOOOpa3HOro HacTpanBaeMoro ckanuponanus [P-cereit ¢ mo0pIM KOIH-
9eCTBOM OOBEKTOB U OIPENICIICHHS COCTOSTHUS OOBEKTOB CKaHUPYEMOM CeTH (ITOPTOB M COOTBETCTBYIOIIMX UM
CITy )0
JlaGopaTopHnoe 3aganue 3. «M3ydenue mporpaMMHOTO IMaKeTa aHajau3a ceteBoro Tpadpuka Wiresharky
[Mosy4eHre HABBIKOB aHaJIKM3a MPOTOKOJIOB ¢ IOMOIIBIO TiporpamMmHoro obecnieuenus Wireshark. @uabTpsr
Wireshark. Ananu3 tpaduka Wireshark. CocraBienne oTu€ra 0 COCTOSIHUM TOPTOB
JladopaTopHoe 3ananne 4. Pabota c cuctemoii ananu3a 3amumensaoctd X Spider 7.0.
Coznanune npoduis aisa ckanupoBanus yszsumocteir OC Windows u OC Linux, BBITIOJIHEHHE CKAaHUPOBAHUS 1
reHepaIys 0T4eTa O BHIMOJTHEHHOUW padote. Co3aanue mpodus yisi CKaHUPOBaHUs ysi3BuMocTe. [louck ys3-
Bumocteit OC. [IpocMoTp 1 ucnpaBiieHne 0OHAPYKECHHBIX YSI3BUMOCTEH.
JladopaTopHoe 3ananme 5. . Opranm3zanus ARP-spoofing'a ¢ momomisio Ettercap.
Ettercap - cauddep st KOMMyTHPYEMBIX JTOKATBHBIX ceTel. Oprann3oBaTh NPOCIYITUBAHUE TpaduKa MEX Ty
JBYMsI XOCTaMH, COETUHEHHBIMU MEX]Ty COOOH C MOMOIIBI0O KOMMYTHpYyeMoi ceTh. [IpocMoTp pe3ynbraToB
ataku. VM3yuenue pe3yabTaToB paboThl tcpdump.
JlaGoparopHoe 3aganmne 6. BupryanbHbie yacTHble ceTu. [IPSec-TyHHenb.
Nzyuenue 3ammmennoro IPSec-tynnens u cnocoba ero HacTpoiiku Ha Opanamayspe ASAS505 u B OC Linux.
Kpunrorpadguueckue meroap: VPN, TyHHEIMpOBaHKE.
Kpurepun oueHuBanus:
- (1S KaXK0T0 3a1aHus):
10 6annoB — 3a1aHKE BHITIOTHEHO BEPHO;
9-7 GannoB — MpH BBITIOJIHEHUH 3aJaHUsI ObLIIU JIOMYIIEHBl HETOYHOCTH, HE BIUSIOIINE HA PE3yIIbTaT;
6-3 Oayia — Mpu BBHINOJHEHUH 3aaHusI ObLITN JOMYIIEHBI OIINOKH;
2 - 1 Gayn — mpu BBITIOJTHEHUH 33/1aHUs OBLIN IOMYIIEHBI CYIIIECTBEHHBIE OIITNOKH;
0 GayyoB — 3aJjaHKE HE BHITIOIHEHO.
MaxkcumanbHOE KOJIMYECTBO OalsioB 3a cemecTp 60 6a110B.
3. MeToanueckue MaTepuaJibl, ONpeae/siionue npoueaypbl OeHUBaAHUS 3HAHUI, YMEHUIi, HABBIKOB U
(nJM) oNbITA JeSATeJIbHOCTH, XapaKTePU3YIIIUX 3Tanbl GOPMHUPOBAHUS KOMIIETEeHIH I
[Tpouieypsl OlleHUBAHMSI BKITIOYAIOT B ce0s1 TEKYIIUI KOHTPOIIb U MPOMEKXYTOUHYIO aTTECTAIIHIO.
Texymuit KOHTPOJIb YCIIEBAEMOCTH MPOBOAUTCS C UCTIOIH30BAHUEM OIEHOUYHBIX CPEJCTB, IPEICTABICHHBIX B II.
2 MaHHOTO MPHIOKEHUS. Pe3ynpTaThl TEKYIIETO KOHTPOJS TOBOJSTCS 1O CBEIEHUS CTYIEHTOB JO MPOMEKY-
TOYHOH aTTecTaluu.
[TpomMexyTouHas aTTecTarys MpoBOIUTCS B opMe 3adeTa.
3aueT MPOBOIUTCS MO PACIUCAHUIO IPOMEKYTOUYHOU aTTeCcTallMu B BUe ompocoB. KomuuecTtBo Bormpocos — 3.
[TpoBepka 0TBETOB U 00BSBIECHUE PE3YIHTATOB MPOU3BOAUTCS B ICHD 3a4eTa. Pe3ynbTaThl aTTeCTaIlK 3aHOCSTCS
B DK3aMEHAIMOHHYIO BEOMOCTh U 3aU€THYIO KHIDKKY cTyAeHTa. CTyIeHTHI, He MPOIIEIIINe MPOMEKYTOIHYIO
aTTeCTaIUIO MO TPaUKy CECCUU, TOJDKHBI TUKBUIUPOBATH 33J0KEHHOCTh B YCTAHOBIIEHHOM TOPSIJIKE.



IIpnioxenne 2
METOINYECKHUE YKA3AHUA 11O OCBOEHHUIO JUCHUIIJINHBI

B Xxozme 7NeKUMOHHBIX 3aHATUN pacCMaTpPUBAIOTCSI TEOPETHMUECKHWE BOIPOCHI C  YYETOM IIPaKTH-
KO-OpPUEHTHPOBAHHOCTH M3Yy4aeMOH JMCIUIUIMHBI, JAIOTCS PEKOMEHJAIMU Ui CaMOCTOSATEIbHOW paboThl H
MOJITOTOBKE K JJa0OPATOPHBIM 3aHATHUSIM.
B xozne nabopaTOpHBIX yTrayOIsStOTCS U 3aKPEIUISIIOTCS. 3HAHUS CTYICHTOB IO PSIy PACCMOTPEHHBIX HA JICKIUAX
BOIIPOCOB, Pa3BUBAIOTCSI HABBIKM PA0OTHI C KOMITBIOTEPOM, MPUMEHEHHSI METOJIOB M TEXHOJIOTHH 3aIlUThI WH-
dbopmanuu.
[Tpu moaroTOBKE K 1a00PaTOPHBIM 3aHATHSAM KaXKAbIH 00yYaIOIIHIACS JOIDKEH:
— U3YYUTh PEKOMEHIOBaHHYIO YUE€OHYIO JIUTEPATYPY;
— U3yYUTh IPAKTHUECKUE IPUMEPBI, PACCMOTPEHHBIE Ha JIEKIUIX;
B nmpouecce moarotoBku K J1a0OpaTOPHBIM 3aHATUSAM CTYAEHTHI MOTYT BOCIIOJIb30BaThCs KOHCYJIbTALUAMU
IpenojaBaTes.
Bonpocel, He paccMOTpeHHbIE Ha JIEKLUAX, JJAOOPATOPHBIX 3aHATHUSAX, JOJDKHBI ObITh M3yY€HBl CTYJEHTAaMU B
X0JIe caMOoCTOATeNbHON paboThl KOHTpoab caMocTosTeNbHON paboThl CTYJEHTOB HaJ y4eOHOW Iporpammoit
Kypca OCYILIECTBIISIETCS B XOJ€ 3aHITHI METO/J0M OIpoca IMpH BBINOJIHEHUHU J1a00paTOpHBIX 3aaaHuil. B xoze
CaMOCTOSITENIbHOM pabOThI KaXKIbli CTYZEHT 00513aH MPOYNUTATh OCHOBHYIO U 110 BO3MOXHOCTH JIOTIOJHUTEIbHYIO
JUTEepaTypy IO U3ydaeMOH TeMe, JONOJHUTh KOHCIIEKTHI JEKIUI HEJOCTAIOIIUM MAaTepHaiOM, BHITUCKAMU U3
PEKOMEH/I0BAaHHBIX MEPBOMCTOYHUKOB. BBIIENUTh HEMOHATHBIE TEPMHUHBI, HANTH UX 3HAUYEHUE B SHIMKIIONE-
JMYECKUX CIIOBapSIX.
CTyneHT 0JIKeH FOTOBUTHCS K MPEACTOSIIEMY JJaAOOPaTOPHOMY 3aHSTHIO MO BCeM, 0003HAUYEHHBIM B paboyeit
MporpaMMe AUCLHUILTUHBI BOIIPOCAM.
J1J1s MOATOTOBKH K 3aHATHSM, TEKyIIEMY KOHTPOJIIO U TPOMEXKYTOUHOM aTTeCTallii CTYAEHThl MOT'YT BOC-
MI0JIb30BAThCS ANEKTPOHHO-OUOIMOTEUHBIMU ccTeMaMu. Takke oOydaroniyecss MOTyT B3Th Ha JIOM HE0O-
XOJUMYIO JIUTEepaTypy Ha aOOHEMEHTE YHHBEPCUTETCKOW OMOIMOTEKH MM BOCIOIb30BATHCS YUTATbHBIMU
3ajaMH.



