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KA®EJIPA HNndopmannonHasi 6e30mMacHOCTH

PacnpeneieHue 4acoB JUCHHUILIMHBI 10 ceMecTpaM / KypcaM

Kypc 1

Bun 3ansTuit v | PII Hroro
Jlexun 6 6 6 6
JlaGoparopHbie 6 6 6 6
Wroro ayn. 12 (12 |12 |12
KonTakTtHas paborta 12 |12 |12 |12
Cawm. pabora 159 | 159 | 159 | 159
Yacsl Ha KOHTPOJIb 9 9 9 9
HUroro 180 180 | 180 | 180
OCHOBAHHUE

Y4eOHBIN TUTaH yTBEpKIIeH YIEHBIM coBeTOM By3a oT 28.02.2025 1. mpoTtokon Ne 9.

[IporpamMmy coctaBmwiI(u): K.T.H., foueHT, CeBacTbsiHOB 1. T.;accuctent, Kouemac T.I'.
3aB. kadempoii: k.3.H., moreHT 10.B. Pamuenko

MeTtoauueckuii coBeT: 1.3.H., mpodeccop M./1. Kocrormomor



1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 |mpuobpererne 3HaHWI B 007acTH WH(DOPMAIMOHHON O0€30MacHOCTH W 3alUTHl MH(GOPMAIMM II0 OpPTaHU3A[MOHHO-
MIPaBOBOM 3alUTe KOMMEPYECKOH, Ciy:keOHOH, NpodecCHOHATBHON TalHbI, MEePCOHATBHBIX NaHHBIX; (OPMHUPOBAHUE
YMEHHH M TPAKTUYECKUX HABBIKOB I10 MPaBOBOMY, OpraHM3alMOHHOMY W TEXHHYECKOMY OOECIICUCHHUIO 3aIlUThI

nHpOPMAIIHN TIPH PEIICHUH 3a1ad MPo(eCCHOHATBHON e TENEHOCTH.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUA TN CHUIIJINHBI

OIIK-6. CnocofeH MOHMMATH NMPUHUMIBI PadoTbl COBPEMEHHBIX MH(OPMALMOHHBLIX TEXHOJIOTMii W HCHOJbL30BATh UX JJIA
peleHus 3aaa4 nNpog)ecCHOHAIbHOM eI TeJIbHOCTH

B pe3yabTaTe ocBOeHHS THCHUTIIMHBI 00YYAOIIHICS TOKEH:

3HaTh:

METOIBl M CPEICTBA 3allUThl HH()OpPMAIMH; OCHOBHBIC MPHHIMIBI PadOTHI CHUCTEM 3alIUTHl HH(OpPMALUK (COOTHECEHO C
unaukaropom OITK-6.1)

YMeTh:

UCIIOJIBb30Barh WHCTPYMEHTHI JJIs aH&IM3a W MOHMTOPHHIa WH(OPMAIMOHHON 0€30IaCHOCTH B CBOEH MNPOQeCcCHOHAIBHOM
JEIATCIIGHOCTH; TPUMEHSTh CPEACTBA 3allMThl HWH(POPMAlMd B paMKax peHIeHHsS NPOQEeCCHOHATBHBIX 3amad (COOTHECEHO ¢
naaukaropom OITK-6.2)

Binagern:

HAaBBIKAMH TIPUMECHEHHMS COBPEMEHHOTO KOMITBIOTEPHOTO O00OpYIOBaHHSA, MOOWJIBHBIX YCTPOHCTB ¥  COOTBETCTBYIOMIETO
IpOrpaMMHOTO OOECHeYeHHs] B paMKax HX OE30IacHOrO HCHONB30BAHHMS H B COOTBETCTBUH CO CTaHAApTaMH O0€30IIacCHOCTH;
HaBbIKaMU pabOTBl CO CIIECLHMAIN3MPOBAHHBIMU IPOTpaMMaM¥ JUIsl 3allUTHl U YHPABJICHUS JAHHBIMH (COOTHECEHO C WHIUKaTOpOM
OIIK-6.3)

3. CTPYKTYPA U COAEP KAHMUE IUCIUIIJINHBI

Pa3nen 1. [IpaBoBoe 1 oprann3anHoHHOE ofecniedeHHe MH(OPMAIIMOHHOM (€30MaCHOCTH

Bupj 3ansrus / Cemectp /| KonmuectBo
Ne HaumeHoBaHMe TeMbl, KPaTKOe COAepKaHHe KoMmnereHnuun
pa6otsl / popma ITA Kype 4acos

IIpaBoBoe obOecmeuenne uHPOPMAIMOHHONW OE30MACHOCTH B CHCTEME

HaLMOHAILHOU 6e30MmacHOCTH PD". OCHOBHBIE HarpaBJICHUS
1.1 . P JIeKIIMOHHBIE 3aHATHS 1 2 OIIK-6

obecriedeHnsT HHG)OPMAIOHHON O€30IacCHOCTH M 3allUThl MH()OpPMAUH

B PO.

IIpaBoBoe oOecmeuenne WHPOPMAIMOHHONW OE30MACHOCTH B CHCTEME

HalMOHANTbHOM Oe3omacHocT P®. bBazoBbie cBoicTBa 0€30MacHOCTH
12 nndopmaruu. HopmarusHo-npaBoBas 0a3a (DyHKLIMOHMPOBAHUS CHUCTEM JlaGoparopHble 1 2 OIK-6
’ 3ammThl nHGopMarmu. [IpaBoBas 3ammTa MPOrPaMMHOTO OOECTICYECHHS 3aHATHUS

ABTOPCKMM IpaBOM. KOMIBIOTEpHBIC NPECTYIUIEHHS U OCOOEHHOCTH HX

pacciesoBaHus.

IIpaBoBoe oOecneueHne WHPOPMAIIMOHHONW OE30MaCHOCTH B CHCTEME
13 HaUMOHATBHOH 6e3  omacHoctw P®. Opranmsanus pabotsl co| CamocrosTensHas 1 5 OIK-6
’ CBEJICHUSIMH, OTHECEHHBIMH K  TOCYJapCTBEHHOU TaifHe u pabota

KOH(UACHIIMATBHON HH(OPMAIIUH.

. . CamocrosiTenbHast
1.4 | BemmosieHue 3amanuii ¢ ucnonb3zosanueM LibreOffice. pabota 1 10 OIIK-6
Pazgen 2. Texuuueckas 3amuTa HHpopmManuu
Bua 3ansaTus / Cemectp /| Kommuectso
Ne HaunmenoBaHue TeMbl, KPaTKoe CoAepKaHue Komnerenuuun
patotsl / popma IMA Kype 4acoB

Vrpo3sl yTeukH HH(pOpPMAUMM O TEXHWYECKHM KaHatam. Hocurtenn u

opMbl  3amuiiaemMoi  MH(opmaiuu. OCHOBHbIE OOBEKTHI  3alUTHI
2.1 bop att (bopmat Attt JIeKIIMOHHBIE 3aHATUS 1 2 OIIK-6

undopmarmu. Bunsl yrpo3 6ezomacHoctn uHpopmarmu. TexHuuYeckue

KaHIbl YTEYKH HH()OPMALIUH.

Vrpo3sl yTeYkH HMH(POPMALUKM [0 TEXHHYSCKHM KaHaiaMm. Dopmbl

N JlaboparopHsie
2.2 |3auumaemoit uHbopmanmu. OObekThl 3ammThl. DU3NUECKHE OCHOBBI 1 2 OIIK-6
3aHATHUS

Bo3HukHOBeHus: TKYU. Knaccudukarust TCP.
23 VYrpo3sl yreukn wuHpOpManuMK MO0 TexHHUueckuM Kanamam. Ornenka| CamocrosiTenbHas 1 ] OIK-6
’ BO3MOXKHOCTEH TEXHUYECKUX CPEACTB Pa3BEIKH. pabora
24 CriocoObl ¥ cpeficTBa TexHUuYecKoil 3amutbl uHpopmarmu. CpencrBa| CamocrosTenbHas 1 4 OIK-6
’ 3aIUTEl 0OBEKTOB OT yTe4ykH MH(popmanuu 3a cuer [IDMU u HaBogOK. pabota
2.5 |[Crocobbl ¥  cpeicTBa  TEXHHYECKOW  3amUTBHl  MH(OpMALWH. CamocrosTenbHas 1 4 OIIK-6




[IpenorBpamiense yTeuku HHGOPMAMU IO LEMSM DJICKTPOIHUTAHUS H
3a3eMJICHUSL. CpenctBa  3BYKOM3OJSILIMM M 3BYKONOIJIOIICHHUS aGora
aKyCTHYECKOTO CUTHaNIA, oueHKa uX 3¢ ¢extnBHOCTH. CpeacTBa moucka P
CpPEICTB HEeTIACHOTO CheMa HH(OpMAIUH.
o . CamocrosTenbHast
2.6 |Brinonnenue 3ananuii ¢ ucronszosanueM LibreOffice. paboTa 1 10 OIIK-6
Paznen 3. Opranu3anus 3amuThl HHGPOPMAIUN B HHPOPMAIIMOHHBIX CHCTEMAX
Bupa 3ansirus / Cemectp /| KonnuectBo
Ne HaumeHoBaHMe TeMbl, KPaTKOe COiepKaHHe KoMmnerenuun
pa6otsl / popma ITA Kype 4acoB
Opranuzanyst 3auThl MHGOPMAUUM B HH(POPMAIMOHHBIX CHCTEMAX.
VICTOYHUKH W BHIBI Yrpo3 HHPOPMANUK B WHOOPMALMOHHBIX CHCTEMax.
Crpykrypa  TOC CTBEHHOM  CHUCTEMBI ~ TEXHHYECKOW  3allUTBI
3.1 PYKIYP yAap Al JIeKIIMOHHBIE 3aHATHS 1 2 OIIK-6
uHdopmaru. Opranm3aumsi  3amuThl  MHGOpMauuu. Mepbl  3aluThl
uHpopMauu B HMHQPOPMALMOHHBIX cucTeMax.OpraHu3alus —3allUThl
o0wexroB KMU.
Vrpo3sl  HECAHKI[MOHHPOBAHHOTO octyma K  uHpOpMaMH B
P Kt P soety bopua CamocrosiTenbHas
3.2 |uHpopManMOHHON cHuCTeMe. YTpo3bl HEMOCPEACTBEHHOrO IOCTyNa B aGora 1 4 OIIK-6
OIEPAIMOHHYIO Cpely HH(POPMAIMOHHON CHCTEMBI. P
VYrpo3bl  HECAaHKIMOHMPOBAHHOTO  JoCTyna K  MHpOpMauMu B
33 MHPOPMAMOHHOW  cHucTeMe. YTpo3sl  Oe3omacHocTH  MH(OpManuy, CamocrosTenbHas 1 4 OIK-6
’ peatM3yeMblX € HCIOJb30BAaHHEM  IPOTOKOJIIOB  MEXKCETEBOTO pabora
B3aNMOJICHCTBHS.
Yrpo3el  HECaHKIMOHHPOBAHHOI'O octyna K uHbopMauum B
P VLL P Aocty (bopman CaMocTosTeabHas
3.4 [undopmanuonHoii cucreme». Yrposbl IPOrpaMMHO-MaTeMaTH4eCKUX aGora 1 4 OIIK-6
BO3JIEHCTBUMA. p
VYrpo3sl  HECAHKIMOHHPOBAHHOTO  JOCTyma K  HHGOpMAaUMH B
35 uHpopmaronHoii cucreme. IlocTpoeHne THNOBBIX MOAENEH yrpo3 JlaboparopHusie 1 2 OIK-6
’ OezomacHocTH HMH(pOpPManuy, oOpadarsiBaecMOil B HMH(OPMAIMOHHBIX 3aHATHS
CHCTEMaX.
TpeboBanusi K OpraHu3allMy 3aIUTHl WH(OpPMAMU B MH)OPMALMOHHOI
P p an aut bopmar (bopwmat CamocrosTenbpHast
3.6 |cucreme. OGecrieueHue 3amuThl MHOOPMAIMK B XOJE 3KCIUTyaTalldi aGora 1 2 OIIK-6
HH(OPMAIOHHOM CHCTEMBI. P
. . CamocrosTenbHas
3.7 | BeinonHeHue 3amganuii ¢ ucnoib3oBanueM LibreOffice. pabota 1 12 OIIK-6
Pa3znen 4. MeToas! U cpecTBa KpunTorpaduuecKuii 3alUThI
Bua 3ansaTus / Cemectp /| KosmmuectBo
Ne HaumeHoBaHHe TeMbl, KPATKOE COAeP:KaAHUE Komnerenuun
pa6otsl / popma IMA Kypce 4acoB
Meroabl M CpeNCTBa  KPHUIITO MYECKOW  3allMThl  MH(OPMALIUH.
A pea P rpad ant popan CamocrosTenbHas
4.1 |[puaumnsl (QyHKIMOHHUPOBAHUS CHMMETPUYHBIX M aCHMMETPHUYHBIX aGora 1 2 OIIK-6
KPUIITOCHCTEM. AyTEeHTH()HUKALKSI C UCIIOJIb30BAHMEM OTKPBITOTO KIIFOYA. P
40 Cummerpuunble  kpunrocucremb». Iludpp Iponcdensna. Iudpsr| CamocrosTensHas 1 2 OIK-6
) MHOroan(h)aBUTHOH 3aMEHBbI. pabora
ACHMMETpHYHBIC KPUNTOCHCTEMBI. Peann3aiys JBYCTOPOHHEro oOMeHa
o . CamocTosTenbHast
4.3 |wmoueBoit  mH(pOpManuei. [lonssiTve W  Ha3HAYCHHE LIEHTpa aGora 1 4 OIIK-6
pacnpenencuus kiatodeid. Tpebosanus Juddu n Xenamana. P
AcuMMeTpUYHBIE ~ KpUnNTOCHCTeMbl.  OCHOBHBIE — MareMarHyecKue
CamocrosTenbpHast
4.4 |coorHomeHus, ucnoib3yeMble B anmroputMe RSA. TexHonorust B3imoma aGora 1 2 OIIK-6
mrgpa METOJOM HOJIHOTO nepebopa. P
ACHMMETpHUYHBIE  KPHITOCUCTEMBbl.  [IpMHIMIBI M IpOLELypHbIC
p P . PHHIL o poueLyp CamocTosTenbHast
4.5 |acmexkTbl airopuT™Ma 3JeKTpoHHOW I1mdpoBoit mommucu  (DLIII). aGora 1 2 OIIK-6
I{est0cTHOCTB NEepeaaBacMbIX JaHHBIX. ABTOPCTBO COOOIICHHH. P
. . CamocrosTenbHas
4.6 |BrimonHenue 3ananuii ¢ ucnonszosanueM LibreOffice. pabota 1 12 OIIK-6
Pa3znea S. JIunensuposanue u ceprudukanus B 00J1aCTH 3aIIUTHI HH(pOpMaLuU
Bua 3ansaTus / Cemectp /| KosmmuectBo
Ne HaunmeHoBaHue TeMbl, KpaTKoe CodepKaHue Komnerenuun
pa6otsl / popma IMA Kype 4acoB
[IpaBoBbIE OCHOBBI JIMLICH3UPOBAHMSI B OOJNACTH 3alIUThl WH(OPMAIMNY.
51 OpraHuzanysi  JULEH3UPOBaHMS B oOnactd 3amuThl  MHGpopMmanuu. | CamocrosiTenbHas 1 5 OTIK-6
’ OCHOBHbIE JIMICH3HOHHBIC TPEOOBAHUSI M YCIIOBHS B OOJIACTH 3alllUTHI pabora
nHdopmarmu.
50 IIpaBoBeie ocHOBbI ceprudukaunn B PDx». Ilopspok mnposeneHus | CamocTosTeabHAs 1 ) OIK-6
) cepTU(UKALMU CPENICTB 3aUThl HHPOPMALUH. pabora
. - CamocrosTenbHast
5.3 | Bemonnenue 3ananuii ¢ ucnoab3obanueM LibreOffice. pabora 1 12 OIIK-6




Pa3nes 6. OcHOBBI 3aIIMTHI KOMMEPYECKOH TAHHBI

Bupn 3ansitus / Cemectp /| KonmmuectBo
Ne HaumeHoBaHMe TeMbl, KPaTKOe COepKaHHe KoMmnerenuun
pabotsl / popma ITA Kypc 4acoB
6.1 [IpaBoBBIE OCHOBBI 3alTUTHl KOMMepueckoil TalHbl. [lopsimok otHecenms| CamocTosTenbHas | 2 OIK-6
’ uHpopMaIK K KOMMEPUYECKOil TailHe. pabota
DopMHpOBaHUE TEPEYHsl CBEACHHH, COCTAaBIAIONMX KOMMEPUECKYIO
taiiHy. [Topsinok pa3paboTku HepeyHs CBEeJCHUIL
Y. 1I0pAROk pasp DEHIT CBEL ’ CamocTosTenbHast
6.2 [cocraBnsromux KoMMepuecKylo TaiiHy. CBeIEeHHs, KOTOpbleé HE MOIyT aGora 1 4 OIIK-6
COCTaBJISITh p
KOMMEPYECKYIO TalHy.
63 IIpaBoBbIE OCHOBBI 3al[MTBI KOMMepueckoil TaiHb. [IpaBa obmamaresns CamocTosTenbHas 1 5 OIK-6
’ KOMMEpYECKOH TaifHBbI. pabota
IIpaBoBbIlc OCHOBBI 3alUTHI KOH(HUACHIMATEHOH nH(opMarmu. Ipasa u
P - bunenu (bopman P CaMocTosTeabHas
6.4 | obOs3aHHOCTH paboTHHKA u paboTonarens o 3aIIUTe aGora 1 2 OIIK-6
KOH(HICHIIMATBHOM HH(pOpMaImu. p
o . CamocrosTenpHast
6.5 | Bemonnenwue 3aganuii ¢ ucnonb3oBanueM LibreOffice. paiora 1 12 OIIK-6
Pa3nen 7. [IpaBoBble OCHOBBI 3aIIIUTHI MEPCOHATbHBIX TAHHBIX
Bupn 3ansitus / Cemectp /| KommmuectBo
Ne HanmenoBaHue TeMbl, KpaTKoe coAepKaHue Komnerenuuu
pabotsl / popma ITA Kype 4acoB
CymHocTh M coaepykaHue OOpabOTKM ¥ 3alMThl  MEPCOHATBHBIX
nauHbiX. IlpaBa ¥ 0OSM3aHHOCTH CyOBEKTa MEPCOHATBHBIX [aHHBIX H
CamocTosTenbHast
7.1 |omeparopa, oOpabarbiBaroliero IepcOHaTbHbIC AaHHbIe. OpraHu3auus aGora 1 2 OIIK-6
3alUTBl HEePCOHATBHBIX JAHHBIX B OpPraHU3allMAX, YUYPEKICHHIX M Ha p
IpeIPUATHSAX.
. . CamocrosiTenbHast
7.2 | BeimomHenue 3aqanuii ¢ ucronb3oBanueM LibreOffice. pabota 1 12 OIIK-6
Paznen 8. Opranuzanus 3amuThl KOH(UACHIMATbHOI HHGoOpManuu Ha 00beKTaxX HH(popMaTU3aAUHU
Bua 3ansatus / Cemectp /| Kommuectso
Ne HaunmeHoBaHue TeMbl, KPaTKoe CoAepKaHue Komnerenuuun
patotsl / popma IMA Kype 4acoB
Opranu3zaiysi 3aluThl KOHOHUICHIUATPHOW HH(pOpMauu Ha O00BEKTax
nadopmaruzayy. CyLmHOCTh M COAEPKAHHE OPraHU3alMOHHBIX OCHOB
bop att yim Aep P at CamocrosTenbpHas
8.1 | 3ammTs HHPOPMALUH. OpraHu3aoHHbIe MEpOMpUSTHS 110 aGora 1 2 OIIK-6
obecriedeHH0  3amUThl  uHpopMmauuu.  OpraHu3aius  KOHTPOJIS p
COCTOSTHHMSI 3allIUTHI HH(OPMAIHH.
CamocrosTenbHast
8.2 | PazpaboTka moiMTHKN O€3011aCHOCTH MPEIPHSTHSL. paGoTa 1 5 OIIK-6
. . CamocrosTenbHast
8.3 | Bemosnnenwue 3ananuii ¢ ucnonb3oBanueM LibreOffice. paGoTa 1 12 OIIK-6

Paznen 9. [IpomexyTouHnasi aTrecranus

Bupn 3ansitus / Cemectp /| KonmuectBo
Ne HaumeHoBaHUe TeMbl, KPaTKOe coAep:KaHue KoMnereHnuun
pabotsl / popma ITA Kypc 4acoB
9.1 |IloxaroroBka K MPOMEKYTOUHOM aTTECTATHN DK3aMeH 1 9 OIIK-6

4. ®OHJ1 OHEHOYHBIX CPEJICTB

CrpykTypa W conepkaHHe (OHIA OIICHOYHBIX CpPEACTB JUIS TMPOBEACHUS TEKYHIEr0 KOHTPOJII M MPOMEKYTOYHOW arTecTaluu
npezcTaBieHsl B [Ipunoxxernn 1 k pabodeid mporpaMMe JUCIUIIIAHEL.

5. YAEBHO-METOJHUYECKOE 1 TH®OOPMAIIMOHHOE OBECIIEYEHUE JUCIHUIIJINHBI

5.1. YueOHble, HAYUHbIE U MEeTOAUYECKHE H3TAHUS

ABTODBI, Bubnunoreka /
3arnaBue H3parenscTBO, TOI
COCTaBUTEIIN KomnaectBo
1 Pynenxos H. A., TeXHOJIOTHH 3aIUTHl HHPOPMAIUH B Mocksa: HanmonanbHblIi OBbC «YHuBepcuTeTcKas
[ponerapckuii A. B., KOMITBIOTEPHBIX CETSIX: YaeOHOe ocodne OTKPBITEI YHUBEPCUTET OUOIIMOTEKA OHJIANH
Cwmuprosa E. B., «MHTYUT», 2016
CypoBoB A. M.




ABTOpBI,
COCTaBUTEIN

3arnasue

U3 parenscTBO, roj

Bubamoreka /
KomnuectBo

Bectauk MHcTuTyTa 3aK0HOJaTENBCTBA U
npaBoBoit nHdopmanuu umMern M.M.
CriepaHcKoro: XypHai

Wpkyrck: MHCTHTYT
3aKOHO/IaTeIIbCTBA U
IpaBoBOi HHpopManuHy,
2017

OBC «YHuBepcurerckast
O6ubIroTeKa OHJIAH

3 Porozun, B. 10.,

OcHOBBI HH(POPMALIMOHHOH 0€30MaCHOCTH:

Mocksa: FOHUTU-

lNanymxun, U. b., Y4eOHUK AJSI CTYACHTOB BY30B, 00YJaroMuXcs 10 JIAHA, 2017
Hosuxos, B. K., HaIpaBJIeHUIO TIOJATOTOBKHU «IIPABOBOE
Bempes, C. b. obecrieueHue HATMOHATEHON 0€30MacHOCTI

9BC «IPR SMART»

4 Kogsanes /1. B.,
Bormanosa E. A.

HNudopmanmnonHas 6e30macHOCTh: yuyeOHOe
mocobue

PocroB-na-Jlony: FOxubIit
(benepanbHbIi
yHuBepcurer, 2016

OBC «YHuBepcureTckas
OHOIMOTEKA OHJIANH)»

5 Karanosa, T. H., HNudopmannonHas 6e30macHOCTb: J1abOpaTOPHBIA [Tepms: Ilepmckuit 9BbC «IPR SMART»
lankuna, JI. C., MIPAKTUKYM TOCyIapCTBEHHBIN
XKnanos, P. A. TYMaHHUTapHO-
NIeJAarornIeCcKuit
yHuBepcuTert, 2018
6 IMunos, A. K. VYnpasnenne HHGOPMAIOHHOH 6€3011aCHOCTHIO! PocroB-na-/lony, OBC «IPR SMART»
yuebGHOoe nocodue Taranpor: U3narensctBo
IOxHorO (heneparbHOro
yHHUBepcuTeTa, 2018
7 [lanbrun, B. ©. HNudopmanmonHas 6€30MacHOCTh U 3aIlUuTa Caparos: 3bC «IPR SMART»

nuHbopmMarn

IMpodobpazosanue, 2019

8 Ky6amesaE. C.,

I/IHCI)OpMaTI/IKa W BbIYHUCIUTCIIbHAA TCXHUKA.

MPOU3BOACTBEHHON MPAKTUKH: yIEOHO-
METOJMIECKOoe mocodue

Womkap-Ona:

yHuBepcuter, 2019

OBC «YHuBepcurerckas

Manamkesnu U. A., HNudopmanmonHas 6e30macHOCTb T1oBOKCKHI OubIMoTEKa OHJIANHY
Yexymnaesa E. H. ABTOMATH3UPOBAHHBIX CHCTEM: y4eOHO- roCy1apCTBEHHBIN
METOMIECKOE [TOCOOUE K POXOIKIACHUIO TeXHOJOTHYECKU

BUT. buznec & NHpopMariioHHbIE TEXHOIOTHH:
HKypHAT

Mocksaa: ITonoxesen u
naptHepsl, 2019

OBC «YHuBepcureTcKas
OMOIMOTEKA OHJIANH)»

10 CygBopoga, ['. M. HNudopmanmonHas 6e30macHOCTh: yuyeOHOe Caparos: By3osckoe 3BC «IPR SMART»
nocobue obpazoBanue, 2019
5.2. Ilpodeccuonanbuble 02361 JAHHBIX H MH()OPMALMOHHBIE CIIPABOYHbIE CHCTEMBI
NCC "Koncynprantllnroc"
baza JTaHHBIX JIEHCTBYIOLINX CTaHJapTOB 1o HaIpaBJICHUIO "NudopmaronHas bezonacuocts"

https://www.gost.ru/portal/gost/home/standarts/InformationSecurity
OdurmaneHelii caift @exepanbHON CIIykKOBI IO TEXHUIECKOMY U SKcIopTHOMY KoHTpoito (PCTOK Poccun)//fstec.ru

5.3. [lepeueHb MPOrpaMMHOI0 o0ecedeH st

Onepauunonnas cucrema PEJI OC
LibreOffice

5.4. YueOHO-MeTOAMYECKHE MaTepuaJabl 1/ oﬁyqamumxca C OrpaHUY€HHBIMH BO3MOKHOCTAMHU 310POBbA

IIpn HE0oOXOMMMOCTH IO 3aiBICHUIO OOYYAMOMETOCS C OTPaHMYCHHBIMH BO3MOXHOCTSIMH 37I0pPOBbS  y4eOHO-METONUYECKHE
Marepuaibl NpeJOCTaBISIOTCS B (opMax, aalTHPOBAaHHBIX K OrpPaHMYEHHMSM 3/10pOBbsS W BocupusTus uHpopMmaumu. s nun c
HapyIICHUSIMU 3peHus: B QopMe ayanodaiina;, B medarHoid ¢opme yBenmudeHHbIM mmpudrom. s num ¢ HapyIICHHSIMH CIyXa: B
(opMe HIIEKTPOHHOTO IOKYMEHTa, B IedarHoi ¢Qopme. s U ¢ HapyMICHHSMH OIIOPHO-IBHTATEIFHOTO ammapara: B (opme
3JIEKTPOHHOTO JOKYMEHTa; B eUaTHOH opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUWE JUCHUIIJINHBI

IMomemeHus Ui BceX BUIOB pabOT, MPEITyCMOTPEHHBIX yYEOHBIM IUIAHOM, YKOMIUICKTOBAaHBI HEOOXOAWMOH CHEeNHaTn3UpOBaHHOMN
y4eOHOI MeOeThIO M TEXHUIECKUMH CPEIICTBAMH O0yUCHHS:

- CTOJIBI, CTYTIbS;

- IEPCOHAITBHBIA KOMITBIOTEP / HOYTOYK (IIEPEHOCHOIT);

- TIPOEKTOP;

- 9KpaH / UHTepaKTUBHAS TOCKa.

JlaboparopHble 3aHATUS TPOBOJIATCS B KOMIBIOTEPHBIX Kijlaccax, pabouyne MecTa B KOTOPHIX O0OpyAOBaHbl HEOOXOAMMBIMHU
JIMLECH3HOHHBIMA W/WIM  CBOOOJHO pAacHpOCTPaHSIEMBIMH IPOTPAMMHBIMH CPEICTBAaMH W BBIXOIOM B MHTepHer, w/mimm B
CHENATN3UPOBAHHBIX JIA0OPATOPHSX, TPETYCMOTPEHHBIX 00pa30BaTeILHOMN MPOrPaMMOH.

7. METOAUWYECKHUE YKA3AHUS 1JISA OBYYAIOIIIUXCS ITIO OCBOEHUIO JTUCIIUITJINHBI

Mertoaueckne yKa3aHUs 10 OCBOCHHIO UCIMILUIMHEI IPEACTaBIICHEI B [Ipunoxkennn 2 k pabode mporpaMMe JUCIUIUIAHEL.




Ipunoxenne 1

®OH/J ONEHOYHbBIX CPEACTB

1 OnucaHue nokasaresied U KpUTepUueB OLleHUBAHUS KOMIIETEeHL MU
Ha pa3/IMYHbIX 3Tanax UX GOpMHUPOBAHMSA, ONIUCAHUE IIKAJI OLL,eHUBAHUS

1.1 Iloka3arenu U KpUTEPUU OLICHUBAHUS KOMIIETEHIINN:

3VH, cocrasisoniue
KOMITETCHITUIO

IToka3aTenu orneHUBAHUSA

Kpurepun
OIICHUBAaHUS

Cpencrtpa
OIICHUBAHUS

TEXHOJOTHHA U UCI0JIL30B

OIIK-6: CrnocofeH mNOHMMATHL NPHHIMIIBI

aTb UX JIJISl PCIICHUSA 3a/1a4

padoThI

COBpPEeMEHHBIX HMH(OPMALMOHHBIX
npodeccuoHAIbLHOM 1eITeJIbHOCTH

3HaTh: METOIbI U
CpeCTBa 3aIIUTHI
nH(pOpMalUU; OCHOBHBIE
HPUHIUIBI paOOTHI
CHCTEM 3aIIUTHI
uHpopManuu

M3y4aeT TEPMHUHOJIOTHIO,
CBSI3aHHYIO C
nH(OPMALMOHHON
0€30MaCHOCTbHIO, aITOPUTMBI
paboTsl
CHELUATU3UPOBAHHOIO
MIPOrpaMMHOTO 00eCTIeUeHUS
B obnactu Ub

JUTSI TIOJITOTOBKH K 3a4eTy,
orpocy

MOJTHOTA M COOTBETCTBUE
npeiaraéMbix Crioco0oB
pEIICHUS CTaHIaPTHBIX
3amaqy
poQeCCuOHAITBHON
JESTEIIbHOCTH B 00JIaCTH
HMH(pOpPMaLMOHHON
0e30MmacHOCTH
TpeOOBaHUSIM
HOPMAaTUBHO-TIPABOBBIM
aKTOB TPU OTBETE Ha
oIpoce, 3a4eTe

onpoc
(Bompocs! 1-
57)
BOITPOCHI K
3a4ery
(Bompocs! 1-
78)

YMeThb: UCTI0IB30BATh
UHCTPYMEHTBI JUIS
aHaJM3a ¥ MOHUTOPHUHTA
WHPOPMAIIMOHHOM
0€30MacHOCTH B CBOCH
npodeccrnoHaIbHOM
JeSITeTbHOCTH;
NPUMEHSTH CPEICTBA
3anUThl HH(OPMAIIHH B
paMKax peuieHus

aHAJM3UPYET U OIICHUBAET
YpOBEHb OE30MMACHOCTH
UH()OPMAIIMOHHBIX CUCTEM,
BBIABJISICT OCHOBHBIC YI'PO3bI
U YSI3BUMOCTH

IIPpU BBIITOJHCHUHU IMPAKTHKO-
OPHEHTHPOBAHHOTO U
MPAaKTUYECKOTO 3aaHUs

COOTBETCTBHE
pe3yIbTaTOB aHAIH3A
TEKYIEMY COCTOSTHUIO
CUCTEMBI 3aIUTHI
nHpopmaruu npu
BBITIOJTHEHUH  TTPAKTUKO-
OPUEHTUPOBAHHOTO "
MPAKTUIECKOTO 3aJIaHuUs

NPaKTUKO-
OpUEHTUPOBA
HHbIE 3a/IaHUS
K 3a4eTy
(3amanus 1-9)
1abopaToOpHO
€ 3a/1aHue
(3amanus 1-8)

HCIIOJIB30BAHUS U B
COOTBETCTBHUU CO
CTaHJapTamMu
0€301aCHOCTH;

po¢eCcCHOHATIBHBIX

3a/1a4

Bnaners: HaBbIKaMu UCIOJIb3YET METOABI U COOTBETCTBHUE IPAKTHKO-
MIPUMEHEHUS CPEICTBA 3aIIUThI TEXHOJOTMYECKOT0 OpUEHTUPOBA
COBPEMEHHOI0 uHpoOpMaInU B IIpoLeCcca 3aIIUThI HHBIE 33JJaHUS
KOMITBIOTEPHOTO COOTBETCTBUH C MPABOBBIMU | UH(OpMALINK K 3a4eTy
o0opy10BaHus, HOPMAaTUBHBIMM aKTaMH U TpeOOBaHUAM (3anmanus 1-9)
MOOUJIBHBIX YCTPOUCTB | HOPMATUBHBIMU HOpPMAaTUBHO- nabopaTopHO
U COOTBETCTBYIOILETO METOINYECKUMHU METOINYECKUX € 3a7jaHue
MIPOrPaMMHOI0 nokymentamu ®Cb Poccun | nokymentoB ®Ch (3amanus 1-8)
obecnieuenus B pamkax | u DCTOK Poccun Poccun u ®CTOK

ux 6e301acHOro Poccun




HaBbIKaMU pabOTHI CO
CTeLUAIN3UPOBAHHBIMU
IporpaMMamu JyIs
3alUThI U YTIPaBJICHUS
JaHHbIMH

1.2 IIkaynbl OLIEHUBAHHUS:
Texynuit KOHTPOJIb YCIIEBAEMOCTH U IPOMEKYTOUHAS aTTECTALMS OCYILECTBIISIETCSA B paMKax
HaKOIMUTEILHON OAJITbHO-PEUTUHTOBOM crcTeMbl B 100-0aibHOM 1IKae:

50-100 6annoB (3a4TeHO)
0-49 GannoB (HE 3a4TEHO)

2 TunoBble KOHTPOJIbHbIE 3aJaHUs WJIM HWHble MaTepHuaJibl,
Heo0XoAuMBbIe AJisl OLeHKH 3HAaHMM, YMEHUM, HAaBbIKOB U (KU/IM) ombITa
JAeATeJbHOCTH, XapaKTepU3yIIUX 3Tanbl POPMUPOBAHUS KOMIIETEHI Ml B
npouecce 0CBOeHUs1 06pa3oBaTe/JIbHOM NPOrpaMMbl

Bonpocsl k 3auery
1. HWudopmanus kak 00BEKT MPABOBOTO PEryIHUPOBAHUS.
2. Crpykrypa 3akoHonarenbcTBa P B obnmactu mH(OpMarmoHHONW 0€30MacHOCTH M 3aAIUTHI
uH(bOpMalUu.
3. OcHoBHble nenu u Metoasl ooecnieuenust b P®. Mcrounuku u Buasl yrpo3 b PO.
4. OcHOBHblEe HampaBieHHs oOecnedyeHus HHPOPMAIMOHHOW 0€30MacHOCTH U 3alllUThI
uHpopmanuu B PO.
5.  CrpykTypa OpraHu3alliOHHON 3alUThl HHPOPMAIUH.
6. Bunsl uadopmanmu, 3anuimaeMoit 3aKk0HOJaTeNLCTBOM PD.
7.  Ilepeuenb cBefeHM KOH(DUIECHIIMAIBHOTO XapaKTepa.
8. Opranuzanus paboThl CO CBEIEHUSIMH, OTHECEHHBIMU K KOH(PHICHIIMATLHON HH(OPMAIIH.
9. IIpaBoBoii pe:xuM 3aIUThl KOHGUACHIMATEHOW HH(OPMALINH.
10.  VYrpo3sl yreuku HHPOPMAIUH 110 TEXHUYECKUM KaHaJlaM.
11. ®opmsl 3amuniaeMont ”HGOPMaIUH.
12.  OcHOBHBIE OOBEKTHI 3aLIUTHI HH(OPMALIHH.
13. Knaccudukanys TeXHUYECKUX KaHAJIOB YTEUKH MH(POpPMAIUH.
14. TexHuueckue MEPONPUATHS 110 3aIUTEe HHPOPMALIUU OT YTEUKH MO0 TEXHUYECKUM KaHaJlaM.
15. OpraHu3anMoOHHBIE MEPOIPHUATHS MO 3alUTe HHGOpPMALMU OT YTEUYKH MO TEXHUYECKUM
KaHajaMm.
16. Kiaccudukanus yrpo3 0e3onacHoctd HHGOpMaIuu B THPOPMAIIMOHHBIX CUCTEMAX.
17. TpebGoBaHMs K OpraHU3aLUU 3aUTHl HHPOPMaLMU B HH(POPMALIMOHHOMN CUCTEME.
18. ®opmupoBanue TpeOOBaHUH K 3amuTe HHPOPMAIMK B MHPOPMAITMOHHOW CHCTEME.
19. Ob6ecneuenue 3aUThl UHGOPMAIMH B X0/1€ IKCIUTyaTallul HH(POPMAILIMOHHON CUCTEMBI.
20. TpebOoBaHus K MepaM 3amUThHI HHGHOPMAIINH, COACpKAIICHCS B MH()OPMAIIMOHHON CUCTEME.
21. Omnpeaenenue kiacca 3alIUIIEHHOCTH HH(YOPMAIIMOHHONW CUCTEMBI.
22. JluueH3upoBaHHUE B OOJIACTH 3aIIUTH HH()OPMAIIHH.
23. CTpyKTypa CUCTEMBI T'OCYJapCTBEHHOTO JINLIEH3UPOBAHMSL.
24. Tlopsinok nmpoBeAEHUS JINLEH3UPOBAHMSL.



25. OcHOBHBIE JINIICH3UOHHBIEC TPEOOBAHMS U YCIOBUS B 00JIACTH 3aLIUTHI HH(POPMAIIHH.

26. Ilepedyenp BHIIOB JEATCIBHOCTH B 00JAcTH 3amUThl  WHGOPMAIUHU, IOJICIKAITUX
JULIEH3UPOBAHUIO.

27. CTpyKTypa CUCTEMBI CEPTH(PUKAIINH.

28. Tlopsmok nmpoBeneHHs cepTU(UKALTUN CPEJICTB 3aIUTHl HH(POpMaIUH.

29. CepruduKaiOHHbIE UCIIBITAHUS CPEACTB 3aIIUTHl HHPOPMALIUH.

30. Tlopsimox oTHeceHHs HH(OPMAIUK K HH(OPMAIIMH, COCTABIISIONIEH KOMMEPUYECKYIO TaliHy, U ee
IpEeJOCTaBIICHHE.

31. Ilonstue koMMepueckoll TaiiHbl. [[paBoBoe obecnieueHue 3anuThl KOMMEPUYECKON TalHbI.

32. CgeneHus, COCTABISAIONIME KOMMEPUECKYIO TailHy. CBeleHus, KOTOPhIE HE MOTYT COCTaBIISATh
KOMMEPYECKYIO TalHY.

33. TIlpaBa oGnamarenss KOMMEPUYECKOW TalHBI.

34. Opranuzanus 3amuTsl THPOPMAIUN Ha TPEATIPUITHH.

35. ObecnedeHne COXpaHHOCTH JOKYMEHTOB, /IS ¥ U3JaHUH.

36. OO0s3aHHOCTH JIMILI, JOIMYIIEHHBIX K CBEIEHUSIM, COCTaBIISIIOIINX KOMMEPUYECKYIO TaliHY.

37. Opranuzanust KOHTPOJIA 32 00ecIIeYeHUEM peKruMa IIpU paboTe CO CBEICHUSMH, COIEpKAIUMU
KOMMEPYECKYIO TalHY.

38. O0s13aHHOCTH TIEPCOHAJIA OPTaHU3AIMH 110 COXPAHEHUIO KOMMEPYECKOMN TalHBbI.

39. Tlonurtuka 6e30MacHOCTH MPEANPHUATHS KaK OCHOBA OPTaHU3AIMOHHOTO YIPABJICHUS 3aIIUTON
uH(pOopMaIuu.

40. TlpaBa u o0s3aHHOCTH pabOTHHKA © paboTomareds MO 3almUTe KOH(MUICHIINATHLHOMI
nHdopmanuu.

41. OTBETCTBEHHOCTH 32 HapyIICHNUE KOH(DUICHINAIBHOCTH HH(POPMAITUH.

42. TlpaBa n 00sA3aHHOCTH CYyOBEKTa NEPCOHAIBHBIX JAHHBIX M OIepaTopa, oOpadaThIBAIOIIETO
[IEPCOHAJIbHBIE TAHHBIE.

43. Opranusanus 3alMThl IEPCOHATBHBIX JAHHBIX B OpraHU3aIiu.

44. TlnanupoBaHHE MEPONPUATHIA MO OPraHU3AMOHHON 3aIUTe HH(POPMAIIUK HA TPEATIPUITHH.
45. CrtpyKkTypa ¥ OCHOBHOE COJEpXaHHWE IJIaHA MEPONPHUATHI MO 3amuTe KOH(GUIEHIIUATHLHON
UHpOpPMALIUH.

46. OpraHusanys aHaTUTHYECKON paboThI B 00JIaCTH 3alIUTHI HHPOPMAIIUU HA MTPEANPUSATHH.

47. OcHOBHBIE 00BEKTHI M (HOPMBI KOHTPOJIS 32 COCTOSTHMEM 3aIUThl HHPOPMALIUH.

48. OcCHOBHBIE 3a7]a41 U METObI KOHTPOJIS.

49. OcHOBHBIE HaNpaBJICHUS AHATUTUYECKON paboTHI.

50. Opranuzarmus ayiuta HHQOPMaIMOHHON 0€301MacCHOCTH TIPEATIPUSITHSL.

51. ®OyHKIMM aHATUTHYECKOTO TOpa3IesieHus B 00JIaCTH 3alIUThl HHPOPMALUK HA TPEATNPUATHH.
52. OcHOBHBIE 3TAIbl AHATUTUYECKON PaOOTHI B 00JIACTH 3aLIUTHl HHPOPMAIUU HA MTPEANPUSITHH.
53. CopepxaHue U OCHOBHBIE BUJIbl AHATUTUYECKUX OTYETOB.

54. Knaccudukanus MeTo10B aHanu3a HHGOpMaluu.

55. KomnbroTepHsble IPECTYIIEHUS B JIEKTPOHHOW KOMMEPIIUH.

56. Hndopmarmonnas 6€30MacHOCTb B SJIEKTPOHHOM KOMMEPIIHH.

57. Opuauueckasi OTBETCTBEHHOCTH 32 HapyIICHHE MPABOBBIX HOPM 3alllUThl HH(OpMAIUH.

58. OO6ocHOBaTh OCHOBHbIE HampaBieHUs obecredeHus: HWHPOPMAIMOHHON O€30MacHOCTH U
3anuThl nHpopMmaiu B PO.

59. BeolsBneHwe yrpo3 yTeuyku HHPOpMAUU [0 KaHajaM MOOOYHBIX 3JIEKTPOMATHUTHBIX
W3Iy4YEHUN U HaBOJOK.

60. BrlsBIeHNE yrpo3 YTeUKH aKyCTHUECKOH (peueBoit) HHpOpMaIIiH.

61. BrigBIeHHE yrpo3 yTEUKH BUIOBOM HH(OpMAITUH.

62. CdopMyanpoBaTh TEXHUYECKUE M OPraHU3aLMOHHBIE MEPONPHUATHA MO 3aluTe MHPOpMaLun
OT YTEUKH 10 TEXHUYECKUM KaHaJIaM.

63. BbisiBJIeHHEe HCTOYHUKOB U YIPO3 HECAHKLIMOHUPOBAHHOI'0 0OCTyNa B UHPOPMALlMOHHOU
cuCTeMe.

64. OnpegesieHMe TUIIOB HAPYLIUTEJEN.



65. BrigBsieHHe HOCHTeIeW BpeJOHOCHBIX IPOrpPaMM.

66. BbisiBJieHHe ys3BUMOCTeH HMHQPOPMAIlMOHHON CHUCTEMBI, CUCTEMHOTO NPOrpaMMHOrO
obecrevyeHus, IPUKJIAAHOr0 MPOTrPaMMHOTI0 0b6ecrneyeHus .

67. TlocTpoeHue THUNOBBIX MO/JieJiel yrpo3 6e30MacHOCTH UHPopMaI Ui, 06pabaTbiBaeMOU B
MHPOPMaILMOHHBIX CUCTEMAX.

68. OmpeneneHue Kiacca 3alUIIEHHOCTH HH)OPMAIIMOHHON CUCTEMBI.

69. CdopmupoBaTs TpeOOBaHUS K 3aIIUTE HHPOPMAIIUN B HHPOPMAIIIOHHOM CUCTEME.

70. PaspaboTka TpeboBaHU K MepaM 3alUThl THPOPMALIUH, coAepKaleiics B UH(HOPMAIIMOHHON

CUCTEME.

71. Opranuzauus JUIEH3UPOBaHUs B 001aCTH 3alllUThl HH(OPMALIUU.

72. Opranuzanus cepTu(UKanuy B 00JaCTH 3alUThl HH(POPMALIHH.

73. IlpaBoBoe oOecrieyeHHe 3alUThl KOMMEPUECKOHN TaliHbI HAa MPEANPUATHH.

74. Pa3paboTKa NOJUTHUKH O€30TaCHOCTH MPEAIPHITHS.

75. Omnpenenenue mpas U 00s3aHHOCTEH orepaTopa, 00padaTHIBAIOIIETO TEPCOHANIbHBIE JaHHBIC.
76. Omnpenenenue yposHs 3amuiieHHoctd UCII/IH.

77. OnpenenauTb OCHOBHbIE OOBEKTHI U (OPMbI KOHTPOJIS 32 COCTOSIHUEM 3aIlUThl HH()OPMALIUH.
78. CdopmyanpoBaTh OCHOBHBIE 3214 U METO/IbI KOHTPOJIS.

—

9,

IIpakTHKO-0pHEeHTHPOBAHHDIE 3aJAHUS K 3a4eTy

Pa3paboTka KOHIEINY, TPOrPpaMMBI H IIJIaHA UCCIICIOBAHMUS.

Bri6op MeTo1a uccneioBaHus Ha pa3IMYHBIX dTarmax padboThl.

[Tony4yenue nepBU4HOM nHPOpMAIMK 00 0OBEKTE HCCICIOBAHUS C UCIIOIB30BAaHUEM
UHCTPYMEHTAJIBHBIX METOJIOB.

O0paboTka nepBUYHON MHPOPMAITUU 00 OOBEKTE HCCIIETOBAHUS.

Pa3paboTka Mozienu yrpo3 HapymeHuss MHPOPMAIMOHHOHN 0€301MacCHOCTH CUCTEMBI
AIIEKTPOHHOTO IOKyMEHT0000pOoTa

Pa3paboTka Monienu HapymuTenss HHQOPMAIMOHHON 0€30MaCHOCTH CHCTEMBI DJIEKTPOHHOTO
JIOKyMEHTO000pOTa

Pa3paboTka KOMILIEKTa TUITOBBIX IKCIUTYaTAIlMOHHBIX TOKYMEHTOB CHCTEMBI DJIEKTPOHHOTO
JIOKYMEHTO0000poTa

[TonGop u o60ocHOBaHME BHIOOPA CPECTB 3AMUTH HH(OPMAITUU U MX KOMIIOHEHTOB Ha
OCHOBAaHHHU MOJIENH YIpo3

[TpoBenenue ayuTa 3aMUIIEHHOCTH CUCTEMBI AJIEKTPOHHOTO JOKYMEHTO000POTA IO
TpeOOBaHMSM KOHTPOJIHPYIOIINX OPTaHOB

Kpurepun onenuBanus:

MaxkcumanbpHoe kommuecTBo 6amoB 100. Kaxmoe 3aueTHOe 3a1aHne COEp:KUT 2 Bompoca u 1

3amaane. OTBET Ha KaIbId BOMPOC OIIEHUBAETCS OTNEIHHO, MaKCUMalbHO 30 0aTOB KaXKIIbIi.
3amanne oLeHnBaeTCs MakCUMalIbHO 40 0auIoB.

Kputepuu onieHuBaHus OTBETa Ha OT/IEIbHBINA BOIPOC:

25 — 30 GanIoB BBICTABISIETCS CTYJIEHTY, €CIIM M3JI0KEHHBIH MaTeprall (akTUYECKH BEpEH,
IPOJIEMOHCTPUPOBAHBl TNIyOOKHE HCYEpPIBIBAIOIINE 3HAHUS B 00BEME MpOiIeHHON
IpOrpaMMbl B COOTBETCTBUU C IOCTABJICHHBIMM IIPOrpaMMOM Kypca LENSIMU U 3aJadaMu
00y4eHus, U3JI0KEHUE MaTeprala IpU OTBETE - TPAMOTHOE U JIOTUYECKH CTPOUHOE;

20 — 24 0anioB BBICTABIISIETCS CTYAECHTY, €CJIM POAEMOHCTPHUPOBAHBI TBEP/IbIE U JOCTATOUHO
NOJIHBIE 3HaHUS B 00beMe MPOMIEHHON MPOrpaMMBbl JUCHUIUIMHBI B COOTBETCTBUU C LIEISIMU
o0ydeHus; MaTepuajd H3JI0KEH JOCTaTOYHO IIOJIHO C OTHENbHBIMU JIOTUYECKUMHU H
CTUJIMCTUYECKMMHU HOTPEIIHOCTSAMU;



e 15-19 GammoB BBICTABISCTCA CTYACHTY, €CIH TPOJEMOHCTPHPOBAHBI TBEP/AbIC 3HAHUS B
o0beMe TMPOWIEHHOTO Kypca B COOTBETCTBHE C LEISAMH OOYYCHHS, OTBET COICPIKUT
OTJIeIbHbIE OLINOKH, YBEPEHHO HCIPABICHHbBIE TIOCTE TOMOIHUTEIBHBIX BOIIPOCOB;

e (0-14 Oamia BICTABISICTCS CTYACHTY, €CIM OTBETHl HE CBSI3aHBI C BOIPOCAMH, JOMYILIEHBI
rpyObie OmMOKH B OTBETE, NMPOJEMOHCTPUPOBAHBI HEITOHWMAHHUE CYITHOCTH H3JIaragMoro
BOIIPOCA, HEYBEPEHHOCTb W HETOYHOCTh OTBETOB HA JOINOJIHUTENIbHBbIE W HABOMSIINE
BOITPOCHI.

Kpurepuu onieHuBanus 3a1aHus:
e 35-40 OamioB BBICTABISIETCS, €CIM 3aJJaHUE PEIICHO IIOJHOCThIO, B IPEJICTABICHHOM
peleHn 000CHOBAHHO OJTyY€Hbl PABUIIbHBIE OTBETHI.
e 25-34 Gaia BBICTABISCTCA, €CIIM 33/1aHUE PELICHO MOJHOCThIO, HO IPU OTBETE JIOMYILEHbI
HE3HAYHUTEIIHHbBIE OLINOKH.
e 11-24 Ganna BBICTABISETCS, €CIIU 3aJJaHUE PEIICHO YaCTHYHO.
e (-10 6am10B BBICTABISAETCS, €CJIU PELIEHUE HEBEPHO UM OTCYTCTBYET.

W TOroBsIii pe3yapTaT (OPMHPYETCS M3 CYMMbI HAOpaHHBIX 0AJIIOB 3@ BBIIIOJHEHHE 3a4€THOTO
3aJ]aHKsI U COOTBETCTBYET IIKAJIC:
— 50-100 6aynoB (3a4TeHO);
— 0-49 GainoB (He 3a4TCHO).

Omnpoc

Bomnpocer q1s onpoca:

1. Wudopmamus kak 00bEKT MPABOBOIO PETYINPOBAHUS.

2. Crpykrypa 3akoHOojarenabcTBa PP B obmactu MH(GOpMAIMOHHON O€30MacHOCTH U 3allUThI
uH(bOpMalUu.

3. OcHoBHbIe 1Ienu 1 MeTobl obecniedenus b PO. Mcrounuku u Buasl yrpos Ub PO.

4. OcHoBHblE HampaBieHUs oOecreyeHus HHPOPMAIMOHHON O0€30macHOCTM U 3alllUThI
uHpopmanuu B PO.

CTpyKTypa opraHu3allMOHHON 3alIUThl HHPOPMAIUH.

Bunas! undopmanium, 3anumn@aemMoi 3aKkoH01aTeNIbcTBOM PO.

[Tepeuens cBenennii KOHPUIACHIMATHPHOTO XapaKTepa.

Opranuzanus paboThl CO CBEICHUSMH, OTHECEHHBIMH K KOH(HUISHIINATbHON HH(POpMAIUH.

9. IlpaBoBoil pexuM 3aIUThl KOHDUIEHIINAIBHON HHPOPMAITIH.

10. ¥Yrpo3sl yreuku nHGOpMAIUK IO TEXHUUECKUM KaHaJIaM.

11. dopwmsl 3anumaeMoii uHGoOpMaIHHu.

12. OcHoOBHbIE O0BEKTHI 3AIIUTHI HHPOPMALIUH.

13. Knaccuduxanus TeXHUYECKHX KaHAJIOB YTEUKH HH(OPMALIHH.

14. TexHuueckue MEpONPHUATHS MO 3aIIUTE MHYOPMAIIUK OT YTEUKH 110 TEXHUYECKUM KaHaIaM.

15. OpraHuzaiMoHHbIE MEPONPUSTHS MO 3alUTe HHQOPMAIMM OT YTEUYKH IO TEXHUYECKUM
KaHajaMm.

16. Knaccuduxanuu yrpo3 6e3omnacHoctd nHGpopMaluu B ”HPOPMAITMOHHBIX CUCTEMaX.

17. TpeGoBaHus K OpraHU3alMU 3alIUTHl HHPOPMAIMK B MH(POPMALIMOHHOW CUCTEME.

18. ®opmupoBaHue TpeOOBaHMI K 3amuTe HHOOPMAIUU B HHOOPMAITMOHHOW CHCTEME.

19. ObecnieyeHue 3amuThl THPOPMALIUHU B XO/I€ SKCIUTyaTalluu HH()OPMAITHOHHON CHCTEMBI.

20. TpebGoBanms K MepaM 3alUThl HHPOPMAIIMH, COACpIKalIeics B UHPOPMAIIMOHHOM CHUCTEME.

21. Ompenenenue Kiacca 3alIUIEHHOCTH HH(POPMALIMOHHON CUCTEMBI.

22. JluneH3upoBaHKUE B 00IACTH 3aIIUTHI HH(POpPMAITUH.

23. CtpyKTypa CUCTEMBI TOCY1aPCTBEHHOIO JIMIIEH3UPOBAHUS.
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24. Ilopsaok NpoBeIEHUs JIULIEH3UPOBAHUS.

25. OcHOBHbIE JHMIIEH3UOHHbIE TPEOOBAHNUS U YCIOBHSI B 001aCTH 3aIUThI HHPOPMALIUK.

26. IlepeueHb BUAOB JEATEIBHOCTH B  O0JACTH  3aIIMTHl  MHGOPMAIUH, IMOIJIEKALINX
JMLIEH3UPOBAHUIO.

27. CTpyKTypa CHCTEMBbI CepTHU(PHUKAIIHH.

28. Tlopsnok mpoBeaeHus cepTU(GUKALNU CPEACTB 3aIUThl HHPOPMALIUH.

29. CepTu(HKAIMOHHbIE UCIIBITAHHUS CPEJCTB 3AIIUTH HH)OPMAIUH.

30. ITopsimok oTHeceHus nH(poOpMaUu K MHPOPMaIIUK, COCTABISAIONIESH KOMMEPUYECKYIO TaliHY, U €€
IIPEIOCTABIICHUE.

31. IlonsTue xoMMepueckoi TaitHbl. [IpaBoBOe oOecrieueHne 3aUTHl KOMMEPYECKON TaiHBbI.

32. CaeneHusi, COCTaBIISIIOIIME KOMMEpPUYECKYI0 TaiiHy. CBelleHus, KOTOpbIE HE MOTYT COCTaBISATh
KOMMEpUYECKYIO TaliHY.

33. IIpaBa oOmagaTenss KOMMEPUYECKON TaHBI.

34. Opranusauus 3auThl HHGOPMALMK Ha IPEIIPUATHH.

35. OOGecrnieueHne COXPAHHOCTHU IOKYMEHTOB, J€J ¥ H3TaHHA.

36. OO0s13aHHOCTH JIMLL, IOMYIIEHHBIX K CBEJICHUSAM, COCTABIISIOLIMX KOMMEPUYECKYIO TaliHy.

37. Opranuzanus KOHTPOJIS 32 00eCIeYeHueM pekuMa MpHu paboTe Co CBEACHUSIMH, COJIEPKAIIUMHU
KOMMEpUYECKYIO TaliHY.

38. OO6s3aHHOCTH MEPCOHAIA OPTAHU3AINH IO COXPAHEHUIO KOMMEPUYECKOMN TalHBI.

39. IlonuTHka 6€30MaCHOCTH MPEIIPUATHS KaK OCHOBA OPraHU3ALMOHHOIO YIIPABJIECHUS 3alUTON
UHPOpPMALIUH.

40. IlpaBa u oOs3aHHOCTH paOOoTHHMKAa M paloTojaTesis IO 3alIUTe KOH(UAECHUUAIBHON
UH(pOpMAaLINH.

41. OTBETCTBEHHOCTb 3a HapylIeHUE KOH(PUIECHIIMAIbHOCTH HHPOPMALIUH.

42. TlpaBa u 00sI3aHHOCTH CYOBEKTa MEPCOHAIBHBIX JaHHBIX M OIeparopa, o0padaThIBAIOIIETO
NepPCOHAJIbHBIE TAHHBIE.

43. Opranuzanus 3alUThl IEPCOHAIBHBIX JAHHBIX B OpraHU3alUu.

44. IlnaHnupoBaHHE MEPOIPHUATHI 110 OPraHU3aLMOHHON 3alUTe HHPOPMALIMK HA TIPEIPUITHH.
45. CTpyKkTypa M OCHOBHOE COJE€p)KaHHE IUIaHA MEPONPHUATHH MO 3amuTe KOHQUACHIHATbHON
uH(bOpMalnu.

46. Opranu3zaiys aHaIUTHYECKOM paboThl B 007aCTH 3aIIUTHl HHPOPMALIMU HA TIPEANPUATHH.

47. OcHoBHbIE O0BEKTHI U (OPMBI KOHTPOJIS 32 COCTOSIHUEM 3alllUThl HH(OPMaLIUH.

48. OcHOBHBIE 3a7Ja41 U METOJbI KOHTPOJISL.

49. OcHoBHbIE HaNpaBJIEHUS AHATTUTUIYECKON PaOOTHI.

50. Opranuzanus ayauTa HHPOPMALMOHHOMN 0€30MacHOCTH MPEPUITHS.

51. ®yHKUIMU aHAIMTUYECKOTO MOIpa3/iesieHns B 00JacTH 3alluThl MH(OPMallUU Ha MPEANPUATHH.
52. OcCHOBHBIE ATaIbl AHATUTHYECKOM paboThl B 001aCTH 3aIIUTHl HMHPOPMALIMU HA TPEANPUATHH.
53. CopepkaHue€ U OCHOBHBIEC BUbl AHATUTUYECKUX OTYETOB.

54. Knaccudukanus MeTo10B aHaiIu3a WH(POPMAIIHH.

55. KoMneroTepHBIE NPECTYIUIEHUS B JIEKTPOHHOW KOMMEPIIHH.

56. NndopmannonHas 6€30MacCHOCTb B JIEKTPOHHON KOMMEPIIUH.

57. YOpunuyeckas OTBETCTBEHHOCTD 3a HapyILIEHHE MPABOBBIX HOPM 3aIUThl HHPOPMAIIUH.

Kpurtepun ouennBanus:

NpaBUIbHBIN U MOJHBIN O0TBET Ha 1 Bompoc — 1 6a;
HEeNpaBWIbHBIN OTBET Ha 1 Borpoc — 0 6asios.
KomaectBo 6amioB 3a cemectp — 20 6aos.

JlaGopaTropHble 3a1aHusA

3amanue 1.
Pab6ora ¢ CIIC "KoncynwsranTt ILmtoc": ba3oBwie cBoiicTBa 0Oe3omacHOCTH HWH(OpMaIUU.
HopmatuBHo-nipaBoBas 6a3a (pyHKIIMOHUPOBaHMS CUCTEM 3allIUTHI HHpopManuu. [IpaBoBas 3amura
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IPOTrPaMMHOT0 00€CIieYeHusI aBTOPCKUM NpaBoM. KoMIbIOTEepHbIE NMPECTYIICHUSI U OCOOCHHOCTH
UX paccieqoBaHusl.

3ananue 2
Padota ¢ CIIC Koncynprant+, ®OCTIK Poccun/fstec.ru, DObC «IPR  Books»
http://www.iprbookshop.ru/, bubmmoxny6.py http://biblioclub.ru/ : ®opmbl  3ammIaeMoii

uHdopmaruu. OO0bekThl 3amuThl. Pusznueckre ocHOBbI Bo3HUKHOBeHHS TKYMU. Knaccudukanus
TCP.

3amanue 3.

Pa6ora ¢ CIIC Koncynerant+, ®CTIK Poccuw/fstec.ru: IlocTpoeHne THUMOBBIX MoOjENeH
yrpo3 6e3omnacHocTy uHpopmaiuu, oopadbareiBaeMoii B MHPOPMAIIMOHHBIX CUCTEMaX.

3ananue 4.
Cuctema mmdpposanus Lesaps. Lludps nepecranoBku.

1. PeamuzoBarh cuctemy mmdpoBanus Llesaps. Cucrema mmdpoBanus Llesaps, B KoTopom
Ka)KIbIi CUMBOJI B OTKPBITOM TEKCTE CIBUIAETCS HA ONPEAEIEHHOE YNCIIO MO3ULUN BEpe]
wiu Ha3aa. Peanu3oBath GyHKIMY mpoBaHus U e poBaHUs TEKCTa C UCIIOIb30BAHUEM
cucreMsl mmdposanus Llesapsi.

2. PeanmszoBaTh mmpbl MEPECTaHOBKH, B KOTOPBIX MOPSI0K CUMBOJIOB B OTKPBITOM TEKCTE
MEHSIETCSl COTJIACHO HEKOTOpor (yHKuuu. Peann3oBars GyHKINN MUGPOBAHUS U
nemrdpoBaHus TEKCTa C MCIIOJIb30BaHHEM IINU(PPOB NEPECTAHOBKH.

Peanu3zoBath cuctemy mudposanus Llezaps ¢ KIrouoM.

4. Peamm3oBarh GpyHKIMU MUPPOBAHUS U IEIIUPPOBAHUS TEKCTA C UCTIOJIIE30BAHUEM CHCTEMBI
mmdpoBanus Llesaps ¢ kimodom.

3amanwue 5.

Peanuzanust nBycTopoHHEro oOMeHa KioueBod wuHpopmarmei. lloHsTHe W Ha3HaYeHHE
1eHTpa pacnpeaencaus kiouei. Tpedosanus Juddu n Xennmana.

PeanuzoBaTh GyHKINU IJIs1 TEHEPAIMU MTPOCTHIX YUCEI U BBIYMCIICHUS] HAMOOJBIIIEro 00IIero
JETUTEIIA.

1. Peanu3oBaTh QyHKIMH U1 TEHEPALIUH KIIFOYEBON Mapbl 1 0OMEHa KITF0UeBOM HHpopManuei
C UCIOJIBb30BaHUEM NpoTokoa Judu-Xemimana.

2. PeanmzoBaTh TeCTHI [UIsl PYHKIMI TreHEepauy KITFOUEBOM Mapbl 1 0OMEHa KITF0YEeBOI
uHdopmaIue.

3. Peanm3oBath TecThI I (PyHKIHUN TeHEpAIH KIIFOUEBOM Mapbl 1 0OMEHa KITFOYSBOM
nHdOpMaIueHn.

3ananue 6.
Anroputm mudppoBanust RSA. Ilpouecc ¢opmupoBaHus KIHOUEBON Maphl MOJIydyaTesIeM,
mudpoBanue U AemnppoBaHue cooOeHni B kpuntocucreme RSA.
1. PeanuzoBarh (pyHKIMU ISl TEHEPALMK MPOCTHIX YUCEIN, BBIYUCIEHUS HauOOIbIIEro 00IIero
JIeNTUTEeNs], HaX0XKJIeHHUsI 00paTHOTO JIEMEHTa M0 MOJTYJIIO.
2. Peanu3oBath (GyHKIUU A7 T€HEpAIMK KIIF0OUEBOH Mapel U mMu(poBaHus/AeminpoBaHus
CO0OLIeHNH ¢ HCTob30BaHKeM anroputma RSA.
3. PeanuzoBaTh TeCThI 1151 PYHKIIMI reHepaluu KIYeBOU Mapbl U
mudpoBaHus/AemMPppoBaHUs COOOIICHUH.

3ananue 7.
DopMHUpOBaHUE NTEPEYHS CBEICHUMN, COCTABIIIONINX KOMMEPUYECKYIO TalHy.
1. BpiOepure BBIMBIIIICHHYIO KOMIAHUIO, JJI KOTOpPOW Oynere (GopMHpOBaTh IepeyueHb
CBEJICHUM, COCTABJISIOIINUX KOMMEPYECKYIO TalHy.



2. OnumuTe BUJIBI CBEACHUH, KOTOPBIE MOTYT COCTABIISTh KOMMEPUECKYIO TailHy IS
BBIOpPAHHOW KOMITAHHH.

3. CocraBbTe nepeueHb CBEICHHI, COCTABIISIONINX KOMMEPUECKYIO TaiiHy, U1 BEIOpaHHOM
KOMIIaHUH.

4. Odopmure pe3yabTaThl B BUAE OTYETA

3aganue 8.
Pa3paboTka moyIMTuKe 0€30MaCHOCTH MPEATIPUATHS.

Onpez[eJmTe OeJIk U 3aJa4u IOJIMTHKH 0€e301macHOCTH IMpCAPUATHS.

OnwumuTe MepsI 1Mo 3a1uTe HHPOPMaLKU, COOCTBEHHOCTH U TIEPCOHANA TPEANPHUSITHA.
PaspaboraiiTe npoiierypbl OTBETa Ha yrpo3bl 0€30MaCHOCTH MPEAIPUATHUS.
Odopmure pe3ynbTaThl B BUJIE JOKYMEHTA IMMOJIUTHKH 0€30MaCHOCTH MPEATIPHUSTHS.

AW —

Kpurepun oueHuBanusi:

- (U151 KaXKJ0T0 3aJaHusl):

10 GanoB. — 3aaHKE BBITIOJHEHO BEPHO;

9-7 GaIoB. — MPH BBIMIOJIHEHUU 3a7aHus ObUIM JOIMYIIEHB HETOYHOCTH, HE BIHSIONINE HA
pe3yJbTaT;

6-3 GayI0B. — MPU BBHINIOJIHEHUH 331aHUS ObLTH JTOMYIIEHBI OITNOKH;

2 - 1 GanoB. — MpH BBINOJIHEHUU 33JJaHUSI ObUIH JIOMYIIEHBI CYIIECTBEHHbIE OIINOKH;

(0 OasyuioB. — 3aJ]aHUE HE BBIMOJIHEHO.

MaxkcruMaabHOE KOJIMYECTBO 0allIoB, KOTOPbIE MOTYT OBITh MOTy4eHbl oOyuatomumcs - 80.

3 MeToaunyeckue Marepuasbl, omnpejesdwiiie MNpoueAypbl
OlleHMBAaHMs 3HAHMM, YMEHHMI, HABbIKOB M (MJIM) OoNbITa AEATEJbHOCTH,
XapaKTepUu3ywIHX 3Talbl QOPMUPOBAHUSA KOMIETEHL MM

IIponienypsl OLlEHMBaHMS BKJIIOYAIOT B Cce0d TEKYLUIMH KOHTPOJIb U IMPOMEXYTOUHYIO
aTTECTALHIO.

Texymuii KOHTPOJIb YCIIEBAEMOCTH MIPOBOJUTCS C UCIIOJIB30BAHHEM OLIEHOUHBIX CPEJICTB,
IPEJICTAaBICHHBIX B II. 2 JIaHHOTO NPUJIOXKEHUsS. Pe3ynbTaThl TEKyIIEro KOHTPOJS IOBOISTCS 10
CBE/IEHUS CTY/IEHTOB J0 IPOMEXYTOYHON aTTeCTalllH.

IIpomeskyTOUHasI aTTeCTAILUS TIPOBOJIUTCS B GOopMeE - 3aUeTa.

3a4eT MPOBOAUTCS MO PACHUCAHUIO IPOMEXYTOUYHOH arrecTanuud B YCTHOW (opme.
KonnuecTtBo BOnpocoB B 3a4€THOM 3aJlaHuU — 3 (2 TeOpeTUYeCKUX, | MpaKTUKO-OpUEHTUPOBAHHOE
3agaHue). Pe3ynpTaThl aTTecTallud 3aHOCATCA B BEIOMOCTb M 3a4ETHYHO KHHXKKY CTYJIEHTA.
CTyneHThl, HE MPOLIEAIINE MPOMEXKYTOUHYIO aTTECTAlUIO MO Irpa@uKy, JAOJKHBI JIUKBUIUPOBATH
33JJ0JDKEHHOCTh B YCTAHOBJIEHHOM HOPSIJIKE.



Ipuioxkenue 2
METOANUYECKHUE YKA3AHUS ITIO OCBOEHUIO JNCIHUIIJIMHBI

Y4eOHBIM TIJIAaHOM MPETYCMOTPEHBI CIASAYIOIINE BUIBI 3aHITHIA:

- JISKIIWH;

- 1abopaTopHBIE 3aHATHSI.

B Xo/1e TeKIMOHHBIX 3aHITHIA PACCMAaTPUBAIOTCSI OCHOBHBIC TIOHATHS B 00J1aCTH
nH(OPMAITMOHHON 0€30MaCHOCTH W 3aIIUTHl WH()OPMAITUU, METOIbI OOHAPYKEHUS U
OpraHu3alMi MPOTUBOJEHCTBUS aTak Ha WH(POPMAIIMOHHBIE CETH, TpeOOBaHUS TIO
3amuTe  KOHQUIACHIMAIbHOW  WH(OpMAIuu, MalTCId  PEKOMEHIAWA IS
CaMOCTOSATEIILHON paOOThI ¥ TTOATOTOBKHU K MPAKTHYECKUM 3aHSTHSIM.

B xome mnpakTHYECKUX 3aHATUH YIIyONSIIOTCS W 3aKpEIUIAIOTCS 3HAHUS
CTYJICHTOB IO PSAJY PAaCCMOTPEHHBIX Ha JIEKIUAX BOMPOCOB, Pa3BUBAIOTCS HABBIKU
pEIIeHHs 3a1a4 10 3aIIUTe HHPOPMAITMOHHBIX 0OBEKTOB.

[Ipu mOATOTOBKE K MPAKTUYECKUM 3aHATUSAM KaXKJIbIN CTYJCHT JTOJDKCH:

- U3yYUTh PEKOMEHJIOBAaHHYIO YUEOHYIO JINTEPATYyPY;

- U3yYUTh KOHCIICKTHI JICKITUH;

- O3HAKOMUTKCS C OMMCAHUEM TIPAKTUIECKON pabOTHI;

- IOJTOTOBUTH OTBETHI HA KOHTPOJILHBIE BOTIPOCHI 110 U3yIaeMOU TeMe.

B mporecce TOATOTOBKM K 3aHATHAM CTYICHTBI MOTYT BOCIOJB30BaThCS
KOHCYJIbTAIIMSIMU TIPETIOIaBaTesIsl.

Bormpocsl, He pacCMOTpPEHHBIE Ha JEKIHSIX U JIA0OPATOPHBIX 3aHATHUAX, TOJDKHBI
OBITh W3Yy4YEeHBI CTYJIEHTaMH B XOJE CaMOCTOSITENhbHOW paboTel. B  xome
CaMOCTOSATENILHON Pa0OThI KaKABIH CTYJICHT O0s3aH MPOYNUTATh OCHOBHYIO H, TIO
BO3MOXXHOCTH, JIOTIOJIHUTEIBHYIO JHUTEPATypy II0 HU3y4aeMOW TeMme, JOMOJIHUTH
KOHCITCKTBI JICKIIMA HEIOCTAIONUM MaTepPHUaOM, BBITUCKAMU U3 PEKOMEHIOBAHHBIX
WUCTOYHHUKOB. BBIIETUTh HEMOHATHBIC TEPMHHBI W HAWTH WX 3HAYCHUE B
SHITUKIIOTIEIMYECKUX CIIOBapSIX.

JIiss TOATOTOBKM K 3aHATHSM, TEKYIIEMY KOHTPOJIO U MPOMEKYTOUYHOMN
aTTeCTalliM CTYJAEHThl MOTYT BOCIIOJIb30BaThCSA  AJICKTPOHHO-OMOIMOTECUHBIMU
cuctemamu. Taxxe oOydaromuecs MOTYT B3SITh Ha JIOM HEOOXOAUMYIO JIUTEPATypy Ha
aOOHEMEHTE YHHBEPCUTETCKON OWOIMOTEKHM WM BOCIOJB30BAThCS YHUTAIBHBIMU
3aJIlaMH.



