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KA®EJIPA HNndopmannonHasi 6e30mMacHOCTH

Pacnpez[e.ﬂeﬂne YacoB IMCHUIVIMHBI 10 ceMeCTPpam

Cemectp
(<Kypc>.<Cemectp Ha 8(4.2)
Kypee>) Hroro
Henenp 8
Bun 3ansaruit vir | PO | v PIT

Jlexun 32 132 |32 (32
JIaboparopHsie 32 132 |32 |32
Hroro ayn. 64 |64 |64 |64
KonraktHas pabora 64 (64 |64 |64
Cawm. paborta 44 144 (44 |44
HUroro 108 [ 108 | 108 | 108
OCHOBAHHE
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[Tporpammy cocraBui(u): K.T.H., Jouent, CepnennHos O.B.
3aB. kadempoi: k.3.K., goil. Paquenko 10.B.

MeTtoaudeckuii COBET HalpaBJIeHUs: [1.3.H., npodeccop Tumenko E.H.



1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.

Ju—

chopmupoBarhk MpodecCHOHATBHBIE KOMIETEHIIMH B 00JIacTH obecneueHust 0e30macHOro (QyHKIIMOHUPOBAHUS TPOIECCOB
CHCTEM DJIICKTPOHHOM KOMMEpIMH pa3IMYHBIX KJIAacCOB, B T.4. COIIACHO TPEOOBAaHUSIM HM  PEKOMCHIAIMSIM
KOHTPOJIHPYIOIINX FOCYIaPCTBECHHBIX OPTaHOB

2. TPEBOBAHMUA K PE3YJIbBTATAM OCBOEHUA JUCHUIIJIMHBI

IK-2: cnoco0eH agMMHUCTPUPOBATH MOACHCTEMbI MH(POPMALIMOHHOI 0€30I1aCHOCTH 00bEeKTAa 3alIUThI

B pe3yibTarte ocBOoeHUS! IMCHUIIIMHBI 00Y4AIOLIMIICS NOJTAKEH:

3HaTh:

MPUHIUIIEI TOCTPOCHHS CHCTEM 3alllUThl HH(OopMaruy;
KpUTEPHH OLICHKH 3(H(HEKTUBHOCTH U HAIS)KHOCTHU CPEJICTB 3aIIUTHI IIPOTPAMMHOTO 00eCTIeUeH S aBTOMAaTH3UPOBAHHBIX CUCTEM;
OCHOBHEBIE yTPO3bl 0€30MaCHOCTH UH(POPMAIIUU B MOJIENIN HapyIIUTeN sl (COOTHECeHO ¢ mHaukaropom [1K-2.1)

YMmeTh:

AHAITM3UPOBATH YTPO3bl 0€30MTaCHOCTH MH(POpMAINH;

OlIeHUBaTh NH(OPMAITMOHHBIE PUCKH;

NPUMEHSTH aHATUTHICCKUE U KOMITBIOTEPHBIC MOJICTH aBTOMAaTH3UPOBAHHBIX CHCTEM M CHCTEM 3alATH HH(POPMAITHH;

AHAITM3UPOBATh TPOTPAMMHBIC H TPOTPAMMHO-AMIAPaTHBIE PEIIeHUs] TPH MPOCKTUPOBAHUM CHUCTEMbI 3alIUThI WHPOPMAIMU C
LEJBIO BBISBIICHUS YSI3BUMOCTEH (cOOoTHECEHO ¢ nHAanKaTopom [1K-2.2)

Binaaern:

HaBBIKAMH pacyeTa mokasareneil 3 GpeKTHBHOCTH 3aluTh HH(POPMAIUH, 00padaTsiBaeMOoil B aBTOMATH3NPOBAHHBIX CHCTEMaX;
HaBbIKAMHU TIPOBEICHUS aHAIN3a YSI3BUMOCTH IPOTPaMMHBIX M IPOTrPaMMHO-AIIAPATHBIX CPEJCTB CHCTEMbI 3alMThl MHGOPMALUH
(cootHeceno ¢ unaukaropom [1K-2.3)

3. CTPYKTYPA U COAEPKAHUE TUCIUIIJINHBI

Paznen 1. OcHOBBI 0€301aCHOCTH 31€KTPOHHOH KOMMeEPIUU

Ne HaumenoBanue tembl / Bua 3ansitus Cemectp Yacos Kommeren- Jlutepartypa
/ Kype M
Tema 1.1. «OOmme Bompochkl oOecreYeHUus WHPOPMAIIMOHHOM
0e30MacHOCTH  CHCTEM  JJIEKTPOHHOH  KOMMEPIIUHM»  :OCHOBHBIC JI1.1, JI1.2, JI2.1,
1.1 8 4 [IK-2
HNOHATUS;LIEIN U 33a4d; IPEUMYLIECTBA U HEJOCTATKU 110 CPABHEHMIO J12.2,J12.3,J12.4
C TpanmuuMoHHOI KomMepiweit; monenu B2B, B2C, C2C / Jlek /
Tema 1.1. «OOmue Bompockl oOecreyeHHs WH(POPMAIIMOHHOMN
9 JI.1, JI1.2, J12.1,
1.2 |6Ge30macHOCTH CHCTEM OJJIEKTPOHHOW KOMMEpIIMM»: JabopaTopHas 8 6 IK-2
. J12.2,J12.3, J12.4
pabota o Teme JieKiuu ¢ ucrnonaszoBanueM LibreOffice / JIab /
Tema 1.1. «OOmme Bompockl oOecreveHus HHPOPMAIMOHHON
N JI.1, JI1.2, J12.1,
1.3 |0e30macHOCTH CHUCTEM O3JCKTPOHHOW KOMMEPIHU»: CaMOCTOSTEIbHAsT 8 8 TIK-2
J12.2,J12.3, J12.4
pabota o Teme nekiwu / Cp /
Tema 1.2. «IIpaBoBele OCHOBBI OOecreueHHs] WHPOPMAIMOHHOM
0e30MacHOCTH  3JEKTPOHHOW  KOMMEPUHUH»:COCTaB U CTPYKTypa
|4 |OPraHoB  BIACTH,  OCYWICCTBIIOWMX — KOHTPONb M HAI30D; 3 6 K-2 JI1.1, J11.2, JI2.1,
" |dbenepanbHbie  3akOHBI, TOCTaHOBIEHUS [IpaBUTENBCTBA,  yKa3bl JI2.2,J12.3,J12.4
[Ipe3unenra PO, BEIOMCTBEHHBIE aKThI, TOCy/1apCTBEHHBIE
CTaHJAPTHl, MEXKAYHAPOIHOE 3aKOHOIATEIbCTBO. / JIek /
Tema 1.2. «IIpaBoBBle OCHOBBI oOecriedeHHsT HH(POPMAITMOHHOM
15 0e30MacHOCTH DIEKTPOHHOW KOMMEpIIUN»:JTaboparopHas paboTa IO 3 4 K2 JI.1, JI1.2, J12.1,
’ TeMe JIeKiuu ¢ ucnoiab3oanreM LibreOffice J2.2,J12.3,712.4
/ J1ab /
Tema 1.2. «IIpaBoBBle OCHOBBI oOecriedeHUsT WH(POPMAITMOHHOM
o JI.1, JI11.2, J12.1,
1.6 |0e30macHOCTH DSJEKTPOHHOW KOMMEPIIMI»: CaMOCTOSITENbHas padoTa 8 4 TIK-2
J12.2,J12.3, J12.4
o teme jekuuu / Cp /
Tema 1.3. «YTpo3sl 0€30MACHOCTH CHUCTEM DJICKTPOHHOH KOMMEPITUI»: JI1.1, JI1.2, JI2.1,
1.7 . 8 6 [IK-2
METOJIbI COIMATBHON HH)XKEHEPUH; yAaTIeHHBIe ceTeBble araku / Jlek / J12.2,J12.3,]12.4
18 Tema 1.3, «Yrpo3sl  0€30macHOCTH  CHCTEM  3JEKTPOHHOU g 4 K-2 JI1.1, J11.2, JI2.1,
" | kommeprm»:maboparopHas padoTa o teme aekiyu / JIab / JI2.2,J12.3,J12.4
1.9 Tema 1.3. «Yrpo3sl 6€30MaCHOCTH CHUCTEM JICKTPOHHOH KOMMEPITUIY: 3 6 K-2 JI.1, J11.2, JI2.1,
" | camocrositenbHas padota mo teme nexmmu / Cp / J12.2,J12.3, J12.4

Pazgen 2. UndpacTpykTypa 6e30maCHOCTH 3JIEKTPOHHOI KOMMepUHHU




Ne HaunmenoBanue Temsl / Bua 3ansitust Cemecrp Yacos Komneren- Jlureparypa
/ Kype M
21 Tema 2.1. «Aynut 0e30macHOCTH CHCTEM 3JIEKTPOHHOU 3 4 K-2 JI1.1, J11.2, JI2.1,
" | xoMMepuum» :OHSTHE, e, 3a1a4H 1 STkl nposeaeHus / Jlek / J12.2,J12.3, J12.4
29 Tema  2.1. «Aynmut 0€30I1acHOCTH CHCTEM 3JIIEKTPOHHOU ] 6 MK-2 JI1.1, J11.2, JI2.1,
| kommeprm»:naboparoprast paboTa mo Teme nexiuu / JIab / J12.2,J12.3, J12.4
73 Tema 2.1. «Ayaut 6e30MaCHOCTH CHUCTEM DJIEKTPOHHOW KOMMEPIIUI»:: ] ] K-2 JI.1, JI1.2, J12.1,
"~ | camocrosiTenbHas padota mo teme gekimu / Cp / JI2.2,J12.3,J12.4
Tema 2.2,  «TpeboBamms  cranmapta  besomacHoctn  PCI
DSS»:moctpoeHre ¥ CONPOBOXKIACHHE  3AIUILEHHOM ceTH;
3allMTa JaHHBIX JepiKarelield KapT;MoAJIep:KKa IMPOrpamMMbl JI.1, J11.2, JI2.1,
2.4 8 6 [IK-2
YIPAaBIECHHA YSA3BHUMOCTSIMH;pEAIN3aHs MEp IO CTPOIOMY KOHTPOIIIO J12.2,J12.3, J12.4
JIOCTYTA;PETYISIPHBIA MOHUTOPUHT M TECTUPOBAHHE CETH;IOATEPIKKA
MOJIUTUKK UHPOPMaIMOHHOM Oe3onacHocTH / JIek /
25 Tema 2.2. «TpeboBanus cTaHjiapTa beszonacrocTn PCI g 6 K-2 JI1.1, J11.2, J12.1,
"~ | DSS»:naboparopras padota o teme jekuuu / JIab / J12.2,J12.3, J12.4
26 Tema 2.2. «TpebGoanusi cranmapra beszomachoctu PCI DSSy: 3 3 MK-2 JI1.1, J11.2, JI2.1,
" | camocrositenbHas padota mo teme nexmmu / Cp / J12.2,J12.3, J12.4
Tema 2.3. «Meronel M cpeiacTBa ayauTa O€30MACHOCTH CUCTEM
JMEKTPOHHOW KOMMEPIMM»:aHAIW3 PHUCKOB; aHalU3 COOTBETCTBHUSA JI.1, J11.2, JI2.1,
2.7 8 6 IIK-2
TpeOOBaHHUSAM CTAaHAAPTOB; KOMIUIEKCHBIX TOJXOJ; TECTHPOBaHHWE Ha JI2.2,J12.3, J12.4
npoHukHoBenue. / JIek /
Tema 2.3. «Meronel M cpeAcTBa ayauTa O€30MACHOCTH CUCTEM
. JI.1, JI1.2, J12.1,
2.8 |2mexkTpoHHOW KOMMEpIUHy»: JadoparopHas padoTa MO TeMe JISKIUU / 8 6 TIK-2
1126 / J12.2,J12.3, J12.4
Tema 2.3. «Meronsl uW cpeAacTBa ayauTa O€30MACHOCTH CHUCTEM
. JI.1, JI1.2, J12.1,
2.9 |3neKTpOHHOW  KOMMEPILIMK»:CaMOCTOSITENIbHAs ~ paboTra 1O  TeMme 8 10 TIK-2
J12.2,J12.3, J12.4
nexyn / Cp /
. JI.1, JI11.2, J12.1,
2.10 | / 3auér/ 8 0 TIK-2 2.2, 2.3, 2.4

4. ®OHJ] OIEHOYHbBIX CPEACTB

CtpykTypa u coiepkaHue ()OHAA OLEHOYHBIX CPEACTB AN MPOBEAEHHS TEKyLIeH M MPOMEXKyTOUHOH arTecTallid IPeJCTaBIeHBI B
IMTpunoxennu 1 x paboueil mporpaMmme AUCLUTLIHHBL

5. YAEBHO-METOJUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCIUIIJINHBI

5.1. OcHoBHas InTEpaTYpa

ABTODBI, 3arnaBue

W3 parenncTBO, roj

Komunu-so

Agepuenkos B. U. Aynut nHpopManuoHHON Ge30macHOCTH: yueOHOe

mocooue

Mocksa: ®JIMHTA, 2021

https://biblioclub.ru/inde
x.php?
page=book&id=93245
HEOTpaHUYEHHBIN
JOCTYII JUIS
3aperucTpUpPOBaHHBIX
T10JIb30Barenen

J1.2

KoGenes O. A.,
[Muporos C. B.

DneKTpoHHas KOMMepLHs: yaeOHoe ocodue

Mockga: JlamkoB u K°,
2020

https://biblioclub.ru/inde
x.php?
page=book&id=621649
HEOTpaHUYEHHBIN
JOCTYTI JUTS
3apEerHCTPUPOBAHHBIX
0JIb30BaTeNei

5.2. JlonoJHUTEIbHAS JTUTEPATypa

ABTOpBL, 3arnasue

H3parenscTBO, TOI

Komnua-Bo

J12.1

Pritenkosa O. MupopmarmoHHas 6€30MacHOCTh: KypHAT

Mocksa: [POTEK, 2014

https://biblioclub.ru/inde
x.php?
page=book&id=238445
HEOTPaHUYEHHBIN
JOCTYTI JUTS
3apeTHCTPUPOBAHHBIX
oJIb30Bareleit




ABTODBI, 3arnaBue H3parenscTBO, 1O Komnnu-Bo

JI2.2 [Takun, A. 1. HNudopmanmonHas 6e30MacHOCTb MockBa: MockoBckast https://www.iprbooksho
MHPOPMAIMOHHBIX CHCTEM YIIPABICHHUS rOCYIapCTBEHHAS p.ru/46462 . html
NpeAnpUATUEM: y‘-[e6H06 MocoOue 10 YacTH Kypca aKazeMHusl BOOJHOTO HeOl‘paHl/I‘leHHblﬁ
Tpancmopta, 2009 JOCTYII I
3aperucTPUpPOBaHHBIX
TOJIE30BaTENICH

JI2.3 | Beparorun A. A., Kubep6e30macHOCTb B YCIOBHSAX dJIEKTPOHHOTO Mockaa: [Ipomereii, 2020 | https://biblioclub.ru/inde
Jdynxka A. B., 0aHKMHTa: MPaKTHIECKOE ocodne x.php?
Komnssckai C. B., page=book&id=610688
Komnssckuii B. A., HEOIpaHUYECHHBII
Hazapos U. T, JIOCTYT JUTst
Pesenkos II. B. 3aperuCTpUPOBAHHBIX
10JIb30BaTeJIei

JI2.4 | Kospmunbix C. U. ObecneueHne KOMIUIEKCHOH 3allUThl 00BbEKTOB Mocksa: IOuutu-/lana, https://biblioclub.ru/inde
nHpOpMaru3auu: yuedGHoe nocodue 2020 x.php?
page=book&id=615695
HEOTPaHUYEHHBIN
JOCTYIL JUTst
3apeTHCTPHPOBAHHBIX
oJIb30Bareleit

5.3 IIpodeccuonanbHblie 6a3bl JAHHBIX H HHPOPMAIHOHHBIE CIIPABOYHBIE CHCTEMBI

"Koncynprant+" https://www.cosultant.ru/
becrutarnas 6asa ganabix ['OCT https://docplan.ru/
OdunmansHbii caiit deneparbHOM CITyKOBI TI0 TEXHHYECKOMY U dKcrmopTHOMY KoHTpouto (PCTOK Poccun)/fstec.ru

5.4. IlepevyeHb MPpOrpaMMHOIo odecredeHust

OneparmonHnas cucrema PEJ] OC
LibreOffice

5.5. YueOHO-MeTOANYECKHE MaTepuaJibl 1J151 CTYACHTOB C OrPAHHYC€HHBIMHA BO3MOKHOCTAMMU 310POBbSL

IIpu HeoOXOTUMOCTH IO 3aiBICHHIO OOYYAIOMIEroCsl C OrPaHHMYCHHBIMH BO3MOXHOCTSIMU 370pPOBbS  y4eOHO-METOAUYECKHE
Marepualbl MpeOCTaBISIOTCS B (pOpMax, agalTHPOBAaHHBIX K OTPaHMUYCHHAM 3710pOBbsS M BocupusaTHs uHpopmanmu. s mmm c
HapyImIeHNSIMA 3peHusA: B (opMme aynuodaiina; B medaTHOH QopMme yBeTHMUEHHBIM ImIpupToM. s TUI ¢ HapymIeHWSMH CIyXa: B
(opMe INIEKTPOHHOTO JOKYMEHTa, B medarHod ¢Qopme. Jns JIUI ¢ HapyMIEHHSMH OIOPHO-IBHUIATEIFHOTO ammapara: B (opme
JJIEKTPOHHOIO JOKYMEHTa; B EUaTHOH dopme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

[ToMemenns I BceX BHAOB pabOT, MPETyCMOTPEHHBIX y4eOHBIM IUIAHOM, YKOMIUIEKTOBAaHBI HEOOXOAMMOH CHEenNaTn3HpOBAaHHOH
yueOHOI MeOeNbIo U TEXHUYECKUMH CPEICTBaMU 00yUEeHUS:

- CTOJIBI, CTYJIBS;

- IEPCOHAITBHBIA KOMITBIOTEP / HOYTOYK (TIEPEHOCHOI);

- IIPOEKTOP;

- 9KpaH / HHTEepaKTUBHAs J10CKa.

JlaboparopHble pPabOTBl IPOBOAATCA B KOMIIBIOTEPHBIX KJaccax, paboulMe MecTa B KOTOPHIX 00OpYyZOBaHBI HEOOXOIMMBIMHU
JIMIEH3HOHHBIMH TIPOTPaMMHBIMH CPEICTBAMHU M BBIX0JIOM B MHTEpHET.

7. METOAUWYECKHUE YKA3AHUS 1JISA OBYYAIOIIIUXCS IO OCBOEHUIO JUCIIUITJINHBI

Mertoaraeckne yKa3aHUs 110 OCBOSHHIO IUCIMIUIMHEI IIPEACTaBNICHEI B [Ipuokernn 2 k pabodel mporpaMMe JUCIAIUIAHEL.




®OH/JI OHEHOYHbIX CPEACTB

IIpuioxenne 1

1 Onucanue nokasareseil M KpUTepueB OLCHUBAHUS KOMIIETEHIMIA HA Pa3IMYHBIX ITANax UX
(popmupoBanus, onUcaHHe KA OLEHUBAHUSA

1.1 Iloka3aTenu U KpUTEPUU OLIEHUBAHNS KOMIETEHIIMMN:

3VYH, cocraBisromue KOMIICTEHITHIO TTokazaTenu olleHUBaHUS Kputepuu orieHuBanus Cpencrsa
OIICHUBAHUS
ITK-2: cmocoOeH aIMUHUCTPUPOBATH MOJICUCTEMBI HHPOPMAITMOHHON 0€30MaCHOCTH 00BEKTAa 3alUTHI
3: IPUHIMIIBI TOCTPOCHHUS CUCTEM 3allIUTBl  [IOMCK U cOOp HeoOXoauMoi cootBercTBHE Tipodieme (3 (1-40)
unpopmaiuu; Kpurepun olieHuBaHUS ITATEPaTypPHI, UCIIOJIH30BAHNE rccienoBanms; noiaHora (O (1-40)
3¢ (HeKTUBHOCTH 1 HAIEKHOCTH CPE/ICTB pa3IuIHBIX 0a3 JaHHBIX, 1 COIEepPXKAaTeIbHOCTh
3aIIUTHI TIPOTPAMMHOT0 00ECTICUEHUS MCTIIOJb30BaHUE COBPEMEHHBIX OTBETa; yMECHUC
ABTOMATHU3UPOBAHHBIX CUCTEM; OCHOBHBIC WHGOPMAITHOHHO- MPUBOUTH MTPUMEPHI HA
yrpo3bl 0e30MacHOCTH HHQOPMAIIHU 1 KOMMYHHKAIIMOHHBIX TEXHOJIOTUH U 3a4eTe
MOJICITH HAPYIIATENS CI00ATFHBIX HMH()OPMAIIMOHHBIX
[PECYPCOB JJIst HOJATOTOBKE K 3a4ETy,
ompocy
V: aHaTM3UPOBATh YIPO3bI O€30MACHOCTH HCITOJIB3yET COBPEMEHHBIC KOPPEKTHBIN BEIOOD I3 (1-7)
uHGOpPMAIUH; OIICHUBATh HH(GOPMAIIMOHHBIC [IPOTPAMMHBIC CPEICTBA IIPU mporpammHoro cpeactsa [[1033 (1-5)
PHUCKU; IPUMCHSTh aHATTUTHYSCKUE U BEITIOJTHCHUH JIA0OPATOPHBIX U TS BBITIOJTHCHHUS
KOMIIBIOTEPHBIE MOJIETTH MPaKTHUKO-OPUEHTUPOBAHHBIX mabopaTOPHBIX U
ABTOMATHU3UPOBAHHBIX CUCTEM U CHCTEM BamaHuit MPAKTHKO-
3amUThl HGOPMAIINH;, aHATH3HPOBATh OpUEHTHPOBAHHBIX
MPOrpaMMHBIC U MPOTPAMMHO-aIapaTHBIC BamaHuit
peUICHUA ITPU NPOCKTUPOBAHUN CUCTEMBI
3aIUTHl UHGOPMAIIUH C TETBIO BBISBICHUS
ySI3BUMOCTEN
B: naBpikaMu pacuera nmokazaresneit MMPOBOAMUT OLIEHKY 3aILMILIEHHOCTH U [IPaBUIIBHOCTD 13 (1-7)
3 PEKTUBHOCTH 3aITUTHI HH(OPMAITHH, oOecrieueHnss HHPOPMAIIMOHHOMH BEBITIOJTHCHUS I1O33 (1-5)
00pabaTeIBacMO B aBTOMaTU3UPOBAHHBIX 0€30ITaCHOCTH B CHCTEMAaX maGopaTOPHBIX U
CUCTEMaX; PIEKTPOHHON KOMMEPIINH Ha MPAKTUKO-
HaBBIKaMU MPOBEJICHUS aHAJM3a YA3BUMOCTH [BBICOKOM YPOBHE IIPH BBIIOJIHEHUH [OPUEHTHPOBAHHBIX
MPOrPaMMHBIX U TPOTPAMMHO-AINIAPATHBIX  [Ta0OPaTOPHBIX U MPAKTHUKO- BamaHuit

CpCACTB CUCTCMBI 3allIUThI I/IH(l)OpMaLII/II/I

OPHUCHTUPOBAHHBIX BaZ[aHI/Iﬁ

O — onpoc, 3 — eonpocw ona 3auema, 11033 — npakmuko-opuenmuposannvle 3a0anus 0 3avema, JI3 —

Jabopamopbvie 3a0anusl

1.2 lIkajsl OLIECHUBAHU:

Texkymuii KOHTPONb YCIIEBa€MOCTH M IPOMEXKYTOYHAs aTTECTAlUsl OCYIIECTBISIETCS B paMKax
HAKOMUTEJIbHOW OaJIbHO-PEUTHHTOBOM crcTeMbl B 100-0ampHOM mIKane:

- 50-100 G6amtoB («3a4ueT»)
- 0-49 GamoB («HE3aYeT).

2. TunoBble KOHTPOJIbHbIEC 33/IaHUSl WM HHbIe MaTepHAaJbl, HeOOXOAUMbIEe NJIsl OLUEHKU 3HAHWIA,
YMeHHUil, HABBIKOB M (MJH) ONBITA JAeATEIbHOCTH, XAPaKTePU3YOIIHX JTanbl (POPMHPOBAHUS
KOMIIeTEeHIUi1 B Mpolecce 0CBOeHNs 00pa30BaTeIbHOIl POrpaMMbl

Bomnpocsl k 3a4ety

1. AKTyaJIbHOCTH BOTIPOCOB HH(GOPMAITMOHHON 0€30MaCHOCTH B CUCTEMAX JICKTPOHHON KOMMEPITUU

2. Mopenu 31eKTPOHHON KOMMEpLIUU

3. Pucku B cucTEMax 3JE€KTPOHHOU KOMMEPLIHHU

4. YrupaneHne 0€30MacHOCTHIO B CUCTEMAX AJIEKTPOHHOW KOMMEPIIUH
5. MexayHapoHast TpaKTUKa TIPABOBOTO 0OECIIEYEHUST CHUCTEM AJICKTPOHHOW KOMMEPIIUH
6. OcOOEHHOCTH MPABOBOTO PETYIUPOBAHUS ISATEIHHOCTH B 00JIACTH AJIEKTPOHHON KOMMepIuu B PO
7. TocynapcTBeHHbIE cTaHAapThl PO B 001acTH 6€301MaCHOCTH CHCTEM JIEKTPOHHON KOMMEPITUU




8. MexIyHapOIHbIE CTaHIAPThI 0€30MaCHOCTH CHUCTEM IJICKTPOHHOW KOMMEPIIHH

9. OTpacneBbie CTaHAAPTH OE30MACHOCTH CHCTEM JIEKTPOHHON KOMMEPITUH

10. Knaccudukanus aTak Ha CHCTEMBI 3JIEKTPOHHON KOMMEPLIUU

11. UcTouHMKH YyTpo3 B CUCTEMAX JIEKTPOHHON KOMMEPIIUU

12. Monynb yrpo3 B CUCTEMaX 3JIEKTPOHHON KOMMEPIIUU

13. Moaens HapyImmuTeNs: B CUCTEMAX AJIEKTPOHHON KOMMEPILIHHT

14. TunoBsle ysi3BUMOCTH Hanbosee pacupocTpan€HHbIXx CMS B 001acTH 3JEKTPOHHON KOMMEPLIUT
15. DTanel npoBeeHUS] TATOBOM aTaKu

16. MeToibl collMalIbHON MHKEHEPUH IIPU OCYILECTBICHUH aTaK Ha CUCTEMBI 3JIEKTPOHHON KOMMEPITUU
17. Ataku DDoS

18. SQL-unbekImu

19. O6ecneuenne 0€30MaCHOCTH TPAH3AKIIUN B CHCTEMAaX AJICKTPOHHONW KOMMEPITUN

20. Hu¢poBsie cepTUHHUKATHI

21. ApXHTEKTypa CHCTEMBI IIEHTPOB cepTUdHUKauu

22. Ataku, HaripaBJIeHHbIE Ha TPOTOKOJ SSL

23. TpeboBanus cranmapta PCI DSS

24. YpoBHU cepTU(PUKALNU TOPTrOBO-CEPBUCHBIX MPEATIPUATAN

25. YpoBHM cepTU(PHUKANN TOCTABITUKOB YCIYT

26. Ocobennoctu npotokona 3D Secure

27. Ocobennoctu npotokoja Mir Accept

28. CiocoOb! OLIEHKH 3aIIUIIEHHOCTH CUCTEMBI SJICKTPOHHON KOMMEPLIUU

29. OneHKa 3anuieHHOCTH CUCTEM AJIEKTPOHHOM KOMMEPIIMH B COOTBETCTBHH C 3apYyOS)KHBIMH
CTaHJapTaMu

30. OueHka 3alyIIEeHHOCTH CUCTEM AJIEKTPOHHON KOMMEPIIMHU B COOTBETCTBUU C POCCUMCKUMU
CTaHJapTaMu

31. Bunsl aynuTta 6€30MaCHOCTH CHCTEM JIEKTPOHHON KOMMEPITUU

32.1lenu u 3a1auu ayauTa 0€30MaCHOCTH CHCTEM DIIEKTPOHHONH KOMMEPIIUU

33. Oco0eHHOCTH OPTraHU3aAIMOHHOTO ayAUTa CHCTEM JICKTPOHHON KOMMEPITUU

34. OcoGeHHOCTH HHCTPYMEHTAIBHOTO ayAUTa CUCTEM 3JIEKTPOHHON KOMMEPIIUU

35. KimtoueBble dTansl ayauTa 0€30MacHOCTH CUCTEM DJIEKTPOHHOM KOMMEPITH

36. UnctpymenTapuii [u1st cOOpa UCXOAHBIX TaHHBIX

37.Tlonxoapl K aHAIM3Y AAaHHBIX, COOPAHHBIX B MPOIIECCE ayUTa

38. Tlogxompl K pa3paboTKe peKOMEHIAIUN IO UTOTaM ayauTa 0€30MacHOCTH

39. Otuer 1o pe3yapTaram ayaura

40. PazpaboTka KOMIUJIEKCa MEPOTIPUSATHH TI0 TTOBBIIICHUIO YPOBHS 3aIIUIIICHHOCTH

TunoBbie NPAKTUKO-OPHCHTUPOBAHHDBIC 3aJaHUA K 3a4ETy

«[IpaBoBBIC OCHOBHI 00OecTieueHUsT HH(DOPMAIIMOHHON O€30MaCHOCTH IEKTPOHHOM KOMMEPIIHI)
«YTpo3bI 0€30MaCHOCTH CUCTEM DJIEKTPOHHON KOMMEPIIHI

«AyauTt 6€30MaCHOCTU CHCTEM AJICKTPOHHONH KOMMEPIIUM)»

«Tpebosanus crangapta bezomacnoctu PCI DSS»

«MeTobl B Cpe/icTBa ayiuTa OE30MACHOCTH CUCTEM SJIEKTPOHHON KOMMEPITUI

MRS

Kpurepun onieHuBanus:

- 50-100 GanioB (OIEHKA «3a4YTCHO») — M3JI0KEHHBIH MaTepuan (aKTHUUECKH BEPEH, HAIMYUE TIIYOOKHX
MCUEPIIBIBAIOIINX 3HAHUH B 00beMe MPOHACHHON MPOrpaMMBbl IUCIUIUIMHBI B COOTBETCTBUH C IIOCTABICHHOM
IpOrpamMMoil Kypca Lieiblo 0OydeHUs; NIpaBUIIbHBIC, YBEPEHHBIE ACHCTBUS 10 MPUMEHEHHUIO HOIY4YE€HHBIX
HAaBbIKOB ¥ YMEHUI NPU pELIEHUH IPAKTUKO-OPUEHTUPOBAHHBIX 3aJJaHH, TPAMOTHOE U JIOTUYECKU CTPOHHOE
U3JI0’KEHUE MaTepuaa Ipu OTBETE, YCBOCHUE OCHOBHOM M 3HAKOMCTBO C JOIOJHUTEIBHOM JINTEPATYPOH;

- 0-49 6annoB (OLIEHKA «HE3aUYTEHO») — OTBETHI HE CBS3aHBI C BOIIPOCAMH, HAJTMUME IPYOBIX OIIMOOK B OTBETE,
HENOHMMAHHE CYHNIHOCTH HM3J1araéMoro BOIIPOCa, HEYMCHHME NMPUMEHITh YMECHMSI M HABBIKM IPU PEUICHUH
IIPAKTUKO-OPUEHTUPOBAHHBIX 3aJaHUM, HECYBEPECHHOCTb M HETOYHOCTb OTBETOB HA JONOJIHUTEIBHBIE M
HABOJSIIME BOIPOCHI.



JlabopaTopHble 3axaHus

JlabopaTopHoe 3aaanue 1. «O06mue Bonpocs odecredeHnst HHPOPMAITMOHHOW 0€30MaCHOCTH CHCTEM
3JIEKTPOHHON KOMMEPLIUN.

JlaGopaTopHoe 3aganue 2. «[IpaBoBbie OCHOBBI 0OecnieueHus] HH(POPMAITMOHHON O€30ITaCHOCTH
3JEKTPOHHON KOMMEPLIUN.

JlaGopaTopHoe 3aganue 3. «YTpo3bl 6€30MaCHOCTH CUCTEM JIEKTPOHHOM KOMMEPIIHI.

JlaGopaTopHoe 3ananne 4. «AynuT 6€30MaCHOCTH CUCTEM DJICKTPOHHONW KOMMEPITUN.

JlaGopaTopHoe 3aganue 5. «TpeboBanus crannapra bezomacaoctu PCI DSS».

JlaGopaTopHoe 3aganue 6. «MeToabl U CpeCTBA ayIuTa 0€30MMaCHOCTH CUCTEM AJICKTPOHHONW KOMMEPITUM)
JlabopaTopHoe 3axanne 7. DopMupoBaHUE MOJEIN HAPYIIUTEIS] KOMIIBIOTEPHBIX CETEM

Kpurtepun onenuBanus:
(m71st KKIOTO JTabOPATOPHOTO 3aAHUS)
9-10 6. — 3agaHME BHITIOIHEHO BEPHO;
6-8 0. — MY BBITIOTHEHUH 32J1aHUS OBLIH JOMYIIEHBl HETOYHOCTH, HE BIMSIONINE HA PE3YIbTAT;
3-5 6. — pu BBHINOJHEHUH 3aJIaHUsI ObLIHM JIOMYIICHBI OIINOKY;
1-2 6. — p¥ BBIMOJTHEHUH 33/1aHUsI ObUTH TOMYIIEHBI CYIIIECTBEHHBIC OMUOKH.
0 6. — 3aaHue HE BHIMOJIHEHO.

MaxkcuManbHOE KOTHYecTBO OaiioB 3a cemectp 70.
Omnpoc

1. AKTyaJbHOCTB BOIIPOCOB WH(OPMAIIMOHHOH 0€30IMacHOCTH B CUCTEMAaX JIEKTPOHHON KOMMEPLUT
2. Mopaenu 3eKTpOHHOM KOMMEPIIUU

3. Pucku B cucteMax 3J€KTPOHHON KOMMEPIIUU

4. YnpasneHue 0€30MacHOCThIO B CHCTEMAX JICKTPOHHON KOMMEPITUU

5. MexxayHapoaHasi MpakTHKa IMPaBOBOTO 00ECTIEUEHUSI CUCTEM 3JICKTPOHHON KOMMEPIIUU

6. OCOOEHHOCTH TTPABOBOTO PETYIUPOBAHUS JICATEILHOCTH B 00JIACTH JIEKTPOHHON KOMMepIiuu B PO
7.TocynapcTBeHHbIe cTaHIapThl PO B 001acTi 6€30MaCHOCTH CUCTEM JIEKTPOHHON KOMMEPITUU

8. MexxayHapoaHbIe CTaHIAPThI 0€30MTaCHOCTH CUCTEM DJIEKTPOHHONH KOMMEPITUU

9. OTpacneBbie CTaHIAPTHI OE30MACHOCTH CUCTEM AJIEKTPOHHON KOMMEPLIUU

10. Knaccudukanus atak Ha CUCTEMBI SJIEKTPOHHON KOMMEPITH

11. cTouHMKH yrpo3 B CUCTEMAX IEKTPOHHON KOMMEpPLUU

12. Moaynb yrpo3 B cUCTEMAaX 3JIEKTPOHHON KOMMEPIIUU

13. Mogenp HapyIIMTENS B CUCTEMAX 3JIEKTPOHHON KOMMEPIIUHU

14. TunoBbI€ ys3BUMOCTH HamOoJsiee pactnpocTpan€HHBIX CMS B 0071aCTH AJIEKTPOHHON KOMMEPITUN
15. DTansl npoBeAEHUS TUIIOBOM aTaku

16. MeTo1bl cCOIMaNbHOM MHKEHEPUH MPU OCYIIECTBICHUHU aTaK HAa CUCTEMbI SJIEKTPOHHON KOMMEPIIUU
17. Ataku DDoS

18. SQL-unbeknuu

19. O6ecnieuenne 6€30MaCHOCTH TPAaH3aKLUUH B CUCTEMAaX 3JIEKTPOHHOM KOMMEPIIUH

20. Hudposeie cepTudukatsl

21. ApXUTEKTypa CUCTEMBI LIEHTPOB cepTU(DUKALUU

22. Ataku, HanpaBJIEHHbIE HA MPOTOKOJ SSL

23. Tpebosanus crangapta PCI DSS

24. YpoBHU cepTH(PUKAIMHI TOPTOBO-CEPBUCHBIX MPEATPHUITHI

25. YpoBHU cepTH(PUKALNN TTOCTABIIUKOB YCIYT

26. Ocobennoctu nmpotokoisia 3D Secure

27. OcobenHoctH nporokoia Mir Accept

28. CiocoObI OIIEHKH 3aITUIIIEHHOCTH CUCTEMBI JICKTPOHHON KOMMEPITUN

29. OnieHKa 3aUIeHHOCTH CUCTEM JIEKTPOHHON KOMMEPIIMH B COOTBETCTBHUH C 3apyOEKHBIMHU
CTaHAapTaMu



30. OueHka 3alMIEHHOCTH CUCTEM IEKTPOHHONW KOMMEPLIUY B COOTBETCTBUU C POCCUNCKUMHU
CTaHJlapTaMU

31. Buasl aynura 6€30MaCHOCTH CUCTEM AJIEKTPOHHONH KOMMEPLIUU

32.lenu u 3amaun ayauTa 6€30MaCHOCTH CUCTEM DJICKTPOHHOM KOMMEPITHH

33. OcoOeHHOCTH OPTaHU3AUOHHOTO Ay IUTa CUCTEM JIEKTPOHHOH KOMMEPLIUU
34. OcoO6eHHOCTH HHCTPYMEHTAIBHOTO ayJUTa CUCTEM JIEKTPOHHON KOMMEPITUU
35. KiroueBble aTansl ayauta 0€301MacHOCTH CHCTEM 3JIEKTPOHHOM KOMMEPIIUH

36. UacTpymeHTapuii 111 cOOpa UCXOTHBIX JaHHBIX

37.Tloxxopl K aHATU3Y JaHHBIX, COOPaHHBIX B IMPOLIECCE ayIuTa

38. TToxxomap! kK pa3paboTKe peKOMEH AU IO UTOTaM ayIuTa 0€30MacHOCTH

39. Otuer no pe3yiabTaTaM ayauTa

40. Pa3paboTka KOMIUIEKCA MEPOIIPUATUIN 110 TIOBBIIIEHUIO YPOBHS 3alTUIIIEHHOCTH

Kpurepun oneHuBaHus:
* 1 Gay BeICTaBIsIETCS O0YYAIOMIEMYCs 32 OJIUH BOIIPOC, €CITU M3JI0KEHHBIA MaTepuan (pakTHIeCKH BepeH U
JIOTUYECKU OOOCHOBAH.
*( 6ay10B, €CJIM OTBET HEBEPHBII.
MakcumanbHOE KOJIMYeCTBO OaioB 3a cemectp: 30 6amoB

3. MeToauveckne MaTepHAJIbI, ONPeessolue NPouea1ypbl OlleHUBAHUS 3HAHUI, yMEHNH, HABBIKOB 1
(W1K) oNbITA A1eATEJIbHOCTH, XaPAKTEPU3YOIIMX 3TANbI (POPMUPOBAHUS KOMIIETEHIIHI
[Tporetyps! OLIEHUBAHMS BKJIIOYAIOT B ¢€0s TEKYIIUI KOHTPOJIb ¥ IPOMEKYTOUHYIO aTTECTALHUIO.
Texyiuit KOHTPOJIb YCIIEBAEMOCTH IIPOBOAUTCS C UCIIOJIB30BAHUEM OLIEHOYHBIX CPEJICTB, IPEACTABICHHBIX B
m 2 JaHHOT'O TPHIIOKCHUA. PGSY.HBTaTBI TCKYIICTO KOHTPOJISI AOBOAATCA OO0 CBCACHHUA CTYIACHTOB [0
MPOMEKYTOYHOM aTTECTALINH.

[IpomexyTouHas aTTecTaus MPOBOIUTCS B GopMe 3adera.
3aueT mpOBOAUTCA MO PACHHCAHUIO TPOMEKYTOUHOM aTTecTaliuu B BUae onpocoB. KomnyecTBo BOMPOCOB —
3. IIpoBepka OTBETOB U OOBSIBIIEHUE PE3YyIbTATOB MIPOM3BOAUTCS B JICHb 3a4eTa. Pe3ynbTaThl aTTecTaluu
3aHOCSITCS B 9K3aMEHAI[MOHHYIO BEJIOMOCTh U 3a4€THYIO KHIKKY cTyaeHTa. CTyAeHTbl, He MpOIIe/IIne
MNPOMCIKYTOYHYIO aTTCCTAUUIO I10 rpa(bm(y CCCCHUM, [JOJUKHBI JIMKBUAUPOBATHL 3aJ0JLKCHHOCTH B
YCTaHOBJICHHOM TMOPSIKE.



IIpunoxenne 2
METOJUYECKHUE YKA3AHUS 1O OCBOEHUIO JUCHUITJIMHBI

VY4eOHBIM IJIAHOM MPEAYCMOTPEHBI CIIEAYIOUINE BUbI 3aHATHIA:

- JIeKIIHH;

- 1a0OpaTOPHBIC 3aHATHSI.

B Xome NEeKIMOHHBIX 3aHATHH PAacCMATPHUBAIOTCA TEOPETUUYECKHUE BOIPOCHI C YYETOM IPAKTHKO-
OPHEHTUPOBAHHOCTH M3y4yaeMOH NUCLMIUIMHBI, JAIOTCS PEKOMEHJAIMM AJIsl CaMOCTOATENbHOM paboThl U
MOJITOTOBKE K J1a00OpaTOPHBIM 3aHSATHSIM.

B xozne nabopaTOpHBIX yriIyOJstOTCs U 3aKPEIUIAIOTCS 3HAHUSI CTYJEHTOB MO PsAAY PacCMOTPEHHBIX
Ha JIEKLIUSAX BOIPOCOB, PAa3BHBAIOTCA HABBIKM PabOTHl C KOMIIBIOTEPOM, NMPUMEHEHHUS METO/I0B M
TEXHOJIOTUH 3alUThl HH()OpMAIUH.

[Ipu moaroToBKe K 1a00PATOPHBIM 3aHATHSAM KaXKAbIH 00ydaronIuiics JOIKEH:

— U3Y4YUTh PEKOMEH/IOBAaHHYIO YUEOHYIO JIUTEPATYPY;

— MU3Y4YHUTh NPAKTUYECKHE IPUMEPBI, PACCMOTPEHHBIE Ha JICKIUX;

B npomecce noAaroroBku Kk 1a0OpaTOPHBIM 3aHATUSAM CTYAEHTBl MOTYT BOCIOJIb30BaThCs
KOHCYJIbTAIIMSIMH [TPETIO1aBaTesl.

Bomnpockl, He paccMOTpeHHbIE Ha JIEKLIHAX, JJAOOPATOPHBIX 3aHATHUSX, JAOJKHBI OBITh HM3YYEHBI
CTYJIGHTAaMH B XOJI€ CaMOCTOATENBbHOM paboThl. KOHTpOIb caMocTosTeNnbsHOW paboThl CTYIEHTOB Hak
y4eOHOI IMporpaMMol Kypca OCYILECTBIISI€TCSI B XOJA€ 3aHATUH METOJOM OIpoca WIM IPU BBIIOJHEHUU
nabopaTopHbIX 3afaHuil. B Xoze caMocTosTenbHONH padOThl KaXIbli CTYIGHT 00s3aH TNPOYHUTATh
OCHOBHYI0O M IO BO3MOXHOCTH JOINOJHHUTENbHYIO JIUTEpaTypy IO H3y4aeMOW TeMe, JOINOJIHUTh
KOHCIIEKTHI JICKIIMHA HEIOCTAIOIIMM MAaTepHajioM, BBIMUCKAMH W3 PEKOMEHJIOBAHHBIX IEPBOMCTOYHHUKOB.
BbiienuTe HEMOHSATHBIE TEPMMHBI, HAWUTH HMX 3HAYEHUE B YHIMKIONEIUYECKUX CIOBapAX.

CryneHT JOJDKEH TOTOBUTBhCA K  HPEACTOSIEMY JIaOpaTOpHOMY 3aHSITHIO IO  BCEM,

0003HAYEHHBIM B paboyell MporpaMMe AUCLUILIMHBI BOIIPOCAM.
JInsi OATOTOBKM K 3aHATHUSAM, TEKyIIEMY KOHTPOJIO M MPOMEXYTOYHOW aTTECTAllMM CTYIEHTHl MOTYT
BOCIIOJIb30BaThCsl AJIEKTPOHHO-OMOIMOTEUHBIMU cHcTeMaMU. Taxoke oOyuaromuecss MOI'yT B3ATh Ha J0M
HEOOXOMUMYI0 JUTEepaTypy Ha a0OHEMEHTE YHUBEPCHTETCKONW OMOIMOTEKH WM BOCIIOIH30BATHCS
YUTaIbHBIMU 3aJIaMH.
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