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Cemectp
(<Kypc>.<Cemectp Ha 5@3.1)
Kypce>) Hroro
Henens 16 5/6
Bup 3anaruit VII| PII | VI PII
IIpakruyeckue 32 (32 (3232
Hroro ayn. 32(32(32(32
KonrakTHas padoTa 32 (323232
Cam. pabora 40 |40 | 40 | 40
Hroro 7272 (72|72
OCHOBAHMUE

Y4eOHBIN TUTaH YTBEPKIEH YIEHBIM COBETOM YHUBepcuteTa (mpotokod Ne 9 ot 03.03.2026 ).

[Iporpammy cocraBui(u): noreHt, [Ipoxopos A.U.
3aB. xadenpoii: k.3.H., moreHt I0.B. Paguenko

Metonudeckuii coBeT: 1.3.H., 1oueHT M.A. Cyp:KuKkoB



1. HEJIX OCBOEHUSA TUCIUITJINHBI

1.1| m3yunTh TeEOpeTHdecKne OCHOBBI HH(pOpMannoHHOH Oe3omacHoctr (MB) m MeTomomormueckue HOPMBI CHCTEMHOTO
obecrieueHus 3aIUThl HHPOPMALMOHHBIX TIPOLIECCOB B KOMITBIOTEPHBIX CHCTEMAX.

2. TPEBOBAHMUA K PE3YJIBTATAM OCBOEHUSA JUCHUILJTUHBI

OIIK-6. CnocoGeH MCMOJIb30BaTh COBpPeMEHHble MH(pOpPMalNOHHBbIE TEXHOJOTHM W MPOrpaMMHbIE CPeICTBA MPH pPelleHuH
npogeccHOHAILHBIX 32/1a4.

IIK-2. CnocodeH HCNOIb30BaTh B NMPO(ecCHOHAILHON TeATeTbHOCTH KOMMYHUKAIMOHHbIE TEXHOJIOTHH, FOCYIapCTBEHHbIE U
MYHHIOUNAJbHbIE HWHPOPMANMOHHbIE CHCTEMBI; OCYIIECTBJIATH BHYTPHOPTraHH3AIUOHHBIE M  MeKBeJOMCTBEHHBIE
KOMMYHHKAIIMN HEOOX0AMMBbIe 115 pelieHnst NpodeccHoHATbHBIX 32124

B pe3yiabrare ocBOeHHSI THCIUTIIMHBI 00yIAOIIHTCS TOKEH:

3HaTh:

CoBpeMeHHbIe HHPOPMAITHOHHBIE TEXHOJIOTHH U MMPOrPaMMHBIE CpeicTBa (COOTHeCeHO ¢ nHaukatopom OITK-6.1)
KoHnenmuio v NpUHIUTIEI MOCTPOCHUS IPOTPAMMHOTO 00ECIICUCHHUS, B TOM YHCIIE KPHIITOrPapHIeCKOro. (COOTHECEHO ¢ MHIUKATOPOM
[K-2.1)

Ymerb:

OLICHWBAaTh PHCKH 0e30MacHOCTH MH(OPMAINH, BBIABIATH ySA3BUMOCTH M Pa3padaThIBATh IUIAHBI MO MX YCTPAaHEHHIO (COOTHECEHO C
urgukatopom OIIK-6.2)

yCTaHaBIMBAaTh U KOHGUIYPUPOBATh ONEPALMOHHBIE CUCTEMBI, CEPBEPHOE MPOrpaMMHOE obecrieueHne 1 06a3bl JaHHBIX. (COOTHECEHO C
unaukaropom I1K-2.2)

Baanernb:

HaBbIKAMU IIPOIPAMMHPOBAHUS W AJITOPUTMHM3ALMHU JUISl CO3/AHMS KOMITBIOTEPHBIX HPOTrPaMM, HANpaBICHHBIX Ha OOECHeueHHUE
6e3omacHocTH HHPOpMaIwH (cooTHeceHO ¢ nHauKaropom OITK-6.3)

uH(popMaImeit 0 JeHCTBYIOMNX CTaHAApTaX U HOPMATHBHBIX TpeOoBaHMI B 00MacTH MH(OPMAIIOHHON OE30MacHOCTH (COOTHECEHO C
unaukaropom [1K-2.3)

3. CTPYKTYPA U COAEP KAHUE TUCIUIIJINHBI

Pa3nen 1. OcHOBHBIE cOCTaBIsIOIMeE U YTPo3bl HHGopManuoHHol Oe3onacHoctu (UB).

Buj 3ansiTus / Cemectp /| KoanuectBo
Ne HaumMeHoBaHHe TeMbl, KPaTKoe CodepKaHue Komnerenuuun
pa6otsl / popma ITA Kypc 4acoB
11 Benenwue: cymuocts u nousrue Ub; 3nauenne b u ee mecto B cucteme CamocrosTenpHas 5 5 OIIK-6
) HALMOHAJILHON 6e30M1acHOCTH pabora IK-2
12 3ammra 6a3 qaHHbIX: co3nanne SQL — cepBepa ¢ MCIONB30BaHUEM IAKETa CaMocrosiTeabHas 5 4 OIIK-6
) Firebird pabora IK-2
13 VYnpaenenne 3ammrtoil 6a3 naHHbBIX: ynpasieHne SQL — cepepom ¢ [pakTHyeckue 5 2 OIIK-6
’ HCIoIb30BanueM makera Firebird 3aHATHUS TIK-2
1.4 Oco0OeHHOCTH TOCTPOCHHH HH(pOpPManMOHHON Oe3onmacHocTH: aHanu3| CamocTosTeNbHas 5 3 OIIK-6
" | yrpo3 ocHOBHBIM cocTaBisitomum Vb. pabora [1K-2
Paznes 2. Anaun3 nedieii ¥ cpecTB 3J10YMbIIIJIECHHUKOB B KOMIIbIOTEPHBIX CETAX
Buna 3ansitus / Cemectp /| KonmuectBo
Ne HauMeHoBaHHe TeMbl, KPaTKOE COAep:KaHHe Komnerenuun
pa6orsl / popma ITA Kypce 4acoB
2.1 | CucremMbl KOHTPOIS JOCTYIA: YIIPAaBJIEHHE IIPAaBaMM JIOCTYIIa CamocrosTensaas 5 4 OITK-6
’ P yna: yip P y pabora IK-2
2.2 | CucTemsl yrpaBiIeHHs JOCTYIIOM: YIIpaBJIEHHE IpaBaMH jocryma B JIBC CamocrosTensaas 5 2 OLIK-6
’ yip TYTOM: yIIp P v pabora [K-2
3ammra JIOKaJabHOW BBIYMCIIUTEIBHOW CETH: HEaBTOPU30BAHHBIN JIOCTYIT K
! P Aocty CamMocTosTenbHast OIIK-6
2.3 |JIBC. HCA x pecypcam JIBC, packpbiTHe © HEaBTOPHU30BaHHAs aGora 5 4 K2
MoanGbUKALUS JAHHBIX U IPOTPaMM. P

Pa3znen 3. 3amuTa onepanmuoHHBIX cHCTeM: crienH(uKa 6€30MaCHOCTH JIOKAJTbHBIX BRIYHCINTENLHBIX ceTeiil (JIBC)
HHPOPMANHMOHHBIX CHCTEM.

Bupa 3ausitus / Cemectp /| KonmyectBo
Ne HanmeHoBaHUe TeMbl, KPaTKoe CoAep KaHue Komnerenuun
pa6otsl / popma ITA Kypc 4acoB
3] PesepBHOoe  KommpoBaHWE ~ JaHHBIX: TOATOTOBKA K  PE3EPBHOMY [Ipaxtudeckue 5 5 OIIK-6
: KOIMPOBAHHUIO 0a3bl IaHHBIX 3aHATHS TIK-2




JlecTpyKTUBHBIE BO3ACHCTBHS HA JIOKAJbHYIO BBIYMCIUTENBHYIO CEThb:
N CamocTosiTenpHas OIIK-6
3.2 |paspyuwenune ¢yukiuii JIBC, ommbku B MpOrpaMMHOM OO€CHEYCHUH. aGora 5 4 K2
KoHTpOJIb y/IaNeHHbIX BBIYUCICHHH. P
Paznen 4. [IporpaMMHoO-TeXHUYECKAS 3aIIMTA: OCHOBHbIE MPOTPAMMHO-TEXHUYECKHE MePhI 3aIUTHI HHPOPMAITHOHHBIX
npoueccoB u nporpaMmmHoro ooecneuenus (II0)
Buj 3ansitus / Cemectp /| KoauuectBo
Ne HaumeHoBaHHe TeMbl, KPaTKoe CodepKaHne Komnerenuuu
pa6otsl / popma IMA Kypc 4acoB
[Ipaxtuyeckue OIIK-6
4.1 armmrta CYB/I: pe3epBHOE KonupoBaHue 0a3bl JaHHBIX 5 4
3am CYB/L: pesep P A 3aHATUS TK-2
. . N . Ipaxtuyeckue OIIK-6
4.2 |3ammura B *nix-cucremax: ynpasnerue Unix — momoOHOH CHCTEMOIA. P 5 4
3aHATHUS TK-2
4.3 | CobcTBeHHas 3aluTa: CpecTBa COOCTBEHHOM 3alUThL Cavoctoarenas 5 8 OIIK-6
) fiuTa: cpen HHUHTRL pabora [K-2
Pa3nen 5. Ctpykrypa Tpe0oBaHMii K cpeCTBAM 3aLUThI: OCHOBHbIE KATErOPUH TPEeGOBAHMI K MPOrpaMMHON H NPOrpaMMHO-
anmapaTrHoi peajJu3aluy CPeACTB 3alIUTHI HHpOpPMAIHH.
Bua 3ansitus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KPaTKoe coJep:kaHue Komnerenuun
pabotsl / popma ITA Kypc 4acoB
5.1 | Bupryanu3auusi: yCTaHOBKA cepBepa Ha BUPTYaJIbHYIO MAllUH Tpaxtueciue 5 4 OIIK-6
’ pry sy pBep Ty y ¥ 3aHATHUS [K-2
59 Berpoennble  cpencTBa  3alIMTHI:  CPEACTBA  3AIMTHI B COCTaBe CamocTosTenpHast 5 4 OIIK-6
’ BBIYHCIIUTENBHON CUCTEMBI. pabora [IK-2
Pa3nen 6. TpeGoBanus K 3amuTe aproMaru3upoBaHubix cucteM (AC) or HCI.
Buj 3ansitus / Cemectp /| KoauuectBo
Ne HaumeHoBaHHe TeMbl, KpaTKoOe COAep:KaHHE Komnerenuun
pa6otsl / popma ITA Kypc 4acoB
6.1 AHanu3 3alMIIEHHOCTH: IOKa3aTeld 3allUIICHHOCTH WH(pOpMaluu OT [IpaxTuyeckue 5 5 OIIK-6
’ HC/I 11t KOMITBIOTEPHBIX CHCTEM 3aHATHUSA [K-2
INpaxrnyeckue OIIK-6
6.2 | MexceTeBble 9KpaHbl: MOKA3aTeIH 3alUIIEHHOCTH MEKCETEBBIX JKPAHOB. 5 2
3aHATHUS IK-2
IMpaxruueckue OIIK-6
6.3 | 3amuTa OT CEeTEeBBIX aTaK: OPraHU3alus U OTPaKEHUE CETEBBIX aTaK 5 4
3aHATUSA MK-2
6.4 AxTuBHas uHTepQeicHas 3alMTa: CPEACTBa 3alIUThl C  3alpOCOM IMpakriyeckue 5 3 OIIK-6
" | undopmanun. Cpencra akTHBHOM 3aLIUTHIL. 3aHATHA [K-2
. OIIK-6
6.5 |[IloaroToBka Kk MPOMEKYTOUHOI aTTECTALNH 3auer 5 0 K2

4. POHJI ONEHOYHbBIX CPEJICTB

CrpykTypa u coaepkaHue (OHIA OIEHOYHBIX CPEINCTB IS HPOBEACHHS TEKYIIEro KOHTPOJNS M TMPOMEXKYTOYHOH arTecTaluu
npezncrasiensl B [Ipunoxkennu 1 k paboueil nmporpamMme AUCHUILTUHBL.

5. YYHEBHO-METOAUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. YueGuble, HAyYHbIEe M METOANMYECKHE U3TAHUS

ABTOpHI, bubmmorexa /
3arnaBue W3parenscTBO, TOX
COCTaBUTENH KonuuectBo
1 Tumenko E. H. OcHOBBI HHYOPMAITMOHHOH 6e30MacHOCTH: yuel.- Poctos u//1: N3n-Bo PTDY DJNEeKTpOHHAS
MeToq. pa3pad. (PUHX), 2012 OHOIHOTEeKA U3TAHUI
PI'DY (PUHX)
2 3asropoxuuii B. 1. KomrutekcHast 3amura nHGOpMaIuu B M.: Jloroc, 2001 bubnuoreka PIDY
KOMITBIOTEPHBIX CHCTeMax: Yueb. mocooue (PUHX) / 49 sxs.
3 AptemoB A. B. HNudopmarmonHast 6€30MacHOCTh: KyPC JICKITHIA: Open: MexperuoHaibHas OBbC «YHuBepcureTckas
KypC JICKLHH akazeMus 6e30IacHOCTH OubnnoTeKa OHIakHy
BbDKUBaHus, 2014
4 IMpoxoposa O. B. HNudopmanmoHHas 6e30MacHOCTb U 3aMUTA Cawmapa: Camapckuii OBC «YHuBepcureTckas
MH(pOPMAIH: YIeOHHK rocyaapcTBEeHHbII BUGTIOTeKA OHITAIHY
apXUTEKTYpPHO-
CTPOUTENIbHBIH

yauBepcuret, 2014




5.2. l'[poq)eccpwHam,m,le 0a3bl JaHHBIX U I/IH(l)OpMaIIHOHHl)Ie CIIPpaBOvYHBbIE€ CUCTEMbBI

Hudopmanuonnas crpaBodHas cucrema "T'apant”

Basa nanneix OenepanbHO CIyKOBI [0 TEXHUYECKOMY U dKkcriopTHOMY KoHTpoito (DCTIK Poccuwn) https://fstec.ru/

basza maHHBIX NEHCTBYIONMX CTaHAApTOB 1O HampaeieHuto "MHpopmanmonnas bezomacHocTs" https://www.gost.ru/portal/gost/home/
standarts/InformationSecurity

5.3. [lepeueHb MPOrpaMMHOro odecrneyeHust

Onepanuonnas cucrema PEJ] OC
MexcereBoii 3xkpan PFSense
Firebird

OmneparonHas cucrema RedOS
LibreOffice

5.4. YueOHO-MeTONNYECKHE MaTepHuaJjJbl 1Jsd 06yqaloumxca C OrpaHNIYCHHBIMH BO3MOKHOCTAMM 3/10POBbSA

IIpu HEOOXOAUMOCTH IO 3asIBICHUI0 00YYAIOIIETrOCs C OrPaHMYCHHBIMEA BO3MOKHOCTSMH 370POBbsl y4eOHO-METOMUUCCKHE MATEPHAIIBI
MPEIOCTABIAIOTCA B (OpMax, aJalTHPOBAHHBIX K OTPaHHUYCHHSAM 3IOPOBBS M BOCHPHUATHSA MH(popMmarwd. s W1l ¢ HapyIICHHSIMHA
3peHus: B popme ayamodaiina; B me4aTHON (popMe YBEIWISHHBIM mprupTOM. J[JIst U] ¢ HapyIIeHUSIMU ciIyXa: B ()OpMe IEKTPOHHOTO
JIOKYMEHTA; B MeYaTHOW ¢opme. [l nuIl ¢ HApYUIEHUSIMH OIOPHO-ABUTATENIFHOTO ammapara: B GopMe 3JIeKTPOHHOTO AOKyMEHTa; B
neyaTHoM opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHE JJUCIHHUIIJIMHBI

[Tomemenns aIs BceX BHIOB PadoT, MPEXyCMOTPEHHBIX YYEOHBIM IUTAHOM, YKOMIUICKTOBAaHBI HEOOXOIMMOM CIIeIMaIN3UPOBAHHON
yueOHOI MeOeIbI0 U TEXHUUECKIMU CPEACTBAMU O0yJIeHHS:

- CTOJIBI, CTYJIbS;

- IePCOHATIBLHBIA KOMIIBIOTEP / HOYTOYK (TTepEeHOCHOH);

- IIPOEKTOD;

- 9KpaH / UHTEPaKTHBHAs JOCKa.

[TomemeHus s caMOCTOATENBHON pabOTHI 00yJaIOIMXCS OCHANIEHB! KOMITBIOTEPHON TEXHHUKOW C BOSMOXKHOCTBIO TONKITIOYECHHS K
ceru "MHTepHeT" 1 00ecneueHneM JOCTyTA K MEKTPOHHON HH(OPMAIIMOHHO-00pa30BaTeIbHON Cpefe.

7. METOANYECKHUE YKA3ZAHUSA JJIAA OBYYAIOIIUXCSA 11O OCBOEHHUIO JTUCITUITJINHBI

Metonuueckre ykazaHusl 10 OCBOCHHUIO TUCIMIUIMHBI IpeAcTaBieHsl B [Ipuioxkennu 2 k paboueil mporpaMme AUCHUILTHHEL.




®OH/JI OHEHOYHbIX CPEJICTB

IIpunosxenne 1

1 Onucanune nmokasarejed u KPUTEPUEB OLICHUBaAHUSA KOMIIeTEeHIIMH Ha PA3JTUYHBIX JTalnax HuXx

(l)OpMHpOBaHI/IH, OIIMCAHUE KA OHCHUBAHUA

1.1 Iloka3aTenu U KpUTEPUH OLIEHUBAHUS KOMIIETEHLIUN!

3VH, cocrasusroiiue
KOMIIETEHITHIO

Tlokazarenu
OLICHHUBAaHUS

Kpurepun
OLICHMBAHMs

Cpenctsa
OLICHUBAHHS

OIIK-6: CnocobeH HCHOIb30BaTh COBPEMEHHBIC
CpE/ICTBA IPU PEIICHUU PO(ECCHOHANBHBIX 331a4.

MH(POPMALIMOHHBIE TEXHOJOTUM U IPOTpaMMHBIC

3HaTh: COBPEMEHHbIE
UH(POPMALOHHEIE
TEXHOJIOTUH U
pOTPaMMHBIE
cpeacTBa

U3y4aeT OCHOBHBIE
MOHATUS, TEXHOJIOTUH U
AJITOPUTMBI

JUTSE IOJITOTOBKH K
3a4eTy, onpocy

MOJTHOTA U
COOTBETCTBUE
peIIaraeMbIx
CII0CcO00B perIeHus
CTaHJIAPTHBIX 3a/1a4
npodecCHOHATLHOU
NeSITeJIbHOCTH B
obyactu
HH(pOpPMAITMOHHOM
0e301acHOCTH

TpeOOBAHUAM
HOPMAaTHUBHO-TIPABOBBIM
aKTOB TIPY OTBETE HA
orpoce, 3a4eTe

Ompoc (Bompocs! 1-68)

Bormpocsl k 3k3aMeny
(Bompocsr 1-101)

YMeTb: OLIeHUBAaTh
pUCKH O€30MacCHOCTH
uH(popMaluuy,
BBISIBIISITH YSI3BUMOCTH
U pa3zpalaTbIBaTh
IUIaHBI IO UX
YCTPaHEHUIO

aHAIU3UPYET U
OLICHUBAET YPOBEHb
0e30I1aCHOCTH
MH(OPMaLMOHHBIX
CHUCTEM, BBISABIISET
OCHOBHBIE YTPO3bI U
YSI3BUMOCTH

IIPpU BLIITOJIHCHHUHU

COOTBETCTBHE
pe3yabTaTOB aHAIH3A
TEKYIEMY COCTOSTHUIO

CUCTEMBI 3aIUThI
nHpopmanuu npu
BBITIOJTHEHUH
MPaKTHKO-
OpPUEHTUPOBAHHOIO U

[IpakTuko-
OpPHEHTHUPOBAHHBIE
3aganus (3aganus 1-35)

[IpakTuko-
OpUEHTUPOBAHHbBIE
3a/laHus K SK3aMEHY
(3amanus 1-8)

MPAKTHKO- MPAKTUIECKOTO

OpPUEHTUPOBAHHOTO U 3aaHus

MPAKTUIECKOTO

3aJaHHs
Brnaners: HaBBIKAMHU PazpabatsiBaer COOTBETCTBHE [IpakTuko-
MIPOTPaMMHUPOBAHUS U | aJITOPUTMBI, KOTOPBIE TEXHOJIOTHYECKOTO OPUEHTHPOBAHHBIE
AITOPUTMHU3AINH JIJIS o0ecneynBaroT mporiecca 3amuThl




CO3JIaHUS
KOMITBIOTEPHBIX
porpamm,
HAIPaBJICHHBIX HA
obecneyeHne
0€e30I1aCHOCTH
uHpopmanuu

6€301acHOCTb
uHpopManuu,
YUUTBIBas CeUU(PUKY
3a1a4u ¥ TpeOOBaHUSA K
3aIInTe JaHHBIX

uHpOopMaIu
TpeOOBaHUSIM
HOPMAaTUBHO-
METOJIMYECKUX
nokyMmeHToB @Ch
Poccun u ®CTOK
Poccun

3amanus (3aganus 1-35)

[IpakTuko-
OpUEHTUPOBAHHbBIE
3a/IaHUS K SK3aMEHY
(3amanus 1-8)

[TK-2: CnocoGeH ucnoyib30BaTh B MPOPECCHOHAIBHON JEATEIHHOCTH KOMMYHUKAITMOHHBIC
TEXHOJIOTHH, TOCYIapCTBEHHbIE U MYHUIIUTIAIIbHBIE HHPOPMAIIMOHHBIE CUCTEMBI; OCYIIECTBIISTh
BHYTPUOPTraHU3AI[MOHHBIE U MEXBEJIOMCTBEHHBIE KOMMYHHUKAIIUU HEOOXOAUMBIE JIJIsl pEIICHUS

npodecCHOHATBHBIX 3a1a4

3HaTh KOHLEHIIHIO U
HMPUHLUIBI IOCTPOCHUS
HpOrpaMMHOI0
o0ecIeyeHus, B TOM
qrcie
KpHUITorpaduyeckoro.

W3y4YaeT MPHHIIUITBI
KOH(UICHIIMATLHOCTH,
L[EJIOCTHOCTH H
JOCTYITHOCTH JIAHHBIX,
Pa3TUIHS MEXKTY
TEXHUYECKUMH U
OpraHU3aI[HOHHBIMH
MEPaMH 3aIIUThI
uHpopmanuu

JUI HOJATOTOBKHU K
3a4eTy, olpocy

MOJTHOTA U
COOTBETCTBUE
peIaraeMbIx
CIoCcOo00B perIeHuUs
CTaHJIAPTHBIX 3a/1a4
npodeccnoHaTbHOM
JeSITeJIbHOCTH B
obyactu
HH(pOpPMAITMOHHOM
0e301acCHOCTH

TpeOOBAHUAM
HOPMAaTHUBHO-TIPABOBBIM
aKTOB MPHU OTBETE Ha
orpoce, 3a4ere

Omnpoc (Borpocs 1-68)

Bormpocsl k 3k3aMeny
(Bompocsr 1-101)

YMeTh ycTaHaBIMBATh
U KOH(PUTYpHUpOBaTh
OTIepaITNOHHEIC
CUCTEMBI, CEpBEPHOE
IPOrPaMMHOE
obecrieueHue u 6aspl
JIAHHBIX.

aHaJU3upyeT U
BbIOMpAET cpesicTBa
3aIIUTHI B 3aBHCUMOCTH
oT crienupuKu

PO eCCHOHATBHBIX
3aJa4 ¥ yrpo3s fpu
BBINOJIHEHUH
HPaKTHUKO-
OpPUEHTHUPOBAHHOT'O U

COOTBETCTBHE
pe3yabTaTOB aHAIH3A
TEKYIEMY COCTOSTHHUIO

CUCTEMBI 3aIUThI
nHpopmanuy npu
BBITIOJTHEHUH
MPaKTHKO-
OpPUEHTUPOBAHHOTO U

IIpakTuko-
OpUEHTUPOBAHHbBIE
3aganus (3aganus 1-35)

[IpakTuko-
OpPUEHTUPOBAHHbBIE
3a/laHus K SK3aMEHY
(3amanus 1-8)

MIPAKTUYECKOT

IIPAKTUYECKOTO P ceKoro

3aJaHus

3alaHus
Brnaners undopmarueil | ncnoms3yer Ka4ecTBO Mosy4eHHbIX | [TpakTnko-
0 ACUCTBYIOLIMX | HHCTPYMEHTHI IS pe3yabTaTOB, TOYHOCTh | OPUEHTUPOBAHHELIC
CTaHaaprax | oLeHKH yA3BUMOCTEH M | ¥ TIOJHOTA 3aianus (3ananus 1-35)
HOPMAaTHUBHBIX

. aHaJIN3a MHLINJCHTOB BBISIBIICHHBIX
TpeboBaHuil B 00nacTH . IIpakTuko-
9 YA3BUMOCTEN B

MH(OPMAIHOHHO#H OpPHEHTUPOBAHHBIE

0€30I1aCHOCTH

COOTBCTCTBHHU C




MIOCTaBJICHHBIMH 3a/1aHus K dK3aMEHY
npodeccroHadbHbBIMU | (3amaHus 1-8)
3aja4aMu

1.2 [Ixansl OIleHUBAHUS:

Tekymmii KOHTPOJIb YCIIEBAEMOCTH M MTPOMEKYTOUHAS aTTECTAIUSI OCYIIECTBISICTCS B paMKax
HAKOMUTEJIbHOW 0aJUIbHO-PEUTHHTOBOM crcTeMbl B 100-0annpHOM mIKane:

84-100 6aoB (OLEHKA «OTIHYHO)

67-83 6ayIoB (OLIEHKA «XOPOIIO»)

50-66 6amtoB (OIEHKA «YJOBICTBOPUTEIHLHO)

0-49 GanynoB (OLEHKA «HEYOBICTBOPUTEIBHOY)

2 TumoBbie KOHTPOJIbHBIE 32JaHUA WJIM HHbIE MAaTepPHaJbl, HCOOX0AMMBIEe JJIsl OLEeHKH 3HAHUIA,
YMeHHIi, HABBIKOB U (WJIM) ONbITA JeSITeJIbHOCTH, XaPAKTEPH3YHIIUX 3Tanbl GOPMUPOBAHUS
KOMIIETEHIUi B Mpoiecce 0CBOeHNs1 00pa30BaTeIbHOM MPOrpaMMbl

Bomnpocs! k 3x3aMeny

1. Yro Takoe Mudopmannonnas bezomacnocts (MbB), kak ona otHOocuTCs K HarmoHanbHOM
bezonacnoctn?
[Touemy Baxxna b B coBpemeHHOM Mupe?
Kakue gBJIAI0TCSI OCHOBHBIMU COCTaBHBIMU yacTsimu 1b?
Moskere 11 BbI IEPEYUCIUTh OCHOBHBIE TPUHLIUIIBI 0OecrieueHus: Mb?
Kakogsa knaccuduxarus yrpoz Ub?
Kaxue sSBisIt0TCS OCHOBHBIMHU YTPO3aMU JOCTYITHOCTH UH(pOpMaUu?
Kak co3nate SQL-cepBep ¢ momoripto makera Firebird?
Kax ynpasnsars SQL-cepepom ¢ nomomnisio nakera Firebird?
MeTtobl aHaIM3a Yrpo3 OCHOBHBIM KOMIIOHeHTaMm 1b?
. KTo Takue xakeps! (3710yMBIIIEHHUKN) U YTO SBJISETCS UX LETIMU?
. Kak oprannzoBanbl oprpaHn3aliiOHHO-KOMMYHHKATUBHBIE cpencTBa HanmonansHoM
Cucremsl 3amutel (HC3) B KOMIbIOTEPHYIO CHCTEMY?
12. Kakue mepst HCJI cymecTBYIOT JUTst 3aIIUTH KOMITBIOTEPHBIX CHCTEM?
13. Yto HyXHO 3HaTh 00 yrpo3ax CETEBOTr0 B3aUMOACHCTBUSA?
14. Kak xnaccu@uIMpyroTCsl CEeTeBbIE aTaKH U KaK OHU OpraHU3yoTCs?
15. Kak ympaBisTh npaBamMH JJOCTYIa B cucteme?
16. Kak nmpenoTBpaTuTh HEaBTOPU30BaHHKIH AocTyn K JIBC?
17. Kak 3aMTuThCs OT pacKphITHs U HEABTOPU30BAHHOW MOTU(BUKAIIMH JAHHBIX U IPOrpamMM
B JIBC?
18. Kak roTOBUTBCS K pe3epBHOMY KONMPOBAHUIO 0a3bl TaHHBIX ?
19. Kak 60poThCsl ¢ AeCTPYKTUBHBIMU Bo3neiicTBusMu Ha JIBC?
20. Yro Takoe mporpaMMHO-TeXHUYeCKHii ypoBeHb UB?
21. KakoBa poiib apXUTEKTypHOU 0€301acHOCTH B COBpeMeHHBIX MC?
22. Kak ycTaHOBUTH CepBep Ha BUPTYAIbHYIO MALIHHY?
23. Kakne TpeOoBaHUS MPEIBIBISAIOTCS K IPOTPAMMHO-aNIapaTHBIM CPENICTBAM,
MH(POPMALIMOHHBIM IOJICMCTEMaM, cpeacTBaM yrpasieHus b, mexxceTeBbIM skpaHam?
24. Uto nipeICTaBISIFOT COOOM CpeICTBA COOCTBEHHOW 3alTUTHI?
25. Kakue cpezicTBa 3alIUThl BKJIIOYEHBI B COCTAB BRIYUCIUTENBHBIX CUCTEM?
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Kakue noacucreMsl 3alIUThI CYyIIECTBYIOT 1151 ABTOMaTH3upoBaHHbIX Cuctem (AC)?
Kakue TpeOGoBaHMs NPebSIBIAIOTCSA K 3TUM MOACUCTEMaM?

Kak nzmepsiercs 3amumiennocts nHpopmanuu ot HCJI 1151 KOMIIBIOTEPHBIX cucTem?
Kak oneHnBaTh 3alIMIIEHHOCT MEXCETEBBIX JKPAHOB?

Kak opranuzoBatb 1 OTpa3UTh CETEBbIE aTaKU?

Kakue cpeacTBa HCIONIB3YOTCS Ul 3aLUThI ¢ 3a1IPOCOM MH(pOopManuun?

Kaxkue cpenctBa akTHBHOM 3aIlIUTHI CYIIECTBYIOT?

Paznuuure Mex1y akTUBHOM M maccuBHOM 3amuton [10.

Kak mpou3BoanTcs pe3epBHOE KOMUPOBaHKE 0a3bl TaHHBIX?

Kak ynpapnars Unix-1mog00HBIMH CHCTEMaMH ?

Kakwue cpencrtBa cOOCTBEHHOM 3aIIUTHI CYIIECTBYIOT?

Kakue nokasareny 3alMIIEHHOCTH UMEIOT MEKCETEBbIE IKPaHbI?

Kak BbINosIHA€TCS IUIAHUPOBAHUE MEPOIIPUATHI 110 TPOTUBOIEHCTBUIO yrpo3am UB?
Kak npoucxoauT MOHUTOPHUHT U aHanu3 yrpo3 Ub?

Kakue HOpMaTuBHBIE TIPAaBOBBIE AKTHI periaaMeHTHpyoT o0nacts b B Poccun?

Kak Beznercs paccienoBanue u c6op yauk nocie Hapymenus Ub?

Kak npoucxonut BoccraHoBiIEHHE pabOTOCIIOCOOHOCTH CUCTEMBI ocie HapyueHus 1b?
Kak ¢opmupyercs crpykrypa oraena b B komnanun?

Kakoii nepconan HeoOxoaum s pabotsl B otaene Ub?

Knaccudukanus yrpos Ub;

CocraB 1 KpaTkasi XapaKTepUCTHKa BHYTPEHHUX U BHEIIHUX UCTOYHUKOB yrpo3 Ub;
CocraB ¥ KpaTkasi XapaKTepUCTUKA OCHOBHBIX yIPO3 JOCTYIIHOCTH;

CocraB ¥ KpaTkasi XapaKTepUCTUKa OCHOBHBIX yIpO3 LEIOCTHOCTH;

CocraB u KpaTKas XapaKTepUCTUKA OCHOBHBIX yIp03 KOH(PUICHIINATbHOCTH;
Knaccugukanus kaTeropuii XakepoB U UX IeJei;

CocraB ¥ KpaTkasi XapaKTepUCTHKa OpraHU3allMOHHO KOMMYHUKaTuBHBIX cpencts HC/I;
CocraB u Kkpartkas XxapakTepuctrka Texuuaeckux cpeacts HC;

CocraB u Kparkas XxapakTepucTuka nporpamMmmusix cpeacrs HCJL;

Xapakrepuctruka ocHOBHBIX yrpo3 Wb nipu B3aumoneiicteuu ¢ Internet; TpeboBanus k
MoACHCTEME 3alUThl OT yrpo3 Mb mpu B3aumonericteuu ¢ Internet;

Krnaccudukanms ceTeBbix aTak;

Onpenenenne cauddepa NakeToB U XapaKTEPUCTUKA OCHOBHBIX CPEJICTB 3aIIUTHI OT
cHuduHra;

Omnpenenenue [P cnyduHra u xapakTepucTHKa OCHOBHBIX CPEJCTB 3aIIMUTHI OT HETO;
Onpenenenue atak Tuna DoS ("oTka3 B o0ciykuBaHUH'") U XapaKTEPUCTHKA OCHOBHBIX
CPEJCTB 3aIIUTHI OT HUX;

Omnpenenenne NapoiabHbIX aTaK U XapaKTEPUCTUKA OCHOBHBIX CPEACTB 3aIUTHI OT HUX;
Ornpezenenne atak Ha ypoBHE puiiokeHui U Tirna Man in the Middle u xapakrepucruka
OCHOBHBIX CPEJICTB 3alUTHI OT HUX;

Omnpenenenue ceTeBOi pa3BeIKU U Nepeagpecaluy IOPTOB U XapaKTEPUCTUKA OCHOBHBIX
CPEICTB 3alIUTHI OT HUX;

OCHOBHBIE METO/IBI M YCIIOBUSI HEABTOPU30BAHHOIO JocTyma K JIBC;

Kpartkas xapakrepuctuka ocHoBHbIX ycinoBuil HC/I x JIBC;

Kpatkas xapakTepucTHKa OCHOBHBIX YCIOBUHM pacKpsIThs JaHHbIX JIBC;

Kpartkast xapakTepucTiKa HeaBTOPH30BaHHOW MOJU(HUKAIIMY JAHHBIX U IPOTPaMM U
OCHOBHBIX yCJIOBHM €€ BO3HUKHOBEHUS;

Kpartkast xapakTepucTHKa OCHOBHBIX YCIIOBHH pacKphITUs U oaMeHsbl Tpaduka JIBC;
OcnosHnble yrpo3sl b JIBC npu pacnpeneneHHOM XpaHeHUH (ailioB U yJaIeHHbBIX
BBIUNCIICHUSIX;

OCHOBHBIE CEPBHUCHI 0€30MTaCHOCTH;

OCHOBHBIE IPUHIHUITBI APXUTEKTYPHOM 0€30MaCHOCTH U UX KpaTKasi XapaKTepUCTHKa,



71. CtpykTypHas cxema cucteMbl 31 11 THIIOBOM MH(POPMALIMOHHOM CUCTEMBI U KpaTKast
XapaKTepUCTHKA €€ OCHOBHBIX OJIOKOB;

72. OcHOBHBIE (DYHKIIMU [ICHTPATTU30BAHHOTO YIIPABJICHUS PUCKAaMHU M A IMUHUCTPUPOBAHUS
CUCTEMbI O€3011aCHOCTH;

73. OcHOBHBIE (DYHKIIMH 3aIUTHI YIIPABJICHUS PUIIOKECHUSIMH;

74. OcHOBHBIC (PYHKIIUU 3aIIUTHI CUCTEMBI CETCH;

75. OcHOBHBIE (DYHKIIMU 3aIIUTHI KOHEUHBIX M1OJIb30BATENCH;

76. Knaccudukanus cpeacTB 3allUThl IPOrPAMMHOI0 0OECIICUEeHHUS U XapaKTepPUCTHUKA UX
OCHOBHBIX KaTE€TrOpHii;

77. Knaccudukanus cpeaCcTB 3allUThl B COCTaBe BeIUUCIUTENbHOM cucteMbl (BC)
XapaKTEPUCTHKA UX OCHOBHBIX COCTABJISIOIINX;

78. IlpuHIUIBI OpraHU3alii U TEXHUYECKOTO UCIIOIHEHUS 3alllUThl MATHUTHBIX JUCKOB U
3allUTHBIX MEXaHU3MOB ycTpoiictB BC;

79. IIpuHIMIBI OpraHU3ali U TEXHUYECKOTO UCIIOTHEHUS 3aMKOB 3aIllUThI U 3alIUTHI THUIIA
"uzmeHeHne GyHKIui'";

80. Knaccudukanus cpeacTBa 3aiuThl ¢ 3aIpocoM HHPOPMALIMK U XapaKTePUCTHUKA UX
OCHOBHBIX COCTaBJISIFOIINX;

81. Haznauenue u npuHIUn GOpMUPOBAHUS APOJIei, HU(POB, CUTHATYD;

82. HaznaueHnue 1 OCHOBHBIE IPUHIIMIIBI TOCTPOSHHS alllapaTyphl 3alUTHI;

83. Knaccudukanus cpecTB akTUBHON 3alIUTHI M XapaKTEPUCTUKA UX OCHOBHBIX
COCTABJISTIOIIHX;

84. OnpeneneHue v XxapaKTEePUCTHKA OCHOBHBIX BHYTPEHHHUX CPEJCTB AaKTUBHOM 3aIlIUTHI,

85. Onpenenenre n XxapakKTepUCTUKA OCHOBHBIX BHEITHUX CPEACTB aKTUBHOMW 3aIIUTHL;

86. Knaccudukarus cpeacTB MacCUBHOM 3aIIUTHI U XapaKTEPUCTHKA UX OCHOBHBIX
COCTABIISIIOIIHX;

87. Ha3zHaueHue 1 OCHOBHbBIC IPUHIIUIIBI OPraHU3alUU UACHTU(DUKAIIMY TPOTPaMM;

88. Haznauenue 1 OCHOBHBIE IPUHIIUIIBI TOCTPOCHUS YCTPONCTB KOHTPOJIS;

89. O6mwmii coctaB TpeboBanuit mo obecneuenuro Nb;

90. TpeboBaHUs K MPOTPaMMHO aNIapaTHBIM CPEICTBAM;

91. TpeGoBaHus K MojcUcTEME UICHTU(DUKALUN U ayTEHTH(PUKAIUY;

92. TpeboBaHUS K IMOJACUCTEME YIIPABICHHS JJOCTYIIOM;

93. TpeboBaHUs K MOACUCTEME POTOKOJIMPOBAHUS Ay TUTA;

94. TpeGoBaHUs K MOJICUCTEME 3AIIUTHI IOBTOPHOTO HCIIOH30BAHMS OOBEKTOB U K 3aITUTE
KPUTHYHOIN HHOpMAIIHH;

95. TpeboBaHus K cpencTBaM 00eCTICUCHHS [IETTOCTHOCTH;

96. TpeboBaHus Kk cpencTBam ynpasienus Ub;

97. O6mwmii coctaB TPeOOBAaHMI K MEKCETEBOMY SKpaHYy;

98. Iloncucrema ynpaieHHs JOCTYIIOM B aBTOMaTU3MPOBAHHOM cUCTEME U OCHOBHBIE
TpeboBanus K Her Jyist 3amuThl oT HC/I;

99. TIloacucTeMa perucTpallvi U y4eTa B aBTOMaTH3UPOBAHHOM CHCTEME i OCHOBHBIE
TpeboBanus K Her yist 3amuThl oT HC/I;

100. Kpunrorpaduueckas noacucrema 31 B aBTOMaTU3MPOBAHHOM CUCTEME U OCHOBHBIE
TpeboBanus K Hel st 3amuThl oT HC/I;

101. Tloacucrema obecnieueHus LETOCTHOCTH B @aBTOMAaTH3UPOBAHHOM CUCTEME M OCHOBHBIE
TpeboBanus K Her yist 3amuThl oT HC/I;

IIpakTHKO-0pHEHTHPOBAHHBIE 321aHUS K IK3aMeHY

1. Co3nmaune cBoer 6a3bl JaHHBIX C TOMOIILIO nakera Firebird.

2. YrmparieHHE TTOJIb30BATEISIMH | ITpaBaMu JIOCTyIa B created 0a3e JaHHBIX C MTOMOIIBIO TTaKeTa
Firebird.



Amnanus yrpo3 cBouM IT-uHdpacTpykrype u pazpaboTka 1iaH AeHCTBHIA 10 60pb0e ¢ HUMH.

N3ydeHune pa3nuyHbIX KATETOPUN XaKePOB U UX LIEJICH, a TAKKE MTPOBEICHUE TECTOBBIX

YIAJIICHHBIX CETEBBIX aTaK HA CBOIO CUCTEMY.

5. Hactpolika TeXHUYECKHUX U IPOTPAMMHBIX CPE/ICTB 3aIUThl OT HECAHKIIMOHUPOBAHHOTO
JIOCTYIIa K CBOEH KOMIIBIOTEPHOMN CUCTEME.

6. M3zyuenue ys3Bumocteil cBoeil HH(POPMALIMOHHON CUCTEMBI U IPOBE/ICHUE aHAIN3a PUCKOB.

7. V3zyueHue pa3iWYHBIX THIIOB CETEBBIX aTak M pa3paboTKa MjIaHa OTPaKEHHs aTakK Ha CBOIO
CUCTEMY.

8. Hactpoiika cucTeMbl KOHTPOJIS IOCTYIA U YIPaBICHUS IPaBaMU JIOCTYIIAa B CBOCH JIOKAJIbHOM
BBIYHCIIUTEIBHOMN CETH.

9. Hacrpoiika Mep 10 3aIlMTe JaHHBIX U IPOTPaMM B CBOEH JIOKAJbHOW BEIYUCIUTENLHON CETH OT
HECaHKLIMOHUPOBAHHOIO JOCTYIIA U U3MEHEHUS.

10. Hacrpoiika Mep 1o 3amuTe Tpaduka B CBOCH JOKATbHOMN BHIYUCIUTEIBHON CETH.

11. BeinosiHeHne pe3epBHOIO KOMUPOBaHUS CBOMX JIAHHBIX U pa3paboTKa IIaHa BOCCTAHOBIICHUS B
Clly4ae Kpa)Xul UJIM YHUUYTOXKEHUS TaHHBIX.

12. N3yueHne apXUTEKTyphl CBOEH MHPOPMALIMOHHOM CUCTEMBI U pa3paboTKa IJIaHa 1o ee
3aIlHuTe.

13. U3yuenue ocobennocreil coBpemeHHbx IC u pa3paboTka miaHa 3aluThl OT HOBBIX YIPO3.

14. Pa3zpaboTka MOJUTHK U TPOLEAYp IO oOecneueHr0 HHPOPMAITMOHHOW O€30MaCHOCTH B CBOCH
OpraHM3alyHy.

15. U3y4yeHne MexCeTeBbIX 3KPaHOB U BbIOOP MOIXOSIIEr0 PELIEHUs Ui CBOEH OpraHu3aluy.

16. M3yueHne BCTPOEHHBIX CPEACTB 3aIUThI B CBOEH BBIYMCIUTEIBLHON CUCTEME U MX HACTpOMKa.

17. Ananu3 3aIunieHHOCTH CBOEH KOMITBIOTEPHOM CUCTEMBI U pa3paboTKa MIaHa Mo yaydIlleHUI0

ee 0e30MacHOCTH.

~ow

DK3aMeHAIMOHHOE 33/IaHKe BKIIOYAET 2 TEOPETUYECKUX Borpoca (pazaen «Bompockr k
9K3aMEHY») U | IPaKTUKO-OPHEHTUPOBAHHOE 3a1aHue ((OPMUPYETCS U3 TIEPEUHS 3aTaHHM,
MpeJICTaBICHHBIX B pa3fene «[IpakTuKo-opueHTHPOBAaHHBIC 3aJaHUS K IK3AMEHY»).

Kpurtepun onenuBanus:

MakcumanbHOE KOJIMYECTBO OAJIIOB 3a sk3aMeHannonHoe 3ananue — 100 (30 6amios
MaKCHUMAaJIbHO 3a KaX/]Ibli TeOpeTu4ecKuil Borpoc, 40 6au10B MaKCUMaNbHO 3a MPaKTHKO-
OpPUEHTUPOBAHHOE 3a/1aHUE).

Kputepuu onieHnBaHMsI OJHOTO TEOPETHUECKOTO BOMPOCaA:

- 25-30 GayI0B BBICTABISIETCS CTY/ICHTY, €CIIM U3JI0’KEHHbIN MaTepuall (PakTHYEeCKU BEPEH,
IPOJIEMOHCTPUPOBaHBI INTyOOKHE UCUEPIBIBAIOIINE 3HaHUSI B 00bEME MPOMIEHHOM pOorpaMMbl B
COOTBETCTBUH C IOCTaBJIEHHBIMHU NMPOTPaMMON Kypca LeIsIMU U 33/1a4aMi 00yUYeHHM s, U3JT0KEHUE
MaTepuaia Ipu OTBETE - FPAMOTHOE U JIOTUUECKU CTPOIHOE;

- 20-24 GanoB BBICTABISETCS CTYACHTY, €CIIH POJEMOHCTPUPOBAHbI TBEP/IbIE U IOCTATOYHO
MOJIHbIE 3HaHUS B 00beMe MPOIIEHHOM MporpaMMbl AUCHUIIIIMHBI B COOTBETCTBUH C LIETSIMU
00y4yeHHsI; MaTepuall U3J10KEH J0CTaTOYHO MOJHO C OT/IEIbHBIMU JTOTHYECKHUMHU U
CTHJINCTUYECKUMHU TOTPEIIHOCTSIMU;

- 15-19 GayI0B BBICTABISIETCS CTYACHTY, €CIIH NIPOJEMOHCTPUPOBAHBI TBEP/IbIe 3HAHUS B
o0BeMe MPOIIEHHOTO Kypca B COOTBETCTBHE C IEJISIMU 00YUYEHHUS, OTBET COAECPIKUT OT/IE€TIbHbIE
OLIMOKH, YBEPEHHO UCIIPABIICHHBIE MTOCTIE JOMOJHUTENbHBIX BOIPOCOB;

- 0-14 Gana BBICTABIISIETCS CTYNICHTY, €CJIM OTBETHI HE CBSI3aHBI C BOIPOCAMH, JTOMTYIIIEHBI
rpyOble OLIMOKH B OTBETE, IPOAEMOHCTPUPOBAHBI HEMOHUMaHKE CYIIIHOCTH U3JIaraeMoro BoIpoca,
HEYBEPEHHOCTb U HETOYHOCTh OTBETOB Ha JIOMOJHUTENbHBIE U HAaBOSIIUE BOIIPOCHI.

Kpurepnn onieHuBaHus MPAKTUKO-OPUEHTUPOBAHHOTO 3aJaHUS:



- 35-40 GayI0B BBICTABIISIETCS, €CIIM 33JaHUE PELICHO MOJHOCTHIO, B MPEICTaBICHHOM
peleHn 000CHOBAHHO MOJIyY€HbI IPAaBUIIbHBIE OTBETHI.

- 25-34 Gana BBICTABISETCSA, €CIIH 3a/laHUE PEIICHO MOJTHOCTHIO, HO TIPU OTBETE JIOMYIICHBI
HE3HAYUTEJIbHbIE OLIMOKH.

- 11-24 Ganna BBICTaBISIETCS, €CIIH 3aJIaHUE PEIICHO YaCTUYHO.

- 0-10 6am10B BBICTABIISACTCSI, €CIIU PEIIEHUE HEBEPHO WU OTCYTCTBYET.

HToroBelii pe3ysabTaT (GOpMHPYETCS U3 CYMMbI HAOpaHHBIX 0AJUIOB 32 BBHIIIOJHEHHUE 3a4E€THOTO
3aJJaHusI 1 COOTBETCTBYET IIKAJIE:
- 84-100 GamtoB (OIIEHKA «OTIUYHOY)
- 67-83 GayI0B (OIIEHKA «XOPOIIO»)
- 50-66 6anmI0B (OIIEHKA «yIOBICTBOPUTEIHHO)
- 0-49 6am10B (OLIEHKA «HEYIOBICTBOPUTEIHHOY)

Omnpoc
1. Cymnocts u noHsaTue nHPopmalonHoit 6ezonacHoctu (M1b);
2. XapakTepuCTHKa OCHOBHBIX cocTaBistomux 1b;
3. 3nauenne b nns cydbexkToB HH(DOPMAIIMOHHBIX OTHOIICHHIA;
4. Mecto 1b B cucTteMe HallMOHAIBHON 0€30I1aCHOCTH;
5. OcHoBHbIe puHIMIBI 00ecnieueHus 1b;
6. Knaccudukauus yrpos Ub;
7. CocraB u KpaTKasi XapaKTepUCTUKa BHYTPEHHUX U BHEIIHUX UCTOYHUKOB yrpo3 Ub;
8. CoctaB u KpaTkas XapaKTepUCTUKAa OCHOBHBIX YIPO3 JOCTYIHOCTH;
9. CocraB u KpaTkas XapaKTepUCTHKAa OCHOBHBIX YIPO3 LIEIOCTHOCTH;
10. CocraB u KpaTKasi XapaKTepHCTHKa OCHOBHBIX yIpo3 KOH(PHUICHINATHHOCTH;
11. Knaccugukamus kaTeropuii XakepoB U UX LeJei;
12. CoctaB u KpaTKasi XapaKTepHCTHKa OPraHU3aIMOHHO KOMMYHHUKATHBHBIX cpeactB HCJL;
13. CocraB u kpaTkas xapakrepuctuka Texauueckux cpeacts HCJL;
14. CocraB u kpatkas XxapakTepuctuka rnporpaMmMmHubix cpencts HC/L;
15. XapakrepucTtrka ocHOBHBIX yrpo3 Wb npu B3aumoneiictsuu ¢ Internet; TpeboBanus k

nojcucTeMe 3aluThl 0T yrpo3 b npu B3aumonericteum ¢ Internet;

16. Knaccudukaius ceTeBbIX aTak;

17. Onpenenenuie cuuddepa nNakeToB U XapaKTEPUCTUKA OCHOBHBIX CPE/ICTB 3alllUThI OT
cHuduHra;

18. Onpenenenne IP cnyduHra n XapakTeprcTHKa OCHOBHBIX CPEACTB 3alIUTHI OT HETO;

19. Onpenenenue arak tTuna DoS ("oTka3 B 00cnyKuBaHUH'") U XapaKTEPUCTUKA OCHOBHBIX
CPEJCTB 3alIUTHI OT HUX;

20. OnpeneneHye NapoJbHBIX aTak U XapaKTEPUCTHKA OCHOBHBIX CPEJICTB 3aILUTHI OT HUX;

21. OnpeneneHne aTak Ha ypoBHE NMPWIIOKEeHUH 1 THa Man in the Middle u xapakrepucruka
OCHOBHBIX CPEJCTB 3aLIUTHI OT HUX;

22. OnpezeneHne CETeBOI pa3BeIKH U Mepeaapecaniy MOPTOB M XapaKTEPUCTHKA OCHOBHBIX
CPEICTB 3alIUTHI OT HUX;

23. OCHOBHBIC METOJIBI M YCJIOBHUS HEaBTOPU30BaHHOTO joctyna K JIBC;

24. Kparkas xapakrepuctika ocHoBHBIX ycnoBuit HC/I x JIBC;

25. Kpartkast xapakTepHuCTHKa OCHOBHBIX YCIIOBHH pacKkpbIThs AaHHBIX JIBC;

26. Kparkast xapakTepHUCTHKa HEaBTOPHU30BAHHOM MOIU(HUKAIIMY JAHHBIX U IPOTPaMM U
OCHOBHBIX YCJIOBHI €€ BO3HUKHOBEHUS;

27. Kpatkast XxapakTepHUCTHKa OCHOBHBIX YCIIOBHM pacKphITUs U moaMeHb! Tpaduka JIBC;
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41.
42.
43.

44,
45.
46.

47.
48.
49.
50.
51.
52.
53.
54.

55.
56.
57.
58.
59.
60.
61.

62.

Ocuosusie yrpo3sl b JIBC npu pacnipeneneHHOM XpaHeHUU (ailyioB U yIaleHHBIX
BBIUHCIICHUSX;

OcHOBHBIE CEpBUCH 0€30I1aCHOCTH;

OCHOBHBIE IPUHIUIIBI APXUTEKTYPHOM O€30MMaCHOCTH U UX KpaTKasi XapaKTepUCTHKa,
CrpykrypHas cxema cucteMbl 31 ai1st TUIIOBON MH(POPMALIMOHHOM CUCTEMBI U KpaTKast
XapaKTepUCTHKA €€ OCHOBHBIX OJIOKOB;

OcHoBHBIE (YHKINHU [IEHTPATMIOBAHHOTO YIIPABIICHUS PUCKAMH U aJIMUHUCTPUPOBAHUS
CHCTEMBI OE3011aCHOCTH;

OcHoBHBIE (PYHKIINH 3AIUTHI YIPABICHUS IPHIOKCHUSIMU;

OcHOBHBIE (DYHKIIHMH 3AIIUTHI CUCTEMBI CETEH;

OcHoBHBIE (PYHKIINU 3AIUTHI KOHEYHBIX MOJIB30BATEICH;

Knaccugukanus cpencTs 3aliuThl IPOrpaMMHOI0 00eCIeUeHHs U XapaKTepUCTUKA UX
OCHOBHBIX KaTE€TrOpHii;

Knaccugukarus cpeicTs 3aliuThl B COCTaBe BhIUMCINTENBbHON cucteMsl (BC) u
XapaKTEPUCTUKA UX OCHOBHBIX COCTABIIAIOIINX;

[TpyHIMIIBI OPraHU3aLMK U TEXHUYECKOTO UCIIOJIHEHUS 3alUThl MAarHUTHBIX JUCKOB U
3alllUTHBIX MEXaHU3MOB ycTpoiicTtB BC;

[TpyHLIMIIBI OPraHU3alUY U TEXHUYECKOTO UCIIOJIHEHUS 3aMKOB 3aIUTHI U 3aILUTHI TUIIA
"u3MeHeHne GyHKIun'";

Knaccugukarus cpenctsa 3aluThl € 3apocoM HHGOPMALUU U XapaKTePUCTHKA UX
OCHOBHBIX COCTABJISIIOLIMX;

Hasnauenue u npuHimn GopMUpoBaHUs napoiiel, IUQPpPoB, CUTHATYD;

Hasnadyenue 1 OCHOBHBIE IPUHIUIIBI IOCTPOCHHUS ANNAPATyPhl 3aLUTHI;
Knaccugukarus cpencTB akTUBHOM 3aIUThl M XapaKTEPUCTHKA UX OCHOBHBIX
COCTABJISIIOIIUX;

OnpeneneHue U XxapakTepUCTUKA OCHOBHBIX BHYTPEHHHUX CPEACTB aKTUBHOMW 3aILUTHI;
OmnpeneneHye U XapakTepUCTUKA OCHOBHBIX BHEILIHUX CPE/ICTB aKTUBHOM 3aIlUTHI;
Knaccugukarus cpecTB NacCUBHON 3aIlIUThI U XapaKTEPUCTUKA UX OCHOBHBIX
COCTAaBJISIIOLIMX;

Ha3naueHue u 0CHOBHbIE MPUHLIUIIBI OPTaHU3ALMH UACHTUDHUKALIMHA IPOTPAMM;
Hasnayenue 1 OCHOBHBIE IPUHIUIIBI IOCTPOCHUS YCTPOUCTB KOHTPOJIS;

OO6uwmii cocraB TpeboBaHmii Mo odecneuenuto M1b;

TpebGoBaHMsI K MPOTPaMMHO allllapaTHBIM CPEICTBAM;

TpeboBaHus K MoACUCTEME UIEHTHU(PHUKAIIMN U ayTeHTU(PHUKAINN;

TpebGoBaHusI K OJCUCTEME YIIPABICHUSI TOCTYIIOM;

TpeboBaHMs K MOACUCTEME TPOTOKOJIUPOBAHMS Ay IUTA;

TpebGoBaHMsI K TOJCUCTEME 3aLUTHI TOBTOPHOT'O MCIOJIb30BaHUs OOBEKTOB U K 3aIIUTE
KPUTUYHON MH(OpMaIy;

TpebGoBanust kK cpencTBam oOecredeHus 1eTOCTHOCTH;

TpeboBanus k cpencTBam ynpasinenus Ub;

OO61muii coctaB TpeOOBaHUI K MEXKCETEBOMY IKpaHy;

IToacucrema yrpaBieHus JOCTYIIOM B aBTOMATU3UPOBAHHOW CUCTEME U OCHOBHBIE
TpeboBanus K Her yist 3amuThl oT HC/I;

IToacucrema perucrpanuu 1 yyera B aBTOMaTU3UPOBAHHON CUCTEME U OCHOBHBIE
TpeboBanus K Her yrst 3amuThl oT HC/I;

Kpunrorpaduueckas nmoncucrema 31 B aBTOMaTU3MPOBAHHON CHCTEME U OCHOBHBIE
TpeboBanus K Her yist 3amuThl oT HC/I;

[Toncucrema obecnedeHus IETOCTHOCTH B aBTOMAaTH3UPOBAHHOM CUCTEME M OCHOBHBIE
TpeboBanus K Her yist 3amuThl oT HC/I;

[Tokazarenu 3anumeHHocTy nHGopmanuu ot HCJI 1151 KOMIIBIOTEPHBIX CUCTEM U UX
KpaTkas XxapakTepucTuka. [lokazarenyu 3alUIEHHOCTH MEXKCETEBBIX SKPAHOB U UX KpaTKas
XapaKTEpUCTHKA.



63. Borpoch! s TOTOTOBKH K SK3aMEHY.

64. CymHocTh 1 nnousatue napopmarmonHoi 6e3omacuoctu (MUb);
65. XapakreprcTrKka OCHOBHBIX cOCTaBIsrOmMuX Mb;

66. 3nauenue Ub nis cyobekTOB MHGOPMAITMOHHBIX OTHOIICHHIA;
67. Mecto UB B crcTeMe HallnoHaAILHOM OC30IMaCHOCTH;

68. OcHoBHbIe MpUHIKIBI 0OectieueHus 1b;

Kpurepun oueHuBanms:
MakcuMaabHOE KOJIHYECTBO 0AIOB, KOTOpOe o0yuaronuiicss Moxet HaOpate — 40 Gamos (3a 40
OTBETOB).
OTBeT Ha BOIIPOC OLIEHUBAETCS:
- 1 Gasn — npaBUITLHBIN M TIOJIHBIN OTBET;
- 0 6ayI0B — HEMPABWIIbHBINM OTBET HJIM OTBET HE MPE/ICTABIICH.

10.
11.

12.

13.

14.

15.

16.

17.
18.

19.

HpaKTI/IKOOPI/IeHTI/IPOBaHHLIe 3aJaHusA

Hamucanne ckpunToB Ha si3bike SQL 117151 BBITIOJIHEHUSI oTiepaiuii ¢ 6a30i TaHHBIX, HAIPUMED,
co3/1aHus TabuuL, 10OaBJIEHUS 3aUcel, U3MEHEHUs U yIaleHHs JaHHbIX.

Hactpoiika cuctembl MOHUTOpUHTA cOOBITUH B cBoel U T-uH(ppacTpykType U mpocMoTp
KYPHAJIOB COOBITUH JUIsl BBISIBIIEHUS TOTEHLIUAIBHBIX YTPO3 O€3011aCHOCTH.

TectupoBanue 6e3omacHOCTH Web-mipuoxennid 1 API, ncnons3yromuxcs B cBoei
OpraHu3aly, ¢ IOMOIIbI0 aBTOMAaTU3UPOBAHHBIX CpeCTB, Takux kKak OWASP ZAP wnu Burp
Suite.

Pa3pa0oTka MOJUTHUK U IpOLEYp 10 UCHOIb30BaHUIO BHEIIHUX USB-ycTpoicTB 1 Apyrux
ChEMHBIX HOCUTEIIEH B CBOEH OPraHU3ALUY.

Hacrpoiika cucremsl mu(poBaHus JaHHBIX HA IUCKaX XKeCcTKOro drives U B 00JauHbIX
XPaHWINILAX.

CocraBieHue 4pe3BbIYAHOTO IJIaHa OTBETA Ha KUOEpYyrpo3bl U MPOBEICHUE YUYSHHH MO ero
peann3anum.

N3yueHne u TeCTUpOBaHME MEXAHU3MOB JIBYX(aKTOPHOHN ayTeHTHU(PHUKAILMU AJIS 1OCTYyIA K
CHUCTEMaM U CEpBHCAaM CBOEH OpPraHHU3alUU.

Hacrpolika cucteMsl yrpaBiaeHusl yYETHBIMU 3aIIUCAMU U NIAPOJIIMU U1 COTPYAHUKOB CBOEH
OpraHu3aIuu.

N3yueHne u TeCTUpOBaHUE MEXAHU3MOB [I€YAaTHBIX MAapKEPOB U TOKEHOB JUIA ayTeHTU(UKALIUU
IIOJIB30BATEJEN B CBOEH OpraHU3aliH.

Pa3paboTka monuTHK 1 npoueyp mno ucnoiaszoBanuto Wi-Fi cereil B cBoeil opranusanuu.
N3ydenue u HacTpoiika cucteM npenorspauieHus sropskenuid (IDS/IPS) nuis coeit UT-
UHPPACTPYKTYPHI.

TectupoBaHue 6€30MaCHOCTH CBOUX MOOMJIBHBIX YCTPOMCTB U pa3pabOTKa MOJIUTUK UX
UCIIOJIb30BaHUs B CBOCH OpraHU3aluu.

W3ydeHue u HacTpoiika cucTeM OOHapyXeHHs U KOPPEKIUH ys3BUMocTeil B cBoeit UT-
UHPPACTPYKTYpE.

Pa3paboTka MoJMTUK U TIPOLEAYp MO UCIIOIb30BAHUIO O0JIAYHBIX CEPBUCOB B CBOEH
OpraHu3aLuu.

HacTtpoiika cuctemsl yrpaBieHHs BEpCUSAMU s Koja U KoHurypauuii B ceoeit UT-
UHPPACTPYKTYpE.

TectupoBanue 6€30MaCHOCTH COOCTBEHHOTO caiiTa MM BEO-TIPUIIOKEHUS TyTEM IIPOBEICHUS
penetration testing'a unu vulnerability scanning'a.

N3ydenue u HacTpoiika cucteM 3auuTsl oT DDoS-arak st csoeit UT-undpactpykTypsl.
Pa3paboTka nosmTHK 1 polieyp no 6e30nacHOMY MCIIOJIb30BaHHIO e-mail B cBoei
OpraHu3aIuu.

N3yueHne u HacTpoiika cCUCTEM JIOTHPOBaHUs U ayauTa Uit cBoerd U T-unppactpykTypsl.



20. Pa3paboTka MOJUTHK | MPOLIEAYpP MO OE30IMaCHOMY UCIIOIB30BAHUIO COIIMANIBHBIX CETEH U
MECCEH/I)KEPOB B CBOCH OpraHu3aluu.

21. TectupoBaHue 6€30MaCHOCTH YAAIEHHOTO JJOCTYIA K CHCTEMaM U CEpBUCAM CBOEH
OpraHu3aIy MyTeM MPOBEACHUS remote access testing'a.

22. Vzyuenue 1 HaCTpOIKa CHCTEM aBTOMATU3AIlMH YIpaBJiIeHus patches 1 OOHOBICHUAMU /TS
cBoeit UT-undpacTpyKTyphl.

23. Pa3paboTka MOJUTHK ¥ MPOLEAYp MO ucnoib3oBanuio VPN B cBoeil opranuzanuu.

24. TectupoBanue 6e3omnacHoctu cropoHHero 10 u cepBHCOB, UCOIB3YEMbBIX B CBOCH
opraHu3zaium, myrem nposeaenus code review'a uiu black box testing'a.

25. 3ydyeHue u HaCTpoOKa CUCTEM (PUITMHTOBOM 3allIUThI U OpaHAMay poB s cBoeid UT-
UHPPACTPYKTYPHI.

26. Pa3paboTKa MOJIMTHK U TPOIEAYp 10 0€30IMacCHOMY MCIIOJIb30BAHUIO O0JIaYHBIX XPAHUITHIIL
JTaHHBIX B CBOEH OpraHU3aLlHH.

27. TectupoBanue 0€30MacCHOCTH 0a3 JaHHBIX CBOSH OpraHU3aIMK ITyTeM IpoBeaeHus database
security testing'a.

28. N3yueHue u HaCTpoiika cucTeM 0e30IacHOCTH KOHpUrypanuii ans coeit UT-
UHPPACTPYKTYPHI.

29. Pa3pabotka nonuTHk u mpoienyp mo ucnosib3oBanuto loT-ycTpoiicTB B cBOel OpraHu3aium.

30. TectupoBanue 6€30MacCHOCTH OECIPOBOHBIX CETEW CBOCH OpPraHU3aIMH ITyTEM MPOBEICHHS
wireless network security testing'a.

31. U3y4enue u HaCTpOHKa CHCTEM KOHTPOJIS JOCTyNa K Qaiinam u nankam B cBoeit MU T-
uH(ppacTpyKType.

32. Pa3paboTKa NOJUTHK U MPOIIETyp 0 OE30MaCHOMY HCIIOJIb30BAHUIO (PIICIII-HAKOIUTEIICH 1
JIPYTUX ChbEMHBIX HOCHUTENICH B CBOCH OpraHU3aIliH.

33. TectupoBaHue 0€30MACHOCTH CETEBBIX YCTPOUCTB CBOCH OpraHU3aIuy MyTeM MPOBEACHUS
network device security testing'a.

34. 3ydenue u HaCTpolKa cucTeM Oe3onacHoCTH 00maqHoi nHppacTpykTypsl st cBoeit MU T-
UH(GPACTPYKTYPBHIL.

35. Pa3paboTKka MOJUTHK U MPOIIETyp 1O UCIIOJIb30BaHNI0 Al 1 MalmmMHHOTO 00Y4YEeHHS B CBOCH
OpraHu3aIuy.

Kpurepun onenuBanus:
MakcumanbHOE KOJIMYECTBO OAIIJIOB, KOTOpOE 00ydaromuiics MoxkeT HaOpaTh — 60 6amioB (3a 12
3a1aHUH ).
Kaxnoe 3amanne onieHuBaeTCs:

- 5 6aJJI0B. — 33/1aHUE BBHIIIOJIHEHO BEPHO;

- 4 GayIOB. — TP BBHITIOJTHEHHUH 3aaHUs ObUIN JIOMYIIEHBI HETOYHOCTH, HE BIHSIOIINE HA
pe3ysbTar;

- 3 0aJI0B. — IPU BHINIOJHEHUH 33aHUSI OBbLIU TOIYLIEHBI OIINOKH;

- 2 - 1 6annoB. — NMpH BBIMOJIHEHUH 3a/1aHKsI ObUIM JOMYLIEHbI CYIIECTBEHHbIE OIIUOKH;

- 0 Oa1oB. — 3aJ]aHKE HE BBINOJIHEHO.

3 Meroauveckne MaTepHaJIbl, ONpeldeJfA0NIHe NMPOUeAYPbl OLEHUBAHUS 3HAHWH, YMEHHI,
HABBIKOB M (MJIM) ONBITA JAeATEJbHOCTH, XapaKTepu3ywIMX 3Tanbl (OPMHPOBAHUA
KOMIIeTeHIIMH

[Tpornerypsl OLleHUBaHMS BKIIIOYAIOT B c€0s TEKYIUI KOHTPOJIb M TPOMEKYTOUHYIO aTTECTAIHUIO.
Tekymmii KOHTPOJIb YCIEBAEMOCTH THPOBOJUTCA C HCIIOIB30BAHMEM OLEHOYHBIX CpEICTB,
IIPEJCTABICHHBIX B II. 2 JAHHOTIO MNPWIOXKEHMsA. Pe3ynpTaTel TEKyLIEro KOHTPOJS IOBOISATCS 0
CBEJICHUS CTYAECHTOB JI0 IPOMEKYTOYHOM aTTECTALNH.

IIpoMeskyTOoUHast aTTecTALUsI IPOBOIUTCA B (hopMe 3aueTa, IK3aMeHa.



3ayeT NMPOBOAUTCS MO PACIUCAHHMIO TMPOMEXKYTOYHOM aTTecTalMd B YCTHOH ¢opme. KommyectBo
BOIIPOCOB B 3a4€THOM 3aaHuu — 3 (2 TeopeTnueckux, | MPaKTUKO-OPUEHTHPOBAHHOE 3aJIaHUEC).
PesynbTarhl arTecranuy 3aHOCATCS B BEAOMOCTb M 3aU€THYIO KHUXKKY cTylaeHTa. CTyneHThI, He
MpouIe/ie MPOMEXYTOUHYIO aTTeCTalUIo M0 IpaduKy, JOKHBI JIUKBUAUPOBATH 33J0JKEHHOCTh B
YCTaHOBJIEHHOM IOPSJIKE.

DK3aMeH MPOBOJUTCS MO PaCHUCAHUIO MPOMEKYTOYHOU aTTectaluu B ycTHOH ¢opme. KomuuectBo
BOIIPOCOB B 3K3aMEHALlMOHHOM 3aJaHuu — 3 (2 TeopeThyeckux, | NpaKkTUKO-OpPUEHTHUPOBAHHOE
3amanue). Pe3ynbTarhl aTTecTalluy 3aHOCSATCS B BEJOMOCTh M 3a4€THYIO KHIKKY CTyaeHTa. CTyIeHTHI,
HE MPOIICANINE TPOMEKYTOUHYIO aTTECTALHUIO 10 IpaduKy, TOJKHBI JUKBUANPOBATH 33JJ0JPKEHHOCTD
B YCTaHOBJICHHOM TOPSIKE.



Ipuio:xxkenue 2

METOAUYECKHUE YKA3AHUA 11O OCBOEHUIO JTUCHUIIJIMHBI

Y4eOHBIM IJIaHOM IPETYCMOTPEHBI CIIETYIONINE BU/IbI 3aHATH:

- JICKLIUH;

- IPAKTUYECKHUE 3aHATHSL.

B Xozie JeKIMOHHBIX 3aHATHH pacCMaTPUBAIOTCS OCHOBHBIC MOHSATHS B 00JAacTH MH(OPMAIIMOHHOMN
0€30I1aCHOCTH U 3aIIUTHI HHPOPMALIMU, METO/IbI OOHAPYKEHHSI U OPTaHU3aIH TPOTHBOJCHCTBHUS aTak
Ha WH(OpPMAIMOHHBIE CETH, TPeOOBaHUS IO 3alUTe KOH(PHUICHIMAIbHON HH(POpMAIHMU, IAIOTCS
PEKOMEHIALUH ISl CAMOCTOSTEIIbHOM PadOTHl M MOATOTOBKH K PAKTHYECKUM 3aHSATHSIM.

B Xxome mnpakTHUECKMX 3aHATUH YIIyOJSIOTCS W 3aKpeIUIAIOTCS 3HAHUS CTYJCHTOB IO PSRy
PACCMOTPEHHBIX Ha JIGKIMAX BOIPOCOB, pPAa3BHBAIOTCS HABBIKM pELICHUS 3a1ad [0 3alluTe
HH(pOPMAIMOHHBIX 0OBEKTOB.

[Tpy TOATOTOBKE K MPAKTUYECKUM 3aHSATHAM KaXKIBIH CTYJCHT JOJKEH:

- U3YYUTHh PEKOMEH/IOBAaHHYIO YUEOHYIO JIUTEPATypYy;

- U3YYUTh KOHCIEKTHI JICKIIUH;

- 03HAKOMUTKCS C ONMCAHUEM NPAKTUIECKOH paboTHI;

- IOJITOTOBUTH OTBETHI HA KOHTPOJIBHBIE BOIIPOCHI 110 H3y4aeMOi TeMe.

B mnpomecce NOATOTOBKM K MNPAaKTHUYECKHM 3aHATHUSAM CTYJACHTBI MOTYT  BOCIIOJIB30BAThCS
KOHCYJIbTAIIMSIMU TIPETIOIaBaTeIs.

Bormpocsl, He paccMOTpeHHbIE Ha JICKIHMAX M NPAKTHYECKUX 3aHATHUSX, JOJDKHBI OBITh W3y4YCHBI
CTyZIEHTaMH B XOJI¢ CAMOCTOATENIFHON paboThl. B Xo1e caMocTosATeNbHOM paboThl KaKIbIi CTYJCHT
00s13aH TPOYUTATH OCHOBHYIO W, IO BO3MOXXHOCTH, JIOTIOJIHUTEIBHYIO JINTEPATYpy MO H3ydaeMoii
TeMe, JTOTIOJIHUTH KOHCIIEKTHI JICKIIUI HEOCTAIOIINM MaTepHAIIOM, BBITTICKAMH U3 PEKOMEHIOBAHHBIX
UCTOYHUKOB. BBIIEIWTH HEMOHSATHBIE TEPMUHBI W HAWTH WX 3HAYCHHE B OSHIUKIONEAMYECKUX
CIIOBapsIX.

JU1s MOATOTOBKYU K 3aHATHUAM, TEKYLIEMY KOHTPOJIIO U MPOMEXYTOUHOM aTTeCTallMM CTYAEHTBHl MOTYT
BOCIIOJIB30BaThCsl 3JIEKTPOHHO-OMOIMOTEUHBIMU cUCTeMaMH. Takxke oOydwarolimecsi MOTYT B3ATh Ha
JIOM HEO0O0XOAUMYIO JIUTepaTypy Ha aDOHEMEHTE YHUBEPCUTETCKON OMOIMOTEKH MM BOCIOIb30BaThCs
YUTATbHBIMU 3aJaMU.
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