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KA®EJIPA HNndopmannonnas 6e301acHOCTh

Pacnpe):[e.ﬂelme YaC0B IMCHHUILIMHBI 10 CEMECTPpaM

Cemectp
(<Kypc>.<Cemectp Ha 8(4.2)
Kypee>) Hroro
Henenp 8
Bun 3ansaruit vl | PO | vo PIT

Jlexun 32 132 |32 (32
IIpakTuueckue 32 132 |32 |32
Hroro ayn. 64 |64 |64 |64
KonraktHas pabora 64 (64 |64 |64
Cawm. paborta 44 144 (44 |44
HUroro 108 [ 108 | 108 | 108
OCHOBAHHE

Y4eOHBIN TUTaH yTBEPKIIEH YIEHBIM COBETOM By3a oT 25.06.2024 1. mpoTokox Ne 18.
[Tporpammy coctaBui(u): K.3.H., JOLUEHT, bonaapenko I'. A.
3aB. kadempoi: k.3.H., morieHT Paguenko HO.B.

MeTtoaudeckuii COBET HalpaBJIeHUs: [1.3.H., npodeccop Tumenko E.H.



1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 | o3HaKOMJICHHE HaBBIKaM M MeToxaM 3¢ ¢eKTuBHOTO cOopa, 0OpabOTKM W aHamM3a WHPOPMAIMH, HEOOXOAMMON Uit
BBISIBIICHUS YTPO3 U ySI3BUMOCTEH B MH(POPMALMOHHBIX CUCTEMAaX

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUA JUCHUTLITUHBI

IIK-5: cnocoGeH OpraHu30BHIBATHL U MOJJEPKUBATH BbINMOJHEHHE KOMILIEKCA Mep MO ofecrnevyeHHI0 HHEGOPMALHOHHOMN
0e30I1aCHOCTH, YIIPABJISATh 3alIUTOH 00beKTOB HH(pOpMaTH3aLHHU

B pe3yabrate ocBOeHUS JUCHMILIUHBI 00y4AIOIIMIICS JOTAKEH:

3HaTh:

- IPUHINIBI ¥ CTAHAAPTHI, PETYIHPYIOMNX HHOOPMAINOHHYIO 6€301TaCHOCTb.

- pa3HOOOpa3HbIe OIXOIBI K COOpY, XpaHEHHIO 1 00paboTKe JaHHBIX, B TOM YHCJIE OTKPBHITHIX HCTOYHUKOB (OSINT).
- METO/IbI M HHCTPYMEHTBHI BBISIBIICHHS YS3BUMOCTEH B MPOTPAMMHBIX M aIllapaTHbIX CUCTEMAX.

- HOPM ¥ [IPABUJI, PETYIUPYOIUX JSSATEIEHOCTE B chepe 00pabOTKH U 3alUTHI HH(pOpMaIHy.

(cooTtreceno ¢ naamkaropom I1K-5.1)

YMmers:

- MHTCPIPETHUPOBATh U BUSYAIU3UPOBATH PE3YJIbTAThl aHAJIN3a JJI1 IPHUHATUA peHIeHPIﬁ.

- IPOBOAUTH OILICHKY TCKYIICTO COCTOSIHUA CUCTEM 0€30ITaCHOCTH U UX yﬂBBHMOCTeﬁ.

- pa3pabaTbIBaTh CTPATETHU M TAKTUKHU 3aLIUTHl MHPOPMAIMK B 3aBUCIMOCTH OT BBISIBIEHHBIX PHCKOB.
- OIIEPaTHBHO PEarnpoOBaTh HAa MHIMACHTHI O€30MaCHOCTH 1 MUHUMH3HPOBATh UX MOCICACTBHS.
(cooTtreceno ¢ naamkaropom I1K-5.2)

Bnagern:

- paboTsI co criennanu3npoBanHbM [10 1 mHCTpYMEHTaMH T cOopa M aHaTM3a TaHHBIX

- OIIEHKH MH()OPMAINH U BBISABICHUS JIOXKHBIX MIIH HEIOCTOBEPHBIX JTAHHBIX

- mo00pa HOPMAaTUBHBIX U METOJUUECKUX MaTepHaIoOB 110 BOIpocaMm obecrieyeHns HHPOPMalHOHHONH 6e30MacHOCTH
(cooTtHeceHo ¢ unaukaropom [1K-5.2)

3. CTPYKTYPA U COAEPKAHUE TUCIUIIJINHBI

Paznen 1. Teopernyeckue U MeToAMYECKHE ACTEKTHI OCYIIECTBIEHUS c00pPa M aHAJIU3A JAHHBIX B paMKaX
HHPOPMALHOHHOMH 0e30I1acCHOCTH

Ne HaumenoBanne Tembl / Bua 3ansatus Cewtecrp Yacos Kowneres- JlutepaTtypa
/ Kype M
BBenenne B TexHOJOrMM cOopa JaHHBIX B paMKaxX OCYIIECTBICHUS
MH(OPMAIIMOHHOM 0€30TacCHOCTH 00BEKTA.
HocgaIT)Meau nHpOpPMAMOHHON  (e3omacHOCTH, e€  3HaueHHe B L1 JIL.2, 713,
’ JI1.4, J11.5, JI1.6,
1.1 | SOBPEMCHHOM MHpe. y 8 4 TTK-5 J11.7, J11.8, JI1.9,
3HaueHrne Tmporecca cOopa NAHHBIX JJIsl BBISBICHUS YSI3BUMOCTEH W 1 .2 7123
yrpo3 HHGOpMaMOHHON 0€30TaCHOCTH. .H’2 4 .JI’2 p "
O0630p TeKyHmIMX BBI30OBOB M TCHACHIMHA B HHPOPMAIIMOHHOM oo
6e3omacHocTH. / Jlek /
Beenenne B TexHONOrMM cOopa JaHHBIX B paMKaX OCYIIECTBICHUS
UH()OPMAITMOHHOM 6€30IIaCHOCTH 00BEKTa. JI1.1, J11.2, JI1.3,
[IpoBeneHue HCCJIEI0BAHUS 0 3HAYEHUU UHGOPMAITHOHHON JI1.4, J11.5, JI1.6,
1.2 |Ge30macHOCTH B COBPEMEHHOM MHpe. BEIOOp 0oOBekTa HMcciIemoBaHHS 8 4 [IK-5 JI1.7, J11.8, JI1.9,
W aHaTU3 ero IMOIXOAOB K O0ecredYeHuto WHPOPMAIHMOHHOM JI2.1, J12.2, JI2.3,
0€30MacHOCTH. J12.4, J12.5
/Tp /
BBenenne B TexHONOTWH cOopa JaHHBIX B paMKaX OCYIIECTBICHUS
WHPOPMAIIMOHHOHN 6€30MacHOCTH 00 BEKTA. JI1.1, JI1.2, JI1.3,
Bunsl kubeparak: ¢uumnar, DDoS-araku, 3moBpennoe IO, insider JI1.4, J11.5, JI1.6,
1.3 |threats u ap. 8 4 TIK-5 JI1.7, J11.8, JI1.9,
PeanwHbIC TIPUMEPBI HHITUICHTOB 0€30I1aCHOCTH. Bausane JI2.1, J12.2, JI2.3,
UH(pOPMAIIMOHHOM 6€30IIaCHOCTH Ha PEIyTAlUI0 KOMITaHUH. J12.4,J12.5
DHHAHCOBBIE MOCIESACTBHSI yTeUKH MaHHbIX. / Cp /
OTkpbIThie ncTOUHUKN HHPopManuu (OSINT)
JI1.1, J11.2, JI1.3,
OnpeneneHre OTKPBITBIX HMCTOYHHKOB WHQPOPMAIMU, WX BHIBI U 1.4, J11.5. 1.6,
1.4 3HaueHHe B KHOEepOEe30MacHOCTH. g 4 MK-5 1.7, 7118, 11,9,
[Ipumepsr ucnonb3oBanuss OSINT st paccnesoBaHUs HMHIMIECHTOB .1 0.2 1.3
(caifThl, COMATBHBIC CETH, 0a3bl TAaHHBIX ). 'H’z 4 .H,Z 5 e
00630p momyJsIpHBIX HHCTpYMEeHTOB 1uist coopa OSINT. / Jlek / T
1.5 | Otkpertsie ucrounuku napopmanuu (OSINT) 8 4 IK-5 JI1.1, J11.2, JI1.3,




Paspabotka tmana OSINT-uccrenoBaHuss MO  3aJaHHOH — TeMe

. JI1.4, JI1.5, J11.6,
(mampuMmep, aHaNM3 MyONWYHBIX HpoduiIell B CONHATBHBIX CETAX). 1.7 711.8. 711.9
C6op wuH(popManMM U TpeACTaBICHHE pE3ylIbTaloB B  BUAE J'I2.1’ J'I2.2’ J'[2'3,
npe3eHTauu (5-10 cnaidioB), BKIIOYAs HCIIOJIb3YEMbI€ UCTOYHUKH H 'J'[,2 4 .J'IDZ 5 -
meToabl. / Ilp / oo
OtxpriThie ncTouHUKN HHpopMmarun (OSINT).
IMpenmymectBa u Hemoctarku OSINT mo cpaBHEHHIO C APYTUMH JI1.1, J11.2, JI1.3,
METOIaMH JI1.4, J11.5, JI1.6,
1.6 |Tekyume TpeHABI W TEXHOJOTMM, OKa3bIBAIOUIME BIHMSHHE Ha 8 6 TIK-5 JI1.7, JI1.8, JI1.9,
pasButue OSINT. JI2.1,J12.2, J12.3,
Tpenabl B pa3BUTHM COLMAIBHBIX CET€d M BIMSHUE JAHHBIX J12.4, JI12.5
TeHeHIMI Ha cOop nHopmanuu. / Cp /
Metomoorust coopa “HpOpMAITHN JUTS obecrieueHus
nH()OPMAITMOHHOH 6E30IIaCHOCTH JI1.1, J11.2, JI1.3,
Ortansl cOopa [JaHHBIX: I[JIAHUPOBaHHWE, pealu3alds, aHaAIW3 W JI1.4, J11.5, JI1.6,
1.7 | OTYETHOCTE. 8 4 TIK-5 JI1.7, JI1.8, JI1.9,
Pasnuunble MeTomonoruu (KadecTBEHHBIS/KOTHMYECTBEHHBIE TOIXO/IbI) JI2.1, J12.2, JI2.3,
K cOOpYy NaHHBIX U HANPaBJICHUS UX MPUMEHEHHUSL. J12.4,J12.5
/ Jlex /
Metomoorust coopa “HpOPMAITHN JUTS obecrieueHus 1.1 112 113
nH()OPMAIIMOHHOH 6e30IIaCHOCTH Jll. 4: Hl. 5: Hl- 6,
18 PazpaboTka MeTtoaumku cOopa ,IlaHHLIXVILJ'DI KOHKPETHOW CHUTYyallH ] 4 K5 1.7, J11.8, J11.9,
(HampuMmep, Ui OLECHKM ys3BHMOCTeH B cucreme). [loaroroBka .1 D2 2.3
IUTaHa JIEWCTBHH, ONHCaHNEe M OOOCHOBAaHWE NPUMEHEHHS BBIOPAHHBIX .JI’E 4 .JI,Z 5 "
METOJIOB M OITUCAHNE OXKHIAeMbIX pe3ynbTaroB / Ilp / T
[Mpumepbl TpPUMEHEHHUs] Pa3THYHBIX METOJMK cOopa HHGpOpPMALUH B
PCATBHBIX CUTYALHSAX.
PaccMoTpeHme ciryyaeB HETPaBIIIBHOTO HMPHUMEHEHHS METOIUK cOopa 1.1 711.2. 7113
nmannbeix. Obecneyenre KauecTBa JaHHBIX J'Il: 4: J'Il: 5: J'[l. 6:
19 IMoaxompl kK 0OECHEYCHUIO TOYHOCTH M JOCTOBEPHOCTH COOpaHHOM 3 6 TTK-5 17118, 119,
uHopMAIIH. M2.1,712.2, 2.3
Metoabl obecriedeHUs] KOHTPOJII 332 Ka4eCTBOM JIaHHBIX Ha BCeX J'I’Z 4 J'[’Z p ’
JTanax. U
OTHKa ¥ KOHPHICHIINATEHOCTh
Tpenypl B MeTogosorusix coopa uadopmarmu / Cp /
JI1.1, J11.2, J11.3,
OTHYecKre U IPaBOBBIE ACTIEKTHI cOOpa JaHHBIX 1.4, 115, J11.6,
110 PaccMoTpeHne  3akoHOImarenbcTBA B 00JMacTH  cOopa  JIaHHBIX. 3 4 K-S 17118, 119,
DTUYecKue HOPMbI M JHWJICMMBEI B paboOTe C JaHHBIMH. PaccMoTpeHue 1 0.2 2.3
peaTbHBIX IPUMEPOB HapyIIeHws 3TUKH. / JIex / ’ H’Z 4 .JI’Z 5 "
DTUYeCKUe U TIPaBOBBIC aCMIEKThI cOOpa TAaHHBIX JI1.1, JI1.2, JI1.3,
AHanu3 3tudeckoro acmekra Tekymiero ciaydas B CMU, cBa3anHOrO C JI1.4, J11.5, JI1.6,
1.11 |HapymeHueM mpaB mpu cOope IaHHBIX. PaccMoTpeHMe U aHau3 8 4 [K-5 JI1.7, JI1.8, JI1.9,
MOCIEACTBUA W TPEAJIOKEHUN M0 yIy4lIIEHWIO TMpakTUK cOopa JI2.1,J12.2, JI12.3,
nanabIx / Ip / J12.4,J12.5
OTHYECKUE U IPaBOBBIC aCTIEKTHI cOOpa JaHHBIX
PaccMoTpeHre BONPOCOB BIMSIHUS Pa3iWddil B 3aKOHOJATEIBCTBE O
3alUTe JaHHBIX Ha MEXITyHApOTHBIE KOMIIAHHUH. 1.1 7112 7113
HccnenoBanue Bompoca, B KakMX CTpaHax JAeHCTBYIOT HauOomee J'Il: 4: J'[l: 5: J'[l: 6:
Liz o vopus b hepe chors v 1 s Hepmemma| | | nes |z ms
By ayiem. JIZ.Jl_[,2 JZZJ%[,Z J152.3,
PaccMoTpeHre  MOTCHIMATBHBIX  HM3MCEHEHHH, KOTOpPBIE  MOTYT T

HpOH30ﬁTH B 3aKOHOAATCJIBCTBE H3-3a TCXHOJIOTHMYCCKHUX W3MEHEHUH U
obmectBeHHOro MHeHus. / Cp /

Paznes 2. [IpakTuyecKkue acnekThbl OCYLeCTBJIEHUS cO0pa U aHAJIN3a IAaHHBIX B paMKaX HH(OPMALMOHHON 0e301acHOCTH

Ne HaumenoBanue Tembl / Bua 3ansiTus Cewtecrp Yacos Komneren- Jlutepartypa
/ Kype M1
OCHOBBl MOHUTOPHHIA CHUCTEM HMH()OPMALMOHHONW O€30MacHOCTH U
cOopa JI0roB JI1.1, J11.2, JI1.3,
BBenenue B 1orupoBaHue: 4TO TAKOE JIOTH U 3a4€M OHH HY KHBI. JI1.4, J11.5, JI1.6,
2.1 |Pa3HOBHIHOCTH JIOTOB: CUCTEMHBIE, CETEBBIE, TPUIOKEHUSL. 8 4 TIK-5 JI1.7, J11.8, JI1.9,
[TpuHIUIBI cOOpa M XpaHEHHS JIOTOB, BKJIFOYAs CTAHIAPTHI. JI2.1,J12.2, JI12.3,
3Ha4YeHUE aHATN3a JIOTOB B MH()OPMAMOHHOH O€30TTaCHOCTH: J12.4,J12.5

Ponb ananm3a JIOroB B BBEISIBJICHUH WHOUACHTOB U YTPO3.




OCHOBHBIC TEXHUKH aHATN3a; KOPPEILLIHS, TaTTEPHbI, aHOMAIIHH.
ITpuMepsl UCMOIB30BAHUSI JIOTOB JUIS PACCIICAOBAHUS HMHIMICHTOB. /
Jlex /

o o i 6 JI.1, JI1.2, J11.3,
6CH0BLI FMBOHI/ITOpI/IHFa cucteM WH(OPMAIMOHHON 0e30MacHOCTH U 1.4, 115, 116,
22 |Dopadnoro TK-5 JT1.7, 7118, JI1.9,
O3HakOMJIEHHE C TPHHOUIAMH pabOTBl C JIOTaMH, aHalu3a U 1 2 7123
BBISIBIICHHS BO3MOYKHBIX HHIUIEHTOB M YTPO3 Ha OCHOBE JIoroB. / [1p / .J'[’2 4 .J'[’2 5 -
OGC;IOBLL rgA]:)HPITOpI/IHFa cucteM HWH(OPMAIMOHHON 0e30MacHOCTH U JIL1, J11.2, J11.3,
IC/I pa JIOTOB. i J11.4, JI1.5, J11.6,
73 3y4eHHEe KOHKPETHBIX CIy4acB U MPUMEPOB M3 PEATbHOW >KU3HH, T K5 1.7, J11.8, J11.9,
AHAIM3 JIOTOB MPHBEJI K YCICITHOMY BBIBICHUIO HHIUICHTOB.
JI2.1,J12.2, J12.3,
UccnenoBanue Oymymux TPEHIOB B JIOTHPOBAHHM M MOHHUTOPHHTE, 4. 705
TaKHe KaKk ManmmHHoe o0ydenue u aproMarmsanus. / Cp / oo
[Tpumenenue METOZIOB M TEXHONIOTHIL JUIL aHATH32 CETEBOTO Tpapuka JIL1, JT1.2, 0113,
g:ILIHBHeH}?; a}II/IOMamiH. TBJICHUSI MOHUTOPUHT: TH. MeToabl L4, JI1.5, JI1.6,
24 peleNieHne W IeNb OCYIIeCTBIE OHUTOpPHHTA CeTH. MeTox K5 1.7, J11.8, J11.9,
MOHUTOpPHHTA.  VHCTpyMEHTHl JUII MOHHTOpPWMHTAa W  aHaIW3a
. N J12.1,J12.2,J12.3,
nHPOPMAIMOHHOM Oe3omacHOCTH. AHanmu3 aHoMmanuid. Hampasnenus u 4 105
MpaKTHKa IPAMEHEHHs MOHUTOpHHTa ceTH. / Jlek / o
[TpuMeHeHrne METOJOB M TEXHOJIOTHH ISl aHaIHM3a CETEBOro Tpaduka JI.1, JI1.2, JI1.3,
¥ BBISIBJICHHS aHOMAJIHH. JI1.4, J11.5, JI1.6,
2.5 |IlpumeHeHHE UWHCTPYMEHTOB MOHUTOPHMHIA CE€TH JJI  aHauu3a [IK-5 JI1.7, JI1.8, JI1.9,
Tpapuka, BBIIBICHHA aHOMAIMHA ¥ (OPMHPOBAHHSA OTUYETOB IO J12.1,J12.2, J12.3,
6e3omacuocTu. / I1p / J12.4,J12.5
[MpuMeHeHne METOOB M TEXHOJIOTHH IS aHATH3a CETEBOTO TpaduKa
¥ BBISBJICHHS aHOMAJIHH. JI1.1, JI1.2, JI1.3,
PaccMoTpenue HampapiieHWH TPUMEHEHHS OpraHu3alMsIMH  PasHbIX JI1.4, J11.5, JI1.6,
2.6 |cexkTopoB (puHaHCOBSIH, MEAULUHCKUH, TIPOMBIIICHHBIIT) [IK-5 JI1.7, JI1.8, JI1.9,
MOHHUTOPHHTIA CETH ISl IOCTHKEHUS CBOMX IIeJiel 6€30MacHOCTH. JI2.1,J12.2, JI2.3,
Kakue w3BecTHbIE MHIUICHTHI 0€30MAaCHOCTH OBUIM TMPEAOTBPAIICHBI J12.4, JI12.5
WJIH BBISIBJICHBI C TIOMONIBbIO MOHHTOpHUHTA ceTtu? / Cp /
Anroput™M cOopa MaHHEIX IO HWH(MOPMAIMOHHOW O0€30IIacHOCTH Ha
OOCHOBe OnpoCcoB. Pasnat Burt y JI1.1,J11.2, J11.3,
nrl)deTz[eJLePIIme nenu ompoca. Pa3spaboTka ompocHuka. Bridop meneBoit J1.4. 115, 1.6,
2.7 |ByATTOPHH. TK-5 1.7, 1.8, J11.9,
Beibop wmeroma cOopa mamHbIX. IlpoBemenme ompoca. Coop M1 2 7123
XpaHeHue AaHHBIX. AHanmu3 naHHbIX. [loarotoBka otuyera. OOparHas .J'[’2 4 .J'[’2 5' ’
CBSI3b U KOPPEKTUPOBKA oo
/ Jlex /
. JI1.1, J11.2, J11.3,
AnroputMm cOopa JaHHBIX IO WH(POPMAIMOHHOW OE€30MacHOCTH Ha 1.4 711.5. 711.6
g |ocHoBe ompocos. Pazpabotka wu MpOBE/ICHNE  ONpOC LA cbopa K-S 17118, 119,
JNAHHBIX O  COCTOSHMHM  WHGOPMAIMOHHON  0E30MacHOCTH B
OpraHu3allvy, aHATN3 TIOTy4eHHBIX pe3ynbraros / [Ip / 2.1, 112.2, J12.3,
Prafu3atid, Y pesy P 2.4, 712.5
AnroputMm cOopa JaHHBIX IO WH(POPMAIMOHHOW OE€30MacHOCTH Ha JIL1,JT1.2, 0113,
OCHOBE OTIPOCOB. 1.4, 115, 116,
Opranmanust ~ 3(¢GeKTHBHOrO  mporecca cOopa  JaHHBIX 1O
2.9 - IK-5 JI1.7, J11.8, J11.9,
WHPOPMAIIMOHHON 0e30MacHOCTH Ha OCHOBE OMNPOCOB, pa3padoTka 0.1 122 123
HAJCKHBIX MEp MO 3amuTe HH(pOpMAlMd Ha OCHOBE pPE3YJIbTaTOB .J'[’2 4 .J'[’2 5' ’
poBeieHHbBIX onpocoB / Cp / e
TexHoMOTHS cbopa “HpOpMAITIH npu OCYIIECTBIICHUH
JIOKYMEHTOO0OpOTa B KOMIIAHMM B  paMKax  oOecredeHust
HH(pOPMAILIMOHHOHN OE30IaCHOCTH.
OmnpezencHue THUMOB JOKyMeHTOB. Kitaccudukamus JTOKYMEHTOB IO
YPOBHIO  YyBCTBUTENBHOCTH  (HampuMep,  KOHQHUIACHIHATIbHBIE,
OTPaHUYEHHOTO MOCTYIA, OTKPBITHIE). [IpaBuna XpaHeHHs W Mepenadu JI.1, JI1.2, JI1.3,
IUIS K&KIOTO THIA JOKYMEHTa. ABTOMaru3alus JIOKYMEHTOOOOpOTa. JI1.4, J11.5, JI1.6,
2.10 | Ucnonp3oBanue SJIEKTPOHHOU ITOIITHCH IS TOBBIIICHUS TIK-5 JI1.7, JI11.8, JI1.9,
6e30ImacHOCTH ¥ YHPOIIEHHS IIPOIEcca COTTACOBAHMS JOKYMEHTOB. J12.1,J12.2, J12.3,
BesomacHple  KkaHanbl mepenadud  AaHHBIX. KOHTponab  jgocryma. J12.4, J12.5
MOHUTOPHHT W ayJTuT JOKYMEHT0000poTa. Pa3paboTka HHCTPYKIIMA
mo OesomacHOM paboTe ¢ KOHMOUACHIHATGHBIMH JIOKYMEHTAMH.
XpaHeHre W pPE3epPBHOC KOMHpOBaHHE. Pa3paboTka © BHEAPCHUE
BHYTPCHHEH  IONUTUKH IO  JOKYMEHTOOOOpPOTY,  KacaloI[uecs
00paboTKM U XpaHEHUs JTOKYMEHTOB. / JIek /
2.11 | Texnonorus cbopa nHpopMarmn npu OCYILIECTBIICHUH IK-5 JI1.1, J11.2, JI1.3,




JOKYMCHTOO00pOTa B  KOMIAHHM B  paMKax  OOecredYeHHs
nH()OPMAITMOHHOH 0e30IIaCHOCTH.

Anamu3 ¥ TOBBIIEHHE A(P(PEKTHBHOCTH JOKyMEHTOOOOpOTa B JI1.4, JIL.5, JI1.6,
KOMMaHuH. M3ydeHue TEXHONOTUH W TOJAXOJOB K OOECIEeYCHHUIO JI1.7, J11.8, JI1.9,
nHpOpMAMOHHOH  0e30macHOCTH B JOKyMeHTooOopote. OreHka JI2.1,J12.2, J12.3,
CYIIECTBYIOIIUX MTPOIECCOB JOKYMEHTO000POTa B KOMITAHHH. J12.4,J12.5

Pa3paboTka  pexkoMeHAaWMH MO  TMOBBILICHUIO 3 (HEKTUBHOCTU
nporiecca foKkymenToodopora / Ilp /

TexHonorus coopa HHpOpMAITH npu OCYIIECTBIICHUH

JIOKYMEHTOO0OpOTa B KOMIIAHMM B  paMKax  oOecredeHust

uH(pOPMAILIMOHHOHN 6E30IIaCHOCTH. JI1.1, JI1.2, JI1.3,

PaccMoTpenne  myymmx =~ NpakTHK  yOpPaBIEHUS — JOCTYNOM K JI1.4, J11.5, JI1.6,
2.12 | toKyMeHTaM B OpraHU3aluH. 8 4 TIK-5 JI1.7, JI11.8, JI1.9,

Puckmu, cBs3aHHBIE €  OJEKTPOHHBIM  JOKYMEHTOOOOPOTOM U J12.1, J12.2, JI2.3,

MHUHUMH3AUHUS HUX [IOCIEACTBUHM. BlHsAHHE TEXHOJOrHHM OOJIAYHOTO J12.4, JI12.5

XpaHeHUs " nepeaadn JTAaHHBIX Ha 0e30MMacHOCTh

nokymeHtoobopota. / Cp /

Paspen 3. [IpomexyTounasi arrecTanus

Ne HaumenoBanue Tembl / Buna 3ansitust C/ell\g;;:p Yacos KONII::/Ie“TeH_ Jlutepartypa
JI1.1, JI1.2, JI1.3,
JI1.4, J11.5, JI1.6,
3.1 |3auer/3auér/ 8 0 TIK-5 JI1.7, J11.8, JI1.9,
JI2.1,J12.2, J12.3,

J12.4,J12.5

4. ®OH/JI OLIEHOYHBIX CPEJICTB

CrpykTypa u conepkanue (oHAA OLEHOYHBIX CPEACTB Ul MPOBEICHUS TEKYIIEH M IPOMEKYTOYHOW aTTECTAllM IIPE/CTABICHHI B
[Ipunoxennn 1 k pabodeit mporpaMMe AUCITATUINHEIL.

5. YAEBHO-METOAUYECKOE U HHO®OPMALIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. OcHoBHas qUTEpaTypa

ABTOpBI, 3arnasue WznarenscTBO, roa Konug-Bo
JI1.1 | ABepuenkos B. . Aynut uHdopmarnonHoit 6e3onacHocTr: yuebnoe | Mocksa: ®JIMHTA, 2021 https://biblioclub.ru/inde
mocobue x.php?
page=book&id=93245
HEOIPaHUYECHHBII
JOCTYIL JUTst
3apEerUCTPUPOBAHHBIX
NoJIb30Bareseit
JI1.2 | Tumenko I1. A., be3omacHOCTh 3IEKTPOHHOTO IOKYMEHTO000pOTA: Mocksa, bepnun: Tupekt- | https:/biblioclub.ru/inde
Kazaxos 10. M., yueOHOe ocodue Menua, 2021 x.php?
Oununmos P. A., page=book&id=602225
®ununnosa JI. b., HEOTpaHUYEHHbIN
Kysemenko A. A., TOCTYII JIs
Tumenko A. A. 3aperuCTPUPOBAHHBIX
[0JIb30BaTelIei
JI1.3 | Mupomaukos, A. M., | OcHOBBI HH()OPMAIIOHHOH 6€3011aCHOCTH 1 Jlnnenk: Jlnnenkuit https://www.iprbooksho
Cricoes, A. C. 3aIuTa HHPOPMAIUH: yaeOHOe TToco0re rOCYAapCTBEHHBIN p.ru/128718.html
TEXHUYECKHUI HCOTPAHIYCHHBIA
yHuBepcutet, ObC ACB, AOCTYIT 4TSt
2022 3aperrCTPUPOBAHHBIX
ToJIb30BaTeNneit
JI1.4 | Kupenbepr, A. T. Nudopmarronnas 6e30mMacHOCT COBPEMEHHBIX Kemepogo: Kysbacckuit https://www.iprbooksho
OTepAIMOHHBIX CHCTEM: Y4eOHoe mocodue rOCYapCTBEHHBIH p.ru/128393 . html
TEXHUYECKUN YHUBEPCUTET HEOrPaHHICHHBIH
nmenu T.0. ['opbauesa, JOCTYTI 1A
2022 3apEeruCTPUPOBAHHBIX
oJIb30BaTeNeit




ABTOpBL,

3arnasue

UznarenscTBO, TO

Komnnu-Bo

JI.5

Banmuna, A. T,
Munxkuna, T. B.

I'ymaHHuTapHBIE IPOOJIEMEI 00ECTIeYeHHS
nHdopmamoHHol Ge30macHOCTH: yueOHOe
nocodue (Kypc JeKIHid)

Crasponoins: CeBepo-
KaBkazckuii penepanbHbIit
yHUBepcuret, 2021

https://www.iprbooksho
p.ru/135681.html
HEOTpaHWYEHHBIN
JOCTYI JIst
3apeTUCTPUPOBAHHBIX
T0JIb30Baresnen

JI1.6

Bbonpapuyk H. B.

Busnec-pa3zBeska: mpakTukyM: yuebHoe mocodne

Mocksa: JlamkoB u K°,
2022

https://biblioclub.ru/inde
x.php?
page=book&id=696968
HEOTpaHUYEHHBIN
JIOCTYII JUIs
3apEerHCTPUPOBAHHBIX
10JIb30BaTeJIei

J1.7

Tpaiines B. A.

CucTteMHBIH TOAX0A K 00eCIeUeHHIO
HHPOPMALMOHHOH 0€30MacCHOCTH MPeNIpUATHS
(¢upmsl): MOoHOTpadus

Mocksa: amkoB u K°,
2022

https://biblioclub.ru/inde
x.php?
page=book&id=698555
HEOTPaHUYEHHBIN
JOCTYTI JUTS
3apeTHCTPHPOBAHHBIX
oJIb30Bareleit

JI1.8

Tpaiines B. A.

CoBeplIeHCTBOBaHNE HH()OPMATMOHHON CHCTEMEI
OpraHM3alNHN YIPABICHUS MPEIIPHITHEM,
00beIMHEHNEM: OTeUECTBEHHAs IIPAKTHKA:
MOHOTpadus

Mocksa: JlamkoB u K°,
2023

https://biblioclub.ru/inde
x.php?
page=book&id=698559
HEOTpaHWYEHHBIN
JOCTYII JUTS
3aperucTPUpPOBaHHBIX
T10JIb30Barenen

JI1.9

llep6a E. B., Illepba
M. B., Marazes A. A.,
Maep O. B.

[IpoTuBoEiCTBHE CETEBBIM aTakaM B JOKAIbHBIX
ceTax: yaeOHoe nocodne

Omck: OMckuii
rOCYZAapCTBEHHBIN
TE€XHUYECKUI yHUBEPCUTET
(OMI'TY), 2021

https://biblioclub.ru/inde
x.php?
page=book&id=700833
HEOTpaHUYEHHBIN
JOCTYTI JUTS
3aperHCTPUPOBAHHBIX
M0JIb30BaTeNen

5.2. JlonoJHUTENbHAS JINTEPAT

ypa

ABTOpBI,

3arnaBue

H3parenscTBO, TOI

Komnua-Bo

J12.1

PrrtenkoBa O.

NHdpopmanonHas 6€30MacHOCTb: KypHal

Mocksa: 'POTEK, 2014

https://biblioclub.ru/inde
x.php?
page=book&id=238446
HEOTPaHUYEHHBIN
JOCTYTI JUIS
3apEeTHCTPHPOBAHHBIX
NoJIb30Baresieit

J12.2

Agepuenkos B. U,
PeiToB M. 10O,
Konppamuu I'. B.,
Pynanosckuit M. B.

Cucremsl 3amuThl THOOPMAIUH B BETYIINX
3apy0eKHBIX CTpaHax: yueOHoe rmocodue

Mocka: ®JIMHTA, 2021

https://biblioclub.ru/inde
x.php?
page=book&id=93351
HEOTPaHUYEHHbIN
JOCTYTI IS
3aperuCTPUPOBAHHBIX
T10JIb30Baresnen

2.3

Agepuenkos B. U.,
PeiroB M. 10.

Crnyx06a 3ammThel THQOpMAIH: OPTaHU3aIHS 1
yhpaBJieHue: yaeOHoe mocoone

Mocksa: ®JIMHTA, 2021

https://biblioclub.ru/inde
x.php?
page=book&id=93356
HEOTpaHUYEHHBIN
JIOCTYI JUIst
3apPErUCTPUPOBAHHBIX
T10JIb30BaTeNnen

2.4

Jlykam 1O. A.

busHec-pa3Beika Kak COCTaBIIAIONIAs 0OecIeYeHNUs
0e30IacHOCTH M Pa3BUTHUS OM3HEca: ydeOHOe
nocobue

Mocksa: ®JIMHTA, 2017

https://biblioclub.ru/inde
x.php?
page=book&id=114954
HEOTPaHUYEHHBIN
JOCTYTI JUTS
3aperHCTPUPOBAHHBIX
NoJIb30Bareseit




ABTODBI, 3arnaBue H3parenscTBO, 1O Komnnu-Bo

JI2.5 | Benosunkuii, K. b. KomMepueckuii IMUOHaXK (TPOTUBOICHCTBHE): Mocksa: HayuHnsrit https://www.iprbooksho
yueOHOe ocoOue KOHCYJIBTaHT, 2020 p.ru/110596.html
HEOrpaHU4YCHHBIU
JOCTYII JUTS
3aperucTPUpPOBaHHBIX
T0JIb30Baresnen

5.3 IlpodeccuonanbHbie 02361 JTAHHBIX U HH(OPMALHOHHBIE CIPABOYHBIE CHCTEMBI

NCC "KoncynprantlLimroc"

baza JIaHHBIX JIEHCTBYIOMIUX CTaH/IapTOB o HAaIIPaBJICHUIO "NndopmaronHas be3onacuocts"
https://www.gost.ru/portal/gost/home/standarts/InformationSecurity

OdunmaneHelii caiit @exepanbHOi CITykKOBI IO TEXHHYECKOMY U SKciopTHOMY KoHTpoto (PCTOK Poccun)//fstec.ru

5.4. IlepeueHb MPOrPaMMHOr0 o0ecedeHust

OneparmonHnas cuctema PEJ] OC
LibreOffice

5.5. quﬁﬂo-MeTozm'{ecmle MaTepuaJibl 1JIs1 CTYACHTOB ¢ OrPAHHYC€HHBIMY BO3MOKHOCTAMMU 310POBbSL

IIpu HEoOXOTUMOCTH IO 3aiBICHHIO OOYYAIOMIErocsl C OrPaHHMYCHHBIMH BO3MOXHOCTSIMU 370pPOBbS  y4eOHO-METOAUUYECKHE
Marepualbl MpeOCTaBISIOTCS B (pOpMax, aganTHPOBAaHHBIX K OTPaHUMUYCHHAM 3710pOBbs M BocupusaTHs uHpopmanmu. s mmm c
HapyImIeHNSIMA 3peHusA: B (opMme aynuodaiina; B medaTHOH (opMme yBeTHMUeHHBIM ImpupToM. s TUI ¢ HapymICHHSMH CIyXa: B
(opMe DNIEKTPOHHOTO JOKYMEHTa, B medarHod ¢Qopme. ns U ¢ HapyMIEHHSMH OIOPHO-JIBHUIATEIFHOTO ammapara: B (opme
JJIEKTPOHHOIO JOKYMEHTa; B eUaTHOH dopme.

6. MATEPHUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIITUITJINHBI

IToMemenns s BceX BHAOB pabOT, MPETyCMOTPEHHBIX y4eOHBIM IUIAHOM, YKOMIUIEKTOBAaHBI HEOOXOAMMOH CHEenMaTn3HpOBAaHHOH
yueOHOM MeOeNbIo U TEXHUYECKUMH CPEICTBaMU 00yUCHUS:

- CTOJIBI, CTYJIBS;

- IEPCOHAITBHBIA KOMITBIOTEP / HOYTOYK (TIEPEHOCHOI);

- IIPOEKTOP;

- OKpaH / UHTepaKTUBHAs J10CKa.

7. METOAUYECKHUE YKA3AHUSA JJIS1 OBYYAIOIIIXCA IO OCBOEHHUIO JTUCITUITJINHBI

Metoauueckre yKa3aHus 0 OCBOSHUIO UCIMILIMHBI IpeACTaBleHbl B [Ipunoxkenuu 2 k paboueit mporpaMmMe JUCHUILIAHBL.




IIpunoxenne 1

®OH/I OHEHOYHbIX CPEACTB

1. Onncanue nokasarteJieil 1 KpUTepyeB OLCHUBAHUA KOMIIETEHIMI HA Pa3JIMYHBIX ITanax ux
(opMHpOBaHNs, ONMCAHUE LKA OLlCHMBAHUSA

1.1 TlokasaTenu U KpUTEpUH OLICHUBAHUS KOMIIETCHIINIA:

3VH, cocrapasromnie
KOMITICTCHITHIO

ITokazaTenu olleHUBaHUS

Kputepun onennBanus

CpencrBa
OLIEHMBAHUS

IIK-5: cioco6eH oprann30BbLIBATH M MOAEPKUBATH BHINOJTHEHHE KOMILJIEKCa Mep IO
oOecreyeH0 MH(POPMANMOHHOI 0€30MACHOCTH, YIIPABJIATH 3aIMTON 00beKTOB HHGOPMATH3ALMHU

3 - OpUHIMUIIBI U CTAHAAPTHI, | JleMOHCTpHUpYET MOHUMaHUE [TonnoTa n O —(1-65)
PeryIupyroImux 0Cc00EHHOCTEH MPUMEHEHHS COZIepPKATEIbHOCTh OTBETA;
WH(pOpPMaAITUOHHYIO CTaHJapPTOB MH(POPMAITMOHHON yMEHHUE TPUBOAUTH B3-(1-32)
0€301acHOCTb. 0€30IacCHOCTH B paMKax cOopa IPUMEPHI; YMEHHE

- pa3HOOOpa3HbIe MOAXO/BI K | JAHHBIX, ONIMCHIBAET OCHOBHBIE OTCTauBaTh CBOIO MO3UIINIO;

cOopy, XpaHEHHUIO U HOJXO/IbI K cOOpY, XPaHEHUIO U YMEHUE T0JIb30BaThCS

00paboTKe TaHHBIX, B TOM 00paboTKe JaHHBIX, METOJIBI U TIOTIOJIHUTEIIHLHOMI

YHCIIe OTKPBITHIX WHCTPYMEHTHI BBISIBICHUS TUTEPATypOH IPH

ncrouHnkoB (OSINT). ySI3BUMOCTEM, HOPMBI U MPaBUJIa MOJTOTOBKE K 3aHSATUSIM;

- METO/Ibl U UHCTPYMEHTBI 00paboTKK MHPOPMALIUH JIIS COOTBETCTBHE OTBETOB

BBISIBJICHHSI YSI3BUMOCTEH B | TOATOTOBKHU K 3a4€Ty, ONPOCY MaTepuasam JIEKIHH U

MPOrPaMMHBIX U yueOHOI TuTepaTyphl,

anmnapaTHBIX CUCTEMaX. CBEICHUSM U3

- HOpM U TIPaBUIL, MH(POPMAIIMOHHBIX PECYpPCOB
PETYJIHPYIOIIUX HNutepner

JeSTeIbHOCTD B chepe

00pabOTKH U 3aIUTHI

nHpopManuu.

VY - uHTEepNIpETUPOBATH U OcyuectBisieT onieHKy coctossHus | [lonHoTa 1 103 — (1-8)
BU3YaJIU3UPOBAThH cucTteM 0e30IacHOCTH, aHAJIN3 COJIepPKATEIbHOCTD

pe3yJbTaThl AaHAJIN3A JJIS1 YIpO3 U ySI3BUMOCTEH, BBITTOJIHEHHOTO TTPAKTHUKO- 33— (1-10)
MPUHSTHSI PEIICHUN. OTIepaTUBHOE PearupoBaHUE HA OPHEHTHUPOBAHHOTO

- IPOBOJUTH OLIEHKY MHIUACHTHI 0€30I1aCHOCTH, 3a/laHus;

TEKYILET0 COCTOSHUS pa3paboTKy CTpaTeruu U TAKTUKU | 0OOCHOBAaHHOCTb

CUCTEM 0E€30MaCHOCTH Ml KX | 3aIIUThI MH(POpPMAIIUA Ha OCHOBE oOparnieHus K

YSI3BUMOCTEH. CcOOpaHHBIX JAaHHBIX B IpOLECcCe npodeccuoHaIbHBIM 0a3am;

- pa3zpabaTbIBaTh CTPATETUU | BHIMOJIHEHUS IPAKTUKO-

Y TAKTUKHU 3aIIUTHI OpPUEHTUPOBAHHOTO U 3a/IaHUS K

nH(popManuu B 3aueTy

3aBUCUMOCTH OT

BBISIBJICHHBIX PUCKOB.

- OTIEPATUBHO pearupoBaTh

Ha UHIUICHTHI

0€30MacHOCTH U

MUHUMHU3HPOBATH UX

MOCTICJICTBHSL.

B — HaBbIKaMu Hcnonp3yer MTHCTPYMEHTBHI U1 ITonHoTa 1 o3 — (1-8)
- paboThI cO cOopa u aHanM3a JaHHBIX, COJIEPKATEIHHOCTh
cnenuanu3upoBanHbiM [10 1 | MPOM3BOAUT OlLIEHKY MH(GOPMALIUK | BBITIOJIHEHHOTO PAKTUKO- 33 - (1-10)

WHCTpYMEHTaMu JJis1 cOopa
1 aHaJIn3a JaHHBbIX

U BBISIBJISET JIOKHBIC U
HEJIOCTOBEPHBIE TaHHBIE,
OCYIIECTBIISIET MOUCK U MOJI00p

OPHEHTHPOBAHHOTO 33JaHUs,
riyOuHa aHaAIIN3a;
UCIIOJIb30BAHUE PA3ITHMYHBIX




- OIICHKH HH(pOpMAIHK U HOPMATHUBHBIX ¥ METOUYECKUX HUCTOYHHUKOB HH(POPMAILIUU
BBISIBJICHUS JIOKHBIX WIH MaTepHaJIOB I10 BOIIPOCAM HNHTtepHeT pecypcos, B
HEOCTOBEPHBIX JTaHHBIX obecrieueHus HHGOPMAITMOHHOM IEJISAX OCYIIECTBICHHUS

- HO,Z[60pa HOpMaTI/IBHBIX nu 6630HaCHOCTI/I B Hpouecce onpe;[eneHHbe 3TaIl0OB
METOAMYCCKUX MATEPHAIOB | BHIIIOJIHEHHUS IPAKTHKO- uHGOPMAIIMOHHO-

10 BOTIPOCAaM OOCCIICUCHUSI | OPUCHTHUPOBAHHOTO U 3a1aHUS K AHAJTUTHYECKOM
nHGOPMAITMOHHON 3a4ery NEeATENHHOCTH;
0€30IIaCHOCTH

O — onpoc, B3 — sonpocwi k 3auemy, 103 - npakmuko-opuenmuposantvie 3a0anus, 33 — 3a0anus K 3a4emy

1.2 Ikanbl O1eHUBAHMS:
Texymuii KOHTPOJb YCHEBAEMOCTH U MPOMEXKYTOUHAs aTTeCTalllsl OCYIIECTBISETCS B paMKax
HaKOIMMUTEJIbHON OaJNTbHO-PEUTUHTOBOM cucTeMbl B 100-0aibHOM 1TKae:

50-100 6ayu10B — «3aU4TEHO»
0-49 GayIOB — «HE 3aYTEHO»

2. TunoBble KOHTPOJIbHbIE 32JIaHHUS WJIM HHble MaTepHasbl, HEOOXOAMMbIE IS OUEHKH 3HAHWIA,
YMeHHH, HAaBbIKOB M (MJIM) ONbITA JAeSATEJbHOCTH, XaAPAKTEPHU3YIOIIUX IJTanbl (GopMuUpoBaHMs
KOMIIeTeHIHI B Mpoiecce 0CBOCHUsI 00Pa30BaTe/IbHOI MPOrpaMMbl

Bonpocsl k 3auery

1. Yro Takoe nHpOpMaLmOHHAas 6€30MaCHOCTD U MI0YEMY OHA Ba)KHAa B COBPEMEHHOM MUpe?

2. OnumuTe OCHOBHBIE KOMITOHEHTHI HHPOPMAITMOHHON 0€30TTaCHOCTH.

3. Kak cO0p AaHHBIX CIIOCOOCTBYET BBISBICHHUIO YA3BUMOCTEH M Yrpo3 HH(POPMALIMOHHOH Oe30macHoCTH?
4. Kakwue TeKyIre BbI30BBI CTOST TMepel HH(POpMaImoOHHOM 0€301MacHOCThIO?

5. Yto Takoe oTkpbIThie HcTOUHMKU HHPOopMaruu (OSINT)? IIpuBenute npuMepsl.

6. B xakux cepax kudepode3onacHoct npumensiercss OSINT?

7. Kakue THUNBI OTKPBITBIX HUCTOYHUKOB WHGOPMAIMM MOKHO WCIOIB30BaTh I paccleOBaHUS
HHIIUIEHTOB?

8. HazoBute nomynsapHsie HHCTpYMeHTHI [t coopa OSINT u kpaTko onuimmuTe ux (yHKIIMOHAI.

9. KakoBbI OCHOBHBIE ATalbl cOOpa JaHHBIX JJIs1 o0ecrieueHrss HHPOPMaIMOHHON 0€301acCHOCTH?

10. B yem pa3HuIIa MEXy KaYeCTBEHHBIMU M KOJIMYECTBEHHBIMU METOJIaMH cOOpa JTaHHbBIX ?

11. KakoBbI KJIIOYEBBIE MOMEHTHI B IIPOIIECCE aHAIM3a U OTYETHOCTH TI0 COOpaHHBIM JaHHBIM?

12. Kakoe 3ak0HOZaTeNbCTBO PEryIUupyeT cOOp JaHHBIX B 00J1IaCTH MHPOPMALIMOHHOM Ge30macHOCTH?
13. Kakue sTudeckre HOpMBI JOJIKHBI COOIOAATh CHEIUATUCTHI 110 WH(OOPMAITHOHHONW 0€301MacHOCTH TP
pabote ¢ JaHHBIMH?

14. IIpuBeauTe MpUMEpPHI HAPYIIEHUS STUKH B TIpoIiecce cOopa JaHHBIX.

15. Yro Takoe J0TH U 3a4eM OHU HYXHBI B HH(OpMAIIMOHHON O6e30nmacHoCTh?

16. Kakue cymectByroT Buibl JJoroB? [IpuBenure npumepsl 115 KaxA0T0 TUIIA.

17. KakoBbI OCHOBHBIE IPUHIUIIBI COOpa U XpaHEHUsI JIOTOB?

18. O0BsicHUTE, KaK aHAJIU3 JIOTOB IIOMOTACT B BHISIBJICHUU UHITUJCHTOB M YTPO3.

19. KakoBbI 11€711 OCYIIECTBICHUSI MOHUTOPUHIA CETH?

20. Kakne MeToapl NCIIONB3YIOTCS JUIsl MOHUTOPUHTA CETeBOro Tpaduka?

21. HazoBuTe HHCTPYMEHTHI JJIsl aHATIM3a 1 MOHUTOPHHTA WH(OPMAIIMOHHOH 0€30MacHOCTH.

22. Kakue TeXHUKH UCTIONB3YIOTCS JIJIs aHAIM3a aHOMAJIHI B CeTeBOM Tpaduke?

23. Kak onpenenuTs Leib ornpoca B 00J1acTi HHPOPMALMOHHOH 0e30macHoCTH?

24. KakoBbl OCHOBHBIE 3TaIbl pa3pad0TKH U MPOBEICHUS oripoca?

25. Kak mpoucxoauT aHau3 JaHHBIX, COOPaHHBIX B pe3yjbTare onpoca?

26. KakoBbI OCHOBHBIE THITBI JIOKYMEHTOB, UCIIOJIb3YEMBIX B JOKYMEHTOO00pOTE?

27. Kak xnaccupuImMpoBaTh JOKyMEHTHI 0 YPOBHIO UyBCTBUTEIbHOCTH? [IprBearTe IpUMeEpHI.

28. Kak aBToMaTu3amus JOKyMEeHTO000pOTa MOXKET MOBBICHTH 0€30MaCHOCTh 00Pa0OTKU TOKYMEHTOB?
29. Kakast poJib 3JIeKTPOHHOM MOJIICH B 00ecTieYeHnH Oe30MacCHOCTH JOKYMEHT0o00opoTa?




30. Kakume kio4eBble acHeKThl CIEAyeT YYMThIBaTh NpU pPa3paboTKe BHYTPEHHEW MOJUTHKH IO
JTOKYMEHTO000pOTY?

31. Kak obecneunTh KOHTPOJIb JOCTYIIa U MOHUTOPHHT TOKYMEHTO000pOTa B OpraHu3aIiiu’?

32. OOBsCHUTE BAKHOCTH PE3EPBHOTO KOMMUPOBAHUS 1151 0€30IMaCHOT0 XPaHEHUS JOKYMEHTOB.

Kpumepuu oyenuganus:

Kasxnprit Bompoc orieHuBaeTcs OTAIbHO, MaKCUMaJIbHO B 30 OasioB.

Kpurepun onieHnBaHus OTBETa HAa OTAEIbHBIA BOIIPOC:

. 25 — 30 OaymoB BBICTABISIETCS CTYACHTY, €CIIM HW3JIOKEHHBIM Marepuan (pakTUYeCKH BepeH,
MPOJAEMOHCTPUPOBAHBl TIIYOOKHME MCUEpPIbIBAIOIIME 3HAHUS B OObEME MpPOIJIEHHOW MporpaMMbl B
COOTBETCTBHH C MMOCTABJIEHHBIMH NPOTrPaMMON Kypca IeJIIMU U 3aJjauaMi 00y4eHHUs, U3JI0’KEHUE MaTeprala
MIPU OTBETE - IPAMOTHOE U JIOTHYECKU CTPOMUHOE;

. 20 — 24 6annoB BBICTABISACTCS CTYICHTY, €CJIU MMPOJEMOHCTPUPOBAHBI TBEP/IBIC U JJOCTATOYHO TOJIHBIE
3HaHUS B 00bEeMe MPOHJAEHHON MPOrpaMMbl AUCIUILIMHBI B COOTBETCTBUU C LETSAMH OOYYEHUS; MaTepHal
U3JI0’KEH JOCTATOYHO IMOJIHO C OT/EIbHBIMU JOTHYECKUMHU U CTHIIMCTUYECKUMHU MTOTPEIIHOCTIMU;

. 15-19 GannoB BBICTABISETCA CTYACHTY, €CIH MPOJEMOHCTPUPOBAHBI TBEP/bIC 3HAHUS B O00ObEMeE
MPONJIEHHOTO Kypca B COOTBETCTBHE C LIETSIMU O0yUYEHUS, OTBET COAEPIKUT OTIEIbHbIE ONIMOKH, YBEPEHHO
HCIIPABJICHHLIC TTOCJIC JOMOJHUTCIIbHBIX BOIIPOCOB;

. 0-14 Gamna BbICTaBISETCA CTYIEHTY, €CIIM OTBETHI HE CBS3aHBI C BOIPOCAMH, JOIYIIECHBI IpyObie
OH_II/I6KI/I B OTBCTC, MPOACMOHCTPHUPOBAHbI HCIIOHUMAHUEC CYIIIHOCTH U3JIaracMoro Borpoca, HCyBCpeHHOCTb U
HETOYHOCTb OTBETOB Ha JOMOJHUTENIbHBIE U HABOASIINE BOIPOCHI.

3ananus K 3a4ery

3aganue 1. UccnenoBanue yrpo3

BriOepure u3BECTHBIN ciy4ail yTeuek MaHHBIX (Hampumep, yredka kommanuu Target wim Equifax).
Hanummre kpaTkuii aHaIu3 MHIUAEHTA, YKa3aB OCHOBHBIC YA3BUMOCTH, UCIIOJIB30BAHHBIE XaKEPaMU, U MEPBI,
KOTOPBIE MOTJIHM OBl IPEAOTBPATUTH UHIUICHT.

3aganue 2. Ucnonb3oBanue OSINT

[TpoBeauTe ucciaenoBaHme C UCMOJIB30BAHNEM OTKPHITHIX HCTOYHUKOB HHpopManuu (OSINT) nmst BeIsBICHHS
MOTEHIMAJILHO YSA3BUMOM opranmzanuu. Vcmonb3yiiTe MHCTpYMEHTHI, Takue kak Maltego mim Shodan, u
Mpe/ICTaBbTE CBOM OTUET, BKJIIOYasl CIUCOK OOHAPYKEHHBIX YS3BUMOCTEH 1 HCTOUHUKOB MH(OPMALIUU.

3amanue 3. MeTomonorust coopa JaHHBIX

PazpaOoraiiTe mnan cOopa NaHHBIX JUIS OLEHKH YpOBHS MH(OPMAIMOHHOW 0€3011acHOCTH B BBHIOpaHHOM
OpraHM3alUH. YKaXHUTE 3TaIbl cOOpa JaHHBIX, METOABI, KOTOPBIC BBl Oy/eTe MCIIOIB30BaTh, U BO3MOXKHBIC
MCTOYHUKH MH(POpMALINH.

3ananue 4. OTU4eCcKoe pacciae0BaHne

OnumuTe ClieHapyid, B KOTOPOM y4YeT 3THUYECKUX HOPM TP cOOpe TaHHBIX MOT ObI OBITH HapymieH. O0cyauTe
MOCIEACTBHUS TAKOTO HAPYIICHHWS W BO3MOXKHBIE MEphI IO MPEAOTBPAIICHHUIO IMOAOOHBIX CHTYallWid B
Oymymiem.

3aganue 5. JlorupoBaHue U aHAU3

Co3paiiTe cueHapuii, B KOTOpOM BaM TpeOyeTcsl aHaJU3 JIOTOB JJISl BBIABICHHS MHIUACHTa 0€30MacHOCTH.
[IpenocraBpTe TpUMEpP JIOTOB M YKAKHTE, KaK BBl OyJETE BBISBIATH AHOMAJIUU WM TOJI03PUTEIHHYIO
AKTHUBHOCTSD. OHI/ILHI/ITe CBOMH BBLIBO/HI.

3ananue 6. MOHUTOPUHT ceTn

Pa3zpaboTtaiiTe mpoeKT MOHUTOPHHTA CETH ISl THTIOTETUYECKON KOMIIAaHUHU. Y KaKUTE METOAbl MOHUTOPHHTA,
WHCTPYMEHTBI, KOTOpBIE OYAETe HCIOJIb30BaTh, W OIMHUIIUTE, KaK OyAeTe pearupoBaTh Ha BBISIBICHHBIC
aHOMaJIHH.

3aganue 7. [IpoBenenue onpoca



CocrtaBbTe aHKETY JUISI IPOBEIEHUS OIPOca Cpeid COTPYTHIUKOB KOMITAHUH O BOCIIPUSTUN WH(POPMAITMOHHOMN
6e3omacHoct. OmnpenenuTe e OMpoca, LENEBYI0 ayJIUTOPUI0O M METOAbl aHAlIM3a JAHHBIX IOCIE €ro
3aBEpLICHMUS.

3ananue 8. JlokyMeHTOOOOPOT U 6E30MACHOCTD

Pa3paboTaiiTe BHYTPEHHIOIO TIOJUTHKY IO 0€30ImacHOMY JOKYMEHTOOOOpPOTY Ui THIOTETHYECKOH
KOMITaHMH. YKaXHUTe KIaCCH(OUKAIMIO TOKYMEHTOB, IpaBHja XPaHCHUS M IMEpeAadyd, a TaKKe Mepbl IO
o0ecrniedyeHnto 6€30MacHOCTH.

3aganue 9. [IpakTuka UCIOIB30BaHUS SJIEKTPOHHON MOAMUCH

C03z[a171Te mIar 3a maromMm I/IHCprKL[I/IIO 10 BHeﬂpeHI/IIO BHCKTpOHHOﬁ IMOAIMMCH OJIA ITOBBIIICHU A 6630HaCHOCTI/I
JOKYMEHTO000O0pOoTa B opranu3anuu. ONHUIIATE, KaK 3TO MOBIUIET HA MPOIECC COTJIACOBAHUS JOKYMEHTOB U
qTo H€O6XOI[I/IMO JUIA peanmaupm 3TOT0 pemeHmI.

3ananue 10. PezepBHOe KonupoBaHUE U 3aIIUTA JAHHBIX

[lpennoxuTe CTpaTeruio pe3epBHOTO KOMMPOBAHMSA JUIS KOMIIAHWHM, YYWTBHIBAs pPa3HbIE YPOBHH
YYBCTBUTEIBHOCTH JaHHBIX. YKXHUTE YaCTOTY PE3EPBHOTO KOMMPOBAHUS, CIIOCOOBI XpaHEHUsI U MEPHI 110
3alIUTE PE3EPBHBIX KOMHUH.

Kputepuu onieHuBanus 3a1aHuUs:

. 35-40 GamnoB BBICTABISIETCS, €CIU 33JaHUE PELICHO MOJHOCTHIO, B IPEICTABICHHOM pPEUICHUU
00OCHOBAaHHO TOJy4Y€Hbl MPAaBUJIbHBIE OTBETHI, MPOBEACH aHalW3, JaHa TpPaMOTHas HWHTEpIIpeTalus
IIOJIYYEHHBIX PE3YyJIbTaTOB, CAEIaHbl BHIBOJIBI.

. 25-34 Gayuta BBICTABIISCTCS, €CIU 3aJIaHUE PEIICHO MOJHOCTHIO, HO MPU aHATU3€ U WHTEPIPETAIIN
MOJIyYEHHBIX Pe3yJIbTAaTOB JIOMYIIEHBl HE3HAYUTEIbHBIC OMIMOKU, BBIBOABI — JOCTATOYHO OOOCHOBAHBI, HO
HEIOJIHBI.

. 11-24 Gamna BeICTaBIISETCS, €CIIN 33/1aHUE PEIICHO YaCTUYHO, aHAJIM3 U MHTEPIPETalHs MOTYyICHHBIX
pEe3yIbTATOB HE BIIOJIHE BEPHBI, BHIBObI BEPHBI YACTUYHO.
. 0-10 GanyoB BBICTABISIETCSA, €CIH PEIICHHE HEBEPHO UM OTCYTCTBYET.

Kpurepun onenuBanus:

MakcumanbHoe konudecTBo OauoB 100. Kaxkmoe 3aueTHoe 3amaHue COAEPNKHUT 2 BOMpOcCa W3 TMEPEUHS
BOIIPOCOB K 3a4eTy U | 3ajaHue U3 mepeyHs 3aanuil K 3auery. OTBET Ha KaXIblii TEOPETUUECKUI BOMPOC
OIIEHHBAETCS OTACILHO, MaKCUMabHO 30 0aaIoB KaXKIblid. 3aJaHue OLlCHUBAETCsI MakcuMalibHo 40 0aios.

WToroBerid pe3ynprar GopMHpYETCS M3 CyMMbI HAOpaHHBIX OaUIOB 3a BBIMOJHEHUE 3a4€THOTO 3aJaHUS U
COOTBETCTBYET IIIKAJIE:

— 50-100 6anoB (3a4TEHO);

— 0-49 GannoB (He 3a4TEHO).

Omnpoc

Bonpocs! 1151 npoBeaeHus onpoca

Kak BbI onpezensere HHPOPMALMOHHYIO 0€30IIaCHOCTh B KOHTEKCTE COBPEMEHHON OpraHu3ariu’?
[Touemy nndopmarnrionHas 6€30MacCHOCTb SIBJISIETCS KPUTUUECKH BaKHOM B IMPPOBOM MUpe?
Kakne ocHOBHBIE KOMIIOHEHTHI HH(POPMAITMOHHON 6€30MaCHOCTH BbI MOKETE BBIICIUTH?
KaxoBbl mocneacTBus HapymeHuss HHGOPMAIIMOHHONW 0€30MaCHOCTH JIJ1s KOMITAHHH ?

Kakue acriekThl yenoBeueckoro (hakropa BIMSAIOT Ha HH(POPMAIIMOHHYIO 6€301acHOCTH?

Kak cOop qaHHBIX MOXKET yIy4IIUTh 3aIIUTY UHPOPMAIIMKU B OpraHu3alun?

Kakue Tumbl TaHHBIX HanOoJiee BaXKHBI ISl aHAIIM3a YSI3BUMOCTEH?

Kaxk gacTo He0OX0 MO MPOBOAUTE COOP TAHHBIX JJIsI OIIEHKH HHPOPMAIIMOHHON 0€301acHOCTH?
Kakue metonpl cOopa JaHHBIX BbI cuuTaeTe Hanbosee 3¢ HekTuBHBIMU?

10 Kak M0HO HCTIOIB30BaTh COOpaHHBIC JaHHBIC NIl TIPEACKA3aHUS yrpo3?

11. Kakue HOBBIE TEXHOJIOTUU CO3JAIOT YTPO3bI I HH(POPMAIIMOHHOM 0e30macHOCTH?
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12.
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54.
. KakoBa ponb 00paTHO# CBSI3HM B yaydIlIEeHUH MIPOIIeayp cOopa TaHHBIX?
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59.
60.
61.
62.
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Kak n3menenune MetTo10B paboThl (Hanpumep, padoTa Ha yJanéHKe) BIuseT Ha 0e301acHOCTb JaHHbBIX ?
Kaxkue kubepyrpo3sl, 1Mo BameMy MHEHHIO, OyIyT HanboJiee pacIpoCTPaHEHBI B CICIYIOIIEM TO1Y?
Kak cocTostHust MUPOBBIX KOH(IMKTOB MOT'YT BIUSATh HA HHPOPMALIMOHHYIO 0€30MacHOCTh?

B kakoii Mepe 3akoHbI U regulation-u BIHSIOT Ha TOAXOAbI K KHOEpOe301macHOCTH?

Kakue BUABI OTKPBITHIX HUCTOYHUKOB HH(GOPMAITUH BBl 3HaETE?

Kak BbI onpenensere, kakue HCTOYHUKH ABJISIOTCS HAAEKHBIMU Mpu npoBeaeHun OSINT?
[Tpusenure npumep ycrnemnHoro npumenenust OSINT B paccienoBannu KHOEpUHLIUIACHTA.

Kaxkue nacrpymentst 1yt coopa OSINT BbI cuntaere Hanbosiee Mojae3HbBIMU U TToYeMy?

Kax OSINT mosxeT ObITh UCTIONB30BAH AJIS IPEIYNPEXKICHUS yrpo3?

Kax BbI BeIOMpaeTe nHCTpyMEeHTHI 1151 coopa OSINT?

Kakue ¢pyHkunu g0mkHbI ObITh y 3¢ dexTuBHOr0 nHCTpyMeHTa OSINT?

KakoBbI OCHOBHBIE BO3MOKHOCTH M OTPAHUYCHUS TONYJISIPHBIX UHCTPYMEHTOB OSINT?

Kak uactpymenTsl OSINT MoryT nomMo4s B aHaJIM3€ COLMAIIBHBIX CETEU?

Kak BbI o11eHMBaeTe akTyanbHbie TpeH b B pa3padoTke OSINT-uHCTpyMEHTOB?

Kakwue stamnsl BkIItoyaet B ce0s mpouecc coopa JaHHBIX?

Kak BbI onpesnensere, kakue METOI0JIOTUH (Ka4eCTBEHHbIE HIIM KOJIMYECTBEHHbBIE) UCTIOIb30BaTh?
Kakne HHCTpYMEHTHI TOMOTal0T B TUNIAHUPOBAHUH Tpoliecca cOopa JaHHbBIX?

Kak npoBecTu aHann3 coOpaHHbBIX JaHHBIX U YTO Bbl MOKETE U3BJIEUb U3 HETO?

KakoBa ponb 0TY4ETHOCTH B TIpoIiecce cOopa TaHHBIX ?

Kakue ocHOBHBIE 3aKOHBI PETyJIUPYIOT COOp TaHHBIX B Balllel cTpaHe?

Kak BbI cunTaere, TOJDKHBI JTM OPraHU3aluy COOTIOAATh JOMOTHUTEIbHBIC ITHUECKUE CTAaHAAPTHI?
KakoBbl mpumepbl STHYECKHX JOWUJIEMM, C KOTOPHIMH MOTYT CTOJKHYTHCSI CHEIMAIUCTHI TIO0
nH(pOPMAIIMOHHOH 0e30macHOCTH?

Kak Ba)xHO UMETh BHYTPEHHHE MOJIMTUKHU 11 00eCriedeHUsl STUKU B paboTe ¢ JaHHBIMU?

Kak 3akon o 3amnute nanubix (Hapumep, GDPR) Bimsier Ha mporecc coopa nHbopMauu?
[Touemy norupoBaHue SBISAECTCS BAXKHOW YaCTBIO YIIpaBJiIeHUsI HH(OOPMAITMOHHOM 0€301MacHOCTHIO?
Kakue BubI IOTOB BB MOXKETE MEPEUUCITUTH U KaKhe UX 0COOEHHOCTH?

Kak gacTo cienyet npoBepsATh JOTH JIJIs BBIABICHUS UHIIUIEHTOB?

Kak MOXHO yny4IInTh Tpoliecchl cOopa M XpaHeHHs! JIOTOB?

Kakue TexHuueckue cpeicTBa Bbl UCIIONIb3YyETe AJIs aHAINU3a JIOTOB?

. KakoBbI OCHOBHBIE 11€/TH aHAJIM3a JIOTOB B KOHTEKCTE HHPOPMAITMOHHOM Oe30macHOCTH?
42.
43.
44,
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48.

Kakue TexHukn aHanm3a JIOTOB BBl cunTaeTe Hanbosee 3PpheKTUBHBIMU?

KakoB nporiecc Koppemsiiuu coObITHI U3 JT0T0B?

Kak BBl onpesiensere aHOMaJIUM B JIOTaX M YTO C HUMHU JieaTh?

[TpuBenuTe mpUMeEp TOrO, KaK aHAJIHM3 JIOTOB TOMOT OOHAPYKUTh HHLIUCHT.

Kaxue ocHOBHBIE METOIbI MOHUTOPHHTA CETH BbI 3HaETE?

KakoBbI mperMy1iecTBa MpoaKTUBHOIO MOHUTOPHUHTA 10 CPABHEHUIO C PEAKTHUBHBIM?

Kakue wuHcTpymMeHTHl BBl cuumTaeTre Haubonee S(O(PEKTUBHBIMU MAJIi MOHUTOPUHIA CETEBOM
AKTUBHOCTH?

KakoBa posib MOHUTOpHUHTA B TPEAOTBPAIIEHUU YTIPO3?

Kak BbI u3mepsiere 3ppeKTHBHOCTH MOHUTOPUHTA CeTH?

Kak BbI onpeziensiere e NpoBeieHus onpoca B 001acTi HH(GOpMaIIMOHHOH O6e3omacHoCcTh?

Kakue xmroueBble BONPOCHI Bbl Obl BKJIIOYMIM B ONPOC AJISl OLIGHKM YPOBHSI 0€30MacCHOCTH B
KOMITaHUU?

Kax BBIOpaTh 11€71€BYI0 ayAUTOPHIO JIJIsl ompoca?

Kak BbI 0OpabaTbiBaeTe U XpaHHUTE JaHHbIC, TOJIyYCHHBIE B pe3yJbTare onpoca?

Kakue THITBI TOKYMEHTOB CYIIECTBYIOT B CHCTEME JOKYMEHTO0O0opoTa?

Kak BbI kitaccuunupyere T0KyMEHTHI 10 YPOBHIO YYBCTBUTEIHHOCTH?

KaxoBbl sTydlline NpakTUKU XpaHEHUsI U IEPEeJaul Pa3IMYHbIX TUIIOB JOKYMEHTOB?

Kaxue mepsl BbI NprHUMAaETe JIJIsl aBTOMATU3alUK JOKYMEHTOo0O0opoTa?

Kak xoHTponupoBaTh JOCTYI K KOH(PHUIEHIUAIBHBIM TIOKyMEHTaM?

Kak ucronp3oBaHue 3JEKTPOHHOM MOANKCH TOBBIIIAET OE30MaCHOCTh TIOKYMEHTO000poTa?
Kakwue pucku cBA3aHbl ¢ HEIPABOMEPHBIM MCITOIB30BAaHUEM JIEKTPOHHON TOANIUCH?



63. KakoBbl npeuMylIiecTBa U HEAOCTATKH Pa3IMUHbIX CUCTEM 3JIEKTPOHHON MOANUCU?
64. Kakoe 3aKOHOIATEIbCTBO PETYIUPYET UCIOIB30BAaHUE SJICKTPOHHOM MOAMKUCH B Balleil cTpaHe?
65. Kakoii mopsiiok BHEIPEHUS 3JCKTPOHHOM MOIMUCH B OPTaHU3AINIO BBl ObI TPETOXKUIN?

Kpurepun ouneHuBanus

MaxkcuManbHOE KOMHuecTBO 0amioB — 20.

CrynenT MoxeT oTBeTUTh Ha 20 BorpocoB. OTBET Ha KaX bl BOIIPOC OIEHUBACTCS MAaKCUMYM B 1 Oai.
Kpurtepun oueHnBanusi 0IHOT0 BONpoca:

MPaBUJILHBIN M TIOJHBIN OTBET Ha 1 Bompoc — 1 Gar;

HEeMpaBWIbHEIN O0TBET Ha 1 Bompoc — 0 6amios.

IIpakTUKO-0pUEHTUPOBAHHBIE 3aJaHUS

3aganue 1.
[IpoBenenue uccieoBaHUS O 3HAYCHUHM MH()OPMAIIMOHHOW 0€30IacHOCTH B COBPEMEHHOM Mupe. BriGop
00BEKTa MCCIICIOBAHUS U aHAJIU3 €T0 MOIX0/I0B K 00ecTieueHnI0 NH()OPMAITMOHHOW 0€301TacCHOCTH.
1. Onpenenenne TeMbl U LEIEH UCCIEIOBAHUS

- ChopmynupoBaTh TeEMY pabOTHI.

- YCTaHOBUTH [N U 33/1a4U UCCIIETOBAHUS.
2. 3yueHune quteparypol

- Cobpatp MaTepHaibl 0 HMHPOPMALMOHHOM O€30MTaCHOCTH, COBPEMEHHBIM YIPO3aM U TEXHOJIOTUSAM cOopa
JAHHDIX.

- O3HAKOMUTHCS C CYIIECTBYIOIIMMHU UCCIICIOBAHUSMU U TTOIXOTaAMHU.
3. Bri6op 0O0beKTa uCCiIe10BaHMS

- OnpeenuTh OPraHU3AIMIO WIIM CUCTEMY JIJIsl aHAIIH3A.

- [lonroroBuTh O0OCHOBaHME BHIOODA.
4. Coop 1 aHAIH3 TaHHBIX

- UccnenoBath moaxoasl 00beKTa K HHPOPMAIIMOHHON 0€30TIaCHOCTH.

- OnpenenuTh UCTIOIh3yEeMbIE TEXHOIIOTUU U METOBI COOpa TaHHBIX.
5. Ouenka >¢pexTuBHOCTH Mep 0€30MacHOCTH

- [Ipoananu3upoBath, Kak OOBEKT OIEHUBAET CBOIO 0€30MaCHOCTb.

- UccnenoBath npuMeHseMble METPUKU U METO/IbI aHAJIN3A.
6. ®opMyaupOBaHUE BHIBOJIOB U PEKOMEH AU

3ananue 2.
Pazpabotka mmana OSINT-uccinenoBanust mo 3aaHHON Teme (HampuMep, aHaIu3 MyOJUYHBIX TTPoQuiIc B
colabHBIX ceTsix). COop mHPpOpMAIUH U IPEICTABICHIE PE3YIbTAaTOB B BUIE Tpe3eHTaruu (5-10 craiinos),
BKJIIOYAsl UCIIOJIb3YEMbl€ HCTOYHUKU U METOJIBI.
1. Onpenenenue 1enu v 3aa4 UCCIEAOBaAHUS

- ChopmynupoBarh, UTO UMEHHO HY>KHO BBISICHUTH (HAallpUMEp, aHaJIN3 CETEBOTO MOBEICHMS, BhISIBICHHE
CBsA3€H U MHTEPECOB U T.1.).

2. Bo100p 00BEKTOB UCCIIETOBAHUS
- OnpenenuTh, Kakue MyOIMYHbIe MPO(UIN WK TPYIIIHI B COUATBHBIX CETAX OyAyT aHATU3UPOBATHCS.
3. Meronsl c6opa uHGpOpMaLUn
- OnpeenuTh METObI U MHCTPYMEHTHI 17151 cOOpa JaHHbBIX:
- Ucnonb3oBanue cnenuanuzupoBanHbix OSINT-unctpymeHTOB.
- CO0p maHHBIX BPYYHYIO (CKPUHIIOTHI, 3aMETKH ).
- AHanu3 myOnuKanuid, KOMMEHTapHeB U aKTUBHOCTEH MOJIb30BaTENICH.
4. AHann3 TaHHBIX
- CucremMaTu3npoBaTh COOpaHHBIE TaHHBIE.
- BoigBUTH 3aKOHOMEPHOCTH, TPEHBI M BasKHbIE (DAKTHI.
- OLIEHUTDH JOCTOBEPHOCTH HHPOPMALIHH.
5. IlogroroBka pe3yiabTaToB
- ChopMupoBaTh BHIBOJIBI HA OCHOBE MTPOBEICHHOTO aHAIH3a.



- [ToaroToBUTH peKOMEHIAIIMH (HAPUMED, KaK YIYUIIUTH 0€30MacHOCTh MPOQHIIs).
6. Co3manue npe3eHTaluu
- OopmuTs 5-10 cnaiinos:
- Benenue (1ienu u 3a1a4n).
- Onucanue METOI0OB MCCIIEIOBAHUS.
- OCHOBHBIE PE3YJIbTATHI U BHIBOIBI.
- Ucnionp30BaHHBIC UCTOYHUKH U HHCTPYMEHTHI.
- 3aKJIF0YeHUE M PEKOMEHTaIlHH.

3aganue 3.
Pa3paboTka MeTonuku cOopa JaHHBIX JUIsi KOHKPETHOW cUTyanuu (Hampumep, JUisl OIEHKU ySI3BUMOCTEH B
cucreme). [logroroBka mniuaHa AeicTBUil, onrcaHue U 0OOCHOBaHHE MPUMEHEHUS BbIOPAaHHBIX METOJIOB U
OIMHMCAaHUE OKUTACMBIX PE3YJIbTATOB.
1. Onpenenenue ueau 1 3agad
- BbIICHUTBH, KakWe KOHKPETHBIC YSI3BHUMOCTH HEOOXOAMMO OILCHUTH (HAmpuUMep, YSI3BHUMOCTH B BeO-
MPUIIOKEHUH, CETEBON MH(MPACTPYKTYpE H T.1I.).
2. AHanu3 cucTeMbl
- OUeHUTh CTPYKTYpYy M apXHUTEKTypy IIeJIeBOM CHCTEMbI JUIsi MOHUMaHHS €€ KOMIIOHEHTOB U
B3aUMO/ICUCTBUH.
- OnpeaenuTh TOYKU AOCTYIA ¥ MOTEHIIMAIbHBIE BEKTOPHI aTaKu.
3. Bei6op mMeTo10B cOOpa JaHHBIX
- [TacuBHBII COOp TaHHBIX:
- AHanu3 OTKPBITHIX UCTOUHUKOB HH(popMaru (OSINT).
- CkaHMPOBAaHME CETEBBIX YCTPOIMCTB U CEPBUCOB O€3 BO3ICUCTBUS HA CUCTEMY.
- AKTUBHBIN COOp TaHHBIX:
- [lentecTunr (TecTupoBaHe Ha TPOHUKHOBEHUE) [T BHISIBIICHUS YA3BUMOCTEH.
- Ucnonp30oBaHre HHCTPYMEHTOB CKAaHUPOBAHUS YSI3BUMOCTEH.
4. Pa3zpaboTka 1utaHa IeHCTBUMA
- CocTaBUTH MOIIATOBYIO0 HHCTPYKIIUIO JUTsI BHITOHEHUS COOpa TaHHBIX, BKITFOYAS:
- Bpems npoBenieHus TECTOB.
- OTBETCTBEHHEIE JIUIIA.
- YcnoBus TecTupoBaHus (HanmpuMep, MUHUMU3ALKs BIUSHUS Ha IPOU3BOIUTEIBHOCTD ).
5. O6ocHOBaHME PUMEHEHHSI METO/IOB
- Omnucatp, moyemMy BbIOpaHHBIE METObI Hanbosee MOAXOMAIINE ISl TeKyIlel cuTyauuu (yBsI3bIBaHHE C
[EJSIMH MCCIIIOBAHUS, CIIEU(PUIHOCTD YSI3BUMOCTEH ).
6. Coop u aHAIM3 TaHHBIX
- [IpoBecTr cO0p TaHHBIX B COOTBETCTBUU C pa3pabOTaHHBIM IIAHOM.
- CucteMaTu3npoBaTh pPe3yibTaThbl, OTGUIBTPOBATDH JIOKHBIE CpabaThIBaHUS.
7. OxunaeMble pe3yJIbTaThl
- Onucanue Toro, Kakue ysi3BUMOCTH MOT'YT ObITh BBISIBIICHBI.
- [Iporno3upoBaHre BO3MOKHBIX PHUCKOB JIJISi CHCTEMBI.

8. JlIokyMeHTaIus ¥ OTYET
- CocTaBUTh [JIOKYMEHT C ONHWCAaHUEM TMPOBEICHHBIX JCHCTBHUI, BBIABICHHBIX YSA3BUMOCTEH U
MPEAJIOKEHUSIMHU 10 UX YCTPAHEHHUIO.

3amanmne 4.
AHaM3 3TUYECKOTO acmeKkTa TeKymiero ciaydas B CMU, cBs3aHHOTO C HapyIIEHHEM TpaB pH cOOpe TaHHBIX.
PaccmoTpenue u aHaIu3 MOCIEACTBUN U MPEIUIOKEHUH 110 YIYYIICHUIO TPAKTUK cOOpa JaHHBIX.
1. BeiOop u onucanue ciaydas

- Ompenenuts KOHKpeTHBIH ciydail u3 CMU, cBs3aHHBIM ¢ HapylleHHEM MpaB Npu cOope AaHHBIX
(HanmpuMep, yTeuKa JIMYHBIX IaHHBIX, UCIIOJIb30BAHKE MTEPCOHATHLHON HH(POpMaIUK 0€3 COTJIaCHs).
2. AHanu3 3TUYECKUX NPUHIUIIOB

- OueHuTh, KakWe OTHYECKHE HOPMBI M TIpaBa OBUIM HapylIeHbl (HampuMmep, TMpaBO Ha
KOH(HUACHITMATBHOCTD, TPaBO Ha HHGOPMHUPOBAHHOE COTJIACHE).



- PaccMoTpeTs BIusSHUE HA MHIUBUAYYMOB U OOIIIECTBO B IEJIOM.
3. IlocnencTBusa HapyILICHUS TIPaB

- [Ipoananu3upoBaTh KPaTKOCPOUYHBIC U TOJITOCPOYHBIC TIOCTEACTBUS JJI TIOCTPAIABIINX U OpTaHU3aAlNUN
(Hanpumep, TOTepst TOBEpHs, CyIeOHbIC HCKH, PETyTallMOHHBIE TTIOTEPH ).

- OOGcynuTh BIUSHUE HAa OOIIECTBEHHOE BOCTIPUATHE M 3aKOHOJATEILCTBO B 00JIACTH 3aIUTHI JaHHBIX.
4. CpaBHUTENbHBINA aHAJIN3

- ByunTsh, KaK Apyrue opraHu3alfii UiId CTPaHbl PEIIAIOT MOJ00HbBIE MPOOIEeMbl (YCTICIIHbIE MPAKTUKH,
CITydau U3 UCTOPHH).
5. IIpeuioxkenus 1o yay4dieHUIo IPaKTUK

- Pa3zpaboraTh pexoMeHIanuu Uid OpraHu3alui MO YAyYIICHUIO MPakTUK cOopa MaHHBIX (Hampumep,
BHEJPEHUE MTPO3PAYHBIX MMOJIUTUK, PETYISIPHBIC TPEHUHTH ISl COTPYAHHUKOB).

- O6cyauTh HEOOXOUMOCTh YCUIICHUS 3aKOHOJATENIbCTBA U CAMOPETYIUPOBAHUS B chepe 3alUThI JaHHbBIX.
6. 3akitoueHue

- TlogBecTn WTOrM aHanu3a, MOMYEPKHYB BAXKHOCTH COOJIIOJIEHUS ATHUECKHUX CTaHAApTOB IpU cOope
JTAHHBIX.

- OT™MeTUTh HEOOXOIUMOCTH OOIIECTBEHHOT'O KOHTPOJISI U COLIMAIbHOW OTBETCTBEHHOCTH KOMITAHUH.

3aganue 5.
O3HakOMJICHHE C MPUHIUIAMH PabOTHI C JIOTAMH, aHATTN3a M BBISBICHUS BO3MOXKHBIX WHIIUACHTOB H yTPO3
Ha OCHOBE JIOTOB.
1. Coop noros

- OnpeaenuTh UCTOYHUKY JIOTUPOBAHHUS (CEPBEPHI, IPUIIOKEHHUSI, CETEBbIE YCTPOUCTBA).

- Hactpouts nieHTpanpHbiil cOOp JIOTOB JUIsl YIIPOLICHHOTO aHAIHU3a
2. @opMaTUPOBAHUE U HOPMAIM3ALMS JAHHBIX

- O3nakomuThcs ¢ popmaramu soros (Hampumep, JSON, CSV, TekcToBbIie (aiiibr).

- [Ipeo6pazoBaTh gaHHBIC B YHU(DHUITUPOBAHHBINA (DOpMAT /I aHATU3a.
3. AHanu3 JIOroB

- Mcnonp30BaTh MHCTPYMEHTHI JIJIs1 aHAJIU3A JIOTOB.

- OcyuiecTBUTh (PUIBTPAILIMIO U COPTUPOBKY JIOTOB MO BPEMEHHBIM METKaM, YPOBHIO CEPbE3HOCTH M
HUCTOYHHUKY.
4. BeisiBIeHUE aHOMAJIUN

- YcraHoBUTH 0a30BbIe MapaMeTPbl HOPMAILHOTO MTOBECHUS CUCTEMBI.

- UnentudunupoBats OTKIOHEHHS OT HOPMBI (aHOMAJIMU) ITYTEM aHAlM3a MAaTTEPHOB M HCTOPUUIECKUX
JAHHBIX.
5. Onpenenenuie UHIMACHTOB U YTPO3

- Ilpon3BecTy KOJIMYECTBEHHBIM M KAueCTBEHHBIM aHaIU3 COOBITHM NJIs BBISBICHUS MOTEHIHMAIbHBIX
WHIIUJICHTOB.

- OLIEHUTH CEPBE3HOCTD YTPO3 U UX BO3MOKHBIE ITOCIIEICTBHSI.
6. JlokymeHTaIusl U pearupoBaHue

- 3aJOKyMEHTUPOBATh BCE BBISIBIICHHBIE MHIUJEHTHI U MIPEATPUHSITHIE MEPHI.

- Pa3paboTath u BHeIpUTH IJIaH pearupoBanus Ha MHIUACHTHI (IRP).

7. OOpatHas CBsI3b U yIyUllICHUE
- OnenuTh 3¢ (PEKTUBHOCTH TIpoIIECcCca aHAIN3a U pearupOBaHMS.
- BHGI[pI/ITI: HU3MCHCHUS U YIYUHICHUS B ITPOLCCCAX JIOTUPOBAHUA U MOHUTOPUHTIA.

3ananue 6.
[IpumeHeHne HWHCTPYMEHTOB MOHUTOpPHHIA CETH HJs aHalu3a Tpa(uka, BBIABICHUS aHOMAIUN U
(hopMHUPOBaHUS OTYETOB MO OE30MACHOCTH.
1. IToaroToBka OKpyKeHUS

- YcTaHOBHUTE BUPTYaTbHYIO MAIIMHY C OTIEPAIMOHHON CHCTeMOH (pekomMenayercs Linux).

- OGecnieubTe AOCTYI K CETU JJI1 MOHUTOPHUHTA.
2. YcTaHOBKA HHCTPYMEHTOB

- YCTaHOBUTE UHCTPYMEHTHI 11 MOHUTOPUHTA, TAKUE KaK:

- Wireshark nnst ananusa cereBoro tpaduka.



- Snort unu Suricata 11 oOHapyKEHHS U PEAOTBPALLCHUST BTOP>KEHUH.
3. Coop ceteBoro Tpaduka
- 3ammycture Wireshark u Hauynure 3axBar Tpaduka Ha BBIOpaHHOM CETEBOM HHTEpderice.
- ['enepupyiiTe paznudHbIii ceTeBor Tpaduk (Hampumep, BeO-cepduHr, epeaadn (HaiyioB) s aHaIu3a.
4. Ananu3 Tpapuka
- Ucnonwsyiite Wireshark mist dunsTpamnum u ananmsa 3aXBadyeHHBIX JaHHBIX.
- OnpenenuTe MPOTOKOJIbI, UICTOYHUKH U Ha3HaueHHs Tpaduka, a Takke 00bEM mepeiaun JaHHBIX.
5. BersBienue anomanui
- Hactpoiite Snort/Suricata a1 MOHUTOpUHTA TpaduKa U OOHAPYKEHUS TIOJO3PUTEIbHBIX aKTUBHOCTEH.
- Ilpoananu3upyiiTe CreHepupOBaHHBIE OTYETHI O COOBITUSAX JUIS BBISIBICHUS aHOMalIWil (Hampumep,
HeoObIyHbIe [P-anpeca, npeBbIlIeHne HOPM Harpy3KH).
6. dopMupoBaHUE OTYETOB
- IToaroToBsTE OTYET, BKITIOUAFOIITHI:
- Onucanre NpoOBEJEHHOTO aHAIH3a.
- BrisiBeHHBbIC aHOMAIIUU U COOBITHSI OE30MMACHOCTH.
- CKpUHIIOTHI ¥ TpaduKU Ui BU3yaIU3al[UU TaHHBIX.

3aganue 7.
Pa3paborka u mpoBeneHue ompoc st cOopa AaHHBIX O COCTOSHHMM WH(GOPMAIMOHHOW 0€30MacHOCTH B
OpraHu3aliy, aHaIu3 MOJYyYEHHBIX Pe3yIbTaTOB.
1. Onpenenenue Leneit onpoca

- Yetko chopmynupyiTe 1eiau, KOTOpble HEOOX0IUMO JOCTHYb ¢ TOMOIIBIO onpoca. Hampumep, oreHka
YPOBHSI OCBEIOMJICHHOCTH COTPYAHHUKOB O O€30MacCHOCTH.
2. PazpaboTka BOonpocoB

- Cozpnaiite BONPOCHI, KOTOPBIE TOMOTYT HMOJIYYUTh HYXKHYIO HHPOpMaLuio. Bonmpocsl MOTYT OBITH pa3HOTO
THUIA!

- 3aKpbIThIe (C BApHAHTAMHU OTBETOB).
- OTKpBITHIE (1711 CBOOOTHOTO OTBETA).

- Y6enutech, 4TO BOIPOCHI MOHATHBI U JIOTUYHO CBSI3aHBI.
3. Bri0op 1ieneBoit ayiutopun

- Onpenenure, KTo OyAeT y4yacTBOBaTh B OMpoce. ITO MOTYT OBITh pa3Hble Tpymnnbl coTpyaHukos (UT,
aJIMMHHUCTPATUBHBIN TIEPCOHAT U T.11.).
4. IlpoBenenue omnpoca

- Bribepute cioco6 mpoBeneHus (OHIAWH-aHKEThl, HHTEPBBIO) U PACIIPOCTPAHUTE OTPOCHBIN JIUCT CPean
YYaCTHUKOB.

- YcTaHOBHUTE CPOK IS 3aMIOJTHEHUS] aHKEThI, YTOOBI MOJIYYUTh PE3yJIbTaThl B pa3yMHbIE CPOKH.
5. Coop u 00paboTKa JaHHBIX

- Colepurte Bce OTBETHI M MPOBEINUTE UX CTPYKTYPUPOBAHUE.

- Ucnonp3yiiTe CTAaTHCTUYECKUE METO b MJTH MHCTPYMEHTHI JUIS aHAJIN3a JTaHHBIX
6. AHanu3 pe3yJbTaToB

- [Ipoananu3upyiite oay4YeHHBIC JaHHBIC, BBICIUTE KIIFOUYEBBIE MOMEHTHI M TCHCHITHH.
3aganue 8.
Amnanu3s 1 nobleHne 3pPpeKTUBHOCTH TOKYMEHTOO00pOTa B KOMITAaHUH. M3yUeHne TEXHOIOTHil U TOIX0/10B
K o0OecrieueHnt0 nHHOPMAITMOHHOM 0€30MaCHOCTH B JOKYMEHT0000poTe. OlleHKa CYIIECTBYIOIINX MPOIECCOB
JOKYMEHTO000pOoTa B KOMIaHUH. Pa3zpaboTka pekoMeHJaluii M0 MOBBIIICHUI0 YPPEKTUBHOCTH Tpoliecca
JIOKYMEHTOO00O0pOTA.
1. Coop unpopmalyu o TEKyIHUX mporeccax

- M3yuute cymiecTBymomue MpoOLEcchl JOKYMEHTOOOOpoTa B KoMmmaHuu. [IpoBemuTe HHTEpBBIO C
KITIOYEBBIMH COTPYAHUKAMU U COOEPHUTE JOKYMEHTAIIHIO.
2. O1eHKa TeXHOJIOTU U HHCTPYMEHTOB

- Hccnenyiite ucnosnb3yeMble B KOMIIAHMM TEXHOJOTMH U CHUCTEMBI JJIsl JOKYMEHTOO0OOpOTa, a TaKxke
TEXHOJIOTUU o0ecreueHus: 6e30MacHOCTH.
3. Ananu3 nHGOPMAITMOHHON O€30MTaCHOCTH

- Onenure Tekylye Mepbl MO OOeCTeYeHHI0 MH(POPMAIMOHHONW 0€30MacHOCTH B JOKYMEHTO0OOpPOTE:
KOHTPOJIb JIOCTYyNa, I POBaHUE, pe3epPBHOE KOTUPOBAHHE.



4. BeisiBieHHe MPOOJIEM U Y3KUX MECT
- OmnpenenuTe HEAOCTATKU M MPOOJIEMBI B Mpolieccax JOKYMEHTO00O0pOTa, TaKhe KaK 3aJepKKH, OIIUOKH
HWIJIN HEAOCTATOYHAa 3alluTa JaHHBIX.
5. CpaBHUTEIBHBIN aHAIIN3
- IIpoBenuTe cpaBHEHHE C OTPACIECBBIMU CTAHIAPTAMH U JTyYIIUMH PAKTUKAMU, YTOOBI OIPEACTUTD JII00bIE
MpOOEIbI B TEKYLIUX MPOLIEccaXx.
6. Pa3zpaboTka pekoMeHaanui
- Ha ocHoBe mpoBeneHHOro aHanmm3a CPOpMyIHPYHTE PEKOMEHIAIMU TI0 TOBBIMICHUIO 3()h(PEKTUBHOCTH,
BKJTFOUAS:
- ABTOMAaTH3aI1IO MPOLIECCOB.
- O0yueHue COTpyTHUKOB.
- YcoBepieHCTBOBaHHE Mep 0€30M1aCHOCTH.
7. IlonroroBka otuera
- Co3pgaiite oT4er, B KOTOpPOM OyayT H3J0XKEHBI pe3yJbTaThl aHajiN3a, BBISBICHHbIE MNPOOJIEMBbI U
MNpCAJIOKCHHBIC PCKOMCHAAIIUU.

Kpurtepun oneHuBaHus 0T/1€JIbHOT0 NPAKTHKO-OPHEHTHPOBAHHOIO 3a]aHUSA:

Kaxxnoe npakTHKO-OPHEHTHPOBAHHOE 3a/laHME OILICHHWBAaETCS MakcuManbHO 1o 10 0amioB Kaxjoe.
MakcumanbHOE KOJMMYECTBO OayuioB 3a BBIMOJTHEHHUE BCEX MPAKTHKO-OPUEHTHPOBAHHBIX 3aJaHuii — 80
0aoB.

- 9-10 6amI0B BBICTABISIETCS, €CITH O0YYAIONIMIICS: BBITOJHUI 3aJJaHKe B TIOJTHOM 00beMe, CAaMOCTOSITENBLHO,
C COOJTrOIeHNEM HEOOXOAMMOMN TTOCIIEA0BATEIFHOCTH; TPAMOTHO O()OPMHIIT IIPEICTABICHHBIN OTYET;

- 6-8 0aMIOB BHICTABIISICTCS, €CJIM O0YYAIOIIUNACS: BBITIOTHIII 33/JaHUE B TIOJTHOM 00BEME, CAMOCTOSTENHHO, C
COOJTFOZICHHEM HEOOXOJMMOM TOCIIEA0BATEIPHOCTH; TPaMOTHO O(OPMHI TPEICTABICHHBIA OTYET; JaHa
CoJIepKaTeNIbHAs MHTEPIIPETAIIHS MTOJIYUSHHBIX TPU PEIICHUH 33]1a4 Pe3yIbTaTOB; MaTEpPHUAI U3JI0KECH YETKO;
JIOITYCKAIOTCS OTICIIBHBIC JIOTUYECKUE W CTHJIMCTHYCCKHE MOTPEITHOCTH, YBEPCHHO HCIPABICHHBIC IMOCIE
JIOTIOJTHUTEIHHBIX BOIIPOCOB;

- 3-5 Gayya BBICTaBJISETCS, €CIM OOYYAIOIIMNCS: BBIOTHWII 33/JlaHUE B MOJTHOM O0BEMe ¢ COOJII0ICHHEM
HEO0OXOIMMOM TOCIEA0BATEIHHOCTH; TPAMOTHO OGOPMUI MPEACTABICHHBIA OTYET; JaHa COJepiKaTeiabHas
WHTEpIIPETAMs TOJNYYECHHBIX PE3yJbTAaTOB; JOMYCKAIOTCA OTACIbHBIC JIOTHUYECKHE M CTHIIMCTHYCCKHE
MOTPEIIHOCTH; 00YJAIOIIHIICS MOKET UCTIBITHIBATh HEKOTOPHIE 3aTPYIHEHUS B (DOPMYIUPOBKE CYXKICHHIA,

- 0-2 Oamra BBICTABISETCS, €CIM 3aJaHHE HE BBIIOJHEHO WM BBIITOJIHEHO HE B IIOJHOM OOBEME;
O0yJaroIuicsl NPaKTUYECKH HE BJAJEeT TEOPETHUECKUM MaTepHajoM, AOMycKas rpyOble OHIMOKH,
WCIBITHIBACT 3aTPyIHECHUS B (OPMYJIHPOBKE COOCTBEHHBIX CYXKJICHHH, HECIOCOOEH OTBETUTh Ha
JIOTIOTHUTEIHHBIE BOTIPOCHI.

3. MeToauveckne MaTepuaJibl, ONpeae/slue Npoue1ypbl OeHUBAHUS 3HAHUI, YMEHUI, HABHIKOB
U (MJIM) ONBITA 1eATEIbHOCTH, XapPAKTEePU3YIOIIUX 3Tanbl GOPMHUPOBAHUA KOMIIETEH U
[Ipouenyps! olleHUBaHMS BKIIOYAIOT B €05l TEKYILIUNA KOHTPOJIb U IPOMEKYTOUHYIO aTTECTAIHIO.
Texymmii KOHTPOJIb YCIIEBAEMOCTHU MPOBOJIUTCS C UCTIOJIB30BAHNEM OLIEHOUHBIX CPEJCTB, IPEICTABICHHbBIX
B M. 2 JaHHOTO MpPHJIOKEHUA. Pe3ynbTaTbl TEKYIIEro KOHTPOJSI AOBOASTCS JO CBEIEHUS CTYAECHTOB [0
MPOMEKYTOYHOM aTTECTALINH.

[Ipome:xyTouHasi aTTecTALMA IPOBOIUTCS B OpME - 3a4eTa.
3adeT MpOBOAMTCS O PACIIUCAHHIO TPOMEKYTOUYHON aTTecTaluu B ycTHOH hopme. KomraecTBo BOIIpOCOB B
3a4e€THOM 3aJaHuu — 3 (2 TeopeTudyecKkux Bompoca W 1 3amaHue). Pe3ynbTaThl aTTecTalvivl 3aHOCSTCS B
BEJIOMOCTh U 3a4E€THYIO KHIXKKY cTyneHTa. CTyAeHTbI, He MPOLIEANINe MPOMEKYTOUHYIO aTTECTALUIO IO
rpaduKy, TOJDKHBI TUKBUINPOBATD 3a/I0JDKEHHOCTh B YCTAHOBJIIEHHOM MOPSKE.



Mpuiaoxenne 2
METOJUYECKHUE YKA3AHMUS 11O OCBOEHUIO JUCHUITJIMHBI

VY4eOHbIM MJIaHOM NPETYCMOTPEHBI CIIEAYIOIINE BUABI 3aHATHHI:
- JICKIIUH;
- IPaKTUYECKHUE 3aHATUSI.
B Xoze JEKIMOHHBIX 3aHATHH paccMaTPUBAIOTCS OCHOBHBIE MOHATHS B 00JacTH HMH(DOPMAITMOHHO-
aHAJTUTUYECKOW pPabOThl B paMkKax WH(GOPMAIMOHHON O€30MacHOCTH M 3aIIUThl WH(GOPMAIUH, METOJIBI
00paboTKu 1 aHanM3a HHGOPMAIIMU 00 MHITUJECHTAX, BO3SMOXKHBIX YIPO3aX U PUCKAX, TAIOTCS PEKOMEHIAINHI
IUIl CAMOCTOSITENIbHON PaOOThI M MOATOTOBKHU K MPAKTUYECKUM 3aHATHSM.
B Xozie npakTu4ecKkux 3aHATHH YIayOuIstoTCs U 3aKpEeIUIIOTCS 3HAHUS CTYJEHTOB IO PSAY PaCCMOTPEHHBIX
Ha JIEKLUSAX BOIPOCOB, Pa3BUBAIOTCS HABBIKU PEIICHUS 3334 110 MH()OPMAIIMOHHO-aHATUTUYECKON paboTe B
paMkax MHPOPMALMOHHOM Oe30MacHOCTH.
[Tpu mOATOTOBKE K MPAKTUYECKUM 3aHATHAM KaKIbIH CTYICHT JOJKEH:
- U3YYUTh PEKOMEHIOBAHHYIO YUEOHYIO IUTEpaTypy;
- U3YYUTh KOHCIIEKTHI JICKIIHIA;
- 03HAKOMHUTHCS C ONMUCAHUEM IIPAKTUYECKON paboThI;
B mponecce noAroToBKM K MPAaKTHUYECKUM 3aHATUSAM CTYIAEHTHI MOTYT BOCIOJIb30BaThCs KOHCYJIbTALUAMHU
IpernoiaBaTeds.
Bomnpocsl, He paccMOTpeHHBbIE Ha JIEKIUAX U NPAKTUYECKUX 3aHATHSX, JOJDKHBI OBITh N3YyUEHBI CTYJCHTaMU
B XOZIE CaMOCTOATENbHOM paboThl. B xo1e camocTodTenbHON paboThl KX CTYIEHT 00s3aH MPOYUTATh
OCHOBHYIO U, 10 BO3MOKHOCTH, JIOTNIOJHUTEIBHYIO JIUTEPATYPY 110 NU3Yy4aeMOM TEME, AOMOJHUTh KOHCIEKTHI
JeKIUH HEJOCTAIoIMM MAaTepHajoM, BBINMCKAMH M3 PEKOMEHJIOBAHHBIX HWCTOYHHUKOB. BpInenuTh
HETIOHSATHBIC TEPMUHBI U HAUTH MX 3HAUCHHE B YHIUKIIONECAMYECKUX CIIOBAPSX.

JIsi IOATOTOBKHM K 3aHATHSM, TEKYHIEMY KOHTPOJIO M TPOMEXKYTOYHOW aTTECTAIlMH CTYICHTHI MOTYT
BOCIIOJIB30BAaTHCA 3J'I€KTpOHHO-6I/16J'II/IOTe‘IHBIMI/I cucreMaMu. Taxxke 06yqa10H1Hec;1 MOTr'YT B34Tb Ha OOM
HEOOXOIUMYIO JINTEpaTypy Ha aOOHEMEHTE YHUBEPCUTETCKOW OHONIMOTEKH WJIM BOCIIOJIB30BATHCS
YUTAaJIbHBIMU 3aJ1aMU.
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