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1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 | bopMupoBaHrHe KOMIIETGHTHOCTH B  oOJacTH  pa3pa0OTKW  3aIMINEHHBIX  CHCTEM, OTJCIBHBIX  KOMIIOHEHTOB
MHGOPMALIMOHHBIX CUCTEM, C YYETOM TpeOOBaHMI HOPMATUBHO-TEXHMYECKOH U METOIMYECKOW TOKYMEHTallud IO
obecrieueHHIo 0€30MacHOCTH HHOPMAITUH

2. TPEBOBAHMUA K PE3YJIbBTATAM OCBOEHUA JUCHUTIJIMHBI

IIK-3: cnocoben pa3padaTbiBaTh KOMIIOHEHTbI NPOrPAMMHBIX KOMILIEKCOB (B TOM 4ucJe HHTepdelicsl, apaiiBepa,
KOMIWISITOPBI, 3arpy34yMKH, COOPLIMKH, CHUCTeMHbIe YTHJIUTHI) W 0a3 JaHHBIX C HCHOJb30BAHHEM COBPEMEHHBIX
HHCTPYMEHTAJbHBIX CPEJACTB M TEXHOJOIHil MPOrpaMMHUPOBAHUS

IIK-4: cnocoGen ¢opMupoBaTh LeJu U OM3HeC-TPeOOBAHUS, OCYLIECTBJATH MOCTAHOBKY 3a/ay, IUIAHUPOBATH Pa3padoTKy,
OIICHUBATH HAYAJbHYI CTENEHb TPYAHOCTH MW PHUCKH, COCTABJIATL TEXHUYECKOC 3aJjaHue U IA0JIOHBI AOKYMEHTOB
TpeOoBaHMii K MOJCHCTEMaM CHCTEMbI M KOHTPOJb MX KayecTBa (B TOM 4YMcje aTpuOyThbl HaJeKHOCTH, 0e30MaCHOCTH,
YA00CTBA UCTIOJIb30BAHMS)

B pe3yabTaTe 0cBOCHHS TUCHUTIIAHBI 00yYAIOLIUIiCS TOLKEH:

3naTh:

OCHOBBI HH()OPMATUKH U IPOrpaMMUpOBaHusl; (CooTHeceHo ¢ nuaukaropom I1K-3.1)
COBpEMEHHbIE HH(POPMALMOHHBIE TEXHOJIOTHH M BO3MOXKHOCTH MX IIPUMEHEHUs B OM3Hece. (cooTHeceHo ¢ nHaukaropom 11K-4.1)

YMeTh:

UCIIONIb30BaTh COBPEMEHHBIC TEXHOJIOTHU Pa3pabOTKU MPOrPaMMHBIX MPOIYKTOB; (COOTHecCeHO ¢ nHaukaropom [1K-3.2)
WCTIOJIb30BaTh HH)OPMAITMOHHBIE TEXHOJIOTHH JIJISl ONTUMHU3AMH Ou3Heca. (cooTHeceHo ¢ mHauKaropom [1K-4.2)

Bnagernb:

HaBbIKAMU pa3pabOTKH AITOPUTMOB B BHZIE OJIOK-CXEMBI M COCTABICHHS IUIaHA PYYHOTO TECTUPOBAHMS pa3padarbIBacMOro
MPOrPaMMHOTO MTPOIYKTa; (COOTHECEeHO ¢ mHauKaropoM [1K-3.2

HaBBIKaMU A(P()EeKTHBHOrO HCMOIB30BAHUS WH(DOPMAIIMOHHBIX TEXHOJOTUH NIpPH pEeImIeHUH NMPOPEeCcCHOHATBHBIX 3amad. (COOTHECEHO
¢ unaukaropom [1K-4.2)

3. CTPYKTYPA U COAEPKAHUE TUCIUIIJINHBI

Pa3znen 1. TeopeTnueckne BOIPOChl pa3padoTKH NPOrpaMMHOI0 KoAa

Ne HaumenoBanue temsbl / Buj 3ansitus C/elnél;[c;p Yacos Kon:::del:eﬂ- JlutepaTtypa

OCHOBHBIC TIOHATHS, ONpPEACICHUSA W TMPOOJNeMBI B  OOJacTH L1, 1.2, J11.3,

L1 pazpaboTKu 3au11/1u1éH1;1,1x cucteM / Jlex / > 2 |TIK-3, TIK-4 ) JI2.1, 12.2, J12.3,
J12.4, J12.5

OO030p W CpaBHUTENbHBIA aHATU3 CTAHAApPTOB B OOJIACTH 3aLIMUTHI L1, 1.2, 7113,

1.2 HH(OpMaIHOHHbIX crictem / JTek / 5 2 | TK-3,TIK-4 | JI2.1,J12.2, JI2.3,
J12.4,712.5

UccnenoBanne mpuyrH HapymieHWH 0e30MacHOCTH WH(OPMAIMOHHBIX L1, 1.2, 7113,

1.3 crcren / ek / 5 2 | IK-3,TIK-4 | JI2.1,J12.2, J12.3,
J12.4,J12.5

AHanu3 W OIcHKa MH()OPMAIMOHHBIX PHCKOB, YIPO3bl U YSI3BUMOCTH L1, 1.2, JI1.3,

1.4 MHPOPMAITMOHHOH cucteMsl / JIek / ’ > 2 |TK-3, TIK-4 ) JI2.1, 12.2, J12.3,
J12.4, J12.5

CrenpanbHele  METOABl  MOJEIMPOBAHUS,  HUCIOJB3yeMble  MpHU .1, 1.2, 7113,

1.5 pazpaboTke 3amunIEHHBIX cucteM / JIek / ’ 3 2 TIK-3, TIK-4 J12.1,72.2, J12.3,
J12.4,112.5

Metoabl  NpPUHATUS ~ pEUICeHHWH, HCIOAb3yeMble IpPH  BBIOOpE JI.1, JI1.2, JI1.3,

1.6 |>(p(PeKTHBHBIX MPOCKTOB 3allUTHl HH(MOpPMAUU B WHPOPMAIIMOHHOM 5 2 |TIK-3,TIK-4 | JI2.1,J12.2, JI2.3,
cucreme / Jlex / J12.4,J12.5

Texnonorus Data Mining [uis MOIACPKKHA MPHUHATHS PEIICHUA TPU L1, 1.2, JI1.3,

L7 paspaboTke 3auMmEHHBIX cucteM / Jlex / > 2| TK3, T4 JI2.1, J12.2, J12.3,
J12.4, J12.5

. . JI1.1, J11.2, J11.3,

1.8 I:mxﬁgig:;x (C)HLC?:M s K‘jmya“ma”““ pemenuii mpu paspadorke | g 2 |IK-3,[K-4 | J12.1,J12.2, 2.3,
J12.4,112.5

ITepcriexTrBHEIC HampaBIeHHs B 00JacTH pa3pabOTKH 3aIIHIIEHHBIX AL, J11.2, JT1.3,

1.9 5 6 |IK-3,TIK-4 | JI2.1,J12.2,J12.3,
cucrem / Cp / 2.4, 2.5




Paznen 2. [IpakTuka pa3padoTku 3alIHIIIEHHOT0 POrPAMMHOI0 KOJa

Ne HaumenoBanue tembl / Bua 3ansitust C/e:g;lc;p Yacos Kw:ll:;:e“- JlutepaTtypa
dopmanbHbIe MOJENN MPEICTABIICHUS 3aUIIEHHBIX .1, 1.2, 7113,
21 HHGOPMAIMOHHKIX cucTeM. Assembler / JIa6 / 3 2| TK3 T4 JI2.1, J12.2, J12.3,
’ J12.4, J12.5
VHcTpyMeHTabHBIE  CpelcTBa  NPOCKTHpoBaHMA. [ 'paduueckue JI1.1, J11.2, JI1.3,
2.2 |cpencTBa mpeacTaBiieHHsI MPOEKTHBIX perieHuil. Metononorus IDEF / 5 2 |TK-3,1IK-4 | JI2.1,J12.2, JI2.3,
Jlao / J12.4,J12.5
WHcTpyMeHTaBHBIE ~ CpelcTBa  NPOeKTHpoBaHWsA. [ 'paduueckue JI1.1, JI11.2, JI1.3,
2.3 |cpencTBa MpeACTaBICHHS MPOEKTHBIX pemeHnii. Meromomorus DFD / 5 4 |IIK-3,IIK-4 | JI2.1,J12.2, JI2.3,
Jlab / J12.4,J12.5
WHcTpyMeHTanbHBIE  CpeAcTBAa  MpoeKTHpoBaHusA. [ 'paduueckue JI1.1, JI1.2, JI1.3,
2.4 |cpencTtBa MpeACTaBIICHUs MPOEKTHHIX pemieHuid. Meroponorus eEPC 5 4 | IK-3,1IK-4 | JI2.1,J12.2, J12.3,
n UML / JIab / J12.4,J12.5
HHcTpyMeHTaNbHBIE — CpeicTBa  NPOeKTHpoBaHWA. [ 'paduueckue JI1.1, J11.2, JI1.3,
2.5 |cpeactBa  mpeACTaBleHHMsS  NPOEKTHBIX  pelleHuid.  TexHoioruu 5 4 |TIK-3,1IK-4 | JI2.1,J12.2, JI2.3,
CAD/CAE/CAM / Jla6 / J12.4,J12.5
AHanu3 pPHCKOB Tpu pa3paboTKe 3alMIIEHHBIX HHPOPMAMOHHBIX .1, 1.2, 7113,
2.6 cncrem / JTa6 / 5 4 |TK-3,TIK-4 | JI2.1,J12.2, JI2.3,
J12.4,J12.5
JI.1, JI1.2, JI1.3,
2.7 |OcuoBel UML — nuarpaMma BapraHTOB HCIOIb30Banus / J1ab / 5 4 |TIK-3,TIK-4 | JI2.1,J12.2, JI2.3,
J12.4,J12.5
Ucnonb3oBanne  muarpammbl  kimaccoB  UML  nmns onwmcaHus L1, 1.2, 1.3,
2.8 3amuméHHON nHOopMamoHHO! cuctemsl / J1ab / > 4 |TIK-3, TIK-4 | JI2.1, 12.2, J12.3,
J12.4,J12.5
Ucnonp3oBanue  nuarpammsl  nociepoBarenbHoctd UML i L1, 1.2, 1.3,
2.9 A ., 5 4 |TIK-3,TIK-4 | JI2.1,J12.2, JI2.3,
OTMCAHUS 3aIUIIEHHON HHPOPMAIMOHHOM crucTeMbl / JIab /
J12.4,J12.5
Pasnen 3. Teopernyeckne BONPOCHI CO3aHUS MPOEKTA 3aLUIIIEHHBIX CHCTEM
Ne HaumenoBanue Temsl / Bun 3ansatus C/elng;lc;p Yacos Kow:;e:en- JlutepaTtypa
[IpopaboTka  JIEKIMOHHOTO  Marepuaia. OCHOBHBIE  TOHSTHS, JI1.1, JI1.2, JI1.3,
3.1 |ompeneneHnss W mpoOieMBl B 007acTH pa3pabOTKH  3aIUIIEHHBIX 5 18 | IIK-3,1IK-4 | JI2.1,J12.2,J12.3,
cucrem / Cp / J12.4,J12.5
O030p W CpaBHUTENBHBIA aHATW3 CTAaHJAPTOB B OOJIACTH 3alIHTHI .1, JI1.2, 7113,
3.2 unopmarmonmbix crcten / Cp / 5 18 | IIK-3, IIK-4 | JI2.1,J12.2,J12.3,
J12.4, J12.5
Uccnenoanue MIPUYXH HapyIlIeHu’ 0e30MacHOCTH L1, 1.2, 1.3,
33 nHopmarmonHbix cricten / Cp / 5 18 | IIK-3, 1IK-4 | JI2.1,J12.2, JI2.3,
J12.4,J12.5
JI1.1, JI1.2, JI1.3,
34 | /3auér/ 5 0 |IK-3,TIK-4 | Ji2.1,J12.2,J12.3,
J12.4,J12.5

4. ®OH/JI OLIEHOYHBIX CPEJICTB

CrpykTypa U conepkanne (oHHA OLECHOYHBIX CPEACTB JUIS MPOBEICHUS TEKYIIEH M NPOMEXYTOUHOH aTTecTaluH IIPEACTABICHBI
[Ipunoxennn 1 k pabodeii mporpaMMe AUCIATUINHEIL.

5. YAEBHO-METOJNYECKOE 1 THO®OOPMAIIMOHHOE OBECIIEYEHHUE JUCHUITIJINHBI

5.1. OcHoBHasi 1uTEpPaTypa

ABTOpBI, 3arnasue WznarenscTBo, roa Konug-Bo
JI1.1 | TonukoB A. M. Samura vHGOpMaKHU B HHPOKOMMYHUKAMOHHBIX | ToMmck: ToMcKuit https://biblioclub.ru/inde
cHCTeMax U CeTsIX: yueOHoe mocodue rOCyIapCTBEHHBIN x.php?
YHUBEPCHUTET CUCTEM page=book&id=480637
yIpaBIeHus U HEOTPaHMYEHHBIH
panuosnexTpoHuky, 2015 TOCTYT ISt
3aperHCTPUPOBAHHEIX

TOJIE30BaTENEeH




ABTODBI, 3arnaBue H3parenscTBO, 1O Komnnu-Bo
JI1.2  [JIucsx, B. B. Pa3paboTka HH(MOPMAIIMOHHBIX CUCTEM: yueOHOE Pocros-na-/lony, https://www.iprbooksho
rocobue Taranpor: U3garenscTtBo p.ru/95818.html
IOxHoOrO0 denepanbHoOro HEOTPAHIYCHHbIH
yHuBepcureta, 2019 JOCTYII I
3aperucTPUpPOBaHHBIX
T0JIb30Baresnen
JI1.3 | Pak, 1. 11, OcHOBBI pa3paboTKH HHGOPMAIIMOHHBIX CUCTEM: Tam60B: TamG0OBCKHIT https://www.iprbooksho
Ilnaréukun, A. B., y4ebHoe mocodne rOCYIapCTBEHHBIN p-ru/85939.html
Tepexos, A. B. TeXHUYECKUAN HEOTpaHUYEHHBIN
ynuBepcuret, 95C ACB, AOCTYIT ATt
2017 3apErHCTPUPOBAHHBIX
ToJI30BaTeei
5.2. JlonoJHUTe/NbHAS JIHTEPATYPa
ABTODBI, 3araBue UzparenscTBO, TON Komnu-Bo
JI2.1 |[Twuros A. A. HHxeHepHO-TeXHIYECKas 3alllUTa HHPOPMAITHH: Tomck: Tomckuit https://biblioclub.ru/inde
yueGHOe ocodue rOCYapCTBEHHBIH x.php?
YHUBEPCUTET CUCTEM page=book&id=208567
yIpaBleHus 1 HEOIPaHUYCHHBII
panuodaexTponuky, 2010 AOCTYIl L
3apETHCTPUPOBAHHBIX
T10JIb30Baresnen
JI2.2 [ Csunapes H. A., WHCTpYMEHTATBHBINA KOHTPOJIb U 3all[UTa Boponex: Boponexckuit https://biblioclub.ru/inde
Jlankus O. B., nHpOpMauK: yuyeOHoe mocodue rOCYAapCTBEHHBIN x.php?
ﬂaHI/IJ'IKI/IH A. H., YHUBEPCUTET HHKEHEPHBIX page=b00k&1d=255905
[Torexeuxnii C. B., TexHonorui, 2013 HEOrPaHHYCHHBIH
[epetokun O. 1. JOCTYI JUIs
3aperucTPUpPOBaHHBIX
T10JIb30Baresnen
123 NH)OpMALHOHHBIE CHCTEMBI U TEXHOJIOTHU: Opein: 'ocynusepcuTer - https://biblioclub.ru/inde
XKypHall VHIIK, 2015 x.php?
page=book&id=446338
HEOTpaHUYEHHBIN
JOCTYII JUTst
3apErHCTPUPOBAHHBIX
oJIb30Bareseit
J12.4 [TomukoB A. M. 3amuTa HHPOPMAIIUHU OT YTECUKH 10 TEXHUIESCKUM Tomck: Tomckuit https://biblioclub.ru/inde
KaHaTaM: yaeOHoe mocodue rOCYapCTBEHHBIH x.php?
YHUBEPCUTET CUCTEM page=book&id=480636
yIpaBleHus 1 HEOIPaHUYCHHBIN
panuodaexTpoHuky, 2015 AOCTYIl 1t
3apETHCTPUPOBAHHBIX
T10JIb30Baresnen
J12.5 BUT. buznec & NHpopMaOHHBIC TEXHOIOTHH: Mockasa: [ToioxeBen u https://biblioclub.ru/inde
KypHAT naptHepsl, 2018 x.php?
page=book&id=562403
HEOIpPaHWYCHHBIH
JOCTYII JUTS
3aperucTPUpPOBAHHBIX
T0JIb30Barenen

5.3 IlpodeccuonanbHbIe 0a3bl JAHHBIX U MH(POPMANIMOHHBbIE CIIPABOYHbIE CHCTEMBI

OCTOK PD/fstec.ru
O6pazoBarensHbIH mopTai "OCHOBHI IpOrpaMMIpOBaHus Ha si3pikax Cu u C++ it HaunHatomux" - http://cppstudio.com/
Koncynbrant +

5.4. IlepeyeHb NpOrpaMMHOro odecrnev4eHust

Onepanuonnas cucrema PEJI OC
Assembler

5.5. YueOHO-MeTOAMYECKHE MATePHAJIbI 1151 CTYJIEHTOB ¢ OrPAHMYeHHbIMHU BO3MOKHOCTSIMHU 310POBbS

Ilpn HEOOXOAMMOCTH MO 3aiBICHHIO OOYYAIOMIETOCS C OTPaHWYCHHBIMH BO3MOXHOCTSMH 37I0pPOBBSI  y4eOHO-METOIUYECKHE
MaTepHaIbl MPEAOCTABIAIOTCA B (OpPMax, agaNTHPOBAHHBIX K OTPAHWYICHUSIM 3/0pPOBbS M BOCHpHATHS WHpopMmarmu. [ns mmi c
HapyLIeHUsIMUA 3peHus: B (opMme aynuodaiina; B medarHOH (opMme yBemHUeHHBIM mIpudToM. s TUL ¢ HapyLIIEHUSIMH CIyXa: B
(opMe 3NIEKTPOHHOTO JOKYMEHTa; B ITedarHoi Qopme. [lns JHIl ¢ HapymIEHHSIMH OIOpPHO-ABUIATENBHOrO amnmapara: B (opme
3NIEKTPOHHOTO TOKYMEHTa; B TIeYaTHOH (opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIJINHBI

ITomemenus Ui BceX BUAOB pabOT, MPEXyCMOTPEHHBIX y4eOHBIM IUIAHOM, YKOMIUIEKTOBAHBI HEOOXOAMMOH CHEenHann3UpOBaHHOMN




yueOHOI MeOeNbIo U TEXHUYECKUMH CPEICTBaMU 00yUeHUS:

- CTOJIBI, CTYJIBS;

- IEPCOHAITBHBIN KOMITBIOTEP / HOYTOYK (TIEPEeHOCHOI);

- IPOEKTOP;

- 9KpaH / HHTEepaKTUBHas J10CKa.

JlaboparopHble 3aHATHS HPOBOAATCS B KOMIBIOTEPHBIX Kilaccax, pabouMe MecTa B KOTOPBIX 00OpYyJOBaHBI HEOOXOIMMBIMHU
JIMLEH3WOHHBIMY H/MJIHA CBOOOTHO PacIpOCTPAaHIEMBIMH IIPOTPAMMHBIMH CPEICTBAMHU M BBIXOJIOM B IHTEpHET.

7. METOAUYECKHUE YKA3AHUSA JJIS1 OBYJAIOIIUXCS IO OCBOEHHUIO JTUCITUITJINHBI

Mertoarueckne yKa3aHUs 10 OCBOCHHIO UCIMILIMHEI IPEACTaBIICHEI B [Ipunoxkennn 2 k pabodel mporpaMMe JUCIATLUIAHEL.




IIpunoxenne 1

®OHJ OHEHOYHbIX CPEACTB
1 Onucanue noxkasartesieil 1 KpUTepreB OLEHUBAHUS KOMIIETEHIMI HA PA3JIMYHBIX ITanax ux
(opMupoBaHusi, onNucaHHe HIKAJ OLleHUBAHUSA
1.1 Iloka3zaTesnu U KpUTEPUH OLIEHUBAHUS KOMIIETEHIIMNI!

3VH, cocrassolye
KOMIICTEHIIHIO

Tloka3aTenn orleHUBaHUSI

Kputepuu onieHuBanus

Cpencrna

OLICHUBAHUS

IIK-3 - cnocoden pa3padaTbiBaTh KOMIIOHEHTHI POrPAMMHBIX KOMILIEKCOB (B TOM 4unciie uHTepdeiicsl, ApaiiBepa,
KOMIIMJISITOPBI, 3arPY34MKH, COOPLIUKH, CHCTEMHbIE YTHJIMTBI) H 0a3 JaHHBIX € HCII0JIb30BaHHEM COBPeMEeHHbIX
HHCTPYMEHTAJIbHBIX CPEJACTB H TEXHOJIOIHil NIPOrpaMMHPOBAHMS

3. OCHOBBI HH(POPMATHKH
U TIPOTPaMMHPOBAHHS

3HAeT MPOrpaMMHBIE CPEACTBA
CHUCTEMHOTO0, MIPUKIIAHOTO 1
CHENUaIbHOTO Ha3HAYCHUS,
MHCTPYMEHTAJIbHBIE CPE/ICTBA,
SI3BIKH M CUICTEMBI
NPOTrpaMMHUPOBAHUS TIPU
HOJTrOTOBKE K OIPOCY U 3a4eTy

c(hopMHpOBaBIIIEeCs] CUCTEMATHYECKOE
3HAHHME MPOTPAMMHBIX CPEICTB
CHCTEMHOTO, TPUKJIAJTHOTO U
CHENUAITEHOTO Ha3HAYCHUS,
HHCTPYMEHTAIBHBIX CPEJCTB, SI3BIKOB U
CHCTEM MPOrPaMMHUPOBAHUS TIPU OTBETE
Ha BOMPOCKI OTpOCa M 3a4eTa

O (Bompocsr 1-
60),
3 (Bompocs! 1-
60)

V. ucroap30BaTh
COBpEMEHHBIE
TEXHOJIOTHH Pa3paboTKU
MPOTPaMMHBIX
MIPOAYKTOB

HCIIOJIb3YET IPOrpaMMHbIE
CpEeACTBa CUCTEMHOIO,
MPUKIAJHOTO U CIIEHHUAIIBHOTO
HAa3HAYCHUS, HHCTPYMEHTAJIbHBIC
CpEACTBA, A3BIKU U CUCTEMBI
MIPOrpaMMHUPOBAHUS IIPU
BBITIOJTHEHUH JTA00PATOPHBIX U
MPaKTUKO-OPUEHTUPOBAHHBIX
3aJJaHuM

c(hopMHUPOBaABLIEECS] CUCTEMATHUECKOE
YMEHHE UCIIOJIB30BaHMsI MPOTPAMMHBIX
CPEJICTB CUCTEMHOTO, PUKJIAJHOTO U
CHEUATBHOrO Ha3HAYCHMUS],
WHCTPYMEHTANIBHBIX CPEJCTB, A3BIKOB U
CHCTEM IMPOrPaMMHUPOBAHUS IPU
BBITIOJTHEHUH JTAOOPATOPHBIX U
MIPAKTUKO-OPUEHTHPOBAHHBIX 3aJaHUI

JI3 (JI3 1- JI3
9);

I1033 (3amanue
1-6)

B HaBbIkamMu pazpaboTku
AITOPUTMOB B BUJIE OJI0K-
CXEMBI U COCTABIICHUS
IUIaHA PYyYHOTO
TECTUPOBAHUS
pa3pabaTbsiBaeMoro
HPOrPaMMHOTO MPOIYKTa

BIIJICET HABBIKAMU MPUMEHEHUS
MIPOTPaAaMMHBIX CPEJICTB
CHUCTEMHOTO, IIPUKJIATHOTO U
CIIELMAJILHOIO Ha3HAYEHHS,
MHCTPYMEHTAIBHBIX CPE/ICTB,
SI3BIKOB M CUCTEM
MPOrPaMMHUPOBAHUS TIPU
BBITIOJTHCHUH JIA0OPATOPHBIX U
MPaKTUKO-OPUEHTUPOBAHHBIX
3alaHUH

copMHUpOBaBILICECs] CUCTEMATHUECKOES
BJIaACHNUEC HABbIKaMU NPUMCHCHUA
OPOrPaMMHBIX CPEICTB CUCTEMHOTO,
MPHUKJIQJHOTO U CIICIHATEHOTO
Ha3HAa4UCHUA, MHCTPYMCHTAJIbHBIX
CPEJICTB, SI3BIKOB U CHCTEM
pOrpPaMMHPOBAHHS TIPH BBITTOJTHEHUN
J1a0OPATOPHBIX U MTPAKTHKO-
OPUCHTUPOBAHHBIX SaIlaHI/Iﬁ

JI3 (JI3 1-JI3
9);

11033 (3amanme
1-6)

IIK-4 — cnoco6en ¢gopMUpOBATH 1eJIU U OM3HeC-TPeOOBAHMSA, OCYLIECTBJSTH MOCTAHOBKY 33/1a4, IVIAHUPOBATH
pa3padoTKy, OLlEeHNBATh HAYAJIbHYIO CTeNleHb TPYAHOCTH U PUCKH, COCTABJIATH TEXHUYECKOE 3a/laHNe U IA0JIOHBI
AOKYMEHTOB TPe0OBaHUI K MOACHCTEMAaM CHCTeMbI M KOHTPOJIb UX KayecTBa (B TOM 4HcJje ATpUOyThl HA1e:KHOCTH,
0€30MaCHOCTH, Y100CTBA HCI0JIb30BAHHSA)

3. COBpEMEHHBIE
MH(QOPMAIIIOHHbIE
TEXHOJIOTHH U
BO3MOKHOCTH UX

3HACT COBPCMCHHBIC
HH(l)OpMaLIHOHHBIe TCXHOJOI'u U
BO3MOKHOCTH X IPUMCHCHHS B

Ou3HECe MPH MOATOTOBKE K OIIPOCY

C(i)OpMI/IpOBaBII_IeeCSI CHUCTEMATHYCCKOC

3HAHNEC COBPECMCHHbBIX I/IH(I)OpMaI_II/IOHHLIX

TEXHOJIOTHHU U BO3MOKHOCTEHN UX
[MpUMEHEHUs B OM3HECEe NIPU OTBETE Ha

O (Bompocksr 1-
60),
3 (Bompocsl 1-
60)

NpUMEHEHUs B OM3HECE M 3a4eTy BOIIPOCHI OIIPOCaA U 3a4eTa

V. ucnonp3oBaTh Vcnons3yet nHGOPMALTMOHHBIEKOPPEKTHOCTD UCITIOJIb30BaHMUS JI3 (JI3 1-JI3 9);
UHQOPMaIIOHHEIE TEXHOJIOTHH UL ONTHMU3AIMUMHPOPMAITMOHHBIX TEXHOJIOTUH ISt [1033 (3amanue
TEXHOJIOTHH IS OunsHeca npu BBINIOJIHCHUUONITUMH3AIIMY OU3Heca Mpu BbIoTHeHNH (1-6)

OIITUMHU3all1 Oou3Heca

na0opaTopHBIX U
OpMEHTHPOBAHHBIX 3aJaHUI

MMPAKTHUKOA

a0opaTOPHBIX U MPAKTHUKO-
OpHEHTHPOBAHHBIX 3aJaHUI

B. naBbikamu
a¢pdexTrBHOTO
UCIIOJIb30BaHUS
UHQOPMAITMOHHBIX
TEXHOJIOTUH ITPU
peleHnn
pohecCHOHANTBHBIX
3aj1a4

BJIaJieeT HaBbIKaMH AP PEKTUBHOTO
WCIIOJIb30BaHHsT MH(POPMAIIMOHHBIX

TEXHOJIOTHIA TPH BBIMOJHEHUN
71a00PAaTOPHBIX U MTPAKTHKO-
OPHUECHTUPOBAHHBIX SallaHI/II‘/‘I

c(hopMHpOBaBIIIeeCs] CUCTEMATHUECKOE
BJIaJIcHHE HaBbIKaM# 3P PEKTUBHOTO
MCIIOJIb30BaHMs UH(POPMAIIMOHHBIX
TEXHOJIOTHI TIPH BBITIOJIHEHHN
Ta0OpaTOPHBIX U TIPAKTUKO-
OpUEHTUPOBAHHBIX 3aJaHUI

JI3 (JI3 1- JI3 9);
1033 (3amanne
1-6)




O — onpoc, JI3 — nabopamopnvie 3adanus, 11033 - npaxmuxo-opuenmuposantvle 3a0anus K 3avemy, 3-
80NPOCHL K 3auemy.

1.2 IIIkajael OLICHUBAHUS:

Texkymuii KOHTpPOJIb YCIEBAEMOCTH M NPOMEXKYTOYHAsT aTTECTallMsl OCYUIECTBISETCS B paMKax
HaKOIHUTEJIbHON OAJITbHO-PEUTUHTOBOM cucTeMbl B 100-0aibHOM 1IKare.

- 50-100 6amoB (3auer);

- 0-49 6amoB (He 3a4erT).

2 TunoBble KOHTPOJbHbIE 3/IaHUSl WM HMHbIE MATepPHAJIbl, HEOOXOAMMBbIe /Jisi OLEHKH 3HAHMIN,
YMeHHUii, HABBIKOB M (WJIM) ONBbITA AeSATeJbHOCTH, XapaKTePU3YIIIUX 3Tanbl (OPMUPOBAHUS
KOMIIeTeHIHIi B Mpolecce 0CBOCHNUsI 00Pa30BaTeJbHOI NMPOrPpaMMbl

BOHpOCLI K 3a49€Ty

. OcHOBHOE OTIIMYME BUPYCA OT JIFOOOr0 APYroro NporpaMMHOro Koja

. OCHOBHBIE CBOMCTBA BUpYCa, ONPEAEISIOIINE €ro KUBYIECTh

. XapaKTepUCTHKN KOMITBIOTEPHOTO BUPYCA, COOTBETCTBYIOIIUE XapaKTEPUCTHUKAM OMOJIOTHIECKOTO
. Cpena pyHKIMOHNPOBAHUS KOMIIBIOTEPHOTO BUpYyCa

. Meronbl BHEeApEHMsI BUpYCca B 00BEKTHI MH(POPMALIMOHHON CUCTEMBI

. Knaccugukanus BupycoB 1o oobekram 3apaxeHus

. Onpenienenue cBOICTBa pe3UIETHOCTU BUpYca

. [lonsstue MBR 1 ee poinb B pacnpocTpaHEHUU BUPYCOB

. MeTo 1l MacCKHpPOBKU KOMIIBIOTEPHBIX BUPYCOB

10. CBo#CTBO MOIUMOP(PHOCTH KOMIBIOTEPHBIX BUPYCOB

11. HegocTatku momuMop(HBIX BUPYCOB

12. JlocTOMHCTBA MOJUMOP(HBIX BUPYCOB

13. Onpenenenue Stealth-BupycoB 1 MX OCHOBHEIE CBOHCTBA

14. Henocratku Stealth- Bupycos

15. Nocrounctaa Stealth-Bupycos

16. Ilonsarue nepexsata pynkuuii OC, kak anropurma paboTsl BUPYCOB

17. Knaccudukanus TpoSTHCKHX IPOTpaMm

18. Cpena pacrpocTpaHeHHsI KOMIIBIOTEPHBIX YEpBEM

19. Ocobennoctu GyHKIIMOHUPOBAHUS SKCIIJIOUTOB.

20. MeTob! 0OHapy>KEHHsI BUPYCHOW MHBA3UU

21. IlpusHaku 3apakeHuss THGOPMAITMOHHON CHCTEMBI

22. TIpu3HaKy 3apakeHus UCIIOIHAEMBIX (paitinoB

23. Ilpu3Haku 3apa’keHusl HEUCHOIHAEMBIX (ailioB

24. JIoCTOMHCTBA CUTHATYPHBIX METOJI0B OOHAPYKEHUS BUPYCOB

25. HenocTtaTku CUTHATYpHBIX METOZ0B OOHAPYXEHUS BUPYCOB

26. JIOCTOMHCTBA HE CUTHATYPHBIX METOJI0B OOHAPY)KEHUS BUPYCOB

27. HenocTaTku He CUTHATYPHBIX METOJI0B OOHAPYKEHHS BUPYCOB

28. Tun BUPYyCOB, UMEIOIINN MaKCUMaIbHYIO HH()ULIMPYIOIIYIO CTIOCOOHOCTb
29. OmnpefienieHre CTaTUYECKOT0 METOIa aHAJIM3a UCTIOJIHSIEMOTO KO/Ia

30. Onpenenenne TMHaAMUYECKOTO METO/Ia aHAJIM3a UCIIOJIHIEMOI 0 KOAa

31. ITapameTpbl BO3/1€HCTBUS CETEBOM aTaky Ha BHEIIHUN MTEPUMETP UHPOPMAIIMOHHOM CHCTEMBI
32. [TapameTpsl BO3/IeCTBUS CETEBOM aTaku Ha BHYTPEHHUH MEPUMETP HH(POPMAIIMOHHON CUCTEMBI
33. Dramnsl IpOBEIECHUS CETEBOU aTaku

34. Onpeznenenue caMmoro CJI0XHOIO [0 peajl3aliy dTana CeTeBOM aTaku
35. Llenu ceTeBOM yaaJeHHON aTaKu

36. Meroabl aHanmM3a aTaKyeMoro ysia

37. Knaccudukanus yaaJeHHBIX aTakK 0 YPOBHIO BO3JICUCTBUS HA aTaKyeMbIe OOBEKTHI
38. CymHocts ataku tuna Sniffing

39. CymHocts ataku Tuna Spoofing

40. OcHoBHBIE MPOOIEMBI IPU peain3alliy aTaku Thna Spoofing

41. Cymnocts ataku Tuna Hijacking
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42. OcHoBHBIE ITPOOJIEMBI IPU TpoBeeHNH aTaky Tuna Hijacking

43. Knaccudukanms atak tuna Mabekmms

44. OcHOBHbIE TPUYUHBI BOBMOXXHOCTH MPOBEJICHU aTaku Thna MHbekuus
45. Anroput™ noBeAeHUs ataky Tuna MHbeKIMs Ha CKPUNT-KOIbI

46. AnroputMm npoBeneHus ataku tuna SQL-uHbekius

47. Knaccudukanus XSS aTak

48. Otnuuns Mexa1y XpaHUMOW U BpeMeHHOM XSS arakamu

49. Ilonstus u cymuoctb Flood-araku

50. Pazimuuus mexay DoS u DDoS arakamu

51. Metoab! mpoBenenust DNS-atak

52. Cymaocts ataku ICMP-¢gayn (Smurf)

53. Cymoctb araku UDP-duyn (Fraggle)

54. OcoOEHHOCTH MPOBEACHUS aTAaKH IO IEPETIOTHEHHIO Oydepa

55. CymnHoctb ataku SYN-dya

56. Metonb! ipoBenieHust araku BruteForce

57. YcnoBus ycrnenrHoro mposeaeHus atak tuna DoS/DDoS/Flood

58. IIpu4rHbBI aKTyaTbHOCTH CETEBBIX YIAICHHBIX aTaK

59. CymHoCTh aKTUBHOT'O CKaHUPOBAHUS aTaKyeMOIr'0o CETEBOr0 pecypca
60. CymniHOCTh MACCUBHOTO CKAHUPOBAHUS aTaKyeMOIr'0 CETEBOr0 pecypca

IIpakTHKO-OPpHEHTHPOBAHHBIE 33IaHNSI K 3a4eTy

3ananue 1 3agansl: - koruutuBHas kapta G(V, W), rae V - MHOecTBO BepiiuH (pakTopoB cutyanuu), W -
MaTpHIla CMEKHOCTH; - MHOXECTBO {Z1, ..., Zn} mKan Bcex (aKkTOPOB CHTYallUH; - HAYaIbHOE COCTOSHUE
curyarn X(0)=(x1(0), ..., xn(0)); - HauanbHBIH BekTOp MpupaiicHuii pakropos cutyarmu P(0)=(p1(0),...,
pn(0)). HeoOxoammo Haiitu cocrostaus cutyauu X(1), ..., X(n) u Bekropsl npupamenuii P(1), ... , P(n) B
MocieloBaTeIbHbIe TUCKPETHbIE MOMEHTHI Bpemenu {1, ... , n}, rne n=|| V || s Toro, 4ro0bl BIUSHUE
HCXOJTHOTO BO3MYIIICHUS MOTJIO JOCTUYh BCEX BEPIIHH.

3ananue 2 Mcmnosib3ys mporpaMMHOE oOecreueHue Jisi CKAaHMPOBAHHS CETeH, ONpeAeNuTh YA3BUMOCTU
XOCTa.

3ananue 3 Co3nath 3aMIIEHHOE COSTMHEHUS C MPUMEHEHHEM JTOCTYITHOT'O MMPOTPAMMHOTO 00ECTIeUeHUSI.
3amanue 4 - Pazpabotath MOJIEh TOTCHITMAIBHBIX YTPO3.

3ananue 5 Mcnonbs3ysl OJHY U3 CTaHIAPTHBIX METOAMK MPOBECTH OIIEHKY PUCKOB M COPMHUPOBATH Ha €&
OCHOBE CIHCOK aKTYaJIbHBIX YTPO3.

3ananue 6 Pa3paboraTh 0JHY U3 MOJUTHUK O€30MaCHOCTH JJISl JTAaHHOTO OOBEKTA.

3ayeTHOE 3a/laHuE BKJIIOYAeT 2 TEeOpeTHUYecKHX Bompoca (pasznen «Bompockl k 3adeTy») M 1 HMpakTHKO-
OpUEHTHPOBaHHOE 3a/aHue (hopMupyeTcs U3 MepedHs 3aJaHuil, npeacTaBIeHHbIX B pazzene «lIpaktuxo-
OPHEHTUPOBAHHBIC 3aJIaHU K 3aUEeTY»).

Kpurepun onenuBanus:
MakcumanbHOE€ KOJIM4eCTBO OayioB 3a 3adetHoe 3amanue — 100 (30 GayutoB MakCMMalbHO 3a KaKIIbId
TeopeTuyeckuii Bonpoc, 40 6as0B MaKCUMAaIbHO 32 MPAKTUKO-OPUEHTUPOBAHHOE 3a[aHUE).

Kpumepuu oyenusanus 00Ho20 meopemuyecko2o 60npoca:

1 25-30 OGamoB  BBICTABISIETCS  CTYASHTY, €CIH M3JIOKCHHBIH MaTepuan (HaKTHYeCKH BepeH,
MPOJEMOHCTPUPOBAHBI TJIyOOKHME HCUEPIIBIBAIONIME 3HAHUS B O0beMe NpOIIEeHHOH NporpaMMbl B
COOTBETCTBHH C TIOCTABIIEHHBIMHU IPOTPaMMON Kypca LEISIMA U 33/1a4aMi 00y4YeHHS, U3JI0KEHHUE MaTepraa
IIPU OTBETE - TPAMOTHOE U JIOTHYECKH CTPOIHHOE;

2 20-24 GamioB BBICTABISIETCS CTYACHTY, €CIU IMPOJASMOHCTPHPOBAHBI TBEPIBIE M JOCTATOYHO TOJIHBIC
3HaHUS B 00bEeMe MPOIIEHHON MPOTrpaMMbl JTUCHMIIMHBI B COOTBETCTBHH C LEIIMU OOyUeHHSI; MaTepua
U3JI0KEH JJOCTATOYHO ITOJTHO C OT/AEIbHBIMH JOTMYECKHUMHU U CTUIMCTUYECKUMHU MOTPELTHOCTIMH;



3 15-19 OamoB BBICTABISAETCS CTYAEHTY, €CIIM MPOJAEMOHCTPUPOBAHBI TBEpIblE 3HAHUSA B OOBEME
MPONUJIEHHOTO Kypca B COOTBETCTBUE C LIETISIMU O0YUYEHUsI, OTBET COJEPKUT OTIENIbHbIE OIUOKU, YBEPEHHO
UCTPABJICHHBIE TIOCIIE JONOIHUTEIBHBIX BOIIPOCOB;

4 0-14 Ganna BBICTaBISAETCS CTYACHTY, €CJIM OTBETHI HE CBSI3aHBI C BOMPOCAMHU, JOIMYIICHBI TPyObIe OMIMOKH
B OTBETE, MPOJEMOHCTPUPOBAHBI HEMOHWMAHHE CYIIHOCTH H3JIaraéMOro BOIPOCA, HEYBEPEHHOCTb H
HETOYHOCTb OTBETOB Ha JIOMOJHUTENIbHBIE U HABOSIINE BOIPOCHI.

Kpumepuu oyenusanus npaxmuxo-opueHmupo8aHHo2o 3a0anusL:

1. 35-40 OGamnoB BBICTABISETCSA, €CIM 3aJaHHE PEIICHO TIOJHOCTBIO, B MPEACTABICHHOM pPEIICHUH
00OCHOBAHHO IOJTyYEHBI IPABUIIbHBIC OTBETHI.

2. 25-34 Oamnma BBICTABISIETCS, €CIHM 3aJlaHUE PEIICHO IOJHOCThIO, HO TMPU OTBETE JIOMYIICHBI
HE3HAYUTEIIbHBIC OLTHOKH.

3. 11-24 6ana BBICTaBIISICTCS, €CITU 3aJJaHKUE PEIICHO YaCTHYHO.

4. 0-10 Gayu1oB BBICTABIISIETCS, €CIIHM PEIICHHE HEBEPHO WM OTCYTCTBYET.

WtoroBsiii pe3ynbrar (GOPMHUPYETCS U3 CYMMBI HaOpaHHBIX 0aUIOB 32 BBIIOJIHCHHE 3a4E€THOTO 3ajIaHus U
COOTBETCTBYET IIKaJIE:

1.50-100 6amioB (3a4TeHO);

2. 0-49 GanoB (HE 3a4TCHO).

JlabopaTopHble 3a1aHus

Pa3nea 2 «IIpakTnka pa3paGoTky 3alUIIIEHHOT0 IPOrPAMMHOI0 KO/Ia».

JlaGopatopnoe 3aganue 1 dopManbHble MOJEIU MPEICTABICHUS 3ALUIIEHHBIX NHPOPMALMOHHBIX CUCTEM.
Assembler

JlaGopatopHoe 3amanue 2 HHcTpyMeHTadbHblE CpeacTBa HpoekThpoBaHus. ['paduueckue cpencta
IIPEACTABIICHUS IPOEKTHBIX pewmeHnii. Merononorus IDEF

JlaGopatopHoe 3amanue 3 VHcTpyMeHTalbHblE CpeACTBa NpPOEKTHpoBaHUS. ['paduueckue cpeacrsa
IIPEACTABIICHUS IPOEKTHBIX peweHnii. Merononorus DFD.

JlaGopatopHoe 3amanue 4 WHHCTpyMeHTaJbHblE CpeICTBa NpoekTHpoBaHus. ['paduueckue cpencrsa
Ipe/icTaBIeHUsI TPOEKTHBIX pemeHuid. Meronomnorus eEPC u UML.

JlaGopatopHoe 3amanue S5 VHCTpyMeHTalbHblE CpEACTBa NPOEKTHpoBaHUA. ['paduueckue cpeacrsa
npejcTaBieHus MpoekTHbIX perreHuii. Texnonoruu CAD/CAE/CAM.

JlaGopaTopHoe 3a1anue 6 AHaINU3 PUCKOB IIpU pa3paboTKe 3alUIIEHHBIX HHPOPMALIMOHHBIX CHCTEM.
Jlaboparopnoe 3ananue 7 OcaoBsl UML — quarpaMMa BapuaHTOB UCTIOJIB30BAHMS.

Jlaboparopnoe 3amanue 8 lcmonb3zoBanue mauarpammbl kiaaccoB UML s ommcaHus 3aniuin€HHON
MH(OPMALIOHHON CUCTEMBI.

JlaGopatopHoe 3amanue 9 Vcmonb3oBaHue aumarpammbl mnocienoBatenbHocTH UML s onmcaHust
3aIUIIEHHON UHHOPMAITMOHHONW CUCTEMBI.

Kpurtepun onenuBanus:

MakcumajibHOe KOJIH4ecTBO 0a/i10B: 72 faJja.

Kaxioe 3aj1aH1e OlIEHUBAeTCs MaKCUMYM B 8 OalioB.

8 0. — 3a1aHue BBITIOJIHEHO BEPHO;

7-6 6. — 1pH BBIMOJIHEHUH 3aJ1aHKsI OBLIIM JIOMYLIEHbl HETOYHOCTH, HE BIUSIOIINE Ha PE3yibTaT;

5-4 0. — Ipy BHIIOJHEHUH 3a/1aHUs OBLIN TOMYIIEHBI OLIUOKY;

3-1 6. — pu BHIMOJIHEHUH 3a]1aHUsI OBLIM JIOMYIIEHBI CYILIECTBEHHbIE OIIUOKH.

0 0. — 3amaHue He BBIIOJIHEHO.

Bonpocs qus onpoca

1. OcHOBHOE OTJIMUKE BUPYCA OT JIIOOOTO APYroro MporpaMMHOTO KOJia

2. OCHOBHBIE CBOMCTBA BUPYCa, ONPEAEISAIONINE €T0 )KUBYIECTh

3. XapakTepucTHKH KOMIBIOTEPHOTO BUPYCA, COOTBETCTBYIOIINE XapaKTEPUCTHKAM OHOJIOTMYECKOTO
4. Cpena pyHKIMOHUPOBAHUS KOMIIBIOTEPHOTO BUpYca

5. Metoibl BHEApEHHSI BUpYCa B 00BEKTHl HHPOPMALIMOHHON CUCTEMBI



6. Kimaccudukarysi BUpycoB 1o 00bEKTaM 3apaskeHUs

7. OnpeneneHue CBOMCTBA PE3UAETHOCTH BUpYyca

8. Ilonarue MBR u ee posb B pacipocTpaHEHHH BUPYCOB
9. MeTo1pl MACKUPOBKH KOMITBIOTEPHBIX BUPYCOB

10.
. Hepocratku nonmumop¢HbIX BUPYCOB
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

11

23

35

41

CBoiicTBO MOMMOP(HHOCTH KOMITBIOTEPHBIX BUPYCOB

JIOCTOMHCTBA OTMMOP(HBIX BUPYCOB

Omnpenenenue Stealth-BUpycoB 1 MX OCHOBHBIE CBOMCTBA
Henocratku Stealth- Bupycos

JHloctonnctBa Stealth-Bupycos

[Tonstue nepexpara ¢pynkiuii OC, kak anroputMa padoThl BHPYCOB
Knaccudukanus TposHCKUX IporpamMm

Cpena pacnipocTpaHEHHUS] KOMIIBIOTEPHBIX YepBE
OcoGenHocty (YHKITMOHUPOBAHUSI SKCILIIOUTOB.
Metobl 0OHapYKEHUsI BUPYCHON MHBAa3UU

[Ipu3naku 3apaxenuss UHGOPMALIMOHHON CUCTEMBI
[Tpu3Haku 3apaskeHus HCIOTHIEMbIX (ailioB

. [Ipu3Haku 3apakeHus HEUCIIOTHAEMBIX (DaityioB
24,
25.
26.
27.
28.
29.
30.
31.
32.
33,
34,
. Llenn ceTeBOM yaaJIeHHON aTaku
36.
37.
38.
39.
40.
. CymHocts ataku tuna Hijacking
42,
43,
44,
45,
46.
47.
48.
49,
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.

JIOCTOMHCTBA CUTHATYPHBIX METOJI0B OOHAPYKEHUSI BUPYCOB

HenocraTku cUrHaTypHBIX METO/I0B OOHAPYKEHUSI BUPYCOB

JIOCTOMHCTBA HE CUTHATYpPHBIX METOJJ0B OOHApPYKEHUSI BUPYCOB

HenocraTku He CUrHAaTYpHBIX METOA0B OOHAPYKEHHsI BUPYCOB

Tun BUPYCOB, UMEIOIIHMI MaKCHMAITbHYIO HHPHUIIMPYIOIIYIO CIIOCOOHOCTh

Onpenenenne CTaTHYECKOTO METOA aHAJIM3a UCTIOJIHAEMOTr0 KoJa

Omnpenenenre AMHAMUYECKOTO METO/A aHaIN3a UCIIOJIHAEMOro Koja

[TapameTpsl BO3ACHCTBUS CETEBOM aTaKW Ha BHEIIHUM epUMeTp HHPOPMALIMOHHON CUCTEMBI
[TapameTpsl BO3EHCTBUS CETEBOM aTaKu HAa BHYTPEHHUM IEPUMETP UHPOPMAILITMOHHON CUCTEMBI
Oranel MIPOBEECHUS CETEBOM aTaKu

Omnpenenenne caMmoro CjI0KHOTO 10 peaan3aliy 3Tara CeTeBON aTaku

Merto/1bl aHanM3a aTaKyeMoro ys3Jia

Knaccugukanus yaaneHHbIX aTak 110 YpOBHIO BO3/I€HCTBHS Ha aTaKyeMble OOBEKThI
CymHocTts ataku Tumna Sniffing

CymurHocTs ataku THna Spoofing

OcHOBHBIE MPOOJIEMBI TIPH peaTU3aIMK aTaku TUIa Spoofing

OcHoBHbI€e PoOIEMBI ITPU NpoBeeHnH aTaku Tuna Hijacking
Knaccudukanus arak tuna Mabekmus

OcHOBHbIE IPUYMHBI BO3MOKHOCTH MPOBEJIEHUS aTaku Thna Mubexuus
AJNropuTM NOBeIeHNs aTaku TUna MHbeKMs Ha CKPUIT-KOAbI
Anroput™m npoBeeHus ataku tuna SQL-uHbekius

Knaccudukanus XSS atak

OTnnuus MeXy XpaHUMOM U BpeMeHHOW XSS aTakaMu

ITonstus u cymuocts Flood-araku

Paznununs mexay DoS u DDoS atakamu

Metonae! nposenenuss DNS-atak

Cymnocts ataku ICMP-¢dayn (Smurf)

Cymnocts ataku UDP-dayn (Fraggle)

Oco0eHHoCTH TPOBEEHUS aTakH 10 MepenoiHeHuto 0ydepa
CymuHocts ataku SYN-dyn

Mertonab! npoBenenus ataku BruteForce

YcnoBus yenemsoro nposeaenus atak tuna DoS/DDoS/Flood
[TpUyKMHBI aKTYaJTbHOCTH CETEBBIX Y/IAJIEHHBIX aTakK

CyIHOCTh aKTUBHOTO CKAaHMPOBAHMSI aTaKyeMOTI'0 CETEBOT0 pecypca
CyIHOCTb MACCHBHOTIO CKAHUPOBAHUS aTaKyeMOI'0 CETEBOI0 pecypca



Kpurtepun onenuBanus:

MaxkcruManbHOE KOIHYECTBO OaiioB: 28 6asioB.

Bo Bpemst ompoca o0yuaemMomMy 3a1ar0TCsi 7 BOIIPOCOB.

3a oIMH OTBET 00Y9YaeMbIif IMOTy4aeT:

4 6. — 3a IPaBWJIBHBIN OTBET;

3 6. — ipu oTBETE OBLIN JIOMYIIEHBI HETOYHOCTH, HE BIIMSIONINE HA PE3yJIbTAT;,
2 6. — npu OTBeTE OBUIN JOMYIIEHBI OIIUOKH;

1 6. — mpu oTBETE OBLIU JOMYIIECHBI CYIIECTBEHHBIC OITMOKH.

0 6. — HE OTBETUII HA BOTIPOC.

3 MeToanyeckne MaTepuaJbl, onpeae/siione nNpoue1ypbl OlleHUBAHUS 3HAHWH, YMEHHUI, HABLIKOB U
(1JIM) OoNBITA JeATEIbHOCTH, XaPAKTEPU3YIOIIUX ITANBI (OPMUPOBAHUS KOMIIETECHIUI

[Ipouenyps! olleHUBaHMSI BKIIIOYAIOT B c€0s1 TEKYILIUH KOHTPOJIb U IPOMEXKYTOUHYIO aTTECTAIIHIO.

Tekymuii KOHTPOJb YCIEBAEMOCTH MPOBOJAUTCS C  KCIOJIB30BAHMEM  OIICHOYHBIX  CPEJICTB,
MPEJICTABJICHHBIX B M. 2 TaHHOTO NPUJIOKEHUS. Pe3ynbTaThl TEKyIIEro KOHTPOJS AOBOASTCS 10 CBEACHUS
CTYJIGHTOB JI0 IPOMEXKYTOYHOM aTTeCTalNH.

IIpomexyTouHas aTTecTanms NIPoOBOAUTCS B opMe 3a4eTa.

3aueT MPOBOAUTCA MO OKOHYAHMIO TEOPETUYECKOro OOYy4YeHHs /10 Hayaja 3K3aMEHAIMOHHON CEecCUU B
COOTBETCTBHUH C pacnucanueM. KoaudecTBo BOIPOCOB B 33/IaHUU — 3: IBa TEOPETUUECKUX BOIPOCA U OJTHO
MPaKTUKO-OPUEHTUPOBaHHOE 3anaHue. OOBsBICHUE pe3yJbTAaTOB MPOU3ZBOJAUTCA B JIEHb 3ayeTa.
Pe3ynbrathl arTecTaniuu 3aHOCITCS B BEIOMOCTD U 3a4€THYIO KHIDKKY cTyneHTa. CTyqeHThl, He MPOILeIIne
MIPOMEKYTOUHYIO aTTECTAMIO 1O TpaduKy, JOJDKHBI JIMKBUIAHPOBATH 330DKCHHOCTh B YCTAHOBICHHOM
TOPsIKE.



IIpunoxenne 2

METOIAUYECKHUE YKA3AHMUSA 11O OCBOEHUIO JUCHUTIJIMHBI

Y4eOHBIM MJIAHOM MPEeyCMOTPEHBI CIIEAYIOIINE BUIbI 3aHITUMN:

- JIEKIUHU;

- 1abopaTopHbIE 3aHATHSI.

B xome JEKIMOHHBIX 3aHATUHA PACCMATPUBAKOTCS OCHOBHBIE TEOPETUYECKUE BONPOCHI, JAKOTCA
PEKOMEHIalUU JJI CAMOCTOSITENIbHON padOoThl U MOJATOTOBKE K Ja0OPATOPHBIM 3aHATHSIM.

[Tpu moaroTOBKE K J1a00OPATOPHBIM 3aHATHIM KaX bl CTYJCHT JOJDKEH:

— U3yYUTh PEKOMEHOBAHHYIO YYEOHYIO JIUTEPaTypy;

— U3YUUTH KOHCIICKTLL HGKHHﬁ;

— IIOJATOTOBUTH OTBETHI HA BCE BOIIPOCHI 110 U3y4aEMOH TEME.

B mporecce moaroToBKH K 1a00paTOPHBIM 3aHITUSM CTYACHTBI MOTYT BOCIIOJIb30BaThCS KOHCYJbTAI[USIMH
MIPENo1aBaTeIs.

Bomnpocel, He paccMOTpeHHBIE Ha JIAOOPATOPHBIX 3aHATHUSAX, JOJDKHBI ObITh M3Yy4YeHBI CTYJCHTaMH B XOJe
camMocCTosITeNbHON paboThl. KoHTpons camocTosiTenbHONH pabOThl CTYIEHTOB HaJl y4eOHOM mporpammon
Kypca OCYIIECTBIISICTCS B XOJ€ 3aHSITHI METOJIOM OoIpoca. B Xole camMoCTOSITeNbHON pabOThl KaXKIbIi
CTYICHT 00s3aH MPOYUTATh OCHOBHYIO M 10 BO3MOXXHOCTU JONOJHUTEIBHYIO JIUTEPATypy IO
I/I3y‘Ia€MOI\/JI TEME, JOITIOJIHUTH KOHCIICKTHI HEOAOCTAaIOIINM MarcepuajioM, BbIIITMCKaMH u3
PEKOMEH/IOBaHHbBIX NEPBOMCTOYHUKOB. BbIIENUTh HENOHATHBIE TEPMHUHBI, HAWTH MX 3HAYCHHUE B
OHIOUKIONCIUYCCKUX CIIOBApPAX.

CTyIeHT [OJDKEH TOTOBUTHCSA K MPEACTOSIIEMY Ja0OpaTOpHOMY 3aHSITHIO IO BCEM, O0O3HAUYE€HHBIM B
paboueii mporpaMMe AUCIUILTAHBI BOIIPOCaM.

JInsi TOATOTOBKM K 3aHATHSAM, TEKYHIEMY KOHTPOJIIO U MPOMEXKYTOUYHOM aTTECTAlUU CTYJEHTbl MOTYT
BOCTIOJIb30BAThCS JICKTPOHHO-OMOIMOTEUHBIMHA CHCTEMaMu. Takxke oOydJaromuecs MOTYT B3ATh Ha JIOM
HEOOXOIUMYI0 JHUTepaTypy Ha ab0OHEMEHTE YHUBEPCUTETCKONH OMOMMOTEKH WM BOCIOJIB30BATHCA
YU TaJIbHBIMHU 3aJIaMHU.



