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KADE/IPA NHpopMaLMOHHBIX CHCTEM H IPUKJIAAHON HH(pOpMATUKHI

PacnpenesieHne 4acoB JUCHHUILINHBI 110 ceMecTpaM / KypcaMm

Cemectp
(<Kypc>.<Cemectp Ha 7 4.1)
Kypce>) Uroro
Henens 16 1/6
Bun 3anaruit v | PO | vIo PII
Jlexmu 16 |16 |16 |16
JlaboparopHbie 32 132 |32 (32
Hroro ayx. 48 |48 [48 |48
KonTtaktHas padota 48 |48 |[48 (48
Cawm. pabora 60 |60 |60 |60
Yacel Ha KOHTPOJIb 36 (36 |36 |36
Hroro 144 | 144 | 144 | 144
OCHOBAHHE

YueOHbIH TUTaH YTBEPKIIEH YUEHBIM coBeTOM YHmBepcuteTa (mpotokoi Ne 9 ot 03.03.2026 1.).

[IporpamMmy cocraBwi(#): K.3.H., go1., Opnosa H.B.
3aB. kadenpoii: 1.3.H., npodeccop C.M. Illepbakon

Metonuveckuii coBeT: 11.3.H., mpodeccop E.H. Tumenko



1. HEJIX OCBOEHUSA TUCIUITJINHBI

1.1| popmupoBanne y oOydaromuxcs 3HAHHH II0 COBPEMEHHBIM METOAAM W HWHCTPYMEHTapHIO CO3MAHMS BHPTYaJbHBIX
UHOPACTPYKTYp HHYOPMALIMOHHBIX CUCTEM.

2. TPEBOBAHMUA K PE3YJIBTATAM OCBOEHUSA JUCHUILJTUHBI

IIK-8. Cnoco6en npoekTupoBaTh, pa3padarbiBaTh, MOAH(UIUPOBATH U A/IANITHPOBATH NPHUKJIAJHOE NPOrPaMMHOe o0ecnedeHue

IIK-2. Cnoco6en pa3BepThIBaTh, HACTPAUBATD, IKCILIYyaTHPOBATH U CONMPOBOXKIATH HHPOPMAIMOHHBIE CHCTEMbBI H CEPBUCHI

B pe3yabTrare 0CBOCHHUS JUCHHUIIJIMHBI oﬁyqamumﬁc;l JOJIZKEH:

3HaTh:

HpoOIeMBI U IPOLECCH aHAN3a MPEAMETHON 00IaCTH MPOTPAMMHBIX PEIICHUI BUPTyaln3aluy B 001ake (COOTHECEHO ¢ UHIUKATOPOM
[IK-2.1)

MCTOAUKY IIPOCKTUPOBAHUAA, pa3pa60TKH N COIIPOBOXACHUA BHUPTYAJIbHBIX I/IH(I)paCprKTyp I/IH(i)OpMaI_[I/IOHHBIX CHCTEM B OO0JaKe
(cootreceno ¢ naankaropom ITK-8.1)

Ymern:

aHAIIM3UPOBATh TPEOOBAHMUS K BUPTYAILHBIM CHCTEMaM B 00nake (cooTHeceHo ¢ nHaukaropom [1K-8.2)
pa3pabarpiBaTh JOMYCTHMBIE YPOBHH OOCIYXXKHBAaHHUSI CEPBHCOB, pa3palaTblBaTh CLEHAPHH CO3MaHUS W TEHEPalUH BUPTYAIbHBIX
HHPPACTPYKTYp B obOnake (cooTHeceHo ¢ uHauKaropom I1K-2.2)

Baagernb:

HaBbIKaMU aHain3a TPeOOBaHWH K HKCIUTyaTallMM M CONpPOBOXICHHIO BHPTYaJbHBIX CHUCTEM B O0Jake (COOTHECEHO C WHANKATOPOM
[1K-2.3)
HaBBIKAMH ITPOBEICHISI MOHIUTOPHHTA U YIIPABICHAS BUPTYAIFHOH CHCTEMOM B 0Oake (cooTHeceHOo ¢ mHankaropom I1K-8.3)

3. CTPYKTYPA U COOEPKAHUE JUCHUITJIMHBI

Paznen 1. O61auHbIe TEXHOJIOTHH

Bun 3ansitus / Cemectp /| KonmuectBo
Ne HaumeHoBaHHe TeMbl, KPATKOe Coep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB
Tema 1.1 Tema 1.1 «Konuenuuu o6iauHoi uudpactpykrypb» [TpuHIMIBL K-8
1.1 |oOmaunoit  umHOpacTpykTypel. CepBucHble  Moumenu u  Mozenu| JlekunoHHbIE 3aHATHS 7 2 MK-2
npegocTaBieHns. KoHenus pa3neneHust OTBETCTBEHHOCTH
Tema 1.1 «Konuenmu obnadHoit MHGpacTpyKTypb» OCHOBBI OOJIAYHBIX
BBIYMCIICHUH, UX KIIOYEBBIE XapaKTEPUCTUKH M NpeuMyliecTa. Monenu
.. ’ P P peumMy A JlaGoparopHbie I1K-8
1.2 | pa3BépThiBaHMs (4acTHOE, MyOIMYHOE, THOPUAHOE OONAaK0) M MOJIEISX SaHsTIS 7 4 K2
npenocrasieHus cepsucoB (laaS, PaaS, SaaS). Kax ycrpoens! npara-
LEHTPBI X 30HbI JOCTYITHOCTH M KaK OHH BIHSIOT Ha OTKa30yCTOHYMBOCTD.
Tema 1.2. «OxoHomuka B oOmake» OrnepaloHHbIe U KalUTalbHbIE K-8
1.3 JIexIMoOHHbIE 3aHATHS 7 2
3arparbl. COBOKYIIHasl CTOUMOCTb BJIaJIEHUsI. YIIPABIE€HHUE PACX0OdaMU IK-2
1.4 Tema 1.2. «OxoHommka B oOmake» Pacduér CcOBOKymHOH CcTOMMOCTH JlaGoparopHbie 7 4 [K-8
’ BrageHus. [Iporao3upoBaHue 3aTpaT U ONTUMH3ALIS PACXOI0B 3aHATHA [K-2
Tema 1.3. «3akoHbI U cTaHAAPTH B 0Onaxe» KopropaTHBHEIE CTaHAAPTHI. [K-8
1.5 Aap priop Aap JIeKIIMOHHBIE 3aHATHS 7 2
3akoHOAATEeNbHBIE 1 HOpMAaTUBHBIE aKThl. CTaHAapThHI [K-2
16 Tema 1.3. «3axkoHbI ¥ CTaHAAPTHI B 00J1aKe» AHAIIN3 IOPUANYSCKUX PUCKOB JlaboparopHbie 7 4 [IK-8
" | n obocHOBaHMe mpoekTa BUpTyanM3anuy B oOaKe. 3aHATHSA IK-2
Tema 1.4. «IloaroroBka 0061a4yHOro MpPOEKTa BUPTYyaM3alUU» AHAIH3 K-8
1.7 | ocymecTBEUMOCTH. Comocrasnenne  TpeOoBaHuii ¢ 0OmaunbiME | JIEKIIMOHHBIC 3aHATHS 7 2 K->
cepsucamu. [InnoTHas nporpamma
Tema 1.4. «IlogroroBka o0mayHOro mpoeKTa BHUpTyanuzauum» Kak
pa6otarb ¢ Cloud uepe3 KOHCOIb yIpaBlIeHUs!, KOMaHIHYIO CTpOKy u APIL.
JlaGopatopHbie IK-8
1.8 |Hepapxum oONauHBIX peCypcoB, BHIABl AKKAyHTOB, POMU M Pa3IHIHA saHsTHS 7 4 K->
MEXy JTUMHUTaMu U KBoTamu. Co3nanue o0naka U IUIaTéXHOro akKayHTa,
MOWCK HY)XHOW MH(pOPMaIMHU B JJOKYMEHTAIIMH.
Tema 1.5. «VmpaBnenne B obmake»  Kontpomb OCTyTIa. [1K-8
1.9 P P rocty JlexunoHHbIe 3aHATHS 7 2
AnmuHHCTpUpOBaHNE. MOHUTOPHUHT. [IK-2
110 Tema 1.5. «Ynpasnenue B 00aake» MOHHMTOPHHT M aIMHHUCTPUPOBAHUE JlaboparopHbie 7 4 [IK-8
) CeTeBbIX pecypcoB. Pasrpanndenue nocryna. MeTpuKH U ajlepThl. 3aHATHUS [K-2
Tema: Borpoch! 3a1uThl JaHHBIX IPH BUPTYalH3aluiu
p - A P 1Y ! CamocTosiTenbHas [K-8
1.11 |3ammra or ARP-cnyduura. Crnucku ynpasnenuss goctynmom ACL. 7 30
pabora [K-2
3amutHas Onokuposka DHCP.

Pazgen 2. Bupryanusanus B 00/1aKe




Bun 3ansitus / Cemectp /| KonmuectBo
Ne HaumeHnoBaHue TeMbl, KPAaTKOe coep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB
Tema 2.1 «BupryanpHble MamMHb [HIEPBU30P U KOMIIOHEHTHI K-8
2.1 |BupryanbHbIX MamuH. IIponeccop u omeparuBHas mamsaTh. Ycrpoicrsa| JIekiuoHHbIE 3aHATUSL 7 2 K2
BBO/1a-BbIBOfIa. ONIepalliOHHBIE CHCTEMbI
Tema 2.1 «Bupryansasle mMammaey Co3gaHue BHPTYaIbHOW MAIIWHBI U
OanaHcupoBKa Harpy3ku B obOnake. [lapamerpbl BHpPTyanbHBIX MAIlUH,
22 criocoOb! mozxiroueHust (SSH, OS Login) u paGora ¢ MeTanaHHBIMH. JlaboparopHsle 7 4 K-8
’ Co3nanue BUpTyalbHOM MalllHBI uepe3 KoHconb U CLI, noaxitoueHne x 3aHATHSA [1K-2
HUM M yIpaBieHue ux napamerpamu. [Ipuniun omnarsl Pay-as-you-go u
HACTpOiiKa Oro/KeTa U YBEJOMIICHHUI.
Tema 2.2 «Xpanwnmuia AaHHbIX» brounoe xpanunuie. Jloctynm K K-8
2.3 |OmouHomy xpaHwiuily no cetd. PaitnoBoe xpanunmie. OObekTHOE| JIeKIMOHHBIE 3aHATUS 7 2 K->
xpanuiuiie. CHCTEMbl XpaHEHUs! JaHHBIX
Tema 2.2 «XpaHunuiia JaHHBIX» Pa3sHOBUIAHOCTH  [IUCKOB, HX
24 |XAPAKTCPUCTHKM W BIMSHHE HA POU3BOAUTENLHOCTD. IMonkmntouenue JlaboparopHsle 7 4 K-8
’ JIOTIOTHUTENBHBIX JINCKOB, paboTa cO CHUMKaMHU M 00pa3aMu IHCKOB. 3aHATUSA [K-2
BeinonHeHne pe3epBHOTO KOITMPOBAHMSI.
Tema 2.3 «Ceru B obmake» Mognens OSI. OCHOBHBIE BJIEMEHTHI CETH. K-8
2.5 JIexIMoOHHbIE 3aHATHS 7 2
Ceressle nporokonsl. TexHonoruu DNS, NAT, VPN. O6nauHble cepBUCH [K-2
Tema 2.3 «Cetu B oOnake» Cosmanue mnoacereii. OCHOBabl CETEBOIO
B3aumozeiictusi, Moznenu OSI u 6azoBble cereBble nporokoinst (IP, TCP/
JlaGopatopHbie IK-8
2.6 |UDP, DNS). Tumnsr IP-agpecoB. Crarmueckas MapmpyTtusanus. Co3naHue saHsTHS 7 4 K-2
ceru, rpynmel Oe3omacHoctH M NAT-WHCTaHCOB, CETEBbIE HACTPOHKH
BUPTYaJIbHBIX MAIlIUH.
Tema "MoOubHbIE NIPUIIOKEHUS".
CamocTosiTenpHas IK-8
2.7 | MobGunbHBIE ONEpaIMOHHBIE CHCTEMBl. TEXHOIOTUH CO3AaHHI MOOMIIBHBIX aGora 7 30 K->
TIPIIIOKCHUH. P
. K-8
2.8 | [loaroroBka K MpOMeKyTOYHOH aTTeCTalluu DK3amMeH 7 36 MK-2

4. POHJ] OIEHOYHbBIX CPEICTB

CrpykTypa W comepxaHue (OHAA OIEHOYHBIX CPEACTB AJIS TPOBEACHHS TEKYIIETO KOHTPOJS M IIPOMEXYTOYHOH aTTecTalny
npezncraiensl B [Ipunoxkennu 1 k paboueil mporpaMme AUCIUTLTAHEL.

5. YYEBHO-METOIUYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHUE JTUCHUIIJINHBI

5.1. Y4eOHble, HayYHbIe H MEeTOAMYECKHE U3IaHUS

ABTODBI,
COCTaBUTEIU

3amiaBue

WsnarenscTBo, IO

bubGnuoreka /
KomuuecTBo

EmenbsanoB A. A. [puknanHas nHGOpMATHKA: KypHAI

MockBa: Cuneprus
ITPECC, 2006

OBC «YHuBepcureTckas
6ubnuoTeka oHIalH»

2 ®Genrommku I1. I1. Opranusanus 1 QyHKIMOHUPOBaHHE BUPTyanbHoi | Mocksa: Jlaboparopust OBC «YHuBepcuteTckas
namaty DBM: npakTuyeckoe nocobue kaury, 2011 6ubmoTeKa oHIalH»

3 Knamanos, @. K. BoluncauTeabHbIE CHCTEMBI U CETH, O0JIaYHbIE MockBa: MUCHU-MI'CY, 9BC «IPR SMART»
TEXHOJIOTUH: yueOHO-MeToanYecKoe mocodue DBC ACB, 2020

4 Hpyxwunuw, /1. B. BBICOKOIIPOU3BOIUTENILHBIC BHIYUCICHHS H Tomck: M3narenscTBO 3BC «IPR SMART»

oOagHbIe TEXHOIOTHH: y4yeOHOe Toco0ue

Tomckoro
rOCYAapCTBEHHOTO
yHuBepcureta, 2020

5.2. IlpodeccnonanpbHbie 6a3bl JAHHBIX U HH(POPMAIMOHHBIE CIPABOYHBIE CUCTEMbI

NCC «Koncynwsrantllntocy
NCC «I"apanT»
Harmonanenas anekrponnas oubnuorexa (HOB), https://rusneb.ru/

5.3. IlepeyeHsb NpOrpaMMHOro odecneyeHus

Onepanuonnas cucrema PEJ[ OC
PEJ] OC

Cloud.ru

Yandex Cloud




5.4. y‘leﬁHO-MeTO}ll/l‘IECKI/le MaTepuaJibl 1151 06yqaloumxca C OrpaHUY€HHBIMHU BO3MOKHOCTHAMM 3/10POBbA

IIpu HEOO6XOAMMOCTH IO 3aSBICHUIO 00YHYAIOIIETOCS ¢ OTPAaHHMYECHHBIMH BO3MOXKHOCTAMH 340POBbsl yueOHO-METOIUUCCKHE MaTepUaIbl
NPENOCTaBIAIOTCS B (hOpMax, aJanTHPOBAHHBIX K OIPAHMYEHHSM 30POBbS M BOCHPHUATHA MH(popManuu. s ML ¢ HapyIICHUSIMH
3peHus: B Gopme ayauodaiina; B meyaTHOH GpopMe yBENHUSHHBIM MpH(TOM. [ JIHI] ¢ HApYIICHUAMH cIyXa: B hopMe IEKTPOHHOTO
JIOKyMEHTA; B Ie4aTHON ¢opme. [ nuIl ¢ HapymIeHUSIMHA OMIOPHO-IBUIATEIIFHOTO ammapara: B ()opMe 3IeKTPOHHOTO JOKyMEHTa; B
neyaTHo Gopme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHE IUCIIUITJINHBI

ITomermieHust st BceX BHIOB padOT, MPEIyCMOTPEHHBIX YYEOHBIM TUIAHOM, YKOMIUIEKTOBAHBI HEOOXOMUMOM CIEIHaTH3UPOBAHHON
y4eOHOIT MeOebI0 U TEXHUYECKUMH CPEICTBAMH O0YICHUSI:

- CTOJIBI, CTYJIBSI;

- MEPCOHAIBLHBIN KOMITBIOTEP / HOYTOYK (TIEPEHOCHOI);

- POEKTOP;

- 9KpaH / HHTEpaKTUBHAS JJOCKA.

JlaGoparopHble 3aHSATHA NPOBOIATCS B KOMIBIOTEPHBIX Kiaccax, pabouyde MecTa B KOTOPHIX OOOpYIOBaHBI HEOOXOAUMBIMHU
JIUIICH3NOHHBIMA H/WJIM  CBOOOMHO pAaCHpOCTpPaHsIEMbIMHA TNPOTPAMMHBIMH CpPEICTBAMA M BBIXOAOM B MHTepHeT, wW/wind B
CHeNHaTH3UPOBAHHBIX JTA00OPATOPHSX, TPEAYCMOTPEHHBIX 00pa30BaTEIbHON POTrPaMMON.

IToMereHust 1y caMOCTOSTENbHON PabOThl O0YUYAIOMIMXCS OCHAIEHBI KOMITBIOTEPHON TEXHUKOH C BO3MOXXHOCTBIO MOJKITIOYEHHUS K
cetn "MHTepHET" M 00ECIIeUeHNEM OCTYTIA K ANICKTPOHHONM HH(OPMAIIMOHHO-00pa30BaTeIbHOM Cpefe.

7. METOINYECKHUE YKAZAHUA JJIA OBYYAIOIIUXCA 110 OCBOEHUIO TN CITUITJINHBI

Metoauueckue YKa3aHHus 110 OCBOCHHWIO JUCHUITIIIMHBI TPEACTABJIICHBI B HpI/IJ'IO)KCHI/II/I 2K pa60qep“1 nporpamMme JUCHUIIIIUHBI.




POHJ OHEHOYHbLIX CPEJICTB

IIpunoxenne 1

1. Onucanue nokasareJieid M KpuTepreB OLlEHMBAHUS KOMIIeTEHIMA HA Pa3JIMYHbIX dTanax ux ¢gopmmu-
pOBaHMs, ONUCAHNE KA OLlCHUBAHUS

1.1. ITokazarenu 1 KpUTEPUH OLICHUBAHUS KOMIIETEHIIHI:

3VH, cocrasiugroiiye
KOMITIETEHIIHIO

Tlokazarenu
OLICHUBAaHUA

Kpurepun
OLICHUBAHUs

CpenctBa
OLICHUBAHUS

[1IK-2: CnocobeH pa3BepThIBaTh, HACTPAUBATh, SKCIUTYaTUPOBATh U COMPOBOXKIATh HHPOPMAILIUOHHBIE CH-
CTEMBI U CEPBUCHI

3HaTh NPOOJIEMBI U MTPO-

LIECChI aHAIM3a MIPEeIMET-
HOM 00J1aCTH POrpamMm-

HBIX pelleHUI BUPTyallu-
3auMu B 00J1aKe

3HaeT OCHOBHBIE ITOHSI-
THUS U OTIpe/IeTICHUS,
METO/BI, aJ'IFopI/ITMLI nu
TEXHOIOTHHI

[TonHoTa M conepKaTENBHOCTh
OTBETA
YMeHue NpuBOIUTh IPUMEPHI

Bompocs! k 3k-
3ameny (1-28),
tecTsl (1-3), na-
6opaTopHbIe 3a-
nanusi (1-8)

YmeTsb pa3pabarbiBaTh J0-
IIyCTUMBbIE YPOBHHU 00CITy-
KUBaHUS CEPBUCOB, pa3pa-
OaThIBaTh CIICHAPUH CO-
3/1aHUsI U TeHEpaLuu BUp-
TyaJbHBIX HHPPACTPYKTYP
B o0Jiake

Beimomnusier nabopa-
TOPHBIC 3aaHusA, OTBC-
YaeT Ha BOTPOCHI,
YMECT MPUMCHATH I10-
Jy4CHHBIC 3HAHUS Ha
MIPAaKTUKE

[TonHoTa M ConEPKATENBHOCTD
OTBETa

YMeHue npuBOaUTh IPUMEPDI
YMeHue caMocToATeIbHO HaXo-
JUTh PEILIEHUE MTOCTAaBIEHHBIX 3a-
naq

Bomnpocs! k 3k-
3ameny (1-28),
tecTsl (1-3), na-
OopaTopHEbIE 3a-
nanus (1-8)

Bnaners HaBpIKaMH aHa-
nu3a TpeOOBaHUM K IKC-
IUTyaTal[ii U COMPOBOIK-
JCHUIO BUPTYAJIbHBIX CH-
cTeM B oOJ1ake

[TpoBoaut 06001IEH-
HBI aHaIM3 HHPOpMa-
MU 1 00paboTKy J1aH-
HBIX

[TonHOTa M conepKaTENbHOCTh
OTBETa

YMeHue npuBoAUTh IPUMEPHI
YMeHue caMocToATeIbHO HaXo0-
JIUTH pElIeHNEe MOCTaBIEHHBIX 3a-
nad

Bomnpocsl k k-
3ameny (1-28),
tectol (1-3), na-
OopatopHbIe 3a-
nanus (1-8)

[TK-8: CriocobeH nMpoeKTHpOBaTh, pa3padaTeiBaTh, MOAU(UIIMPOBATH U aJAIITUPOBATH MPHKIIAJHOE TIPO-
rpaMMHO€E o0ecreueHue

3HaTh METOJIUKY TPOEKTH-
poBaHuUsI, pa3paboOTKU U
COTIPOBOXKICHHS BUPTY-
aJbHBIX UH(PPACTPYKTYp
UH(GOPMAIIMOHHBIX CUCTEM
B o0jaKe

3HaeT OCHOBHEIC MOHS-
THUA 1 OIIPEACTICHUA,
MCTOJbI, AJITOPUTMbBI U
TCXHOJIOIT'NH

[TonHOTa U cONlEePKATENBHOCTh
OTBETa
YMeHue npuBoAUTh TPUMEPHI

Bomnpocsl k k-
3ameny (1-28),
tectol (1-3), na-
OopaTopHEbIE 3a-
nanus (1-8)

YMeTh aHaIu3upoBaTh
TpeOOBaHUS K BUPTyaib-
HBIM cHcTeMaM B o0sake

Boimonusier nabopa-
TOpHBIE 3a/1aHNUsl, OTBE-
YaeT Ha BOMPOCHI,
yMeeT MPUMEHSTBH T0-
Jy4YEeHHbIE 3HAHUS Ha
MIPaKTUKE

[TonHOTa U coNlEepKaTENBHOCTh
OTBETa

YMeHue npuBoAUTH TPUMEPHI
YMeHue caMocToATeIbHO HaXo-
JUTH pElIeHNe MOCTaBIEHHBIX 3a-
nad

Bomnpocsl k k-
3ameny (1-28),
tectol (1-3), na-
OopaTopHEbIE 3a-
nanus (1-8)

Brnanetsr HaBbIKaMu Mpo-
BCIACHUSA MOHI/ITOpI/IHl"a n
yIOpaBleHUs] BUPTYyaIbHON
CHUCTEMOM B o0J1ake

[TpoBoauTt 0600611IEH-
HBII aHanu3 uHpOpMa-
1MUY ¥ 00paboTKy JaH-
HBIX

ITosHOTa M CcONlEPKATENBHOCTD
OTBETa

YMeHue npuBoUTh IPUMEPHI
YMeHue caMocToATeIbHO HaXo-
IUTH pELICHUE TOCTABJIEHHBIX 3a-
aad

Bompocs! k 3k-
3ameny (1-28),
tecTsl (1-3), na-
OopaTopHEBIE 3a-
nanus (1-8)

1.2 [IIkanbl OLICHUBAHUA:
Tekyuuit KOHTPOJIb YCIIEBAEMOCTH U IPOMEKYTOUHAS aTTeCTAIUsl OCYIIECTBIISIETCS] B pAMKax HaKo-
MATETLHOMN OaTbHO-pEHTHHTOBOM cucTeMbl B 100-0aibHOM 1mIKae:
84-100 6ayoB (OIICHKA «OTIUIHOY);
67-83 6amtoB (OIIEHKA «XOPOIIO»);




50-66 6amToB (OIIEHKA «YIOBICTBOPUTEIBHO);
0-49 6annoB (o11eHKa «HEYAOBICTBOPUTEIHHOY ).

2. TunoBble KOHTPOJIbHBbIE 32JaHNS WA MHbIE MaTEePUAJIbI, HE00OX0AMMbIE /Il OLIEHKH 3HAHUI, YMEHM i,
HABBIKOB U (WJIN) ONBITA 1eSITEJIbHOCTH, XapPAKTEPU3YHIIUX ITANIbI (JOPMHUPOBAHUS KOMIIETEHIINI B MPO-
ecce OCBOEHHUs1 00pa3oBaTeIbHOM MPOrpaMMbl

Bomnpocekl Kk 3xk3aMeny

[Tpuniune! 001a4HON HHPPACTPYKTYPHI
CepBucHbIe MOJIETTH U MOJIETTU MPEOCTaBICHU
Konnenmus pasieneHust OTBETCTBEHHOCTH
OnepanroHHbIE U KaUTAJIbHbIE 3aTPaThl
CoBOKYMHAsI CTOUMOCTbD BJIaJICHUS

VYnpaneHue pacxogamu

KoproparuBHbie cCTaHIapTHI

3akoHOAATeIbHbIE U HOPMATHUBHbBIC aKThI
CranaapTsl

0. AHanu3 OCylIecCTBUMOCTH

1. ComocraBienue TpeboBaHMi ¢ 00JaYHBIMU CEPBUCAMHU
12. ITunortHas nmporpaMmma

13. Kontpoias gocrymna

14. AaMuHUCTpPUpPOBAHKE

15. Monutopusr

16. T'unepBHU30p ¥ KOMIIOHEHTHI BUPTYaJIbHBIX MAIIHH
17. Tlpoueccop u onepaTuBHas MaMsTh

18. VYcrpoiicTBa BBO/1a-BBIBOIA

19. OmepalioHHBIE CUCTEMBI

20. brmouHOE XpaHWIHIIE

21. JlocTyt K OJIOYHOMY XPaHWIJIHIILY 110 CETH

22. dainoBoe XpaHWIHIIE

23. OOBEKTHOE XPAHMIIUIIIC

24. Cuctembl XpaHEHHS JaHHBIX

25. Mogens OSI

26. OCHOBHBIE DJIECMEHTHI CETH

27. Ceresie mporokoiel. Texnomorun DNS, NAT, VPN
28. OO06mavHbIE CEPBUCHI

RRO©oOo NGO WNE

BKSaMCHaHI/IOHHOC 3a/IaHHUEC BKIIIOYACT TPH BOIIPOCA — JIBa TCOPECTUYCCKHUX BOIIPOCA U OJHO ITPAKTUKO-OPHUCH-
TUPOBAHHOC 3aJaHNUEC U3 YHUCJIa IIPUBCACHHBIX HHUXKC na6opaT0pHI>1x 3aHaHHﬁ.

Kpurepun oueHuBanmsi:

— 84-100 6amoB (OlIeHKa «OTIMYHOY ) — H3JI0KEHHBIN MaTeprall ()aKTHIeCKH BEPEH, HATMIHE TITyOOKHX
HCUEPIbIBAIOIINX 3HAHUN B 00beMe NMPONWJEHHOM MporpaMMbl AUCLHUILUIUHBI B COOTBETCTBUM C IOCTaBIICH-
HBIMHU TIPOTPAMMO¥ Kypca IeNIsIMHU U 331a4aMH 00y4eHUs ; IPaBUJIbHEIE, YBEPEHHBIE JCHCTBUS MO MPUMEHE-
HUIO NOJYYEHHBIX 3HaHUI Ha MPaKTUKE, TPAaMOTHOE U JIOTMYECKH CTPOHHOE M3JI0’KEHHE MaTepuana MpH oT-
BETE, YCBOCHUE OCHOBHOW M 3HAKOMCTBO C JIOIIOJIHUTEIILHOM JINTEPATypOH;

— 67-83 6aioB (OIIeHKA «XOPOIIIO» ) — HATMYHUE TBEPABIX M JJOCTATOYHO MOJHBIX 3HAHUW B 00bEMe MpOoii-
JI€HHOM IpOrpaMMbl JUCLUIUIMHBI B COOTBETCTBHH C LIEJIIMU 00Y4€HUs, TPaBUIIbHBIE EHCTBUS 1O IPUMEHE-
HUIO 3HAHWH Ha TMPAKTHKE, YETKOE M3JIOKEHHE MaTepHaia, JOMYyCKalOTCs OTAEIbHbIC JIOTUIECKHE U CTHIIU-
CTHYECKHE MOTPEIIHOCTH, 00yYaromuiicsi yCBOMII OCHOBHYIO JIUTEPATYPY, PEKOMEHI0BAaHHYO B pabouei mpo-
rpamMMme TUCIHIUIHHEI,



— 50-66 OannoB (OIEHKA «YAOBIETBOPUTEIHHOY») — HAJTMYUE TBEPABIX 3HAHUN B 00beMe NMPOUICHHOTO
Kypca B COOTBETCTBUU C IIEJISIMU OOy4YEHUs], N3JI0KECHUE OTBETOB C OTJEIIbHBIMU OMIMOKaMH, YBEPEHHO HC-
MIPABJICHHBIMH TTOCJIC TOTIOJIHUTEIBHBIX BOIIPOCOB; TIPABUIIBHBIC B IIEJIOM JICHCTBHS 1O TPUMEHEHHIO 3HAHUHT
Ha MPaKTHKE;

— 0-49 6annoB (o11eHKA «HEYIOBICTBOPUTEIHLHOY ) — OTBETHI HE CBSI3aHBI C BOITPOCAMH, HATMYHE TPYOBIX
omKOOK B OTBETE, HETOHUMAaHUE CYIIHOCTH M3JIaraéMOro BOIMPOCA, HEYMEHHE MPUMEHSTh 3HAHUS Ha MpaK-
THKE, HEyBEPEHHOCTh ¥ HETOYHOCTH OTBETOB Ha JIOTIOJIHUTENILHBIC 1 HABOISIINE BOTIPOCHI.

TecTnI

1. Kakas monenb mpeaocTaBiIeHHs] OOJNAYHBIX CEPBHUCOB 00ECIEYMBACT BO3MOXKHOCTH apeHIbl CEPBEPOB,
YCTPOMCTBA XpaHEHUS JJaHHBIX

a. uHpPACTPYKTypa KaK CEPBUC

b. mporpamMmHoOe oOecriedeHne Kak CepBUC

C. uatopma Kak cepBHC

d. paspaboTka KaKk cepBHUC

2. Kakumu KOMIIOHEHTaMH HHPPACTPYKTYPBI MOXKET YIPABJIATh 3aKa34MK MPHU apeH ie miat(opMbl KaKk cep-
BHCA

a. TIPHUIIOKCHUSIMH

b. cepBepamu

C. 0azaMM JaHHBIX

d. xpanunumamu

. OGnavnas HPPACTPYKTypa, KOTOpasi CO3/1aeTCs B LIEHTPE 00paOdOTKH JaHHBIX POBalaepa 3TO
. my6nuyHOe 00J1aK0

. 4acTHOe 00J1aKo

. TubpuIHOE 00JaKO

. MYJIETUTEHaHTHOE 00JIaKo

o O T 2 W

. Obnaunas uHppacTpyKTypa, KOTOpasi CO3AaeTCs B LIEHTPE 0OpaObOTKHU TaHHBIX KOMIIAHUHU 3TO
. 4acTHOe 00J1aKko

. myOsn4HOE 0671aK0

rudpuaHoe 061ako

. MYJBTUTEHAHTHOE 00JIaKO

oo oo M

. YKa)XnTe He NPaBUIIbHbIE YTBEP)KICHHS B OTHOLLICHUH BUPTYaIU3al[l1 CEPBEPOB

. KaXJbIi BUPTYaJbHBIN cepBep TpeOyeT AJisi CBOEro pa3MeIIeHus O1H (PU3NIECKHA cepBep

. TIOJJpa3yMeBaeT 3alyCK Ha OJHOM (PU3MUECKOM CepBepe HECKOJIBKUX BUPTYaJIbHBIX CEPBEPOB
. BUpTyaJIbHas MalllMHA 3MYJUpYeT GU3NYECKUE YCTPONUCTBA CEpBEpa

. BUPTYaJIbHBIN cepBep NpeACTaBiIsieT COOON MPUIIOKEHUE B XOCTOBOM OMepaliMoHHON cUCTeEMe

O O T D9 O

. YKaXHTe HEIOCTATOK BUPTYyaJIM3aI[iy Ha YPOBHE S7pa ONEPaIMOHHON CHUCTEMBI
peanu3anus TOJIbKO OJTHOPOJIHBIX BHIYUCIUTEIBHBIX CPEl

. BBICOKas 9(pPEKTUBHOCTH MCTIOIB30BaHUS allllapaTHBIX PECYPCOB
MHUHHUMH3ALUS PACX0JI0B HA TPUOOPETEHUE JINIICH3U N

. HU3KHE HAKJIaJIHBbIE TEXHUYECKUE PACXOIbI

o0 oo

. Ykaxxute HE npaBusibHOE yTBEp)KI€HHE B OTHOLLCHUN BUPTYaIU3alMK IPECTaBICHUN
MIPUJIO’KEHNE TI0JIb30BATEINSI BHIIIOJIHAETCS Ha TEPMHUHAJIE TIOJIb30BaTEINS

. BUpTyaJu3alys MpeICTaBIeHUH MoIpa3yMeBaeT IMYJISILUI0 HHTepdeiica moab30BaTes
. TIPWJIOKEHUE M0JIb30BATENS BBIIOIHIECTCS HAa yIAJIEHHOM CEPBEPE

. TI0JIb30BAaTENb B3aUMOJICHCTBYET C NIPUIIOKEHUEM Uepe3 yIalnEHHbIH pabodmii cTON

o0 T

8. Ykaxure HE MMPaBUJIBHOC YTBCPIKIACHUC B OTHOLICHUHU TEXHOJOT Ui BUPTYaAJIbHBIX YaCTHBIX cereit



00€ECTIeYNBAIOT MOBBIIICHNE CKOPOCTH Nepeaadn HHQOpMaIiu
o0ecreunBaroT TOCTYI MOJIb30BaTeNIel K pecypcaM OOIEeCTBEHHON CeTH
LEHTPAIM30BaHHOE YIPABJICHUE TIOJIUTUKOM ceTeBON 0€30MacHOCTH
o0ecrnevynBaroT COKPhITHE BHYTPEHHEH CTPYKTYPBI CETH

oo o

9. Uro ue Brimouaet B ceds Ctpykrypa VPN
a. TepMHUHAJIbHBIE MPOLECCOPHI

b. KaHaJbI CBS3U 3aLIUIICHHBIC TPOTOKOJIBI
C. MapuIpyTU3aTOPhI

d. 3amIeHHbIC TPOTOKOJIBI

10. Kakyro 3a1a4qy He TOJDKHBI ITOIJICP)KUBATh BUPTYaIbHBIC YaCTHBIC CETH
a. obecrieyeHne BEPTHKAIBHON MaCIITAONPyEeMOCTH

b. obecreuenne KOHPUAECHIIHATEHOCTH

C. obecrneyeHue 1EIOCTHOCTH

d. obecrneyeHne TOCTYITHOCTH

11. Kakas QpyHKIMS HE TOAASPKUBACT 3aIIUTy HHGOPMALIUK [IPH MEepeaye AaHHbIX 110 BUPTYATbHBIM CETSIM
a. MHTparus

b. ayrentudukaius

C. mugppoBaHUe

d. aBTOpHM3anusa

12. YUto He sABIAETCS Ha3HAYEHUEM THIIEPBU30pA

a. YNpaBJIEHUE MPOU3BOAUTEIBHOCTHIO KAXKI0W BUPTYAJIBHOM MallIMHbI

b. obOecrnieyeHne N30JUPOBAHHBIX CPEJT BHIOTHEHHS ISl KXKI0W BUPTYaIbHOW MAITMHBI

C. ympaBleHHUE TOCTYIIOM BHPTYaITbHOW MAIINHBI K (PU3HUECKHUM alapaTHBIM pecypcaM KOMIbIOTepa

d. ynpamiieHHe JOCTYIIOM FOCTEBOM ONEPAIIMOHHON CUCTEMbI K PU3MYESCKUM alapaTHbIM PEeCypcamM KOMIIb-
0Tepa

13. HenoctaTtkoM MUTpalliy BUPTyaJIbHBIX MAllIMH B YACTHOW BUPTYaJIbHON CETH SBIIAETCS
a. HEOOXOIUMOCTh OOHOBIJIEHUS CETEBBIX aJJalITEPOB

b. rubkoe pasMeleHre BUPTYAIbHBIX MAITHH

C. MOBBILIEHHE TPOU3BOIAUTENBHOCTH TPY1a aAIMUHACTPATOPOB

d. cokpamieHre BpeMEHH IPOCTOS B IIPOIIECCE MUTPALINH 3a MIPE/IesIaMHt KilacTepa

HNHcTpykuus mo BbINOJTHEHUI: V3 nMerorerocs 6aHka TecToB (OpMUPYETCs BapHaHT, conepxkariuii 10
BOTIPOCOB JIJIsl OJTHOTO 00YYarOIIeToCs.

Kpurtepuu oneHuBanus:

MaxkcuMaibHOE KOIHIeCTBO 0asIoB 3a TecT — 20 0aiuIoB.
— 17-20 6. — Tect npoiigeH Ha 85-100 %;
— 7-16 6. — tect npoiien Ha 35-84 %;
— 0-6 6. — Tect mpoligeH Ha MeHee, yeM 35 %.

JlaGopaTopHble 3a1aHus

JlaGopaTopnoe 3ananue Nel

Tema 1.1 «Konneniuu obmaunoit nHPpacTpyKTypbD» OCHOBBI 00JIAYHBIX BBIYUCICHHH, HX KIIIOUEBBIC Xa-
PaKTEePUCTUKH U TIpeumMyIecTBa. Moenu pa3BépThiBaHus (4acTHOE, TyOIMYHOE, THOPUAHOE 00TaK0) U MO-
nemsix npegocrasieHus cepucos (laaS, PaaS, SaaS). Kak ycTpoeHb!l q1ata-ieHTphI ¥ 30HBI JJOCTYITHOCTH U
KaK OHM BJIMSIOT HA OTKA30yCTOMYHUBOCTb.

Jlaboparoproe 3aganue Ne2



Tema 1.2. «OxoHOMHEKa B 001aKke» PacuéT coBOKymHO# cromMocTH BianeHus. [Iporno3upoBanue 3aTpat u
ONITHMU3AIHS PACXOJIOB

Jlaboparopnoe 3amanue Ne3
Tema 1.3. «3aKoHbI U CTaHIAPTHI B 00JIake» AHAIN3 IOPUINIECKUX PUCKOB U 00OCHOBAHUE MPOEKTA BUPTY-
aln3alum B o0JIaKe.

Jlaboparopnoe 3amanue Ned

Tema 1.4. «IToarotoBka o6nagHoro mpoekra BupTyatu3auny Kak padorats ¢ Cloud uepe3 KOHCOIb yIpaB-
JeHus1, KoMaHaHy1o cTpoky u APIL. Uepapxun o6aqHbIX pecypcoB, BUJIbI aKKAYHTOB, POJIU U PAa3IUYUSL
MEXy TMMUATaMH U KBoTaMu. Co3nianue o0aaka u IaTé&KHOro akKayHTa, IOUCK HY>KHOW WHpopManuu B
JOKYMEHTAIIH.

Jlaboparopnoe 3amanue Ne5

Tema 1.5. «YnpaBnenue B 00s1ake» MOHUTOPHHT U aJ]MUHUCTPUPOBAHKE CETEBBIX PecypcoB. Pasrpanuye-
HUE JocTyna. MeTpuku u aneprsl.

Jlaboparoproe 3aganue Ne6

Tema 2.1 «Bupryansubie Mmamuab Co31anue BUPTyaIbHOW MaIIMHBI M OaJIaHCHPOBKA HAarPy3KH B OOIaKe.
[TapameTpsl BUPTyaJIbHBIX MallIHH, criocoOb! noakmroueHus (SSH, OS Login) u pabota ¢ MeTalaHHBIMHU.
Co3znanue BUPTyalbHON MalllMHbI yepe3 KoHcoab U CLI, nofkiItoueHue K HUM U yIpPaBICHUE UX MTapaMeT-
pamu. [Tpuniun omtatel Pay-as-you-go u HacTpoiika OrKeTa M YBEIOMIICHHA.

Jlaboparopnoe 3amanue No7

Tema 2.2 «XpaHI/mmua JaHHBIX)» PaBHOBI/II[HOCTI/I JUCKOB, UX XapPaKTCPHUCTUKHU U BIIMAHHUE HA IIPOU3BOJH-
TCIIBHOCTD. HOI[KJHO‘-IGHI/IG JOIIOJITHUTCIBHBIX JHUCKOB, pa60Ta CO CHUMKaMHU " 06pa3aM1/1 JHUCKOB. Brimonne-
HHC PC3CPBHOIO KOIIUPOBAHUA.

Jlaboparoproe 3amanue Ne§

Tema 2.3 «Cetn B oonake» Co3nganue noacereii. OCHOBabI ceTeBOro B3auMoaeiicraus, moaean OSI u 6a3o-
BbIe cereBbie mpoTokoubl (IP, TCP/UDP, DNS). Tums! [P-agpecoB. Craruueckas mapmpyrtusanus. Co3na-
HUE CeTH, TpynIbl 6e30macHOCTH U NAT-UHCTAaHCOB, CETEBbIC HACTPONKH BUPTYaTbHBIX MAIITHH.

Kputepuu onienuBanusi:

MakcumanbHO€ KOJIMYeCTBO OAIIOB 3a JabopaTopHble 3aganus — 80 6amnos (8 3aganuii mo 10 6aIoB).
— 8-10 6. — 3a1aHMe BHITIOJTHEHO BEPHO;
— 6-7 6. — ipH BBITIOJTHEHUH 3a/IaHUS OBLIH JTOMYIICHBI HETOYHOCTH, HE BIIUSIONIUE HA PE3yJIbTAT;
— 3-5 0. — ipu BHITIOJTHCHWH 33/IaHUST OBUTH JIOMYIIICHBI ONTHOKH;
— 0-2 6. — mpu BHIIOJTHEHHUH 3a/1aHUS OBLIN TOMYLICHBI CYIIECTBEHHBIE OIIUOKHY.

3. MeToauyeckne MaTepUAaJIbl, ONpee/IoNue NPoueAypPbl OLeHUBAHUA 3HAHUN, YMEHH I, HABBIKOB H
(M1M) oNbITA JeATEJbHOCTH, XaPAKTePU3YIOIIUX 3Tanbl GOPMHPOBAHUA KOMIIETeHIU I
[Tpouenypsl OlleHUBaHMSI BKJIFOUAIOT B ¢€051 TEKYILIUH KOHTPOJIb U IPOMEXKYTOUHYIO aTTECTAIIHIO.

Texymmii KOHTPOJIb YCIIEBAEMOCTH ITPOBOAMUTCS C UCIIOJIb30BAHUEM OLIEHOUHBIX CPEACTB, IPEACTaB-
JICHHBIX B II. 2 TAaHHOTO IPHJIOKEHUsA. Pe3yapTaThl TEKyIIEro KOHTPOJIA NOBOAATCA 10 CBEIEHUS CTYIEHTOB
710 IPOMEXYTOYHOH aTTeCTalUu.

IIpoMeskyTOUHasi aTTeCcTALUS IPOBOIUTCA B GOpME IK3aMeHa.

DK3aMEH MPOBOAMTCA IO PACIUCAHUIO TPOMEXYTOYHOM arTecTanuy. KoandecTBo BOIIpoOCoB B 3a7a-
HUM — 3 (J1Ba TEOPETUUECKUX BOMPOCA U OAHO MPAKTHUKO-OPUECHTUPOBAHHOE 33/1aHUE U3 YUCIIA TIPUBEICHHBIX
nabopaTopHbIX 3amaHuil). [IpoBepka OTBETOB U OOBSBICHUE PE3yJIbTATOB MPOU3BOJUTCS B J€Hb dK3aMEHA.



Pe3ynbTarhl aTTecTaliuu 3aHOCITCS B BEAOMOCTD U 3aU€THYIO KHUKKY cTyAeHTa. CTy/IeHThI, HE POIIE/IIIIe
MIPOMEXYTOUHYIO aTTECTALIUIO 10 Tpad UKy, JOIKHBI IUKBUAUPOBATD 3a/10JKEHHOCTD B YCTAHOBJIEHHOM I10-
psake.



IIpunoxenne 2
METOJUYECKHUE YKA3AHUS 11O OCBOEHUIO JUCHUITJIMHBI

Y4eOHBIM MIaHOM MPETYCMOTPEHBI CIIETYIOIINE BUIbI 3aHITHIA:

- JIEKIIUH;

- 1a0OpaTOpHBIE 3aHATHS;

B X01€ NeKIMOHHBIX 3aHATHI PACCMaTPUBAIOTCSI OCHOBHBIE TEOPETUYECKHUE BOIPOCHI, JAKOTCA PEKO-
MEH/IAIUH [T CAMOCTOSATEIIbHOW PabOThI M MOATOTOBKE K JIAOOPATOPHBIM 3aHATHSIM.

B xone mabopaToOpHBIX 3aHATUN YIIyOJISIOTCS U 3aKPEIUISIOTCA 3HAHUS CTYACHTOB 10 PSIy PacCMOT-
PEHHBIX Ha JIEKIUIX BOIIPOCOB, PA3BUBAIOTCSI HABBIKM MPAKTUYECKON PaOOTHI.

[Tpu moAroToBKe K 1aOOPaTOPHBIM 3aHATUSAM KaXKIbIA CTYJIEHT JIOJDKEH:

— U3yYUTh PEKOMEHIOBaHHYIO y4eOHYIO JINTEPATYPY;

— U3YUYUTh KOHCIIEKThI JIEKIIHIA;

— [IOJArOTOBUThH OTBETHI HA BCE BOIPOCHI MO U3yYaEMOM TEME.

B nporecce moAroToBKy K J1aOOpaTOPHBIM 3aHATHAM CTYJEHTBI MOTYT BOCIOJIb30BaTHCSI KOHCYJIbTA-
LHSIMU TIPETIOJABATENS.

Bonpocsl, He paccMOTpeHHbIE Ha JIEKIHSIX, Ja00PaTOPHBIX 3aHATHUSX, IOJKHBI ObITh U3YUYEHBI CTY/ ICH-
TaMU B XOJIe CAMOCTOSITENIbHOM paboThl. KOHTpOIh caMOCTOSTENbHOM paOOTHI CTYJICHTOB HaJ| YU4eOHOH Tpo-
rpaMMOil Kypca OCYyIIEeCTBIISIETCS B X0/I€ 3aHATUN METOJOM TECTUPOBAHUS U BBIIIOJHEHUS JIaOOpaTOPHBIX 3a-
naHui. B Xx01e caMoCTOsSTeNbHOM paboThl KK/IbIH CTYACHT 0053aH MPOYUTATH JOMOIHUTEIBHYIO TUTEPATYPY
10 U3y4aeMOM TeMe, IONOJIHUTh KOHCIIEKTHI JIEKIIUH HEJOCTAIOLUIUM MAaTEpUaIoM, BEITUCKAMH U3 PEKOMEH-
JIOBaHHBIX [IEPBOMCTOYHUKOB, BBIICIINTh HEIOHATHBIE TEPMUHBI, HAUTH UX 3HAYEHUE B SHIIUKIIONEIUYECCKUX
CJIOBapsX.

CTyIeHT TOJKEeH TOTOBUTHCS K MPENCTOALIEMY J1a00paTOPHOMY 3aHSATHIO IO BCeM 0003HaUYE€HHBIM B
paboueil mporpaMme JUCIHUILTUHBI BOIIPOCAM.

JI71s1 MOArOTOBKH K 3aHATHSIM, TEKYIIEMY KOHTPOJIIO U IPOMEKYTOUHOM aTTECTALIMU CTYJAEHTHI MOTYT
BOCIIOJIb30BAThCS IEKTPOHHO-OMOIMOTeYHBIMU cucTeMaMu. Takke oOydaroluecss MOTyT B3SITh Ha JIOM He-
00X0/IMMYIO JIUTEPATypy HAa A0OHEMEHTE YHUBEPCUTETCKON OMOIMOTEKH MITH BOCTIONB30BATHCS YUTATIHHBIMH
3aJIaMH.
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