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KA®EIPA HNudopmannonnas 0e30MaCHOCTH

Pacnpene.ﬂeﬂue YacCoB JUCUMIIJIMHBI IO ceMecTpaM

Cemectp
(<Kypc>.<Cemectp Ha 3(2.1)
Kypee>) Uroro
Henens 15 2/6
Bun 3anaruit v | pio| v PII

Jlexumu 10 |10 [10 (10
JlaGopaTopHble 20 |20 |20 |20
ITpakriyeckue 20 |20 |20 |20
HUroro ayp. 50 (50 |50 |50
KonrakrtHas pabora 50 (50 |50 |50
Cam. pabora 85 (85 |85 |85
Yacel Ha KOHTPOJIb 9 9 9 9
Htoro 144 |144 (144 144
OCHOBAHMHE

Y4eOHbIH IU1aH yTBepKIeH y4€HbIM coBeToM By3a oT 28.03.2023 mpotokomn Ne 9.

[IporpamMmy coctaBwi(u): K.T.H., To1eHT, Jlancapp A.IL
3aB. kadenpoii: k.3.H., Paquenko FHO.B.

MeToIu4ecKrM COBETOM HaIlpaBJICHUs: J1.3.H., npodeccop, Tumenko E.H.



1. HEJIX OCBOEHUA JTUCHUTIINHBI

1.1|nony4eHnue o0yuyaeMbIMH TEOPETHUECKMX 3HAHUI 10 OPraHU3aIMH YIIPABICHUs HH)OPMAIIMOHHOM 0€30MacHOCThI0 Ha 00 BEKTaxX
nH(OpMATH3aLUH ¥ B OPTraHU3ANMIX, UCTIOTB3YIONIUX B CBOCH AEATEIbHOCTH HHOPMAIIMOHHBIC CHCTEMBI; H3YUCHHE U
MOCIIEYIOLIee OCBOCHHE COBPEMEHHBIX TEXHOJIOTHIT 3a1IUThl HHGOPMALMH OTPAHHYCHHOTO JOCTYIA Ha 00BEKTaX; ONTHMH3ALIHS
OpraHHU3al[MOHHBIX 1 TEXHUYCCKHX MEPONPHUSITHII IO 0OecTeueH 0 HH(HOPMAIIMOHHO 6€30ITaCHOCTH OpraHu3alliu

2. TPEBOBAHUSA K PE3YJbTATAM OCBOEHUS JTUCITUIIJINHBI

YK-3:CnocodeH OpraHu30BbIBATh U PYKOBOJUTb Pa00TOil KOMaH/bl, BbIPA0AThIBAS KOMAHAHYI0 CTPATETHIO Uil JOCTUKEHHS
NOCTABJICHHOI 1ean

OIIK-3:Cnoco0eH pa3padaTbiBaTh MIPOEKThl OPraHN3AIMOHHO-PACHOPAIUTEIbHBIX JOKYMEHTOB 10 o0ecnedeHn 0 HHGOPMaOHH O
0€30MacCHOCTH;

B pe3y/bTaTe 0CBOCHUS JUCHHMILIHHBI 00Y4AIOLIMIiCS 10JKeH:

3HaTh:

METOTUKH (POPMHUPOBAHUS KOMAHI;METOIBI 3D (PEKTHBHOTO PYKOBOJICTBA KOJUIEKTHBAMH.(COOTHECEHO ¢ HHAMKaTopoM YK-3.1.)
OCHOBBI OTCYECTBCHHBIX U 3apy0CKHBIX CTAHIAPTOB B 00JIACTH CePTH(HUKALNY 1 aTTECTAllMH 00BEKTOB HH(OPMATH3AINH, B 00JIaCTH
yIpaBiieHHs HHPOPMALIMOHHON GE30MaCHOCTBIO C [EJB0 Pa3pabOTKU MPOCKTOB OPraHU3alOHHO-PACHOPSIUTEIbHBIX JOKYMEHTOB
(cootHeceHo ¢ nHauKaTopom OITK-3.1.)

YMeThb:

pa3pabaThiBaTh KOMaHIHYIO CTPATErHIO; OPraHHU30BhIBATH Pa0OTY KOJUIEKTHBOB; YIPABJIATh KOJUIGKTUBOM;pa3pabaThiBaTh MEPOIIPHUSITHUS 110
JIMYHOCTHOMY, 00pa3oBaTebHOMY M TIPO(ECCHOHATBHOMY POCTY(COOTHECEHO ¢ HHIHKaTopoM YK-3.2.)

paSpaﬁaTLIBaTL TCXHUYCCKHUEC 3aJaHUA HAa CO3JaHHUEC IIOACUCTEM obecnieueHus PIH(I)OpMaHHOHHOﬁ 6630H3CHOCTI/I.(COOTHGC€HO C HHAUKATOPOM
OIK-3.2.)

Baagerb:

METOJIJaMU OPTaHHU3aI[HX U YIPABJICHHS KOJUICKTUBOM, TUIAHUPOBAaHHUEM €ro JeHCTBHiL.(cooTHeceHo ¢ nHaukaropom YK-3.3.)
HaBBIKAMH Pa3pabOTKH MOJIUTHK OE€30MAaCHOCTH Pa3IHIHBIX YPOBHEN.(cooTHeceHo ¢ nHaukaropom OITK-3.3.)

3. CTPYKTYPA U COAEP KAHUE JUCHUIIJINHbBI

Paznen 1. Cuctemsl ynpasiieHUsI HHPOPMANMOHHOI 0€30MaCHOCTH

Ceme Komneren-
Ne HaumenoBanue Tembl / Bua 3ansitus Yacos Jlutepatypa
cTp HHH

Tema 1 "OCHOBHBIC MOJIOXKECHUS TEOPUU HHOOPMAIIMOHHOW OE30MACHOCTHY.

11 Hccnenoanue APXUTEKTYPHI MOCTPOEHUS CHUCTEM ynpapliexus( 4 2 |vKk-3.0MK- 3 JI.1, J11.2, JI1.3, J12.1,
™ |undpopmanmonHoi 6e3omacHocThi0. Odopmiterne pu momoinu LibreOffice ’ J12.2,J12.3, J12.4, J12.5
/ J1ab /

Tema 1 "OCHOBHBIC MOJIOKEHUSI TCOPUU MH(OPMAIMOHHOW OE30MaCHOCTHY.
1.2 |Uccnenoanue APXUTEKTYPBI MMOCTPOCHHUS cucTeM ynpaeneHus| 3 2 |YK-3,0IIK- 3
nH(OpMaIMOHHOHN Ge30macHoCThI0. / JIek /

JI1.1,J11.2, J11.3, J12.3,
J12.5

Tema 1 "OCHOBHBIEC IMOJIOKEHUSI TEOPUU MH(OOPMAIMOHHOW OE30MACHOCTHY.
1.3 |Yupasnenne nHpOpMAIIMOHHOMN 6€30MMaCHOCTHIO 00bekTa HHpopMaTuzarmu. /| 3 2 |YK-3,0IIK- 3
IIp /

JI.1,J11.2, J11.3, JI2.1,
J12.2,]12.4,J12.5

Tema 1 "OCHOBHBIE MOJIOKEHHS TEOPUH HHPOPMAIIMOHHON OE€30MaCHOCTHY.
HNudopmanmonnas 06e30macHOCTb:  OCHOBHbIE —ompeaeneHus. IloHsaTue
KOH(HICHINAILHOCTH, LEJIOCTHOCTH, JIOCTYITHOCTH UHPOPMALIUH.
14 ®dopmanbHble MOJENN YIpaBICHUS TOCTYIOM: MOJeNbh XappHucoHa-Pys3o-
VYnemana, mozaens benna Jla-Ilagynel. ®dopmalibHble MOAENU LEIOCTHOCTH:
mozens Kunmapka-Buncona, monens buGa. CoBMmMecTHOE HCIIONIb30BaHUE
Mojeneit 6e3onacHoctu. PosieBoe ynpapieHne TOCTYIIOM.

/Cp/

JI1.1,J11.2, J11.3, J12.1,

3 30 |VK-3.0IK-3 JH2.2,J12.3,12.4,J12.5

«¥Yrpo3pl  MH(MOpPMALMOHHOW  Oe30macHOCTH.  TeopeTHYEeCKHe  OCHOBBI
1.5 |mocTpoeHHsi CHCTEM 3alUThl OT Yrposy». VcciienoBaHue CBOWCTB JOKajdbHOM| 3 2 |YK-3,0IIK- 3|JI1.2, JI1.3, J12.3, JI2.5
MOJIMTUKHY Oe3omacHocTH. / Jlek /

Tema 2 «Yrpo3sl HHGOPMALMOHHOW Oe30macHOCTH. TeopeTnyeckue OCHOBBI
MOCTPOSHHUS] CHCTEM 3alllUTHl OT yrpo3y». McciienoBaHue CBOWCTB JIOKAITBHOM
nosutiky 6e3onacHoctu. Odopmienue npu nomoru MS Office

/ J1ab /

J.1,J11.2, J11.3, J12.1,

16 2.2, J12.3, 712.4, JI12.5

3 6 |YK-3,0IIK-3




1.7

Tema 2 «Yrpo3sl nHGOpMaLMOHHONW Oe3omacHOCTH. TeopeTudeckue OCHOBBI
MIOCTPOCHUS CHUCTEM 3AIUTHI OT Yrpo3». YIpPaBIEHUE CPEICTBAMHU 3aLIUTHI
nHopmanuu Ha oobekre. / I1p /

VK-3,0IIK- 3

J1.1,J11.2, J11.3, J12.1,
J2.2,]12.4,J12.5

1.8

Tema 2 «Yrpo3sl MHGOPMALMOHHONW Oe30macHOCTH. TeopeTHudeckue OCHOBBI
HOCTPOEHUS CUCTEM 3aILUTHI OT YTPO3».

Knaccupukanus yrpos uapopmanuoHHoi 6e3onacHocty. IlocTpoeHue cucteM
3aIUTHl OT YTPO3 HapyHIeHHS KOH(GHICHIHATHHOCTH MHGOPMAIUH: MOJEIb
CHCTEMBI 3alllUThI, OpraHu3anuoHHoe oOecneueHue Wb, maeHTuduxanus u
ayTeHTH(HUKAIWSA, pasTpaHUYCHHE IOCTYIa, KPUNTOTpapudecKue METOIH,
KOHTpPOJIb BHEIIHETO INEpuUMeTpa, IPOTOKOIMpoBaHue, ayaut. IlocrpoeHue
CHCTEM 3aIIUTHl OT yrpo3 HAPYHICHHS IETOCTHOCTH HH(OPMAIWH: MOJIETb
obecrieyeHus 11eJI10CTHOCTH, Kpunrorpaduueckue MeToasl. Kputepuu u kinacchl
3aIIUILEHHOCTH CPEJCTB BBIYMCIUTENBHONM TEXHUKH U aBTOMATH3HPOBAHHBIX
uH(popMaIoHHbIX cucteM. / Cp /

VK-3,0IIK- 3

JI1.1,J11.2, J11.3, J12.1,
J2.2,J12.3,J12.4, JI12.5

Paznen 2. MeToabl M TeXHOJIOTUM HHGOPMALUOHHOH 0€30MaCHOCTH

Ne

HaumenoBanue TeMbl / Buja 3ansatus

Ceme
cTp

Yacos

Komneren-
19704

JlutepaTtypa

2.1

"NupopMalMoHHOE MPOTHBOOOPCTBO, METOJBI M CPEICTBA €ro BEICHHA.
Mertons! U cpecTBa obecniedeHus HH(POPMALOHHON 06€30MacHOCTH 00bEKTOB
uHpopmanuonHor cdepe». HccnenoBanue (yHKIMOHUPOBAHHS CHCTEM
yIIpaBJIeHUS HHPOPMAIMOHHOH 6e30MacHOCTBIO Ha 00beKTe 3amuThl.  / JIek /

YK-3,0IIK- 3

JI1.1,J11.2, J11.3, J12.3,
J2.5

2.2

Tema 1 "HHbopMalMOHHOE NPOTHBOOOPCTBO, METOIBI M CPEACTBA €ro
BeieHus. MeTo/ibl U cpeacTBa obecneueHus HHPOPMAIIMOHHONW 0€30MacHOCTH
00bekToB HH(pOpMaIMOHHOH cdepbi». HcciemoBanue (QYyHKIIHOHHPOBAHUS
CHCTEM YMpaBJIeHUS MHOOPMAIIMOHHOW 0E€30MACHOCTHIO HA OOBEKTE 3alUTHI.
/JIab /

VK-3,0IIK- 3

JI1.1,J11.2, J11.3, J12.1,
J2.2,J12.3,J12.4, JI2.5

2.3

Tema 1 "HMHpOpMAIMOHHOE NPOTHBOOOPCTBO, METOABI M CPEICTBA €ro
BEJICHHS. MeTo/Ibl M CpeicTBa obecriedeHnsT HH(POPMAIIMOHHONH 0e30MacHOCTH
00BEKTOB MHPOPMAIMOHHOH Cdepbl». AYIUT COCTOSHHS HH()OPMAIIMOHHOW
6e3onacHocTH Ha 00beKTax HHGopmartuzaimu. / Ip /

VK-3,0IIK- 3

JI1.1,J11.2, J11.3, J12.1,
J2.2,]12.4,J12.5

24

Tema 1 "HHbopMalMOHHOE NPOTHBOOOPCTBO, METOIBI M CPEACTBAa €ro
BEJICHIA. MeTopl U cpelcTBa odecnedeHns HHPOPMAIIHOHHOH 0e301acHOCTH
00BEKTOB HHPOPMALUOHHON chepb».

Kraccudukamus BO3MOXKHBIX KaHAlOB yTeUKH HH(popManuu. TeXHOIOrHH
3alIUTHl aKyCTHMYeCKOH MHGOpPManuu OT YTeUKH. TEXHOJIOTHH 3allUThI
uHpOpMALIUH OT yTeuku 1o kaHamam [ID9MUH. TexHooruu 3amuTsl BUI0BOM
UH(OPMAIMU OT YTEUKH.

/Cp/

40

YK-3,0IIK- 3

JI1.1,J11.2, J11.3, J12.1,
J12.2,J12.3, J12.4, JI2.5

2.5

«YnpasieHue 6€301aCHOCTBIO B KOMIIBIOTEPHOM CUCTEMEY.

Knaccupukanmss MeTomoB  3ammMTel  MHGOPMAIMKM  OT  TPOrPaMMHO-
MaTeMaTHYECKUX BO3JICHCTBUI. KareropupoBanue 00BEKTOB
nHpopMaTu3auuu. JleaTeNpHOCTh  aJMUHHCTpAaTopa O€30MacHOCTH IO
[IPEAOTBPALLECHUIO NIPOrPaMMHO-MaTEMaTUYECKUX BO3JICHCTBHI.
JesrenbHOCTh aAMUHUCTpaTOpa 6€301aCHOCTH 0 MUHIUMHU3ALUH TIOCIIEACTBUI
IpOorpaMMHO-MaTeMaTHUeCKUX Bo3aencTauil / JIek /

VK-3,0IIK- 3

J1.1,J11.3,J12.1, J12.3

2.6

Tema 2 «YnpaBneHue 6€30MaCHOCTBIO B KOMITBIOTEPHOH CHCTEMEY.
Knaccupukanuss MeronoB  3ammTel  MHGOPMANMU  OT  IPOrPaMMHO-
MaTeMaTHYECKHX BO3/ICHCTBHH. Kareropuposanne 00BEKTOB
uHpopmaTHzauy. JleATenbHOCTh  aAMHHUCTpAaTOpa  O€30MacHOCTH IO
MIPEJOTBPALIECHUIO [IPOTPaMMHO-MaTeMaTHYECKUX BO3EHCTBHH.
JlesaTenpHOCTD aAMUHUCTpaTOpa 0€30MacHOCTH 10 MUHUMH3ALIUH TOCIEACTBUH
MIPOrpaMMHO-MAaTEMaTHYECKUX BO3ICHCTBHM.

/ JIab /

VK-3,0IIK- 3

JI1.1,J11.2,J11.3, J12.1,
J2.2,J12.3,J12.4, JI12.5

2.7

Tema 2 «YmpaBneHne 0e30MaCHOCTBIO B KOMITBIOTEpHOH cHcTeMey». OreHka
3 (QEeKTUBHOCTH IPOBOIMMEIX MEPONPUSATHH 10 COBEPIICHCTBOBAHHUIO
CHCTEMBI yIpaBieHUs HHPopMannoHHOH O6e3onacHocThio. / Ip /

12

VK-3,0IIK- 3

JI.1,J11.2, J11.3, J12.1,
J12.2,J12.4,J12.5

2.8

Tema 2 «YnpapneHnue 6€301aCHOCTbIO B KOMIIBIOTEPHOM cUCTEMEN.

Tepmuns! u onpeneneHus. CUCTEMBI yIaJCHHOTO yIPaBJICHUS 0€30IIaCHOCTH: B
OTCYTCTBUU JIOKAJIbHOTO OOBEKTA YIpPaBIEHMs, IPU JIOKAJbHOM OOBEKTE
YIOpaBiIeHUS W YNAJCHHOM YIPABISIOIEM OOBEKTE, NPHU PacHpeeeHHOM
o0bekTe ympasieHus. Mozaenu Bo3AE€HCTBYSI BHELIHETO 3J0YMBIIIICHHUKA Ha
JIOKaJIbHBIA CETMEHT KOMITBIOTEPHOI

11

VK-3,0IIK- 3

JI.1,J11.2, J11.3, J12.1,
J12.2,J12.3,J12.4, JI2.5




CHCTEMBI.
/Cp/

2.9

/ Dk3amen /

VK-3,0IIK- 3

JI1.1, J11.2, J11.3, J12.1,
J12.2,J12.3,J12.4, JI2.5

4. ®OHJ OHEHOYHBLIX CPEJICTB

CtpyKTypa U coiepkanue (oH/1a OLEHOYHBIX CPEJCTB JIS IPOBEJCHUS TEKYLIEH U MPOMEXYTOYHOM aTTECTALlUH [IPE/ICTABICHBI B
[Mpunoxenun 1 k paboyeii mporpaMme TUCHUTUTAHBL.

5. YYEBHO-METOAUYECKOE U HTHO®OPMAIIMOHHOE OBECHHEYEHUE JUCIUIIINHBI

5.1. OcHoBHas1 IMTepaTypa

ABTOpBI, COCTaBUTEIH 3arnaBue W3narenbcTBO, TOXT Komnma-Bo
JI1.1 |Tpymo A. A, TeopeTuueckrue OCHOBBI KOMITBIOTEPHOI M.: Axapemus, 2009 30
[Ipumenko 3. A., Oe3omacHocTH: yuel. mocodue i CTyIeHTOB BY30B,
Tumonuna E. E. oOyuaromuxcst o crer. rpymms 090100 "Uurdopm.
6e301acHOCTh"
JI1.2  |Kosaues /1. B., HndopmarmonHas 6e3onacHOCTh: yueOHoe nocodue |Pocto-Ha-JloHy: FOxHbIH https://biblioclub.ru/inde
bornanosa E. A. (denepaibHbIil YHUBEPCHUTET, X.php?
2016 page=book&id=493175
HEOTPpaHUIECHHBIN JOCTYII
UTS 3aPETHCTPUPOBAHHBIX
N0JIb30BaTeNeH
JI1.3 |[Iaubrus, B. ©. WupopMmarmoHHast 0€30IIaCHOCTh U 3aIHTA Caparos: https://www.iprbookshop.
“HpOpMAIHH Ipodobpasosanue, 2019 ru/87995.html
HEOTPaHMIEHHBIN JOCTYIIT
UL 3apETHCTPUPOBAHHBIX
N0JIb30BaTeNeH
5.2. lonosHuTeIbHAS JIHTEpaTypa
ABTODBI, COCTaBUTENN 3arnaBue W3narenscTBO, TOI Konuu-Bo
JI2.1 |lleiinakos H. E., du3nueckue OCHOBHI 3alUThl HHbopManuu: yueb.  |M.: PUO€; 2016 111
Cepnenuros O. B., nocoOue I CTYZEHTOB BBICILL. Y4el. 3aBeIeHUH,
Tumenko E. H. 00yJaroIuxcs Mo Hamp. noArot. "MHpopMm.
0e30MacHOCTh"
JI2.2 |PorrenkoBa O. NudopmarmonHast 6€30MacHOCTh: KypHAT Mocksa: 'POTEK, 2013 https://biblioclub.ru/inde
x.php?
page=book&id=210607
HEOTPaHWYEHHBIN JOCTYIT
JUTSL 3apETHCTPUPOBAHHBIX
TI0JIb30BaTeNei
JI2.3 |Karanosa, T. H., HNudopmarrionnas 6e30mMacHOCTh: 1TabOpaTOPHBI [epwms: TTepmckuii https://www.iprbookshop.
Tankwuna, JI. C., TIIPAKTUKYM FOC}’,I[apCTBEHHHﬁ ru/86357.html
XKnanos, P. A. I'yMaHHTapHO- HEOTpaHUYEHHBIH JJOCTYTI
IelaroruyecKuit UTS 3aPETHCTPUPOBAHHBIX
yuusepcurer, 2018 nomb30BaTeneH
JI2.4 |Moposos, A. B., NHpopMaImoHHOE TPaBo U MHPOPMAIMOHHAS Mocksa, Capatos: https://www.iprbookshop.
®dunarosa, JI. B., Ge3omacHoCTh. YacTh 2: y4eOHHMK [ MarucTpoB U | BeepoccHiicKmin ru/66771.html
ITomsaxosa, T. A. ACIUPaHTOB roCyJapCcTBEHHBIH HEOTpaHWYEHHBIN JOCTYTI
YHUBEPCUTET FOCTULIUHU AU 3apErHCTPUPOBAHHBIX
(PTTA Mumntocta Poccun), nob30BaTeNeH
At IIu Op Menua, 2016
JI2.5 |Moposos, A. B., NudopmarmonHoe npaBo u HHPOPMAIMOHHAS Mockga, CapaTos: https://www.iprbookshop.

®wumarosa, JI. B.,
ITomsaxosa, T. A.

6e3omacHoCTh. YacTh 1: yueOHHK UT MaTUCTPOB U
acCTIMPaHTOB

Bcepoccuiickuit
rOCyIapCTBEHHBIN
YHHMBEPCUTET FOCTHIINU
(PITA Musntocta Poccun),
At Ilu Op Menua, 2016

ru/72395.html
HEOTpaHWYECHHBII JOCTYT
JUTSI 3aperHCTPUPOBAHHBIX

0JIb30BaTENICH

5.3 TIpodeccuoHaibHbIe 6a3bl JAHHBIX U HHPOPMAHMOHHbIE CIIPABOYHbIE CHCTEMbI

UCC "KoncynprantlInroc"

UCC "Tapaut" http://www.internet.garant.ru/




OBC «IPR Books» http://www.iprbookshop.ru/

bubanoxny6.py http://biblioclub.ru/

5.4. IlepeyeHb NPOrPaMMHOI0 OdecIedYeHUsl

LibreOffice

5.5. Y'leﬁﬂo-MeTounqecmle MaTepUuaabl IJI CTYACHTOB ¢ OTPAHUYCHHBIMA BO3MOKHOCTAMH 310POBbA

ITpu HEOOXOAMMOCTH MO 3asBJICHUI0 O0YYaIOLIETOCS C OrPaHMYEHHBIMU BO3MOXHOCTSIMU 3[0pOBbs y4eOHO-METOAUYECKHE MaTepUabl
MIPEIOCTABIIIOTCS B popMax, afanTHPOBAHHBIX K OTPaHUMYESHHUSIM 3/10POBbS M BOCTIPUATHS HHPOpManuy. JJist ULl ¢ HapyIIEHUSIMA 3pSHUS: B
dopme aynuodaiina; B neuaTHol opMe yBelnuueHHBbIM MpupTOM. JIJIs Ul ¢ HapyHIEHUSIMU ClIyXa: B (hopMe 3JIEKTPOHHOIO JOKYMEHTA; B
neyatHoOH (opme. [Jis IHIl ¢ HApYIIEHUSIMUA OIIOPHO-IBUTaTENFHOTO anmnapara: B GopMe 3JIeKTPOHHOTO JOKYMEHTa; B IEYaTHOH GopMe.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIJIMHBI (MOAY JIST)

IMomemeHus A7 BCEX BUAOB PabOT, MPEIyCMOTPEHHBIX YUSOHBIM [UIAHOM, YKOMIUICKTOBAHBI HEOOXOIMMOM CIICIMATU3UPOBAHHON YUeOHOMH
MeOeJIbI0 U TEXHUYECKUMHU CPEJICTBAMU O0YUCHUS:

- CTOJIBI, CTYJIbSI;

- IEPCOHABHBIA KOMITBIOTEP / HOYTOYK (TIepEeHOCHOI);

- IPOEKTOP;

- OKpaH / HUHTCPAKTUBHAs JOCKa

JlabopaTopHBIe 3aHATHS IPOBOIATCS B KOMIIBPIOTEPHBIX KJIaccax, pabodne MecTa B KOTOPBIX 000pyI0BaHbl HEOOXOJMMBIMH JIUIIEH3HOHHBIMHU
W/WIM CBOOOJIHO PacIpOCTPaHAEMbIMH ITPOTPAMMHBIMHU CPEJICTBAMH M BBIXOZIOM B VIHTEpHET.

7. METOAUYECKHUE YKA3ZAHUA JJIA OBYYAIOIIIAXCA 11O OCBOEHUIO JUCHUIIVIMHBI (MO JIS)

Meroaudeckue ykazaHHs 110 OCBOSHHIO AUCIUIUIHHEI IpeCcTaBiIeHb! B [Ipuiokernu 2 k pabouei mporpaMMme AUCIUTUTHHBL




1 OnucaHue mnoOKa3aTe/iel U KpUTepHEeB OLeHMBaHMSA KOMIETEHLU Ha

®OH/JI OLIEHOYHBIX CPEJICTB

IIpunoxenue 1

Pa3/IMYHBIX 3TAaIllaX UX (l)OpMPIpOBaHHH, OIIMCaHHE IKaJI Ol€eHUBAHUA

1.1 Iloka3aTenu U KpUTEPUN OLICHUBAHUSI KOMITETECHIIMIA:

3VH, cocrasisroniue
KOMIIETEHIIUIO

[lokazarenu
OLIEHUBAHU

Kpurepun
OLICHUBAHUS

CpenctBa
OLICHHUBAHUS

YK-1 —cnoco0eH opranu3oBbIBaTh U PYKOBOJAUTH Pa00TOi KOMAaH/Ibl, BbIpadaThIBasi
KOMAaH/JHYI0 CTPATETrnI0 JJISl IOCTUKEHUS] MOCTABJIEHHOM 11e/1n

3. MmeToauku (popMUPOBaAHUS
KOMaHJI; METO/IbI

3 PEKTUBHOTO PyKOBOJICTBA
KOJUIEKTUBAMU.(COOTHECEHO C

MIOKCK U cOO0p
Heo0X0oInuMO
JTUTEPATYPBI,
HCIIOJIb30BaHHE

II0JIHOTAa n
COACPIKATCIIbHOCTD
OTBE€Ta

YMCHHC NIPUBOAUTH

T (tectsl
Pa3nen 1 tema
1 Bompoc 1-2;
Pa3nen 2 tema

unkaropom YK-3.1.) pa3NuYHbIX 0a3 NaHHBIX | IpPUMEPHI 1 Bompoc 1),
3 (Bompockl
1-4, 9-11,
25-26)
V. pa3zpabarbIBaTh KOMaHJIHYIO | UCIIOJIb30BaHUE II0JIHOTA u| II3 (Pa3gen 1
CTpaTeruio; OPraHu30BbIBaTh MH(POPMAIIMOHHBIX COJIEP)KATENbHOCTh | IPAaKTHYECKOe
paboTy KOJJIEKTUBOB; TEXHOJIOTUH B oTBEeTa 3ajanue 1,
YIPaBIATh KOJJIEKTUBOM; MIPaKTUYECKOU YMEHHME MPHUBOJUTH | yacTh 1);
pa3pabaTbIBaTh MEPONPUATHS | NEATEIBbHOCTH JUIS IIPUMEPBI JI3 (Paznen 1
110 TUYHOCTHOMY, pUOOPETEHUST HOBBIX yMEHHE nabopaTropHoe
00pa30BaTeIbHOMY U 3HAHUU U YMEHUN CaMOCTOSITEIILHO 3amanue 1,
poeCCHOHATTBHOMY HaxOJUTh perieHnue | gactp 1)
POCTY(COOTHECEHO ¢ IIOCTaBJIEHHBIX 3a7a4
unmkaropom YK-3.2.) I1033 (1-5)
B. MeTonamMu opranusanuu u UCIIOJIb30BaHNE IIOJIHOTA u [ I13 (Pa3znen 1
yIpaBieHUS KOJIJIEKTUBOM, COBPEMEHHBIX COJIEP’KaTENbHOCTh | IPaKTHYECKOe
IUIAHUPOBAHHUEM €0 MH(pOPMAaIMOHHO- OTBETa 3amanue 1,
JeNCTBHUI.(COOTHECEHO C KOMMYHHKAIIMOHHBIX YMEHHME MPHUBOJUTH | 4acTh 2);
uHukaTopom YK-3.3.) TEXHOJIOTUH U Pa3JINYHBIX | IPUMEPHI JI3 (Paznen 1
MH(OPMALIMOHHBIX yMEHHE nabopaTropHoe
pecypcoB CaMOCTOSITEIILHO 3amanue 1,
HaxOJUTh pElIeHUe | 4acTh 2)
nocraieHHbIX 3a1a4 | [103D (1-5)

OIIK-3- ciocofeH pa3padaTbiBaTh NPOEKThl OPraHN3aHOHHO-PACIOPAIMTEIbHbBIX

JOKYMEHTOB 110 o0ecre4eHn0 HH(POPMAIMOHHOMN 0€30MaCHOCTH

3. OCHOBBI OTEUECTBEHHBIX U
3apyOeKHBIX CTAaHIAAPTOB B
o0nactu cepTuuKauu U
aTTecTalud 0OHLEKTOB
uHpOpMAaTU3aIUH, B 00JIaCTH
yIpaByieHus] HH)OpMaITMOHHON
0€30IaCHOCTBIO C IIEIBI0
pa3pabOTKH MPOEKTOB
OpraHu3aIMOHHO-PACTIOPSINTE
JbHBIX IOKYMEHTOB

aKTyaJlbHOCTb TEM
HUCCJIEJOBAHUI U €€
MpaKkTUYeCcKasi HOBU3HA

MOJTHOTA u
COJZIepKATEIBHOCTD
oTBeTa

yYMEHUE MPUBOTUTH
IpUMepbI

T (tectsl
Paznen 1 Tema
1 Bompoc 3;
Paznen 2 Tema
1 Bompoc 2-3),
3 (Bompocsl
5-8, 16-18,
27-30)




(cooTHECEHO C MHIAMKATOPOM
OIIK-3.1.)
V. pa3pabaTbIBaTh TEXHHUYECKHE | TOUCK U cOOp MOJIHOTA u | [13 (Pazmen 2
3aJaHMs HA CO3/JaHKe HE00X0UMOM COJICPIKATENBHOCTD | IPAaKTUYECKOe
MOJICUCTEM OOecTieueHHs JTUTEepaTyphl, aHAIHU3 oTBeTa 3ananue 1,
uH(HOPMAMOHHON (byHIIaMEHTAIBHBIX U YMEHHE TPHUBOJIUTH | gacTh 1)
0e301acHOCTH.(COOTHECEHO C MPUKJIATHBIX TTPOOIEM MIPUMEPBI JI3 (Paznen 2
unaukaropom OITK-3.2.) UH(OPMAITMOHHOU YMCHHE naboparopHoe
0e30MacHOCTH CaMOCTOSITENTEHO 3ananue 1,
HaxOJUTh perieHue | yactob 1)
mocrasiieHHbIx 3aaau | [103D (1-5)
B. HaBbIKamMu pa3paboTKu HCIOJIb30BaHUE MIOJIHOTA u | I13 (Paznen 2
MOJIUTUK O€30MaCHOCTH COBpPEMEHHBIX COJIEPKATENbHOCTh | IPaKTHYECKOe
Ppa3InYHBIX nH()OPMAITMOHHO- OTBETa 3ananue 1,
YpOBHEH.(COOTHECEHO ¢ KOMMYHHKAITMOHHBIX YMEHHE MPHUBOJUTH | 4acTh 2);
unaukaropom OITK-3.3.) TEXHOJIOTHH U MIPUMEPBI JI3 (Pazpen 2
rI100aTbHBIX yMEHHE nabopatopHoe
MH(POPMAIMOHHBIX CaMOCTOSITEIILHO 3ajganue 1,
pecypcoB HaXOJUTh pelIeHue | vactp 2)
nmocrasieHHbIx 3a1a4u | [103D (1-5)

JI3 — nabopamopHeie 3adaHus, [13- npaxmuueckue 3a0anus; T — mecm, D — eonpocul k ax3ameny 11039 —

NpAaAKmuKo-opuermupoeaHHsvle 3a0aHUs K IK3AMEHY

1.2 [lIkaJibl OIlEHUBAHUS:

Tekymuii KOHTPOJIb YCIIEBAEMOCTU M IIPOMEXKYTOUHAS aTTECTAlMs OCYLIECTBIIIETCS B paMKaxX HAaKOIUTEIbHOU
OaIbHO-peUTHHrOBOM cucTembl B 100-0anibHOI 1mIKae:

84-100 6aioB (OIIEHKA OTIUTHO)

67-83 0aioB (OIEHKA «XOPOIIIO»)

50-66 6amIoB (OIIEHKA «YIOBIETBOPUTEIHLHO)
0-49 6anoB (olI€HKA «HEYTOBIETBOPUTEIHHO))

2 TunoBble KOHTPOJIbHbIE 3aJaHUS UJIU UHbIE MaTepPHUaJibl, HEOOX0AUMBbIE AJIS
OLleHKM 3HAaHUMH, YMEeHUHM, HaBbBIKOB U (MaH4) onbITa [JeATeJbHOCTH,
XapaKTepu3ywINUX 3Tanbl (OPMHUPOBAHUSA KOMIETEHHUH B MpoLecce OCBOEHUS
o06pa3oBaTeJbHOM NPOrpaMMbl

Bomnpocsl k 3k3aMeny

1. Obecrieuennie UH(POPMAIIMOHHOW OE30MAaCHOCTH TMPU  BBOJAE OOBEKTOB B
IKCILTyaTaIHIo.

2. CrenanbHble IPOBEPKU U CHEIIMATIbHbIE HCCIIEIOBAHMS.

3. NudopmannonHas 6€301MacHOCTb: OCHOBHBIE OIPEICICHHUS.

4. [TonaTne KOH(MUACHINAIBHOCTH, LIEIIOCTHOCTH, JOCTYITHOCTH HH(POPMALIUH.

5. dopmanbHbIe MOJIENH yIIpaBJICHUS TOCTYIIOM: MO/IEITh

Xappucona-Py330-Yinbemana, moznens bemna Jla-ITagynsr. @opManbHbIE MOAEIIN LEIOCTHOCTH:
mozenb Knapka-Buncona, mogens buba.

6. CoBMecTHOE UCTIONb30BaHUE MO/IETIel Oe30MMacHOCTH.

7. Ponesoe ynpasnenue qoctynom.



8. Beibop u onTuMumzanus TpeOyeMbIX Mep U CPEICTB 3alIUThl MHPOPMALUU Ha
00BEKTax.

9. ATtTecranys 00beKTOB HH(POPMATHU3ALINY.
10. Koutpomp 3a  obecneyeHueM  0O€30mMacHOM  AKCIUTyaTallid  OOBEKTOB
nHpOpMaTHU3ALINH.

11.  Teopernueckue OCHOBBI IOCTPOEHUS CUCTEM 3ALUTHI OT YTPO3».

12. Knaccuduxkamus yrpo3 nHpOopManMoHHON 0€30MacHOCTH.

13. IlocTpoeHue cucCTeM 3alUThl OT YIrpo3 HapyleHHs KOH(UIECHIMAIbHOCTH
uHbOpMalMK:  MOAETb CHUCTEMBbl 3alllMThl, OpraHu3anuoHHoe obecneuenne b,
UACHTUGUKALMS U ayTeHTU(UKALM, pa3rpaHUYEeHUE JI0CTYIa, KpUITOrpapuuecKue MeToIbl,
KOHTPOJIb BHELITHETO NMEPUMETPA, TPOTOKOIUPOBAHHUE, AYIIHT.

14.  IlocTpoeHue cUCTEM 3alUTHI OT YrpO3 HAPYLIEHUs LEIOCTHOCTH MH(OpMALUU:
MOJIeNIb 00ECTIEYeHHUS [IEIOCTHOCTH, KPUNTOrpahUueCKue METOIBI.

15. Kpurepun u Kiacchl 3alUMIIEHHOCTH CPEIACTB BBIYMCIMTEIBHONH TEXHUKH U
aBTOMATH3MPOBAHHBIX MH(POPMAITMOHHBIX CUCTEM.

16. HudopmanmonHoe mpoTUBOOOPCTBO, HHGOPMAIIMOHHASI BOWHA.

17.  Meronsl HapyleHUS KOH(PHUICHIMATHHOCTH, IEIOCTHOCTH M JIOCTYMHOCTH
uHbOpMalUU B YCIOBUSAX HHPOPMALIMOHHOTO TPOTUBOOOPCTBA.

18.  OcHoBHBIC HampaBlieHUs oOecriedeHUss WH(DOPMAIMOHHOW  OE30MacCHOCTH
00BEKTOB MH(POPMALTMOHHON cepbl rOCyJapcTBa B YCJIOBHUIX MHPOPMALIMOHHONW BOMHBI.

19. [IpaBoBbIe, OpPraHMW3ALMOHHO-TEXHUYECKHE H  DKOHOMHYECKHE  METOJIBI
obecneuenus Ub.

20. Mogenu, cTpaTteruu U CUCTEMbI obecnieueHus] HHPpOPMAMOHHOW 0€301MacHOCTH B
YCIOBUAX MH(OPMAIIMOHHOTI'O IPOTUBOOOPCTBA.

21.  Knaccugwukanus BO3SMOXKHBIX KaHAJIOB YTEYKH HH(OPMAITHIH.

22.  TexHOJOrMM 3alIMThl aKyCTUYECKON MH(DOPMALIUK OT YTEUKH.

23.  TexHonoruu 3amMThl HHPOPMALIMK OT yTEUKH 1o Kanairam [IDMUH.

24.  TexHOJOIMM 3alMThI BUJOBOM MH(OPMAIMU OT YTEUKH.

25.  Knaccudukamus METOJI0B 3alLUTHI uHpOpMaIUU oT
IIPOrpaMMHO-MaTEeMAaTUYECKUX BO3/IEHCTBUH.

26.  KareropupoBaHue 00BbEKTOB HHPOPMATHU3AIUH.

27.  JleATenbHOCTh  aJMUHHMCTpaTopa  0O€30MacCHOCTH IO  MPEeJOTBPALCHHIO
MPOrPAMMHO-MaTEMaTHYECKUX BO3JICHCTBUN.

28.  JleATenbHOCTh AAMMHHUCTpPATOpa OE€30MacHOCTH MO MHHHUMU3AIUM TOCIEICTBUI
MPOrPAMMHO-MAaTEMaTUYECKUX BO3JICHCTBUM.

29. Cucrtembl YAaJeHHOTO YIpaBJeHUsS O€30MacCHOCTH: B OTCYTCTBHUHU JIOKAIbHOTO
00BEKTa YNpPaBICHHS, NPH JOKAJTHLHOM OOBEKTE YIPaBICHHUS W YAAJICHHOM YIPABISIONIEM
00BEKTe, IPU pacHpeeICHHOM 00BbEKTe YIPaBICHHUS.

30. Mogenu Bo3EHCTBHSA BHEIIHErO 3JI0yMBIIUIEHHMKA HA JIOKAIbHBIA CErMeHT
KOMITBIOTEPHOU CHCTEMBI.

IIpakTHKO-OpHMEHTHPOBAHHBbIC 3aJAHUS K IK3aAMEHY
1. VYcraHOBHUTH Yrpo3bl, aTaKu U PUCKU CETEBOW OE30MaCHOCTH.
2. YCTaHOBUTH aHTHUBHPYCHOE IPOTpaMMHOE 0OecrieueHHe.
3. YcranoButh LINUX-TI0J00HYIO OMIEPAIHOHHYIO CHCTEMY.
4. HacrtpouTs BIEpBbIE YCTAaHOBJICHHYIO LINUX-TI0Z0OHYIO ONEPAIIMOHHYIO CUCTEMY.
5. YcraHOBUTH MIKU(POBAIBHYIO CUCTEMY.

Kuarou nis KOHTPOJIA NPAaBHUJIBbHOCTHU BbBINNOJHCHUSA NMPAKTHYCCKUX 3aJJaHUH K

IK3aMEHY

VY CTaHOBUTH yTpO3bl, aTaKU U PUCKU CETEBON OE30MaCHOCTHU:



HudopManHoHHEBIE YIPO3bBI ‘

Jns rocyaapcrea Jnsa koMnanum Jlna nuuHoCcTH
(HOPHAHYSCKOrO JIHLa) (pH3sHHecKOro nHuLa)
| HudopmaumoHHan Pazrnamenue ‘ —( KunGepcnesxka
BOITHA
- Yreuka ‘ - OHIafHOBOS
- HpOopMaLHOHHEIE T ——
NpoOTHBOASHCTBHA .
p HecaHKuHOHHPOBAHH LI (noaaenbHbIe INCEMa)
HudopumanmoHuoe AOCCTYT

opysHe, kKHdeparaxkH

—| Kudepimmmuonans:

PacnpocTpaHeHHe
CeKpeTHOH caykeDHO
HHpoOpMaITMH
(HHCalIOBCKOH
HHPOPMALTHH )

DUIHHT (pacKpPEITHE
NEPCOHANBHBIX JAHHBIX!
JIOrMHA, Napois, HoMepa

DaHKOBCKOH KapThi)

—{ MansmMBLIEe CA

YCcTraHOBUTH AHTHBMPYCHOE NIPOrPaMMHOe o0ecreYeHmne:

2 Anrrmsnpyc Kacnepoxoro 2011

AHTHMBMPYC
Hacnepcxoro

2011

I ASmeruiTe NapaneTPe! yoT anosias

Bac mpMmBerTcTiByeT MmMacTrep yoTarnmosxe
ArmsTmEampyca Kacmnepocxoro 2011

MacTep SoMoOMTuIT yOCTarnosKy ArTmsmpyca Kaocepoacoro
2011 (11.0.2.5S56) Ha sSaw <KoMMsroTep.

Mepen noM yor e O YyeTCR SaKpeITe Bce
nporparrs:.

Ans Npoaoro veoT AT E Ha Koy C Odanee”.

[ANs Shixons 13 MacTepa yoTarmoOmcil HETrIATE Ha IKHOM<Y
TOTrmenaT.

Ecriii Soi XOTHTE MSMEHIMITE CTaHASPTHLIE NapamMeTPs:,
yer e dn R%! T NAPaMETPL! YCTaHosKE ™
(PeOMErAYEe TR ONDITHDIM NONMS30OSaTeI=M).

J

VYCTaHOBUTh U HACTPOUTH LINUX-110J00HYIO OMEPAUHOHHYIO CUCTEMY.

Ceanc Mpasxa Bun HacTtpofka [omouws
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redhat-web
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>
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>
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/root
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/EfE

Buaeox oHdpepesunm
Penax 7op 3aknanoxk

YcTaHoBUTH NIM(POBATIBHYIO CHCTEMY.



Les CIYPLUU ST G TR YR uor

Encryption Algorithm AES 128 bt Symmetrickey Algorthm -

Input Data as Text put Data

Text To Encrypt/Decrypt Password To Encrypt/Decrypt “

Remember the name of the encryption algorithm and
password. These data will be needed to decrypt the fie

Encryption Algorshm ~
AES 128 bit
Entered test size: 331 symbols

) Password:
Encrypted/Decrypted Text (HE.

Corfiern password

\/' OK = Cancel

Kpurepuu oneHuBanmsi:

- 84-100 GamtoB (OLIEHKA «OTIUYHOY) - U3JI0KEHHBIN MaTreprasl (aKTUYECKU BEPECH, HATMUNE TITyOOKHUX
MCYEPNBIBAIONINX 3HAHHIA B 00BEME TIPOMICHHON MPOTpaMMbl TUCITUTUIMHBI B COOTBETCTBUU C IMMOCTaBICHHBIMU
porpaMMoil Kypca NeNsIMU M 3aJladyaMd OOYYCHHUs; NpPaBUIIbHBIC, YBEPCHHBIC ICHCTBUS 10 NMPUMEHCHHIO
MOJIYYCHHBIX 3HAHWK Ha MPAKTHKE, TPAMOTHOE W JIOTUYECKH CTPOWHOE H3JIOKCHHUE Marepuaia MpH OTBETE,
YCBOCHHE OCHOBHOM M 3HAKOMCTBO C JIONIOJHUTEIBHOH JINTEPATYpOii;

- 67-83 OamoB (OIEHKA «XOPOIIOY») - HAIMYHE TBEPABIX W JOCTATOYHO TMOJHBIX 3HAHWH B O00OBEMeE
NPOMJICHHON MPOTrpaMMbl JUCIUILUIMHBL B COOTBETCTBHHM C IEJISIMH OOYYCHHsS, NMPABUJIbHBIC JCUCTBUS IO
MPUMCHCHHUIO 3HAHWN HA TPAKTHKE, YETKOE M3JI0KCHHE MaTepuaia, JOMyCKAIOTCS OTACIbHBIC JIOTHUSCKUE H
CTHJIMCTUYCCKHE TIOTPEIIHOCTH; YCBOCHA OCHOBHAs JIUTEpaTypa, PEKOMEHJOBaHHAas B paboucii mporpamme
JTUCIUILTAHBL,

- 50-66 GamnoB (OIEHKA «yTOBIETBOPUTEILHOY) - HAIMYUE TBEPABIX 3HAHUN B 00beMe MPOIAEHHOTO
Kypca B COOTBETCTBHUHU C IEISIMH OOYYCHHS, W3JI0KCHHE OTBETOB C OTACIBHBIMHA OINMOKAMH, YBEPECHHO
WCIIPABJIICHHBIMK TIOCJIC JIOTIOJHUTEILHBIX BOIPOCOB; BBIMOJHSIIOTCS B IEJIOM KOPPEKTHBIC JEHCTBHS I10
MIPUMCHCHHIO 3HAHWI Ha TIPAKTHKE;

- 0-49 GamoB (OIIEHKA «HEYJOBICTBOPUTEIBHOY») - OTBETHI HE CBSA3aHBI C BOIIPOCAMH, HATMYUE TPYOBIX
OIMOOK B OTBETE, IEMOHCTPUPYIOIINE HEMTOHNMAHHUE CYIITHOCTH MU3JIaraéMOro BOTIPOCa U HEYMEHHUE TPUMCHSITh
3HAHUS Ha MPAKTUKE; OTCYTCTBHE YBEPEHHOCTH M HETOYHOCTh OTBETOB Ha JOMOJIHUTENbHBIE M HABOJSIINE
BOTIPOCHI.

TecTbl

Paszges 1 Cucremsl ynpaBJjieHust HHGOPMAUMOHHOM 0€3011aCHOCTH

Tema 1" OcHOBHBIE NTOJIOKEHUS TEOPUU UHPOPMAIIMOHHOM Oe3onacHoCTH "

1. Kakas xateropusi sBiseTcss HauOoyiee PUCKOBAHHOM Ui KOMIIAHMU C TOYKU 3PEHHUS BEPOSITHOTO
MOIIIEHHUYECTBA U HapyIIEHHUs 0€301acCHOCTH?

a) COTPYAHUKH

0) xaKkepbl

B) aTaKkymoIlue

') KOHTpareHTHI (JUIa, paboTaroII|e TI0 TIOTOBOPY)

2. KTo B KOHEYHOM cueTe HeCeT OTBETCTBEHHOCTD 3a FAPAHTUU TOTO, YTO JAaHHbIE KIacCU(UIIMPOBAHBI U
3aIUIIECHEI?

a) BJIaJeNIbLbl JAHHBIX

0) mop30BaTENU

B) aIMUHHUCTPATOPHI

') pYKOBOJICTBO

3. Kaxkoii pakrop Hanbosee BaxkeH AJIsl TOr0, YTOOBI ObITH YBEPEHHBIM B YCIIEHITHOM 00€CIIe4eHUN
0€30MacHOCTH B KOMITAHUU?

a) MOJIEP’KKa BBICIIIETO PYKOBOJICTBA

0) o> pexTUBHBIC 3aIUTHBIE MEPHI U METOJIBI X BHEAPECHUS

B) aKTyaJIbHbIE U aJICKBATHBIC MIOJIMTUKU U IPOIETypbl 6€30aCHOCTH

T') IpOBEIEHNE TPEHUHTOB 110 0€30TaCHOCTH /ISl BCEX COTPYTHUKOB



Tema 2" Yrpo3sl HHPOpPMALIMOHHON Oe30macHOCTH. TeopeTnueckne OCHOBBI TOCTPOSHUS CUCTEM
3aIUTHI OT YTPO3».

1. Yrto Takoe mOIUTHKHN O€30macHOCTH?

a) MHCTPYKIIUH T10 BBITIOJIHEHUIO 3a71a4 0€301MacHOCTH

0) oOmre pyKoBOsIIHIE TPEOOBAHUS IO JOCTHKEHHIO OMIPEICICHHOTO YPOBHS 0€30MacHOCTH

B) IIUPOKUE, BHICOKOYPOBHEBHIE 3asIBJICHHS PYKOBOJICTBA

T') I€TAIM3UPOBAHHBIC JOKYMEHTHI IO 00pa00TKE MHIIUCHTOB 0€30IIacHOCTH

2. Kakas 13 npuBeeHHBIX TEXHUK SBISETCS CaMOl BaKHOM MpU BbIOOPE KOHKPETHBIX 3aIUTHBIX Mep?

a) aHaJIU3 PUCKOB

0) aHanu3 3aTpat / BHITOJIBI

B) pe3ynbTarel ALE

T') BBISIBJICHHE YSI3BUMOCTEH U yrpo3, ABISIOIIMXCS IPUIHMHON pUCKa

3. Kakas u3 npuBeIeHHBIX TEXHUK SBISETCS CaMOU BaKHOU MPU BHIOOPE KOHKPETHBIX 3aIUTHBIX Mep?

a) aHaJIU3 PUCKOB

0) aHayM3 3aTpaT / BBITOJIBI

B) pe3ynbratel ALE

T') BBIABIICHHE YSI3BUMOCTEH U Yrpo3, ABISIOMIMXCS IPUUYNHON pUCKa

Paspges 2. MeToabl ¥ TEXHOJIOTMH HH(POPMALIMOHHOM 0€301IAaCHOCTH

Tema 1. «MH(bOopManoHHOE MPOTHBOOOPCTBO, METO/BI M CPEIACTBA €ro BeACHUs. MeToabl U CpeacTBa
obecrieueHrst ”HPOPMAIMOHHOM 0€30MacCHOCTH 00bEKTOB HH(GOPMAITMOHHON ChephIy.

1. JInst pereHust Kakux 3a/1a4 MpeJHa3HaueHbl CTATHIECKUE 000I0UKH SKCIIEPTHBIX CUCTEM?
a) IS YIIPABJICHUS M JIMATHOCTHKY B PEKMME PEATLHOTO BPEMEHH
b) JUTS PEIICHUS CTATHYECKUX 3a/1a4
c) JUISL PELICHHs 3a/]1a4 aHaIu3a ¥ CHHTE3a C pa3jieicHueEM BpEMEHH
d) JUTS pa3pabOTKU TUHAMHYCCKHX CHCTEM
e) HET MPaBUIILHOTO OTBETA

2. D¢ dexTuBHAs porpamma 6e30macHOCTH TpeOyeT cOaaHCUPOBAaHHOTO IPUMEHEHUS:

a) TeXHUYECKUX U HETEXHUYECKHX METO/I0B

0) KOHTpMEP U 3alTUTHBIX MEXaHU3MOB

B) (U3MUECKOM O€30MaCHOCTH U TEXHUUECKUX CPEJCTB 3aLUThHI

r) npoueayp 0e30nacHOCTU U MU(POBaAHUS

3. UTO U3 MepeyunciieHHOT0 He ABISETCS LENbI0 MPOBEICHUS aHaIN3a PUCKOB?

a) JIeJIETUPOBAHUE TTOJTHOMOYHUIN

0) KOTMYECTBEHHAs OLIEHKA BO3/I€HCTBHSI MOTEHIIMATIBHBIX YTPO3

B) BBISIBIIEHHE PUCKOB

T) orpeJiesieHue 0ajlaHca MeX/ly BO3IeHCTBUEM PUCKA U CTOUMOCTBIO HEOOXOJUMBIX KOHTPMED

Tema 2. «YnpaBieHue 0e30MaCHOCTBIO B KOMITBIOTEPHOI cUCTEME».
1.YT0 M3 nepeunciaeHHoro He SBISAETCs 3a/1a4eil PyKOBOJICTBA B MPOLECCE BHEAPEHUS U CONPOBOXKICHUS
6e3onacHocTu?
a) MOJIJIEPKKa
0) BBIITOJTHEHHE aHAJIN3a PUCKOB
B) OTIpe/IeJICHUE TIEJTH U TPAHUI]
I') J€JIErUPOBAaHUE MOJTHOMOYNI
2. 11eI0CTHOCTD M HATJSAHOCTH OMUCAHUS MPEIMETHOM 00JacTH COXPaHSAETCS B CEMAaHTHUYECKHUX CETAX C
YBEJIIMYEHUEM Pa3MEPOB U YCIOKHEHUEM CBSI3EH
a) ma
b) Her
3.3agaun anmapaTHOro MOJEIMPOBAHMS JAESATENBHOCTH YEJIOBEKa MOTYT OTHOCUTBCA K 3aJadam
HCKYCCTBEHHOT'O MHTEIIEKTA
a) ma
b) et
TectoBoe 3amaHue BBINONHIETCS Ha OTAeNbHOM JucTe. Jluct nmoanuceiBaercas @O, Homep rpymmsl,
HOMEp 3a4eTHON KHMKKH, YKa3bIBa€TCSl BapUAHT TECTOBOro 3afanus. Hike oOyuatomuiicss yka3siBaeT HuQpoi
HOMEp BOINPOCA U PAJOM CTAaBUT HOMEpP NPaBUIIBHOIO, HA €ro B3IVIAJ, BapHaHTa OTBETA. TecToBoe 3amaHue



conepkuT 10 BOmpocoB ¢ BapuaHTamu OTBETOB. Eciu oOydaromuiics 10 cAadd MPErnoAaBaTeNio TeCTOBOTO
3aJlaHusl U JIMCTa C OTBETaMM, CUMUTAET, YTO HE MPaBWJIbHO OTBETWJI Ha TOT WJIM WHOW BOMNPOC TECTa, TO
3a4epKUBaCT MPEbIAYIINIA BapuaHT OTBETa U PsIOM YKa3bIBaeT HOBBIKA. 3a omMOKY 3TO He cuuTaercs. Bpems
npoxoxaeHus TectupoBanust 20 muHyT. [locie OKOHUYaHWS BBITTOJIHEHHUS TECTOBOTO 3aJaHUsl O0yYarOIIHICs
C/IaeT IPENOAABATEII0 BapUAHT TECTOBOIO 3aJIaHUS U JIUCT C OTBETAMH.

3. Kpurepum oueHKku:
- 1-20 GamnoB BhICTaBiIAETCA OOydaeMOMy. 3a OJMH TMPABUIBHBIA OTBET OOydaeMbIii
noJrydaet 2 Oaia.

JlabopaTopHbIe 3a1aHusA
1.TemaTuka J1a00paTOPHBIX 3aJaHMI 110 pa3aejiaM U TeMaM

Paznen 1 «Cucrembl ynpapjieHusi HHGOPMAaIHOHHOM 0€301IACHOCTH»

Tema 1 «OcHOBHBIE TTOJIOKEHHSI TEOPUH HHPOPMAIIMOHHOM OE€30ITaCHOCTH

Jlaboparopuass pabora 1 MccinemoBaHue — apXUTEKTypbl IMOCTPOCHHS  CHCTEM  YIPaBICHUS
uHpopmannoHHou 6e3omacHocThi0. Odopmienue npu nomorniu LibreOffice.

Tema 2 «Yrpo3sl uHbOPMAITMOHHOH Ge30macHOCTH. TeopeTnyeckue OCHOBBI MOCTPOCHHUS CUCTEM
3aIUTHI OT YTPO3».

Jlaboparopuass pabota 2. TeopeTHYeCKHE OCHOBBI MOCTPOCHHS CHUCTEM 3alllUTBl OT yrpo3».
HccnemoBanme cBOMCTB JIOKATBLHOM MOMTHKH Oe3omacHocTH. Odopmitenue npu nomoru LibreOffice.

Paznen 2. «MeToabl M TeXHOJIOTHH HH(POPMAITUOHHOMN 0€30MACHOCTH .

Tema 1. «MH(popmanmoHHOE TPOTUBOOOPCTBO, METOJBI U CPENCTBA €ro BeaeHUs. MeToapl U cpelcTBa
obecrieueHrss ”HPOPMAIMOHHOM 0€30MacHOCTH 00bEKTOB HH(GOPMAITMOHHON CHephIy.

JlaGopatopnast pabora 1. HccrnenoBanue (yHKIMOHMPOBAHUS CHUCTEM YIPABJICHUS HWH(OPMAIIMOHHON
0€30I1aCHOCTbIO Ha OOBEKTE 3aIUTHI.

Tema 2. «YnpaBieHue 0e300aCHOCTBIO B KOMITBIOTEPHOI cUCTEMEY.

Jlaboparopuas pabota 2. Krnaccudukanus METOJIOB 3aITUTHI nH(pOopMaun oT
IporpaMMHO-MaTeMaTH4YeCKUX Bo3zaelcTBuil. KareropupoBanue oObeKkTOB MH(pOpMaTu3anuu. JlesreabHOCTb
aZIMUHHUCTpaTopa OE30MacHOCTH IO  MPEIOTBPAIIECHHIO IMPOTPaMMHO-MAaTeMaTHUYECKUX  BO3JEHCTBUH.
JleaTenbHOCTh aIMUHUCTpaTOpa O€30MaCHOCTH M0 MUHUMM3ALUHU MOCIEICTBUI MPOrpaMMHO-MaTEMAaTHYECKUX
BO3JICUCTBUH.

Kpurepum ouenku:

- (A1 KaXKI0ro 3a/1aHus):

10 6. — 3a1aHKE BBHIMIOJIHEHO BEPHO;

9-7 6. — ipu BBITIOJTHEHUH 3/ T1aHUS OBLTN TOMYIIICHBI HETOYHOCTH, HE BIUSIONINE HA PE3yJIbTaT;,
6-3 0. — mpu BBIMIOJIHEHUH 33aHUSI OBLTU TOMYIICHBI OIINOKH;

2 - 1 6. — Ipu BBHIMTOJTHEHUH 3aJ[aHUsI OBUIN JIOMYIIEHBI CYIIECTBEHHBIE OITHOKH;

0 0. — 3a1aHKE HE BBIITOJHEHO.

IIpakTuyeckue 3aaHus

1.TemaTuka NPaKTHYECKUX 3aJaHUH 10 pa3aesiaM U TeMaM

Paznen 1 «Cucrembl ynpaBjieHuss HHGOPMAUMOHHOM 0€30MIaCHOCTH

Tema 1 «OcHOBHBIE MTOJIOKEHHS TEOPUH HH(OPMAITMOHHON 0€30MacCHOCTI

[IpakTueckoe 3ansatue 1 Yopasienue nHGOPMaMOHHOI 0€30MacCHOCThI0 00bEKTa HH(POpPMATHU3AIIUH.

Tema 2 «Yrpo3sl HHPOPMALMOHHOM Ge3omacHOCTH. TeopeTnuyeckrne OCHOBBI TOCTPOEHUS CUCTEM
3aIATHI OT YTPO3».

[TpakTryeckoe 3aHsaTHE 2. YIIpaBlieHUE CPEICTBAMHU 3alUTHI HH(pOpMAIUK Ha OOBEKTE.

Paznen 2. «MeToabl M TEXHOJIOTMHA MHPOPMAITMOHHOW 0€30I1ACHOCTH .

Tema 1. «MH(popMaIOHHOE MPOTHBOOOPCTBO, METO/ABI U CPEIACTBA €ro BeAeHUs. MeToabl U cpeacTBa
oOecrieueHrss THPOPMAITMOHHOMN 0€30MacHOCTH 00bEKTOB HH(GOPMAITMOHHON CHEphI.

[Ipaktnyeckoe 3ansTHe 1. AyauT cocTosHHUS MHGOPMAIIMOHHONW O€30MacHOCTH Ha OOBEKTax
nH(pOpMaTU3ALINN.

Tema 2. «YnpaBieHue 0€30MaCHOCTBIO B KOMITBIOTEPHOI cUCTEMEY.



[TpakTuyeckoe 3ausaTHE 2. OueHKa 3PEeKTUBHOCTH MPOBOJAUMBIX MEPOIIPUATUI IO COBEPILICHCTBOBAHUIO
CUCTEMBI yIIpaBJeHuUsI HHYOPMAITMOHHOW 0€30MMacHOCTHIO.

2. Kpurepuu oueHku:

10 6. — 3a1aHKEe BBITOJIHEHO BEPHO;

9-7 6. — ipu BBITIOJTHEHUH 33/1aHUS OBLIN TOMYIIICHBl HETOYHOCTH, HE BIUSIONINE HA PE3yIIbTAT;,
6-3 0. — IpH BBITOJTHEHUH 33J]aHUs OBLIN JOIYIIICHBI OITMOKH;

2 - 1 6. — pu BBHIMOTHEHUH 33/1aHUSI OBUTH JIOMYIIEHBI CYIIECTBEHHBIC ONIHOKH;

0 6. — 3amaHue HE BBIMOJHEHO.

3 MeToauyeckde MaTepHasbl, omnpeje/siolide MpoueAypbl OIEeHHWBAHUSA
3HaHMI, YMEHMI, HAaBbIKOB M (MJIM) ONbITA AESATEJbHOCTH, XapPaKTEPHU3YHOIIHX
3Tanbl pOpMHUPOBAHUS KOMIIETEHI UM

[Tponienypsl OIICHUBAaHUSI BKIIIOUAIOT B C€0s TEKYIIUHA KOHTPOJIb U MTPOMEKYTOUHYIO aTTECTAIIHIO.

TeRyumi/i KOHTPOJIb YCIICBACMOCTU IPOBOAUTCA C HUCIIOJIB30BAaHUCM OLCHOYHBIX CPCACTB,
IMpEaACTaBJICHHBIX B II. 2 JAHHOT'O ITPHUJIOXKCHUA. PCBy.TIBTaTLI TEKYIIET0 KOHTPOJA AOBOIAATCA 0 CBEACHHA
CTYACHTOB 110 HpOMG)KyTO‘-IHOﬁ aTTeCcranuu.

OK3aMeH IMPOBOAUTCH 11O PACIIMCAHHUIO HpOMe)KyTOqHOﬁ aTTeCTalluM.

DK3aMeH MPOBOJUTCS 10 PACIMCAHUIO IPOMEXYTOUHOM aTTecTalluy B MMCbMEHHOM Buje. KonnuecTBo
BOIPOCOB B 3K3aMEHAIMOHHOM 3a/1aHuu — 3. IlpoBepka OTBETOB U 0OBSABJICHUE PE3YIbTATOB IPOU3BOIUTCS B
JeHb dK3aMeHa. Pe3ynbTarbl aTTecTaluu 3aHOCATCS B JK3aMEHALMOHHYIO BEIOMOCTb U 3a4YETHYIO KHUKKY
cryfaeHta. CTyAEHTbl, HE TPOLIEALIME IPOMEXYTOUHYIO AaTTeCTalli0 M0 TpauKy CECCHH, AOJKHBI
JIMKBUIUPOBATH 3aJ0JKEHHOCTh B YCTAHOBJICHHOM IIOPSIJIKE.



IIpunoxenue 2

METOINYECKHUE YKA3AHUA 11O OCBOEHUIO JUCIHIUITJIMHBI

Y4eOHBIM IJIAHOM IPETyCMOTPEHBI CIEAYIONINE BUABI 3aHATHI:

- JICKIIUH;

- IPAKTUYECKUE 3aHATHUS;

- TabOpaTOPHbIE 3aHATHS.

B xo/e npakTuueckux 3aHATUI yriayOsstoTCs U 3aKPEIUISIOTCS 3HaHUSI CTYIEHTOB MO Py
PACCMOTPEHHBIX BOIPOCOB, PA3BUBAIOTCS HABBIKK  KOMIUIEKCHOW OIICHKHM O€30MacHOCTH
aBTOMATHU3UPOBAHHBIX HHPOPMAIIMOHHBIX M TEICKOMMYHUKAIIMOHHBIX CHCTEM.

[Tpu mOATOTOBKE K MPAKTUYECKUM 3aHATHUSIM KaXIbIi CTYACHT JOJDKEH:

— U3yYUTh PEKOMEHIOBAHHYIO YUEOHYIO JTUTEPATYPY;

— IOJrOTOBUTH OTBETHI HA BCE BOIIPOCHI 110 U3y4aeMOU TeMe;

—IUCHbMEHHO PEIINTh JOMAalllHee 33aJaHHe, PEKOMEHJIOBaHHbIEC IpernojaBaTesieM IpU
M3YYEHHUU KaKIOU TEMBI.

B npomecce mMOArOTOBKM K  MHPAaKTUYECKUM  3aHSATUSIM  CTYJEHTHI MOTYT
BOCTIOJIb30BAThCSl  KOHCYJIBTAIIMSIMH MPETOJaBATEIS.

Bompocel, He  pacCMOTpeHHbIE HA  MPAKTUYECKUX 3aHATHUAX, JOJDKHBI  OBITh
U3Y4YEHBbl CTYJEHTAMM B XOJ€ CaMOCTOSTENbHOW paboTel. KOHTpONIb caMOCTOSTENbHON
paboOThl  CTYJEHTOB HaJ Yy4yeOHOM mporpaMMoil Kypca OCYIIECTBISIETCS B  XOJ€
3aHATUA METOJOM  YCTHOIO OIpoca WM TOCPEACTBOM  TecTHpoBaHus. B xoxe
CaMOCTOSITENIbHOM  pabOThl  KaXIbli CTYJEHT o00s3aH MPOYUTaThb OCHOBHYIO U IO
BO3MOXXHOCTH  JIOTIOJIHUTEJBbHYIO  JIMTEpaTypy IO  u3ydaemMod Teme. Bwigenutsb
HEMOHATHBIE TEPMUHBI, HAWUTH WX 3HAYCHHE B SHIIUKIIONEIUIECCKUX CIOBaPSIX.

CTymeHT [OJDKEH TOTOBUTHCA K TPEACTOAIEeMYy J1ab0paTOpHOMY 3aHATHIO IO
BCEM, OOO3HAUYEHHBIM B paboueil mporpamMme IUCIUIUTMHBI BOIIPOCAM.

JlJis TOATOTOBKHM K 3aHATHSAM, TEKYIIEMY KOHTPOJIO M TPOMEKYTOYHOW aTTECTAIMU
CTYAEHTbl ~ MOTYT  BOCIOJIb30BAaTbCS JJIEKTPOHHO-OMOIMOTEUHBIMU CcHCTeMaMu. Takke
oOydJaroruecss MOTYT B3STh Ha JOM HEOOXOJUMYIO JUTEpaTypy Ha aOOHEMEHTe
YHUBEPCUTETCKOM OMOJIMOTEKH WIIM BOCIIONIb30BATHCS YNTAIBHBIMU 3aJIaMHU.



