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1. HEJIX OCBOEHUSA TUCIUITJINHBI

1.1| m3yunTh TeEOpeTHdecKne OCHOBBI HH(pOpMannoHHOH Oe3omacHoctr (MB) m MeTomomormueckue HOPMBI CHCTEMHOTO
obecrieueHus 3aIUThl HHPOPMALMOHHBIX TIPOLIECCOB B KOMITBIOTEPHBIX CHCTEMAX.

2. TPEBOBAHMUA K PE3YJIBTATAM OCBOEHUSA JUCHUILJTUHBI

OIIK-6. CnocoGeH MCMOJIb30BaTh COBpPeMEHHble MH(pOpPMalNOHHBbIE TEXHOJOTHM W MPOrpaMMHbIE CPeICTBA MPH pPelleHuH
npogeccHOHAILHBIX 32/1a4.

IIK-2. CnocodeH HCNOIb30BaTh B NMPO(ecCHOHAILHON TeATeTbHOCTH KOMMYHUKAIMOHHbIE TEXHOJIOTHH, FOCYIapCTBEHHbIE U
MYHHIOUNAJbHbIE HWHPOPMANMOHHbIE CHCTEMBI; OCYIIECTBJIATH BHYTPHOPTraHH3AIUOHHBIE M  MeKBeJOMCTBEHHBIE
KOMMYHHKAIIMN HEOOX0AMMBbIe 115 pelieHnst NpodeccHoHATbHBIX 32124

B pe3yiabrare ocBOeHHSI THCIUTIIMHBI 00yIAOIIHTCS TOKEH:

3HaTh:

CoBpeMeHHbIe HHPOPMAITHOHHBIE TEXHOJIOTHH U MMPOrPaMMHBIE CpeicTBa (COOTHeCeHO ¢ nHaukatopom OITK-6.1)
KoHnenmuio v NpUHIUTIEI MOCTPOCHUS IPOTPAMMHOTO 00ECIICUCHHUS, B TOM YHCIIE KPHIITOrPapHIeCKOro. (COOTHECEHO ¢ MHIUKATOPOM
[K-2.1)

Ymerb:

OLICHWBAaTh PHCKH 0e30MacHOCTH MH(OPMAINH, BBIABIATH ySA3BUMOCTH M Pa3padaThIBATh IUIAHBI MO MX YCTPAaHEHHIO (COOTHECEHO C
urgukatopom OIIK-6.2)

yCTaHaBIMBAaTh U KOHGUIYPUPOBATh ONEPALMOHHBIE CUCTEMBI, CEPBEPHOE MPOrpaMMHOE obecrieueHne 1 06a3bl JaHHBIX. (COOTHECEHO C
unaukaropom I1K-2.2)

Baanernb:

HaBbIKAMU IIPOIPAMMHPOBAHUS W AJITOPUTMHM3ALMHU JUISl CO3/AHMS KOMITBIOTEPHBIX HPOTrPaMM, HANpaBICHHBIX Ha OOECHeueHHUE
6e3omacHocTH HHPOpMaIwH (cooTHeceHO ¢ nHauKaropom OITK-6.3)

uH(popMaImeit 0 JeHCTBYIOMNX CTaHAApTaX U HOPMATHBHBIX TpeOoBaHMI B 00MacTH MH(OPMAIIOHHON OE30MacHOCTH (COOTHECEHO C
unaukaropom [1K-2.3)

3. CTPYKTYPA U COAEP KAHUE TUCIUIIJINHBI

Pa3nen 1. OcHOBHBIE cOCTaBIsIOIMeE U YTPo3bl HHGopManuoHHol Oe3onacHoctu (UB).

Buj 3ansiTus / Cemectp /| KoanuectBo
Ne HaumMeHoBaHHe TeMbl, KPaTKoe CodepKaHue Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB
11 Benenwue: cymuocts u nousrue Ub; 3nauenne b u ee mecto B cucteme CamocrosTenpHas 3 4 OIIK-6
) HALMOHAJILHON 6e30M1acHOCTH pabora IK-2
3ammra 6a3 qaHHbIX: co3nanne SQL — cepBepa ¢ MCIONB30BaHUEM IAKETa CaMocrosiTeabHas OIIK-6
1.2 .. 3 4
Firebird pabora IK-2
13 VYnpaenenne 3ammrtoil 6a3 naHHbBIX: ynpasieHne SQL — cepepom ¢ CamocTosiTenpHas 3 2 OIIK-6
"~ | ucnons3oBanuem nakera Firebird pabora IK-2
1.4 Oco0OeHHOCTH TOCTPOCHHH HH(pOpPManMOHHON Oe3onmacHocTH: aHanu3| CamocTosTeNbHas 3 3 OIIK-6
" | yrpo3 ocHOBHBIM cocTaBisitomum Vb. pabora [1K-2
Paznes 2. Anaun3 nedieii ¥ cpecTB 3J10YMbIIIJIECHHUKOB B KOMIIbIOTEPHBIX CETAX
Buna 3ansitus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KPaTKoe coJep:KaHue Komnerenuun
pa6orsl / popma ITA Kypce 4acoB
2.1 | CucTeMbl KOHTpOJIS IOCTYIIA: YIIpaBICHHE PaBaMH I0CTYIa Camocrostenpias 3 4 OIIK-6
’ P yna: yip P y pabora IK-2
2.2 | CucTemsl yrpaBiIeHHs JOCTYIIOM: YIIpaBJIEHHE IpaBaMH jocryma B JIBC CamocrosTensaas 3 2 OLIK-6
’ yip TYTOM: yIIp P v pabora [K-2
3amuTa JTOKaTbHON BBIYUCIUTEIHLHON CETH: HEAaBTOPU30BAHHBIA JOCTYI K
> P roety CamocTosiTenbHas OIIK-6
2.3 |JIBC. HCA x pecypcam JIBC, packpbiTHe © HEaBTOPHU30BaHHAs aGora 3 4 K2
MO (UKAIMS TAHHBIX U IIPOrPAMM. P

Pa3znen 3. 3amuTa onepanmuoHHBIX cHCTeM: crienH(uKa 6€30MaCHOCTH JIOKAJTbHBIX BRIYHCINTENLHBIX ceTeiil (JIBC)
HHPOPMANHMOHHBIX CHCTEM.

Bupa 3ausitus / Cemectp /| KonmyectBo
Ne HanmeHoBaHUe TeMbl, KPaTKoe CoAep KaHue Komnerenuun
pa6otsl / popma ITA Kypc 4acoB
3] PesepBHOoe  KommpoBaHWE ~ JaHHBIX: TOATOTOBKA K  PE3EPBHOMY CamocTosTenpHast 3 5 OIIK-6
’ KOIMPOBAHHUIO 0a3bl IaHHBIX pabora [K-2




JlecTpyKTUBHBIE BO3ACHCTBHS HA JIOKAJbHYIO BBIYMCIUTENBHYIO CEThb:
N CamocTosiTenpHas OIIK-6
3.2 |paspyuwenune ¢yukiuii JIBC, ommbku B MpOrpaMMHOM OO€CHEYCHUH. aGora 3 4 K2
KoHTpOJIb y/IaNeHHbIX BBIYUCICHHH. P
Paznen 4. [IporpaMMHoO-TeXHUYECKAS 3aIIMTA: OCHOBHbIE MPOTPAMMHO-TEXHUYECKHE MePhI 3aIUTHI HHPOPMAITHOHHBIX
npoueccoB u nporpaMmmHoro ooecneuenus (II0)
Buj 3ansitus / Cemectp /| KoauuectBo
Ne HaumeHoBaHHe TeMbl, KPaTKoe CodepKaHne Komnerenuuu
pa6otsl / popma IMA Kypc 4acoB
CamocTosiTenpHas OIIK-6
4.1 |3amura CYB/I: pe3epBHOE KOMHUpOBaHUE Oa3bl JTAHHBIX 3 4
1 J1: pesep p A paGora TK-2
s . N . CamocrosTenbHas OIIK-6
4.2 |3ammura B *nix-cucremax: ynpasnerue Unix — momoOHOH CHCTEMOIA. 3 4
pabora IK-2
4.3 | CobcTBeHHas 3aluTa: CpecTBa COOCTBEHHOM 3alUThL Cavoctoarenas 3 8 OIIK-6
) fiuTa: cpen HHUHTRL pabora [K-2
Pa3nen 5. Ctpykrypa Tpe0oBaHMii K cpeCTBAM 3aLUThI: OCHOBHbIE KATErOPUH TPEeGOBAHMI K MPOrpaMMHON H NPOrpaMMHO-
anmapaTrHoi peajJu3aluy CPeACTB 3alIUTHI HHpOpPMAIHH.
Bua 3ansitus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KPaTKoe coJep:kaHue Komnerenuun
pabotsl / popma ITA Kypc 4acoB
5.1 | Bupryanu3auusi: yCTaHOBKA cepBepa Ha BUPTYaJIbHYIO MAllUH Camocrostenbiias 3 2 OIIK-6
. pTy LU Y PBEp: pTy y Y- paGota IK-2
59 Berpoennble  cpencTBa  3alIMTHI:  CPEACTBA  3AIMTHI B COCTaBe CamocTosTenpHast 3 5 OIIK-6
’ BBIYHCIIUTENBHON CUCTEMBI. pabora [IK-2
Pa3nen 6. TpeGoBanus K 3amuTe aproMaru3upoBaHubix cucteM (AC) or HCI.
Buj 3ansitus / Cemectp /| KoauuectBo
Ne HaumeHoBaHHe TeMbl, KpaTKoOe COAep:KaHHE Komnerenuun
pa6otsl / popma ITA Kypc 4acoB
6.1 AHanu3 3alMIIEHHOCTH: IOKa3aTeld 3allUIICHHOCTH WH(pOpMaluu OT CaMocrosiTeabHas 3 5 OIIK-6
" |HCH nns KOMIIBIOTEPHBIX CHCTEM pabora IK-2
CamocTosiTenpHas OIIK-6
6.2 | MexceTeBble 9KpaHbl: MOKA3aTeIH 3alUIIEHHOCTH MEKCETEBBIX JKPAHOB. 3 4
pabora [K-2
CamocTosiTenbHas OIIK-6
6.3 | 3amuTa OT CEeTEeBBIX aTaK: OPraHU3alus U OTPaKEHUE CETEBBIX aTaK 3 4
pabora IK-2
6.4 AxTuBHas uHTepQeicHas 3alMTa: CPEACTBa 3alIUThl C  3alpOCOM IMpakriyeckue 3 4 OIIK-6
" | undopmanun. Cpencra akTHBHOM 3aLIUTHIL. 3aHATHA [K-2
. OIIK-6
6.5 |[IloaroToBka Kk MPOMEKYTOUHOI aTTECTALNH 3auer 3 4 MK-2

4. POHJI ONEHOYHbBIX CPEJICTB

CrpykTypa u coaepkaHue (OHIA OIEHOYHBIX CPEINCTB IS HPOBEACHHS TEKYIIEro KOHTPOJNS M TMPOMEXKYTOYHOH arTecTaluu
npezncrasiensl B [Ipunoxkennu 1 k paboueil nmporpamMme AUCHUILTUHBL.

5. YYHEBHO-METOAUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. YueGuble, HAyYHbIEe M METOANMYECKHE U3TAHUS

ABTOpHI, bubmmorexa /
3arnaBue W3parenscTBO, TOX
COCTaBUTENH KonuuectBo
1 Tumenko E. H. OcHOBBI HHYOPMAITMOHHOH 6e30MacHOCTH: yuel.- Poctos u//1: N3n-Bo PTDY DJNEeKTpOHHAS
MeToq. pa3pad. (PUHX), 2012 OHOIHOTEeKA U3TAHUI
PI'DY (PUHX)
2 3asropoxuuii B. 1. KomrutekcHast 3amura nHGOpMaIuu B M.: Jloroc, 2001 bubnuoreka PIDY
KOMITBIOTEPHBIX CHCTeMax: Yueb. mocooue (PUHX) / 49 sxs.
3 AptemoB A. B. HNudopmarmonHast 6€30MacHOCTh: KyPC JICKITHIA: Open: MexperuoHaibHas OBbC «YHuBepcureTckas
KypC JICKLHH akazeMus 6e30IacHOCTH OubnnoTeKa OHIakHy
BbDKUBaHus, 2014
4 IMpoxoposa O. B. HNudopmanmoHHas 6e30MacHOCTb U 3aMUTA Cawmapa: Camapckuii OBC «YHuBepcureTckas
MH(pOPMAIH: YIeOHHK rocyaapcTBEeHHbII BUGTIOTeKA OHITAIHY
apXUTEKTYpPHO-
CTPOUTENIbHBIH

yauBepcuret, 2014




5.2. l'[poq)eccpwHam,m,le 0a3bl JaHHBIX U I/IH(l)OpMaIIHOHHl)Ie CIIPpaBOvYHBbIE€ CUCTEMbBI

Hudopmanuonnas crpaBodHas cucrema "T'apant”

Basa nanneix OenepanbHO CIyKOBI [0 TEXHUYECKOMY U dKkcriopTHOMY KoHTpoito (DCTIK Poccuwn) https://fstec.ru/

basza maHHBIX NEHCTBYIONMX CTaHAApTOB 1O HampaeieHuto "MHpopmanmonnas bezomacHocTs" https://www.gost.ru/portal/gost/home/
standarts/InformationSecurity

5.3. [lepeueHb MPOrpaMMHOro odecrneyeHust

Onepanuonnas cucrema PEJ] OC
MexcereBoii 3xkpan PFSense
Firebird

OmneparonHas cucrema RedOS
LibreOffice

5.4. YueOHO-MeTONNYECKHE MaTepHuaJjJbl 1Jsd 06yqaloumxca C OrpaHNIYCHHBIMH BO3MOKHOCTAMM 3/10POBbSA

IIpu HEOOXOAUMOCTH IO 3asIBICHUI0 00YYAIOIIETrOCs C OrPaHMYCHHBIMEA BO3MOKHOCTSMH 370POBbsl y4eOHO-METOMUUCCKHE MATEPHAIIBI
MPEIOCTABIAIOTCA B (OpMax, aJalTHPOBAHHBIX K OTPaHHUYCHHSAM 3IOPOBBS M BOCHPHUATHSA MH(popMmarwd. s W1l ¢ HapyIICHHSIMHA
3peHus: B popme ayamodaiina; B me4aTHON (popMe YBEIWISHHBIM mprupTOM. J[JIst U] ¢ HapyIIeHUSIMU ciIyXa: B ()OpMe IEKTPOHHOTO
JIOKYMEHTA; B MeYaTHOW ¢opme. [l nuIl ¢ HApYUIEHUSIMH OIOPHO-ABUTATENIFHOTO ammapara: B GopMe 3JIeKTPOHHOTO AOKyMEHTa; B
neyaTHoM opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHE JJUCIHHUIIJIMHBI

[Tomemenns aIs BceX BHIOB PadoT, MPEXyCMOTPEHHBIX YYEOHBIM IUTAHOM, YKOMIUICKTOBAaHBI HEOOXOIMMOM CIIeIMaIN3UPOBAHHON
yueOHOI MeOeIbI0 U TEXHUUECKIMU CPEACTBAMU O0yJIeHHS:

- CTOJIBI, CTYJIbS;

- IePCOHATIBLHBIA KOMIIBIOTEP / HOYTOYK (TTepEeHOCHOH);

- IIPOEKTOD;

- 9KpaH / UHTEPaKTHBHAs JOCKa.

[TomemeHus s caMOCTOATENBHON pabOTHI 00yJaIOIMXCS OCHANIEHB! KOMITBIOTEPHON TEXHHUKOW C BOSMOXKHOCTBIO TONKITIOYECHHS K
ceru "MHTepHeT" 1 00ecneueHneM JOCTyTA K MEKTPOHHON HH(OPMAIIMOHHO-00pa30BaTeIbHON Cpefe.

7. METOANYECKHUE YKA3ZAHUSA JJIAA OBYYAIOIIUXCSA 11O OCBOEHHUIO JTUCITUITJINHBI

Metonuueckre ykazaHusl 10 OCBOCHHUIO TUCIMIUIMHBI IpeAcTaBieHsl B [Ipuioxkennu 2 k paboueil mporpaMme AUCHUILTHHEL.




1.1 Iloka3aTenn U KpUTEPUH OLIEHUBAHUS KOMIIETEHLIUNI:

®OH/ OHEHOYHBIX CPEJACTB
1 Onucanue mokasarejeid M KpPUTePHEB OIECHMBAHMS KOMIIETEHIMII HA Pa3JIUYHBIX 3Tanax HX
¢bopMupoBanus, onucanne NIKAJ OLeHUBAHUS

IIpunoxenne 1

3VH, cocraBisroniue
KOMIIETEHIUIO

Ilokazarenu onieHUBaHUS

Kpurepuu
OILICHUBaHUS

Cpeactaa
OIICHUBAHUS

OIIK-6: CrocoOeH HCIONB30BaTh COBPEMEHHbIE WH(OPMAlMOHHBIE TEXHOJIOTMM M MPOTpaMMHBIE CPEICTBA NPU PELICHUH

po¢eCCHOHATIBHBIX 3a7ay.

3HaTh: COBpPEMEHHBIC | M3y4aeT OCHOBHBIC MOHSTHS, | MOJHOTA u cootBerctBre | Ompoc (Bompockr 1-67)
nH(popMannOHHbIE TEXHOJIOTUHM U aJITOPUTMBI IIpeaIaraeéMbIX cnoco6oB | Bonpocsr K 3a4ery
TEXHOJIOTUH W | T  TOATOTOBKA K  3auery, | pelieHHWst CTaHTapTHBIX 3amad | (Bompocs! 1-101)
HPOrpaMMHBIE CPEICTBA orpocy npohecCHOHAIBHON

JEATETbHOCTH B obmactn

WHPOPMAMOHHON OE€30MIaCHOCTH

TpeOOBaHUAM HOpPMaTHBHO-

NPaBOBBIM aKTOB IIPH OTBETE Ha

ompoce, 3a4ere
YMeTh: OLEHMBATh PHUCKH | aHAJIM3UPYET W OLECHUBACT | COOTBETCTBHE pesynbraroB | IlpakTuko-
0€30IacHOCTH YPOBEHb 0€301acHOCTH | aHalKM3a TEKYIIEMY COCTOSTHHIO OPHEHTHPOBAHHbIE 3a/IaHUs
nHpopmanuy, BBISIBJIATH | MHPOPMAIMOHHBIX CHCTEM, | CHCTeMbI 3aIiuThl HHbopManuu | (3amanus 1-35)
YA3BUMOCTU nu BBIABJIICT OCHOBHBIC YIPO3bl H pu BBIIIOJIHCHUH IMPaKTUKO- HpaKTI/IKO-
pa3pa6aTI)IBaTI) IUIaHBI 110 YA3BUMOCTU TIIPpU  BBINNOJIHCHUU OPUCHTUPOBAHHOTO u OPUCHTUPOBAHHBLIC 3aJlaHUA

UX YCTPaHEHHIO

IIPAKTUKO-OPUCHTUPOBAHHOIO U
TIPAKTUYCCKOI'O 3aJaHNs

MPAKTUYICCKOI'O 3aJaHnA

K 3auety (3aganus 1-17)

Bnagers: HaBBEIKAMU
MPOrpaMMUPOBAHUSI u
aNTOPUTMHU3AIMN JUTS
CO3[aHUsI  KOMITHIOTEPHBIX
NpOrpamMM,  HAMPaBICHHBIX
Ha obecrieueHue

0e30MacHOCTH HHPOPMAIUU

PaspabatsiBaet AIITOPUTMBHI,
KOTOpbIE 00eCIeYnBaoT
0e30macHOCTh “HpOpMAINH,

YUUTHIBas CHELU(HUKY 3a1addl |
TpeOOBaHMS K 3aIUTE JaHHBIX

COOTBETCTBUE TEXHOJOTHUECKOTO
mporecca 3aluThl HHOOpPMAIHH
TpeOOBaHUAM HOpPMAaTHBHO-
meroandyeckux AokymeHToB ®Chb
Poccun 1 ®CTIK Poccun

IIpakTuko-
OPHEHTHPOBAHHbBIE 3a/1aHUSA
(3amanust 1-35)

IIpakTuko-
OPHEHTHPOBAHHbBIE 3a/1aHUA
K 3a4ety (3amanus 1- 17)

ITK-2: Crioco0OeH HCmoib30BaTh B IPO(PECCHOHATBHOM ASITEIPHOCTA KOMMYHHUKAIIMOHHBIC TEXHOJIOTHH, TOCYIaPCTBEHHBIC U
MYHHUIUATbHBIC HHGOPMAIIMOHHBIC CUCTEMbI; OCYIIECTBIISATh BHYTPHOPTaHU3AI[MOHHbBIC U ME)KBEIOMCTBCHHBIC KOMMYHHKAIIUU
HEOOXOIUMBIC IJIsI pericHus MPOodeCCHOHATIBHBIX 3a1a4

3HaTh KOHLEMIHUIO U | U3ydaer IIPUHLMIBL | IIOJHOTA u cootBerctBre | Ompoc (Bompocsr 1-67)
TIPUHITHUIIBI MOCTPOEHHS | KOH(HICHINATLHOCTH, HpeAIaraeMbIxX cnoco6oB | Bonpocst K 3a4yery
IIPOrPaMMHOIO [EJOCTHOCTH W JOCTYIIHOCTH | PElIeHHs] CTaHTapTHBIX 3amad | (Bompocs 1-101)
obecrieueHnsi, B TOM YHCIE | JaHHBIX, pasiuuus  Mexay | npodeccHoHaIbHOM
KpuIrTorpaguaeckoro. TEXHHYECKHMHU U | NeqTelbHOCTH B obnactn

OpraHU3aIMOHHBIMU Mepamu | HH()OPMAIMOHHOH 6e301macHOCTH

3aIINTHI uHbopManuu Ui | TpeOOoBaHUAM HOPMaTHBHO-

MIOJITOTOBKH K 3a4eTy, ONpocy MIPAaBOBBIM aKTOB IIPH OTBETE Ha

oIpoce, 3a4ere

YMeTh yCTaHaBIMBAaTH U | aHATU3UPYET u BBIOMPAET | COOTBETCTBUE pe3ynsTatoB | IIpakTHko-
KOH(UTYpHPOBATH CpEeICTBa 3aIIUTHI B 3aBUCHMOCTH | aHAJIN3a TEKYIEMY COCTOSHUIO OpPHUEHTUPOBAHHBIE 3aJaHUSI
OIEPAallMOHHBIE  CUCTEMBI, | OT crenbUKK | CHCTEMBI 3amuThl WHbOpManuu | (3amanus 1-35)
CepBepHOE  MPOTrpaMMHOE | NpO(EeCCHOHANBHBIX  3aJady W | MPU  BBINOJHEHUH  NpakTHKO- | IIpakThko-
obecrieueHne u 6a3sl | yrpo3 npu BBINOJIHEHUH | OPUEHTUPOBAHHOTO U | OPHEHTHUPOBAHHBIC 3aJaHUI
JIaHHBIX. [IPaKTUKO-OPUEHTUPOBAHHOTO U | IPAaKTHUYECKOTO 3aJaHUs K 3auety (3amanus 1- 17)

TIPAKTUYCCKOI'O 3a1aHNs

Bnaners wuHQpoOpMammeit o
JIEWCTBYIOIINX ~CTaHJapTax
u HOPMAaTHBHBIX
TpeOoBaHuii B  obOyactu
nH}popMannoHHOH
0e30macHOCTH

HCIOJIB3YET MHCTPYMCEHTBI JJIA
OLICHKH yHBBHMOCTCﬁ 1 aHaju3a
HWHIUICHTOB

Ka4y€CTBO IMOJTYYCHHBIX
PE3yJIbTATOB, TOYHOCTH n
IIOJIHOTa BBISABJICHHBIX
yﬂ3BHMOCTeI7[ B COOTBCTCTBHHU C
IIOCTaBJICHHBIMH

HpO(l)CCCI/IOHaIILHLIMI/I 3aJa4yaMu

IIpaxTuko-
OPHEHTHPOBAaHHbIC 3aJaHUS
(3amanus 1-35)

IIpaxTuko-
OPHEHTHPOBAHHbIE 3a/IaHUs
K 3auery (3amanus 1- 17)

1.2 IIIxanbl OIleHUBAHUA:

Texymuii KOHTPOJb YCIIEBAEMOCTH W TPOMEXKYTOUHAS AaTTECTAalysl OCYIIECTBISIETCS B pPaMKaxX HAKOIUTEIbHOM
OampHO-peiiTuHroBoM cuctembl B 100-0a1npHOM mKase:

50-100 6amnoB (3a4TeHo)
0-49 GamioB (He 3a4TEHO)




2 TumoBble KOHTPOJIbHBbIE 3aJaHUSI WM HHbIe MaTepUAJbl, HEOOXOAUMbIEe [Jisi OLEHKH 3HAHWIA,
YMEHHUil, HABBIKOB M (WJIH) ONBITA AeATEJIbHOCTH, XAPAKTEPU3YIOIIUX 3Tanbl (POPMHUPOBAHUS
KOMIIETEHI[UIi B MpoI1lecce 0CBOEeHHs 00pa30BaTeIbHOI MPOrpaMMblI

Bomnpocsl k 3a4ety

1. UYro takoe Unpopmanmonnas bezonacuocts (Mb), kak ona orHocuTcst kK HarmonanbHOiMA
bezonacnoctu?

2. [Touemy Baxxna b B coBpemeHHOM Mupe?

3. Kakue ABisiroTCS OCHOBHBIMM COCTaBHBIMU yacTsiMu UB?

4. MooxeTe 11 Bbl IEPEYHCINTh OCHOBHBIE MPUHIHUIBI o0ecnieuenust Ub?

5. Kaxkosa knaccudukanus yrpoz Ub?

6. Kakue SBISIOTCS OCHOBHBIMH YTPO3aMH JIOCTYITHOCTH WH(pOpMauu?

7. Kak co3nate SQL-cepBep ¢ momorisio maketa Firebird?

8. Kak ynpasnars SQL-cepBepom ¢ momotpto nakera Firebird?

9. Merto/ibl aHanmM3a yrpo3 OCHOBHBIM KoMIloHeHTaM UB?

10. KTo Takue xakepsl (3710yMBILUIEHHUKH) U UTO SIBJISETCS UX LEIAMU?

11. Kak oprannsoBanbl oprpaHu3aliiOHHO-KOMMYHHKaTUBHbIE cpencTBa HanmonansHoii CucteMbl
3amutel (HC3) B KOMIIBIOTEPHYIO cUcTEMY?

12. Kaxue mepet HCJ] cyiiecTBYyIOT 151 3aIIUTHI KOMITIBIOTEPHBIX CUCTEM?

13. UTto HYXHO 3HaTh 00 yrpo3ax C€TeBOro B3auMOJICHCTBUSA?

14, Kak xnaccuduumpyrorces cereBble aTaku U KaK OHU OPTaHU3YIOTCS?

15. Kak ynpasnare npaBamu 1octyna B cucreme?

16. Kaxk npenorBparute HeaBTOpU30BaHHbIN qocTyn K JIBC?

17. Kak 3ammTuThest OT pacKphITHS U HEaBTOPU30BAHHON MOIN(MKAIINH JAaHHBIX U IPOTPaMM B
JIBC?

18. Kak rotoBUTBCS K pe3epBHOMY KOITHMPOBAHUIO 0a3bl TaHHBIX?

19. Kak 60poThcs ¢ necTpyKTUBHBIMU Bo3zaelicTBUsMU Ha JIBC?

20. Uro Takoe nporpaMMHO-TeXHUYeCKHil ypoBeHb b?

21. KakoBa ponb apxuTekTypHOii 6e30macHOCTH B coBpeMeHHbIX C?

22, Kak ycTtaHOBUTH cepBep Ha BUPTYQJIbHYIO MAIIUHY?

23. Kakue TpeboBanus mpeabsaBIsSIOTCS K TPOrPaMMHO-AIIapaTHBIM CPeJCTBaM, MHPOPMAIIHOHHBIM
noJicucTeMam, cpectsaM ynpasieHus 1b, mexxceTeBbIM S3KkpaHam?

24. Urto npeacTaBisioT co00i cpeacTBa COOCTBEHHOMN 3aIUThHI?

25. Kakue cpenctpa 3aiuThl BKIIOUYEHBI B COCTAB BBIYUCIUTEIBHBIX CUCTEM?

26. Kakue moacucteMsl 3alIMTHI CYIIECTBYIOT A1t ABToMaTu3upoBanHbix Cuctem (AC)?
27. Kakue TpeboBaHus NpeIbABISIOTCS K 3TUM MOoAcUCTEMaM?

28. Kak n3mepsiercs 3amuunieHHocTs nHGopmanuu ot HCJI 1151 KoMIIbIOTEpHBIX cucTem?
29. Kak ornenuBath 3auineHHOCTh MEKCETEBBIX SKPaHOB?

30. Kak opranusoBaTh 1 OTpa3uTh CETEBbIE aTaKu?

31. Kaxkue cpenctBa HCTIONB3YIOTCS AJIS 3aIIUTHI C 3aPOCOM MHGPOPMAITHH?

32. Kakue cpeacTBa akTHBHOM 3aIUThI CYIIECTBYIOT?

33. Paznuunre Mexny akTuBHOM 1 maccuBHOM 3amuToi [10.

34. Kak mpou3sBoauTcs pe3epBHOE KOTUPOBaHHUE 0a3bl TaHHBIX?

35. Kaxk ynpasnars Unix-1mogo0HbIME cCTEMaMu?

36. Kakwue cpenctBa coOCTBEHHOM 3aIIUTHI CYIIECTBYIOT?

37. Kakue nokazarenu 3alieHHOCTH UMEIOT MEXXCETEBbIE SKPaHbI?

38. Kak BbInonHAETCS MIIaHUPOBaHUE MEPONPUSATHH 110 MPOTUBOeIcTBUIO yrpo3am NB?
39. Kak npoucxoaut MOHUTOpUHT U aHanu3 yrpo3 Ub?

40. Kakne HopMaTHBHBIE IPAaBOBBIE aKTHI peraaMeHTupytoT oonacts b B Poccun?

41. Kax Benercs paccnenoBanue u cOop ynuk nociie Hapymenus Mb?

42. Kak mpoucxonuT BoccTaHoBIIEHHE paO0TOCTIOCOOHOCTH CUCTEMBI Mocie HapymeHus Nb?
43. Kak ¢popmupyercs crpykrypa otaena b B komnanuu?

44, Kakoit nepconan Heo6xoaum uis pabotsl B otaene Ub?

45. Knaccudukanus yrpos Ub;

46. CocraB U KpaTKasi XapaKTepHCTHKa BHYTPEHHUX U BHEITHUX UCTOYHUKOB yrpo3 Ub;

47. CocTraB 1 KpaTkas XapaKTepUCTHKA OCHOBHBIX YI'pO3 JOCTYITHOCTH;



48. CocraB ¥ KpaTkasi XapaKTepUCTHKA OCHOBHBIX YI'pO3 LEIOCTHOCTH;

49, CocraB 1 KpaTkas XapaKTepUCTHUKA OCHOBHBIX yIP0O3 KOH(PHUIECHIINATLHOCTH;

50. Knaccudukanus kaTeropuii XxakepoB 1 UX Ielie;

51. CocraB u KpaTKasi XapaKTEpUCTUKA OPTraHU3AIMOHHO KOMMYHHUKAaTUBHBIX cpenctB HC/L;

52, CocraB u KpaTkas xapakrepucTtuka texuuueckux cpeacts HC/I;

53. CocraB u KpaTkasi XapakTepucTuka rnporpammubix cpeacts HCJI;

o4, XapakTepHucTuka ocHOBHbIX yrpo3 Wb npu B3anmoaeticteuu ¢ Internet; TpeboBanus k
MoJicucTeMe 3aiuThl OT yrpo3 Wb npu B3anmoneiicteuu ¢ Internet;

55. Krnaccudukanus ceTeBbIX aTak;

56.

o7. Onpenenenre cauddepa MakeToB U XapaKTEPUCTUKA OCHOBHBIX CPEJICTB 3aIIUTHI OT
cauddunra;

58. Omnpenenenue IP cnydunra n xapakTreprucTuka OCHOBHBIX CPEZCTB 3aLIUTHI OT HETO;

59. Omnpenenenue atak tTuna DoS ("oTka3 B 00CTyKUBaHUH'") M XapaKTEPUCTUKA OCHOBHBIX CPECTB
3alIUTHI OT HUX;

60. Omnpenenenre NapoabHbIX aTaK M XapaKTEPUCTUKA OCHOBHBIX CPEJCTB 3alUThI OT HUX;

61. Omnpenenenue aTak Ha YpOBHE NPHIIOKEHUH 1 Thra Man in the Middle u xapakrepucruka
OCHOBHBIX CPE/ICTB 3aLUTHI OT HUX;

62. Omnpenenenue ceTeBOl pa3BeKU U Iepeaapecaii MIOPTOB U XapaKTEPUCTHKA OCHOBHbIX
CPEZACTB 3allUThI OT HUX;

63. OcHOBHBIE METO/IBI M YCIIOBUSI HEABTOPU30BaHHOTO J1ocTyma K JIBC;

64. Kparkas xapakrepuctuka ocHoBHbIX ycnoBuit HCJI k JIBC;

65. Kpatkas xapakTepucTika OCHOBHBIX YCIOBUN packpbITUs AaHHbIX JIBC;

66. Kparkas xapakTepucTHKa HeaBTOPU30BAHHOW MOJU(UKAIIMU JAHHBIX U IPOrPaMM U OCHOBHBIX
YCJIOBU €€ BOSHUKHOBEHUS;

67. Kparkas xapakTepucTHKa OCHOBHBIX YCIIOBHM pacKpbITus U noaMeHsl Tpadpuka JIBC;

68. Ocuogusie yrposst b JIBC npu pacnpeneneHHOM XpaHeHUU (ailyioB U yIaleHHBIX
BBIUUCIICHUSX;

69. OcHOBHBIE CEpBUCH O€30MIaCHOCTH;

70. OCHOBHbIE IPUHIIMIIBI APXUTEKTYPHOM O€30MacCHOCTH U UX KpaTKasi XapaKTepUCTHKa,;

71. CrpykrypHas cxema cucteMbl 31 17151 TUIIOBOM MH(POPMAIIMOHHOMN CUCTEMBI U KpaTKasi
XapaKTepUCTHKA €€ OCHOBHBIX OJIOKOB;

72, OcHOBHBIE PYHKIINHU IIEHTPATH30BAHHOTO YIIPABICHUS PUCKAMH U aIMUHUCTPHPOBAHUS
crcTeMbl O€30MaCHOCTH;

73. OcHoBHbIE (PYHKIIMH 3aIUThI YIPaBICHUS TPUTIOKEHUSIMU;

74, OcHOBHbIE (PYHKIINH 3aIUTHI CHCTEMBI CeTEeH;

75. OcHoBHbIE (PYHKITMH 3aIIUThl KOHEYHBIX [10JIb30BATENECH;

76. Knaccudukanus cpeacTs 3alUThl IPOrpaMMHOT0 00ecrieueH s U XapaKTepUCTHKA UX OCHOBHBIX
KaTerOpHii;

77, Knaccugukanus cpeacTs 3alIUThl B COCTaBe BhIUMCIUTENBHOM cucteMsl (BC) u xapakrepucTuka
UX OCHOBHBIX COCTABJISIOIINX;

78. [TpuHIMIBI OpraHU3alMy ¥ TEXHUYECKOTO UCTIOJIHEHHSI 3al[UThl MArHUTHBIX TUCKOB U
3alUTHBIX MEXaHU3MOB ycTpoicTB BC;

79. [TpuHIMIIBI OpraHU3alMK U TEXHUYECKOT'O UCTIOIHEHHSI 3aMKOB 3aIlIMTHI U 3aIUTHI THIIA
"n3menenue QyHKIui";

80. Knaccugukanus cpeactsa 3aliuThI € 3alIpOCOM HH(GOPMAIMU U XapaKTEPUCTHUKA UX OCHOBHBIX
COCTaBJISIOLINX;

81. Haznauenue u npuHImn GopMupoBaHus naposiei, mudpos, CUTHATYD;

82. Ha3nadenue v OCHOBHBIE MPUHIIAIIBI TOCTPOCHHUS allIIapaTyphl 3alIUTHI,

83. Knaccugukanus cpeacTB akTHBHOM 3aIUTHI M XapaKTEPUCTHKA UX OCHOBHBIX COCTABIISIOIINX;
84. OmnpeneneHne 1 XapaKTEPUCTHKA OCHOBHBIX BHYTPEHHHX CPE/ICTB aKTHBHOM 3aIUTHI;

85. Omnpenenenre 1 XapakTepPUCTHKA OCHOBHBIX BHELIHUX CPE/ICTB aKTUBHOM 3alllUTHI;

86. Knaccugukanus cpeacTB NacCUBHOM 3alUThI U XapaKTEPUCTUKA UX OCHOBHBIX COCTaBIISIONINX;
87. Ha3nadenue u OCHOBHBIE MPUHIINAIIBI OPTaHU3AINH UICHTU(OUKAIIIH TPOTPaAMM;

88. HazHaueHue 1 0OCHOBHBIE IPUHIUIIBI IOCTPOEHUS YCTPOUCTB KOHTPOJIS;



89. OO6muii cocraB TpeGoBanwmii Mo odecrneueHuto Nb;

90. TpebGoBaHus K TPOrPaMMHO aIapaTHBIM CPEJICTBAM;

91. TpeboBanus k nmoacucTeMe HISHTU(PUKALNY U ayTEHTU(PUKALNN;

92. TpeGoBaHUsI K TOJACUCTEME YIIPABJICHUS JOCTYIIOM;

93. TpeboBanus K MoACKCTEME IPOTOKOIUPOBAHUS aAyIHUTa;

94. TpeboBanus k mojcucTeMe 3alIUThl TOBTOPHOI'O UCIIOIB30BaHUSI OOBEKTOB U K 3aIlIUTE
KPUTHYHON HH(POpMaIUHY;

95. TpebGoBaHust K cpeicTBaM oOecriedeHus 1EeI0CTHOCTH;

96. TpeboBanus k cpeacrsam ynpasienus Ub;

97. OO6mmii coctaB TpeOOBaHUI K MEKCETEBOMY SKPaHYy;

98. [Toxcucrema yrpaBiieHUs JOCTYIIOM B aBTOMATH3UPOBAHHOW CHCTEME M OCHOBHBIE TPEOOBAHUS K
Heit g 3amutel o HC/I;

99. [Toxcucrema perucTpanuu 1 yaera B aBTOMaTU3UPOBAHHOW CUCTEME U OCHOBHBIE TPEOOBAHUS K
Heit g 3amutel o HC/;

100. Kpunrorpaduueckas nmoacucrema 31 B aBTOMaTU3UPOBAHHOM CUCTEME U OCHOBHEIE TPEOOBaHUS
K Hel mrs 3amutel oT HC/I;

101. [Toacucrema obecrieueHus IETOCTHOCTU B ABTOMATU3UPOBAHHOM CUCTEME U OCHOBHBIE

TpeboBaHus K Hel i 3anuThl oT HC/;

[IpakTHKO-OPpHEHTHPOBAHHbIE 32IaHNUS K 3a4eTy

1. Cosnmanue cBoer 0a3pl JaHHBIX ¢ IOMOIIBIO ITakera Firebird.

2. VYnpasieHue moip30BaTeNsIMU M ITpaBaMu JI0CTyIa B created 0a3e TaHHBIX C TTOMOIIBIO ITAKeTa
Firebird.

3. Amnanmus yrpo3 csouM IT-uH(pacTpykrype u pazpaboTka 1iaH IeHCTBHHA 110 60pb0e C HUMH.

4. M3yuenue pa3inyHbIX KaTeropuil XakepoB M UX LieJIeH, a TaKKe IPOBEIEHUE TECTOBBIX yaleHHbIX
CETEBBIX aTaK Ha CBOIO CUCTEMY.

S. Hactpolika TeXHUYECKUX U IPOrPaMMHBIX CPE/ICTB 3aIIUThI OT HECAHKIIMOHUPOBAHHOTO JOCTYIA K
CBOEH KOMITBIOTEPHOM CHUCTEME.

6. W3zyuenue ys3BumMocTeil cBoeil nH(OpMALIMOHHON CUCTEMBI U IPOBEICHUE aHAIN3a PUCKOB.

7. N3ydeHue pa3nuyuHbIX THUIIOB CETEBBIX aTak M pa3paboTKa IUIaHa OTPaKEHUs aTak Ha CBOIO CUCTEMY.
8. Hactpoiika cuctemMbl KOHTPOJI JOCTYIIA U YIIPABJICHMS IPaBaMU JOCTYIIA B CBOEH JIOKAJIbHON
BBIYMCIIUTEIIBHON CETH.

9. Hactpoiika mep 1o 3ammre JaHHBIX U IPOrPaMM B CBOEH JIOKAJILHOM BBIYUCIUTEIBHON CETH OT
HECaHKLMOHUPOBAHHOTO JOCTYIA U U3MEHEHHUSI.

10. Hacrpoliika mep 1o 3ammre Tpapuka B CBOCH JOKaIbHON BBIYMCIUTEIBHOMN CETH.

11. BrinonHeHue pe3epBHOro KONMMPOBAHUS CBOMX JIAaHHBIX M pa3padoTKa IjlaHa BOCCTAHOBJIEHUS B
cllydae Kpakd UM YHUUTOXKEHUSI TaHHBIX.

12. W3yuenne apXuTeKTypbl cCBOEH HH(OPMAIIMOHHON CUCTEMBI M pa3paboTKa IJIaHa o ee 3alluTe.

13. Nzyuenune ocodennocteit coBpemeHHbIXx C u pa3paboTka 1iaHa 3aiuThl OT HOBBIX yTPo3.

14. Pazpa0oTka MOMUTHK U IPOLelyp MO oOecreueHn 0 HHPOPMALIMOHHOM 6€30MacHOCTH B CBOEH
OpraHU3alHH.

15. N3yueHne MeKCeTeBbIX SKPAaHOB U BBIOOD MOIXOISIIET0 peleH s Ul CBOSH OpraHu3aIiHm.

16. N3yueHne BCTPOEHHBIX CPENICTB 3AIIUTHI B CBOCH BBIYMCIIMTEIBHONW CUCTEME U UX HACTPOMKA.

17. AHanu3 3alMIIeHHOCTH CBOEH KOMITBIOTEPHOM CUCTEMBI U pa3paboTKa IjIaHa Mo yIy4IIeHHIO ee
0€30IaCHOCTH.

3aueTHOE 3aJlaHue BKIIIOYAeT 2 TEOpETUYECKUX Bompoca (pasaen «Bomnpock k 3aueTy») u 1 npakTuko-
OpPHEHTUPOBAHHOE 3a/1aHue ((opMHUpYyeTCs U3 NIepeyHs 3a/laHu, IpeACcTaBIeHHbIX B pasjene «IIpakTuko-
OpUEHTUPOBAHHBIE 3aJJaHUS K 3a4UETY»).

Kpurepun ouennBanus:
MakcumanbHOe KoJInuecTBO O0aiioB 3a 3auetHoe 3ajanue — 100 (30 6amioB MaKCHMMAaIbHO 3a KaXK bl
TeopeTrudeckuii Bompoc, 40 6atoB MaKCUMaIBHO 32 MPAKTHKO-OPUEHTUPOBAHHOE 3aJ]aHuE).



Kpurepun onieHuBaHUs OTHOTO TEOPETUYECKOTO BOIIPOCa:

- 25-30 6a10B BBICTABIISETCS CTYICHTY, €CIIA U3JIOKEHHBIN MaTepuall (haKTHIECKH BEPEH,
IIPOIEMOHCTPUPOBAHBI TTyOOKHE NCUEPIIBIBAIOIINE 3HAHUSA B 00BbeMe TPOMIEHHOM MPOrpaMMBbl B
COOTBETCTBHH C TIOCTABJIICHHBIMH MPOTPaMMON Kypca LEIsIMU U 3a1a4aMi 00yUeHHsI, U3JI0KCHNE MaTepraa
IIPU OTBETE - TPAMOTHOE M JIOTHYECKHU CTPOIHOE;

- 20-24 GayI0B BBICTABIISIETCS] CTY/ICHTY, €CIIH ITPOJEMOHCTPHPOBAHBI TBEP/IbIC U IOCTATOYHO TTOJTHBIC
3HaHUs B 00beMe MPOHACHHON TPOTpaMMbl JTUCIUIUIMHBI B COOTBETCTBUU C LENISIMU O0YUYEHHUS; MaTepHall
U3JI0KEH JJOCTATOYHO IMOJTHO C OTACIbHBIMH JJOTHYSCKHUMH U CTUITHCTUYCCKUMHU ITOTPEITHOCTSIMH,

- 15-19 GayioB BBICTABISIETCS CTYACHTY, €CIIH MIPOJEMOHCTPHPOBAHBI TBEP/IbIC 3HAHUS B 00BEMe
MPOIIGHHOTO Kypca B COOTBETCTBUE C LIEISIMUA O0YYCHHUSI, OTBET COJICPIKUT OT/ICIbHBIC OIMIMOKH, YBEPEHHO
WCIPABJICHHBIC TIOCIIE JONOIHUTEIBHBIX BOIIPOCOB;

- 0-14 Gana BBICTABIISICTCS CTYJICHTY, €CIIH OTBETHI HE CBSI3aHBI C BOIIPOCAMHU, JIOMYIIEHBI TPYObIe
omKOKH B OTBETE, POJAEMOHCTPUPOBAHBI HEMOHUMAHNE CYIIIHOCTH M3JIaraéMoro BOIpPOCa, HEYBEPEHHOCTh
Y HETOYHOCTh OTBETOB Ha JIONIOJIHUTEIbHBIC H HABOISIINAE BOIIPOCHIL.

Kpurepun oneHnBaHuS MPaKTUKO-OPHEHTHPOBAHHOTO 3aaHUS:

- 35-40 GayI0B BBICTABIISIETCS, €CIH 3aJaHUE PEUICHO MOJHOCTBIO, B IPEICTABICHHOM PEIICHUN
00OCHOBaHHO IMOJYYEHBI IPABHIIbHBIC OTBETHI.

- 25-34 Gaia BBICTABISETCSA, €CIIH 3a/IaHUE PEIICHO TOJTHOCTHIO, HO TIPU OTBETE JIOMYIICHBI
HE3HAYHMTENIbHBIC OIINOKH.

- 11-24 Gasnna BBICTABISICTCS, €CIIH 3aJIaHUE PEIICHO YaCTUIHO.

- 0-10 GaytoB BBICTABIISICTCS, €CIIM PEIICHHE HEBEPHO MM OTCYTCTBYET.

HToroBelii pe3ysbTaT GOPMHPYETCS U3 CYMMbI HAOpaHHBIX 0AJIIIOB 32 BBIITOJHEHHUE 3a4ETHOTO 33JaHUs U
COOTBETCTBYET IIKAJIE:

50-100 6amnoB (3a4TE€HO)

0-49 GamnoB (He 3a4TEHO)

Omnpoc
1. CymHocTs 1 noHstTie uadopmannonHoi 6ezomnacuoctu (Ub);
2. XapakTepucTruka OCHOBHBIX cocTaBisromux Ub;
3. 3nauyenue Ub 11 cyObekTOB HHGOPMAIIMOHHBIX OTHOLICHUH;
4, Mecto b B cucteMe HalmoHaIbLHOM 0€30aCHOCTH;
S. OcHoBHble npuHIMIEI obecnieueHus Ub;
6. Knaccudukanus yrpos Ub;
7. CocraB 1 KpaTkasi XapaKTepUCTHKA BHYTPEHHUX U BHEIIHUX UCTOYHUKOB yrpo3 1b;
8. CocTaB ¥ KpaTkasi XapaKTepUCTHKa OCHOBHBIX yIpO3 JOCTYITHOCTH;
9. CocTaB 1 KpaTkasi XapaKTepUCTHUKA OCHOBHBIX YIPO3 LEINOCTHOCTH;
10. CocTaB 1 KpaTkasi XapaKTepUCTHKa OCHOBHBIX YIp03 KOH(UIECHIMATBbHOCTH;
11. Knaccugukanus kaTeropuii xakepoB 1 ux 1ele;
12. CocTaB 1 KpaTkasi XapaKTepUCTHKa OpraHU3allMOHHO KOMMYHUKaTUBHbIX cpeacts HC/I;
13. CocraB u KpaTkas xapakTepucTuka Texuuueckux cpeacts HC/I;
14. CocTaB u KpaTkas XxapakTepucThka nporpamMmmusix cpeacts HCJL;
15. XapakTepHucTuka ocHOBHbIX yrpo3 Mb npu B3aumoaelicteuu ¢ Internet; TpeGoBaHus K
noAcucTemMe 3auuThl oT yrpo3 b npu B3aumoneiicteuu ¢ Internet;
16. Knaccudukanus ceTeBbIX aTak;
17. Onpenenenne cHuddepa MakeToB U XapaKTEPUCTUKA OCHOBHBIX CPEJICTB 3alIUTHI OT
cauddunra;
18. Onpenenenue [P cnydunra u xapakTepucTHKa OCHOBHBIX CPEACTB 3aIlIUThI OT HETO;
19. Omnpenenenue arak Tuna DoS ("oTka3 B 00cnyKuBaHUH') U XapaKTEPUCTUKA OCHOBHBIX CPEZCTB
3aIUTHI OT HUX;
20. Onpenenenne napoibHbIX aTak U XapaKTEPUCTHKA OCHOBHBIX CPEJICTB 3alUThI OT HUX;
21. Omnpenenenue aTak Ha ypoBHE NpHIIOKeHUH 1 Thna Man in the Middle u xapakrepucruka

OCHOBHBIX CpCACTB 3alllUThI OT HUX;



22, Omnpenenenne ceTeBON pa3BeIKU U NIEpeapecaluy IOPTOB U XapaKTEPUCTUKA OCHOBHBIX
CPEACTB 3allUThI OT HUX;

23. OcCHOBHBIE METO/IbI M YCIIOBUSI HEABTOPU30BaHHOTO goctyna Kk JIBC;

24, Kparkas xapakrepuctuka ocHoBHBIX ycnoBuit HCJI k JIBC;

25. Kpatkas xapakTepucTika OCHOBHBIX YCIOBUN packpbITUs AaHHbIX JIBC;

26. Kpatkas xapakrepucTika HeaBTOpU30BaHHON MOIU(BUKALINY JAHHBIX U IPOrPaMM M OCHOBHBIX
YCJIOBU €€ BOSHUKHOBEHUS;

27. Kparkas xapakTepucTHKa OCHOBHBIX YCIOBUH PacKpBITHs U MoaMeHbl Tpaduka JIBC;

28. Ocuogusie yrposst b JIBC npu pacnpeneneHHOM XpaHeHUU (ailyioB U yJaTeHHBIX
BBIUHCIICHUSIX;

29. OcHOBHBbIE CEpBUCHI 0€30I1aCHOCTH;

30. OcHOBHbIE NPUHIUITBI APXUTEKTYPHOI 0€30MaCHOCTH M MX KpaTKasi XapaKTepUCTUKA;

31. CrpykrypHas cxema cucteMbl 31 1715t THIIOBOM MH(POPMAITMOHHON CHCTEMBI U KpaTKast
XapaKTepUCTHKA €€ OCHOBHBIX OJIOKOB;

32. OcHoBHBIE QYHKITHH IEHTPATU30BAHHOTO YIIPABICHUS PUCKAMH M aIMUHUCTPUPOBAHUS
CUCTEeMBbI 0€30I1aCHOCTH;

33. OcHoBHbIE (QYHKITUH 3aIIUTHI YIIPABICHUS TPUTOKECHUSIMU;

34. OcHoBHbIE (PYHKIIMH 3aIIUTHI CUCTEMBI CETEH;

35. OcHoBHbIE QYHKIIUU 3aIIUTHl KOHEYHBIX MOJIb30BATENICH;

36. Knaccudukanus cpeicTB 3aluThl IPOrpaMMHOTO 00eCTIeYeHHs U XapaKTePUCTHKA UX OCHOBHBIX
KaTerOpHii;

37. Knaccudukanus cpeicTB 3auuThl B cOCTaBe BhiunuciauTensHoi cuctemsl (BC) u xapakrepuctuka
UX OCHOBHBIX COCTABJISIOIINX;

38. [TpuHIMIIBI OPraHU3alUK U TEXHUYECKOTO UCIIOJIHEHUS 3alIUThl MATHUTHBIX IUCKOB U
3alUTHBIX MEXaHU3MOB ycTpoiicTB BC;

39. [TpuHIMIIBI OPraHU3alMK U TEXHUYECKOTO UCIIOIHEHUS 3aMKOB 3aIllMThI U 3alIUTHI THIIA
"n3menenue QyHKIui";

40. Krnaccudukanus cpectsa 3aiuThbl ¢ 3alpocoM HH(GOPMAIIUU U XapaKTEPUCTUKA UX OCHOBHBIX
COCTaBJISIOLINX;

41. Haznauenue u npunimn GopmMupoBaHus napoiei, mudpos, CUTHATYD;

42. HasnaueHue 1 OCHOBHBIE MPUHITUIIBI TIOCTPOCHHUS allliapaTyphl 3alIUTHI,

43. Knaccudukanus cpeicTB akTUBHOM 3aIUTHI U XapaKTEPUCTHKA UX OCHOBHBIX COCTABIISIOIINX;
44, OrmpenenieHne U XapakTEPUCTHKAa OCHOBHBIX BHYTPEHHHUX CPEJCTB aKTUBHOMW 3aIlIUTHI;

45. Omnpenenenue U XapaKTepUCTHKA OCHOBHBIX BHEIITHUX CPE/ICTB aKTUBHOM 3aIIHUTHI;

46. Krnaccugukanus cpeicTB aCCUBHON 3alUThI U XapaKTEPUCTUKA UX OCHOBHBIX COCTABJISIOIINX;
47. HaznaueHune u OCHOBHBIE IPUHITUIBI OPTaHU3AINH UAECHTH(PHUKAIIUU TIPOTPaAMM;

48. Haznauenune u 0OCHOBHbIE IPUHIUIIBI TIOCTPOECHUS YCTPOUCTB KOHTPOJIS;

49, OO6muit cocraB TpeboBanwmii mo odecrneuenuto Ub;

50. TpeboBaHust K MPOrpaMMHO aNapaTHBIM CPEICTBAM;

51. TpeboBanus k moacucTeMe UACHTU(DUKAIINK U ayTeHTU(DUKAIINH;

52, TpeboBaHust K MOJCUCTEME YIIPABIEHUS IOCTYIIOM;

53. TpeboBanus k moacrcTeMe MPOTOKOTUPOBAHUS ayAHTa;

o4, TpeboBanust k mojcUCTEME 3aLIUTHI TOBTOPHOT'O UCIOJIb30BaHUs OOBEKTOB U K 3aIIHUTE
KPUTHUYHON HH(POPMAIIHH;

55. TpebGoBanust kK cpencTBam oOecriedeHus 1EeT0CTHOCTH;

56. TpeboBanus k cpeacrsam ynpasienus Ub;

o7. OO6muit coctaB TpeOOBaHU K MEKCETEBOMY IKPaHYy;

58. [Toxcucrema ympaBiieHHs JOCTYIIOM B aBTOMAaTU3MPOBAHHOM CHCTEME M OCHOBHBIE TPEOOBAHUS K
Hel mus 3anmtel ot HC/I;

59. [Toxcucrema perucTpauu 1 yuera B aBTOMaTU3UPOBAHHOW CUCTEME U OCHOBHBIE TPeOOBaHUS K
Hel mus 3anmumtel ot HC/I;

60. Kpunrorpaduueckas nmoacucrema 31 B aBTOMaTU3UPOBAHHOM CUCTEME U OCHOBHBIE TPEOOBaHUS
K Hel s 3amutel oT HC/I;

61. [Toncucrema obecrieueHus HEIOCTHOCTH B aBTOMAaTU3UPOBAHHON CUCTEME U OCHOBHBIE

TpeboBanus K Hel ams 3ammTthl oT HC/I;



62. [Moxazarenu 3amuimenHocTH nHpopmanuu ot HCJ 111 KOMIIBIOTEPHBIX CHCTEM M UX KpaTKasi
XapakTeprucTuka. [lokasarenu 3alUIIEHHOCTH MEKCETEBBIX SKPAaHOB M UX KPaTKasi XapaKTePHCTHKA.

63. CymHocTh 1 nnoHsTHEe nHpopMannoHHoW 6e3omacHocTr (UbB);
64. XapakTepucTriKa OCHOBHBIX cocTaBisrommx Ub;

65. 3nayenue Wb nst cyObekTOB HHGOPMAIIMOHHBIX OTHOLICHUH;
66. Mecto Ub B cucteMe HallMOHAJILHOM 0€30MaCHOCTH;

67. OcHoBHble puHIHIEI 0b6ecnieueHus 1b;

Kputepuu oneHuBanus:
MakcumanbHOE KOJIMYECTBO OAIIJIOB, KOTOpOE 00yJaromuiicss MoxkeT Haopath — 40 6amioB (3a 40 oTBETOB).
OTBeT Ha BOIIPOC OLIEHNUBAETC:

- 1 6aym — mpaBUIIBHBIN U TIOJIHBIN OTBET;

- 0 GayI0B — HENPABWIIBHBIM OTBET WJIM OTBET HE MPE/ICTABIICH.

HpaKTHKO-OpHeHTI/IPOBaHHLIe 3aJaHus

1. Hanucanue ckpuntoB Ha si3bike SQL 111 BEIOTHEHUS oriepanuii ¢ 6a30i JaHHBIX, HATIPUMED,
co3JlaHusl TabJuLl, J0OaBIEHHS 3aMUCceil, U3MEHEHUS U YAaJIeHUs JaHHBIX.

2. Hacrpoiika cucreMbl MOHUTOpPHHTA COObITHI B cBoei U T-mH(pacTpyKkType 1 MpOoCMOTp KYpPHAIIOB
COOBITHI JUIs BBISIBIICHUS TOTEHIUAIBHBIX YTPO3 O€30M1aCHOCTH.

3. TectupoBanne 6e3onacHocTn web-nipunoxennit u AP, nconp3yronmxcsi B CBOeH opraHu3ainuy, ¢
MTOMOIIBI0 aBTOMATU3UPOBAHHBIX cpeAcTB, Takux kak OWASP ZAP unu Burp Suite.

4, PazpaboTka MOMUTHK U IPOIIETYp 10 MCIIOIB30BaHUIO BHEMTHUX USB-yCTpONCTB U APyruX ChbEMHBIX
HOCHUTEJIEW B CBOEH OpraHU3aluu.

5. Hacrpoiika cuctemsl mm@poBaHus JaHHBIX HA IUCKAX XKECTKOro drives U B 00JauHBIX XpaHWIHIIAX.
6. CocraBieHue Ype3BbIYafHOTO MJIaHa OTBETA Ha KHOEpYyrpo3bl U MPOBEICHUE YUSCHHUH IO €ro
peanu3annu.

7. W3yuenue u TecTUpOBaHUE MEXaHU3MOB JBYX(aKTOPHOM ayTeHTU(HUKALMU I 1OCTYIA K
CUCTEMaM U CEpBHCAaM CBOEI OpraHu3allu.

8. Hactpoiika cuctemsl yrpaBieHHs Y4ETHBIMU 3aIIMCSIMU U TAPOJISAMU U711 COTPYIHUKOB CBOEH
OpraHU3alHH.

9. W3yuenue u TeCTUpOBaHHE MEXAHU3MOB IT€YATHBIX MAPKEPOB U TOKEHOB /ISl ayTeHTHU(PHKALIUU
IIOJIB30BATEJIEH B CBOEH OpraHU3aLMH.

10. PazpaboTka MomuTHK U IpoLeyp 1o ucnoiaszoBanuio Wi-Fi ceteli B cBoell opraHu3zaiyy.

11. N3ydenue n HacTpoiika cucreM npenorspaiieHus sropsxkennit (IDS/IPS) nst ceoeit UT-
UHPPACTPYKTYPBHI.

12. TectupoBanue 6€30MaCHOCTH CBOUX MOOMJIBHBIX YCTPOWUCTB U pa3pabOoTKa MOJIUTHUK UX
HCII0JIb30BAaHUs B CBOEM OpPraHU3alnu.

13. N3ydenue n HacTpoiika cucteM oOHapyXeHUs U KOPPEeKIUH ys3BumocTeil B coeit UT-
UHPPACTPYKTYDpE.

14. Pa3paboTka monuTUK 1 IpoLeayp Mo UCIOIb30BaHUIO 00JIaUHBIX CEPBUCOB B CBOEH OpraHU3aluy.
15. Hactpolika cucteMsl yrpaBiieHUs] BEpCHAMH I KoJla ¥ KoHurypauii B ceoet UT-
UH(ppacTpyKType.

16. TectupoBanue 6€30MaCHOCTH COOCTBEHHOT'O CaiiTa WIIM BEO-TIPUIIOKEHHSI ITyTeM MPOBEICHUS
penetration testing'a unu vulnerability scanning'a.

17. N3ydenue u HacTpoiika cucteM 3amuThl 0T DDoS-arak nns cBoeit UT-undpacTpykTyphI.

18. Pa3zpaboTka moauTHK 1 Iporeyp 1mo 6€30macHOMY MCITOI30BaHUIO €-mail B CBOEH OpraHu3ainm.
19. N3ydenue u HaCTpoOiiKa CHCTEM JOTUPOBaHUs U ayauTa s cBoeil UT-undpactpykTypsi.

20. Pa3paboTka monutuk u npoueayp rno 6e30macHOMY HCIOIb30BaHUIO COLIMAIBHBIX CETEeN U
MECCEH/IKEPOB B CBOEI OpraHU3alNH.

21. TectupoBanue 6€30MaCHOCTH YAATIEHHOTO TOCTyIA K CUCTEMaM U CEpBHCaM CBOEH opraHuzauuu
IyTeM MPOBEJICHUs remote access testing'a.

22, W3yuenue n HacTpoiKa CUCTEM aBTOMATU3aLMHU YIpaBieHus patches 1 0OHOBICHUSMHU AJIsi CBOEH

NUT-undpactpyKkTypsl.
23. PazpaboTka MomuTHK U IpoLeayp 1o ucnoiab3oBanuio VPN B cBoeil opranusanuu.



24, TectupoBanue 6e3onacHocT ctopoHHero [10 1 cepBHCOB, HCIOIB3YEMBIX B CBOCH OpraHHU3aluy,
nmyTem nposeneHus code review'a uiu black box testing'a.

25. W3yuenue u HacTpoiika cucTeM (PUITMHTOBOM 3aIUTHl M OpaHaMay3poB ais cBoeit U T-
MH(PPACTPYKTYPHI.

26. Pa3paboTka moimTHK U Iporeayp mo 6e30MmacHOMY HCIIOIh30BAaHUIO O0TAUHBIX XPAHHUIIUII JAHHBIX B
CBOCH OpraHHU3aIuH.

27. TectupoBanne 6e30macHOCTH 0a3 TaHHBIX CBOCH OpraHU3alliK IyTeM nposeneHus database security
testing'a.

28. N3ydenne u HaCcTpoiiKa cucTeM Oe30macHOCTH KoHpuryparuii s csoeid UT-uHppacTpyKTyphI.

29. Pazpabotka moauTuk u npoueayp 1mo ucroib30BaHuo [0T-ycTpoiicTB B cBOSH opraHu3aIliy.

30. TectupoBanue 6€30MaCHOCTH OECITPOBOIHBIX CETEH CBOCH OpraHU3aIuy IMyTeM MPOBEACHUS Wireless
network security testing'a.

31. W3yuenne n HacTpoiika CHCTEM KOHTPOJIA AOCTyNa K (paiiinam u mankam B cBoeit U T-
nH(ppacTpyKType.

32.  Pa3paboTka NOJIMTUK U MPOLEAYP MO OE30MaCHOMY MUCIOIB30BAHUIO (MIICI-HAKOIHUTECH U IPYTUX
CbEMHBIX HOCUTEJIEH B CBOEH OpraHu3alliH.

33.  TectupoBanue 6€30IaCHOCTH CETEBBIX YCTPOMCTB CBOEH OpraHU3allly ITyTeM MpoBeaeHus network
device security testing'a.

34. W3yuenne n HacTpoiika cucTeM 0€301MacHOCTH 00J1auHOM HHPPACTPYKTYpHI 171t cBoeit UT-
UH(PACTPYKTYPBHI.

35. Pa3paboTka MoymMTHK U IPOIEAYp 10 MCIOIb30BaHUI0 Al M MaIIMHHOTO O0y4YeHUS B CBOCH
OpraHH3aIlHH.

Kpurepun oueHuBaHmsi:
MaxkcruMaabHOE KOJIMYECTBO 0AJIOB, KOTOPOE 00yYaroImuiicss MOKeT HaOpaTh — 60 GayioB (3a 12 3amanuit).
Kaxxnoe 3amanue oneHuBaeTcs:

- 5 GayJIOB. — 3a]aHKE BBHIITOJIHEHO BEPHO;

- 4 6aJI0B. — IPH BBITIOJIHEHUH 3aJaHKsI ObLITU TOMYIIEHBl HETOYHOCTH, HE BIUSIONINE HA PE3YNbTaT;

- 3 0aJyuI0B. — IPU BBINIOJIHEHUH 3aJaHMsI ObLIU TOIMYLIEHBI OIINOKH;

- 2 - 1 GannoB. — IpHU BHIOTHEHUH 33/1aHUs OBUTH JIOMYIIEHBI CYIIECTBEHHBIE OLITUOKY;

- 0 OayI0B. — 3aJaHUE HE BHITIOJIHEHO.

3 MeroanuyecKkue MaTepuaJibl, ONpeaesone npouelypbl OLeHUBAaHUs 3HAHUM, YMEHHH, HABBIKOB U
(M1M) ONBITA JEATEJIbHOCTH, XaPAKTEPU3YIOIIUX 3TAaNbl JOPMHUPOBAHUA KOMIIETEHIH I

[Ipoueayps! OlleHUBaHMSI BKJIIOYAIOT B ¢€0s1 TEKYIIUH KOHTPOJIb U IPOMEXKYTOUHYIO aTTECTAIIHIO.

Texkymmii KOHTPOJIb  yCIIEBAEMOCTH IMPOBOJUTCA C  HUCIOJIB30BAHUEM  OLIEHOYHBIX  CPENCTB,
MIPE/ICTABICHHBIX B M. 2 JaHHOTO NPUJIOKEHUS. Pe3ylbTaThl TEKYLIEro KOHTPOJIS AOBOASTCS 10 CBEACHUS
CTYIEHTOB JI0 TPOMEXYTOYHOM aTTECTaLlUH.

IIpomexyTouHas aTTrecTanms IpOBOAUTCS B GopMe 3a4eTa.

3ayeT MpOBOAUTCS MO PACHHCAHUIO IPOMEKYTOUHON aTTecTalu B ycTHOU hopme. KonanuecTBo BOpocos B
3ayeTHOM 3ajaHuu — 3 (2 TeopeTudeckux, | MpPaKTUKO-OPUEHTUPOBAHHOE 3ajaHue). Pe3ynbraTsl
aTTeCTallMM 3aHOCATCA B BEAOMOCTb M 3a4ETHYI0 KHWXKKY CTyldeHTa. CTyneHThl, HE MpoILIeAlIne
MIPOMEXYTOUHYIO aTTECTallMI0 MO TpaduKy, JOJKHBI JMKBUAUPOBATH 33J0JKEHHOCTh B YCTaHOBJIEHHOM
HOPSIAKE.



IIpunoxenne 2
METOAUYECKHUE YKA3AHUSA 11O OCBOEHUIO ITNCHUTIJIMHBI

VY4eOHBIM IJITaHOM IIPEYCMOTPEHBI CIIEAYIOIINE BUIbI 3aHSITHIA:

- ICKLUU;

- IPAKTUYECKUE 3aHATHSL.

B Xxone neKUMOHHBIX 3aHATUNA PAcCMATPUBAIOTCS OCHOBHBIE IOHATHUS B 00JacTH HMH(DOPMAILIMOHHOM
0€30MacHOCTH U 3alIMThl HH(OPMAIMK, METO/Abl OOHAPYKEHUSI U OpPraHU3aIMK MPOTHUBOJCHCTBUS aTak Ha
nH(OpMaLMOHHBIE CETH, TPEOOBAHMS MO 3alUTe KOH(PUIEHIIMAIBHON HHPOPMALINH, JAIOTCS PEKOMEHIaliH
ISl CAMOCTOSITENTbHON PaOOTHI ¥ MIOATOTOBKH K MPAKTHUECKUM 3aHIATHUSM.

B xoze npakTuyeckux 3aHATUHN yIITyOJISIOTCS U 3aKPEIUISIOTCS 3HAHUSI CTYACHTOB I10 PSAY PACCMOTPEHHBIX
Ha JICKIIUSAX BOIPOCOB, PAa3BUBAIOTCS HABBIKH PEILICHHS 3a/1a4 MO 3alIUTe HH(POPMAITMOHHBIX OOBEKTOB.

[Ipu moAroTOBKE K MPAKTUYECKUM 3aHATUSAM KaXKIbIH CTYACHT JOJKEH:

- U3YYUTh PEKOMEHJOBAHHYIO YUEOHYIO JINTEPaTypy;

- U3YYUTh KOHCIIEKTHI JICKIIHIA;

- 03HAKOMHUTKCS C ONMCAHUEM IPAKTUYECKOI paboThI;

- IOATOTOBUTH OTBETHI HA KOHTPOJIbHBIE BOMPOCHI IO U3y4aeMOi TEMeE.

B nporecce noAroToBKM K MPAaKTUYECKUM 3aHATUSAM CTYAEHTHI MOTYT BOCIIOJIb30BAaThCsl KOHCYJIbTALUAMU
MpernoaBaTes.

Bonpocel, He pacCMOTpEHHBIE HA JIEKLIUSX U MPAKTUYECKUX 3aHATHUSAX, TOJKHBI ObITh U3yU€HBl CTYAEHTaMU
B XOJIE CaMOCTOSITENIbHOM paboThl. B xo/e camocTosTeNnsHOM pabOThl KK CTYJEHT 005S3aH MPOYUTATH
OCHOBHYIO U, II0 BO3MOKHOCTH, JOTIOJIHUTEIBHYIO JINTEPATYPY IO U3y4aeMOU TeME, JOMOIHUTh KOHCIIEKThI
JEKUUHA HEJOCTAIOIUM MaTepuajoM, BBIMUCKAMU M3 PEKOMEHJIOBAHHBIX HCTOYHHKOB. BbIIeIuTh
HEINOHSTHBIE TEPMUHBI U HAMTU UX 3HAUYEHUE B SHLIUKIIONEIUYECKUX CIIOBAPSX.

Jlis TMOATOTOBKU K 3aHATHSAM, TEKYIIEMY KOHTPOIIO M TMPOMEKYTOYHOW aTTECTAllMM CTYACHTHI MOTYT
BOCIIOJIB30BaThCs AIIEKTPOHHO-OMOIMOTEYHBIMH CHCTEMaMU. Takke O0ydJaromIuecs: MOTYT B3STh Ha JOM
HEOOXOUMYI0 JUTEpaTypy Ha abOHEMEHTE YHUBEPCUTETCKOW OMOMMOTEKH WM BOCIOJIB30BATHCA
YUTAJIBHBIMU 3aJIaMU.
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