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1. HEJIX OCBOEHUSA TUCIUITJINHBI

1.

CII0CO00B Yy1ipaBJ€HUA BbIYUCIUTCIbHBIMU CETAMMU.

1| ocBoeHHE OO0y4arOMMMUCA TEOPETHYECKUX M MPAKTHIECKHX OCHOB aJMHHHCTPHPOBAHUS WH(POPMAIMOHHBIX CHCTEM;

2. TPEBOBAHMUA K PE3YJIBTATAM OCBOEHUSA JUCHUILJTUHBI

IIK-1. cnocofeH HCHOJB30BATH METOAbl M HHCTPYMEHTAJIbHbIE CPeICTBA HMCCJIEI0BAHUA O00bEKTOB MNpodeccuoHaTbHOI
AeATeJIbHOCTH, (P OpMAIH3ALUH ITPEIMETHOMH 00J1aCTH C Y4eTOM OrpaHNYeHHU i

B pe3ysbTaTte 0CBOCHHS JUCUMILIUHBI 00y4AIOIMIICS NOJIAKEH:

3HaTh:

OCHOBHBIC MCTOABI U IPUEMBbI pCain3allin (byHKI_[I/Iﬁ AIMHUHUCTPUPOBAHUA HH(bOpMaI.[PIOHHBIX CHCTEM (COOTHGCCHO C MHIAUKATOpOM

TIK-1.1

);

Ymernb:

HACTpauBaTh U aAMUHUCTPUPOBATH CEPBEPHI U CEPBUCHI (COOTHECEHO ¢ HHAuKaTopoM I1K-1.2)

Baanernb:

TEXHOJIOTHSAMH IIPOESKTUPOBAHHS HH(POPMAIIMOHHBIX CHCTEM (COOTHEeCeHO ¢ MHanKaTopoM [1K-1.3)

3. CTPYKTYPA U COAJEP)KAHUE JUCIUITJINHBI

Paznen 1. Beenenue B agiMuHNCTPUPOBAaHUE HHPOPMALMOHHBIX CHCTEM

HaumeHoBanue TEMbI, KPpaTKo€ CoJIepKaHue

Bupj 3austus /
pabotsl / popma ITA

Cemectp /
Kypc

KoauuecTBo
4acoB

Komnerenuuu

1.1

Tema 1 «BBenenue»:

OCHOBHBIE 3Talbl ¥ MPOLECCHl aIMUHUCTPUPOBAHUS HH(OPMALHOHHBIX
cucteM. [lnanupoBaHne W BbIIOMHEHHE (QYHKUUH aIMHHUCTpATOpa
“HPOPMALMOHHBIX cHcTeM M cerell. Mudopmannonnas cucrema (MC).
Tousitue nH(GOPMALHOHHO 6e30macHOCTH u HAJIKHOCTH
(YyHKUMOHUPOBaHUS ~ MHPOpPMALMOHHONW  cucTeMbl.  HeobxoammocTtsb
3aIIUThl HHGOPMALMOHHBIX CHCTEM U TEIEeKOMMYHHUKaui. [lonb3oBarens.
Anvunuctparop  MC.  Bromker/yueTHas — 3ammch  I10JIb30BaTelisl.
Perucrpaumst momnp3oBarenst B cucreme. Pecypcet MC. CoBmectHOE
ucnonp3oBanue pecypca. IlpaBa noctyma k pecypcy. AyauT/KOHTPOJb
HCTONB30BaHusl  pecypcoB. OcHOBHbIE  (YHKLUMM  aJMHHHCTpATOpa.
OCHOBHbIE METOIbI M CPEICTBA aJAMHHHUCTPHPOBAHHS HH(POPMALMOHHBIX
CHCTEM.

JIeKIIMOHHBIE 3aHATUSA

IK-1

1.2

Tema 1 «BBenenue»:

Bromker/y4yeTHast 3amuch NOJIB30BaTeNs. Perucrpauust monp3oBareis B
cucreme. Pecypcet MC. CoBmecTHOe wucmoib3oBaHue pecypca. IIpasa
JIOCTyHa K pecypcy. AyIuT/KOHTPOIJIb HCIOIb30BAHMS PECYPCOB.

Jla6oparopHbie
3aHATHS

IK-1

1.3

Tema 1 «BBenenue»:

IponBunyTHIE METOJIBI u cpencra AJIMUHUCTPUPOBAHHUS
MH(MOPMALIMOHHBIX cucTeM. Pacnpenenennble HHYOPMALIMOHHbIE CUCTEMBI.
OyHKIMOHAIBHBIE KOMIIOHEHTHI ceTeBoit OC.

CeteBble CITy’KObI M CEPBHUCEHI.

CeteBble ONEPALMOHHBIE CUCTEMBI.

Mogenu ceTeBhIX CITyXK0 1 paclpeleIeHHbIX IPHIOKCHHUIL.

Crioco0b!I pa3ziesieHus IPHIIOKEHHI Ha YacTH.

JIByx3BeHHBIE cxeMbI pacipeneneHHbx VC.

Ienrpanu3oBanHas 00pabOTKa JaHHBIX.

Cxema «aiin-cepsep».

CxeMa «KIIHEHT-CEpBEp.

Tpex3BeHHBIE CXEMBI.

Tunosas cereBas HHPPACTPYKTYPa COBPEMEHHOTO MPEJIIPHUSATHSI.

CamMocTosTenbHast
pabora

IK-1

1.4

Tema 2 «Brrancnurenbable ceTd. VIHTepHET, IPUHIUIIBI TOCTPOCHUS

MmuoroypoBueBass Mozenb OSI. ®OyHKIMM W Ha3HAYe€HHE IPOTOKOJIOB
OTHENBHEIX ypoBHedl Mozmenu. Monenb creka mnporokonos TCP/IP.
IloaxmroueHne KoMmbroTepa K CeTH. [IpOTOKOIBI KaHANIBHOTO YpPOBHS.
IIporokon IP. OcuoBuble  ¢yHkumu. Popmar  IP-mararpamMmbl.
Wuxancynsuus. Ilporecc nBikeHHss mHakeToB B ceTH. DparmeHtaius
nakera. Bpems xusHu makera. [Ipotoxomns! orobpaxkenus agpecoB ARP u
RARP. Tabmuua coorserctBust. KaurmpoBaHue pe3ysibTaToB 3ampocoB.
IIporokon ympaBnstoumx coobmennii ICMP.  Tumbl  cooOrieHuH.
IIporokon pByxtoueunoro coeguHeHuss PPP. IlogxmioueHwe k cern

CamocTosTenbHast
pabora

IK-1




mocpeacteom mporokona PPP. besomacuocts mpu pabore mporokomna PPP.
Crangaptel Uurepuera. Appecauust B cersix TCP/IP. Tunbsr agpecos.
Kiaccel IP agpecos. CrenpanbHble agpeca.

1.5

Tema 2 «BbruncnurenbHble ceTu. HTEpHET, IPUHIMITBI TOCTPOSHUSI» !

INoaxmouerne xommprotepa k cetn. @opmar [P-mararpammsr. [IpoToxoms
orobpakenuss azapecoB ARP u RARP. Tabnuma CcOOTBETCTBHS.
Ksmmposanue  pesynsraroB  3ampocoB.  I[IpoTokon  ympaBisromux
coobmenuit ICMP. Ilporpammsr ping. IIpoTOKONX —JIBYyXTOYEYHOTO
coequaenus: PPP. [logkimrouenne k ceTw mocpeacTBoM mpoTokona PPP.
IIporokon muHammuyeckoro KoHpurypuposanus ysznoB DHCP. ®opmar
coobmenuit. [Iponenypa paspeuieHuss umeH y3noB. Ciyx6a ¥ HPOTOKOI
DNS. Vrunutsl TectupoBanus paboTsl ciryx0bl. Cucrema umen NetBIOS.

JlaGoparopHbie
3aHATHUSA

IK-1

1.6

Tewma 2 «Boraucnurenbable ceTH. VIHTEpHET, IPUHIUITBI TOCTPOCHUS»
CereBble TexHosoruu. [odanbhbie cetu (WAN). ImobanbHbie ceTH ¢
KOMMYyTaluell KaHajoB M makertoB. CTPyKTypa M OCHOBHbIC NPUHLIUIIBI
nocrpoenust VartepHer u Muteprer 2. Crioco6s! foctyna B MHTepHET U
Wurepuer 2. Anpecanus B cetu Uurtepuer u Murtepuer 2. Ilpuknanasie
nporpamMmmsl mpocmotpa Web - cTpanmuil. DJIeKTPOHHAs! [10YTa

CamMocTosTenpHast
pabora

IK-1

1.7

Tema 3 «Mapmpytuzauuss B cerssx TCP/IP. IIpoTokoisl NpHKIagHOTO
YPOBHSI»:

OcHOBBI KOMMyTanuu u Mapmpytuzauuun B [P-cersx. Crarmueckas u
JMHaMHUYecKast MapLIpyTU3aLus. Mertpuku. MapupyTuszaTopsl.
JIMCTaHLIMOHHO-BEKTOPHBI ~ @ITOPUTM  MapLIPyTU3ALUU.  AJITOPUTM
MapHmIpyTH3allid  C  y4YeTOM  COCTOSHHUS  KaHaloB.  [IpoToxoisl
MapuupyTuzanui. [Iporokon nonp3oBatensckux nararpamm UDP. TTopTel.
®opmar mnakera. Hasnadenue moneit 3aronoska. IIpoTokonm HajexkHOM
nocraBku coobmenuit TCP. ®opmar cermenta TCP. Hasnauenue mnoneit
3aronoBka. [Iponenypa ycranoBnenus coequnenus. [lepemada maHHBIX B
paMKax yCTaHOBJIEHHOTO coenuHeHHs. Ckonb3siee okHO nmpotokona TCP.
IIporoxon cereBoro ynpasinennss SNMP. baza nanusix MIB. IIpotoxoms
nepenaau mourst SMTP, POP3 u IMAP. Ilpotokon nepenaun ¢aiinos FTP.
IIporokon nepenaun runeprekcta HTTP.

CamocTtosTeNnbHas
pabora

IK-1

Tema 3 «Mapuipytuzauust B cetsix TCP/IP. TIpotokosbl npukiagHOro
YPOBHSI»:

OcHOBBI KOMMyTamuu W Mapmpytu3amuud B [P-cersax. Crarmueckas u
JMHAMHYeCcKast MapuIpyTH3anusl. Mertpuku. MapuipyTu3aTopsl.
JIMCTaHIIMOHHO-BEKTOPHBI  alIrOPUTM  MapLIpyTH3alUMU.  AJTOPUTM
MapHIpyTH3allMd  C  y4Y4eTOM  COCTOSHHUS  KaHaloB.  [IpOTOKOJIBI
mapmmpytusaiuu. [Iporokon nons3zoBarensckux aararpamMm UDP. ITopTsl.
®opmar makera. HasHauenue mnoned 3aromnoBka. lIporoxon HamexHOMH
nocraBku coobmennii TCP. ®opmar cermenra TCP. Haznauenue mnoneit
3aronoBka. [Ipomenypa ycraHoBneHusi coequHeHus. [lepenaya maHHBIX B
paMKax yCTaHOBJIEHHOTO coennHeHus. Ckonb3simee okHO mpotokona TCP.
IIpotokon cereBoro ympasneHust SNMP. baza nanusix MIB. IIpotokomst
nepenaun noutst SMTP, POP3 u IMAP. IIporokon nepenaun daitnos FTP.
IIporoxon nepenaun runeprexcra HTTP.

CamocrosiTenbHast
pabora

IK-1

1.9

Tema 3 «Mapmpyrtuzauus B cersix TCP/IP. IIporokosnsl mpuKiIagHOro
YPOBHS»:

JIMCTaHIIMOHHO-BEKTOPHBIM  @JITOPUTM. AJITOPUTM COCTOSIHUSL CBSA3EH.
Iporoxon OSPF(Open Shortest Path First, anroputm kpardaifiiero IyT)
crexka TCP/IP;

nporokoi IS-IS(Intermediate System to Intermediate System, amroputm
IIPOMEXYTOUHOH cucremsl) cteka OSI.

CamocTrosTeNnbHas
pabora

IK-1

1.10

Tema 4 «CeTH onepalMOHHbBIX CHCTEM»:

CereBble (DYHKI[MH OMEPAIMOHHBIX CHCTEM, UX ocobeHHOCTH. Hactpoiika
CEeTEeBBIX MOJKIIIOYEHHH, HMHCTPYMEHTHl ympapieHus. HWHCTpyMeHTHI
YIpaBICHUs U 00CIIY)KUBaHUS CeTH. JJMarHOCTHKA CETEBBIX MOAKIIOUEHHUI],
KOMaH/BI, UX (YHKIUM WM Ha3HaueHHe. CeTeBble CITyXKObI, HHCTPYMEHTHI
HACTPOUKH U YNpPaBICHUS CIy)KOaMH: YTHIUTHI KOMAHIHOI CTPOKH H
rpaduyeckue HMHCTPYMEHTbl. MOHUTOpPUHI  CiIyx0. YTuiaura, ee
UCIIONB30BAHUE  JUIS  YIPABIEHUS  CETEBBIMH  IMOAKIIOUCHHUSIMH.
Opranusanus ¢aiioBoro cepsepa nox ynpasinenuem PEJT OC.

CamocTosTeNnbHas
pabora

IK-1

Tema 4 «CeTr OmepaiMOHHBIX CHCTEM):

Hactpoiika ceTeBbIX  MOAKIIOUEHUH, WHCTPYMEHTHI  YIIPaBICHHUS.
WHcTpyMeHTHI ynpaBiieHHs: 1 00CITyKMBaHMS CETH. J[MarHOCTHKA CETEBBIX
MOZIKITIOUCHUH, KOMaHbl, UX QYHKUMH U HazHaueHue. CeTeBble CITyKOBbl,
HHCTPYMEHTBI HACTPOWKH M YHPABJICHMS CIIY)KOaMM: YTHUIIUTBI KOMaHIHOH
CTpPOKM M Tpaduyeckne HHCTPYMEHTH. MOHHUTOPUHI CiIyx0. YTuiaura
netsh, ee MCHONB30BaHHE [UISl YIPABICHHS CETEBBIMU IOAKITIOUCHUSIMH.
Opranuzanus QainoBoro cepsepa non ympasieruem PEJ[ OC. Yrtumuts
KOMaHJIHOH CTPOKM JUISl yNpaBieHHs oOmuMu (aiaoBbIMH pecypcami.
VYnpasnenne ¢ainoBsM cepBepoM. KoHTpoib gocTymHOCTH (haitioBBIX
pecypcoB.  PasrpaHuuenue  nocTyma K JaHHBIM.  YIIpaBlICHUE
6€30MacHOCTBIO OOIIIX CETEBBIX PECYPCOB.

CamMocTosTenbHast
pabora

IK-1

1.12

Tema 4 «CetH onepalMOHHbIX CHCTEM»:
Remote Desktop (YnmamenHslii paboumii crom) m Remote Assistance
(Ynaneunslii mOMONIHKK). be3omacHbli peXHM C 3arpy3Koil CETEBBIX

CamocTtosTeNnbHas
pabora

IK-1




JpaiiBepoB. 3arpy3ka rnocieHel yraqHoi KoHpurypanuu

1.13

Tema 5 «Cetu Linux»: CeTeBble (GYHKIHH OINEPALUOHHBIX CHCTEM
cemeiicTa Linux, ux ocobenHocTu. HacTpoiika ceTeBbIX MOAKIIOUCHUIH,
HHCTPYMEHTBI yrpaBieHus. WHCTPyMEHTHI YHpaBiIeHHUs U 00CITyKHUBAHHS
cetn. JlmarHOCTMKa CETEBBIX MOAKIIOUCHMH. JlpaliBepel CETEeBBIX
YCTpOMCTB B sAape. JuHamuueckoe NOAKIIOUeHue apaiiBepoB. [lomydyenue
cereBoro azapeca u ycranoka I1O. Hactpoiika cereBbix unTepdeiicos.
Pacnonoxernne  koHpurypanuonsix  ¢ainoB. Komanpga  ifconfig.
Hacrpoiika nokaneHOro mHTepdeiica lo. Hacrpoiika unTepdeiica miarst
Ethernet noxanbhoii cetu (ethO ). Murtepdeiic mis mocnemnoBaTeinbHOro
rmopra. Hacrpoiika wmapmpyTtuzanuu. Hactpoiika cimyk0bl  HMeH.
TectupoBanue cereBoro coemunenus. Ytwiuta netconf. ITporpammsr
telnet u ftp. [Iporpammer telnet u rlogin. CereBas ¢aitnosas cucrema NFS.
MouTHpoBaHHe (aiIOBBIX CUCTEM C MOMOLIbIO Samba.

CamocTosTeNnbHas
pabora

IK-1

1.14

Tema 5 «Cerm Linux»: CereBble (YHKIMH OIEPALHOHHBIX CHUCTEM
cemeiictBa Linux, ux ocobenHoctu. HacTpoiika ceTeBbIX MOAKIIOUCHUIH,
HMHCTPYMEHTHI ynpaBieHus. MHCTpYMEHTHI ympaBleHHs U OOCITyKUBAaHUSL
cetu. JluarHocTMKa CeTEBBIX MOAKIIOUeHHH. JlpaliBeppl —CETEBBIX
yCTpOHCTB B sape. JAuHaMu4eckoe MmopkioueHue apaiisepos. Iloxyuenue
cereBoro aapeca u ycranoBka I10. Hactpoiika cereBbix unTepdeiicos.
Pacnonoxenne  koHburypauuonusix  ¢aitnoB. Komanma  ifconfig.
Hacrpoiika noxansHoro untepdeiica lo. Hactpoiika untepdeiica miars
Ethernet noxaneHol ceru (ethO ). Murepdelic It mocienoBaTeIbHOro
mopra. Hacrpoiika wmapmpytuzamuu. Hactpoiika cimyx0bl  HMEH.
TecrupoBanue cereBoro coexuHenus. Yrtuwiuta netconf. IIporpammer
telnet u ftp. IIporpammsl telnet u rlogin. CereBas ¢aiinoBas cucrema NFS.

CamocrosiTenbHas
pabora

IK-1

Tema 5 «Cern Linux»: OcHoBbI ceTeil Linux (mpoTOKONBI M ApyTHE
ocobeHHOCTH). MOHTHpOBaHKe (DaiiIOBBIX CUCTEM C ITOMOILIbI0 Samba.

CamocTosTenbHas
pabora

IK-1

Pa3nen 2. [IporpaMmHoe u TexHHYeckoe conpoBoxaenue NC

HaumeHoBanue TE€MbI, KPAaTKo0€ CoAepKaHue

Buj 3ansitus /
pa6otsl / popma ITA

Cemecrp /
Kypc

KosmmuecTBo
4acoB

Komnerenuuu

2.1

Tema 6 «Cnyx0bI katamoros. Active Directory»:

Cayx0bl KaTanoroB, ux (GyHKIMH W Ha3HayeHue. CiyxObl cepTH(UKATOB
Active Directory. [lomenHnsle ciyx0b1 Active Directory. Cmyx0b1
¢deneparmu Active Directory. Ciyx0b1 Active Directory o0nerdeHHoOro
noctyna K karajoram. CiyxObl ympasienust mpaBamu Active Directory.
CepBep mnpunoxenuid. OtTkazoycrtoitumBas kiactepusanus. DainoBble
CIyXObl M ciyxObl XxpaHeHus. [pymnoBas nonutuka. Hyper-V. Cern.
BanancupoBka cereBoii Harpy3ku. CiyXObl MOMUTHKH CETH U IOCTYIA.
Ciy>x0bl ynaneHHbIX pabounx cTojoB. be3onmacHoCTb.

CamMocTosTenpHast
pabora

IK-1

22

Tema 6 «Ciy>x0bl katanoros. Active Directory»:

CityxObl KaTanoros, Ux (GyHKUMH U HazHaueHue. CirykObl cepTu(UKaTtoB
Active Directory. [omennble cimyx0bl Active Directory. CimyxObl
tdenepanun Active Directory. Ciyx0b1 Active Directory oOnerdenHoro
nocryna K karajoram. CoyxObl ynpasienust mnpaBamu Active Directory.
CepBep mnpmnoxenuii. OtkazoycroifumBas xiactepusanus. Dailnosble
cmyxObl ¥ ChyxObl XxpaHeHus. [pymmoBas monutuka. Hyper-V. Certn.
BanancupoBka cereBoil Harpy3ku. CiykObl HNOJMTHKHM CETH M JOCTyIIA.
Ciyx0b1 YIaJIEHHBIX pabounx CTOJIOB. be3onacHoCTb.
Mtuorormonb3oBarenbckas  aktuBanus. Web  Server (IIS). Peanuzanumn
ciyx6 karanoroB. Cnyx0a karanoros Active Directory. Jlomennast Mozesnb
cIy)0bl Karajoros. Mepapxusi IOMEHOB, JOBEPHTEIBHBIC OTHOLICHHS.
KommoHeHTbl  CTpyKTYphl Karanmora Active Directory. Jlormdeckas
opranm3anus Karamora. Cxema Karamora, DIOOQJbHBIA  KaTayor.
OpraHu3anroHHble eI, Pu3nyeckas CTPyKTypa Karauora.

CamocTosTeIbHAS
pabora

IK-1

2.3

Tema 6 «Ciy>x0bl katanoros. Active Directory»:
O6bextel. CrpykTypa. Xo3sieBa orepauuil. dusmdeckas CTPyKTypa M
permukanyst. UmenoBarue. Marterpamms ¢ UNIX.

CamocTosTenbHas
pabora

IK-1

24

Tema 7 «AnmuHucTpupoBaHME omnepanuoHHbIX cucteM PEJl OCx»:
CereBble u mnepcoHasbHbie omnepanuonHbie cuctembl (OC). Kimenrt-
cepBepHbie W oxHopaHroBele OC. OC s pabounx rpynn. OC s
MPEINPHUATHSL. TpeGoBanus K ornepaLuoOHHBIM CHCTEMaM.
Hudopmanuonnsie ciryx0sr OC. CayxObl COBMECTHOTO HCIIONb30BAHUS
pecypcoB daiinoBoit cuctembl. Cityk0a Ui COBMECTHOTO HCTIOJIb30BAHUS
npuHTepoB. CrpaBouHble CilyObl. Mcrnonb3oBaHue ciyObl KaTajaoros
s myonukarmuy  QainoBeIX  pecypcoB M npuHTepoB. CeTeBble U
pacripeneneHubie ¢ainoBsie cuctembl. Ciyxkba Ge3omacHoct. Ciryxba
ayluTa ¥ OKYpHAJIMpOBaHMS. YIpaBiieHue monb3oBareasiMu. [lonsTue
YUETHOH 3alKcH IOJb30BaTeNs, IapaMeTpbl Y4YeTHOW 3amHcH, KO
GesomacHoctH. Vcnonb3oBaHHEe y4eTHBIX 3amucedl. [ToMMTHUKM ydYeTHBIX
3amucedl. AyTeHTH(UKALKS T0B30BaTeNeii Ha JIOKaJbHOM KOMITBIOTEPE U
B JoMeHe. Meronsl obecnieueHHsi 0€30MACHOCTH  ayTEHTU(HKALUH
osb30Bareseit B pacnpenesieHHbIx cucremax. [lonsrue nomena u paboueit

CamocTosTeNnbHas
pabora

IK-1




rpynmsl. Pasrpannuenue poctynma Kk ¢aitmam u  karajmoram. [pynmsl
0€30MacHOCTH, TUIIBI TPYIIT OE30MaCHOCTH.

2.5

Tema 7 «AIMMHUCTPUPOBaHHME OIEPALMOHHBIX cucTeM cemelictBa PEJ]
OC»:

CiyxObl COBMECTHOTO HCIIOJIB30BaHUS PECYPCOB (PANIOBOH CHCTEMBI.
Cnyx0a 171 COBMECTHOTO HCIHOJIB30BaHHMs IpPUHTEPoB. CIipaBoYHbIC
cityxObl. Vcrnonb3oBaHue CirykObl KaTajJoroB Juist myOnukaius (aiioBbx
pecypcoB u npuHTepoB. CeTeBbIC U paclpeieIeHHbIC (ailIoBbIe CHCTEMBL
Cayx0a 6e3onacHocti. Ciyx0ba ayanTa U *KypHAIHpPOBaHUS. YTIPaBICHUE
nosb3oBarenasiMu. IIoHATHE ydeTHON 3amMCH TMOJB30BaTellsl, MapaMeTphbl
YUYETHOH 3amucH, koj 0e30macHoCTH. lcronb3oBaHHE Y4YETHBIX 3aruceil.
INonuTuku ydYeTHbIX 3anuceld. AyTeHTHUKaUWs TOJIb30BaTeNed Ha
JIOKaJbHOM KOMIbIOTEPE U B IoMeHe. MeTtozbl obecrniedeHus: 6e30macHoCTH
ayTeHTH(HKALMY [10JIb30BaTeIel B pacnpeeneHHbIX cuctemax. [lonsTue
JoMmeHa M paboueil rpymmbl. Pasrpanuuenne pocrynma k Qaitnmam u
KaTaJoraM.

CamocTosTenbHas
pabora

IK-1

2.6

Tema 7 «AIMHHUCTPUPOBaHHE OIEPAMOHHBIX cucTeM cemeiictBa PEJ]
OC»: CpaBHUTENBHBIH aHAJIM3 CPEACTB aIMHUHMCTpHUpoBaHus. OOmme
noustust PEJl OC u cucremnoro agmunuctpuposanus. Mcropus PEJ] OC.
OCHOBHBIE TOHATUS CHCTEMHOTO aIMHHHCTPHPOBAHUSL.

CamMocTosTenbHast
pabora

IK-1

2.7

Tema 8 «AnmuHucTpupoBanue 6a3 maHHbIX»: OpraHu3zaius XpaHEHUE
JaHHBIX B MH(OpMalMOHHBIX cucTeMaX. DaiyioBble CTPYKTYypbl U 0a3bl
naHHbIX. basel manbix (BJl) m cucremsl ynpapieHust 6a3aMu JaHHBIX
(CYBH). TpeboBanuss k CYBJl. Jlokanbhbie u pacnpenenennsie CYB/L.
Oyukuuu agmuauctparopa CYB/I. Tlpumeps! cuctem yrpasieHus: 6azamu
nmaHHbIX. OOmas  xapakrepuctika CVYBJ] MySQL. Apxwurekrypa
BbIUMCIHUTENBHON cpenpl. KommonenTst MySQL. Pa3sepreiBanue cepBepa
Bl MySQL. ®akropsl, BIHSIOMKE HAa MPOU3BOAUTEIHHOCTH CHCTEMBI.
ITapameTpbl yCTaHOBKM M HMX Ha3HaueHHE. ABTOMAaTH3allMs MpPOLELYp
YCTaHOBKH, YHaJeHHass ycTaHOBKAa. OCHOBHble (DYHKIMH M Ha3HauY€HHUE.
Crpykrypa SQL Server 2017. ba3bl nanubix. ®usnueckas U Joruueckas
crpykrypa bJI. CucremHble U monb30BaTenbCkue Tadnuipl. HasHauenue
cucteMHbIx Tabnui. OcHOBHblE cepBepHble ciayx0b1 SQL Server 2017,
(GyHKIMK 1 Ha3HAYeHHs. IHCTPYMEHTBI yIpaBieHHs Cily)0amMu. YdeTHbIe
3aIMCH JUTsl aBTOMATHYECKOTO 3aIyCKa CIIyxkO0.

CamMocTosTenbHast
pabora

IK-1

2.8

Tema 8 «AnMuHHCTpUpOBaHKE 0a3 JaHHBIX»: Pa3BepThiBanue cepBepa b/
MySQL. Apromaruzaumusi mpouexyp YCTaHOBKH, YIaJ€HHas yCTaHOBKA.
CucremHble M MOJB30BaTeNbCkhe TaOnuubl. OCHOBHBIE CEPBEPHBIE
ciyx0b1 MySQL, ¢yHkumu u HasHadeHHs. VHCTPYMEHTBI YIpaBIeHHS
ciyx0amu. YueTHble 3alucu Ul aBTOMAaTHYECKOIO 3allyCKa CIyxo.
AyTteHTH(UKALMS B paclpenesIeHHol cpene. Pexumbl ayTeHTHHUKALUK B
MySQL. Pomu mnons3oBareneii Ha ypoBHe cepsepa bJl. Hasnauenue
poneBoii momenu. Pomm monp3oBareneli Ha ypoBHE 0a3bl  JIAaHHBIX.
MHcTpyMeHTHl ympaBieHHsT poJsiMH Toib3oBateneil. Kommposanue u
xkypHanu3auus. JKypHansl — TpaHsakumil. MIHCTpyMEHTHI — co3jaHus,
yOAJEeHUs] U yNpaBJICHUs XXypHajgaMu Tpan3akiuid. Oneparopsl Transact-
SQL ympaenenust (aitnamu >KypHama TpaH3akuuil. BoccraHoBieHue
nanHbix B BJI.

CamocTosTeNnbHas
pabora

IK-1

2.9

Tema 8 «AnMUHUCTpUpOBaHHE 0a3 TaHHBIX»:

Amvuauctpupoarue Oracle TimesTen u In-Memory Database Cache 11g.
Co3naHusi Tpynm KdIia ¢ BO3MOXKHOCTBIO TOJBKO YTEHMS WM YTECHHs/
3anucu. OnucaHue onepanuu aBToMarudyeckoro obHosieHus. Ilepenada
BolpakeHnii u3 TimesTen B Oracle mns BbeImonHEeHWs. 3arpy3ka u
0oOHOBJICHHE TPYII K311 Bpy4yHyto. Co31aHie AMHAMUYECKHX IPYIII K3
U  BBIIOJHEHHE JWHAMHYECKOW 3arpy3kd. HacTpoiika NOMMTHKA
aBTOMATUUYECKOIO YCTapeBaHMsl NAaHHBIX M rpynnbsl kdma. CosnaHue
DIOOAJIBHOI TPYNIBI K3Ia M ONMHCAHHE OOIIETo JOCTYIa K JaHHBIM JULL
yuactHUKOB cache grid

CamocTosTenpHast
pabora

IK-1

2.10

Tema 9 «Beb-cepBuChl, WX aJIMHHHUCTPHPOBAHHWE B WH(OPMAIMOHHBIX
cUCTeMax»:

Ipumepst BeG-cepBepoB. Mubopmanuonnsie cayxOer WaTeprer (IIS) B
PEJl OC. HUcnonb3oBanue ciayx6 IIS mis mocrpoeHus MHOTO3BEHHOM
KITUCHT-CEPBEPHON MH(OPMALMOHHOW cHUCTeMbl. Beb-cepBHCHI, cepBUCHI
ftp, cepBucet SMTP, ux noanepxka B IIS. Yeunenue 6ezonacuoctu B 1IS.
Pa3BeprhiBaHMEe W HavyajbHas KOHQUrypauus BeO-cepBepa  IOA
ynpaeinenuem 1IS. VHCTpyMeHTHl aAMHUHHCTPUpPOBaHHs BeO-cepBepa:
mucnierdep  cinyx0  IIS, cuenapum, uHTep(eichl  NPUKIATHOTO
nporpammupoBanust. Ilapamerpsl HacTpoiiku BeO-cepBepa.

CamocTrosTenbHas
pabora

IK-1

2.11

Tema 9 «Beb-cepBuchl, MX aJMUHUCTPUPOBAHUE B HH(POPMALMOHHBIX
CHCTEMAX»:

Pa3BepTriBanme WEB-cepsucos. VYpasneHue COCTOSIHHEM,
KOHOGUrypHpOBaHUE, pa3BepTbiBaHne u nyoOnukauus WEB-cepBucos.
Bb130B MeTo10B 1 ynpasieHue coObITusiMu ¢ nomousio WEB-cepBucos.
Bezos merona WEB-cepBuca. Ynpasnenue coOeitusmu WEB-cepBuca.
Obecneuenne 6e3omacaoctu WEB-cepucos. Ionutinkun Web-cepBucos,
TOJIb30BaTENIbCKUE  MOJIUTHKH, (QUIbTPBl  cOOOLIEHMH.  YmpaBieHue
pacnpeneneHHbIMM  BeO-cepBucaMu. TpeOoBaHust K KadecTBy BeO-

CamocrosiTenbHas
pabora

IK-1




cepBucOB. KoHmenTyanpHas apXWTEKTypa YIpaBICHUS BeO-CEpPBHCAMU.
Mertozp! yrpaBieHus BeO-CcepBUCaMU

2.12

Tema 10 «be3onacHocTh BEO-CEPBHCOBY: BeszonacHocTh
HHQOPMALMOHHBIX CIYX0 B cetd UHTepHer. AyteHTH(UKAIMsS B
pacrpeseieHHbIX cucTeMax. lcmonb3oBaHue IMQPPOBBIX CepTH(HHKATOB
it obecrieyenust  ayteHtHdukanmu.  CinykO0bl  cepTHU(UKAILHH.
PasBepreiBanue cinyx0bl ceprudukanunn B nomenax PEJ] OC. Cmyx0b
MPOBEPKH  MOUIMHHOCTH, WX HCIOJB30BAaHHE B  CHUCTEMax  IOA
ynpaeinenuem PEJ] OC. OGecrieuenne KOH(DUACHIIMATBHOCTH JaHHBIX B
cersix. lludposanue, Buapl  MmUPPOBaHHA:  CUMMETPHYHOE U
HecHUMMeTpHuHOe muppoBanue. [IOHATHE OTKPHITOTO U 3aKPHITOrO KIIIOYa.
[IpoToKosbl, UX MPUMEHEHHE Ul 3alIUThl epeladd JAHHBIX B CETAX.
Hacrpoiika BeG-cepBepa IS mnst obecreuennsi 6e30MacHOCTH TEpeAadn
JIAHHBIX.

CamocTosTeIbHAS
pabora

2.13

Tema 10 «be3onacHocTb BEO-CEPBUCOBY:

BazoBeie  crammaptel  (SOAP  Foundation) Bkmrowator B ceOs
cneudukaimun XML Signature 1 XML Encryption, dopmarer DUIT u
wudposanuss SOAP-tpanzakumii. CocraB SOAP-3aronoska (security-
token, Mapkep 0€30IIACHOCTH), HCIIONB3YEeMOIrO UL ayTeHTH(MHKAUMH U
aBropuzauuu 3ampoca. Cepruduxar X.509 w/wnu ums/maponb. Bumst
security-token SAML  (Security = Assertion Markup Language).
OOGecnieueHue MOCTPOEHMS OTHOIICHWH posepust (trust) B SOA-
apXUTEKType M  HCKIIOYCHHE HEOOXOAMMOCTH  ayTCHTHU(UKAIMH/
aBTOPH3ALMH I K)KAO0TO 3a1mpoca.

CamocTosTeIbHAS
pabora

2.14

TTogroroBka k HpOMe)KyTO‘{HOI‘/'I arTeCTaluu

3auer 4

4 IK-1

4. ®OH/I OLIEHOYHbBIX CPEJICTB

Crpykrypa M cozjepxanue (OHIA OLICHOYHBIX CPEICTB JUIS IPOBEACHUS TEKYLIET0 KOHTPOJS W IIPOMEKYTOYHOM aTTecTaluH
npenctasieHs! B [Iprnoxennn 1 x pabodeit mporpaMMe TUCIIUTIIHHEL

5. YYHEBHO-METOAUWYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. YueOHble, HayYHbIe H METOAMYECKHE U3TAHUS

ABTOpHI, bubnuorexa /
3aniaBue WsnarenscTBO, roxg
COCTaBUTENH KonuuectBo
1 Inenn V. 1., UHmnm | AAMHHHACTpUPOBaHKE MTOYTOBBIX CIyKO Ha Gase Mocksa: HanmoHanbHbIM OBC «YHuBepcurerckas
b. Microsoft Exchange Server 2003: xypc nekuuit OTKpBITBI YHUBEPCUTET OMOIHOTEKA OHIANH)
«MHTYHUT», 2016
2 Tonuapyxk C. B. AnmvunuctpupoBanne OC Linux: yueOHoe nocobue | Mocksa: HanmonanpHeli OBbC «YHuBepcureTckas
OTKpBITHIT YHUBEPCHTET OuOMMOTEKa OHIANH
«MHTYUT», 2016
3 I'mvb6urxkas JI. A., AIMUHHCTpHpPOBaHHE B MHYOPMATHOHHBIX Craspomnonb: CeBepo- OBC «YHuBepcureTckas
AnpbexoBa 3. M. cucTeMax: yuyeOHoe mocooue Kagkasckuii denepanbHblii OubnmoTeka oHIANH»
yausepcuret (CKDY),
2014
4 BUT. buznec & MHpopMamoHHBIC TEXHOIOTHH: Mocksa: TTonoxesen u OBbC «YHuBepcureTckas
KypHaI naptHepsl, 2019 OubioTeka OHJIAKHY
5 Muxaiinos, B. B. AJMHHUCTpHPOBaHHE HH)OPMAITUOHHBIX CHCTEM: benropon: benroponcknit 9BbC «IPR SMART»

yueOHOe mocobue

rOCyIapCTBEHHBIN
TEXHOJIOTMYECKHH
yuauepcureT uM. BT
[yxoBa, 9BC ACB, 2017

5.2. IlpodeccnonanbHbie 6a3bl JAHHBIX U HH(POPMAINMOHHBIE CIPABOYHBIE CUCTEMbI

NCC "Koncynwrantllmtoc"
HCC "Tapant" http://www.internet.garant.ru/

5.3. IlepeyeHsb NpPOrpaMMHOro odecneyeHust

Onepanuonsas cucrema PEJ[ OC
PEJ] OC

OC Lunix

MySQL




5.4. y‘leﬁHO-MeTO}ll/l‘IECKI/le MaTepuaJibl 1151 06yqaloumxca C OrpaHUY€HHBIMHU BO3MOKHOCTHAMM 3/10POBbA

IIpu HEOO6XOAMMOCTH IO 3aSBICHUIO 00YHYAIOIIETOCS ¢ OTPAaHHMYECHHBIMH BO3MOXKHOCTAMH 340POBbsl yueOHO-METOIUUCCKHE MaTepUaIbl
NPENOCTaBIAIOTCS B (hOpMax, aJanTHPOBAHHBIX K OIPAHMYEHHSM 30POBbS M BOCHPHUATHA MH(popManuu. s ML ¢ HapyIICHUSIMH
3peHus: B Gopme ayauodaiina; B meyaTHOH GpopMe yBENHUSHHBIM MpH(TOM. [ JIHI] ¢ HApYIICHUAMH cIyXa: B hopMe IEKTPOHHOTO
JIOKyMEHTA; B Ie4aTHON ¢opme. [ nuIl ¢ HapymIeHUSIMHA OMIOPHO-IBUIATEIIFHOTO ammapara: B ()opMe 3IeKTPOHHOTO JOKyMEHTa; B
neyaTHo Gopme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHE IUCIIUITJINHBI

ITomermieHust st BceX BHIOB padOT, MPEIyCMOTPEHHBIX YYEOHBIM TUIAHOM, YKOMIUIEKTOBAHBI HEOOXOMUMOM CIEIHaTH3UPOBAHHON
y4eOHOIT MeOebI0 U TEXHUYECKUMH CPEICTBAMH O0YICHUSI:

- CTOJIBI, CTYJIBSI;

- MEPCOHAIBLHBIN KOMITBIOTEP / HOYTOYK (TIEPEHOCHOI);

- POEKTOP;

- 9KpaH / HHTEpaKTUBHAS JJOCKA.

JlaGoparopHble 3aHSATHA NPOBOIATCS B KOMIBIOTEPHBIX Kiaccax, pabouyde MecTa B KOTOPHIX OOOpYIOBaHBI HEOOXOAUMBIMHU
JIUIICH3NOHHBIMA H/WJIM  CBOOOMHO pAaCHpOCTpPaHsIEMbIMHA TNPOTPAMMHBIMH CpPEICTBAMA M BBIXOAOM B MHTepHeT, wW/wind B
CHeNHaTH3UPOBAHHBIX JTA00OPATOPHSX, TPEAYCMOTPEHHBIX 00pa30BaTEIbHON POTrPaMMON.

IToMereHust 1y caMOCTOSTENbHON PabOThl O0YUYAIOMIMXCS OCHAIEHBI KOMITBIOTEPHON TEXHUKOH C BO3MOXXHOCTBIO MOJKITIOYEHHUS K
cetn "MHTepHET" M 00ECIIeUeHNEM OCTYTIA K ANICKTPOHHONM HH(OPMAIIMOHHO-00pa30BaTeIbHOM Cpefe.

7. METOINYECKHUE YKAZAHUA JJIA OBYYAIOIIUXCA 110 OCBOEHUIO TN CITUITJINHBI

Metoauueckue YKa3aHHus 110 OCBOCHHWIO JUCHUITIIIMHBI TPEACTABJIICHBI B HpI/IJ'IO)KCHI/II/I 2K pa60qep“1 nporpamMme JUCHUIIIIUHBI.




IMpuioxenue 1
®OHJ ONEHOYHBIX CPEJACTB
1. Onucanne nokasaresiedl M KpUTepHeB OLCHNBAHNS KOMIIETEHIIHII HA PA3JIMYHBIX 3TANIaX UX
(opmupoBaHus, onMcaHUE NIKAJ OLeHUBAHMSA
1.1 Kputepnuu orieHUBaHUS KOMITCTECHITAIH

3YH, cocrasustomue IToka3zaTenu olieHUBaHUS Kpurepun Cpenctia
KOMIETEHIIHIO OLICHMBAHUS OLICHUBAHUS
TIK-1: crmocoGeH MCTIOIB30BaTh METOIBI M HMHCTPYMEHTAIBHBIC CPEICTBA UCCICNOBAHNSI 00BEKTOB MpodeccnoHaTbHOM
JIeSITeNIbHOCTH, (hOpMAITM3aIlliU PEAMETHON 00JIACTH C YIETOM OTpaHUYeHUN
3. OCHOBHBIE METO/IBI U n3y4Jaer OCHOBHBIE METOJIBI | MOJIHOTA u | Bonpocs! k 3auery (1-
NpUeMbl peanu3aiuy GYHKIUH | aIMUHUCTPUPOBAHHUS IIPU | COEPIKATENBHOCTD 40), IPaKTHKO-
aJIMIAHHACTPUPOBAHUS MOITOTOBKE K 3a9€Ty U OTPOCY OTBETa HA OMPOCE M | ohyenTypOBAHHbIE
MHQOPMAITUOHHBIX CHCTEM 3ayeTe,
3aganus K 3auety (1-5),
YMEHHE TNPHUBOAMUTH
ompoc (1-25),
MPUMEPHI
1ab0PaTOPHBIC 33 aHMUSI
(1-5)
V. HacTpauBaTh u | Bemmounnser HaCTPOUKY u | [IpaBunbHOCTB Bomnpocsr k 3auety (1-
aJIMAHUCTPUPOBATH CEPBEPHI U | AIMUHUCTPUPOBAHUE CepBepa U | BBHIIIOJHEHUS 40), IPaKTHKO-
CEPBHCHI ceppucoB MC mpu BBITONHEHUH | TaOOPAaTOPHBIX | OpHEHTHPOBAHHbIE
nabopaTopHBIX u NPaKTUKO- | MPAKTHKO-
s 3aganus K 3auety (1-5),
OPUCHTUPOBAHHBIX 3aJaHUI OpPUEHTUPOBAHHBIX 125
3aJaHui orpoc (1-25),
J1a00PaTOPHBIC 33 aHMSI
(1-5)
B. TexHojorussMu | BeimosHseT BeIOOp TexHoorui st | O0bemM u | Bompocs! k 3auery (1-
MPOCKTHPOBAHUSI MPOCKTHPOBAHUS uc IpU | MIPaBUIIBHOCTD 40), IPaKTHKO-
WH(GOPMAITMOHHBIX CHCTEM BHITIOJTHEHUH  JTA0OPATOPHBIX W | BBITIOJHEHHS OpHEHTHPOBAHHbIC
MPaKTUKO-OPUECHTUPOBAHHBIX nabopaToOpHBIX "
. 3amanus K 3auety (1-5),
3aaHui MPaKTUKO-
ompoc (1-25),
OpHEHTUPOBAHHBIX
3a1aHHiT 71a00paTOPHBIE 3aJaHUs
(1-5)

1.2 IlIkabl OLlEHUBAHUS:
Texymmid KOHTPOJb YCIIEBAEMOCTH M HPOMEXYTOUHAsl aTTeCTalys OCYLIECTBISIETCS B paMKaX HAaKOINHMTEIbHON
OampHO-pelTHHTOBOM crcTeMbl B 100-0annpHOM miKae:

- 50-100 6a10B (3aYTEHO);
- 0-49 GamnoB (He 3a4TEHO).

2. TunoBble KOHTPOJIbHbIE 32JAHUS WJIM MHbIE MaTepHAIbl, He00X0AUMBIe 15 OLleHKH 3HAHW, yMeHU i, HABHIKOB
U (MIH) ONbITA JIeSITEIbHOCTH, XapAKTePU3YHIIUX 3Tanbl (OpMUPOBAHMSI KOMIIETEHIMII B NpouLecce 0CBOCHUs!
o0pa3oBaTeIbHON MPOTrPaMMBbI

Bonpocsl k 3auety

1. OcHOBHBIE 3TAIbI U MPOIECCH AIMUHUCTPUPOBAHIS HH()OPMAIIMOHHBIX ccTeM. [ lmaHupoBaHme 1 BBITOIHEHUE
¢$byHKUMI aqMUHUCTpaTOpa HHPOPMALIMOHHBIX CUCTEM U ceTell. Anmunuctparop UC.

2. Bromker/yueTHas 3anvchk MoJab30BaTeNs. Peructparus moip30Bares B CUCTEME.

3. Pecypcrr UC. CoBMmecTHOE HcTioNb30Banue pecypcea. [IpaBa qoctymna k pecypey. AyauT/KOHTPOIIb
HCTIONTH30BAHUS PECYPCOB.

4, OcHoBHBIE PYHKIIUN aIMUHUCTpaTOopa. OCHOBHBIE METOJIBI M CPEJICTBA aIMUHUCTPUPOBAHUS
HHGOPMAITMOHHBIX CHCTEM.

5. MmuoroypoBaeBas Mojiens OSI. OyHKINY 1 Ha3HAYEHUE TIPOTOKOJIOB OTMIEIBHBIX YPOBHEH Moienn. Mozenb

creka npotokosioB TCP/IP. [Tonkmtouenne komnbtotepa K cetd. [IpoTokomnsl kanansHOTo ypoBHA. IIporoko:n IP.
Ocnosuble pyakiun. @opmar IP-natarpammel. Makancymsuus. [Iponece nBrxenus nakeros B cetu. @parmMeHTanus
nakera. BpeMs )K13HM ITakeTa.



6. IIpoToxomsr oToOpaskenust anpecoB ARP 1 RARP. Tabnura coorBercTBus. KammmpoBanue pe3ynbTaToB
3aI1poCoB.

7. [IpoTokon ynpasistromux coodmenuiit [CMP. Tumnsl cooOmeHui.

8. IIporokon aByxtoueunoro coeaunenust PPP. Tlonkmtoyenue k ceTu mocpenctBom nporokosa PPP.
BbezonacHocTh ipu pabote mporokoia PPP.

9. Crangaptel UaTepueta. Anpecarust B cetsix TCP/IP. Tumbt anpecos. Knaccs IP anpecor. CnenuanbHbie
anpeca. CereBble Macku. beckiaccoBas mapmpytuzanus CIDR. Opraamnszanus moaceTei.

10. IIporoxon nuHamMu4eckoro KoHGuUrypupoBauus y3inoB DHCP. @opmat coobmienuii. AITOpUT™M paboThI
MPOTOKOJIA.

11. Cuctema nomeHHbIX UMeH. Mepapxus nomeHoB. [Iponeaypa paspenienust umeH y3moB. Ciyx0a 1 MPOTOKOI
DNS. Ytunuts TectupoBanust paboTs ciryk0s1. Cuctema nmeH NetBIOS.

12. OCHOBBI KOMMYTAIIMH U MapiipyTuzanuu B [P-ceTsax. CraTuueckas u TMHAMUYECKAs MapIIPyTH3aIVsL.
MeTtpuku. Mapripytu3aropsl. JIMCTaHIIMOHHO-BEKTOPHBIN aIrOpUTM MapIIPyTHU3alUU. AJITOPUTM MapIIpyTH3AIMUN C
Y4ETOM COCTOSTHUS KaHAJIOB. [IpOTOKOIBI MapIIUpyTH3AIHH.

13. IIporokon nonb3oBarenbekux gatarpamm UDP. TToptel. @opmar nakera. Haznauenue mosei 3arojoBka.
14. [Tpotokon HagexHo# noctasku coodmennit TCP. @opmar cermenta TCP. Ha3nauenue mosneit 3aronoBka.
[Ipouenypa ycranosienus coenunenust. [lepegaya qaHHBIX B paMKax yCTaHOBJIEHHOTO coennHeHus. CKomb3siiee
okHO npoTokoja TCP.

15. [Ipotokon cereBoro ynpasienuss SNMP. baza nanusix MIB. IIpoTtokoinsl nepenauu noutrsl SMTP, POP3 u
IMAP.

16. IIporoxon nmepenaun daiinos FTP. [Ipotokon nepenaun runeprekcra HTTP.

17. CereBble (DyHKITUHU OMIEPAIMOHHBIX CUCTEM U MX 0coOeHHOCTH. HacTpoiika ceTeBhIX MOAKITIOYSHHH,
WHCTPYMEHTHI yIIpaBleHus. IHCTpyMEHTHI ynpaBieHus U O0CITYKHUBAHUS CETH.

18. JmarHocTrka ceTeBBIX IMOAKITIOUEHU, KOMaHIbL: netstat, ipconfig, nx GyHKIMH 1 HA3HAYCHUE.

19. CereBble cTy»)0bI, HHCTPYMEHTHI HACTPONKH M YIPABICHHS CIIyKOaMHU: YTUIUTH KOMAHIHON CTPOKH U
rpaduuecKiue HHCTPYMEHTHL. MOHHTOPHUHT CITYXO0.

20. YTunura netsh, ee HCNOIb30BaHKE IS YIPABICHUS CETEBBIMH MOKITIOUCHUSIMH.

21. Oyukuuu 1 HazHaueHue komanasl NET. [TapaMeTpsl KOMaHbl, IPUMEPHI UCIIOJIb30BAHHUS.

22. Opranunzanust daitnoBoro cepsepa mof ynpasienuem OC Lunix. YTHIHTE KOMaHJIHOW CTPOKH IS

yTnpasiieHus o0InMH (aiitoBeIME pecypcamu. YTipaBieHnue (aiinoBsiM cepsepoM. KoHTpoIb JOCTymHOCTH
(baiinoBBIX pecypcoB. Pasrpannuenne JOCTyna K JaHHBIM. YTIpaBiIeHHe 0€30MMacHOCTHIO OOIIMX CETEBBIX PECYPCOB.

23. Cry>0BbI KaTaJIoToB, NX (PYHKIWU U Ha3HaueHue. Peann3annu ciryx6 xatamoroB. Ciyk0a katanoroB Active
Directory.

24. Cnyx6b1 ceprudukaroB Active Directory.

25. Iomennbie ciyx0b1 Active Directory.

26. Cayx0sb1 dpenepanun Active Directory.

27. Cayx0b1 Active Directory o61er4eHHOTO JIOCTyIIa K KaTajioram.

28. CaiyxOnb1 yripaBnenus npaBamu Active Directory.

29. CepBep NpHIIOKEHNH.

30. OTkazoycToiurBas KjlacTepu3arusl.

31. daiinoBsIe CITy>KOBI U CITY)KOBI XpaHEHUS.

32. I'pymnioBast monurtuka.

33. Hyper-V.

34. Cern. banancupoBka ceteBoii Harpy3ku. Ciry»KObI MOJMTHKY CETH U JOCTYIIA.

35. CayxO0bl ynaneHHbIX pabouux cTosnoB. bezonacHoCTb.

36. MHorormnoiib30Batenbckas aktuBaiusa. Web Server (11S).

37. JoMeHHast MozieNb CITy>KObI KaTtaioroB. Mepapxust JOMEHOB, JOBEPHUTEIILHbIE OTHOILICHHS.

38. Komnonents! cTpykTypsl KaTanora Active Directory. Jlornueckas opranusanus karaiora. Cxema Karaiora,
rio0aneHBIN Katanor. OpraHu3aunoHHbIe euHULBL. Du3ndeckas CTpyKTypa Karajaora.

39. CaliTbl, MeXXCaHUTOBBIE COeTMHEHUS. Perummkanus JaHHbIX.

40. VYnpasnenue oobekramu Active Directory. MHCTpyMeHTHI ynipaBiieHHsI 00BEKTaMH CITyKObI KaTaJlOrOB:

YTHIUTBHI KOMaHIHOW CTPOKH, rpaduueckrue HHCTPYMEHTHI. J{o0aBieHne, peJakTHpOBaHHE U YAalleHuE 00bEKTOB
karajora. [IporpaMMHbIe CpeiCTBa JOCTYIA U yIipaBiieHus: kaTaiorom Active Directory. Cuenapuu.
IIpaKkTHKO-OPHEHTHPOBAHHBIE 32IAHUA K 3a9€Ty

1) Hactpouts ceTeBoe moakitoueHHe. [JMarHoCTHKA CETEBBIX MOAKIIOUCHHH. JlpaliBephl CeTEBBIX YCTPOUCTB B sIIpE.
JunamMuyeckoe MOAKIOYeHUE fApaiiBepoB. IloiydeHue cereBoro azapeca. HactpouTh cereBoit uHTEep(eElic.
Pacnionoxxenne koHdurypaunonusix ¢aiiioB. Komanna ifconfig. Hacrpouts nokanbneiii uatepdeiic lo. Hactpoiika
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untepdetica miatel Ethernet jokansHoOM cetu (ethO ). Murepdeiic mis mocnemoparenbHOro mopra. Hacrpolika
Mapmpyrtusanu. Hactpoiika ciy:x0b1 uMeH. MoHTHpOBaHUE (DaliIOBBIX CUCTEM C IIOMOIIBI0 Samba.

2) Co3nath y4eTHYIO 3alKCh MMOYTOBOTO CEepBEpa, MOYTOBBIC SAIIMKHA. AyTEHTH()UKAIUS MOIH30BATENCH MOYTOBOTO
cepBepa, HHCTPYMEHTHI 0€30MIaCHOCTH COeTMHEHHH C TOYTOBBIMU cepBepaMu. Co3aHue, peJakTHPOBaHHUE U yIaJeHIe
YYETHBIX 3aIlCeH, yNpaBlIeHWE MapaMeTpaMd Y4YeTHOH 3amicH. YTpaBleHHE MPOTOKOJIaMH OOMEHa MOYTOBBIMHU
COOOIIECHUSAMY. YTIPaBJICHUEM KJIMEHTAaMH MOYTOBOTO CepBepa. AIMUHHCTPHUPOBAHHE TOJIH30BATEICH U KOHTAKTOB.
AIMUHHCTPHPOBAHHUE TOYTOBBIX SIMKOB. be30MacHOCTh MOYTOBBIX COOOIICHUN.

3) PasBepreiBaHMe ¥ Ha4ajdbHas KoHpurypamms BeO-cepBepa mon  ympaeiaenuem IIS.  MHCTpyMeHTBI
aJIMHHUCTPUPOBAHUS BeO-cepBepa: aucrerdep ciayxo IS, crieHapuu, nHTEpdEchl MPUKIATHOTO MPOrPaMMHUPOBAHMSL.
[Napamerpsl HacTpoiiku BeO-cepBepa. Merabaza IIS, ee crpykrypa. YmpaBiieHue BeO-CEpBEpOM IOCPEICTBOM
pemakTupoBannus MeTabas3pl. Pe3epBHOE KOMMpOBaHWE M BOCCTAaHOBIEHHWE KOH(UTypalnuu BeO-cepBepa. DKCIOPT U
MMIIOPT TapaMeTpoB KoH(purypamuu BeO-cepBepa. Mcmonb3oBanue mucnerdepa ciayx6 IIS mis ympaenenust BeO-
cepBepoM. YTpaBJieHHE JOCTYIIOM K BeO-pecypcam, CpeliCTBa ayTeHTU(DUKAIIMK TIOJh30BaTeeH, aHOHUMHBIH JOCTYII.
4) Opranmsanust noctyna B Muatepuer. Kommytupyemblit qoctyin. Beinenennbie muand. KOMIIIEKCHbIC PEICHUS —
moctpoenne ISP. PaspeprriBanne ciyxOb1 ceprudukanuu B nomeHax. CiayxObl TPOBEpPKH MOIHHHOCTH, WX
WCIONIb30BaHMe B cuctemax rmoj ynpasiaenuem OC Lunix. Hactpoiika BeO-cepBepa IIS miis obecnieueHust 6€30macHOCTH
nepeaady JaHHBIX.

5) BLINONHUT MOHHMTOPHHI CHCTEMBI IJIS IIOMCKa HEWCIpaBHOCTeH. Boccranosimenuwe maHHeix B BJI. Mogenn
BOCCTAaHOBJICHUS OJaHHBIX, WX OCO6CHHOCTI/I. PC3€pBHO€ KOIMMPOBAHUE W BOCCTAHOBJICHUC JaHHBIX. BI)I60p MOACIN
BOCCTaHOBJICHHS M CTPATETUH PE3EPBHOTO KOITUPOBAHMUS.

Kpurepun ouennBanus:

- 50-100 GamnoB («3a4T€HO») — U3NOKEHHBIN Marepuan (haKTHUECKH BEpeH, HAIMYKE TIyOOKHX HCUYEPIBIBAIOIINX
3HaHUH B 00beMe MPONHICHHON MPOTpaMMBbl TUCIUTLTHHBI B COOTBETCTBHH C TIOCTABICHHOW MTPOrPaMMO Kypca IENbI0
o0y4eHus; MpaBUIIbHBIC, YBEPEHHBIE ACHCTBHS MO NPUMEHEHHIO IOJyYCHHBIX HABBIKOB M YMEHHMH NpPU PELICHUU
MPaKTUKO-OPUCHTUPOBAHHBIX 3aJaHWUi, TPAMOTHOE M JIOTHYECKH CTPOWHOE M3JIOKEHHWE MaTepuaja IpH OTBETE,
YCBOEHUE OCHOBHOM M 3HAKOMCTBO C JIOTIOJIHUTEIIBHOM JINTEPATypOil;

- 0-49 6amnoB («HE 3a4TEHO») — OTBETHI HE CBA3AHBI C BOIPOCAMH, HAIMYKE TPYOBIX OMHUOOK B OTBETE, HETIOHNMAHIE
CYIIHOCTH HU3JIara€Moro BoImmpoca, HCyMCHHUEC ITPUMCHATL YMCHUA U HABBIKY IPH PCHICHUU IMTPAKTUKO-OPUECHTUPOBAHHBIX
3aI[aHHI>'I, HCYBCPCHHOCTb U HCTOYHOCTH OTBETOB HA JOIMOJIHUTCIBHBIC 1 HABOAAIIUEC BOIIPOCHI.

Omnpoc
1. OCHOBHBIE 3Talbl U TPOLECCH aIMIUHUCTPUPOBAHUS HHPOPMALIMOHHBIX CUCTEM.
2. [TnanupoBaHue 1 BINOJIHEHUE QYHKUMH aIMHUHUACTPATOpa HHOOPMALIMOHHBIX CUCTEM H CETEH.
3. MHuoroyposHeBas mozens OSI. @yHKIMH 1 Ha3HAUYEHUE TPOTOKOJIOB OTAEIBHBIX YPOBHEN Moaenu. Mojiensb

creka npotokosoB TCP/IP. [Toakmtouenue komnptotepa K cetd. [IpoTokomnsl kaHanbHOTO ypoBHS. [IpoToko:n IP.
OcHoBHble pynkinu. @opmat IP-natarpammel. Mukancynsmus. [Iporiece ABMKEHUS TAaKeTOB B ceTH. DdparMeHTaIus
naketa. BpeMs Ku3HU Makera.

4. [Mpotokomnsl oToOpaxkenus agpecoB ARP u RARP. Tabnuna coorBetcTBust. KammpoBanue pe3ynbTaToB
3a1pocoB.
5. [IpoTtoxon ympasmnstontux coodmenuit ICMP. Turier cooOmmeHui.
6. [Iporokon nByxroueunoro coeannenusi PPP. [lonkimoueHue k cetu nocpeacTBoM npoTtokosa PPP.
BesomnacHocts nipu padore npotokosa PPP.
7. Crangaptel UaTepueta. Anpecaius B cetsix TCP/IP. Tumst anpecos. Kiaccs IP anpecor. CrnenunaibHbie
ajapeca.
8. Cerenie Macku. beckiaccoBast mapmipytusanus CIDR. Opranuzamust mojaceTei.
9. [MpoTokon muHaMu4eckoro koHurypuposanus y3nos DHCP.
10. dopmat coobuieHni. ANropuT™M paboThl IPOTOKOIA.
11. Cucrema noMeHHBIX UMeH. Mepapxus nomeHos. [Ipoueaypa paspemienuss UMeH y3/o0B.
12. Ciry>x6a 1 ipotokost DNS. YTUIuTs TeCTUPOBaHMS pabOTHI CITy>KOBI.
13. Opranmzanus QaiinoBoro cepsepa nox ynpasienneM OC Lunix.
14. Y THUINTBI KOMaHTHOW CTPOKH JIJISl YITPABICHUS OOIIUMU (PailIOBBIMU PECypCamH.
15. VYpasnenue (GaioBbIM CEPBEPOM.
16. KoHTpoib 1ocTynmHOCTH (aiiIoBBIX PECYPCOB.
17. Pasrpannuenue nocryma K JaHHBIM.
18. VYpaeiienue 0€301aCHOCTBIO OOIIUX CETEBBIX PECYPCOB.
19. OCHOBBI KOMMYTAIMX U MapHIpyTu3anuu B [P-ceTsx.
20. Crarudeckasi 1 JMHAMUYECKasi MapIIpyTH3AIH.



21. MeTtpuku. MapIiipyTu3aTopsl.

22. JIMCTaHIIMOHHO-BEKTOPHBIN alITOPUTM MapIIpyTH3AIHH.
23. ANTOpPUTM MapIIPyTH3AINUU C YIETOM COCTOSIHUS KaHAJIOB.
24. [IpoTOKOIIBI MAPIIUPYTH3AITUH

25. besomacHocTs MHPpOpMATMOHHBIX CiTyk0 B cetnn IHTEpHET.

Kpurepum oneHuBaHus:

. 1 Gam BeICTaBIsIETCST 00yUAIOIIEMYCS, €CITH M3II0KEHHBIA MaTepuall (JaKTHIECKH BEPEH U JIOTHUECKH
o0ocHOBaH; () 0aJUIOB — OTBET HEBEPHBIN UM OTCYTCTBYET.

MakcuMabHOE KOJTHUYSCTBO OAJIIOB: 25 0aslioB.

JlabopaTopHbIie 3aganus

JladopaTtopHoe 3axanue Nel

Hactpouts cereBoe moakiroueHue. [MarHoCTHKA CETEBBIX MOAKIOUEHUU. JlpaliBephbl CETEBBIX YCTPOMCTB B SApE.
JluHamuueckoe TMOAKIOUeHHe ApaiBepoB. [lomyuenmne cereBoro anpeca. Hactpoutb cereBoii uHTEpdeiic.
Pacnionoxxenne koHpurypaunonusix ¢aiinoB. Komanna ifconfig. Hactpouts nokanbneiii matepdeiic lo. Hactpoiika
nHaTepdeiica miatel Ethernet nokambno# cetnm (ethO ). Hutepdeiic mms mociemoBarensHOro moprta. Hacrtpoiika
Mapuipytuzanuu. Hactpoiika ciry:x061 uMeH. MoHTHpOBaHHE (BailjIOBBIX CHCTEM C ITOMOIIBI0 Samba.

JlaGopaTopHoe 3axanue No2

Co3pmaTh y4eTHYIO 3allUCh IIOYTOBOI'O CEPBEPA, MOYTOBBIC SIIUKH. AyTEHTH(UKALMs IOJIb30BaTENel IOYTOBOIO
cepBepa, HHCTPYMEHTHI 0€30I1aCHOCTH COEAMHEHNH ¢ TIOYTOBBIMU cepBepamu. Co3anue, peJakTUPOBaHHUE U YAAJICHUE
YUETHBIX 3alKCel, yIpaBJICHUE THapaMeTpaMu YYETHOHM 3amucH. YTPaBJICHHE MPOTOKOJAaMH OOMEHA IOYTOBBIMHU
cOOOIIEHUSIMU. YTIPaBICHUEM KJIMEHTaMHU MOYTOBOIO cepBepa. AIMHHHUCTPUPOBAHUE IOJIb30BaTENCH M KOHTaKTOB.
AIMMHUCTPUPOBaHHUE MTOYTOBBIX ALIMKOB. be30macHOCTh MOYTOBBIX COOOIIEHHH.

JladopaTtopHoe 3aganune Ne3

PasBepThiBanne u HauanbHast KOHQUTypanus BeO-cepBepa noa ynpasierueM [IS. MHCTpyMeHTsI a AMUHUCTPUPOBAHUS
BeO-cepBepa: mucnerdep ciyx0 IIS, crenapum, wmHTEepdeichl NpUKIaTHOTO MporpaMMmupoBaHus. llapamerpsr
HAcCTpoiiku BeO-cepBepa. Merabaza IIS, ee cTpykTypa. YmnpapiieHue BeO-CEpBEpOM IMOCPEACTBOM PEIAKTHPOBAHUSI
MeTaba3bl. PezepBHOE KOMMPOBaHKUE W BOCCTAHOBIIEHHE KOHPHUTYpaluu BeO-cepBepa. DKCIOPT U HMIIOPT MapaMeTPOB
KoH(uUrypanun BeO-cepBepa. Mcmonb3oBanne aucnerdepa ciayx6 IIS mist ympasnenus BeO-cepBepoM. YTpaBiieHHE
JOCTYIIOM K BeO-pecypcam, CpeacTBa ayTeHTU(QHUKALNH M10JIb30BaTeNel, aHOHUMHBIM JOCTYII.

JlaGopaTopHoe 3axanue Ned

Opranmzanust gocryna B MurtepHer. KoMmmyTtupyemslid poctyn. Beiaenennsie nuaun. KomiuiekcHble peuieHus —
noctpoenue ISP. PaszseproiBanue ciyx0Obl cepTudukaimu B gjoMeHax Lunix CiryxObl MPOBEPKH MOUTHHHOCTH, UX
KCIIOJIb30BaHue B cucTemax o ynpasienuem OC Lunix. Hactpoiika BeG-ceprepa IIS miis obecnieueHust 6€30macHOCTH
rnepenayu JaHHbIX.

JlabopaTopHoe 3aganue NeS

BpINOJHUTE MOHUTOPUHI CHUCTEMBI JUIsl TOMCKa HeucnpaBHocTell. BoccraHoBienwe pgaHHbix B BJI. Moaenu
BOCCTAaHOBJICHUS JaHHBIX, WX OCOGGHHOCTI/I. Pe3epBHoe KOIMUPOBAHUEC U BOCCTAHOBJICHUC HJAaHHBIX. BI)I60p MOJCIN
BOCCTaHOBJICHUS M CTPATErHH PE3E€PBHOTO KOIMMPOBAHMS.

Kpurtepun oneHnBaHusi:

15 6. — 3amaHue BHITIOTHEHO BEPHO;

14-10 6. — pu BBHITIOITHEHUH 33JaHUs ObLTH TOMYIIEHB HETOYHOCTH, HE BIHSIOIINE Ha PE3yIIbTAaT;

9-5 0. — IIpY BBITIOJIHEHUH 3a/IaHUs ObUIH JOMYIIEHBI OIITHOKH;

4-1 6. — IpH BBIMOJIHEHUY 3a1aHUs OBUIH JIOYIIEHBI CYIIICCTBEHHBIC OIINOKHY;

0 0. — 3aaHKe HE BBIIOIHEHO.

MaxkcHuManbHOe KOMHYeCTBO 0aoB- 75.

3 MeroauyecKkue MaTepuaJbl, ONpelesonue Mpouelypbl OLCHUBAHUS 3HAHWN, YMEHHMIi, HABBIKOB M (MJIN)
OMBITA IeATETbHOCTH, XaPAKTEPU3YIOIUX 3TANbI (JOPMUPOBAHUA KOMIIETEHITUIA

[Iporeayps! olleHUBaHUS BKIIOYAOT B ce0s TEKYIINH KOHTPOIb U TPOMEKYTOUHYIO aTTECTAIHIO.

Texymmii KOHTPOJIb YCIIEBAEMOCTH MPOBOJUTCS C HCIIOJIB30BAHHUEM OLIEHOYHBIX CPEACTB, MPEJCTABICHHBIX B II. 2
JAHHOTO MPUJIOKEHUs. Pe3ynpTaThl TEKyIEro KOHTPOJSA JOBOZATCS 10 CBEAEHHUS CTYJIEHTOB O MPOMEXKYTOUHOU
aTTeCTalluy.

IMpomexyTouHasi aTTeCcTAlIMA IPOBOUTCS B POpME 3aUeTa.



3adeT MPOBOAUTCS IO PACHHCAHMIO MPOMEXKYTOYHON arrectaruu. KommyecTBO BONMPOCOB B 3afaHWU — 3: JIBa
TEOPETUYECKHUX BOIPOCA U OJHO MPAKTUKO-OPUEHTUPOBaHHOE 3anaHue. OObSBICHUE PE3YIbTaTOB MPOU3BOAUTCS B
JeHb 3a4yeTa. Pe3ynapTaThl aTTeCTallMM 3aHOCATCS B BEAOMOCTh M 3aY€THYIO KHIKKY cTyaeHTa. CTyHeHTHI, He
MPOIIEANIIE MPOMEKYTOUHYIO aTTECTAIHIO 110 TPaduKy, JOJIKHBI JINKBUAHPOBATH 33/I0JKCHHOCTh B YCTaHOBJICHHOM
MOpSIKE.



IMpuioxenue 2
METOIUWYECKHUE YKA3ZAHHWS IO OCBOEHUIO JUCHUIIJINHBI

V4eOHBIM TUTAHOM MPETyCMOTPEHBI CIICAYIONIHE BUIBI 3aHATHIL:

- JIEKIINY;

- TabopaTOpHBIC 3aHATHS.

B Xone NeKIMOHHBIX 3aHATHH paccMaTPHUBAIOTCS OCHOBHBIC TEOPETHYECKHE BOMPOCHI, MAIOTCS PEKOMEHIALNH IS
CaMOCTOSITEIBHOM PadOTHI M MOATOTOBKE K TAOOPAaTOPHBIM 3aHATHSM.

B xoae mnabopaTopHBIX 3aHATUH YIITyONISIOTCS ¥ 3aKPEIUIIOTCS 3HAHHUS CTYJCHTOB IO PSIY PACCMOTPEHHBIX Ha JIEKLIUSIX
BOIIPOCOB, PAa3BUBAIOTCS HABBIKH MPAKTHIECKON pabOTHI.

[Ipu moaroToBKe K J1a00OPaTOPHBIM 3aHATHAM KaXKIbIH CTYJEHT JOJIKEH:

— M3YYUTh PEKOMEHIOBaHHYIO Y4eOHYIO JIUTEPATypy;

— W3yYHUTH KOHCIICKTHI JICKIIUI;

— ITOJITOTOBUTH OTBETHI Ha BCE BOIIPOCHI [0 H3y4aeMOH TeMe.

B mnpouecce moaroToBku K J1aOOpaTOpHBIM 3aHATHSM CTYIEHTHI MOTYT  BOCIOJB30BATHCS  KOHCYJIBTALMSIMU
npenoJaBaTens.

Bompochl, HE  paccMOTpeHHBIE Ha Ja0OPaTOPHBIX 3aHATHSX, IODKHBI OBITh HM3YYCHBI CTYIAGHTaMH B XOZE
CaMOCTOSITENbHOW paboThl. KOHTpoNmb camMocTosiTeNnsHONH paboThl CTYAGHTOB Hall Y4eOHOH mporpaMMoi Kypca
OCYIIECTBIISIETCS B XOJIe 3aHATHH METOJIOM ollpoca. B Xome camocrosTenbHONW pabOThl KAl CTYICHT 00s3aH
NPOYHUTATh OCHOBHYIO M II0 BO3MOXKHOCTH JIOTIOJHUTEIBHYIO JIMTEPAaTypy IO H3y4aeMOH TeMe, IOMOJHHUTH
KOHCHEKTHl HEJOCTAIOIIMM MaTEepPHAIOM, BBHIMUCKAMH W3 PEKOMEHIOBAHHBIX MEPBOMCTOYHUKOB. Bbimenutsb
HCIIOHATHBIC TCPMUHBI, HaliTH UX 3HAUCHUE B OHIOUKJIONCAUYCCKUX CJIIOBApPIX.

CTyzeHT JODKEH TOTOBHTBCS K TPEICTOSAIIEMY J1a0OpaTOPHOMY 3aHSATHIO O BCeM, 00O3HAYeHHBIM B paboueit
porpamMMe TUCHUILTHHBI BOIIPOCAM.

JInsi HOArOTOBKM K 3aHATUSAM, TEKYIIEMY KOHTPOJIIO M IIPOMEKYTOYHOM aTTecTalud  CTYAEHTbl ~ MOTYT
BOCIIOJIL30BATHCSl  DJIEKTPOHHO-OMONMOTEYHBIMH CHCTEMaMHu. Takke oOydaromuecss MOTYT B3sTb  Ha  JIOM
HEOOXOAMMYIO JHTEepaTypy Ha ab0OHEMEHTE YHHUBEPCHTETCKOW OMOIMOTEKM WIJIM BOCHOJB30BATHCS YUTAIBHBIMU
3anamH.
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