[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0
NHbopmaums o Bnagensue:

®MO: MakapeHk HEBEPSTBO HAYKH U BBICIIEro oopazoBanus Poccuiickoit deneparnm
lomx@efepanbHOE TOC I[apCTBeHHOG OIOKETHOE 00PAa30BaTCIILHOC YUPEKICHNE BBICIIETO
fare g é%'ﬁ detttst % POCHSBekuit rocynapeTBeHHbI proHOMIUecKuit yruBepentet (PUHX)»

YHUKaNbHbIM TIPOrPAMMHbIN KITiou:
c098bc0c1041cb2a4cf926cf171d6715d99abae00adc8e27b55cbele2dbd7c78

YTBEPXJIAIO
Havanbuuk
y4eOHO-METOIMUECKOTO YIPABICHHUS

IInaronosa T.K.
«25» uroag 2024 r.

Pabouasi nporpaMMa JUCHUNIMHBI
CeTn u cucTemMbl nepeaayu nHpopManuu

Hanpasnenue 38.03.05 busnec-undopmaruka
Hanpasnennocts 38.03.05.01 "UudopmarmonHO-aHATUTHYECKHE CUCTEMBI"

Jlns nabopa 2021 rona

Kpanmudukarys

bakanasp



KA®EJIPA HNHdpopManoHHbIE TEXHOJIOTMHU U IIPOIPAMMHPOBaHHUE

Pacnpe):[e.neﬂne YacoB IMCHUILVIMHBI IO ceMeCTPpam

Cemectp
(<Kypc>.<Cemectp Ha 320 4(2.2)
Kypee>) Uroro
Henenp 16 16
Bun 3ansaruit v | P | v | poo| vy | PO

Jlexun 16 |16 (16 [16 |32 |32
JIaboparopHsie 32 132 |32 |32 |64 (64
Hroro ayn. 48 (48 |48 |48 [96 |96
KonraktHas pabora 48 |48 |48 |48 |96 |96
Cawm. paborta 60 [60 |60 |60 |120 (120
Yacsl Ha KOHTPOJIb 36 |36 |36 |36
Hroro 108 | 108 | 144 | 144 | 252 | 252
OCHOBAHHE

Y4eOHBIN TUTaH yTBEPKIIEH YIEHBIM COBETOM By3a oT 25.06.2024 r. mpoTokox Ne 18.
[Iporpammy cocraBui(u): K.3.H., AOLEHT, Paquenko 10.B.
3aB. kadempoi: k.3.H., morieHT Paguenko HO.B.

MeTtoaudecknii COBET HalpaBJIeHUs: [1.3.H., npodeccop Tumenko E.H.



1. HEJIX OCBOEHMA JUCIUITIINHBI

1.1 | M3y4yeHue QUCLUILUIMHBI HANPABICHO HA JOCTUXKEHHUE CIEAYIOIIUX LEJEeH: pa3sBUTUE TBOPUYECKUX IOJAXOIOB IPHU PELICHUU
3a/a4, CBSI3aHHBIX C CETEBBIM B3aHUMOJCHCTBHEM; pa3sBUTHE INPOPECCHOHATBHOM KyNbTYphl, (OPMHUpPOBAHHE HAYYHOTO
MHUPOBO33DEHHMs M Pa3BUTUE CUCTEMHOIO MBIIUICHHUS; INPUBUTUE CTPEMJICHUS K IIOMCKY ONTHMAIbHBIX, IPOCTHIX H
HaJEXHBIX PELIEHUH; pacllIUPEHUe Kpyro3opa.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUSA JUCHUITJIMHBI

IK-2: Cnocoden ynpapasite UT-uHppacTpykTypoii nmpeanpuaTHsa ¢ y4eToM TpeOoBanmii obecredeHusi MHGOPMaNMOHHOI
0e30MacHOCTH

B pe3yabTaTe ocBOeHHS THCHUTIIMHBI 00YYAOIIHICS TOKEH:

3HaTh:

OCOOCHHOCTH TIPHUMEHEHHsI MPOTOKOJIOB TIJIOOATBHBIX M JIOK&IBHBIX BBIYMCIMTECIBHBIX CETEH pAa3IMYHBIX THIOB, a TaKXkKe
COBpPEMEHHBIC TPEOOBaHMS TPEABABIIEMbIC K JaHHBIM CETSIM (COOTHECEHO ¢ mHAMKaTopoM [1K-2.1)

YMeTh:

MNPUMCHATDH NOJYYCHHBIC 3HAHUA IIPU aHAIIU3C U pa3pa60T1<e CHUCTEM U ceTell nepeaaiu I/IH(bOpMaLII/II/I. (COOTHGCCHO C MHAUKAToOpOM
TK-2.2)

Bnagern:

TEPMUHOJIOTHEH W CHCTEMHBIM IMOJXOJOM K PEIICHHIO 33[ad M0 MOCTPOSHUIO TEICKOMMYHUKAMOHHBIX CETeH Pa3MHYHBIX THUIIOB.
(cootHeceno ¢ uamukaropom I1K-2.3)

3. CTPYKTYPA U COJAEPKAHHUE JUCHUIIIMHBI

Pa3zzen 1. KoMnboTEpHBIE CETH TSI 10MA H MAJIOr0 ofuca

o Cemectp Komneren-
Ne HaumenoBanue Temsbl / Bun 3ansatus / Kype Yacos - Jlutepatypa
"AmnmaparHoe ~ o0ecrieueHWue ISl MEPCOHATBHOTO  KOMITBIOTEpa.
11 OrnepaiuoHHbIE CUCTEMBI" 3 ) MK-2 JI1.1, JI1.2, JI1.3,
’ Ionynsapuele oC, ux XapaKTEPUCTHUKA, OTJIMYUTEIIbHBIE JI2.1,J12.2
ocobennoctH / Jlek /
"l[lopxmouenne k cetu. [lonkmouenne «k  HMHTepHery uepes
12 MOCTaBIIMKA yCIyT" 3 2 MK-2 JI1.1, JI1.2, JI1.3,
’ OCHOBHBIE CHOCOOBI TMOJAKIIOYEHHUS, MPEUMYIIECTBA, HENOCTarKd. / JI12.1,J12.2
Jlex /
13 "CereBas anpecanust. CeTeBble cIyx ObI" 3 2 K-2 JI1.1, J11.2, JI1.3,
’ Tumnb! anpecoB. bazoBbie mpoToKob. / JIek / JI2.1,J12.2
"BecnpoBoHbIe TeXHOIOTHN" 1.1 7112 7113
1.4 | llogxompt k  kimaccuduxanuu.OTIUYUTEIBHBIE  OCOOCHHOCTH U 3 2 TIK-2 o T
JI2.1,J12.2
XapakTepucTUkH. / JIek /
AmnmaparHoe 06CCHG‘I'€‘3HI/IC JUIS  TIEPCOHATBHOTO  KOMITBIOTEpA. JIL1, JT1.2, 113,
1.5 | OneparioHHBIE CUCTEMBI 3 2 IIK-2
N N JI2.1, J12.2
ba3oBrle onepanuy N0 yCTaHOBKE M HACTpOiike yctpocTs / Jlek /
"lonkmoyenne k ceru. Iloakmouenne k MHTepHeTy uepe3
|6 |mocTaBiuKa yeyr" 3 ) MK-2 JI1.1, JI1.2, JI1.3,
" |Cozmanme wm  HacTpoiika  ogHopanroBoi  cetu.  CozgaHue JI2.1,J12.2
KOMITBIOTEPHOI! CETH ¢ OMOIIBI0 MapiryTu3aropa / Jlek /
[ToaroroBka K HM3y4YeHHMIO MEXKCETEBbIX YCTPOMCTB U MX IapaMeTpOB. JI1.1, J11.2, JI1.3,
1.7 . 3 4 TK-2
3HaKOMCTBO C BUJaMH U THIIAMU MEKCETEBBIX YCTPOUCTB. / JIab / JI2.1,J12.2
Ionkmouenue 1: ceru. Ilomkmouenne k HMHTepHeTy uepe3 1.1, 7T1.2, 7113,
1.8 |mocraBmmka yciyr 3 4 K-2
JI2.1,J12.2
OTcnexxuBaHue maketoB B cetr / JIab /
19 "CereBas agpecarus. CeTeBble cyxKObI" 3 4 K-2 JI.1, JI1.2, JI1.3,
" | bazoBbie HacTpoiiku IP-anpecanuu / JIad / JI2.1,J12.2
JI1.1, JI1.2, JI1.3,
1.10 | Ciry>x051 mocTaBmukoB yciayr Uatepaera/ Cp / 3 10 TIK-2 2.1, 122
1.11 | O6s3anHOCTH MOCTaBIIMKOB yciayr Mutepuera/ Cp / 3 10 TIK-2 L1, 1.2, 1.3,
JI2.1,J12.2
1.12 | BemmonHeHue 3aganuii ¢ ucnoib3oBanueM LibreOffice. / Cp / 3 10 TIK-2 L1, ?11221’ L3,




Pa3nen 2. be3onacHOCTh KOMIILIOTEPHBIX CeTell 1JIA J0Ma U MaJIoro oduca

o Cemectp KommnereH-
Ne HaumenoBanue Temsbl / Bua 3anatus / Kype Yacos S Jlurepartypa
"OcHOBEBI ceTeBOI 6e30macHoCTH" JI1.1, JI1.2, JI1.3,
21 / Jlex / 3 2 TK-2 JI2.1,J12.2
"YcTpanenue npobieM ¢ ceTsmu" JI1.1, JI1.2, JI1.3,
22 | a6/ 3 2 1K-2 J2.1,712.2
Wutepuer wu BO3MOJKHOCTH "ero ucnons3oBanust.  Ciryxda .1, 0112, 113,
2.3 TEXHUYECKON MOJAECPKKHI 3 2 TIK-2
JI2.1,J12.2
/ JIab /
"CereBas agpecanus. CereBble ciyxOb1"
JI.1, JI1.2, JI1.3,
2.4 |OcHOBHBIE KOMaHIBI JUIsi TIPOBEPKH TMOAKIIOUEHHs K HHTepHery. 3 2 TIK-2
N JI2.1,J12.2
IMomxiroueHne KOMIBIOTEPA K CETH € TIOMOIIBI0 Kabeneit / Jek /
"BecnipoBoaHble TexHONOTHH" 3HAKOMCTBO C OCHOBHBIMH CETEBBIMHU
25 ciyx6amu 3 6 K-> JI1.1, JI1.2, JI1.3,
IMpocmotp  BeOG-3ampocoB.  Ilpocmotp wmHpopmammm o  PDU, JI2.1,J12.2
OTIIPABJIIEHHOTO KIIMEHTOM cepBepy / JIab /
"OCHOBEI ceTeBO# Oe30macHOCTH" 1.1 7112 7113
2.6 |Ucnonb3oBanue komannsl Ipconfig. Mcmomb3oBaHue 53xo-3ampoca. 3 4 TIK-2 A
JI2.1,J12.2
YcrpaHeHre Henosragqok OecrpoBogHOTro coequHeHus / JIab /
"Ycrpanenne mpodiieM ¢ ceTsMu" 1.1 711.2. 7113
2.7 |Omnpenenenue norpedbHocTel Om3Heca. [louck u ycTpaneHHe mpobiieMm 3 6 IK-2 L TN
JI2.1,J12.2
B pabote cetu / JIab /
JI.1, JI1.2, JI1.3,
2.8 |Cospemeennsie cepBuchl cetu Mutepuer / Cp / 3 10 TIK-2 2.1, 2.2
2.9 | Peanu3arms MeponpHATHiA IO ceTeBoi O6e3omacHocTr / Cp / 3 10 IK-2 . }[’;Ill'i’zgl'3’
2.10 | BeimonHeHue 3aaanuii ¢ ucnosb3oBanueM LibreOffice. / Cp / 3 10 TIK-2 JLL JJ'![1221, L3,
. JI.1, JI1.2, JI1.3,
2.11 | /3auér/ 3 0 TIK-2 2.1, 012.2
Paznen 3. KomnblorepHsble ceTH /151 OM3Heca
Ne HaumenoBanue Temsl / Bua 3ansitus Cemectp Yacos Komneren- Jlutepatypa
/ Kype M
HnaanOfaHne oOHOBNeHMs ceTH. [lmaHupoBaHHE  CTPYKTYPHI 1.1, 112, 711 3,
3.1 |agpecanun 4 2 TIK-2
JI2.1,J12.2
/ Jlex /
"HacTtpoiika ceTeBbIX yCTpOHCTB" JI1.1, J11.2, JI1.3,
32 1) Tex/ 4 2 K2 J2.1,J12.2
"Mapurpytusanus” JI1.1, JI11.2, JI1.3,
33 1) Tex/ 4 2 1K-2 21,022
34 "OcHOBEBI ceTeBOIi 6e30macHoCTH" 4 5 MK-2 JI1.1, J11.2, JI1.3,
" | YcranoBka n Hactpoiika 6ecripoBogHO# cetH / Jlek / JI2.1,J12.2
35 "Ycrpanenue npobiieM ¢ cetamu” 4 ) MK-2 JI1.1, JI1.2, JI1.3,
"~ | Hactpoiika 6e30macHOCTH KOMITBIOTEpHOM ceTr / Jlek / JI2.1,J12.2
"HTepHET W BO3MOXHOCTH  ero  wucmoibs3oBaHus.  Ciryx0a
36 TEXHUYECKOHN MOIAEPKKH" 4 6 MK-2 JI1.1, JI1.2, JI1.3,
" |Wzyuenne MekceTeBBIX YCTPOMCTB H UX mapaMeTpoB. OOMeH JI2.1,J12.2
JTAHHBIMHU MeXTy mojceTssMu / J1ao /
HJ‘IaHPIpO’]?aHI/Ie oOHOBIeHHsT ceTH. [lTaHWpOBaHHWE  CTPYKTYpEHI JIL1, 0112, 113,
3.7 |anpecauun 4 6 TIK-2 1. 7122
Pabota ¢ komaHHO# cTpoKoii bash / JIab / T
38 Brmonnenue 3amanuii ¢ ucmoas3oBanueM LibreOffice. / 4 10 MK-2 JI1.1, J11.2, JI1.3,
Cp/ J2.1
3.9 |H3ydyeHne ocHOB aipecariii B KOMITBIOTEpHBIX ceTsix. / Cp / 4 10 IIK-2 L1 ?11221’ JIL.3,
Pa3gen 4. Be3onacHOCTh KOMIILIOTEPHBIX ceTel
Ne HaumenoBanue Temsl / Bua 3ansitus Cemectp Yacos Komneren- Jlutepatypa
/ Kype M
"Cy»ObI TOCTaBIIMKOB yciryT MHTepHEeTa" JI1.1, J11.2, JI1.3,
A1) e 4 2 1K-2 J2.1,712.2




"O0s3aHHOCTH MOCTABIIMKOB yCiIryT MHTEpHETA" JI1.1, J11.2, JI1.3,

42 1) ex 4 2 TK-2 J2.1,J12.2
"TTouck u ycrpaHeHre HeUCIpaBHOCTEH B ceTh" JI1.1, J11.2, JI1.3,

43 1) Jlex / 4 2 TK-2 JI2.1,J12.2

"UntepHer u BO3MOJKHOCTH ) ero ucnoib3oBaHus.  CmyxOa JIL1, JT1.2, 113,

4.4 TEXHUYECKOHN TOIECPKKHI 4 2 TIK-2

J12.1,J12.2
IMTownck n ycrpaneHue mpo6ieM B KOMIBIOTEpHBIX ceTsix / JIab /
"IlnarupoBaHne OOHOBIECHMS ceTH. [lIaHWMpOBaHWE  CTPYKTYPHI
anpecanuu”

4.5 |IlepBuunas HacTpoiika MapHIpyTH3aTopa. Hacrpoiika 4 4 [IK-2 i JlI’zﬂll JZI’ZI;I 3,
MapIIpyTH3aToOpa C HCIOJIB30BaHMEM HHTepdeiica KOMaHIHON B
ctpoku bash / JIa6 /

"HacTtpoiika ceTeBbIX yCTpOHCTB"
Pabora ¢ wmapmpyrtmsaropom. Pabora ¢ kommyraropom. Hactpoiika JI1.1, JI1.2, JI1.3,

4.6 . 4 6 IK-2
TIOCJICIOBATENFHOTO COSIMHEHHST MEXIy KimeHToM u [Ipoaiinepom / J12.1,J12.2
JIab /

"Mapmipytuzarus”
47 Hactpoiika craryueckux MaplIpyToB U IpoBepka nporokona RIP. 4 3 MK-2 JI1.1, JI1.2, JI1.3,
" |Hacrpoiika ©Opangmayspa. Hactpoiika WEP wHa GecmpoBomHOM J12.1,J12.2
MapupyTtuszarope / JIab /
. JI1.1, JI1.2, J11.3,

4.8 |Ilouck u ycTpaHeHue HercrpaBHocTel B ceti / Cp / 4 10 TIK-2 2.1, 7122
Bompockl 11 caMOCTOSITENFHOM MOATOTOBKM C YY€TOM HHTEPECcOB
00yyJarommerocs:

1) IlnaHupoBaHHE CTPYKTYpBl JIOK&IBHOH CETH M TOJIKIIOUCHHE

YCTPOMCTB.

2) CereBole yctporictBa B NOC. Kabeny v KOHTaKTEHI.

3) B3anmMoneicTBHE KIMEHTOB U CEPBEPOB.

4) IlpuknagHele TPOTOKOIBI U CEPBUCHI.

5) Obecnieuenne 6e30MacHOCTH OECTIPOBOIHOM JTOKATFHOMN CETH.
4.9 |6) [lonutnka 6e30MacHOCTH. 4 10 TIK-2 L1, Ji1.2, JI1.3,

J12.1,J12.2

7) Ucnonb3oBaHne MEXCETEBBIX IKPAHOB.

8) INepBoHavampHast HacTpoiika MapmpyTusaropa ISR.

9) IonxmoueHne KIMEHTCKHX YCTPOMCTB K CETH IIOCTaBIIMKA

UHTEPHET-YCIyT.

10) IlpumMeHeHre MPOTOKOJIOB MapIIPy TH3AIHH.

11) Cnyx6a nomeHHBIX IMeH. CepBHCH ¥ TPOTOKOIBL.

12) Bonpockl 6€3011aCHOCTH, aKTyalbHbIE JJIS POBAliIEPOB.

/Cp/
4.10 | BeimosrneHue 3ananuii ¢ ucnons3oBanueM LibreOffice. / Cp / 4 10 TIK-2 JLL ?11221’ L3,
4.11 |IpaxTtudeckoe ucmons3oBanue HHCTpyMeHToB MuTepHeTa. / Cp / 4 10 IK-2 L nglzzl’ T3,

JI1.1, J11.2, J11.3,

4.12 | / Ox3ameH / 4 36 [K-2 2.1, 2.2

4. POHJ] OLIEHOYHBIX CPEJCTB

CrpykTypa u cojepkanue (oHAA OLEHOYHBIX CPEACTB Ul MPOBEICHUS TEKYIIEH M IPOMEKYTOUHOW arTeCTAllMM IPE/ICTABICHBI B
[Ipunoxennn 1 k pabodeii mporpaMMe AUCIATUINHEIL.

5. YAEBHO-METOJHUYECKOE U UH®OPMAIIMOHHOE OBECIIEYEHHE /IUCIIUITJINHBI

5.1. OcHoBHas1 InTEpaTypa

ABTOpBI, 3arnasue WznarenscTBO, roa Konug-Bo
JI1.1 | Onudep B. T, KomnbrorepHbie ceTu. [IpUHIHUIIBI, TEXHOIOTHH, CIIG.: Murep, 2014 50
Omudep H. A. MIPOTOKOJIBL: yueb. mocobue I CTyICHTOB BY30B,

oOyuaromuxcst o Hanp. "MHpopMaTHKa U BEIYHCIL.
TeXHHUKA" U 10 crell. "BEIYuci. MalluHbI,
KOMIUIEKCHI, CUCTEMBI 1 ceTH", "ABTOMaTu3up.
MalluHbl, KOMILJIEKChI, CHCTEMBI U C€TH",
"ITporpam. obecrieyeHUe BHIYUCIT. TEXHUKU U
ABTOMATU3Up. cucTeM"




ABTODBI, 3arnaBue H3parenscTBO, 1O Komnnu-Bo
JI1.2 | IIponerapckuii A. B., | BecupoBoansie cetn Wi-Fi: yue6Hoe mocobue Mocksa: UHTEpHET- https://biblioclub.ru/inde
Bbackakos U. B., VHHBepCUTET x.php?
UYupkos /1. H., I/IHq)OpMaI_[I/IOHHI)IX page=book&1d=233207
Denotos P. A., bo6koB Texuomoruit (MHTYUT) HEOTpaHHYEHHbIH
A. B., [Inaronos B. A. |Brrom. JlaGoparopusi JOCTYII JIs
3H&HPII>1, 2007 3apEruCTPUPOBAHHBIX
ToJIb30BaTeNeit
JI1.3 | T'pomos 0., Kapmos CucreMsl U cetu nepegadn nHGopmanun: yaebnoe | Tam6oB: TamOoBCKuit https://biblioclub.ru/inde
W.T., HypyrmuaoB I'. [ mocobue rOCy1apCTBEHHBIN x.php?
H., rpI/IZ[HeB B. A., TEeXHAYECKUU YHHUBEPCUTET page:book&id:277938
OpHoneko B. T (TL'TY), 2012 HEOTpaHHYEHHBIH
JOCTYII JUTst
3aperuCTPUPOBAHHBIX
10JIb30BaTeIIeH
5.2. lonoJHuTeEIbHAS JIUTEPATYpa
ABTOpBI, 3arnasue WznarenscTBO, roa Konug-Bo
JI2.1 | Tanenbaym O. CoBpeMeHHbIE ONepPalnOHHbIE CUCTEMbI CII6.: ITutep, 2007 5
JI2.2 |[Hectepos C. A. OcHOBBI HH(OPMAITMOHHON 0€30TIaCHOCTH: Cankr-IletepOypr: https://biblioclub.ru/inde
y4eOHoe mocodue UznarenscTBO x.php?
[onuTeXHUYECKOro page=booké&id=363040
yHUBepcureta, 2014 HEOTPaHHYCHHBIH
JOCTYII JUTst
3apEeruCTPUPOBAHHBIX
M0JIb30BaTeNen

5.3 IlpodeccnonanbHBIE 0a3b1 JAHHBIX U HHPOPMALMOHHBIE CIIPABOYHbIC CHCTEMBbI

NCC "KoncynbrantlIntoc"

HCC "Tapant"http://www.internet.garant.ru/
OcHOBBI KOMITBbIOTEPHBIX ceTei https://habr.com/ru/articles/307252/

5.4. [lepeyeHb MPOrpaMMHOI0 00eceYeH st

Onepauuonnas cucrema PEJ] OC

LibreOffice

BUPTYAIbHBIM MEXKCETEBON MapIIpyTHU3aTOp opnsense

5.5. YueOHO-MeTOAMYECKHE MATEPHAJIBI /ISl CTYA€HTOB ¢ OTPAHUYECHHBIMH BO3MOKHOCTSIMH 3/10POBbSI

Ilpn HeoOXOAMMOCTH MO 3aiBICHHUIO OOYYAIOMIETOCS C OTPaHWYCHHBIMH BO3MOXHOCTSIMH 37I0pPOBBS  y4eOHO-METONUYECKHE
MaTepHanbl MPEAOCTaBIAIOTCA B (OpMax, agalTUPOBAHHBIX K OTPAHMYCHUSIM 3I0pOBbs M BocHpusTus uH(popMmarmu. [ns mui c
HapyIICHUsIMA 3peHus: B (opme aynuodaiina; B medaTrHOW (opMme yBeTHMYCHHBIM IIpudToM. s UL ¢ HApyNICHUSIMH CIyXa: B
(opMe SIIEKTPOHHOTO JOKYMEHTa, B IedarHoil Qopme. i U ¢ HapylICHWSMH OIIOPHO-IBHTATEFHOTO ammapara: B (opme
3NIEKTPOHHOTO TOKYMEHTa; B TIEYaTHOH (opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYHEHHWE JUCIIUITJINHBI

[Momerennst st Bcex BHIOB pabOT, MPELyCMOTPEHHBIX YYEOHBIM ITAHOM, YKOMIUIEKTOBAaHBI HEOOXOIMMOM CIIelHaTn3MpOBaHHOM
y4aeOHOH MeOeNbI0 M TEXHHYSCKUMHE CPEICTBaMHU 00yUCHUS:

- CTOJIB, CTYJIBS;

- IEPCOHATBHBINA KOMITBIOTEp / HOYTOYK (IIEpEHOCHOH);

- IPOEKTOpP;

- 9KpaH / THTEePaKTUBHAS JJOCKa.

JlabopaTtopHBle 3aHATHA TPOBOAATCS B KOMIBIOTEPHBIX KJlaccaX, pabodme MecTa B KOTOPBIX O0OpYJOBaHBI HEOOXOMUMBIMU
JMICH3MOHHBIMU ¥ CBOOOIHO pacrpocTpaHseMbIMI NPOrPaMMHBIMH CPEACTBAMH U BBIXOJOM B VIHTEpHET.

7. METOAJNYECKHUE YKA3ZAHUSA VIS OBYYAIOIIIUXCSA 11O OCBOEHUIO JUCIHTUIIJIMHBI

MeTtoaundeckue YKazaHus 10 OCBOCHHUIO JUCHHUIIIMHBI IIPEACTaBJICHBI B HpI/IJ'IO)KCHI/II/I 2K pa6o'{el71 mnmporpamMmme JUCHUITIIUHBI.




OOHJI OHEHOYHBIX CPEJICTB

[Ipunoxenue 1

1 OHHCﬂHHe HOKa3aTeJIel7] nu KpHTepI/IEB OIICHUBaAHUM KOMHETGHHI/Iﬁ Ha pa3ﬂl/IqulX Tanax mux
(opMupoBaHuUs, OMUCAHHE IIKAJ OLIEHUBAHUSA
1.1 Tloka3zaTenu U KpUTEPUU OLICHUBAHUS KOMIICTCHITUM:

3VH, cocrasistomye ITokazarenu oneHUBaHUS Kpurtepun Cpenctsa
KOMIIETEHITHIO OIICHUBAHUS OIICHUBAHUSA

[IK-2: Cnocoben ympaBmare WUT-uHQpacTpyKkTypoil mnpenmpusaTus c yderoM TpeOoBaHUI obecredeHus HH(POPMAMOHHON
6e3omacHOCTH
3HaTh ocobernoctu | [lepcoHabHBIE KOMITBIOTEPHI U MTPHIIOKEHU. MOJTHOTA u | O (cem. 1: 1-8,
MIPUMEHEHHSI  TPOTOKOJIOB | J[BOMYHOE IpeAcTaBICHNE TaHHBIX. COJZIEPKATEITBHOCTh cem. 2: 1-8)
rJ00aJbHBIX W JIOKAJbHBIX | KOMIOHEHTHI  KoMmmbloTepa U nepudepuiiHsle | oTBeTa B3 (1-38)
BBIYUCIIUTENBHBIX ceTell | ycTpoiicTBa. ymenue npuBoguth | BD (1-49)
Pa3JINYHBIX TUIIOB Bri0op, ycraHoBka 1 00CITy)KMBaHHE ONEPALIMOHHON | MPHUMEPHI
a TaKkKe COBPEMEHHBIC | CUCTEMBI.
TpeboBaHus [TpuHOMTBL cBS3M M OOMEH AaHHBIMHU B JIOKAJHHOU
MIPeABSBIISIEMbIE K JIAHHBIM | POBOJHOW CETH.
CeTsIM Coznanne ypoBHS OCTYTIA M paclpenesieHus B CETH

Ethernet.

[InanupoBaHue CTPYKTyphl JIOKaIbHOW CETH U

MTOIKITFOYEHUE YCTPOHCTB.

CereBsle yctpoiictBa B NOC. Kabenn 1 KOHTaKTHI

IMpoxnanka xabeneii "Burast napa".

IP-agpeca 1 Macku OACETH.

Tuns! [P-anpecos.

ITonyuenune IP-anpecos u ynpasieHUe UMU.

BzaumopelicTBre KJIMEHTOB U CEPBEPOB.

IIpuknanHble IPOTOKOJIBI U CEPBUCHL.

MHoroypoBHeBasi MOJEIb 1 MTPOTOKOJIBL.

BecnipoBoiHBIC TOKATBHBIE CETH.
YMmethb npuMensITh | ObecrieueHme 0€30MMacHOCTH OeCTpOBOIHOM | TIOJMHOTA u | 113 (cem. 1: 1-5,
MOJyYEHHbIE 3HAHUS TIPU | JIOKAJbHOM CETH. COJIePKATEIBLHOCTh ceM. 2: 1-5)
aHamm3e W paspaborke | HacTpoiika HWHTErpHpOBaHHOW TOYKM [OCTyNa U | OTBETa 1033 (1-5)
CHCTEM M CeTel mepemadu | OeCIpOBOTHOTO KIIMEHTA. ymenne npuBoguth | [103D (1-5)
nH(pOpPMAIIUH. CeTeBbIe YIPO3HI. MIPUMEPBI JI3 (cem. 1: 14,

Meronbl aTax. yMEHUE ceM. 2: 1-4)

[MonuTHka 6e30macHOCTH. CaMOCTOSITEIILHO

Hcnionb30BaHHE MEKCETEBBIX 3KPAHOB. HaxOJWTh  pElICHHE

YcrpaneHue mpo0eM ¢ CeTIMH. MOCTaBJIEHHBIX 3a/1a4

OOmue npoOsieMbl, MPOIece W 3aJadll yCTpaHEHHs

mpobIeM.

YcTpaHeHne HEMoIaI0K U CIipaBOYHas Ciryx0a.

[ocrasmuku yeayr UaTeprera (ISP).

CBsI3b ¢ IOCTaBIIUKOM WHTEPHET-YCIYT.

Mogpens OSI.

VYcTpaHeHHe HEMONagoK Ha YpOBHE MOCTaBIIHKA

HUHTEPHET-YCIIYT.

OO0mue npoGiieMbl W TUIAHUPOBaHUE OOHOBIICHHMS

CeTH.

[IpuoGperenue u oOCIyKUBaHHE 000PYIOBAHUS.

IP-agpecanus B JIBC.
Bnagets TepmuHosorueit NAT u PAT. MOJIHOTA u | 113 (cem. 1: 1-5,
U cUCTeMHBIM mnoaxojnoM k | IlepBonauanbHas HacTpoiika MapupyTtusaropa ISR. COZIEP>KATEIBHOCTD cem. 2: 1-5)
pEIICHHUIO 3a/1a4 mo | Hactpoiika ISR B SDM. Hacrpoiika | oTBeTa 1033 (1-5)
TTOCTPOCHHIO MapuipyTuzaropa ¢ ucromnb3oBanueMm [0S CLI. ymenne npuBomuth | [103D (1-5)
TEIeKOMMYHHUKAIIHOHHBIX [lepBoHauanpHast  KOH(HTrypamus  KOMMYTAaTopa | IpUMEpHI JI3 (cem. 1: 14,
ceTel pa3MTUIHBIX THIIOB. Cisco 2960. yMEHHE cem. 2: 1-4)

[MomkaroueHHe KIMEHTCKUX YCTPOHCTB K CETH | CAMOCTOSITETIHHO

MTOCTABIINKA HHTEPHET-YCIIYT. HaXOIUTh  pEIICHHE

[TpumeHeHne MPOTOKOJIOB MapUIPyTH3ALNH. MOCTaBJIEHHBIX 3a/1a4

IIpoToKOJIBI BHELIHEN MApUIPYTU3aLUH.

BBC}IGHI/IG B CCPBUCHI IIOCTaBUIUKOB ycayr

WurepHera.

HpOTOKOJ’ILI, HCIOJb3YCEMbIC I MNPCAOCTABJICHUSA




CEpBHCOB MPOBaKIepaMHu.

Ciryx0a 1oMeHHBIX UMeH. CepBUCHI U TIPOTOKOJIBI.
Bonpocsr 6e30macHOCTH, aKTyaJbHbIC TUTs
MIPOBaNIEPOB.

WHcrpymeHTanbHbIe CpeacTBa 6e3omacHoCTH.
KoHTpons M ynpaBiieHHE CO CTOPOHBI IOCTaBIIMKA
ycayr MHTepHera.

PesepBHOe KOIUPOBaHUE u aBapuiiHOe
BOCCTaHOBJICHHE.

Metoaukun M CpeiacTBa MOHCKa M YCTpaHEHHUS
HETIONAIOK.

ITouck u yctpaHeHue HenoJaok Ha 1 M 2 ypoBHSX
monenu OSI.

Iouck m ycrpanenue mpobimem c IP agpecanmeit u
Mapuipytusanuei Ha 3 yposHe moaenn OSI.

B3 — eonpocel k 3auemy, BO — 6onpocwl k skzameny, 113 — npaxmuyeckue 3adanus, 11033 — npakmuxo-
opuenmuposannvie 3a0anus k 3auemy, 11030 — npakmuko-opuenHmuposarHvle 3a0anus K sxzameny, JI3 —
nabopamopuvie 3a0anus, O — onpoc

1.2 IIIkaje!l OLICHUBAHU:

Texymuii KOHTPONb YCHEBAEMOCTH U MPOMEXKYTOYHAs AaTTECTAIlMsl OCYIIECTBISETCS B paMKax
HaKOIMMUTEJIbHON OaJITbHO-PEUTUHTOBOM cucTeMbl B 100-0aibHOM 1TKase:

84-100 6amnoB (OLIEHKA OTIHMIHOY)

67-83 6aToB (OLIEHKA «XOPOIIO0Y)

50-66 6am10B (OLIEHKA «YIOBIETBOPUTEIHLHO)

0-49 GamnoB (OIIEHKA «HEYIOBICTBOPUTEIHHO)

50-100 6annoB (3a4TE€HO)
0-49 GamnoB (HEe 3a4TEHO)

2 TumoBble KOHTPOJIbHBbIE 3aJaHUSl WJH HHbIE MaTepHAJbl, HEOOXOAUMbIE Il OUEHKH 3HAHWIA,
YyMeHUii, HABBIKOB M (HJIH) ONBbITA /IeSITEJIbHOCTH, XAPAKTEPU3YIOIIHX ITanbl (opMupoBaHus
KOMIETEHIHIl B MpoIlecce 0CBOEHHS 00pa30BaTeIbHOIi MPOrpaMMbl
Bomnpocsl k 3a4ety
Kakne ocHOBHBIE KOMITIOHEHTBI COCTABIISAIOT arapaTHoe o0ecreyeHre NepCOHaIbHOI0 KOMITbIoTepa’?
Kakue Tumbl onepanroHHbIX CUCTEM CYIIECTBYIOT U YEM OHU OTIMYAIOTCS APYT OT Jpyra?
Kak ocymiecTBisieTcst ycTaHOBKa OIEPallMOHHON CUCTEMBI HA KOMIIbIOTEP?
Kaxkune 6a30Bbie HACTPOWKH OMEPAITMOHHON CUCTEMBI HEOOXOUMO BBIMTOIHUTH TIOCIIC YCTAHOBKU?
Kakue cymecTByroT OCHOBHBIE CITIOCOOBI MOIKIIIOUeHHs K IHTepHEeTY?
KakoBbI mperMy1ecTBa U HEJOCTATKH MOAKIIOYeHNs yepe3 DSL, kabenbHbIi HHTepHET U
ONTOBOJIOKHO?
7. UYtO Takoe OJHOPAHIOBas CETh U KaK €€ HaCTPOUTh?
8. KakoBbl 3Tansl co31aHuss KOMIBIOTEPHOHN CETH € MOMOIIBIO MapuIpyTu3aropa’?
9. Kakue (hakTopsl BAUSIOT Ha CKOPOCTh UHTEPHET-COCTUHEHNUS?
10. YUem oTnmyaroTcst craTuueckue u nuHamudeckue [P-agpeca?
11. Kakue 6a30BbIe TPOTOKOIIBI UCIIOJIB3YIOTCS B CETEBOM aapecanun’?
12. YUto Takoe moaceTh U 3a4eM OHa HykHa?
13. Kak HacTpouTts IP-agpec Ha koMnbrOTEPE )1 JOCTYIA K JIOKAIBHON CETH?
14. Kakye koMaHIbI MOYKHO UCIIOJIBE30BATh I JUArHOCTHUKU CETEBBIX IMOIKIIIOUEHUN?
15. KakoBbI OCHOBHBIE TIOJIXO/IbI K KJIacCH(pHUKAUU OECIIPOBOJHBIX TEXHOJIOTHIT?
16. Yem otnnuatorces texnonoruu Wi-Fi ot Bluetooth?
17. Kakue crannaptel Wi-Fi cymiecTByioT U B 4eM UX 0COOEHHOCTH?
18. KakoBbI mpeuMyIiecTBa U HeJJOCTATKH UCIIOJIB30BaHUS OECITPOBOIHBIX ceTeH?
19. Kak HacTpouTh OECIIpOBOIHYIO CETh U 3aLIUTUTh €€ OT HECAHKIIMOHUPOBAHHOTO A0CTyma?
20. Kakre oCHOBHBIEC YTPO3bI CYIIECTBYIOT JIJIsl CETEBOM O€30MaCHOCTH?
21. Yto Takoe OpaHaMay3p U Kak OH paboTaet?
22. KakoBbI Mepbl 0€301IaCHOCTH IS 3aIUTHl OECTIPOBOAHOM ceTh?
23. Yro Takoe mudpoBaHUe U 3a4€M OHO HEOOXOAUMO B CETEBOM Oe30macHOCTH?
24. Kakue pekoMeHJaIlii MO>KHO JaTh ISl TIOBBIIIIEHUST O€30MTaCHOCTH B JIOKAJIbHOW CeTH?

A




25. Kakue oCHOBHBIE IIard HYXXHO TPEANPUHSATH TPU BOSHUKHOBEHUH MPOOJIEM C CEThIO?

26. Kak mpoBepuTth paboTOCIIOCOOHOCTH HHTEPHET-COSTUHEHNS?

27. YTo TaKkoe «IIMHI» U KaK OH UCIIOJIb3YETCsl Il AMAarHOCTUKH CETU?

28. Kakue nmonynspHble HHCTPYMEHTBI MOKHO MCIIOJIB30BaTh ISl YCTPAHEHUS CETEBBIX Mpoodiem?
29. KaxoBbl 001111€ IPUYMHBI TIOTEPU COSAUHEHHS ¢ UHTEPHETOM?

30. Kakue oCHOBHbBIE BO3MOKHOCTH MPEIOCTABISIET HHTEPHET JIJIsl TOJIb30BaTENCH?

31. KakoBbl (pyHKIHH CITYKObI TEXHUYECKOH MOAIEPKKU B KOHTEKCTE MOJIKIIOUYEHUS K HHTEPHETY?
32. Kakue pecypchl MOXKHO MCIIOIB30BaTh IS MOMCKA MH(POPMAIIUU U PElICHHs] Tpo0JieM B HHTepHETE?
33. Yro Takoe «00JauHbIe TEXHOIOTUI» M KaK OHU MOTYT MCIOJIb30BATHCS B IIOBCEIHEBHON paboTe?
34. KakoBbI OCHOBHBIE IIIar IS OOPAIIEHUsI B CIIYKOY TEXHUYECKOM MOIIEPKKH 110 MpodIeMam ¢
UHTEPHETOM?

35. Kak ¢ moMoInip0 KOMaHAHOW CTPOKH MTPOBECTH TUATHOCTUKY MPOOJIEM C CEThIO?

36. Yro Takoe DNS 1 kak ero Mo>xHO MPOBEPUTH C IOMOIIbI0 KOMaH 1?7

37. Yto o3HayaeT kKomaHja tracert U Kakue JaHHbIE OHA MTPEJOCTABIIACT?

38. Kak noaxiounTh KoMIbloTep K ceTu ¢ nomoisio Ethernet-kabemns?

I[IpakTUKO-OpMEHTHPOBAHHBbIE 32JAHUS K 3a4eTy
3aganue 1: Co3naiiTe OIHOPAHTOBYIO CETh MEXIY ABYMS KOMIIbloTepaMu. ONUIINTE 3TANbl HACTPOUKH,
BKJIIOYas Ha3HaueHue [P-agpecoB U MpoBEPKY MOIKIIOYCHMUS.
3aganue 2: Hactpoiite mapipyTuzaTop, NoakiatouuB ero Kk Mutepuery. [IpoBenure nuarHocTuky
COCIUHEHUS U MMPOTECTUPYHTE pabOTy CETH C MOMOIIBIO KOMaH/I ping U tracert.
3aganue 3: Hactpoiite ctatnueckuit [P-agpec Ha cBOeM KOMIIBIOTEPE U MPOBEPHTE €r0 TOCTYMHOCTH B
JIOKQJIBHOM CETH € MTOMOLIBI0 KOMAHJHOMW CTPOKH.
3amanue 4: Onpenenute u 3aJ0KyMEHTHPYHTE CBOIO ceTeBYIo KoHburypanuto (IP-agpec, Mmacka momceru,
o3, DNS-cepBep) ¢ ucnonp3zoBanuem koman el ifconfig ams Linux.
3amanue 5: [IpoBeauTe 0030p METOIOB 3aIUTHI OECTIPOBOAHOM ceTH. ONpeeIUTe U PEATH3yITe HE MEHEE
TpeX PEKOMEH AU 110 TTOBBIIIICHHIO 0€30MTACHOCTH CETH.

Kpurepun onieHuBanus:
MakcumanbHOEe KOJIMYecTBO OayioB 3a 3adeTrHoe 3amanue — 100 (30 OGaytoB MakCHMalbHO 3a KaKIbIH
TeopeTuyeckuii Bonpoc, 40 0anaoB MaKCUMAaIbHO 32 PAaKTUKO-OPUEHTHUPOBAHHOE 3aaHNUE).

Kpumepuu oyenusanus 00H020 meopemuuecko2o 60npoca:

- 25-30 OammoB BBHICTABISETCS CTYICHTY, €CIM HW3JIOKEHHBIM Marepuan (aKTHUYECKH BEPEH,
IIPOJAEMOHCTPUPOBAHBl TIYyOOKHE HCUEpPIBIBAIOIIME 3HAaHUS B OObEME MPOHAEHHOW MporpaMMbl B
COOTBETCTBHUH C TIOCTaBJIIEHHBIMHU MPOTrPaMMOii Kypca LEeTSIMH U 337a4aMH 00yueHUsI, U3JI0KEHUE MaTepHrasa
IIPU OTBETE - TPAMOTHOE U JIOTHYECKU CTPOHHOE;

- 20-24 GayoB BBICTABISETCS CTYEHTY, €CIIU MPOJIEMOHCTPUPOBAHBI TBEP/IbIE U JJOCTATOUYHO TOJIHbIE
3HaHUS B 00beMe MPOHAEHHOW MPOrpaMMbl AUCIUILIMHBI B COOTBETCTBUU C LETSAMH OOY4EHUS; MaTepHal
U3JI0KEH JJOCTATOYHO ITOJIHO C OTAEIbHBIMH JJIOTHUECKUMH U CTUIIMCTUYECKUMU MOIPEIIHOCTAMU;

- 15-19 GamioB BBICTAaBISICTCS CTYACHTY, €CIU NPOJESMOHCTPUPOBAHBI TBEPJAbIE 3HAHUS B 00BEME
MPOIIEHHOTO Kypca B COOTBETCTBHE C LENAMU O0YYEHHUS, OTBET COJACPKHUT OTACIbHBIC OINOKHU, YBEPEHHO
UCIPABJIEHHBIE NIOCIIE JONOJHUTENBHBIX BOIIPOCOB;

- 0-14 Ganna BbICTaBISETCA CTYACHTY, €CIM OTBETHI HE CBS3aHBI C BONPOCAMH, JOMYIICHBI IpyObIe
omKOKH B OTBETE, MPOJIEMOHCTPHUPOBAHBI HETIOHMMAHUE CYIIHOCTH M3JIaraéMOro BOINPOCA, HEYBEPEHHOCTh
Y HETOYHOCTb OTBETOB Ha JIONOJIHUTEIbHBIC U HABOJAIINE BOIIPOCHI.

Kpumepuu oyenusanusn npaxmuxo-opuenmupo8aHHo20 3a0anusL:

— 35-40 OamnoB BBICTABISAETCS, €CIM 33/JaHUE PEUICHO NOJHOCThIO, B NPEACTABICHHOM pEIICHUHU
000CHOBAHHO MOTYYCHBI IPABUIBLHBIC OTBETHI.

— 25-34 Oanna BBICTABISIETCS, €CIIM 3aJlaHWE PEHICHO TMOJTHOCTBhIO, HO TIPH OTBETE JOMYIIEHBI
HE3HAYUTEIbHBIC OMIHOKH.

— 11-24 6anna BeICTABISIETCS, €CIIN 3a/IaHUE PEIICHO YaCTUYIHO.

— 0-10 6ay10B BBICTABJISETCS, €CITM PEIIEHNE HEBEPHO WIIH OTCYTCTBYET.



HToroBelii pe3ynbTar GOpMHUPYETCS U3 CyMMbl HAOpaHHBIX OA/UIOB 3a BBIMOJHEHUE 3a4€THOTO 3aJaHUS U
COOTBETCTBYET IIKAJIC:
— 50-100 6amIoB (3a4TECHO);
— 0-49 6amnoB (He 3a4TEHO).
Bonpocsl k 3xk3amMmeny

1) IlepcoHasbHBIE KOMIIBIOTEPHI U TPUIIOKEHHUS.

2) /IBonuHoe mpeacTaBieHNEe JaHHBIX.

3) KoMImoHeHTHI KOMIIbIOTEpa U TIepU(epuitHbe YCTPOMCTBA.

4) BwiOop, ycTaHOBKA W 0OCITY)KHBAaHUE OTICPAIIMOHHON CUCTEMBI.

5) IlpuHIHMIIBI CBSI3U M OOMEH TAaHHBIMU B JIOKQJILHOM IMPOBOTHOM CETH.

6) Co3nanue ypoBHs A0CTyla U pacnpenencaus B cetu Ethernet.

7) IlnanupoBaHue CTPYKTYPHI JIOKAJIbHOW CETH U MOAKIIOYEHNE YCTPOUCTB.

8) Ceresnie ycTpoiictBa B NOC. Kabenu 1 KOHTaKTHI.

9) Ilpoxiaaka kabeneit "Burtas mapa".

10) IP-anpeca u Macku MOJICETH.

11) Tunwt IP-agpecos.

12) IMonyuyenue [P-anpecoB u ynpaBieHue UMH.

13) B3aumopeiicTBuE KIIMEHTOB U CEPBEPOB.

14) ITpuknagHbie MPOTOKOJBI U CEPBUCHI.

15) MHoroypoBHeBasi MOJIENb U IPOTOKOJIBI.

16) becripoBoAHBIC JTOKAITHHBIE CETH.

17) Ob6ecnieuenue 6e30macHOCTH OECIIPOBOTHON JIOKAIBHOM CETH.

18) HacTpoiika HHTErpUpOBAaHHON TOYKH TOCTYIAa U OECITPOBOTHOTO KIIMEHTA.
19) CeteBrle yrpo3sl.

20) Metonp! aTax.

21) IonuTrka 6€30MacHOCTH.

22) Ucnionb30BaHUE MEKCETEBBIX IKPAHOB.

23) Ycrpanenue npo0ieM ¢ CeTsIMHU.

24) O6mme mpo6IeMbl, TPOLIECC U 3a/1a4l YCTPAHESHHS TIPOOIIEM.

25) YcTpaHeHHe HemoNa 0K U CIpaBoYHast ciyxoa.

26) ITocraBmuku ycinyr Muateprera (ISP).

27) CB43b C IOCTaBIIMKOM HHTEPHET-YCIYT.

28) Moaens OSI.

29) YcrpaHeHue HEMOJIaJOK Ha YPOBHE MOCTABUINKA HHTEPHET-YCIIYT.

30) O6mme nmpo6eMbl ¥ TUTAHUPOBAHUE OOHOBJICHHSI CETH.

31) IIpuobperenue u o0CIyKUBaHNE 000PYIOBAHHUS.

32) IP-anpecanus B JIBC.

33) NAT u PAT.

34) IlepBoHauanbHas HacCTpoiika MapiipyTtusaropa ISR.

35) Hacrtpoiika ISR 8 SDM. Hacrpoiika MapuipyTu3aTopa ¢ UCIOIb30BaHUEM bash.
36) IlepBoHauanbHast KOHGUTYpAIMI KOMMYTaTOpa opensence.

37) IlogxnroueHne KIMEHTCKUX YCTPOMCTB K CETH MTOCTABILMKA HHTEPHET-YCIYT.
38) IIpumeHeHre MPOTOKOJIOB MapIIPyTH3AIIUH.

39) IIpoTOKOIBI BHEMIHEW MapIIPYTU3ALINH.

40) BBegeHue B CEpBUCHI MOCTABIIUKOB yciayr MHTepHeTa.

41) [IpoTOKOJIBI, UCTIOIB3YEMBIE JIJIsl TPEAOCTABIICHUSI CEPBUCOB MPOBalIepamMH.
42) Cnyx6a momeHHbIX UMEH. CEpBHUCHI U TPOTOKOJIBI.

43) Bonpocsl 0€30MacHOCTH, aKTyaJIbHBIE JJISl IIPOBANIEPOB.

44) NactpyMeHTaNIbHBIC cpecTBa Oe30macHOCTH. KOHTpOIbh U yIipaBiaeHHE CO CTOPOHBI TOCTABIIMKA YCIIYT
NHurepHera.

45) Pe3epBHOE KOMUPOBAHKE M aBAPUITHOE BOCCTAHOBJICHHE.

46) Metoauku U cpeACcTBa TOMCKA U YCTPaHEHUSI HEMOJAA0K.

47) Ilouck u ycTpaHneHue Henojaaok Ha 1 u 2 ypoBHsax monaenu OSI.

48) Iouck u ycrpanenue mpobnem ¢ IP anpecanmeit u mapupyrusanueid Ha 3 ypoBHe mozenu OSI.



49) Ilouck u yctpanenue Henojaaok Ha 4 ypoBae mozaenu OSI.
IIpakTHKO-OpMEeHTHPOBAHHBbIE 32JaHHUS K IK3aMEHY

3ananue 1: Coznaiite ruiaH 1eHCTBHI B cilyuyae OOHApYKEHUs HapyIIEeHHs 0€30MacHOCTH (Hanpumep, mpu
HECaHKLMOHUPOBAHHOM JIOCTYIIE K Balllel CETH).

3amanue 2: Vicnonab3ys KOMaHIHYIO CTPOKY, BBIITOJIHUTE HA0OP KOMaH]I JAJIsl IPOBEPKHU CETEBOTO
MTOAKJTIOUEHHS, TAKUX KakK ping, tracert, nslookup. 3agokymeHTHpYHTE pe3ynbTaThl U MIPOAHATIUZUPYHTE UX.
3ananue 3: [IpoBeauTe TecTUpOBaHHUE JOCTYIHOCTH BeO-caiiTa ¢ TOMOIIBI0 KOMAaHIHON CTPOKU U
WHCTpyMeHTa telnet. OnuImmTe CBOU BHIBOIBI.

3ananue 4: Vicnonp3ys HHCTPYMEHTHI 171 pa3paboTYMKOB B Opay3epe, MpoaHaTU3UpYITe OTIIpaBIIsieMble
BeO-3ampockl (Request) Ha mro6om caiite. OnumuTe, Kakue JaHHBIC EPEIAIOTCS U KaKie 3ar0JI0BKU
HCIOJIB3YIOTCS.

3amanue 5: Ucnons3ys Wireshark, 3axBarute makeTsl, mepegaBaeMble MEXIY BallliM KOMITHIOTEPOM H
cepBepoM. OtdumnbTpyiite ux no tumy nporokosos (HTTP, TCP) u npoananusupyiite conepxumoe.

Kpurtepun onenuBanus:
MakcumanbHOE€ KOJMYECTBO OAJIOB 3a dk3aMeHarmoHHoe 3amanue — 100 (30 6amnoB MakcMMaiabHO 3a
KKIBIA TEOPETHUECKHIA BOIPOC, 40 0asIOB MAKCUMAIIBHO 32 TIPAKTHKO-OPUEHTUPOBAHHOE 3a/IaHUE).

Kpumepuu oyenusanus 00H020 meopemuuecko2o 60npoca:

- 25-30 OamtoB BBHICTABISETCS CTYICHTY, €CIIM HW3JIOKEHHBIM Marepuan (aKTHUYECKH BEPEH,
IIPOJAEMOHCTPUPOBAHBl TIYyOOKHE HCUEpPIbIBAIOIIME 3HAaHUS B OObEME MPOHAEHHOW MporpaMMbl B
COOTBETCTBHUH C TIOCTaBJIIEHHBIMU MPOTrPaMMOi Kypca LESIMH U 3a7a4aMH 00yueHUsl, U3JI0KEHUE MaTepHrasa
IIPU OTBETE - TPAMOTHOE U JIOTHYECKHU CTPOHHOE;

- 20-24 GayoB BBICTABISETCS CTYJEHTY, €CIIU MPOJIEMOHCTPUPOBAHBI TBEP/IbIE U JOCTATOUYHO TOJIHbIE
3HaHUS B 00BbEMe MPOHJAEHHON MPOrpaMMbl AUCIUILIMHBI B COOTBETCTBUU C LIETSMH OOYYEHUS; MaTepHal
U3JI0KEH JJOCTATOYHO ITOJIHO C OTAEIbHBIMH JIOTHYECKUMH U CTUIIMCTUYECKUMU MOIPEIIHOCTAMU;

- 15-19 GamioB BBICTAaBISETCS CTYACHTY, €CIU NPOJESMOHCTPUPOBAHBI TBEPJAblE 3HAHUS B 0OBEME
MPOIIEHHOTO Kypca B COOTBETCTBHE C LENSAMU O0YYEHHUS, OTBET COJACPKHUT OTACIbHBIC OINOKH, YBEPEHHO
UCIPABJICHHBIE NIOCIIE JONOJHUTENbHBIX BOIIPOCOB;

- 0-14 Oanna BbICTaBISETCSA CTYACHTY, €CIM OTBETHI HE CBS3aHBI C BOIPOCAMH, JOMYIICHBI IpyOble
omKOKH B OTBETE, MPOJIEMOHCTPHUPOBAHBI HETIOHMMAHUE CYIIHOCTH M3JIaraéMOro BOIPOCA, HEYBEPEHHOCTh
Y HETOYHOCTb OTBETOB Ha JIONOJIHUTEIbHBIE U HABOJAIINE BOIIPOCHI.

Kpumepuu oyenusanus npakmuxo-opueHmupo8aHHo20 3a0anus:

— 35-40 OamnoB BBICTABISAETCS, €CIAM 33/JaHUE PEUICHO IOJHOCThIO, B NPEACTABICHHOM pEIICHUHU
00OCHOBAHHO I0JIy4€HbI IPABUJIbHBIE OTBETHI.

— 25-34 Oannma BBICTABISICTCA, €CIAM 3aJaHUE PEIICHO TIOJHOCTbIO, HO TMPH OTBETE JOMYIICHBI
HE3HAYUTENIbHBIEC OLTHOKH.

— 11-24 6anna BeICTABISICTCS, €CIIN 3a/IaHUE PEIICHO YaCTUYIHO.

— 0-10 6ay10B BBICTABJISETCS, €CITM PEIIEHNE HEBEPHO WIIH OTCYTCTBYET.

HToroBelii pe3ynpTar GopMHUpYETCsl U3 CyMMbI HAOpaHHBIX OAJUIOB 3@ BBIMOJIHEHUE 3a4E€THOTO 3aJaHUS U
COOTBETCTBYET LIKAJIE:

— 84-100 6amioB (OLIEHKA «OTIUIHO)

— 67-83 6anioB (OIEHKA «XOPOIIIO»)

- 50-66 6am10B (OLIEHKA «YIOBJIETBOPUTEIHHOY)

- 0-49 GannoB (oLIEHKA «HEYIOBIECTBOPUTEIHHO)

Omnpoc
Bonpocsl qis onpoca 1 cemecrpa:

BapwuanT 1
IIepcoHasIbHBIE KOMITBIOTEPBI U IIPUIIOKEHUS.



I[BOI/I‘-IHOG NpCaACTAaBJICHUC JaHHBIX.
KommoHeHTh! KoMIIbIOTEpA U TIepUdepUitHbIE YCTPOMCTRA.

Bapuant 2

Bri0op, ycTaHOBKa M 00CIIy)KHBaHUE ONEPAIIIOHHON CHCTEMBI.
[TpuHIUIIBI CBSA3M M OOMEH JaHHBIMH B JIOKAJIBHOW MTPOBOJIHOM CETH.
Cosznanue ypoBHs JocTyna u pactupezaeneHus B cetu Ethernet.

Bapuanr 3

[ImanupoBaHue CTPYKTYPHI JIOKATbHOW CETH U MOJKIIOUYEHHE YCTPOUCTB.
Ceresrie yctpoiictBa B NOC. Kabenu 1 KOHTaKTHI.

[Tpoxnanka kabeneit "BuTas mapa".

Bapuant 4

IP-agpeca u Macku OJCETH.

Tunsl [P-agpecos.

[Tonyuyenue IP-anpecoB u ynpaBiieHHE UMU.

Bapuanr 5

B3anmopeiicTBre KIIMEHTOB U CEPBEPOB.
[IpukiagHbie MPOTOKOJIBI U CEPBUCHI.
MHoroypoBHeBasi MOJI€NIb U MPOTOKOJIBI.

Bapuant 6

becripoBoiHbIE TOKATIBHBIE CETH.

Obecnevenne 6e30macHOCTH 0ECITPOBOTHON JTOKATBHOM CETH.

Hactpolika HHTErprupOBaHHON TOUYKH JTOCTYIA U OECIIPOBOAHOTO KJIMEHTA.

Bapuanr 7

CeteBble yrpo3bl.
MeTtonsbl aTak.

ITonuTHka 6€30maCHOCTH.

BapuanT 8

Hcrons30BaHNE MEKCETEBBIX SKPAHOB.

Ycrpanenue nmpo0sieM ¢ CeTsIMHU.

OOurre mpobaeMbl, MPOLECC U 33/1a4H YCTPAHEHUs POOIeM.

Bonpocsl qu1s onpoca 2 cemecrpa:

BapwuanT 1

YcTpaHeHre Heloao0K U CIIpaBOYHas CIIyX0a.

[ToctaButuku ycinyr Uatepuera (ISP).

CB3b ¢ IOCTaBIIMKOM MUHTEPHET-YCIYT.

Bapuant 2

Mopens OSI.

YcTpaHeHue Hemojai0K Ha YPOBHE MOCTABIIMKA HHTEPHET-YCIYT.
OOu1re mpobiaeMbl U IMIIAHUPOBAHUE OOHOBIICHUS CETH.

Bapuanr 3

[Tpuobperenue u od6cIyXKHBaHUE 000PYTOBAHUS.
[P-anpecanus B JIBC.

NAT u PAT.

Bapuanr 4
[TepBonavasibHass HacTpoiika MapuipyTuszaropa ISR.



Hacrpoiika ISR 8 SDM. Hacrpoiika MmapipyTu3aTopa ¢ UCIoJib30BaHueM bash.
IlepBoHauanbHas KOH(UrypaLus KOMMYTaTopa opensence.

Bapwuant 5

IToakmroueHre KIMEHTCKUX YCTPOUCTB K CETH IOCTABIIMKA HHTEPHET-YCIYT.
IIpuMeHeHre MPOTOKOJIOB MAPLIPYTH3ALUH.

IIpoTOKOJIBI BHEIIHEN MapLIPYTU3ALUN.

Bapuanr 6

BBenenue B cepBHCHI MOCTaBUIMKOB yciyr HTEpHETA.

IIpoTOKOIIBI, HCIIOIB3YEMBIE JIS IPEAOCTABICHUS CEPBUCOB IIPOBANIEPAMH.
Cnyx0a momeHHBIX UMeH. CepBHUCHI U TPOTOKOJIBI.

Bapuant 7

Bomnpoce! 6e30macHoCTH, akTyalbHBbIE ISl TPOBAIEPOB.

WNuctpymenTanbHble cpeacTBa 6e3onacHocTU. KOHTpoIb U ynpaBlieHHe CO CTOPOHBI OCTABIIUKA YCIyT
NHurepHera.

Pe3epBHOE KONTMPOBAaHKME U aBAPUITHOE BOCCTAHOBJICHHUE.

Bapuant 8

MeToauky 1 CpeacTBa MOMCKA U YyCTPAHEHUS HEIIOJIA0K.

[Touck n ycTtpanenue Henosnaaok Ha 1 u 2 ypoBHax monenu OSI.

[Touck u ycrpanenue npodaem c IP agpecanueit u mapmpyrusanueii Ha 3 yposae moaenu OSL

Kpurepun onenuBanus:

MakcumanbHOE KOJTMYECTBO 0aIOB, KOTOPOE O0yJarONIUiics MOXKET HaOpaTh 3a cemectp — 10 Gamios (3a 2
OTBETA).

OTBeT Ha OIMH BapUAHT OLIEHUBACTCS:

- 5 Gayiia — MpaBUIIBHBIN M TTOJIHBIA OTBET;

- 2-4 6ania - HETMOJIHO WJIM HETOCIIEJOBATEIbHO MPEIOCTABIIEH OTBET

- 0-1 GayI0B — HENMPaBUIIBHBIN OTBET WJIM OTBET HE MPECTABIICH.

IIpakTuyeckue 3aaHus

IIpakTnyeckue 3aganus 1 cemecrpa:
[IpakTrueckoe 3amanue Nel
Hcnons3oBanue cumynsaTopa opensence. Co3aaHue MPOTOTUIIA CETH

[IpakTrueckoe 3aganue No2
OTcle)XxuBaHUe MMaKEeTOB B CETH

[IpakTrueckoe 3amanue Ne3

bazossie HacTporiku [P-anpecannun

[IpakTrueckoe 3aganne Ned

[TpocmoTp Beb-3ampocos. IIpocmoTp nadpopmarnuu o PDU, oTripaBIeHHOTO KJIMEHTOM CEpBEpPY

IIpaxtrueckoe 3ananue NeS
Hcnons3zoBanne komanel Ipconfig. Mcnonb3oBanue 3x0-3ampoca. Y CTpaHEHHE HETOIaI0K OECIIPOBOIHOTO
COEIUHEHUS

IIpakTnyeckue 3aganus 2 cemecTpa:
[IpakTrueckoe 3amanue Nel

Omnpenenenue norpedbHoctelt 6usHeca. [louck u yctpanenue npoodiieMm B paboTe ceTu

[IpakTrueckoe 3aganne Ne2



N3yueHne MeXCeTeBBIX YCTPOUCTB M UX mapaMeTpoB. OOMEH JaHHBIMH MEXy MOJCETSIMU

IIpakTnueckoe 3ananue Ne3
Pabota ¢ komanaHOM cTpoKoii bash

[IpakTrueckoe 3aganne Ned
PabGora ¢ mapmpyruzatopom. Pabora ¢ kommyrtaropom. Hacrtpoiika mociaenoBaTeNbHOTO COCTUHEHHS
Mexy kireHToM u [IpoBaitnepom

[IpakTrueckoe 3amanue NeS
Hactpolika cratmueckux MapupyToB u mpoBepka mpotokona RIP. Hacrpoiika O6pannmayspa. Hactpoiika
WEP nHa 6ecipoBOHOM MapIIpyTH3aTOpe

Kpurepun oneHuBaHus:
MakcumanbHOe KOJIM4ecTBO 0aioB, KOTOpoe oOyJaromuiicss MokeT Ha0path 3a cemectp — 50 GansoB (3a 5
3aJIaHAI B CEMECTD).
Kaxxnoe 3amanue oreHuBaeTCs:
* 10 6anmnoB. — 3a/1aHKUE BBHITTOJTHEHO BEPHO;
* 9-7 6amIoB. — MPH BBHIMTOJIHEHUH 33J]aHus ObUTH JOMYIIEHBl HETOYHOCTH, HE BIMSIOIINE HA PE3YNIbTaT;
* 6-4 GaJyUIOB. — MPHU BHITTOJTHEHUH 3aJJaHUs OBLTN JOIYIIICHBI OIIHOKY;
* 3-1 6amIoB. — MPH BBHIIIOJIHEHUH 3aJJaHusI ObLUTH JOMYIIEHBI CYIIECTBEHHBIC OMUOKY;
* 0 GayJIOB. — 3a7]aHNE HE BBITIOJIHEHO.

JlaGopaTopHble 3a1aHus

JlaGoparopubie 3aganus 1 cemecrpa:
JlaGopatopnoe 3ananue Nel
ba3oBbie onepanyu o ycTaHOBKE U HACTPOMKE YCTPOUCTB

Jlaboparoproe 3amanne No2
Co3nanue u HacTpoiika ogHOpaHroBoi cetu. Co3/iaHne KOMIBIOTEPHOM CETH € MOMOIIbI0 MapIIyTU3aTopa

JlaGopatopHoe 3ananue Ne3
OcHOBHBIE KOMaHABI I NMPOBepkH mopximodeHust Kk Marepuery. [logkmoueHne KOMIbIOTEpa K CETH C
MOMOIIIBIO Kabernei

JlaGopatopnoe 3ananue Ne4
3HAKOMCTBO C OCHOBHBIMHU CETEBBIMHU CIIy>KOaMH

JlaGoparopHble 3agaHus 2 ceMecTpa:
JlaGopatopnoe 3ananue Nel
YcraHoBka ¥ HaCTpoiKa OECIPOBOIHON CETH

Jlaboparopnoe 3amanne No2
Hacrpoiika 6€301acHOCTH KOMIIBIOTEPHON CeTH

JlaGopatopnoe 3ananue Ne3
[Touck u ycTpaneHue mpoodiaeM B KOMIBIOTEPHBIX CETIX

Jlaboparopnoe 3amanue Ned
[lepBuyHas HacTpoiika MapuipyTu3aropa. Hactpoiika mapiipyTusaTopa ¢ HCHOJIb30BaHHEM HHTepdeiica

KOMaHJIHOU

Kpurtepun onenuBanus:



MaxkcuManbHOE KOTUYECTBO OAIIOB, KOTOpOEe 00yUaromuiicss MOKeT HaOpath 3a cemecTp — 40 Gamos (3a 4
J1a00paTOPHBIX 3aaHUs).
Kaxnmoe 3amanue olneHUBaeTCs:

* 10 6anI0B. — 3a/1aHUE BBHITTOITHEHO BEPHO;

* 9-7 GaJJIOB. — IPU BBIMOJIHEHUH 33JJaHKsI ObUTH JOMYIICHBI HETOYHOCTH, HE BIUSIONINE HA PE3YJIbTAT;

* 6-3 0ayUIOB. — IIPH BBITTOJTHEHUY 3aJIaHUS ObUTHA JOMYIIEHBI OITHOKY;

* 2-1 GayIOB. — IPU BBIMOJIHEHUH 33]JaHKsI ObUTH JOMYIICHBI CYIIECTBCHHBIC ONTUOKH,

* (0 0amI0B. — 3aJjaHKE HE BBITTOIHEHO.

3 Meroanuyeckue MaTepuaJibl, ONpeaessouue npoueaypbl OeHUBAHUS 3HAHUI, YMEHUH, HABBIKOB H
(nJM) oNbBITA eI TeTbHOCTH, XapAKTEPU3YIOIIUX 3TaNbl (POPMHPOBAHNS KOMIIETCHIIUH

[Iporetypsl OLIEHUBAHMS BKIIIOYAIOT B ¢€0s TEKYIIUI KOHTPOJIb ¥ IPOMEKYTOUHYIO aTTECTALUIO.

Texkymmii KOHTPOJb  yCIIEBAEMOCTH TMPOBOJUTCA C  HCHOJB30BAaHUEM  OILICHOYHBIX  CPEJCTB,
IIPEJICTABICHHBIX B II. 2 TaHHOTO IPUJIOKEHUS. Pe3ynbTaThl TEKYIEro KOHTPOJISA AOBOASATCS 10 CBEICHUS
CTYZEHTOB JI0 TPOMEXYTOUYHOM aTTeCTaIiH.

IIpoMeskyTOUHasi aTTeCTALUS IPOBOIUTCA B hOpMe 3a4ueTa, IK3aMeHa.

3adeT MpOBOAMTCS O PACIIHUCAHHIO TPOMEKYTOUYHON aTTecTaluu B ycTHOH hopme. KommaecTBo BOIIpOCOB B
3a4eTHOM 3agaHuu — 3 (2 TeopeTHueckux, | NPaKTUKO-OPUEHTHPOBAHHOE 3ajaHue). Pe3ynbTaThl
aTTecTallid 3aHOCSTCS B BEAOMOCTb W 3a4€THYIO KHUXKY cTyneHTa. CTyAeHTbl, HE TpOIIEIIIne
MPOMEKXYTOUHYIO aTTECTAllMIO MO TpauKy, AODKHBI JTUKBUAMPOBATH 330JDKEHHOCTh B YCTAHOBJICHHOM
MOPSIKE.

DK3aMeH TPOBOAUTCS MO PACHHCAHUIO IMPOMEXYTOUHOM arrectauuu B ycTHOH (opme. KommgectBo
BOIIPOCOB B 3K3aMEHAI[MOHHOM 3aaHuu — 3 (2 TeopeTndyeckux, 1 NMpaKkTUKO-OPUEHTHUPOBAHHOE 3a/laHuE).
Pe3ynbTarhl arTecTaliuu 3aHOCITCS B BEAOMOCTD U 3aU€THYIO KHMKKY cTyAeHTa. CTyIEeHThl, HE IPOLIEIIINE
MPOMEXYTOUHYIO aTTECTAalMI0 MO TpaduKy, AOKHBI JUKBUIUPOBATH 33J0JKEHHOCTh B YCTAHOBIEHHOM
MOPSJIKE.



IIpunoxenne 2
METOAUYECKUE YKA3AHMUSA 11O OCBOEHUIO JNCHUTIJIMHBI

Y4eOHBIM MJIAaHOM MPETYCMOTPEHBI CIIEAYIONINE BUABI 3aHATHHI:

- JICKIUH;

- mabopaTopHbIe pabOTHI.

B xome neKIMOHHBIX 3aHATHHA paccMaTPUBAIOTCS OCHOBHBIC IOHATHS B 00JacTH HWH(POPMAIIMOHHON
0€30MacCHOCTH | 3aIUTHl HHPOPMAIMH, METOABI OOHAPYKEHUSI U OpPTaHU3allUU MIPOTUBOACHCTBUS aTak HA
WH(pOpMaIMOHHBIE CETH, TPEOOBAHUS TI0 3aTUTE KOH(UICHIINATEHON HH(OPMAITUH, TaIOTCS PEKOMEH AN
JUISL CAMOCTOSITEIIBHON pabOThI M MMOATOTOBKH K TAOOPATOPHBIM 3aHSTHSIM.

B xone mabopaTopHbIX 3aHATHN YIIyOJISFOTCS U 3aKPEIISIOTCS 3HAHUSI CTYJEHTOB T10 PSITY PACCMOTPEHHBIX
Ha JICKIHAX BOIIPOCOB, pa3BUBAIOTCA HABBIKK PCIICHMA 3a4a4 110 3alllUTC I/IHq)OpMaL[I/IOHHBIX OG’bGKTOB.

[Tpu moAroTOBKE K TAOOPATOPHBIM 3aHATHUSAM KaXKIIBIH CTYJEHT JOJIKEH:

- U3YYUTh PEKOMEHJOBAHHYIO YUEOHYIO IUTEpaTypy;

- U3YYUTh KOHCTIEKTHI JICKITUH;

B npouecce MmoAroToOBKU K HaGOpaTOpHBIM 3aHATUSIM CTYI[GHTBI MOFYT BOCIIOJBb30BAaThLCA KOHcyHBTaI_[I/IHMI/I
MIPENo/1aBaTelIs.

BOHpOCBI, HC PaCCMOTPCHHLBIC HA JICKIHUAX U J1a60paT0prlx 3aHATUAX, JOJIZKHBI GBITB HN3Yy4YCHBI CTYACHTAaMH
B XOJIC CAaMOCTOSITEILHON paboThl. B X01e camocTosATenbHON paboThl KX CTYICHT 00s3aH MPOYUTATh
OCHOBHYIO U, I10 BO3MOXXHOCTH, JOIIOJHUTCIbHYIO JIMTCPATYPY I10 HSanGMOﬁ TEMC, AOIIOJIHUTH KOHCIICKTHI
JIEKIIM HEIOCTAIONIUM MaTepuajoM, BBIIIMUCKAMU W3 PEKOMEHJIOBAHHBIX HWCTOYHHKOB. Bwinenuts
HCIIOHATHBIC TCPMHHBI 1 HaWTH UX S3HAYCHHC B OHIUKIIONCIUYCCKHUX CII0BApAX.

JIisi TTOATOTOBKM K 3aHATHSAM, TEKYIIEMY KOHTPOJIIO M IPOMEKYTOUYHOW aTTeCTallud CTYAEHTHI MOTYT
BOCIIOJIB30BAThCA 3JIGKTpOHHO-6I/I6HI/IOTe‘IHBIMI/I CUCTEMAaMMU. TanKe 06yan0H1Hec;1 MOI'YyT B34ATh Ha AOM
HEOOXOIUMYIO JINTEpaTypy Ha aOOHEMEHTE YHUBEPCUTETCKOW OHONMMOTEKH WJIM BOCIOJIB30BATHCS
YUTAJIBHBIMUA 3aJ1aMUA.
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