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KA®EJIPA HNndopmannonnas 6e30M1acHOCTh

Pacnpez[e.ﬂeﬂne YacoB IMCHHUILIMHBI 110 ceMeCTpaM

Cemectp
(<Kypc>.<Cemectp Ha 5@3.1)
Kypee>) Hroro
Henens 16
Bun 3anstuit vir | PO | v PIl

Jlexun 32 132 |32 (32
JIaboparopHsie 32 132 |32 |32
IIpakTnueckue 32 (32 |32 |32
Hroro ayn. 9% (96 |96 (96
KonraktHas padora 9 (96 |96 (96
Cam. pabota 12 |12 |12 |12
Yacsl Ha KOHTPOJIb 36 |36 |36 |36
HUroro 144 | 144 | 144 | 144
OCHOBAHHE

VY4eOHblii TU1aH YTBEPKIIEH YUEHBIM COBETOM By3a oT 25.06.2024 r. mpotokon Ne 18.
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3aB. kadenpoii: K.3.K., gou. Paguenko F0.B.

MeToauuecKkuii COBET HalpaBJIeHUs: 11.3.H., nmpodeccop Tumenko E.H.



1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 |M3yuenne w® aHanmM3 CHOCOOOB HapymeHUs HWHQOpMAMOHHOW OE30MacHOCTH, TOTEHIIMATBHO OMacHble IYTH
HECAaHKIHOHMPOBAHHOTO [OCTyHa K HH(OpPMALUK, MOJECIb MOBEACHHS IMOTCHIUATFHOIO HAPYIIUTENs, OpraHU3allu
yIQIEHHBIX aTaK U CIIOCOOBI 3alUTHI OT HUX.

2. TPEBOBAHMUA K PE3YJIbBTATAM OCBOEHUA JUCHUTIJIMHBI

IIK-4: cnocoGeH NPUHMMATH YYacTHe B IPOBEJACHHH JKCIECPUMEHTAJbLHBIX MCCICI0OBAHUN 00beKTa HMH(OPMaLMOHHOI
0e30macHOCTH

B pe3yabTaTe 0OCBOCHUA TUCHUIIJINHBI 06y‘lalOIIlPIﬁCﬂ JOJIZKEH:

3HaTh:

MeToasl IPOBENCHHS AKCIICPUMEHTATBHBIX HCCIENOBaHUH 00BEKTa MH(GOPMAMOHHOW O€30MacHOCTH (COOTHECEHO ¢ MHAMKAaTOPOM
[1K-4.1)

YMeTh:

[IpuMeHsATh METOABl TPOBENCHUS OSKCIEPUMEHTATBHBIX HCCIEAOBAaHUN 00BeKTa HH(POPMAIMOHHONW 0€30MacHOCTH (COOTHECEHO C
unaukaropom [1K-4.2)

Bianern:

[IpuMeHeHHs METOJOB MPOBEACHUSI HKCIEPUMEHTAIBHBIX HCCIeNOBaHUN 00beKTa WH(POPMALMOHHON 0e30macHOCTH (COOTHECEHO C
unaukaropom [1K-4.3)

3. CTPYKTYPA U COAEPKAHUE JTUCIIUITJINHBI

Pazpnein 1. Buabl 1ecTPyKTHBHOIO BO3/1eHCTBHY HAa HH(OPMALMOHHBIE PeCypChl

o Cemectp Komneren-
Ne HaumenoBanue Tembl / Bua 3ansatus / Kype Yacos - JlutepaTtypa
Knaccudukanus Bpe1oHOCHOTO
HPOrPaMMHOTO 00ECTICUCHHUS.
Bropxxeruss B uHpopMmarmmoHHBIE cucTeMbl. CeTeBBIE  UEpBH, JI1.1,J11.2, JI2.1,
1.1 5 4 I1K-4
KOMIIbIOTEPHBIE BUPYChI, TPOSHCKUE J12.2,J12.3
HPOTPaMMBI, XaKePCKUE yTHIIHUTHIL.
OCHOBHBIE ITpHU3HaKy arak. / Jlek /
Kraccnduxanms xakepckux arTax.
Omnpenenenue xakepckoil arakd. OCHOBHBIC THIIBI XaKEpPCKHUX aTak. JI.1, JI1.2, J12.1,
1.2 5 4 [1K-4
DTansl J12.2,J12.3
TIOATOTOBKY U NpoBeIeHns arak / JIex /
CocraBieHHe T0Che C UCIONb30BaHNEM
|3 |MHTEPHET-PECYpCOB 11l OLCHKH 5 ] K4 JI.1, JI1.2, J12.1,
’ BosneiictBust MKT-TexHosoruii Ha J12.2,J12.3
HETPUKOCHOBEHHOCTH YacTHOH ki3HH / JIab /
Knaccuduxanus Bpe1oHOCHOTO 1.1, 0112, 2.1,
1.4 |mporpaMMHOrO oOecreueHusl. 5 8 [IK-4
" J12.2,J12.3
SapaxeHue npsamMbIM neiictBuem / [p /
15 JlecTpyKTUBHBIE IPOrPAMMBI M XAKUHT 5 4 MK-4 JI.1, JI1.2, J12.1,
"~ | MmobuneHBIX yeTpoiicT / Cp / J12.2,J12.3

Pazpgen 2. Bupycsl, TpOsIHCKHe IPOrPaMMBI, IOYTOBbIe YepBHU, CHH(pdepbl, Rootkit- b1 U Apyrue cnennajibHble cpeacTBa

Cemectp Yacos Komneren- Jureparypa

Ne HaumeHnoBanue Tembl / Bup 3anstus
/ Kype M1

CerteBble KOMIBIOTEpHBIE aTaky. Llenn
ceTeBBIX arak. Kinaccnguxamms.

2.1 | Yaseumoctu I10. OCHOBHBIX TEHIEHIIHI 5 4 T1IK-4 JIL. Jl]’zﬂzl .J21,2J£2.1,
Pa3BUTHS 3aIUTHI HHQOpMALIUKN OT o
cereBbIX arak. / Jlek /

BoTHeTHI - HOBBIN XapakTep yrpos.
BorHeT kak ocHOBHas yrpo3a
uHTepHeTceTeld. CrocoObl Co3aaHus
2.2 |6otcereit. Tumbl arak ¥ IpUMEHsIEMbIC 5 4 TIK-4 Hl'}[’z'gl 'J%[’ZJ-;Z'I’

HINUOHCKHE IporpaMmel. Llenu araxa.
WHCTpyMEHTATBHBIC M IPOrPAMMHBIE
croco0bl ipoTuBOaeiicTBuA. / JIek /




Paspaborka . J01, 112, 2.1,
2.3 | makeTa mpocTeInei TPOSHCKOH 5 8 TIK-4
J12.2,J12.3
nporpammsl / JIab /
3oMOu-ceTH. (MOJICITUPOBAHHUE CETH JI1.1, JI1.2, JI2.1,
24 1 6omner). / Tip / > 8 TK-4 2,123
DDoS-arakn 1 MeTo6I 00pbOBI ¢ HUMH
2.5 |Man in the middle (M1TM) s | 4| nka | LLAT2020
. . J12.2,J12.3
JHedeiic BeO-caiiToB u ero knaccudukarms / Cp /
Pa3znen 3. XakuHT 1 aHTHXaKHHT HHPOPMAIIMOHHBIX CHCTEM
Ne HaumenoBanue Temsbl / Bunx 3ansatus C/ellxél;lc;p Yacos Kow:::de:eﬂ- Jlutreparypa
Opraiu3ariyisi 3auThl ONepaiOHHON CHCTEMBI.
Kpurepun onieHKH HaIE)KHOCTH CHCTEMEI. 1.1 112, 2.1
3.1 |KOMIOHEHTHl 3allUTBl M HX XapakTepucTuka. PaboTa U OOBEKTHI 5 4 [IK-4 .J'[’2 ) .J'[’2 3 "
CUCTEMBI T
3ammThl. / Jlek /
XakuHr Opay3epoB Web.
3nonamepennsiit ko HTML. I'enepanus
35 |AHAIOTOB. [Tepenonnenune namMaTu. 3amyck 5 4 K4 JI1.1, J11.2, JI2.1,
" |mporpamm. Ter IFRAME. Ilommena  WebcaiitoB.  Mertoast J12.2,J12.3
COLMANbHOI UHKEHEPUU.
Mertons! 3amutsl. / Jlek /
XaKkvHT HH(POPMAITMOHHBIX CUCTEM. XaKHHT IIOYTOBBIX
KITUCHTOB.
BBenenne B pyHKIIHOHUPOBaHHE
MOYTOBBIX CEPBUCOB, TEXHOJIOTHUS BCTABKH 1,12, 2.1,
3.3 |aKTHBHOIO KOJa B 5 4 T1IK-4 22,7123
MOYTOBOE BIIOXKEHHE IS 3aITyCKa Ha
aTaKOBaHHOM KOMITBIOTEPE, HEKOTOPBIC
HEIIOCTATKH 3JICKTPOHHON TIOYTHI,
ynpasnsemoit ¢ Web-ctpanutt. / Jlek /
Bsenenue B JI1.1, J11.2, JI2.1,
34 (hYHKITHOHMPOBAHHE ITOYTOBHIX cepBHCOB. / JIab / > 8 TTK-4 J12.2,J12.3
35 Hasnauenne u ucnonabp3oBaHue nporpamm 5 ] K4 JI1.1, JI1.2, JI2.1,
"~ | Backdoor Kits u Log Bashers / ITp / J12.2,J12.3
Cuydunr (Spoofing) - umutanus JI1.1, J11.2, JI2.1,
3.6 coenunenus / Cp / 3 4 TIK-4 J12.2,J12.3
Pa3nen 4. XakuHr ¥ aHTHXAKUHT KJIHEHTOB HHTEPHET-CEPBUCOB
Ne HaumeHnoBanue Tembl / Buja 3ansitus (;elng;[c)zp Yacos Km;l;el:eﬂ_ Jlutepartypa
XaKUHT MEXCETEBBIX IKPAHOB.
KommnonenTtsr MmexceTteBoro sxpana. Hactpoiika
4.1 |womososc ¢buIBTpannel makeToB. 5 5 K-4 J1.1,J11.2, JI2.1,
" | YazBumocTH 10308 ¢ puiabTpanuei J12.2,J12.3
nakeToB. [IporpaMMHBIE TOCPEAHUKH.
/ Jlex /
[lepexBar ceTEBBIX TaHHBIX.
TeXHOIOTUHU CETEBOTO XAKHHIA,
OCHOBaHHFIC Ha ITEPEXBaTe CETEBBIX
MIaKeTOB (IIPOCITYIITBAHHUS CETEBOTO
TpaduKa C LeNbI0 XUIIEHHs HEHHOMH JIL1, 112, 12,1,
4.2 | uHbopMaIHH, ISl OPraHU3alUY TTepexBara 5 2 TIK-4 12 123
JTAHHBIX C IIEJIBIO aTaKy "IeI0BEK e
nocpenuHe", 1 mepexsara
TCP-coenunenuii)  IIporpammbl-cHudepsl sl OPOCITYIIHBaHUS
CEeTEBBIX
nakeToB. / Jlex /
B3smom naposneii onepanoHHON CHCTEMBI, JIL1, 112, 12,1,
4.3 | HCHOJIB30BAHUE MPOTPaAMMBbI 5 8 [IK-4 22 123
PasswordCrackers / JIab / o
4.4 IMporpammer SafeSuite u SATAN. 5 g MK-4 JI1.1, J11.2, JI2.1,
"' | Hasnauenwue u ucnosp3osanue / Ip / J12.2,J12.3




Paznean 5. IIpome:xxyTouHas aTTecTanus

o Cemectp KommnereH-
Ne Hanmenosanne temsl / Bun 3ansitust / Kype Yacos S Jlutepartypa
JI.1, J11.2, J12.1,
5.1 | / Ox3amen / 5 36 IK-4 122,723

4. ®OHJ] OIEHOYHbBIX CPEACTB

CrtpykTypa u coiepkaHue ()OHAA OLEHOYHBIX CPEACTB A HMPOBEACHHS TEKyIIeH M IPOMEXKYTOUHOH arTecTallid IPEJCTaBICHB B
IMpunoxennu 1 x paboueil mporpaMmme AUCHUTLIHHBL

5. YAEBHO-METOJUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCIHUIIJINHBI

5.1. OcHoBHas 1uTEpaTYpa

ABTOpBHI, 3ariasue H3narenscTBO, 1O Komnnu-Bo
JI1.1 |Bepmroruu A. A., Kubep0e30macHOCTh B YCIIOBHSX JIEKTPOHHOTO Mocksa: [Ipomereit, 2020 https://biblioclub.ru/inde
Hdynka A. B., 0aHKMHTa: MPaKTHYECKOe mocodne x.php?
Komnsieekas C. B., page=book&id=610688
Konssckuii B. A., HEOTpaHUYEHHBIN
Hazapos 1. T, JOCTYH JUIst
Pesenkos II. B. 3apEruCTPUPOBAHHBIX
N10JIb30BaTeIIeH
JI1.2 [ CoppaDd. Kubepbe3omnacHOCTh: MpaBHiIa HIPHI: Kak MockBa: AnpnuHa https://biblioclub.ru/inde
PYKOBOIMTENM M COTPY/IHUKH BIIMSAIOT Ha Ky/ibTypy | [Tabnumiep, 2022 x.php?
6€30MacHOCTH B KOMITAHHH: TIPaKTHIECKOE page=book&id=707494
PYKOBOZACTBO HEOrpaHUYECHHBII
JOCTYII JUTst
3apEeruCTPUPOBAHHBIX
M0JIb30BaTeNen

5.2. JlonojHUTeNbHAS JIHTEPATYypa

ABTOpBI, 3arnasue W3narenscTBO, roa Konug-Bo

JI2.1 | Poauues IO. A. NudopmarrionHas 6e30macHOCTb: HOPMaTHBHO- CIIG.: Mutep, 2008 10
MIPaBOBBIC ACTIEKTHI: y4el. mocobue AMsl CTYAECHTOB,
oOyuaroruxcst o crett. 090102 "Kommnbrorep.
6e3omacHocts", 090105 "Komiutekc. obecneueHre
uH(bOpM. 6€30MaCHOCTH aBTOMATU3HP. CUCTEM"

JI2.2 | Perrenkosa O. Nudopmarmonnas 6e30MacHOCTD: Ky pHAT Mocksa: [POTEK, 2012 https://biblioclub.ru/inde
x.php?
page=book&id=211299
HEOrpaHUYEHHBIN
JIOCTYTI JIst
3aperUCTPUPOBAHHBIX
10JIb30BaTeIIEH

JI2.3 |1lanbrus, B. @. NudopmairionHas 6e30MacHOCTb U 3alUTa Caparos: https://www.iprbooksho
HHpOpMAaLUH [Ipodob6pasosanue, 2019 p.ru/87995.html
HeorpaHUYEHHBIH
JOCTYII IS
3aperHCTPUPOBAHHEIX
oJIb30Bareleit

5.3 IIpodeccuonanbHbie 6a3bI JAHHBIX H HHPOPMALMOHHBIE CIIPABOYHBIE CHCTEMBI

HudopmaronHas cripaBodHas npasoBast cuctema "Koncynsrant ITmroc"
HudopmarronHas cripaBovHas mpaBoBas cuctema "['apant” https://internet.garant.ru

5.4. IlepevyeHb MPOrpaMMHOIo odecredeHust

OneparmonHnas cucrema PEJ] OC
Odoucuerit maker LibreOffice (kpoccriardhopmeHHOE CBOOOTHO pacIipoCTpaHsIeMOe MPOrPaMMHOE 00ecTIcueHHE)

5.5. yqeﬁHO-MeTOI[l/I‘-leCKI/Ie MaTepuaJibl 1JIs1 CTYACHTOB C OrPAHUYC€HHBIMU BO3MOKHOCTSIMHU 310POBbSL

IIpu HeoOXOOUMOCTH IO 3aiBICHHIO OOYYAOIErocsl C OrPaHHYEHHBIMH BO3MOXHOCTSIMU 370pPOBbS yueOHO-METOAUUYECKHE
Marepualbl MpPeOCTaBISIOTCS B (pOpMax, amanTHPOBAaHHBIX K OTPaHHMUYCHHSM 3710pOBbsS M BocupusaTHs uHpopmarmu. s mmi c
HapyImIeHNSIMA 3peHus: B (opMe aynuodaiina; B medaTHOH QopMme yBeNHMUYEHHBIM IIpupToM. s JTUI ¢ HapymICHWSMH CIyXa: B
(opMe DIIEKTPOHHOTO NOKYMEHTa, B medarHod ¢Qopme. s U ¢ HapyMIEHUSMH OIOPHO-IBHUIATEIFHOTO ammapara: B (opme
JJIEKTPOHHOIO JOKYMEHTa; B eUaTHOH dopme.




6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUTITUHBI

IMomemeHus Ui BceX BUIOB paboOT, MPEIyCMOTPEHHBIX yYEOHBIM IUIAHOM, YKOMIUICKTOBAaHBI HEOOXOAWMON CHEenHaTn3UpOBaHHON
y4eOHOI MeOeTbIO M TEXHUIECKUMH CPEIICTBAMH O0yUCHHS:

- CTOJIBI, CTYTIbS;

- MEPCOHATBHBIN KOMITBIOTEDP / HOYTOYK (TIepEeHOCHOH);

- TIPOEKTOP;

- 9KpaH / UHTepaKTUBHAS JTOCKa.

JlaboparopHble 3aHATUS TPOBOJIATCS B KOMIBIOTEPHBIX Kijlaccax, paboure MecTa B KOTOPHIX O0OpyAOBaHBl HEOOXOAMMBIMU
JIMLEH3HOHHBIMH | CBOOOITHO pacpOCTpaHsIeMbIMH IPOTPAMMHBIMH CPEICTBaMHU H BBIX0JIOM B VIHTEpHET.

7. METOANMYECKUE YKA3ZAHUA JJIAA OBYYAIOIIUXCA 110 OCBOEHHIO U CIUITJINHBI

Meroaudeckue YKazaHus 10 OCBOCHUIO JUCHHUIIIMHBI IIPEACTABJICHBI B HpI/IJ'IO)I(CHI/II/I 2K pa60qel71 nporpamMmme JUCHUITIIUHBI.




®OH/J OHEHOYHbBIX CPEACTB
1 Onucanue moka3areseii W KpPUTepPHEB OLCHMBAHUS KOMIETEHIMI Ha Pa3IMYHbIX JITANmax HX
(¢opMupoBaHus, ONUCAHHE HIKAJ OLlEHUBAHUSA

1.1 Tloka3arenu v KpUTEpUH OLICHUBAHUS KOMIIETEHIIMM:

IIpunoxenne 1

3VH, cocrasigiomnye
KOMIIETEHIIHIO

ITokazarenn olleHUBaHUS

Kpurepun onieHnBanus

CpencTBa olleHUBaHUS

[1K-4: cnocoOeH MpuHUMAaTh Y4acTHE B IPOBEACHUHN KCIIEPUMEHTAIBHBIX UCCIIEOBAHNN 00bEKTa
WH(POPMaIMOHHOIN 6€30MaCHOCTH

3HaTbh METOIBI
POBEICHUS
AKCTICPUMEHTATBHBIX
HCCIIeIOBaHUI 00bEKTa
nH(}pOpMaAITMOHHOM
0e30macHOCTH

OnwuchIBaeT Crioco0bl penieHus
CTaHJApTHBIX 3374
poeCCHOHATILHOMN IeATEIbHOCTH
B 00acTi MH(OPMAITMOHHON
0e30macHOCTH Tpu (PopMUPOBaAHUHT
CHCTEMBI 3aIIUTHI HH(POpMALIUU
P OTBETE HA BOIIPOCHI

[TonubIi, pa3BEPHYTHIN
OTBET HA MOCTABJICHHBIN
BOIIPOC, U3JIOKEHUE
MaTtepuaa npu OTBETE —
rPAMOTHOE U JIOTUYECKU
CTpOIHOE

Ompoc (Bompockr 1-20)

Bomnpock! k 3x3ameny
(Bompocs! 1-48)

YMeTb NPUMEHSTH
METOABI IPOBEICHMSI
HKCIIEPUMEHTATBHBIX
HCCIIENOBaHUI 00OBEKTa
UH(POPMALIMOHHOM
0€e3011aCHOCTH

AHanu3upyeT COCTOSIHUE CUCTEMBI
3alIUThl UH(OPMALIMH, BBISBISET
€€ ysA3BUMbIEC MECTa U OIPEAEIIAET
HallpaBJICHUs €€
COBEPIICHCTBOBAHUS IIPU
BBIITOJIHEHUH IIPAKTUKO-
OPUEHTUPOBAHHOIO U
MIPAKTUYECKOT0 3aJaHus

ITonrora u
MPaBWJIBHOCTh  PELICHUS
MPaKTUKO-
OPUEHTUPOBAHHOTO
3aJaHus WA

IMPAKTUYCCKOI'O 3aJaHUA

JlaGopaTopHble 3aaHus
(3amanus 1-4)

[IpakTrueckue 3agaHus
(3amanus 1-4)

IIpakTuko-
OpPUEHTUPOBAHHBIC
3aJ1aHus K DK3aMEHY
(3amanus 1-9)

Bnanets HaBBIKAMU
MPUMEHEHUS METOJI0B
MIPOBEICHUS
IKCIIEPUMEHTATBHBIX
HCCIIENOBaHUIl 0OBEKTa
UH(POPMALIMOHHOM
0€30I1acHOCTH

Hcnonb3yeT MeToAbl U CpecTBa
3alIUTHl HH(OPMAIHU B
COOTBETCTBHUH C ITPABOBBIMU
HOPMATUBHBIMH aKTaMH U
HOPMAaTUBHBIMH METOJAUYECKUMU
nokymentamu O®Cb Poccun u
OCTOIK Poccun pu BBIIOJIHEHUH
IIPaKTUKO-OPHUEHTUPOBAHHOIO U
MPAKTUYECKOTO 3a/laHus

OO00CHOBaHHOCTH U
HpaBI/IHBHOCTB
oOpareHus K
HOpMaTI/IBHBIM
HMCTOYHHUKAM, METOJIAM U
CpeICTBaM IIpH
BBITIOJTHCHUH ITPAKTUKO-
OpI/IeHTI/IpOBaHHOI‘O nu
MPAKTUIECKOTO 3aJITaHUs

JlaGoparopHuble 3amanust
(3amanus 1-4)

[IpakTrueckue 3anaHus
(3amanus 1-4)

[IpakTuko-
OPUEHTUPOBAHHBIE
3a/IaHMS K DK3aMEHY
(3amanus 1-9)

1.2 I1Ikansl OLIEHUBAHMUSL:

Texkymuii KOHTPOJIb YCHEBAEMOCTH M IPOMEXKYTOUYHas aTTECTallMs OCYLIECTBISAIOTCS B paMKax
HAKOMUTEJIbHOW OaJIbHO-PEUTHHTOBOM crcTeMbl B 100-0amipHOM mIKane:

84-100 6amoB (OIEHKA «OTIIMYIHO)

67-83 6a10B (OLIEHKA «XOPOILIO»)

50-66 6aiToB (OLIEHKA «YIOBICTBOPUTEIHLHO)

0-49 GannoB (OLIEHKA «HEYIOBIECTBOPUTEIHHOY)

2 TumoBble KOHTPOJIbHBbIC 3aJaHUSI WJIH HHbICe MaTepHaJbl, HEOOXOAUMbIe I OLEHKH 3HAHWIA,
YMEHHUIl, HABBIKOB M (MJIM) ONBITA JAeATEIbHOCTH, XAPAKTEPU3YKOIIMX IJTanbl (opmMupoBaHus
KOMIIETeHIHI1 B polecce 0CBOCHNs 00pa30BaTeIbHOI MPOrpaMMbl

Bonpocsl k 3xk3amMeny

1. OcHOBHBIE KJIaCCHl BPEIOHOCHOTO IPOTPaMMHOTO 00€CIICUCHHSI.

2. CerteBble YepBH.

3. Kimaccuuecku BUpyChI
4. TposHCKHE TPOTPaMMBbI




—

[98)

Noawnk

5. Buasl Xxakepckux aTak

6. Mailbombing

7. llepenonuenue Oydepa

8. Canddunr naketos 9.1P-cniypunr

9. Man-in-the-Middle

10. Uapexkumsa

11. Otka3 B 00ciy>KUBaHUHU

12. CereBbie KoMMbIOTEpHBIC aTaku. Kiaccudukarus.

13. botHeThI, 001Ias KIaccupuKaIus.

14. CtpykTypa OOTHETOB.

15. CriocoOs1 opranu3auu O60THETOB.

16. Jlnarnoctrka O0THETOB, METO/IbI OOHAPYKEHUS U JIOKATU3AIINH.

17. CpencrBa 3al1UTHl B ONIEPALIMOHHON CHCTEME.

19. Iucnetuep SAM (Security Account Manager) u Cinyxx6a AD (Active Directory)
20. OOBEKTHI CHCTEMBI 3aIIUTHI

21. Peructpanus B JOMEHE

22. AHTMXaKHUHT B CUCTEME 3aLUThI ONIEPALIMOHHON CHCTEMBI

23. Oranbl npoHUKHOBEHHS B OC BBIJIETIEHHOTO KOMITBIOTEPA.

24. ITlpumenenue yrunutsl NTFSDOS Pro qiig nponnksoBeHus OC BbIIEIEHHOTO KOMITBIOTEPA.
25. Bznom naponei BIOS u s3xpaHHOM 3aCTaBKU.

26. B3nom 6a3el SAM 1 pacuipeHue NpUBUIICTHI.

27. Xakuar Web O0poy3epoB (reHepaius Juaioros, 3oHaMmepenabie HTML)
28. Xakunr Web Opoy3epoB (3armyck nporpamm, rnepernosiHeHHe MaMsITH)

29. Xakuar Web 06poy3epoB (3ammyck mporpaMm)

30. Xakunr Web 6poysepos (ter [IFRAME)

31. 3monamepeHHBIE an.ien.i ¥ crieHapuu npu Xxakuare Web 6poy3epos.

32. CuutsiBanue (aiinoB "Kyku'.

33. [Tonmena Web-caiiTos.

34. Xakunr SSL (MpOTOKOJ 3aIIHUIIEHHBIX COKETOB)

35. MeTtoibl cOlManbHOW UHXEHEPHUU TIPH 3aIUTE OT XaKUHTa

36. IIpOTOKOJIBI 2JIEKTPOHHOM TOYTHI

37. ®opMat cooOIIeHNE ITEKTPOHHON MTOYTHI.

38. XaKuHT 21eKTPOHHON MOYTHI, IOCIEA0BATEIBHOCTD AEUCTBUN 3JI0YMBIIIJICHHUKA.
39. YcraHoBieHre yAaa€HHOTO0 KOHTPOJISI C MOMOILBIO 3JIEKTPOHHOU MOYTHI.
40. DecTpyKiHs TOYTOBOTO KIIMEHTA.

41. Dransl xakunra Web-caiira.

42. CkaHMpOBaHNME U MHBEHTapU3alMsl CEPBEPA.

43. Xakunr http. 44. Ysa3sumoctu cuieHapueB Web-cepBepoB.

45. Ilporpammsl i odnaitHOBoro mpocmorpa Web-caiiTos.

46. Yro na€t xakepy uccienopanne kogma HTML Web-caftTa

47. TlocnenoBaTenbHOCTh IEHCTBHIA XaKepa MpH B3JIOME Napoisi K cTpaHnuke Web.
48. PasgoBunnocty atak DoS.

[IpakTHKO-OpHEHTHPOBAHHBIE 3aJaHNUS K JK3aMeHY

. Pa3zpaboTka KOHIIETIIINY, TPOrpaMMBbI H TTaHA MCCIICIOBAHMS.

. BeiOop MeTona rcciae1oBaHus Ha pa3IMYHbIX dTanax paboThl.

[Tony4yenne nepBuuHOI nHMDOpMAaIK 00 00BEKTE UCCISIOBAHUS C HCIIOJIb30BAaHINEM HHCTPYMEHTAIBHBIX
METO/IOB.

O6paboTka nepBuyHO HHGOPMAITIK 00 00BEKTE HUCCIICTOBAHUS.

Pazpabotka Mozenu HHPOPMALMOHHOMN 6€30MacCHOCTH 3JIEKTPOHHOTO JOKYMEHTO000pOTa

Pa3zpaboTka Monenu araku Ha HHOOPMAITMOHHYIO CHCTEMY 3JIEKTPOHHOTO IOKYMEHTO000pOTa
Pa3paboTka KOMIUIEKTa THITOBBIX SKCIUTYaTallMOHHBIX JJOKYMEHTOB CHCTEMBI JJIEKTPOHHOTO
JTOKYMEHT0000poTa



. Ilog6op u o6ocHOBaHUE BEIOOpA CPEICTB 3AIIUTHI HH(POPMALIUU U UX KOMIIOHEHTOB.
. IIpoBenenune ayaura 3aluIeHHOCTH CUCTEMBI 3JIEKTPOHHOTO TOKYMEHTO000pOTa 10 TPeOOBAHUAM
KOHTPOJIMPYIOIIHUX OPTaHOB

DK3aMEHAIMOHHOE 33aJJaHUE BKIIIOYAET 2 TEOPETUUECKUX BoIpoca (pa3aen «Bonmpocel K 3k3aMeHy») U
] mpakTUKO-OpUEHTHPOBAaHHOE 3ajaHue ((popMupyercs U3 NepedHs 3aJaHui, IPEACTAaBICHHBIX B pa3jeine
«IIpakTUKO-OpHUEHTUPOBAHHBIE 3aJaHUS K DK3AMEHYY).

Kpurepun onenuBanus:
MakcumanbHOEe KOJMYECTBO OaJIOB 3a Sk3aMeHarmoHHoe 3amanue — 100 (30 6aminoB MakcMMaiabHO 3a
KQKIBIA TEOPETHUECKHIA BONPOC, 40 0asIOB MAKCUMAIIBHO 32 TIPAKTHKO-OPUEHTUPOBAHHOE 33/IaHUE).

Kpumepuu oyenusanus 00H020 meopemuuecko2o 60npoca:

25-30 0amioB  BBICTABISCTCS  CTYIAEHTY, €CIM HW3JIOKEHHBIM Marepuanl (aKTHYECKH  BEpEH,
IPOAEMOHCTPUPOBAHBl TIIYyOOKHE HCUEpPIbIBAIOIIME 3HAaHUS B OObEME MpPOHAEHHOW MporpaMMbl B
COOTBETCTBHH C TIOCTaBJIIEHHBIMU MPOTPaMMOii Kypca LEeSIMH U 3a71a4aMH 00yueHUsI, U3JI0KEHUE MaTepHrasa
IIPU OTBETE - TPAMOTHOE U JIOTHYECKHU CTPOHHOE;

20-24 GayIoB BBICTABIAETCS CTYACHTY, €CIIU MPOJIEMOHCTPUPOBAHBI TBEPABIC U JOCTATOUHO IOJIHBIE 3HAHUS
B 00beMe IpOoiIeHHON MPOrpaMMbl JUCHUIUIMHBI B COOTBETCTBUU C LEIAMU 00y4eHUs; MaTepHall U3JI0KEH
JOCTaTOYHO IOJIHO € OTAEIbHBIMH JIOTHUECKUMH U CTUIIMCTUYECKUMHU IOTPEIIHOCTSAMU;

15-19 OamnoB BBICTABIAETCS CTYACHTY, €CIM TPOJEMOHCTPUPOBAHBI TBEpAbIE 3HAHUA B O0beMe
MPOIIEHHOTO Kypca B COOTBETCTBHE C LENSAMU O0YYECHHUS, OTBET COJACPKHUT OTICIbHBIC OINOKH, YBEPEHHO
UCIPABJIEHHBIE TIOCIIE JONOJHUTENBHBIX BOIIPOCOB;

0-14 Gata BBICTABISIETCS CTYIIEHTY, €CIIM OTBETHI HE CBA3aHbI C BOIPOCAMHU, JIOMYIIEHBI IPyOble OIIHMOKH B
OTBETE, MPOJEMOHCTPUPOBAHbl HENOHMMAHHUE CYIIHOCTH H3JIaraéMOI0 BOIIPOCA, HEYBEPEHHOCTb W
HETOYHOCTh OTBETOB Ha JIONIOJHUTENIbHBIE U HABOJAIIME BOIIPOCHI.

Kpumepuu oyenusanus npaxmuxo-opuenmupo8aHHo20 3a0anusL:

35-40 OGamioB BBICTABISETCS, €CIM 3aJaHHE pPEUICHO IIOJIHOCTBIO, B IPEJICTABICHHOM pEIICHUHN
000CHOBAHHO MOJTY4Y€HbI IPABUILHBIE OTBETHI.

25-34 Gana BBICTABISETCA, €CIIM 3aJJaHNE PEUICHO MOJIHOCTHIO, HO MPH OTBETE AOMYIICHbl HE3HAYNTEIbHBIE
OIITUOKHU.

11-24 Gamna BRICTABIISCTCS, €CIIU 33J]JaHNE PEIICHO YaCTHUYHO.

0-10 GamTOB BBICTABIISIETCS, €CIIM PEIICHUE HEBEPHO MU OTCYTCTBYET.

WtoroBeiii  pesynbraT (opMupyercs M3 CyMMbl HaOpaHHBIX OalsioB 32  BBIIOJHEHHE
9K3aMEHAIIMOHHOTO 33aHMs U COOTBETCTBYET IIIKaJIe:
84-100 6amioB (OLIEHKA «OTIUIHO)
67-83 6ayTOB (OLIEHKA «XOPOIIIO»)
50-66 6am10B (OLIEHKA «YIOBIETBOPUTEIHHO)
0-49 6annoB (o1eHKa «HEYAOBICTBOPUTEIHHOY)

Omnpoc

Bomnpocs! g5 onpoca:

1. IloHsATHE ynaleHHOM ceTeBOM aTaku. Y I3BUMOCTH cTeka npotokonoB TCP/IP. Ysa3sumoctu
TEJIEKOMMYHUKAIIMOHHBIX CUCTEM.

2. Knaccu¢ukanus yaaJeHHbIX CETEBbIX aTaK: [0 XapaKTepy BO3ACHCTBHUSA, IO IIeNTU BO3ACHCTBUSA, IO
YCIIOBHUIO Havajla BO3JACHCTBHUSI, 10 HATMYHUIO OOPAaTHOM CBSI3H, 110 PACIIOIOKEHUIO CYOBEKTa aTakH,
10 YPOBHAM 3TasloHHON Mozenu OSI.

3. O0BEeKTHI aTakM YAAICHHOW CETEBOW aTakKH, IIeJIN aTaKH, dTaIlbl aTaKu, MHCTPYMEHTHI aTaKH,
TOIOJIOTUS aTaKH.

4. IP-cniy¢unr (Blind Spoofing): ocoGeHHOCTH, aJITOPUTM peaTH3alliH.

5. TCP Hijacking/Man in the middle: ocoGeHHOCTH, QITOPUTM peanu3alru.



6. Uabekunu: 0COOEHHOCTH, aJITOPUTM peaIU3aLIUH.

7. DoS (Denial of Service)/DDoS (Distributed Denial of Service)/Flooding: ocobeHHOCTH, anTOPUTM
peanu3anuu.

8. Ilonarue mexcereBoro ’3kpana. Kinaccudukanus MeKceTeBbIX SKPaHOB: KJIACChI, TUIIBI, IO 0OBEKTY
3aIUThI, IO TUTTY (PUIBTPALIUU, TIO OCOOCHHOCTSIM peaTn3aliu.

9. TpeboBanusl, MpeAbABIIEMbIE K MEKCETEBBIM SKpaHaM. CXeMbI MOJKIIOYEHUSI MEKCETEBBIX
9KPaHOB.

10. [TonsiTne cucteM 0OHAPYKEHUS/TIPEAOTBpalieHns anoManui (Bropxkenuit) (IDS/IPS).
Knaccudukanus IDS/IPS-cucrem. Apxutexrypa IDS/IPS-cucrem.

11. Metonpl oOHapyxenus Brop:kenuid IDS/IPS-cucremamu.

12. Ionstue u crpykrypa ['ocCOIIKu. Anroputmsl pa6otst 'ocCOITKw.

13. IlonsiTne aynuta nHGpopManuoHHON 6e3omacHocTH. Llens, ayuTa, HCIIOTHUTENN, HAalTpaBICHUS
MPOBEACHUS ayIUTA.

14. Knaccudukanust Tumos ayauTta. [lociaenoBarelbHOCTh MPOBEACHUS ayIUTA.

15. DKkcnepTHBINM ayAuT: 1ENH, 3a/1a4, TOCIIEI0BATEILHOCTh peaTu3allii.

16. HCTpyMEHTaNbHBINA ayJUT: 1I€JIH, 3aJ]a4H, TOCJIEA0BATEILHOCTD pealli3allii, CPEJICTBA TPOBEACHUS
ayauTa.

17. MeTonbl aHany3a JaHHBIX, TOJIYYEHHBIX TPU TPOBEACHUM ayauTa. HopMaTUBHOE CONPOBOXKICHHUE
ayauTa.

18. CtpykTypa otdeta ayaura. OCHOBHBIE TPeOOBAHHUS K OTUETY ayaHTAa.

19. CpencrBa 3al1UTHI B ONIEPALIIOHHON CHCTEME.

20. Oranbl npoHUKHOBEHHS B OC BBIJIETIEHHOTO KOMITBIOTEPA

Kpurepun ouneHuBaHusi:

MaxkcumanbHOe KOJTMYECTBO 0aJI0B, KOTOpBIE 00yJarouuiics MoxxeT HabpaTh — 20 6aysioB (3a 20 0TBETOB).
OTBeET Ha BONPOC OI[CHUBAETCS:

1 Gasu1 — npaBUIILHBIN M MTOJIHBIA OTBET;

0 6amIoB — HeMPaBUJILHBIA OTBET MJIM OTBET HE MPEJICTABIICH.

JlaGopaTtopHble 3a1aHus

3amanue 1.
PazpaboTka MakeTa npocTeiieil TpOSHCKOM MPOrpaMMBl.

3amanue 2
KondurypupoBanue mouToBbIX CEPBUCOB.

3amanue 3.
B3nom nmapouieit onepanmoHHON CHCTEMBI, HCTIoNIb30BaHue mporpammbl PasswordCrackers.

3aganue 4.
CocrapieHue 10Che ¢ UCIOJIb30BaHUEM MHTEPHET-PECYPCOB sl olleHKH Bo3jaeiicTBus MK T-TexHonoruii Ha
HerI/IKOCHOBeHHOCTb ‘IaCTHOI\/'I KHN3HU.

Kpurepun onenuBanus:
MakcumanbHOE KOJIMYECTBO OAJIJIOB, KOTOPBIE 00yJaromuiicss MoXeT Haopath — 40 6ayutoB (3a 4 3a1aHus).
Kaxxgoe 3amanre OlicHUBACTCS:
10 GanyoB. — 3a1aHKE BHIMIOJHEHO BEPHO;
9-7 6annoB. — IPH BBHITIOJHEHUHN 33/TaHKS OBUTH TOMYIIEHBI HETOYHOCTH, HE BIMSIONINE HA PE3YJIbTAT;
6-3 OaJIJIOB. — TIPH BBITIOJIHEHUH 3a/1aHUS OBUTH TOMYIIECHBI OIHUOKH;
2- 1 GanoB. — IpH BBITIOJHEHUH 3a1aHUS OBUIH JIOMYIIIECHBI CYIIECTBEHHBIC OITMOKY;
0 OayIoB. — 3aJJaHKE HE BBITIOJIHECHO.
IIpakTuyeckue 3agaHus
3amanue 1.



3om0Ou-ceTr (MOACTHPOBAHNE CETH OOTHET).

3ananue 2
Hasnauenne n ucnons3oBanue nporpamMm Backdoor Kits u Log Bashers.

3amanue 3.
ITporpammer SafeSuite 1 SATAN. HaznaueHnue u ucnosbp30BaHue.

3ananue 4.
Kinaccudukanus Bpe1oHOCHOTO MPOrpaMMHOTO 00ecriedeHHs. 3apakeHNue MPSIMbIM JICHCTBUEM.

Kpurepun oneHuBaHus:

MaxkcumanbHOe KOJTMYECTBO 0aUI0B, KOTOpBIE 00y4Jarouuiics MoxxeT HabpaTh — 40 6ayioB (3a 4 3a1aHuil).
Kaxnoe 3aanue olleHuBaeTcs:

10 6anmnoB. — 3a/1aHKe BHIMIOJTHEHO BEPHO;

9-7 6annoB. — Npu BHIIOTHEHNUH 33aHNs ObUTH JIOMYIIEHBl HETOYHOCTH, HE BIMSIOIINE HA PE3YNIbTaT;

6-3 6ayIoB. — PH BBHIIOIHEHUH 33aHUs ObUTN JIOMYIIEHBI OITNOKH;

2- 1 6amoB. — MpH BBHIIOJIHEHNUH 33aHUs ObUTH JIOMYIIEHBI CYIIECTBEHHBIE OIIMOKH;

0 6ayIoB. — 3a1aHUE HE BBIIOJIHEHO.

3 Meroanuyeckue MaTepuaJibl, ONpeaessouue npouexypbl OeHUBAHUS 3HAHUI, YMEHUH, HABBIKOB H
(MJM) oNbBITA eI TeTbHOCTH, XapAKTEPU3YIOIIUX 3TaNbl (POPMHPOBAHUS KOMIIETCHIIUH

[Iponenypsl OLIeHUBAHUS BKJIIOYAIOT B ¢€0s TEKYIIMH KOHTPOJIb U IPOMEKYTOUHYIO aTTECTALHUIO.

Texymuii KOHTPOJIb YCHEBAEMOCTH IPOBOAUTCS C MCIOJB30BAHUEM OLEHOYHBIX CPEJCTB,
IIPEICTABICHHBIX B II. 2 TaHHOTO IPUJIOKEHUS. Pe3ynbTaThl TEKYIEro KOHTPOJIS AOBOASATCS 10 CBEICHUS
CTY/IEHTOB JIO IPOMEKYTOUYHOM aTTeCTaI1H.

IIpome:kyTouHasi aTTeCTALMSA IPOBOIUTCS B (hOpME IK3aMEHA.

DK3aMeH MPOBOIUTCS MO PACIHMCAHUIO TPOMEKYTOUHOHN aTTecTaluu B ycTHOU (popme. KommdecTBo
BOIPOCOB B 9K3aMEHAIMOHHOM 3a/aHuM — 3 (2 TeopeTHyeckuX, | MpakTUKO-OpUEHTHPOBAHHOE 3a/laHHeE).
Pe3ynpTaThl aTTecTaluM 3aHOCATCS B BEIOMOCTb U 3aYETHYIO KHIDKKY CTyAeHTa. CTyIEeHTBI, He MPOLIe/IIne
POMEKYTOUHYIO aTTECTAllMIO MO TpauKy, AODKHBI JUKBUAMPOBATH 330JDKEHHOCTh B YCTAHOBJICHHOM
HOpSZIKE.



IIpunoxenne 2
METOAUYECKHUE YKA3AHUSA 11O OCBOEHUIO JJUCHHUIIJIMHBI

Y4eOHBIM IIaHOM MPEAYCMOTPEHBI CIICAYIOUTNE BUIBI 3aHATHIA:

- JIeKIINY;

- nabopaTopHbIe padoTHI;

- IPAaKTUYECKHUE 3aHATHS.

B Xxome JIeKUMOHHBIX 3aHATUHA  pPAacCMaTPUBAIOTCS  OCHOBHBIE TOHATUS B 001acTH
Kpunrorpaguyeckoil 3amuThl HMHGOPMAIMHM, METOAbl KpUNTOorpaduu ¥ KPHUITOAHAIM3a, AroTCs
PEKOMEHJALUHU JJISl CAaMOCTOSITENIbHOW pabOThl U MOATOTOBKH K JIa0OpPaTOpHBIM paboTaM M MPAKTUUYECKUM
3aHATHSM.

B xome mabGopaTopHbIX pabOT M MPAKTUYECKUX 3aHATHH YIIIyONSIOTCS W 3aKPEIUISIOTCS 3HAHUS
CTYIICHTOB MO PSAAY PACCMOTPEHHBIX Ha JICKIMSAX BOIPOCOB, PA3BHBAIOTCS HABBIKM PEHICHUS 3amad Mo
KpUNTOTpaprueCcKOn 3aIiuTe.

I[Ipu moxroToBKe K 1a00pPaTOPHBIM PadOTaM M MPAKTUIECKUM 3aHATHAM KaKAbIH CTYIEHT JOJDKEH:

- U3YYUTh PEKOMEHIOBAHHYIO YUEOHYIO JINTEPATYPY;

- U3YYUTh KOHCIEKTHI JICKIINH;

- 03HAKOMUTHCS C OTMCAHUEM Ja00OpaTOPHOM WM MPAKTUYECKON pabOThI;

B mporecce moaroToBku K 1a0OpaTOPHBIM PabOTaM M MPAKTHUECKUM 3aHATHUSM CTYAEHTBI MOTYT
BOCIIOJIb30BaThCsl KOHCYJIBTALUSMU MPETIOAaBATES.

Bormpocsl, He pacCMOTpEHHBIE Ha JIEKIHSX, JTa0OPAaTOPHBIX PadOTax M NMPAKTUYECKUX 3aHATHUSX,
JOJDKHBI OBITh M3YYEHBI CTYAIGHTAMH B XOJI€ CAMOCTOSTENIbHOW paboThl. B Xone camocTosTenbHON paboTh
KX/l CTYIEHT 00s3aH MPOYUTATh OCHOBHYIO U, 10 BO3MOXKHOCTH, JONOJHUTEIBHYIO JINTEPATypy IO
U3y4yaeMOM TeMe, JIOTIOJIHUTh KOHCHEKTHl JIEKIUH HEJOCTAIOIMM MaTepuaioM, BBIMHCKAMU U3
PEKOMEH/IOBAaHHBIX HMCTOYHHMKOB. BBIIEINTh HENMOHATHBIE TEPMUHBI M HAalTH WX 3HA4YE€HHE B
SHIMKIIOTIETUUECKUX CIOBaPSIX.

JUs TOATOTOBKY K 3aHATHUSM, TEKYIIEMY KOHTPOJIIO M IPOMEXKYTOUYHON aTTeCTAIlMN CTYICHTBI MOTYT
BOCIIOJIB30BaThCS AJIEKTPOHHO-OMOIMOTEUHBIMM CHCTEMaMHU. Takke O0ydarolruecss MOTYT B3sITh Ha JOM
HEOOXOIUMYIO JINTEpaTypy Ha aOOHEMEHTE YHHBEPCUTETCKOW OHONMMOTEKH WJIM BOCIOJIB30BAThCS
YUTATbHBIMH 3aJIAMH.
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