[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0
NHbopmaums o Bnagensue:
®WNO: MakapeHk

L AR A P

YHuKanbHbIN MPOrpaMMHbIN K

HEBEPSTBO HAYKH U BBICIIETO 00paj
Nonw@gepaibHOE TOCYAapCTBEHHOE OFOIKETHOE O

g%}samﬁ rOCYIapCTBEHHBIN |
c098bc0c1041cb2a4cf926cf171d6715d99abae00adc8e27b55cbele2dbd7c78

oBanus Poccuiickount deneparuu
Opa30BaTeIbHOE YUPEIKIACHUE BHICIIIETO
ykoHoMuueckuii yausepcuret (PUHX)»

YTBEPXJIAIO
Havanbuuk
y4eOHO-METOIMUECKOTO YIPABICHHUS

IInaronosa T.K.
«25» uroag 2024 r.

Pabouasi nporpaMMa JUCHUNIMHBI
3amuTa nH(POPMAIMOHHBIX MPOIECCOB U CHCTEM

Hanpasnenne 10.03.01 "UnadopmanrionHas 6e30macHOCTD"
Hanpasnennocts 10.03.01.02 Opranuzanusi ¥ TEXHOJOTUH 3aIUTHl HHPopMaruu (1o
oTpaciiv Win B chepe npodhecCuoHATBLHOMN 1eSITeIbHOCTH)

Kpanmudukarys
bakanasp

Jlns nabopa 2023 roga



KA®EJIPA HNndopmannonnas 6e30nacHOCTH

Pacnpeuenelme 4acoB IMCHUILVIMHBI 10 ceMeCTpaM

Cemectp
(<Kypc>.<Cemectp Ha 6 (3.2)
Kypee>) Hroro
Henenp 16
Bun 3ansaruit vir | PO | v PIT

Jlexun 32 132 |32 (32
IIpakTuueckue 48 |48 |48 (48
Hroro ayn. 80 |80 (80 |80
KonraktHas pabora 80 |80 |80 |80
Cawm. paborta 28 28 |28 |28
Yacsl Ha KOHTPOJIb 36 |36 |36 |36
Hroro 144 |1 144 | 144 | 144
OCHOBAHHE

Y4eOHBIN TUTaH yTBEPKIIEH YIEHBIM COBETOM By3a oT 25.06.2024 r. mpoTokox Ne 18.
[Iporpammy coctaBmi(u): noueHT, [Ipoxopos A.U.
3aB. kadeapoii: k.3.H.,m01eHT Paguenko HO.B.

MeTtoaudecknii COBET HalpaBJIeHUs: [1.3.H., npodeccop Tumenko E.H.



1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 |m3yunTh TeopeTHUeckHe OCHOBBI HH(popmammonHOH Oe3omacHoctn (MB) m MeTomonmormdeckwe HOPMBI CHCTEMHOTO
obecrieyeHus 3aMThl THYOPMALIMOHHBIX IPOLIECCOB B KOMIBIOTEPHBIX CHCTEMaX.

2. TPEBOBAHMUA K PE3YJIBTATAM OCBOEHUA JUCITUAIIJINHBI

IIK-1: cnocoGeH BBINOJHATHL PadoThl MO YCTAHOBKE, HACTPOWiKe U OOCIY;KMBAHHI0O TPOrPaMMHBIX, HNPOrPaMMHO-
ANNapaTHBIX (B TOM YHC/Ie KPUNTOrpagpuuecKux) 1 3alliHIEHHbIX TEXHUYECKUX CPeACTB 00padoTku uHGopManuu

B pe3yibTate 0CBOCHHS JUCHUILINHBI 00y4AIOIIUICS JOJIZKEH:

3HaThb:

OcHOBEHI KpHITOTpad i, 0COOCHHOCTH Pa3IMYHBIX OIIEPAMOHHBIX CHCTEM (COOTHeceHo ¢ nHankaropom I1K-1.1)

Ymern:

YCTaHaBIUBATh CHUCTEMbI KPUNTOrPapHYECKOW 3aUTHl MH(POPMAIH ¥ OIEPalMOHHBIX CHCTEM (COOoTHeceHo ¢ mHamkaropom IIK-
1.2)

Bnagern:

HaBBIKAMH HACTPOWKH CPEACTB KPHUNTOTpapHUIecKOd 3amuThl MHGOOPMAIUM B COOTBETCTBHH C TPeOOBAaHUSIMH TOCYIApPCTBEHHBIX
CTaHJapTOB, OOCITY)KHMBaHNUE ONIEPAI[IOHHBIX CHCTeM (cooTHeceHO ¢ nHankaropoM I1K-1.3)

3. CTPYKTYPA U COAEPKAHMUE JUCIUIIJINHBI

Pazgen 1. OcHoBHBIE cOcTaBJsIOLIME U YTPO3bl HH(popManuonHoii 0esonacHoctu (UB).

Ne HaumeHnoBanue Tembl / Bua 3ansarus Cemecrp Yacos Kowneren- Jlurepartypa
/ Kype HHH
Beenenne: cymocts u mnoustue Ub; 3nauenne Wb u ee mecto B JI1.1, J11.2, JI1.3,
1.1 . 6 2 TK-1
CHCTEME HAMOHATBLHOU Oe3omacHocTH / Jlek / JI2.1, J12.2
12 OCHOBHBIEC ONpEJENICHUs: OCHOBHBIE cocraBisonme Kb, ocHOBHBIE 6 ) MK-1 JI1.1, JI1.2, JI1.3,
" | npuaIIEITE 06ecnieuenus Ub. / Jlek / JI2.1,J12.2
Yrpo3bl nHGOPMAIIMOHHON 0e301MacHOCTH: OCHOBHBIE OIPEICNICHHS H JI1.2,J11.3,J12.1,
1.3 6 2 TK-1
KJ1acCU(UKaIHsI yTpo3, OCHOBHBIE YTPO3bl AOCTYIHOCTH. / Jlek / 2.2
1.4 3ammra 06a3 maHHBIX: co3gaHue SQL — cepBepa C HCMOJNB30BaHUEM 6 4 MK-1 JI1.2, 1.3, J12.1,
" |makera Firebird /IIp/ 2.2
15 YnpaBneHue 3auToi 6a§ JIGHHBIX:  YIpaBIIeHUE SQL — cepBepom ¢ 6 4 MK-1 1.3, J12.1, 2.2
ncnonb3oBanuem nakera Firebird / Ip /
16 OCoOeHHOCTH TOCTPOCHNH WH()OPMAIIMOHHON OE30IaCHOCTH: aHaIN3 6 3 K-1 1.3, J12.1, 2.2
yrpo3 ocHOBHBIM coctasisttommm Ub. / Cp /
Pa3nen 2. Anajau3 neseii ¥ cpeACTB 3J10yMBIIJIEHHUKOB B KOMIIbIOTEPHBIX CETAX
o Cemectp Komneren-
Ne HaunmeHoBanue Tembl / Buna 3ansatus / Kype Yacos - Jlutepatypa
VYiajgeHHbIC CETeBbIC aTakW: KIacCH(UKAMs KaTeropuid XakepoB
. JI.1, JI1.2, JI1.3,
2.1 | (310YMBIIIJICHHUKOB) 51 )50.4 LeJen. OpraHu3aioHHO- 6 2 TIK-1
JI2.1,J12.2
KoMMmyHHKatuBHEIE cpenctea HCJI B kommbroTepHyto cuctemy. / Jlek /
3ammTa OT HECaHKUMOHHMpOBaHHOro nocrymna: cpenctea HCJ[ B JI1.1, J11.2, JI1.3,
2.2 6 2 IK-1
KOMITBIOTEPHYIO CHCTEMY: TEXHUYECKHE, TporpaMMHsIe. / JIek / JI2.1,J12.2
3amuTa CETEeBOro B3aMMOJIEHCTBUSA: OCHOBHBIE CBEAEHHUS 00 yrposax
9 JI.1, JI1.3, J12.1,
2.3 |ceTeBOro B3aMMOAEHCTBHUS, aHAIW3 YA3BUMOCTH HMH(OPMAIMOHHBIX 6 2 IK-1
J2.2
cucreMm (UC). / Jlek /
CereBble  araku:  Kiaccu(UKaus  CETEBBIX aTak W aHau3 JI1.1, JI1.3, JI2.1,
2.4 . 6 2 [K-1
ocobeHHOCTeH nx opranuzanuu. / Jlek / 2.2
2.5 | CucTeMbl KOHTPOJIS TOCTYIIA: YIIpaBiIeHUE paBaMu noctyma / [1p / 6 4 TIK-1 AL, ?11232’ 2.1,
26 CucteMbl yIpaBjieHHsI JOCTYINOM: YIPaBIICEHUE IpaBaMH JAOCTyNa B 6 4 MK-1 JI1.1, J11.3, J12.1,
© |JIBC/Ip/ 2.2
3amuTa JIOKAIBbHOM  BBIYMCIUTENBHOM CETHU: HEaBTOPU30BaHHBIN 1.2 1.3, 2.1
2.7 |moctyn x JIBC. HCJ & pecypcam JIBC, packpsiTue U 6 4 TIK-1 - JIZO 2’ o
HEaBTOPH30BaHHAs MOM(HKAIHS JaHHBIX U porpamm. / Cp / )

Pa3nen 3. 3amuTa onepanuoHHbIX cHcTeM: crieluuKa 6e30MaCHOCTH JOKAIBHBIX BRIYMCINTEIBHBIX ceTeii (JIBC) n
HH(OPMALHOHHBIX CHCTEM.




Cemectp

Komneren-

Ne HaunmeHnoBanue Tembl / Bua 3anatus Yacos Jlurepartypa
/ Kype M
3ammTa JIOKATBHON  BBIYUCIUTENBHOH CETH OT MOAU(HKAINU:
3| |HCABTOPH3OBAHHBIE JOCTYN K JIBC, HCH x pecypcam JIBC, 6 5 K-1 1.2, J12.1, 2.2
pacKpbITHE W HEaBTOpW30BaHHast  Moaudukanus  JaHHBIX U
nporpamm. / Jlek /
3ammra TpaduKa JIOKATEHOH BBIYUCIUTENBHON CETH: PACKPBITHE H
35 |mommena tpapuka JIBC, paspymenune ¢ynkuuii JIBC, oum61<1:1 B 6 5 K-1 13,121, 122
HPOTPaMMHOM OOECIICUCHHH, KOHTPOJIb YOAICHHBIX BBIYUCICHHH. /
Jlex /
33 Pe3epBHOE KONMHPOBaHWE MJAHHBIX: IOATOTOBKA K PE3EePBHOMY 6 4 HK-1 1.3, J12.1, 2.2
KOIMPOBaHUIO 6a3bl qaHHbIX / [1p /
JlecTpyKTUBHBIE BO3/€HCTBHS Ha JOKATbHYIO BBIUYHCIMTENBHYIO CETh: 1112 711.3. 7121
3.4 |paspymenne ¢ynkmuii JIBC, ommOkn B mporpaMMHOM oOeCIICUeHHH. 6 4 IIK-1 - HZ. 2’ "

KonTpons ynanennasix Beraucnenuit. / Cp /

Pa3znen 4. IlporpaMMHO-TeXHHYECKAS 3AIIATA: OCHOBHBIE IIPOrPAMMHO-TeXHHYECKHE MEPbI 3alIUTHI HH(POPMAIHOHHBIX

npoueccoB U nporpaMmmHoro odecrieyenus (I10)

Cemectp

KomneTen-

Ne HaumeHnoBanune Tembl / Bua 3ansTus Yacos Jlutepatypa
/ Kype 101071
ApxuTeKkTypHas 0€30MacHOCTb: OCHOBHBIE MOHATHS IPOrPaMMHO- 1.1 711.2. 7113
4.1 |texnmueckoro ypoBHI Wb, ocobennoctm Wb cospemennsix UC, 6 2 IIK-1 L o A
JI2.1,J12.2
apXuTeKTypHas Oe30macHOCTs. / JIex /
49 CrpykrypHas cxema cucteMbl 3U B TumoBoii C: ocHOBHBIE (DYyHKIHA 6 ) MK-1 JI1.1, J11.3, JI2.1,
| yposneit 3U B UC. / Jlex / 2.2
CpenctBa cobctBeHHON 3amuthl [10: cpemcTBa 3aMTEI B COCTaBe
N JI.1, JI1.2, JI1.3,
4.3 |BBIUUCIUTENBHOM  CHCTEMBI, CPEACTBA  3AlIUTBl C  3aIPOCOM 6 2 IIK-1
JI2.1,J12.2
uapopmaruu. / Jlex /
TuIBl 3aUTEl  TPOTPAMMHOTO  OOECHEYECHHUS: CpeICTBA AKTHBHOM JI1.1, J11.3, J12.1,
4.4 . 6 2 [IK-1
samutsl 110, cpexcTBa maccuBHOM 3amuThl. / Jlek / 122
4.5 |3ammra CYB/I: pe3epBHOE KommupoBaHue 0a3bl JaHHBIX / [Ip / 6 4 TIK-1 T Jlfzﬂll 'JZI’ZJ-;lj’
Ky . PR = =
46 SamuTa B *nix-cucremax: ympasieHue Unix — mogoOHON cuUcTeMou. / 6 4 MK-1 JI1.1, JI1.3, JI2.1,
Ip/ 2.2
4.7 | CobcTBeHHas 3amuTa: CpeicTBa COOCTBeHHOH 3amuTh. / Cp / 6 8 TK-1 JI1.3, J12.1, JI2.2
Paznen 5. Ctpykrypa TpeGoBaHMii K CpeICTBaM 3al[UTHI: OCHOBHbIE KATErOpPUHU TPEOOBAHMIT K MPOrPAMMHON U
NMPOrPaMMHO-ANINAPATHOH pean3aliu CPeICTB 3aUUTHI HHpOPpMAIHH.
o Cemectp Komnerten-
No HaumenoBanue Tembl / Bua 3ansTus / Kype Yacos - Jluteparypa
Oo0mue TpedoBanus 1o obecrniedeHuro Mb: TpeboBaHMs K MpOrpaMMHO
-anmapaTHEIM  cpeicTBaM,  TpeOOBaHMSA K HH()OPMAIIMOHHBIM JI1.1, J11.2, JI1.3,
5.1 6 2 TIK-1
nogcucreMaM (MACHTH(UKAMM ¥ ayTeHTH(UKAUM, YyIpaBICHUSL J12.1,J12.2
noctymnom). / Jlek /
O6uue TpeboBaHUs K UH(pOPMAIIMOHHBIM nojcucreMam
JI.1, JI1.2, JI1.3,
5.2 | (mpoTOKONMpOBaHUS, ayAuTa W T.I.), TPeOOBaHUS K CpEACTBaM 6 2 TIK-1
JI2.1,J12.2
ynpasnerus 1B, TpeGoBaHms K MexceTeBOMYy dKpany. / Jlek /
JI1.1, J11.3, J12.1,
5.3 | BupTyamusanus: ycTaHOBKa CepBepa Ha BUPTyalbHy0 Mamuny. / [Ip / 6 4 TIK-1 2
Bcerpoennble cpencTBa  3alIMTHI:  CpEACTBA  3allUTBI B COCTaBe JI.1, JI1.2, JI1.3,
5.4 - 6 4 TK-1
BBIYUCIUTEIbHOMN cucTeMsl. / Cp / JI2.1,J12.2
Pa3nen 6. TpeboBanus k 3amure apromatusupoBaHHbix cucreM (AC) or HC.
Ne HaumenoBanue Tembl / Bua 3ansrus Cemectp Yacos Kowneren- Jluteparypa
/ Kype MU
OCHOBHBIE XapaKTEepUCTUKU TEXHUYECKUX cpeAcTB 3amuTel or HCJI:
ocHoBuble moacuctembl 31 ot HCJ] mis AC (ympaBieHHS TOCTYIIOM, JI1.2, J11.3, J12.1,
6.1 6 2 IK-1
perucTparii M yd4eTa,  KpuITorpadmueckas, obecrieueHus 122
LEJIOCTHOCTH) U TpeOoBanus K HUM. / Jlek /
6.2 AHanM3 3allWIIEHHOCTH: TOKa3aTeNid 3allluIIeHHOCTH WH()OopMauu 6 ) MK-1 JI1.1, JI1.2, JI1.3,
| or HCA nnsa xommbtorepHbix cucteM / [p / JI2.1,J12.2
MesxceTeBble JKpaHbl: TOKa3aTelW  3allUIIEHHOCTH MEKCETEBBIX JI1.1, JI1.3, JI2.1,
6.3 6 2 TK-1
skpanoB. / Ip / 2.2
6.4 3amuTa OT CETeBBIX aTak: OpPraHu3alus M OTPHKCHHE CETEBBIX arak / 6 4 MK-1 JI1.1, JI1.2, JI1.3,
©|Ip/ J12.1,J12.2
6.5 |AxtuBHas1 wHTepQeiiCHas 3alUTa: CpeACTBa 3alllUTHI C 3alpOCOM 6 8 TIK-1 JI1.1, J11.2, JI1.3,




napopmarmu. Cpencrsa akTHBHOHN 3amuTsl. / [Ip / JI2.1,J12.2

JI1.1, J11.2, JI1.3,

6.6 | / Dx3amen / 6 36 TIK-1 2.1, 712.2

4. POHJ] OLIEHOYHBIX CPEJICTB

CrpykTypa U comepkaHue ()OHIa OIEHOYHBIX CPEJICTB IS MPOBEACHUS TEKYIIEH M IPOMEKYTOUHOH aTTeCTalliy IIPEICTaBICHB B
IIpunoxennn 1 k pabodeit mporpaMme AUCITUIUIAHEL.

5. YAEBHO-METO/UMYECKOE 1 THOOPMAIIMOHHOE OBECHHEYEHHUE JTUCIUITJINHBI

5.1. OcHoBHas 1UTEpaTypa

ABTOpBI, 3arnasue W3narenscTBo, roa Konug-Bo

JI1.1 | XopesIL b. [porpammHo-araparHas 3amura HHbOpMaIHu: M.: ®OPVYM, 2015 25
yu4eb. mocobue It CTYACHTOB BBICII. yueO.
3aBefieHn, o0ydaronmxcs no Hamp. "MHpopMm.

0e3omacHOCTh"

JI1.2 | 3aBropoxuuii B. 1. KommuiekcHas 3amura uHGpOpMaIuu B M.: Jloroc, 2001 49
KOMITBIOTEPHBIX CHCTEMax: Yueb. mocobue

JI1.3 [Apremos A. B. HNudopmannonHas 6€30MacHOCTb: KypC JCKINH: Open: MexpernoHansHast https://biblioclub.ru/inde
KypC JeKiuit akanieMust Ge30MacHOCTH U x.php?

BeDKUBaHMS, 2014 page=book&id=428605
HEOrpaHUYEHHBIN
JOCTYTI JUTS
3aperucTpUpPOBaHHBIX
10JIb30BaTeIIEH

5.2. JlonoJHHUTEIbHAS JUTEPaTypa

ABTOpBI, 3arnasue WznarenscTBo, roa Konug-Bo
JI2.1 | Tumenko E. H. OcHOBBI HH(OPMAIMOHHON 6e30macHOCTH: yuel.- PoctoB v//]: 3a-Bo PI'DY 10
METOA. paspad. (PHX), 2012
JI2.2  [IIpoxoposa O. B. HNudopmannonHas 6€30MacHOCT U 3aIlUTa Camapa: Camapckuit https://biblioclub.ru/inde
uHbOpMaLUN: y4YeOHHK rOCYAapCTBEHHBIN x.php?
APXUTEKTYPHO- page:book&id:43833 1
CTPOUTENBHBIN HEOIPaHHYCHHbIH
yHuBepcurer, 2014 JOCTYTI JUIS
3apETUCTPUPOBAHHBIX
10JIb30BaTeIIeH

5.3 IIpodeccuonanbHbie 6a3bl JAHHBIX H HHPOPMALMOHHbIE CIIPABOYHbIE CHCTEMBbI

NudopmanmonHas cnpaBounas cucrema "["apant”

Baza nanapix denepanbHON cIy k05l 0 TEXHUYECKOMY H dKcTiopTHOMY KoHTpomro (PCTIK Poccun) https://fstec.ru/

baza JIaHHBIX JEHCTBYIOMNX CTaH/IapTOB 1o HalpaBJICHUIO "NupopmannoHHas BezonacHocTs"
https://www.gost.ru/portal/gost/home/standarts/InformationSecurity

5.4. IlepeyeHb NpPOrpaMMHOro odecneyeHust

Onepanuonnas cucrema PEJI OC
MesxceteBoit skpan PFSense
Firebird

OmnepannonHas cucrema RedOS
LibreOffice

5.5. YueOHO-MeTOAMYECKHE MaTepuajbl Ui CTYI€EHTOB ¢ OrPAHUYC€HHBIMHA BO3MOKHOCTSIMHU 310POBbSI

IIpn HE0oOXOMMMOCTH IO 3aiBICHUIO OOYYAOMETOCS C OrPaHMYCHHBIMH BO3MOXHOCTSIMH 37I0pPOBbS  y4eOHO-METONUYECKHE
Marepualbl MpeOCTABISIOTCS B (pOpMax, aganTHPOBAaHHBIX K OrPaHUYECHHAM 370pOBbsS M BocupusaTHs uHpopmarmu. s nun c
HapyIICHUSIMU 3peHus: B QopMe ayanodaiina;, B medarHoid Qopme yBenudeHHbIM mmpudrom. s num ¢ HapyIICHHSIMH CIyXa: B
(opMe HIIEKTPOHHOTO IOKYMEHTa, B IedarHoi Qopme. s U ¢ HapyMICHHSMH OIOPHO-IBHTATEIFHOTO ammapara: B (opme
3JIEKTPOHHOTO JOKYMEHTa; B eUaTHOH opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI

[Tomemenust A1 BceX BHIOB pabOT, MPEILyCMOTPEHHBIX YYEOHBIM IITAaHOM, YKOMIUIEKTOBAaHBI HEOOXOIMMOMH ClIenHaTu3MPOBAHHOM
y4eOHOI MeOeThIO M TEXHUIECKUMH CPEICTBAMH 00yUCHHS:

- CTOJIBI, CTYTIbS;

- IEPCOHAIBHBINH KOMITbIOTED / HOYTOYK (IIEpEHOCHOM);

- TIPOEKTOP;

- 9KpaH / UHTepaKTUBHAS TOCKa.

JlaboparopHble 3aHATUS TPOBOJIATCS B KOMIBIOTEPHBIX Kijlaccax, paboure MecTa B KOTOPHIX O0OpyAOBaHBl HEOOXOAMMBIMU




| JMLEH3HOHHBIMY W/UIHM CBOOOHO pacpoCTPaHIEMBIMH IPOrPAMMHBIMH CPEICTBAMHU U BBIXOJ0M B MHTEpHeT.

7. METOAJUYECKHUE YKA3ZAHUSA JJI1 OBYYJAIOIIUXCSA 11O OCBOEHUIO JUCIHTUIIJINHBI

MeTtoanyeckue yKa3aHus 0 OCBOCHUIO AUCHUILTHHEI IPeIcTaBneHb! B [Ipunoxkennu 2 k pabouei mporpaMme AUCIUTLTHHEL.




®OH/I OHEHOYHbIX CPEIACTB

IIpunoxenne 1

1 Onucanue nmoxka3zarejed u KpUTEPUEB OLICHUBAHUA KOMIIeTeHIIUii Ha PA3JIHYHBIX JTamnax MX
q)OpMI/IPOBaHI/IH, OIMHCaHHE HNIKAJ OLICHUBAHUSA

1.1 Iloka3aTenu U KpUTEPUU OLIEHUBAHUS KOMIIETCHIIMN:

3VH, cocrasasroiiue
KOMIIETEHITHIO

Tloka3arenu
OLICHUBAaHUS

Kpurepun
OLICHUBAHUs

Cpenctsa
OIICHUBaHUS

[IK-1: cocoGeH BBIMOMHATH PAaOOTHI MO YCTAaHOBKE, HACTPOIKE M OOCITY)KMBAHUIO NPOTPAMMHBIX,
POTrPaMMHO-ANIIAPATHBIX (B TOM YHUCIIe KPUNTOrpauIecKnx) M 3alIMIIEHHBIX TEXHUYECKUX CPEACTB

00paboTKK HHPOPMALIUU

3HATh KOHICHIUIO U
MPUHITUTIBI TTOCTPOCHHMS
MIPOTrPaMMHOTO
obecreyeHus1, B TOM
qucie
KpHUITorpaduyeckoro.

OmnwuceIBaeT crocoob!
pelIeHus CTaHAapTHBIX
3ama4
npodeCCHOHATBHON
NeSITeTbHOCTH B
obnactu
UH(POPMALIMOHHOM
0€30IaCHOCTH TIPH
dbopmupoBaHUU
CHCTEMBI 3aIlUTHI
uHpopmauu mpu
OTBETE Ha BOTIPOCHI

[TonubliA, pa3BEPHYTHIN
OTBET Ha
MOCTaBJICHHBIN BOIPOC,
M3JI0KEHUE MaTepHuaia
IIPU OTBETE —
IpPaMOTHOE U
JIOTUYECKH CTPOUHOE

Omnpoc (Bompocsr 1-68)

Bormpocs! k 3x3aMeny
(Bompocsl 1-101)

YMeTh yCcTaHaBIMBATh
1 KOH(HUTYpUpOBaThH

AHanuzupyer
COCTOSTHUE CHCTEMBI

ITonuota U
MPaBUILHOCTh

[IpakTuko-
OpUEHTUPOBAHHBIE

OTICpaIIMOHHBIE 3amUTHl THQOPMAITUK, | pEIICHUsT  MPAKTUKO- | 3ajaHus (3aganus 1-35)
CHCTEMBI, CEpBEPHOE BBISBIISICT €€ YS3BUMBIC | OPUEHTHUPOBAHHOTO
[IpakTuxo-
pOTrpaMMHOE MecTa M OmpeaessieT 3aJaHHs w | P
OpUEHTUPOBAHHBIE
oOecrieyeHne 1 0a3bl HalpaBJICHUS ee MPAKTUYECKOTO
3aJlaHus K DK3aMEHY
JTAHHBIX. COBEPILICHCTBOBAHUS 3aJaHHs
(3amanus 1-8)
TIPH BBITIOJTHEHUH
MPAKTHKO-
OpPUEHTUPOBAHHOTO U
MPAKTUYECKOTO
3aJlaHus
Brnaners undopmanueii | Mcnonb3yer METOABI U | TIOJIHOTA u | [Ipaktuxo-
Y ACUCTBYIOLIUX | cpe/icTBA 3aIIUTHI COAEPKATCIBHOCTD OPUEHTHUPOBAHHEIE
CTanxapTax 1 yadopmanuu B OTBCTa 3ananus (3aganus 1-35)
HOPMAaTUBHBIX yMEHHE MPUBOIUTH
. COOTBETCTBUH C
TpeOoBaHUI B 00JIACTH IIPUMEPBI [paxTHKo-
nH(pOpMalOHHON TIpaBOBLIMH yMEHHE

OpUEHTUPOBAHHbBIE




0e30ImacHOCTH HOPMAaTUBHBIMH CaMOCTOSTEIIEHO 3a/IaHMs K SK3aMEHY
aKTaMH 1 HaxOIUTb pemeHune | (zamanus 1-8)
HOPMATHBHBIMHU IMOCTaBJICHHBIX 3a1a4
METOANYCCKUMU
noxkymentamu ©Ch
Poccun u ®CTIK
Poccun pu
BBITTOJTHCHHH
MPaKTUKO-
OpPUCHTHUPOBAHHOI'O U
MPaKTUYECKOTO

3aJaHus

1.2 lIkansl oLleHUBaHUS:

Texymuii KOHTPOJIb YCIIEBAEMOCTH M IMMPOMEKYTOUHAS aTTECTalNsl OCYIIECTBISETCS B paMKax
HaAKOMUTENIbHOW OaJUIbHO-PeUTHHTOBOM crcTeMbl B 100-0annpHOM 1mIKane:

84-100 6amnoB (OIeHKA «OTIIMYHO)

67-83 6amIoB (OLIEHKA «XOPOILIO»)

50-66 6am1oB (OIIEHKA «YOBICTBOPUTEIHLHO)

0-49 GanyoB (OLEHKA «HEYOBIECTBOPUTEIHHOY)

2 TunoBbie KOHTPOJbHbIC 32JaHUS WJIM WHbIE MAaTePHAJIbl, HEOOX0AMMBbIe /ISl OLleHKH 3HAHUIA,
YMeHHii, HABBIKOB U (MJIM) ONbITA AESTEIbHOCTH, XaPAKTEPHU3YIOIIUX 3Tanbl GOPMUPOBAHUSA
KOMIIETEHIUI1 B IIpolecce 0CBOCHHSI 00pa30BaTeIbHOI MPOrpaMMbl

Bomnpocel Kk 3x3aMeny

1. UYro Takoe Mudopmanmonnas besonacHocts (MUB), kak oHa oTHOCKTCS K HarmonansHOM

besonacHoctn?

[Touemy Baxxna b B coBpeMeHHOM Mupe?

Kaxkue sBIIAIOTCS OCHOBHBIMH COCTaBHbIMU yacTsiMu VB?

MoskeTe 11 Bbl IEPEYHCIUTh OCHOBHBIE MPUHIIMITEI oOecnieueHust Ub?

Kaxkosa knaccuduxanus yrpoz Ub?

Kakue sBISI0TCS OCHOBHBIMH YTPO3aMU JOCTYITHOCTH HH(pOpMauu?

Kak co3nats SQL-cepBep ¢ momomnipio maketa Firebird?

Kak ynpasnare SQL-cepBepoM ¢ momorbto nakera Firebird?

Mertobl aHanu3a yrpo3 OCHOBHbBIM KoMIioHeHTaM NB?

0. Kto Takue xakepsl (3710yMBILUIEHHUKH) U YTO SBJISIETCA UX LEIIMU?

1. Kak oprann3oBaHbl OprpaHU3alMOHHO-KOMMYHUKATUBHBIE cpeacTBa HanmonanbsHOM
Cuctemsl 3amutsl (HC3) B KOMIIBIOTEPHYIO cHUCTEMY?

12. Kakue mepst HCJI cymiecTByIOT 1Sl 3aIMThI KOMITBIOTEPHBIX CUCTEM?

13. Yto HY>KHO 3HaTh 00 yrpo3ax ceTeBOro B3auMoJieicTBUA?

14. Kak kmaccuuIupyroTCs CeTeBbIe aTaKh M KaK OHU OPTaHU3YIOTCS?

15. Kak ynpaBisTh npaBaMu JOCTYIIa B cUCTEME?

16. Kak npenoTBpaTuTh HEaBTOPpHU30BaHHBIN gocTym K JIBC?
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Kak 3aimmTutbest OT pacKphITUSI U HEABTOPU30BAHHON MOIU(UKAIIMY JAHHBIX U TPOTpaMM
B JIBC?

Kak roroBuThcst K pe3epBHOMY KOMUPOBAHUIO 0a3bl JAHHBIX?

Kax 60poThCst ¢ 1eCTpyKTUBHBIME Bo3eicTBUsAMH Ha JIBC?

UYro Takoe nporpaMMHO-TEXHUYECKHUI ypoBeHb IB?

KaxoBa ponb apxutekTypHO# 6e30macHOCTH B coBpeMeHHbIX MC?

Kaxk ycTaHOBUTH cepBep Ha BUPTYalIbHYIO MalIUHY?

Kakue TpeboBanus mpebsaBiIsSIOTCS K TPOrpaMMHO-aIIapaTHBIM CPEACTBaM,
nH(OPMAIIMOHHBIM TOJICUCTEMAaM, CpelicTBaM yrpasienus b, MexceTeBbIM SKpaHam?
Yro npeacTaBisitoT coboi cpencTBa COOCTBEHHON 3aIIUTHI?

Kaxkue cpeacTsa 3a1uThl BKIIOUEHBI B COCTAB BRIUUCIUTEIbHBIX CUCTEM?

Kaxkue moacucTemsl 3aUThl CymecTBYIOT 11 ABToMaTu3upoBaHHbIx Cucrem (AC)?
Kakue TpeboBaHus MpeabABISIOTCA K STUM MoJIcHcTeMam?

Kaxk uzmepsercs 3anumerHocts nHGpopmammu oT HCJI 115t KOMIBIOTEpHBIX cucTeM?
Kaxk oneHnBath 3alIMIIEHHOCTh MEKCETEBBIX 3KPAHOB?

Kak opranusoBaTh U OTpa3UTh CETEBBIC aTaKH?

Kakwue cpencTBa UCTIONB3YIOTCS JUISL 3aLIUTHI C 3alIPpOCOM MH(POpMaLnu?

Kaxkwue cpencrBa akTUBHOM 3alIUTHI CYIIECTBYIOT?

Paznuuute Mexnay akTUBHOM M naccuBHOM 3amuroil I[10.

Kax mpousBoauTCst pe3epBHOE KOMMPOBaHKUE 0a3bl JaHHBIX?

Kak ynpasnare Unix-nonoOHsiMu cucremamu?

Kaxkue cpenctBa cOOCTBEHHOM 3alIMTHI CYIIECTBYIOT?

Kakue nokazarenu 3alIUIIIEHHOCTA UMEIOT MEXCETEBBIE SKPAHbI?

Kaxk BpIMoJIHSIETCA JIAaHUPOBAHUE MEPONTPUATHI IO MPOTUBOACHCTBHIO yrpo3am Nb?
Kax npoucxoautr MOoHUTOpUHT U aHanu3 yrpo3 Ub?

Kakue HopMaTuBHBIE MPAaBOBBIE aKTHI periaMeHTUpyIoT oonacts b B Poccun?

. Kak Benercs paccienoBanue u co6op ynuk nocie Hapymeaus Ub?

Kaxk mpoucxoaut BoccTaHOBIIEHHE PaOOTOCTIOCOOHOCTH CHCTEMBI ITocie Hapyiienus b?
Kak popmupyercs ctpykrypa otaena b B komnanuu?

Kaxoit nepconan HeoOxoaum 1j1st paboTsl B oTaene Mb?

Knaccuduxkanus yrpos Ub;

CocTaB 1 KpaTKasi XapaKTepUCTUKAa BHYTPEHHUX W BHEIIHUX UCTOYHHUKOB yrpo3 Ub;
CocraB U KpaTkasi XapakTEepUCTHKa OCHOBHBIX YTPO3 JOCTYITHOCTH;

CocraB 1 KpaTkas XapakTEpUCTHUKAa OCHOBHBIX YTPO3 LEIOCTHOCTH;

CocTaB 1 KpaTkasi XapaKTepUCTHKa OCHOBHBIX yIpo3 KOH(DUIEHITNAIEHOCTH;
Knaccudukanms kaTeropuii XakepoB M BX IeJICH;

CocraB U KpaTkasi XapakTepUCTHKA OPTraHU3allMOHHO KOMMYHUKATUBHBIX cpeacTB HC/;
CocraB u KpaTkas Xxapakrtepuctuka Texuuueckux cpeacts HC/I;

CocraB u Kparkas XxapakTepuctrka nporpammubix cpeacts HC/I;

XapakTepucTuka OCHOBHBIX yrpo3 Vb nipu B3aumoserictBum ¢ Internet; TpeboBaHus K
IOACUCTEME 3alUThl OT yrpo3 1b npu B3aumonericrsuu ¢ Internet;

Knaccudukanus ceTeBbIx aTak;

Onpenenenne cauddepa makeToB U XapaKTEPUCTUKA OCHOBHBIX CPE/ICTB 3aIIUTHI OT
cHudduHra;

Omnpenenenne [P criyunra n xapakTeprucTHKa OCHOBHBIX CPEJICTB 3aIIUTHI OT HETO;
Omnpenenenue atak tTuna DoS ("oTka3 B o0cmykuBaHUH'") U XapaKTEPUCTUKA OCHOBHBIX
CPEICTB 3alIUTHI OT HUX;

Omnpenenenue NapoabHBIX aTaK M XapaKTEPUCTHKA OCHOBHBIX CPEJICTB 3aILUTHI OT HHX;
Onpenenenne atak Ha ypoBHE pWIokeHUH 1 Tuna Man in the Middle u xapakTepuctuka
OCHOBHBIX CPEJICTB 3aIUTHI OT HUX;
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Omnpenenenue ceTeBOl pa3BeKU U NIepeagpecaliy IOPTOB U XapaKTEPUCTUKA OCHOBHBIX
CPEZCTB 3aLIUTHI OT HUX;

OcCHOBHBIE METOJIbI M YCIIOBUS HEAaBTOPU30BaHHOTO jocTymna k JIBC;

Kparkas xapakrepuctuka ocHoBHbIX ycinoBuii HC/I x JIBC;

Kpatkas xapakTepucTiKa OCHOBHBIX YCIOBHM pacKpbITus AaHHbIX JIBC;

KpaTkas xapakTepucTika HEaBTOPU30BaHHON MOAU(DUKALINY JaHHBIX U IPOrpaMM U
OCHOBHBIX YCJIOBU €€ BO3SHUKHOBEHHS;

Kpatkas xapakTepucTuKa OCHOBHBIX YCIOBUH PacKphITHs U moaMeHbl Tpaduka JIBC;
Ocuousie yrpo3sl b JIBC npu pacnpeneneHHOM XpaHeHHH (HaIoB U yIaTeHHBIX
BBIYHCIICHHUSIX;

OcHOBHBIE CEpBUCHI 0€30MTaCHOCTH;

OcHOBHbBIE IPUHIIUIIBI APXUTEKTYPHON 0€30MaCHOCTU U UX KpaTKas XapaKTepUCTHKA;
CrpykrypHas cxema cucteMbl 31 11 TUIIOBOW MH(POPMALIMOHHOM CUCTEMBI U KpaTKast
XapaKTepUCTHKA €€ OCHOBHBIX OJIOKOB;

OcHoBHbIE (YHKITUU [IEHTPAIM30BAHHOTO YIIPABJICHUS PUCKAMU U aIMUHUCTPUPOBAHHUS
CHCTEMBI 0€30ITaCHOCTH;

OcHoBHbIE (YHKITUH 3AIIUTHI YIPABICHUS TPUIOKEHUSIMU;

OcHoBHbIE (QYHKIIMH 3aIIUTHI CHCTEMBI CETEH;

OcHoBHbIE (YHKITUU 3AIIUTH KOHEUHBIX TOJIH30BATEICH;

Knaccudukanus cpecTB 3alUThl IPOrPaMMHOTO 00ECTIEYeHHS 1 XapaKTepUCTUKA UX
OCHOBHBIX KaTE€TrOpHii;

Knaccudukanms cpeacTs 3amuThl B COCTaBe BRIYUCIUTEIRHOM cucTembl (BC) u
XapaKTEPUCTUKA UX OCHOBHBIX COCTABIISIONINX;

[IpuHIMITBI OpraHu3alny U TEXHUYECKOTO UCITOJIHEHUSI 3al[UThl MATHUTHBIX TUCKOB U
3alIUTHBIX MEXaHU3MOB ycTpoicTB BC;

[IpuHIUITBI OpraHU3aluy U TEXHUYECKOTO UCITOJIHEHHS 3aMKOB 3alIUThI U 3aIlUTHI TUIIA
"u3MeHeHne GyHKuui'";

Knaccudukanus cpenctsa 3aliiThl ¢ 3alIpocoM HHGOPMALIUY U XapaKTepUCTHUKA UX
OCHOBHBIX COCTABJISIFOLIUX;

Haznauenue u npuHuun GopMupoBaHus maposiei, mudpo, CUTHATYP;

Hasnauyenue 1 OCHOBHbBIE TPUHITUIIBI IOCTPOCHHUS ANIAPATYPhI 3aIUTHI;
Knaccudukanus cpeicTB akTUBHOM 3aIIMTHI U XapaKTEPUCTHKA X OCHOBHBIX
COCTAaBJISIIOLIUX;

Ornpenenenne U XapakTepUCTUKA OCHOBHBIX BHYTPEHHUX CPEJCTB aKTUBHOM 3al[UTHI;
OrnpezenieHne U XapaKTepUCTUKA OCHOBHBIX BHEIIHUX CPEJICTB AKTUBHOM 3aILUTHI;
Knaccudukanus cpeicTB HaCCUBHON 3alIUTHI U XapaKTEPUCTUKA UX OCHOBHBIX
COCTAaBJISIIOLIUX;

HazHnaueHue 1 OCHOBHbIE IPUHIUIIBI OpPraHU3aAIMK UIEHTU(DUKALUN TIPOrpamm;
Hasnauyenue u OCHOBHbIE TPUHIUIIBI IOCTPOCHUS YCTPOMCTB KOHTPOJIS;

OO6mmit coctaB TpeboBanuit Mo odecneyeHuto Ub;

TpeboBaHMsI K MPOTPAMMHO aNMapaTHBIM CPEICTBAM;

TpebGoBaHMs K TOJACUCTEME UICHTU(PUKAIIMKA U ayTEHTU(DUKAIUH;

TpeboBaHMs K MOACUCTEME YIIPABICHHS JOCTYIIOM;

TpeboBanus kK MOACUCTEME TPOTOKOJIUPOBAHUS Ay IUTA;

TpeboBaHMs K MOACUCTEME 3AIIUTHI TOBTOPHOT'O UCIIOIb30BAHUS OOBEKTOB U K 3aIIUTE
KpUTUYHOHN MH(OpMAITIH;

TpeboBanwmsI K cpeAicCTBaM 00eCTIeUYeHUs IIEIIOCTHOCTH;

TpeboBanus k cpencrBam yrpasienus Ub;

OO0muwmii coctaB TpeOOBaHMI K MEKCETEBOMY SKpaHy;

[Toncucrema yrnpaBieHHs JOCTYIIOM B aBTOMAaTU3UPOBAHHON CUCTEME U OCHOBHBIE
TpeboBanus K Hel ams 3ammTthl oT HC/;



99. Iloncucrema perucTpalyy U yyera B aBTOMaTU3UPOBAHHON CUCTEME U OCHOBHBIE
TpeboBaHus K Her yist 3amuThl oT HC/I;

100. Kpunrorpadpuueckas noacucrema 3/ B aBTOMaTU3UPOBAHHON CHCTEME U OCHOBHBIE
TpeboBaHus K Her yist 3amuThl oT HC/I;

101. Tlomcuctema obecrieyeHHs LIEIOCTHOCTH B aBTOMATU3UPOBAHHON CHCTEME U OCHOBHBIE
TpeboBanus K Her yist 3amuThl oT HC/I;

[IpakTHKO-OpHEHTHPOBAHHBbIE 3aJaHNUS K IK3aMeHY

1. Co3ganme cBoeii 06a3bl JaHHBIX ¢ TOMOIIBIO makeTa Firebird.

2. YmupapieHue NOJIb30BATEISIMA U IPaBaMH JIOCTyMa B created 0aze JaHHBIX ¢ TOMOIIBIO MTAKeTa
Firebird.

3. Awnamm3 yrpo3 ceouM IT-undpactpykType u pa3padoTKa Ij1aH ASUCTBUH 110 00pbhOE ¢ HUMH.

4. H3ydeHue pa3IMyHBIX KaTETOPUMA XaKEPOB U UX LIENEH, a TAK)KE IPOBEIEHUE TECTOBBIX
YIAJIIEHHBIX CETEBBIX aTaK HA CBOIO CUCTEMY.

5. Hactpolika TEXHUYECKUX U IPOTPAMMHBIX CPEICTB 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO
JIOCTyNa K CBOEH KOMIBIOTEPHOUN CUCTEME.

6. W3zyuenue ys3BuMocTeil cBoei HH(MOPMAIIMOHHON CUCTEMBI M ITPOBEICHUE aHAIM3a PHCKOB.

7. W3yueHue pa3IU4HBIX TUIIOB CETEBBIX aTakK M pa3paboTKa IlaHa OTPAXKEHHUS aTak Ha CBOIO
CUCTEMY.

8. Hacrtpolika cuctemMbl KOHTPOJIS IOCTyIa U YIIPABICHUS ITpaBaMu JOCTYIa B CBOEH JIOKAIbHON
BBIYMCIIUTEIILHOM CETH.

9. Hactpoiika Mep o 3aluTe JaHHBIX U IPOTPAMM B CBOEH JIOKAJIbHON BBIYUCIUTEIBHOM CETH OT
HECaHKIMOHMPOBAHHOIO JOCTYIAa U U3MEHEHUS.

10. HacTpotiika mep 1o 3amuTte Tpaduka B CBOCH JIOKaTbHON BBIYHCIUTEIBLHON CETH.

11. BeinonHeHue pe3epBHOTO KOMMPOBAHMSI CBOMX JaHHBIX U pa3pabOTKa IJIJaHa BOCCTAHOBJICHUS B
ClIy4ae Kpa)ku WIM YHUUYTOKECHHS TAHHBIX.

12. U3ydenue apXuTeKTypbl cBOeil HH()OPMAIIMOHHON CHCTEMBI M pa3padoTKa Iu1aHa 1o ee
3alluTe.

13. Uzyuenue ocobennocrelt coBpeMeHHbIX MIC 1 pa3paboTka MmiiaHa 3aiiiThl OT HOBBIX YTPO3.

14. Pa3paboTKa MOJMTHK ¥ TIPOLETYp MO o0ecredeHn0 HHPOPMAIIMOHHON O€30ITaCHOCTH B CBOCH
OpraHH3alIiH.

15. 3ydeHune MeXCETEBbIX SKPAHOB U BHIOOP MOAXOISIIETO PEIICHHUS JIJIsl CBOSH OpraHU3aIliH.

16. 3yyeHue BCTPOCHHBIX CPEJICTB 3aIIUTHI B CBOEH BHIYMCIUTEIILHONW CHUCTEME U UX HACTPOMKa.

17. Ananu3 3alMIIEHHOCTH CBOCH KOMITBIOTEPHON CUCTEMBI M pa3palbOoTKa IjIaHa 10 YIIYUIIICHUIO
ee 6e30MacHOCTH.

DK3aMeHAIIMOHHOE 33/IaHKe BKITIOUAET 2 TEOPETHUECKUX Borpoca (pazaen «Bompocsr k
9K3aMEHY») U | MpaKTUKO-OpUEHTUPOBAHHOE 3a1aHue ((GOpMHUPYETCS U3 TIEPEUHS 3aJaHUH,
MIPEJICTaBICHHBIX B pa3feine «[IpakTuKo-OpueHTHPOBAHHBIC 3aJaHUS K DK3aAMEHYY).

Kpurtepun onenuBanus:

MakcumanbHOE KOJIMYECTBO OAJIIOB 3a dk3aMeHannonHoe 3aganue — 100 (30 6amtos
MaKCHMAaJIbHO 32 KK/l TEOPETUIECKHi Borpoc, 40 0amioB MaKCUMAIBHO 32 TPAKTHKO-
OPHUEHTHPOBAHHOE 33JIaHNE).

Kputepuu onieHuBaHMs OHOTO TEOPETUYECKOTO BOIIPOCa:

- 25-30 GayI0B BBICTABISIETCS CTY/ICHTY, €CIIM U3JI0’KEHHBIN MaTepuan (PakTHYeCKH BEpEH,
IIPOIEMOHCTPUPOBAHBI INTyOOKHE NCUEPIIBIBAIOIINE 3HAHUSI B 00BEME IIPOIIEHHON POrpaMMBl B
COOTBETCTBUH C IOCTaBJIEHHBIMHU MPOTrPaMMOi Kypca LIeTSIMH U 33a4aMU 00yUeHUsI, U3JI0KEHHE
MaTepHaia Ipu OTBETE - IPAMOTHOE U JIOTHYECKU CTPOHHOE;



- 20-24 GayI0B BBICTABISIETCS CTYACHTY, €CIIH MPOJEMOHCTPUPOBAHBI TBEP/bIE U I0CTATOYHO
NIOJIHBIE 3HaHUS B 00beMe MPOHCHHOM MPOrpaMMBbl IUCIUILINHBI B COOTBETCTBUHU C LIETSIMU
00y4YeHHsI; MaTepuall U3J0KEH JOCTATOUHO MOJHO C OTAEIbHBIMH JJOTHUECKUMH U
CTHJIMCTUYECKMMHU HOTPEIIHOCTAMU;

- 15-19 GanoB BeICTABISIETCS CTYACHTY, €CIIH MPOJEMOHCTPHUPOBAHBI TBEP/IbIC 3HAHUS B
0o0BbEeMe IPOIIEHHOTO Kypca B COOTBETCTBUE C LEISIMUA O0yUEHHs, OTBET COAEPIKUT OTAEIbHBIE
OLIMOKH, YBEPEHHO UCIIPABIICHHBIE MTOCIIE TOTIOJIHUTEIBHBIX BOIIPOCOB;

- 0-14 Gania BeICTaBIIAETCS CTYJIEHTY, €CIM OTBETHI HE CBSI3aHbI C BOIIPOCAMH, JIOMYILEHBI
rpyObie OIMOKH B OTBETE, IPOAEMOHCTPHPOBAHBI HETOHUMAaHHE CYITHOCTH U3JIaraéMoro BOIpoca,
HEYBEPEHHOCTb U HETOYHOCTh OTBETOB Ha JIONOJHUTEIbHBIE U HABOAIINE BOIIPOCHI.

Kputepuu onieHnBaHus NPAKTUKO-OPHUEHTUPOBAHHOTO 3a1aHUS:
- 35-40 GayI0B BBICTABIISIETCS, €CIIM 33JJaHUE PELICHO MOJIHOCTHIO, B MIPE/ICTABICHHOM
peleHrn 000CHOBAaHHO MOTY4€HbI IPABUIbHBIE OTBETHI.
- 25-34 Gasna BBICTABISETCSA, €CIIH 3a/laHUE PEIICHO OTHOCTHIO, HO MIPU OTBETE JIOMYILEHBI
HE3HAYUTEJIbHbIE OLIHOKH.
- 11-24 Ganna BbICTaBISETCSA, €CIH 3a/laHUE PEIICHO YaCTHYHO.
- 0-10 6ayTOB BBICTABIISACTCS, €CITM PEUICHNE HEBEPHO WJIM OTCYTCTBYET.

WToroBeIii pe3yabpTaT (GOpMHPYETCS U3 CYMMBI HAOpaHHBIX 0AJIJIOB 32 BBIITOJHEHHE 3a4ETHOTO
3aJaHMsI 1 COOTBETCTBYET ILIKAJIE:
- 84-100 GamtoB (OIIEHKA «OTIUYHOY)
- 67-83 GayI0B (OIIEHKA «XOPOILIO»)
- 50-66 6anmI0B (OIIEHKA «yIOBICTBOPUTEIHHOY)
- 0-49 6am10B (OLIEHKA «HEYIOBIETBOPUTEIHHO)

Onpoc

CymHocTh ¥ noHsTre nHpopMannonHoi 6e3onacHoctu (Ub);
XapakTepucTHUKa OCHOBHBIX cocTasiistromux Ub;
3nauenne Vb mis cyoObekTOB HHPOPMAITMOHHBIX OTHOIIICHUI;
Mecto Wb B cucTteMe HallMOHAILHOM 0€30IaCHOCTH,
OcHoBHbIE IpUHITUIEI 0O0ecnieueHust 1b;
Knaccuduxkanus yrpos UBb;
CocTaB 1 KpaTKasi XapaKT€pUCTUKAa BHYTPEHHUX W BHEIIHUX UCTOYHHUKOB yrpo3 Ub;
CocraB U KpaTkasi XapakTEepUCTHKa OCHOBHBIX yTPO3 JOCTYITHOCTH;
CocTtaB ¥ KpaTkasi XapakTepUCTHKa OCHOBHBIX yIPO3 LIETOCTHOCTH;
. CocTaB ¥ KpaTKasi XapakTepUCTUKa OCHOBHBIX YTp0O3 KOH(PHUACHIIMATHHOCTH;
. Kimaccudukamnus kareropuii XakepoB U UX ILEJEH;
. CocTaB ¥ KpaTKas XxapakTepUCTHUKA OPraHU3allMOHHO KOMMYHHUKATUBHBIX cpeactB HC/L;
. CocTaB 1 KpaTKas xapakTepuctuka Texuudaeckux cpeacts HC/I;
. CocTaB ¥ KpaTKas XxapakTepucTHKa rnporpaMMHubix cpeacts HCL;
. XapaKkTepucTUKa OCHOBHBIX yrpo3 Vb nipu B3aumosericteum ¢ Internet; TpeboBaHus K
IOoACUCTEME 3aluThl OT yrpo3 1b npu B3aumonericrsuu ¢ Internet;
16. Knaccudukanus ceTeBbIX aTak;
17. Onpenenenue carddepa MakeToB U XapaKTEPUCTUKA OCHOBHBIX CPEJICTB 3alIUTHI OT
cauddunra;
18. Onpenenenue IP ciypunra u xapakTepuCTHKa OCHOBHBIX CPEJICTB 3aILUTHI OT HETOo;
19. Onpenenenue atak Tuna DoS ("oTka3 B 00CIykUBaHUH'") ¥ XapaKTEPHUCTHKA OCHOBHBIX
CPEJICTB 3alIUThI OT HUX;
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20.
. Onpenenenue atak Ha ypoBHE NpwiiokeHui 1 Tuna Man in the Middle un xapakTepuctuka
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Onpez[eneHI/Ie MAapOoJIbHBIX ATAK U XapaKTCPUCTUKA OCHOBHBIX CPCACTB 3allIUTLI OT HUX,

OCHOBHBIX CPEJICTB 3aLUTHI OT HUX;
Omnpenenenue ceTeBoi pa3BeIKU U Nepeagpecalui NOPTOB U XapaKTEPUCTHKA OCHOBHBIX
CPEICTB 3alIUTHI OT HUX;

OCHOBHBIE METOIBI M YCIIOBHSI HEABTOPU30BaHHOTO qocTyna K JIBC;

Kpatkas xapakrepuctrka ocHoBHbIX ycnosuid HCJI x JIBC;

. KpaTkas xapakTepucTHKa OCHOBHBIX YCIOBUU pacKpbITUs JaHHbIX JIBC;
26.

Kpatkas xapakTepucTiKa HeaBTOPHU30BaHHOM MOAU(DHUKAIINK TAHHBIX U MPOTPAMM U
OCHOBHBIX YCIIOBU €€ BO3SHUKHOBEHHSI;

Kpatkas xapakTepucTHKa OCHOBHBIX YCIOBHI pacKkpbITUs U moaMeHsl Tpaduka JIBC;
Ocnognsie yrpo3sl b JIBC npu pacnpeneneHHOM XpaHeHUH (PailioB U yAAJICHHBIX
BBIYHCIICHUSIX;

OcHoBHBIE CepBUCHI 0€30MTaCHOCTH;

OcCHOBHBIE IPUHIIUIIBI APXUTEKTYPHON 0€30MaCHOCTH U UX KpaTKas XapaKTePUCTHKA;
CrpykrypHas cxema cuctembl 3U 11 TuoBoi nHOOPMAITMOHHOW CHCTEMBI U KpaTKast
XapaKTePUCTHKA €€ OCHOBHBIX OJIOKOB;

OcHoBHbI€ (QYHKIIUU LIEHTPAIIM30BAHHOTO YIIPABICHUS PUCKAMU M aIMUHUCTPUPOBAHUS
CHCTEeMBI 0€30I1aCHOCTH;

. OcHoBHbBIE (DYHKIIMU 3aLIUTHI YIIPABICHUS IPUIOKEHUSIMU;
34.
35.
36.

OcHoBHbIE (YHKITUU 3AIIUTH CHCTEMBI CETEH;

OcHoBHbIe (HYHKIUU 3aIIUTH KOHEYHBIX MOJIb30BaTENECH;

Knaccudukanus cpecTs 3auThl TPOrPaMMHOTO 00ECTICUEHUS M XapaKTEPUCTUKA UX
OCHOBHBIX KaTErOpHii;

Krnaccudukanus cpeicTB 3aluThl B COCTaBe BEIYUCIUTENBbHON crcteMbl (BC) u
XapaKTepUCTUKA UX OCHOBHBIX COCTABIISIONINX;

[TpuHIMIBI OpraHU3aIy U TEXHUYECKOTO MCTIOTHEHUS 3alIUThl MATHUTHBIX JUCKOB H
3alIMTHBIX MEXaHU3MOB ycTpoiicTB BC;

[IpuHUUIIBI OpraHU3alMH U TEXHUYECKOTO UCIIOTHEHUS 3aMKOB 3aIUThI U 3aIUTHI TUIIA
"u3meHeHue QyHKIHA";

Krnaccudukanus cpenctsa 3auThl ¢ 3aIpocoM UHDOPMAIIUK U XapaKTEPUCTUKA UX
OCHOBHBIX COCTaBJISIOLINX;

. Haznauenue u npuHmn GopMupoBaHus naposiei, uQpos, CUTHATYD;
42.
43.

HazHnauyeHue 1 OCHOBHbIE IPUHIUIIBI TOCTPOCHUS allapaTyphl 3alllUTHI;
Knaccudukanus cpeacTs akTHBHOM 3aIIUTHI M XapaKTEPUCTUKA MX OCHOBHBIX
COCTaBJISIOLINX;

OmnpezneneHue 1 XapakTEPUCTUKA OCHOBHBIX BHYTPEHHHUX CPEACTB aKTUBHOM 3aIUTHL;
Omnpenenenne U XxapakTepUCTUKAa OCHOBHBIX BHEITHUX CPEJICTB aKTUBHOM 3aIIUTHI;
Knaccudukanus cpeacTs nacCUBHOM 3aLIUTHI U XapaKTEPUCTUKA X OCHOBHBIX
COCTaBJISIOLINX;

Ha3nauenue 1 OCHOBHBIE IPUHIIMITBI OPraHU3AUHN UACHTU(DUKALIUH TPOTPaMM;
HazHnaueHue 1 OCHOBHbIE MPUHIUIIBI TOCTPOCHUS YCTPOUCTB KOHTPOJIS;

OO6muii cocraB TpeboBaHmii mo obecnieuenuto Ub;

TpeboBanus K MPOrpaMMHO alapaTHBIM CPEICTBAM;

TpeboBaHus K MoACUCTEME UICHTH(PHUKALINN U ayTEHTUPHUKAINHN;

TpebGoBaHus K MOJCUCTEME YIIPABICHHS TOCTYIIOM;

TpeboBaHMs K MOACUCTEME POTOKOTUPOBAHUS AYUTA;

TpebGoBanus K MOJCUCTEME 3aLTUTHI TOBTOPHOT'O UCIOJIB30BaHUs O0BEKTOB U K 3aIIUTE
KPUTUYHON HH(OpMAIUH;

TpebGoBanus K cpencTBamM o0ecreueHus eTOCTHOCTH;

TpeboBanus k cpencrBam ynpasienus Ub;

OO06mwmit coctaB TpeOOBaHUHN K MEKCETEBOMY dKpaHYy;



58. IloacucremMa ynpaBieHMs JOCTYIIOM B aBTOMaTU3UPOBAHHON CHCTEME U OCHOBHBIE
TpeboBaHus K Hel yist 3amuThl oT HC/I;

59. IlogcucreMa perucTpalyy U y4eTa B aBTOMaTU3UPOBAHHON CUCTEME U OCHOBHBIE
TpeboBaHus K Her yist 3amuThl oT HC/I;

60. Kpunrorpadudeckas moacucrema 3/ B aBTOMaTU3UPOBAHHON CHCTEME U OCHOBHBIC
TpeboBanus K Her yist 3amuThl oT HC/I;

61. Iloncucrema obecrievueHus 1eTOCTHOCTH B aBTOMAaTU3UPOBAHHON CUCTEME U OCHOBHBIE
TpeboBaHus K Her yist 3amuThl oT HC/I;

62. INokazarenu 3amuieHHocTH nHpopMmaru o HCJL U1 KOMIIBIOTEPHBIX CUCTEM M UX
KpaTkas XxapakTepucTuka. [lokazarenu 3alnIeHHOCTH MEXCETEBBIX IKPAHOB U UX KpaTKas
XapaKTEpUCTHKA.

63. Borpochl 1151 TOATOTOBKHU K YK3aMEHY.

64. CyurHocTh 1 ioHsiTue nHbopMarmonHoi 6e3onacHoctu (Mb);

65. XapakTepucTuKa OCHOBHBIX cocTaBiisitomux Ub;

66. 3nauenue Ub 11t cyObekTOB HH(GOPMAIIMOHHBIX OTHOILICHUH;

67. Mecto Ub B cucTeMe HAalIMOHAJIBEHOM 0€3011aCHOCTH;

68. OcHoBHBIC TpUHIHIEBI 0OecnieueHus 1b;

Kpurepun oneHuBanus:
MakcumanbHOE KOJIMYECTBO OAIJIOB, KOTOPOE 00yJaromuiicst MoxkeT Haopath — 40 6awtoB (3a 40
OTBETOB).
OTBeT Ha BONPOC OLCHUBAETCA:
- 1 Gayn — mpaBWIIBHBINA U TTOJIHBINA OTBET;
- 0 6anmIoB — HEMpaBWJIbHBIN OTBET WJIM OTBET HE MPEICTABIIEH.

10.
11.

12.

[IpakTHKOOPHEHTHPOBAHHBIE 3a1aHUS

Hamnucanne ckpunToB Ha si3bike SQL 1151 BBIMOTHEHUS oniepaluii ¢ 6a30i TaHHBIX, HAIPUMED,
COo3/1aHus TabNu1, 10OaBIICHUS 3aMCel, U3MEHEHHS U yJalleHUs TaHHBIX.

Hacrpoiika cucteMbl MOHUTOpPUHTA COOBITHIA B cBoei M T-undpacTpykType u mpocmMoTp
KYPHAJIOB COOBITUH JUISI BBISIBIICHUS TOTCHLIUAIBHBIX YTPO3 0€30MacHOCTH.

TectupoBanue 6e3omacHocTn web-tiprnoxenuii 1 API, ucnonb3yrommxcsi B CBOCH
OpraHM3aly, ¢ IOMOLIbI0 aBTOMAaTU3UPOBAaHHBIX CpeAcTB, Takux kKak OWASP ZAP unu Burp
Suite.

Pa3paboTka MoJMTHK U POLeyp 10 HCII0JIb30BaHHI0 BHEITHUX USB-ycTpoicTB 1 qpyrux
CHEMHBIX HOCUTEIIEH B CBOEH OpraHU3aIlUu.

Hactpoiika cuctemsl mm@poBaHus JaHHBIX HA AUCKAX jKeCTKOro drives U B 00JIa4HbIX
XPaHWINILAX.

CocraBieHue 4pe3BbIYAIHOTO IJIaHa OTBETA Ha KMOEPYrpo3bl U POBEICHUE YUEHHII 110 ero
peann3anum.

N3ydenue u TecTupoBaHNE MEXaHU3MOB JIBYX(DaKTOpHON ayTeHTU(UKALIMY IS TOCTYIIA K
CHUCTEMaM U CEpBHCaM CBOEH OpPraHHU3alUN.

Hacrpoiika cucreMs! ynpaBiieHHs Y4ETHBIMU 3AIIUCAMU U ITAPOJISIMU I COTPYAHUKOB CBOEH
OpraHu3alyu.

W3ydenue u TecTupoBaHHE MEXaHU3MOB MEYATHBIX MAPKEPOB M TOKCHOB JJIs1 ayTEHTU(UKALIIH
MOJIb30BaTENIEN B CBOCH OpraHU3alyy.

Pa3zpaboTka monuTuk u mpoueayp mno ucnoiabzoBanuio Wi-Fi cereil B cBoel opranm3ariim.
N3yuenune u HacTpoiika cuctem npenoTepamieHus Brop;kenuit (IDS/IPS) mis cBoeit UT-
UHPPACTPYKTYPHI.

TectupoBanue 6€30MaCHOCTH CBOUX MOOMIIBHBIX YCTPOUCTB M pa3padOTKa MOJUTHK UX
MCII0JIb30BaHUs B CBOEM OpraHU3allnu.



13.

14.

15.

16.

17.
18.

19.
20.

21.

22.

23.
24.

25.

26.

27.

28.

29.
30.

31.

32.

33.

34.

35.

W3ydenue u HacTpoiika cucTeM OOHAPYKEHUS U KOPPEKLUHU ys3BUMocTel B cBoeit UT-
uH(ppacTpyKType.

Pa3paboTka MoJMTHK U IPOLeyp MO MCIIO0JIb30BAaHUIO 00JIAUHBIX CEPBUCOB B CBOCH
OpraHH3aIiH.

Hactpoiika cucteMsl yrpaBieHus: BEpCUsAMHE Ui Koja U KoHpurypaunuii B ceoeit UT-
uH(ppacTpyKType.

TectupoBanue 6€30MaCHOCTH COOCTBEHHOTO CaiiTa UM BEO-TIPHIIOKEHHS ITyTEM MPOBEICHHS
penetration testing'a unu vulnerability scanning'a.

Wzydenue u HacTpoiika cucreM 3amuThl oT DDoS-arak s cBoeit UT-uHpacTpyKTyphbI.
Pa3zpaboTka monuTuk 1 mponeayp mo 6e30macHOMy UCIOJIB30BaHUIO e-mail B cBoei
OpraHH3aI1H.

N3yuenune u HaCTpOWKa CUCTEM JIOTUPOBaHUS U ayauTa 1 cBoeid UT-undpactpykTyphl.
Pa3paboTka mosmTHK U poIieyp Mo 0€301MacHOMY MCIIOJIb30BAaHHUIO COIIMATIBHBIX CETeH U
MECCEH/I?)KEPOB B CBOEH OpraHu3aluu.

TectupoBanue 6€30MACHOCTH YIAIEHHOTO JOCTYIA K CHCTEMaM U CEpBUCAM CBOEH
OpraHu3aIy MyTeM MPOBEACHUS remote access testing'a.

W3ydenue 1 HacTpoiika CHCTEM aBTOMATU3aLUHU YIpaBieHus patches 1 0OHOBICHUSIMHU 151
cBoeit UT-undpacTpyKTyphl.

PazpaboTka monuTUK u MpoLeayp 1mo ucnoiab3oBanuio VPN B cBoeil opranuzanuu.
TectupoBanue 6e3omacHocT cTopoHHETo 110 U cepBUCOB, HCTIOIB3yEMBIX B CBOCH
opraHu3zaiuu, myrem nposeaenus code review'a unm black box testing'a.

N3yuenune u HacTporKa CUCTEM (UITUHTOBOM 3aIIUTH U OpaHIMay3poB it cBoeit MUT-
UHPPACTPYKTYPHI.

Pa3zpaboTka moauTHK 1 Iporeayp mo 6€30macHOMY HUCITOIH30BAHUIO O0JAYHBIX XPAHUITHII
JTaHHBIX B CBOEH OpraHMU3alH.

TectupoBanue 6e3omacHOCTH 0a3 TaHHBIX CBOCH OpraHM3aIliy MyTeM npoBeneHus database
security testing'a.

N3yuenune u HacTpoliKa cUcTeM O6e30macHOCTH KoHpuUTryparuii 1uist ceoeit UT-
UHPPACTPYKTYPHI.

Pa3zpaboTka moauTuk u mporeayp 1mo ucronb3oBaHuio [0T-ycTpoiiCTB B CBOEH opraHU3aIlyy.
TectupoBanue 6€30MaCHOCTH OECIIPOBOIHBIX CETE CBOEH OpraHu3aluy MyTeM MPOBEACHUS
wireless network security testing'a.

W3ydenue u HacTpoika CHCTEM KOHTPOJISL JOCTyNA K Qaiinam u nankam B cBoerd UT-
uH(ppacTpyKType.

Pa3zpaboTka moMuTUK U IPOLIEAYP MO OE30MaCHOMY UCTIONB30BaHUIO (pIIeHI-HAKOMUTENeH 1
JIPYTUX ChbEMHBIX HOCUTENIEH B CBOEH OpraHu3allui.

TectupoBanue 6€30MaCHOCTH CETEBBIX YCTPONUCTB CBOCH OpraHM3aluy MyTeM MPOBEACHUS
network device security testing'a.

Wzydenue u HacTpoiika cucreM 0e30macHOCTH 00auHO HHppacTpyKTypsl aist cBoeit UT-
HH(PPACTPYKTYypPHI.

Pa3paboTka MoymMTHK U POLeyp MO MCIoIb30BaHuI0 Al 1 MammHHOTO 00yUYEHHSI B CBOCH
OpraHH3aIiH.

Kpurepun oueHuBanms:
MaxkcumanbHOe KOJTM4eCTBO 0ajIoB, KOTOpoe o0yJaromuiicss MoxkeT Habpats — 60 GayioB (3a 12
3aJIaHUM ).
Kaxnoe 3ananue orieHUBaeTCs:

- 5 6ayuIoB. — 33/1aHNE BBIIIOJIHEHO BEPHO;

- 4 GayyIoB. — P BBIMOJIHEHUH 33JJaHUs OBbUIH JOMYIIEHBI HETOYHOCTH, HE BIUSIOIINE HA
pe3ynbTart;

- 3 QayJIOB. — IPU BBINOJIHEHUH 33aJaHHsI ObUIM JOMYIICHbI OIINOKY;

2.

1 GamIoB. — IPH BBIMTOJIHEHUH 33JI1aHUS ObUTHA JTOTYIIEHBI CYIIIECTBEHHBIE OIUOKH;



- 0 0ayUIOB. — 3aJaHUE HE BBITIOJIHEHO.

3 Mertoanueckue MaTepHaJbl, OINpeaessiolue NPoUelypbl OUECHWBAHHMS 3HAHWUI, YMEHMIH,
HABBIKOB M (WJIHM) ONBITA [JeATEJbHOCTH, XapaKTepU3YHIHMX IJTanbl (OPMHPOBAHUS
KOMITeTeHIH

[Iponenypsl OLIeHUBAaHUS BKJIIOYAIOT B ¢€0s TEKYIIMH KOHTPOJIb U IPOMEKYTOUHYIO aTTECTALIHUIO.
Texkymmii KOHTPOJIb YCIIEBAEMOCTH MPOBOAMUTCS C HCIIOJIB30BAHMEM OLIEHOYHBIX CPEICTB,
IPEJCTaBICHHBIX B II. 2 JAHHOIO MNPWJIOKEHMs. Pe3ynbTaThl TEKyLIEro KOHTPOJS IOBOASATCS 0
CBEJICHMSI CTYIEHTOB /10 IPOMEKYTOUYHON aTTECTALNH.

IIpomexyTouHAas1 aTTeCTALMSA IPOBOIUTCS B popMeE 3a4eTa, IK3aMeHa.

3a4yeT NMPOBOAUTCS MO PACIUCAHHIO TMPOMEXYTOYHOM aTTecTaluu B YCTHOH ¢opme. KommuectBo
BOIIPOCOB B 3a4€THOM 3alaHuud — 3 (2 TeopeTnueckux, | MPaKTUKO-OPUEHTHPOBAHHOE 3aJIaHUEC).
PesynbTarel arrecranMM 3aHOCATCS B BEJOMOCTh M 3a4YETHYIO KHWKKY cTyzneHTa. CTyaeHTbI, He
IpoUIe/IINe MPOMEKXYTOUHYIO aTTeCTalUIo MO rpaduKy, JOKHBI JIUKBUAUPOBATH 33J0JKEHHOCTh B
YCTaHOBJIEHHOM IOPSJIKE.

DK3aMeH MPOBOAMTCS MO PACHUCAHUIO MPOMEKYTOUYHOW aTTecTanuu B ycTHOW (dopme. KomnuecTBo
BOMPOCOB B HK3aMEHAIIMOHHOM 33/JaHuU — 3 (2 TEopeTHYecKHX, | NPaKTHKO-OPUEHTHPOBAHHOE
3agaHue). Pe3ynabpTaTsl aTTecTalluy 3aHOCATCS B BEIOMOCTh U 3a4€THYIO KHIKKY cTyneHTa. CTy/lIeHThI,
HE MPOIIEANINE TPOMEKYTOUHYIO aTTECTALMIO IO rpaduKy, JOJKHBI JTUKBUAUPOBAThH 33J0JDKEHHOCTh
B YCTaHOBJICHHOM MOPSAKE.



puiaoxenne 2

METOAUYECKHUE YKA3AHMUSA 11O OCBOEHHUIO JTUCHUIIJIMHBI

Y4eOHBIM MJIaHOM MPETYCMOTPEHBI CIIEYIOIINE BUIbI 3aHSITHIA:

- JIeK1INH;

- MPAKTUYECKUE 3aHATHSI.

B xone JNEeKIMOHHBIX 3aHATUN PAcCMaTPUBAIOTCS OCHOBHBIC MOHSTHS B OOJACTH HH(POPMAIMOHHON
0€30MacHOCTH U 3aIIUThI UH()OPMAILIUH, METOIBI OOHAPYKEHUS ¥ OPTaHU3AIUN TPOTUBOICHCTBUS aTaK
Ha WH(OpPMAIMOHHBIE CETH, TPEeOOBaHUS IO 3allUTe KOH(HICHIHMAILHOH HH(OpMAIMH, JAIOTCS
PEKOMEHAALINHU I CAMOCTOSITEIbHON pabOThI U MOATOTOBKH K MPAKTUYECKUM 3aHSATHSIM.

B xome mnpakTHueckux 3aHATHHA YIrIyONSIOTCA M 3aKpEIUISIOTCS 3HAHMSI CTYIAEHTOB IO PALY
PacCMOTpPEHHBIX Ha JIEKIMAX BOMNPOCOB, DPAa3BUBAIOTCS HABBIKM pEIICHUs 33aJad [0 3alluTe
HH(pOPMAITMOHHBIX 0OBEKTOB.

[Ipu mOATOTOBKE K MPAKTHYECKUM 3aHATUSM KKIBIA CTYJICHT JTOJIKEH:

- U3yYUTh PEKOMEHOBAHHYIO YUYEOHYIO JTUTEPaTypy;

- U3yYUTh KOHCIIEKTHI JICKITU;

- 03HAKOMHUTHCS C OMUCAHUEM TPAKTUYECKON pabOTHI;

- MOATOTOBUTH OTBETHI HA KOHTPOJIBHBIC BOMPOCHI IO U3y4aeMON TEME.

B nmpomecce mOArOTOBKM K NPAKTHUYECKUM 3aHSATHSIM  CTYJEHTBl MOTYT BOCIOJIB30BaThCS
KOHCYJIbTAIUSIMU MPEoiaBaTesl.

Bonpocel, He paccMOTpeHHblE Ha JIEKIMSIX M MPAKTHUYECKUX 3aHATHSX, JOJDKHBI OBITh HM3y4YEHBI
CTYJICHTaMH B XOJIE CaMOCTOSITEIbHOU paboThl. B x0/1€ camocToATenbHON pabOThl KaXAbld CTYIEHT
00s13aH MPOYUTATh OCHOBHYIO U, IO BO3MOXKHOCTH, IOIOJHUTEIBHYIO JHTEpPATypy MO H3ydaeMou
TeMe, JOMOJIHUTh KOHCIIEKTHI JICKIIUN HEAOCTAIONINM MaTeprUaIoM, BEIMTUCKAMU U3 PEKOMEHIOBAaHHBIX
WUCTOYHUKOB. BBIIENUTh HENMOHSTHBIE TEPMHUHBI M HAWTH WX 3HAYECHUE B DHIIUKIONEIAYSCKUX
CIIOBapsIX.

JIJ1s TOATOTOBKU K 3aHATHAM, TEKYLIEMY KOHTPOJIO M MPOMEXYTOUHOM aTTeCTalli CTYJEHThl MOTYT
BOCTIOJIb30BaThCS AIEKTPOHHO-OMOIMOTEYHBIMU crcTeMaMH. Takke oOydaroluecsi MOTYT B3ATb Ha
JIOM HEOOXOAMMYIO JTUTEPATYPy Ha AOOHEMEHTE YHUBEPCUTETCKON OMOIMOTEKH MM BOCIIOJIb30BATHCS
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