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KA®EJIPA HNndopmannonnas 6e30nacHOCTH

Pacnpeuenelme 4acoB IMCHUILVIMHBI 10 ceMeCTpaM

Cemectp
(<Kypc>.<Cemectp Ha 6 (3.2)
Kypee>) Hroro
Henenp 16
Bun 3ansaruit vir | PO | v PIT

Jlexun 32 132 |32 (32
IIpakTuueckue 48 |48 |48 (48
Hroro ayn. 80 |80 (80 |80
KonraktHas pabora 80 |80 |80 |80
Cawm. paborta 28 28 |28 |28
Yacsl Ha KOHTPOJIb 36 |36 |36 |36
Hroro 144 |1 144 | 144 | 144
OCHOBAHHE

Y4eOHBIN TUTaH yTBEPKIIEH YIEHBIM COBETOM By3a oT 25.06.2024 r. mpoTokox Ne 18.
[Iporpammy coctaBmi(u): noueHT, [Ipoxopos A.U.
3aB. kadeapoii: k.3.H.,m01eHT Paguenko HO.B.

MeTtoaudecknii COBET HalpaBJIeHUs: [1.3.H., npodeccop Tumenko E.H.



1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 |m3yunTh TeopeTHUeckHe OCHOBBI HH(popmammonHOH Oe3omacHoctn (MB) m MeTomonmormdeckwe HOPMBI CHCTEMHOTO
obecrieyeHus 3aMThl THYOPMALIMOHHBIX IPOLIECCOB B KOMIBIOTEPHBIX CHCTEMaX.

2. TPEBOBAHMUA K PE3YJIBTATAM OCBOEHUA JUCITUAIIJINHBI

IIK-1: cnocoGeH BBINOJHATHL PadoThl MO YCTAHOBKE, HACTPOWiKe U OOCIY;KMBAHHI0O TPOrPaMMHBIX, HNPOrPaMMHO-
ANNapaTHBIX (B TOM YHC/Ie KPUNTOrpagpuuecKux) 1 3alliHIEHHbIX TEXHUYECKUX CPeACTB 00padoTku uHGopManuu

B pe3yibTate 0CBOCHHS JUCHUILINHBI 00y4AIOIIUICS JOJIZKEH:

3HaThb:

OcHOBEHI KpHITOTpad i, 0COOCHHOCTH Pa3IMYHBIX OIIEPAMOHHBIX CHCTEM (COOTHeceHo ¢ nHankaropom I1K-1.1)

Ymern:

YCTaHaBIUBATh CHUCTEMbI KPUNTOrPapHYECKOW 3aUTHl MH(POPMAIH ¥ OIEPalMOHHBIX CHCTEM (COOoTHeceHo ¢ mHamkaropom IIK-
1.2)

Bnagern:

HaBBIKAMH HACTPOWKH CPEACTB KPHUNTOTpapHUIecKOd 3amuThl MHGOOPMAIUM B COOTBETCTBHH C TPeOOBAaHUSIMH TOCYIApPCTBEHHBIX
CTaHJapTOB, OOCITY)KHMBaHNUE ONIEPAI[IOHHBIX CHCTeM (cooTHeceHO ¢ nHankaropoM I1K-1.3)

3. CTPYKTYPA U COAEPKAHMUE JUCIUIIJINHBI

Pazgen 1. OcHoBHBIE cOcTaBJsIOLIME U YTPO3bl HH(popManuonHoii 0esonacHoctu (UB).

Ne HaumeHnoBanue Tembl / Bua 3ansarus Cemecrp Yacos Kowneren- Jlurepartypa
/ Kype HHH
Beenenne: cymocts u mnoustue Ub; 3nauenne Wb u ee mecto B JI1.1, J11.2, JI1.3,
1.1 . 6 2 TK-1
CHCTEME HAMOHATBLHOU Oe3omacHocTH / Jlek / JI2.1, J12.2
12 OCHOBHBIEC ONpEJENICHUs: OCHOBHBIE cocraBisonme Kb, ocHOBHBIE 6 ) MK-1 JI1.1, JI1.2, JI1.3,
" | npuaIIEITE 06ecnieuenus Ub. / Jlek / JI2.1,J12.2
Yrpo3bl nHGOPMAIIMOHHON 0e301MacHOCTH: OCHOBHBIE OIPEICNICHHS H JI1.2,J11.3,J12.1,
1.3 6 2 TK-1
KJ1acCU(UKaIHsI yTpo3, OCHOBHBIE YTPO3bl AOCTYIHOCTH. / Jlek / 2.2
1.4 3ammra 06a3 maHHBIX: co3gaHue SQL — cepBepa C HCMOJNB30BaHUEM 6 4 MK-1 JI1.2, 1.3, J12.1,
" |makera Firebird /IIp/ 2.2
15 YnpaBneHue 3auToi 6a§ JIGHHBIX:  YIpaBIIeHUE SQL — cepBepom ¢ 6 4 MK-1 1.3, J12.1, 2.2
ncnonb3oBanuem nakera Firebird / Ip /
16 OCoOeHHOCTH TOCTPOCHNH WH()OPMAIIMOHHON OE30IaCHOCTH: aHaIN3 6 3 K-1 1.3, J12.1, 2.2
yrpo3 ocHOBHBIM coctasisttommm Ub. / Cp /
Pa3nen 2. Anajau3 neseii ¥ cpeACTB 3J10yMBIIJIEHHUKOB B KOMIIbIOTEPHBIX CETAX
o Cemectp Komneren-
Ne HaunmeHoBanue Tembl / Buna 3ansatus / Kype Yacos - Jlutepatypa
VYiajgeHHbIC CETeBbIC aTakW: KIacCH(UKAMs KaTeropuid XakepoB
. JI.1, JI1.2, JI1.3,
2.1 | (310YMBIIIJICHHUKOB) 51 )50.4 LeJen. OpraHu3aioHHO- 6 2 TIK-1
JI2.1,J12.2
KoMMmyHHKatuBHEIE cpenctea HCJI B kommbroTepHyto cuctemy. / Jlek /
3ammTa OT HECaHKUMOHHMpOBaHHOro nocrymna: cpenctea HCJ[ B JI1.1, J11.2, JI1.3,
2.2 6 2 IK-1
KOMITBIOTEPHYIO CHCTEMY: TEXHUYECKHE, TporpaMMHsIe. / JIek / JI2.1,J12.2
3amuTa CETEeBOro B3aMMOJIEHCTBUSA: OCHOBHBIE CBEAEHHUS 00 yrposax
9 JI.1, JI1.3, J12.1,
2.3 |ceTeBOro B3aMMOAEHCTBHUS, aHAIW3 YA3BUMOCTH HMH(OPMAIMOHHBIX 6 2 IK-1
J2.2
cucreMm (UC). / Jlek /
CereBble  araku:  Kiaccu(UKaus  CETEBBIX aTak W aHau3 JI1.1, JI1.3, JI2.1,
2.4 . 6 2 [K-1
ocobeHHOCTeH nx opranuzanuu. / Jlek / 2.2
2.5 | CucTeMbl KOHTPOJIS TOCTYIIA: YIIpaBiIeHUE paBaMu noctyma / [1p / 6 4 TIK-1 AL, ?11232’ 2.1,
26 CucteMbl yIpaBjieHHsI JOCTYINOM: YIPaBIICEHUE IpaBaMH JAOCTyNa B 6 4 MK-1 JI1.1, J11.3, J12.1,
© |JIBC/Ip/ 2.2
3amuTa JIOKAIBbHOM  BBIYMCIUTENBHOM CETHU: HEaBTOPU30BaHHBIN 1.2 1.3, 2.1
2.7 |moctyn x JIBC. HCJ & pecypcam JIBC, packpsiTue U 6 4 TIK-1 - JIZO 2’ o
HEaBTOPH30BaHHAs MOM(HKAIHS JaHHBIX U porpamm. / Cp / )

Pa3nen 3. 3amuTa onepanuoHHbIX cHcTeM: crieluuKa 6e30MaCHOCTH JOKAIBHBIX BRIYMCINTEIBHBIX ceTeii (JIBC) n
HH(OPMALHOHHBIX CHCTEM.




Cemectp

Komneren-

Ne HaunmeHnoBanue Tembl / Bua 3anatus Yacos Jlurepartypa
/ Kype M
3ammTa JIOKATBHON  BBIYUCIUTENBHOH CETH OT MOAU(HKAINU:
3| |HCABTOPH3OBAHHBIE JOCTYN K JIBC, HCH x pecypcam JIBC, 6 5 K-1 1.2, J12.1, 2.2
pacKpbITHE W HEaBTOpW30BaHHast  Moaudukanus  JaHHBIX U
nporpamm. / Jlek /
3ammra TpaduKa JIOKATEHOH BBIYUCIUTENBHON CETH: PACKPBITHE H
35 |mommena tpapuka JIBC, paspymenune ¢ynkuuii JIBC, oum61<1:1 B 6 5 K-1 13,121, 122
HPOTPaMMHOM OOECIICUCHHH, KOHTPOJIb YOAICHHBIX BBIYUCICHHH. /
Jlex /
33 Pe3epBHOE KONMHPOBaHWE MJAHHBIX: IOATOTOBKA K PE3EePBHOMY 6 4 HK-1 1.3, J12.1, 2.2
KOIMPOBaHUIO 6a3bl qaHHbIX / [1p /
JlecTpyKTUBHBIE BO3/€HCTBHS Ha JOKATbHYIO BBIUYHCIMTENBHYIO CETh: 1112 711.3. 7121
3.4 |paspymenne ¢ynkmuii JIBC, ommOkn B mporpaMMHOM oOeCIICUeHHH. 6 4 IIK-1 - HZ. 2’ "

KonTpons ynanennasix Beraucnenuit. / Cp /

Pa3znen 4. IlporpaMMHO-TeXHHYECKAS 3AIIATA: OCHOBHBIE IIPOrPAMMHO-TeXHHYECKHE MEPbI 3alIUTHI HH(POPMAIHOHHBIX

npoueccoB U nporpaMmmHoro odecrieyenus (I10)

Cemectp

KomneTen-

Ne HaumeHnoBanune Tembl / Bua 3ansTus Yacos Jlutepatypa
/ Kype 101071
ApxuTeKkTypHas 0€30MacHOCTb: OCHOBHBIE MOHATHS IPOrPaMMHO- 1.1 711.2. 7113
4.1 |texnmueckoro ypoBHI Wb, ocobennoctm Wb cospemennsix UC, 6 2 IIK-1 L o A
JI2.1,J12.2
apXuTeKTypHas Oe30macHOCTs. / JIex /
49 CrpykrypHas cxema cucteMbl 3U B TumoBoii C: ocHOBHBIE (DYyHKIHA 6 ) MK-1 JI1.1, J11.3, JI2.1,
| yposneit 3U B UC. / Jlex / 2.2
CpenctBa cobctBeHHON 3amuthl [10: cpemcTBa 3aMTEI B COCTaBe
N JI.1, JI1.2, JI1.3,
4.3 |BBIUUCIUTENBHOM  CHCTEMBI, CPEACTBA  3AlIUTBl C  3aIPOCOM 6 2 IIK-1
JI2.1,J12.2
uapopmaruu. / Jlex /
TuIBl 3aUTEl  TPOTPAMMHOTO  OOECHEYECHHUS: CpeICTBA AKTHBHOM JI1.1, J11.3, J12.1,
4.4 . 6 2 [IK-1
samutsl 110, cpexcTBa maccuBHOM 3amuThl. / Jlek / 122
4.5 |3ammra CYB/I: pe3epBHOE KommupoBaHue 0a3bl JaHHBIX / [Ip / 6 4 TIK-1 T Jlfzﬂll 'JZI’ZJ-;lj’
Ky . PR = =
46 SamuTa B *nix-cucremax: ympasieHue Unix — mogoOHON cuUcTeMou. / 6 4 MK-1 JI1.1, JI1.3, JI2.1,
Ip/ 2.2
4.7 | CobcTBeHHas 3amuTa: CpeicTBa COOCTBeHHOH 3amuTh. / Cp / 6 8 TK-1 JI1.3, J12.1, JI2.2
Paznen 5. Ctpykrypa TpeGoBaHMii K CpeICTBaM 3al[UTHI: OCHOBHbIE KATErOpPUHU TPEOOBAHMIT K MPOrPAMMHON U
NMPOrPaMMHO-ANINAPATHOH pean3aliu CPeICTB 3aUUTHI HHpOPpMAIHH.
o Cemectp Komnerten-
No HaumenoBanue Tembl / Bua 3ansTus / Kype Yacos - Jluteparypa
Oo0mue TpedoBanus 1o obecrniedeHuro Mb: TpeboBaHMs K MpOrpaMMHO
-anmapaTHEIM  cpeicTBaM,  TpeOOBaHMSA K HH()OPMAIIMOHHBIM JI1.1, J11.2, JI1.3,
5.1 6 2 TIK-1
nogcucreMaM (MACHTH(UKAMM ¥ ayTeHTH(UKAUM, YyIpaBICHUSL J12.1,J12.2
noctymnom). / Jlek /
O6uue TpeboBaHUs K UH(pOPMAIIMOHHBIM nojcucreMam
JI.1, JI1.2, JI1.3,
5.2 | (mpoTOKONMpOBaHUS, ayAuTa W T.I.), TPeOOBaHUS K CpEACTBaM 6 2 TIK-1
JI2.1,J12.2
ynpasnerus 1B, TpeGoBaHms K MexceTeBOMYy dKpany. / Jlek /
JI1.1, J11.3, J12.1,
5.3 | BupTyamusanus: ycTaHOBKa CepBepa Ha BUPTyalbHy0 Mamuny. / [Ip / 6 4 TIK-1 2
Bcerpoennble cpencTBa  3alIMTHI:  CpEACTBA  3allUTBI B COCTaBe JI.1, JI1.2, JI1.3,
5.4 - 6 4 TK-1
BBIYUCIUTEIbHOMN cucTeMsl. / Cp / JI2.1,J12.2
Pa3nen 6. TpeboBanus k 3amure apromatusupoBaHHbix cucreM (AC) or HC.
Ne HaumenoBanue Tembl / Bua 3ansrus Cemectp Yacos Kowneren- Jluteparypa
/ Kype MU
OCHOBHBIE XapaKTEepUCTUKU TEXHUYECKUX cpeAcTB 3amuTel or HCJI:
ocHoBuble moacuctembl 31 ot HCJ] mis AC (ympaBieHHS TOCTYIIOM, JI1.2, J11.3, J12.1,
6.1 6 2 IK-1
perucTparii M yd4eTa,  KpuITorpadmueckas, obecrieueHus 122
LEJIOCTHOCTH) U TpeOoBanus K HUM. / Jlek /
6.2 AHanM3 3allWIIEHHOCTH: TOKa3aTeNid 3allluIIeHHOCTH WH()OopMauu 6 ) MK-1 JI1.1, JI1.2, JI1.3,
| or HCA nnsa xommbtorepHbix cucteM / [p / JI2.1,J12.2
MesxceTeBble JKpaHbl: TOKa3aTelW  3allUIIEHHOCTH MEKCETEBBIX JI1.1, JI1.3, JI2.1,
6.3 6 2 TK-1
skpanoB. / Ip / 2.2
6.4 3amuTa OT CETeBBIX aTak: OpPraHu3alus M OTPHKCHHE CETEBBIX arak / 6 4 MK-1 JI1.1, JI1.2, JI1.3,
©|Ip/ J12.1,J12.2
6.5 |AxtuBHas1 wHTepQeiiCHas 3alUTa: CpeACTBa 3alllUTHI C 3alpOCOM 6 8 TIK-1 JI1.1, J11.2, JI1.3,




napopmarmu. Cpencrsa akTHBHOHN 3amuTsl. / [Ip / JI2.1,J12.2

JI1.1, J11.2, JI1.3,

6.6 | / Dx3amen / 6 36 TIK-1 2.1, 712.2

4. POHJ] OLIEHOYHBIX CPEJICTB

CrpykTypa U comepkaHue ()OHIa OIEHOYHBIX CPEJICTB IS MPOBEACHUS TEKYIIEH M IPOMEKYTOUHOH aTTeCTalliy IIPEICTaBICHB B
IIpunoxennn 1 k pabodeit mporpaMme AUCITUIUIAHEL.

5. YAEBHO-METO/UMYECKOE 1 THOOPMAIIMOHHOE OBECHHEYEHHUE JTUCIUITJINHBI

5.1. OcHoBHas 1UTEpaTypa

ABTOpBI, 3arnasue W3narenscTBo, roa Konug-Bo

JI1.1 | XopesIL b. [porpammHo-araparHas 3amura HHbOpMaIHu: M.: ®OPVYM, 2015 25
yu4eb. mocobue It CTYACHTOB BBICII. yueO.
3aBefieHn, o0ydaronmxcs no Hamp. "MHpopMm.

0e3omacHOCTh"

JI1.2 | 3aBropoxuuii B. 1. KommuiekcHas 3amura uHGpOpMaIuu B M.: Jloroc, 2001 49
KOMITBIOTEPHBIX CHCTEMax: Yueb. mocobue

JI1.3 [Apremos A. B. HNudopmannonHas 6€30MacHOCTb: KypC JCKINH: Open: MexpernoHansHast https://biblioclub.ru/inde
KypC JeKiuit akanieMust Ge30MacHOCTH U x.php?

BeDKUBaHMS, 2014 page=book&id=428605
HEOrpaHUYEHHBIN
JOCTYTI JUTS
3aperucTpUpPOBaHHBIX
10JIb30BaTeIIEH

5.2. JlonoJHHUTEIbHAS JUTEPaTypa

ABTOpBI, 3arnasue WznarenscTBo, roa Konug-Bo
JI2.1 | Tumenko E. H. OcHOBBI HH(OPMAIMOHHON 6e30macHOCTH: yuel.- PoctoB v//]: 3a-Bo PI'DY 10
METOA. paspad. (PHX), 2012
JI2.2  [IIpoxoposa O. B. HNudopmannonHas 6€30MacHOCT U 3aIlUTa Camapa: Camapckuit https://biblioclub.ru/inde
uHbOpMaLUN: y4YeOHHK rOCYAapCTBEHHBIN x.php?
APXUTEKTYPHO- page:book&id:43833 1
CTPOUTENBHBIN HEOIPaHHYCHHbIH
yHuBepcurer, 2014 JOCTYTI JUIS
3apETUCTPUPOBAHHBIX
10JIb30BaTeIIeH

5.3 IIpodeccuonanbHbie 6a3bl JAHHBIX H HHPOPMALMOHHbIE CIIPABOYHbIE CHCTEMBbI

NudopmanmonHas cnpaBounas cucrema "["apant”

Baza nanapix denepanbHON cIy k05l 0 TEXHUYECKOMY H dKcTiopTHOMY KoHTpomro (PCTIK Poccun) https://fstec.ru/

baza JIaHHBIX JEHCTBYIOMNX CTaH/IapTOB 1o HalpaBJICHUIO "NupopmannoHHas BezonacHocTs"
https://www.gost.ru/portal/gost/home/standarts/InformationSecurity

5.4. IlepeyeHb NpPOrpaMMHOro odecneyeHust

Onepanuonnas cucrema PEJI OC
MesxceteBoit skpan PFSense
Firebird

OmnepannonHas cucrema RedOS
LibreOffice

5.5. YueOHO-MeTOAMYECKHE MaTepuajbl Ui CTYI€EHTOB ¢ OrPAHUYC€HHBIMHA BO3MOKHOCTSIMHU 310POBbSI

IIpn HE0oOXOMMMOCTH IO 3aiBICHUIO OOYYAOMETOCS C OrPaHMYCHHBIMH BO3MOXHOCTSIMH 37I0pPOBbS  y4eOHO-METONUYECKHE
Marepualbl MpeOCTABISIOTCS B (pOpMax, aganTHPOBAaHHBIX K OrPaHUYECHHAM 370pOBbsS M BocupusaTHs uHpopmarmu. s nun c
HapyIICHUSIMU 3peHus: B QopMe ayanodaiina;, B medarHoid Qopme yBenudeHHbIM mmpudrom. s num ¢ HapyIICHHSIMH CIyXa: B
(opMe HIIEKTPOHHOTO IOKYMEHTa, B IedarHoi Qopme. s U ¢ HapyMICHHSMH OIOPHO-IBHTATEIFHOTO ammapara: B (opme
3JIEKTPOHHOTO JOKYMEHTa; B eUaTHOH opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI

[Tomemenust A1 BceX BHIOB pabOT, MPEILyCMOTPEHHBIX YYEOHBIM IITAaHOM, YKOMIUIEKTOBAaHBI HEOOXOIMMOMH ClIenHaTu3MPOBAHHOM
y4eOHOI MeOeThIO M TEXHUIECKUMH CPEICTBAMH 00yUCHHS:

- CTOJIBI, CTYTIbS;

- IEPCOHAIBHBINH KOMITbIOTED / HOYTOYK (IIEpEHOCHOM);

- TIPOEKTOP;

- 9KpaH / UHTepaKTUBHAS TOCKa.

JlaboparopHble 3aHATUS TPOBOJIATCS B KOMIBIOTEPHBIX Kijlaccax, paboure MecTa B KOTOPHIX O0OpyAOBaHBl HEOOXOAMMBIMU




| JMLEH3HOHHBIMY W/UIHM CBOOOHO pacpoCTPaHIEMBIMH IPOrPAMMHBIMH CPEICTBAMHU U BBIXOJ0M B MHTEpHeT.

7. METOAJUYECKHUE YKA3ZAHUSA JJI1 OBYYJAIOIIUXCSA 11O OCBOEHUIO JUCIHTUIIJINHBI

MeTtoanyeckue yKa3aHus 0 OCBOCHUIO AUCHUILTHHEI IPeIcTaBneHb! B [Ipunoxkennu 2 k pabouei mporpaMme AUCIUTLTHHEL.




®OH/JI OHEHOYHbIX CPEJICTB

IIpunosxenne 1

1 Onucanune nmokasarejed u KPpUTEPUEB OUCHUBAHUSA KOMIIeTEeHIIMH Ha PA3JTUYHBIX JTalnax HuXx
(l)OpMHpOBaHI/IH, OIIMCAHUE KA OHCHUBAHUA

1.1 Iloka3aTenu U KpUTEPUH OLIEHUBAHUS KOMIIETEHLIUN!

3VH, cocrasusroiiue
KOMIIETEHITHIO

Tlokazarenu
OLICHHUBAaHUS

Kpurepun
OLICHMBAHMs

Cpenctsa
OLICHUBAHHS

[1IK-1: crocobeH BBIMOJIHATH pabOTHl MO YCTAHOBKE, HACTPOWKE M OOCIY>KMBAHHIO MPOTPAMMHBIX,
POrpPaMMHO-ANIAPATHBIX (B TOM YHCIIE KPUOTOTPahUIECKUX) U 3aIIUIIEHHBIX TEXHUUECKUX CPE/ICTB

00paboTKK HHPOPMALIUU

3HaTh KOHIIEILIHIO U
MPUHITUIIBI ITOCTPOCHUS
MIPOrpaMMHOTO
obecneyeHusi, B TOM
YHCIIe
KpHUITorpaduyeckoro.

OnwuceIBaeT CriocoOb!
pELICHHS CTAaHIAPTHBIX
3ama4
npoeCCUOHATLHON
NeSITETIbHOCTH B
obnactu
MH(pOpMaLIOHHON
0€30MacHOCTH MPU
(dbopMupoBaHUU
CHCTEMBI 3allUThI
uHpopManuu nmpu
OTBETE Ha BOIPOCHI

[Tonnslid, pa3BEPHYTHIN
OTBET Ha
IIOCTABJIEHHBIN BOIIPOC,
U3JI0’KEHUE MaTepuaia
IIPU OTBETE —
IPaMOTHOE U
JIOTUYECKU CTPOMHOE

Omnpoc (Borpocs 1-68)

Bonpocsl k 3x3ameny
(Bompocsr 1-101)

VYMeTh ycTaHaBIIMBaTh
U KOH(UTYpHUPOBATh

AHanusupyer
COCTOSTHUE CUCTEMBI

[lomHOTAa "
MPaBUJIBHOCTH

IIpaktuko-
OPHUEHTUPOBAHHBIE

ONEepPALIMOHHBIE 3alUThl UHQOPMAIIUK, | PEIIeHUs MPaKTUKO- | 3amaHus (3amanus 1-35)
CHCTEMBI, CEpBEPHOE BBISIBIISICT €€ YSI3BUMBIE | OPUEHTHPOBAHHOTO
IIpakTuko-
MpOrpaMMHOE MecCTa U OTpeesieT 3aJaHus v | - P
OPUEHTHPOBAHHBIE
obOecrieuenre u 0a3nl HaIpaBJICHUs € MPaKTUYECKOTO
3a/IaHUS K SK3aMEHY
JaHHBIX. COBEPIIIEHCTBOBAHUS 3aJaHus
(3amanus 1-8)
TP BBITIOJIHEHUN
MPaKTUKO-
OPUEHTHPOBAHHOI'O U
MPaKTUYECKOTO
3aJaHusg
Bnaners undopmanueii | Mcrnonb3yer METOAbl U | MOJTHOTA u | IIpaktuko-
0 JICHICTBYIOIIMX | cpesicTBA 3alUThI CONCPXKATCIBHOCTD OPHUEHTUPOBAHHBIE
CTaHfapTax 1| unpopmaryu B oTBETA 3afganus (3aganus 1-35)
HOPMAaTHUBHBIX yMEHUE MPUBOAUTH
o COOTBETCTBHH C
TpeOoBaHuil B o0nacTu MIPUMEPBI TIpaKTHKO-
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0€e301macHOCTH HOPMATUBHBIMH CaMOCTOSTEIIBHO 3a/IaHUS K SK3aMEHY
aKTaMu 1 HaxoIuTh PCIICHUC | (3amanus 1-8)
HOPMATHBHBIMHU MOCTAaBJIEHHBIX 3a7a4
METOAUYCCKUMU
noxkymentamu ©Ch
Poccuu 1 ®CTOK
Poccun ipu
BBIIIOJTHEHUH
MPaKTUKO-
OPUEHTHUPOBAHHOTO U
MPaKTUYECKOTO
3aJIaHuUs

1.2 [Ixansl OIleHUBAHUS:

Texyiuit KOHTPOIIb YCIIEBAEMOCTH U MPOMEXKYTOUHAsl aTTeCTallls OCYIIECTBISETCS B paMKax
HaKONUTENbHOM OanbHO-peiiTuHroBoi cuctemsl B 100-0anipHOM 1IKase:

84-100 6ayoB (OLIEHKA «OTIIMYHO)

67-83 6ayuIoB (OIIEHKA «XOPOIIO»)

50-66 0aioB (OlLEHKA «YAOBIECTBOPUTEIHHOY)

0-49 GannoB (OLEHKA «HEYIOBIETBOPUTEIBHOY)

2 TumoBbie KOHTPOJIbHBIE 32JaHUA WJIM HHbIE MAaTepHaJbl, HCOOX0AMMBbIE JJIsl OLeHKH 3HAHUIA,
YMeHHUIi, HABBIKOB U (MJIM) ONbITA AeATeJIbHOCTH, XaPAKTEPHU3YIIIUX 3Tanbl GopMHpPOBaAHUS
KOMIIETEHIUIi B MpoIecce 0CBOeHMsI 00pa30BaTeJIbHOM MPOrpaMMbl

Bonpocsl k 3k3ameny

1. Yro takoe Undopmannonnas bezonacunocts (Mb), kak oHa otHOcuTCesa k HannoHanbHOM
be3zonacnoctn?
[Touemy Baxxna b B coBpemeHHOM Mupe?
Kakwue sBiIMr0TCSI OCHOBHBIMU COCTaBHBIMU yacTsimu 1b?
Moskere 11 BbI IEPEUYUCITUTh OCHOBHBIE IPUHLIUIIBI 0OecrieueHus 1b?
KakogBa knaccuduxarnus yrpoz Ub?
Kaxue sSBis110TCS OCHOBHBIMHU YTPO3aMHU JOCTYITHOCTH MH(pOpMauu?
Kak co3nate SQL-cepBep ¢ momouisto nakera Firebird?
Kax ynpasnsars SQL-cepBepom ¢ nomouisio nakera Firebird?
MeTtobl aHaIM3a Yrpo3 OCHOBHBIM KoMIIOHeHTam 1b?
. KTo Takue xakeps! (3710yMBIIIEHHUKN) U YTO SBJISETCS UX LEIIMU?
. Kak oprannzoBanbl oprpaHn3aliiOHHO-KOMMYHHKATUBHBIE cpelcTBa HanmonansHol
Cucremsl 3amutel (HC3) B kOMIbIOTEpHYIO cHUCTEMY?
12. Kakue mepst HCJI cymecTBYIOT JUIsl 3alIUTHl KOMIIBIOTEPHBIX CUCTEM?
13. Yto HYX)HO 3HaTh 00 yrpo3ax CETEBOr0 B3aUMOICHCTBUS?
14. Kak knaccu(uuupyroTcs CeTeBble aTakKu M KaK OHH OpTaHU3YIOTCS?
15. Kak ympaBnsrts npaBamu J10cTyna B cucreme?
16. Kak npenoTBpaTuTh HEaBTOPU30BaHHBIN gocTyn k JIBC?
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Kak 3ammTuTBCS OT PacKpHITHS M HEAaBTOPU30BAHHON MOAM(PUKAIIMY JaHHBIX U TPOTPaMM
B JIBC?

Kak roToBUTHCS K pe3epBHOMY KOIMMPOBAHUIO 0a3bl JAHHBIX?

Kax 60poThCst ¢ 1ecTpyKTUBHBIME BO3AeCcTBUsIMH Ha JIBC?

Uro Takoe nporpaMMHO-TeXHUYeCKUil ypoBeHb B?

KaxkoBa posib apXuTekTypHO# 6e30macHOCTH B coBpeMeHHbIX MC?

Kak ycTanoBUTH cepBep Ha BUPTYaJIbHYIO MAIIUHY?

Kakue TpeboBanus NpeabsaBIsIOTCS K IPOrpaMMHO-aIapaTHBIM CPEACTBAM,
uH(OPMAIMOHHBIM TIOJICUCTEMaM, CpeacTBaM yrpasienus b, MexcereBbIM dKpaHam?
Yrto npeacTaBisitoT coboi cpencTBa COOCTBEHHOM 3aIUThI?

Kakwue cpenctsa 3a1uThl BKIIIOUEHBI B COCTAaB BHIYMCIUTENBHBIX CUCTEM?

Kaxkue moacucTemsl 3aIUThI CyIEeCcTBYIOT i1 ABTOMaTu3upoBaHHbIX CucteMm (AC)?
Kakue TpebGoBaHMs MPEIBSBIAIOTCS K 3TUM MOACHCTEMaM?

Kaxk usmepsercs 3amumeaHocts nHGpopmanuu ot HCJI 1u1st KOMIBIOTEpHBIX cUCTeM?
Kak oreHuBaTh 3alUILEHHOCTh MEXKCETEBBIX IKPAHOB?

Kak opranu3oBarb 1 OTpa3uTh CETEBbIC aTaKU?

Kakue cpencTBa HCTIONB3YIOTCS IS 3alIUTHI ¢ 3a1IpOCOM HH(pOpMauun?

Kakue cpencrBa akTUBHOM 3allIUTHI CYIIECTBYIOT?

Paznuuute Mexny akTuBHOM U naccuBHOM 3amuToit [10.

Kak npousBoautcs pesepBHOE KOMUpOBaHUE 0a3bl JaHHBIX?

Kaxk ynpasnsate Unix-mogoOHeIMU cricTeMamMu?

Kakwue cpenctBa cOOCTBEHHOI 3aIIUTHI CYIIECTBYIOT?

Kakue nokaszarenu 3alMIeHHOCTH UMEIOT MEXKCETEBbIE IKPaHbl?

Kak BbInoJIHSIETCS MIIaHUPOBAHUE MEPOIIPUATHI 110 TPOTUBOAEHCTBUIO yrpo3am 1b?
Kak npoucxonut MOHUTOPUHT U aHanu3 yrpo3 Ub?

Kakue HOpMaTHBHBIE PABOBBIE aKTHI periiaMeHTupytoT oonacts b B Poccun?

Kak Benercst pacciienoBanue u coop yauk nocie HapyiieHus Ub?

Kak nmpoucxonut BoccTaHOBIEHHE PAOOTOCIOCOOHOCTH CHCTEeMBI rocie Hapyiienust Ub?
Kak dhopmupyercst crpykrypa otaena b B kommanaun?

Kaxoit nepconan HeoOxomum 115t paboTsl B oTaene Mb?

Knaccudukanus yrpos Ub;

CocraB U KpaTkasi XapakTepUCTHKAa BHYTPEHHUX U BHEIIHUX UCTOYHHUKOB yrpo3 Mb;
CocraB ¥ KpaTkasi XapaKTepUCTHKa OCHOBHBIX yIpO3 JOCTYITHOCTH;

CocraB U KpaTKasi XapakKTEpUCTHKAa OCHOBHBIX yIpO3 IIEJIOCTHOCTH;

CocTtaB ¥ KpaTkasi XapaKTepUCTHKa OCHOBHBIX yIp0O3 KOH(UIEHIIMAIbHOCTH;
Knaccudukanus kareropuii XxakepoB U UX ILIeTeil;

CocraB 1 KpaTkasi XapaKTepUCTUKA OpPraHU3alIMOHHO KOMMYHUKAaTUBHBIX cpenctB HC/I;
CocraB 1 KparTkas XxapakTepucTtrka Texuuaeckux cpeacts HC;

CocraB u kpaTkas XxapakTepucTuka nporpaMmusix cpeacts HCJL;

XapakTepHucTHuKa OCHOBHBIX yrpo3 Mb mpu B3aumoneiicteuu ¢ Internet; TpeboBanus k
MOJICKCTEME 3alUThl OT yrpo3 Mb npu B3anmonericteuu ¢ Internet;

Knaccudukanus ceTeBbIX aTak;

Onpenenenue cHuddepa MakeToB U XapaKTEPUCTUKA OCHOBHBIX CPEZCTB 3aLIUTHI OT
cHu¢uHra;

Onpenenenue IP cnydunra n xapakreprucTuka OCHOBHBIX CPEACTB 3aIMUTHI OT HEro;
Omnpenenenne atak Tuna DoS ("oTka3 B 00ciaykuBaHuu") U XapakTepUCTUKA OCHOBHBIX
CPEZCTB 3aIMTHI OT HUX;

Omnpeznenenne NapoIbHBIX aTaK M XapaKTEPUCTHKA OCHOBHBIX CPENICTB 3aIUTHI OT HHX;
Omnpenenenue aTak Ha ypoBHE NPUIIOKeHUH 1 Thna Man in the Middle u xapakrepucTtika
OCHOBHBIX CPEJICTB 3aIIUTHI OT HUX;
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Omnpenenenue ceTeBON pa3BeIKU U NEpeagpecaluy IOPTOB U XapaKTEPUCTUKA OCHOBHBIX
CPEICTB 3alIUTHI OT HUX,

OcHOBHBIE METO/IbI U YCJIOBHSI HEABTOPU30BaHHOTO focTyna Kk JIBC;

Kpartkas xapakrepuctuka ocHoBHbIX ycioBuit HCJI x JIBC;

KpaTkast xapakTepucTHKa OCHOBHBIX YCJIOBUI pacKpbITHs faHHbIX JIBC;

Kparkas xapakTepucTika HeaBTOPU30BaHHOW MOJU(PHUKALMK JAHHBIX U IPOTpaMM U
OCHOBHBIX YCJIOBHH €€ BO3HUKHOBEHUS;

Kparkas xapakTepucTuKa OCHOBHBIX YCIOBHH pacKpbITUS U MoAMeHbI Tpaduka JIBC;
Ocuosusie yrpo3sl b JIBC npu pacnpeneneHHOM XpaHeHUU (ailyioB U yJaleHHBIX
BBIUNCIICHUSIX;

OcHOBHBIE CEpBUCHI 0€30I1aCHOCTH;

OCHOBHBIE IPUHIMIIBI APXUTEKTYPHOI 0€30MMaCHOCTH M UX KpaTKas XapaKTepPUCTHKA;
CrpykrypHas cxema cucteMbl 31 ai1st TUIIOBON MH(POPMALIMOHHOM CUCTEMBI U KpaTKast
XapaKTepUCTHKA €€ OCHOBHBIX OJIOKOB;

OcHoBHBIE (PYHKIINHU IIEHTPATMIOBAHHOTO YIIPABIICHUS PUCKAMH U aIMUHUCTPHPOBAHUS
CHCTEMBI OE3011aCHOCTH;

OcHoBHBIE (PYHKIINH 3AIUTHI YIIPABICHUS MPHIIOKECHUSIMHU;

OcHOBHBIE (DYHKIINH 3AIIUTHI CUCTEMBI CETEH;

OcHoBHBIE (PYHKIINH 3AIIUTHI KOHEYHBIX MOJB30BATEICH;

Knaccugukarus cpeicTs 3aliuThl IPOrpaMMHOT0 00€CIeUeHHsI U XapaKTepUCTUKA UX
OCHOBHBIX KaTE€TrOpHii;

Knaccugukarus cpeicTs 3aliuThl B COCTaBe BbIYUCIUTENbHOM cuctemsl (BC) u
XapaKTEpUCTHKA UX OCHOBHBIX COCTaBJISIOIINX;

[TpyHIMIIBI OPraHU3aLNK U TEXHUYECKOTO UCIIOJIHEHUS 3alUThl MAaTHUTHBIX JUCKOB U
3allUTHBIX MEXaHU3MOB ycTpoiicTtB BC;

[TpyHIMIIBI OPraHU3alUK U TEXHUYECKOTO UCIIOJIHEHUS 3aMKOB 3alUThI ¥ 3aIUTHI TUIIA
"u3MeHeHne GyHKIun'";

Knaccugukanus cpencta 3aluThl € 3apocoM HHGOPMALUU U XapaKTEPUCTHKA UX
OCHOBHBIX COCTaBJISIOLINX;

Hasnauenue u npuHimn popMupoBaHus naposeil, mmudpos, CUTHaTYp;

Hasnauenue 1 0CHOBHbIE IPUHIUIIBI TOCTPOCHHUS allIapaTyphl 3alllUTHI;
Knaccugukarus cpeicTB akTHBHOM 3aIUThI M XapaKTEPUCTHKA UX OCHOBHBIX
COCTaBJISOLINX;

OmnpeneneHue n XxapakTepUCTUKA OCHOBHBIX BHYTPEHHHUX CPEACTB aKTUBHOMW 3aILUTHI;
Omnpenenenne u XapakTepUCTHKa OCHOBHBIX BHEITHUX CPEJICTB aKTUBHOM 3aIIUTHI;
Knaccugukanus cpeicTB NacCHBHON 3allIUThI U XapaKTEPUCTUKA X OCHOBHBIX
COCTaBJISIOLINX;

Ha3naueHue n 0OCHOBHbIE MPUHLIUIIBI OPTaHU3ALMH UACHTUDHUKALIMHA TPOTPaMM;
Ha3nauenue 1 0CHOBHbIE MPUHIUIIBI TIOCTPOEHUS YCTPOUCTB KOHTPOJIS;

OO6uwmii cocraB TpeboBaHmii Mo odecneuenuro M1b;

TpebGoBaHMsI K MPOTPaMMHO allllapaTHBIM CPEICTBAM;

TpeboBaHus K MoACUCTEME UIEHTHU(PHUKAIIMN U ayTeHTU(PHUKAINHN;

TpebGoBaHusI K OJCUCTEME YIIPABICHUSI TOCTYIIOM;

TpeboBaHUs K MOACUCTEME POTOKOJIUPOBAHUS Ay TUTA;

TpebGoBaHMsI K MOJCUCTEME 3aLUTHI TOBTOPHOTO MCIOJIb30BaHNs OOBEKTOB U K 3aIIUTe
KPUTUYHON MH(OpMaIny;

TpebGoBanust kK cpencTBamM o0ecreueHus eTOCTHOCTH;

TpeboBanus k cpenctBam ynpaninenus Ub;

OO6muii coctaB TpeOOBaHUI K MEXKCETEBOMY IKpaHy;

IToncucrema ynpasiieHHsl JOCTYIIOM B aBTOMAaTU3UPOBAaHHOW CUCTEME U OCHOBHBIE
TpeboBanus K Her yist 3amuThl oT HC/I;



99. TloacucTeMa perucTpalvy U y4eTa B aBTOMaTU3UPOBAHHON CHCTEME M OCHOBHBIC
TpeboBaHus K Hel i 3anuThl oT HC/I;

100. Kpunrorpaduueckas noacucrema 31 B aBTOMaTU3MPOBAHHOM CUCTEME H OCHOBHBIE
TpeboBaHus K Hel [yt 3anuThl oT HC/I;

101. Tloacuctema obecriedeHus METOCTHOCTH B aBTOMATH3UPOBAHHOM CHCTEME 1 OCHOBHBIC
TpeboBaHus K Hel i 3anuThl oT HC/I;

[IpakTHKO-OpHEHTHPOBAHHBIE 3aJaHNS K JK3aMeHY

=

Co3znanue cBoeit 0a3bl JaHHBIX ¢ MOMoMIbo nakera Firebird.

2. VYnpapieHue MoJb30BaTeNIIMU U [TPaBaMu J10CTyMa B created 6a3e JaHHbBIX C IOMOUIbIO MTaKeTa

Firebird.

Amnanu3s yrpo3 ceouM IT-undpactpykType u pazpaboTka miaH 1eHCcTBHiA 110 60phOE C HUMHU.

4. V3yueHue pa3In4HbIX KaTErOpUil XaKepOB U UX LIeJIeH, a TAK)KE IPOBEIEHUE TECTOBBIX
YZIaJEHHBIX CETEBBIX aTaK HAa CBOK CHCTEMY.

5. Hacrpolika TeXHUUECKHUX U POrPaMMHBIX CPEICTB 3alUThl OT HECAHKIIMOHUPOBAHHOTO
JIOCTyTIa K CBOEH KOMIIBIOTEPHOM CUCTEME.

6. Uzydenue ys3BuUMoOCTEH cBOCH MH(POPMAIIMOHHON CUCTEMBI M IPOBE/ICHUE aHAIN3a PHCKOB.

7. V3yueHue pa3nu4HbIX THIIOB CETEBBIX aTak U pa3paboTKa IJaHa OTPAKEHHs aTaK Ha CBOIO
CUCTEMY.

8. Hactpolika cucTeMbl KOHTPOJIS 10CTYIA U YIPABICHUS [IPaBaMU J0OCTYIAa B CBOEH JIOKAIbHOM
BBIYMCIIUTEIILHON CETH.

9. Hacrpoiika Mep 10 3alMTe JaHHBIX U IPOrpaMM B CBOEH JIOKaJIbHOW BBIYUCIUTENBHON CETH OT
HECaHKLMOHUPOBAHHOTO JJOCTYIA U U3MEHEHUS.

10. Hactpoiika Mep 1o 3amuTe Tpaduka B CBOSH JOKaIbHOM BHIYUCIUTEIBHON CETH.

11. BolnosiHeHue pe3epBHOTO KOMUPOBAHUS CBOUX JIaHHBIX U pa3pabOTKa IJ1aHa BOCCTAHOBJICHUS B
ClIy4ae KpaXku MUJIM YHUUYTOXKECHUS IaHHBIX.

12. M3yueHne apXUTEKTYphl CBOCH MH(POPMAIIMOHHON CUCTEMBI U pa3paboTKa IUIaHa o ee
3alIuTe.

13. Usyuenne ocobenHocreii coppeMeHHBIX MC 1 pa3paboTka MiaHa 3alluThl OT HOBBIX YTPO3.

14. Pa3zpaGoTka MOJUTHK U TpOLEYp [0 obecreueHN0 HHPOPMAIIMOHHONW 6€30aCHOCTH B CBOEH
OpraHH3aIiHy.

15. M3yueHne MeXCeTeBbIX SKPaHOB U BHIOOP MOJIXOASAIIETO PELICHHS Il CBOEH OpraHU3aI|H.

16. MI3yueHne BCTPOCHHBIX CPEICTB 3aIUTHI B CBOCH BBIYMCIUTEIFHON CUCTEME M UX HACTPOUKA.

17. Ananu3 3alMIIeHHOCTH CBOEH KOMITBIOTEPHOM CUCTEMBI U pa3paboTKa IJIaHa MO YITy4IIeHHIO

ee 6e30MacHOCTH.

w

DK3aMeHaIMOHHOE 3a/IaHne BKIIIOYAET 2 TEOPETUYECKUX Bolpoca (pasnen «Bomnpocs! k
9K3aMeHY») U | MpaKkTHUKO-OpUEHTUPOBaHHOE 3a7aHue ((opMupyercs U3 nepedHs 3aaaHui,
NPEeJICTaBICHHBIX B pasfene «lIpakTHKo-oprueHTHPOBAHHBIC 3aaHUS K DK3aMEHYY).

Kpurepun ouenuBanus:

MaxkcumanbHOe KOJTMYECTBO 0aJUIOB 3a 9k3aMeHalonHoe 3aaanue — 100 (30 6amnos
MaKCHMaJbHO 3a KaXK/Jbli TeOpeTHUecKHil Borpoc, 40 0amioB MaKCUMabHO 332 MPAKTHKO-
OpPUEHTHPOBAHHOE 33/1aHUE).

Kpurepun onieHHBaHMsI OAHOTO TEOPETHUECKOTO BONPOCA:

- 25-30 GayJIOB BBICTABIISIETCS CTY/ICHTY, €CITH M3JI0KEHHBIN MaTepran (hakTHIeCKH BEPEH,
IPOIEMOHCTPUPOBAHBI ITyOOKHE NCUEPIIbIBAIOIIME 3HAHUS B 00beMe MPOMIEHHON IpOrpaMMBbI B
COOTBETCTBUHU C ITOCTABJIEHHBIMH NPOTrPaMMOM Kypca IeJIIMU U 3aJjauaMi 00y4eHHUs, U3TI0)KEHUE
MaTepuaia Ipu OTBETE - FPAMOTHOE U JIOTUUECKU CTPOIHOE;



- 20-24 GayIoB BBICTABISIETCS CTY/ACHTY, €CIIH MPOJEMOHCTPUPOBAHBI TBEP/IbIE U TOCTATOYHO
HIOJTHBIE 3HAHUS B 00BEMe MPOIIEHHOM MTPOTrpaMMBbl TUCIUIUIMHEI B COOTBETCTBUH C IIETISIMU
00y4YeHHsT; MaTeprall U3JI0KEH JOCTaTOYHO MOJHO C OT/IEIbHBIMU JIOTUYECKHUMHU U
CTUJIMCTHYECKUMU MTOTPEHIHOCTIMH;

- 15-19 GayioB BBICTABISIETCS CTYACHTY, €CIIH MPOJEMOHCTPUPOBAHBI TBEP/IbIC 3HAHUS B
o0beMe MPOHICHHOT0 Kypca B COOTBETCTBHE C LIEIIMHU OOYUCHHUS, OTBET COACPIKHUT OTACTbHEIC
OLIMOKH, YBEPEHHO UCIIPABIICHHBIE MTOCTIE JOMIOJHUTEIBHBIX BOIPOCOB;

- 0-14 Gasuta BBICTABISIETCS CTYACHTY, €CJIM OTBETHI HE CBSA3aHBI C BOIIPOCAMH, JJOMYIICHBI
rpyObie OIMOKH B OTBETE, IPOACMOHCTPUPOBAHBI HETOHMMAaHKE CYITHOCTH U3JIaraéMoro BoIpoca,
HEYBEPEHHOCTh M HETOYHOCTH OTBETOB Ha JIOTIOJIHUTEIBHBIC ¥ HABOSIINE BOIPOCHL.

Kpurepuu onieHuBaHus MPAKTUKO-OPUEHTUPOBAHHOTO 3a/laHUS:
- 35-40 GayI0B BBICTABIISIETCS, €CIIM 33JJaHUE PEIICHO MOJIHOCTHIO, B MIPEJICTABICHHOM
peleHu 000CHOBAHHO 10JIyYE€HbI IPAaBUIIbHBIE OTBETHI.
- 25-34 Gaa BBICTABIISETCSA, €CIIH 3a/JaHUE PEIICHO MOJTHOCTHIO, HO IIPU OTBETE JIOMYIIECHBI
HE3HAYUTEJIbHbIE OLIMOKH.
- 11-24 Gasnna BBICTaBISICTCS, €CIIH 3aJIaHUE PEIICHO YaCTUIHO.
- 0-10 6am10B BBICTABIISACTCSI, €CIIU PEIIEHNE HEBEPHO WIIU OTCYTCTBYET.

HToroBelii pe3ysabTaT (GOpMHPYETCS U3 CYMMbI HAOpaHHBIX OAJUIOB 32 BBHIIIOJHEHHUE 3a4E€THOTO
3aJJaHusI 1 COOTBETCTBYET IIKaJIE:
- 84-100 GamioB (OIICHKA «OTIUYHOY)
- 67-83 GayI0B (OIIEHKA «XOPOIIIO)
- 50-66 6an0B (OLIEHKA «yIOBIETBOPUTEIHHOY)
- 0-49 6amoB (OLIEHKA «HEYIOBICTBOPUTEIHHOY)

Omnpoc

CymHocTs 1 noHsTHe nHpopmannonHoii 6e3onacuoctu (Ub);
XapakTeprucTHKa OCHOBHBIX cocTaBisitomnx Ub;
3navenue UMb 11 cy0beKkTOB HHPOPMALIMOHHBIX OTHOLICHUH;
Mecto Ub B cuctemMe HalMoHanbLHOM 0€30aCHOCTH;
OcHoBHbIe puHIHIEI 0b6ecnieuenus 1b;
Knaccudukanus yrpos Ub;
CocraB ¥ KpaTkasi XapaKTepUCTHKa BHYTPEHHUX U BHEIIHUX UCTOYHUKOB yrpo3 Ub;
CocTtaB ¥ KpaTkasi XapaKTepUCTHKa OCHOBHBIX yIpO3 JJOCTYITHOCTH;
CocraB ¥ KpaTkasi XapaKTepUCTHKa OCHOBHBIX YIPO3 LIEJIOCTHOCTH;
. CocTaB 1 KpaTkKasi XapaKTepUCTHKA OCHOBHBIX YIp03 KOH(QUICHIIMATBHOCTH;
. Knnaccudukanus kareropuii XakepoB U UX ILeJei;
. CocTaB ¥ KpaTkasi XapaKTepUCTHKa OPraHU3allMOHHO KOMMYHHUKAaTUBHBIX cpeacts HC/L;
. CocTaB u KpaTkas XxapakTepucTuka Texundeckux cpencts HC/I;
. CocraB 1 KparTkas xapakTepucThka nmporpammusbix cpeacts HC/;
. XapakTepucTtuka ocHOBHBIX yrpo3 Wb npu B3aumopeiictsuu ¢ Internet; TpeboBanust k
MOJICKCTEME 3alIUThI OT yrpo3 Mb nmpu B3anmoselicteuu ¢ Internet;
16. Knaccudukanus ceTeBbIX aTak;
17. Onpenenenue cauddepa MakeToB M XapaKTEPUCTUKA OCHOBHBIX CPEICTB 3alTUTHI OT
cHudduHra;
18. Onpenenenne IP cnyduHra M XapakTeprcTHKa OCHOBHBIX CPEACTB 3alIUTHI OT HETO;
19. Onpenenenue arak Tuna DoS ("oTka3 B 00cmyKuBaHUU'") U XapaKTEPUCTUKA OCHOBHBIX
CPEJICTB 3aIIUTHI OT HUX;
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Ornpezenenne MapoyibHBIX aTak U XapaKTEPUCTUKA OCHOBHBIX CPEJICTB 3aIUTHI OT HUX;
OrnpezenieHne aTak Ha YpoBHE prIokeHUH U Tra Man in the Middle u xapakrepucruka
OCHOBHBIX CPEJICTB 3aLUTHI OT HUX;

Omnpenenenue ceTeBO pa3BeIKU U Nepeapecauu MIOPTOB U XapaKTePUCTUKA OCHOBHBIX
CPEJCTB 3aIIUTHI OT HUX;

OCHOBHBIE METO/IBI M YCIIOBUSI HEABTOPU30BAHHOIO ocTyma K JIBC;

Kpatkas xapakrepuctuka ocHoBHbIX ycioBuil HC/L x JIBC;

Kpartkast xapakTepucTuka OCHOBHBIX yCJIOBUI packpbiThs naHHbIX JIBC;

KpaTkas xapakTepucTHKa HeaBTOPU30BAaHHON MOIU(DUKALIUN JAaHHBIX U ITPOTPaMM U
OCHOBHBIX YCJIOBHI €€ BO3HUKHOBEHHUS;

Kpartkast xapakTepucTHKa OCHOBHBIX YCIIOBHI PacKphITUs U moaMeHbl Tpaduka JIBC;
Ocnognsbie yrpo3sl b JIBC npu pacnpeneneHHOM XpaHeHUU (aiyioB 1 ynaaeHHbIX
BBIYHCIICHUSIX;

OcHoBHBIE CepBUCHI 0€30MTaCHOCTH;

OCHOBHBIE TIPUHIUITBI APXUTEKTYPHOI 0€30MaCHOCTH M UX KpaTKasi XapaKTEePUCTHKA;
CrpykrypHas cxema cuctembl 3U 115 TUTIOBO# MHGOPMAITMOHHONW CHCTEMBI M KpaTKast
XapaKTEpUCTHKA €€ OCHOBHBIX OJIOKOB;

OcHoBHbIe (HYHKITUH LIEHTPATIM30BAHHOTO YIIPABIECHUS PUCKAMH U a]MUHUCTPUPOBAHUS
CHCTEMBI 0€3011aCHOCTH;

OcHoBHbIe (HYHKITUH 3aIIUTHI YIPABICHUS TPUIOKEHUSIMU;

OcHoBHBIE (D)YHKIIUHU 3AIIUATHI CUCTEMBI CETEH;

OcHoBHbIe (DYHKITUH 3aIIUTH KOHEYHBIX MOJIH30BATENEH;

Knaccugukarus cpeicTs 3aUThl IPOTPAMMHOTO 00ECTICUSHHS U XapaKTEPUCTUKA UX
OCHOBHBIX KaTeropuii;

Knaccugukarus cpescTB 3alIUTHI B COCTaBe BEIYUCIUTENBbHOM cucteMsl (BC) u
XapaKTePUCTHKA UX OCHOBHBIX COCTABISIONINX;

[IpuHIUITBI OpraHU3alii U TEXHUYECKOTO UCIIOJIHEHUSI 3aI[UThl MATHUTHBIX TUCKOB U
3alUTHBIX MEXaHU3MOB ycTpoiicTB BC;

[IpuHIUIIBI OpraHU3aluy U TEXHUYECKOTO UCIIOJIHEHUSI 3aMKOB 3aIlIUThI U 3aIUTHI TUTIA
"uzmeHeHnue QyHKIMI";

Knaccugukanus cpecTBa 3alMThl ¢ 3alpOcOM HH(GOPMAIIMU U XapaKTEePUCTUKA UX
OCHOBHBIX COCTABJISIFOLIUX;

Ha3nauenue u npunimn gopmupoBaHus naposiei, mudpos, CUTHATYP;

Ha3naueHnne 1 OCHOBHBIE IPUHIIUIIBI TIOCTPOEHHUS alapaTypbl 3alIUThI;
Knaccugukanus cpeicTB akTUBHOM 3aIIUTHI U XapaKTEPUCTHKA UX OCHOBHBIX
COCTAaBJISIFOLIUX;

Omnpenenenne U XxapakTepUCTUKa OCHOBHBIX BHYTPEHHUX CPEACTB aKTUBHOMW 3aIIUTHI;
Ornpezenenne U XxapakTepUCTUKA OCHOBHBIX BHEIIHUX CPEJICTB AKTUBHOM 3aILUTHI;
Knaccudukanus cpecTB HaCCUBHON 3alIUTHI U XapaKTEPUCTUKA UX OCHOBHBIX
COCTAaBJISIFOLIUX;

Hasznadyenue 1 OCHOBHBIE IPUHITUITBI OPTaHU3AIUN UACHTU(GUKAIIMHI IPOTPaMM;
Ha3naueHnne 1 OCHOBHBIE IPUHIIMIIBI TOCTPOEHUSI YCTPONUCTB KOHTPOJIS;

OO6mwmit coctaB TpeboBanuit mo odecneyenuto Ub;

TpebGoBaHMsI K MPOTPAMMHO aNlapaTHBIM CPEICTBAM;

TpeboBanus kK moacUcTeMe UACHTUPUKAIIUN U ayTeHTU(DUKAINH;

TpeboBaHMs K MOACUCTEME YIIPABICHHS JOCTYIIOM;

TpebGoBanus k MoJcUCTEME IPOTOKOIUPOBAHUS ayIUTa;

TpeboBaHMs K MOACUCTEME 3AILUTHI TOBTOPHOTO UCIIOIb30BaHUS OOBEKTOB U K 3aIIUTE
KPUTHYHON HHpOpMAIHH;

TpeboBaHus K cpelicTBaM oOecrieueHus! LIeJTOCTHOCTH;

TpeboBanus k cpeactsam ynpasnenus 1b;

OO0uwmii coctaB TpeOOBaHMI K MEKCETEBOMY SKpaHy;



58. Iloacucrema ympaBieHHs TOCTYIIOM B aBTOMaTH3UPOBAHHOM CHCTEME M OCHOBHBIS
TpeboBaHus K Hel i 3anuThl oT HC/I;

59. TloacucTeMa perucTpaluy U y4eTa B aBTOMaTH3UPOBAHHOM CHCTEME 1 OCHOBHBIC
TpeboBaHus K Hel [yt 3anuThl oT HC/I;

60. Kpunrorpaduueckas noacucrema 311 B aBTOMaTU3MPOBAHHOM CUCTEME M OCHOBHBIE
TpeboBaHus K Hel i 3anuThl oT HC/I;

61. ITogcucrema obecnieueHHs IEJTOCTHOCTHA B aBTOMATU3UPOBAHHOM CUCTEME H OCHOBHBIE
TpeboBaHus K Hel [yt 3anuThl oT HC/I;

62. TTokazarenu 3anumenHoct nHGopMaiuu ot HCJI 1st KOMIIBIOTEPHBIX CUCTEM H UX
KpaTKasi Xxapaktepuctuka. [lokazarenn 3alUIIEHHOCTH MEKCETEBBIX IKPAHOB U UX KpaTKas
XapaKTePUCTHKA.

63. Borpocs! 17151 HOATOTOBKH K AK3aMEHY.

64. CyurHocTh U IoHATHE UHPOpMaImonHoi 6e3onacHoctu (MB);

65. XapakTepucTHKa OCHOBHBIX cocTaBstomux 1b;

66. 3nauenue Ub nist cyObekTOB HH(POPMAIIMOHHBIX OTHOIICHHIA;

67. Mecto Ub B cucTeMe HalIMOHAJIbHOM 0€30I1aCHOCTH;

68. OcHoBHbIe pUHIHIEI 0OecnieueHus Ub;

Kpurepun oneHuBanus:
MaxkcuManbHOE KOJIMYECTBO OaNIJIOB, KOTOpoe 00yJaromuiics MoxkeT HabpaTs — 40 6amos (3a 40
OTBETOB).
OTBeT Ha BOIIPOC OLIEHUBACTCS:
- 1 6au1 — mpaBWIIBHBIN U TIOJTHBINA OTBET;
- 0 6ayII0B — HEMPABWIBHBIM OTBET WJIU OTBET HE MPE/ICTABIICH.

10.
11.

12.

[IpakTHKOOPHEHTHPOBAHHBIE 32 TAHUS

Hanucanue ckpunTtoB Ha si3bike SQL A71s BBINMOIHEHHs onepanuii ¢ 6a30i JaHHBIX, HAIIPUMED,
CO3aHUs TaOJIUL, 100aBIICHUS 3aMiCed, U3MEHEHMSI U y1aJeHUs! TaHHBIX.

HacTtpoiika cucrembl MOHUTOpUHTA cOObITHI B cBoelt U T-undpactpykType u mpocMoTp
YKYpPHAJIOB COOBITUM JUIsl BBISIBJICHUS TOTEHIIMAIBHBIX YTPO3 0€301aCHOCTH.

TectupoBanue 6e3omacHoCTH web-nipunoxeHuit 1 API, ncnons3yromuxcs B cBoei
OpraHM3aIiy, ¢ TOMOIIbI0 aBTOMAaTU3UPOBAHHBIX CpeACTB, Takux kak OWASP ZAP unu Burp
Suite.

Pa3paboTka nonutuk u nmpoueayp 1no UCnoiab30BaHuio BHeMHUX USB-ycTpoiicTB u apyrux
CbEMHBIX HOCUTEJIEH B CBOCH OpraHU3alliH.

Hacrpoiika cucrems! mmdpoBaHus JaHHBIX Ha JUCKaX KeCTKOTo drives U B 00JIauyHbIX
XpaHWINILAX.

CocraBieHre 4pe3BbIYaifHOTO TJIaHAa OTBETAa HAa KHOEPYTpo3bl U POBEACHHUE YUEHUH IO €ro
pean3alny.

W3ydeHne u TecTHpOBaHUE MEXaHU3MOB JIBYX(DaKTOPHOM ayTeHTU(UKALMU [T JOCTYIA K
CHUCTEMAaM U CEPBHCAM CBOEH OpraHU3alUH.

Hactpoiika cuctemsl ynpaBieHus] Y4ETHBIMU 3aIIUCSIMU U NTAPOJISIMU JJIS1 COTPYTHUKOB CBOEH
OpraHM3aIiH.

W3ydeHre u TeCTUpOBaHUE MEXaHU3MOB IT€UYATHBIX MAPKEPOB U TOKEHOB JIIsl Ay TeHTHU(PUKAIUU
110JIb30BATENEN B CBOEH OpraHU3alNN.

Pa3zpaboTka monuTuk u mporneayp mo ucnoiibzoBanuio Wi-Fi cerell B cBoel opranuzaIim.
W3ydenue u HacTpoiika cucteM npenorsparienus sropskenuid (IDS/IPS) nns cBoeit UT-
UH(PaCTPYKTYPBHI.

TectupoBaHue 6€30MaCHOCTH CBOMX MOOMIIBHBIX YCTPOMCTB U pa3paboOTKa MOJIUTHK MX
MCIIOJIb30BaHUs B CBOEH OpraHu3aluu.



13.

14.

15.

16.

17.
18.

19.
20.

21.

22.

23.
24.

25.

26.

217.

28.

29.
30.

31.

32.

33.

34.

35.

N3yueHne u HacTpoiika cucteM 0OHapYKEHUSI U KOPPEKIUH ysi3BUMocTeit B cBoet UT-
nH(ppacTpyKType.

Pa3paboTka nonuTuk U npoueayp 1o UCIoiab30BaHUIO OOJIAYHBIX CEPBUCOB B CBOEH
OpraHu3aluu.

Hactpoiika cucteMsl yrpaBieHusl BEpCHsIMH Ui Koja ¥ KoH(purypamwuii B ceoeit UT-
uH(ppacTpyKType.

TectupoBanue 6€30MaCHOCTH COOCTBEHHOTO CaiiTa WM BEO-TIPHIIOKEHHS ITyTEM MPOBEICHHS
penetration testing'a uim vulnerability scanning'a.

N3yuenne u HacTpoiika cuctem 3amuTsl oT DDoS-arak s cBoeit UT-unpacTpyKTyphI.
Pa3paboTka moiuTuk U nporeayp mno 6e30macHOMy HCIOJIb30BaHHIO e-mail B cBoei
OpraHH3alIiy.

N3yuenne u HaCTpoWKa CUCTEM JIOTUPOBAHMS U ayauTa s cBoerd UT-undpactpyKTyphl.
Pa3paboTka nmoimTHK U poreyp mo 6€30MacHOMY HCIIOJIb30BAaHHUIO COIIMATIBHBIX CETeH U
MECCEHIKEPOB B CBOEH OpraHU3alNH.

TectupoBanue 6€30MaCHOCTH YIAIEHHOTO JOCTYIA K CHCTEMaM U CEpBUCAM CBOEH
OpraHu3aIy MMyTeM MPOBEACHUS remote access testing'a.

W3yueHne n HacTpoiika CUCTEM aBTOMATU3allMH YIpaBJiIeHUs patches 1 OOHOBICHUAMU /IS
cBoeit UT-uHdpacTpyKTyphl.

Pa3paboTka moauTUK U mpoieayp mno ucnoyibzoBanuto VPN B cBoelt opranuzaiui.
TectupoBanue 6e3onacHocTu ctopoHHero [10 u cepBUCOB, UCTIONIB3yEMBIX B CBOECH
opraHu3aiuu, myrem nposeaeHus code review'a uim black box testing'a.

W3ydeHue u HacTpoiika cucteM (PUIITMHTOBOM 3aIlMThl U OpaHaMay’poB ais cBoeit UT-
UH(PaCTPYKTYPBHI.

Pa3paboTka moiMTUK U Iporeayp mno 6e30macHOMY HCIOIb30BAaHUIO 00IaUYHBIX XPAHMIIUII]
JTaHHBIX B CBOEH OpraHU3allHH.

TectupoBanue 6e30nacHOCTH 06a3 TaHHBIX CBOEH OpraHHU3aIiy myTeM nposeneHus database
security testing'a.

W3ydeHue u HacTpoiika cucteM O6e3omacHoCcTH KoHpurypanuii s csoeit UT-
UH(PaCTPYKTYPBHI.

Pa3pabotka nmonutuk u mpoueayp mno ucmnonb3oBanuio [oT-ycTpoliicTB B cBoeli opraHu3aiu.
TectupoBanue 6€30naCHOCTH OECIIPOBOJHBIX CETEN CBOEH OpraHU3alluy IyTEM MPOBEACHUS
wireless network security testing'a.

W3ydeHue u HacTpoiika cucTeM KOHTPOJISL JocTyna K ¢aitiam u nankam B coeid UT-
UHPPACTPYKTYpE.

Pa3paboTka moauTuk U mpoieayp no 6€30nacHOMy MCIOIb30BaHUIO (hIIEHI-HAKOTUTENCH U1
JIPYrUX CbEMHBIX HOCUTEIIEH B CBOEH OpraHU3aluHy.

TectupoBaHue 6€30MaCHOCTH CETEBBIX YCTPOMCTB CBOEH OpraHU3allM ITyTEM IIPOBEICHUS
network device security testing'a.

N3yueHue u HacTpoiika cucteM 6€30MacHOCTH 001auHON HHGPACTPYKTYpbl AJist cBoeit UT-
UHPPACTPYKTYPHI.

Pa3paboTka MoIUTHK U TIPOLIETYp 110 UCTIOJIB30BaHUIO Al M MAaIIMHHOTO OOYYEHHS B CBOCH
OpraHH3aliH.

Kpurepun onenuBanus:
MakcumanbHOE KOJMYECTBO 0aJIIIOB, KOTOPOE 00yUaromuiicss MOXKeT HaOpath — 60 6amioB (3a 12
3a1aHUH ).
Kaxnoe 3ananue oneHuBaeTcs:

- 5 6aJI0B. — 33/1aHUE BBHIIIOJIHEHO BEPHO;

- 4 GaJIOB. — TP BBHITTOJTHEHHUH 3aaHUs OBLUIN JIOMYIIEHBI HETOYHOCTH, HE BIIHSIOIINE HA
pe3ysbTar;

- 3 0aJI0B. — IPU BHINIOJIHEHUH 33JaHUSI ObLITN TOMYIIEHBI OIIUOKH;

-2-

1 6amnoB. — IIpH BBIITOJIHCHUU 3aJaHUA ObLIN JOMYIICHBI CYIIIECTBCHHBIC OI_I_II/I6KI/I;



- 0 0aJUI0B. — 3aJaHUE HE BBIMTOJIHEHO.

3 Meroauvyeckue MaTepHuajibl, ONpeAeJfAl0INe TNPOoUelypbl OINEHWBAHUSA 3HAHMHA, YMEHWId,
HABBIKOB M (WIH) ONbITAa [JAeATEJbHOCTH, XAapPaKTepU3YKIMX JrTanbl (GopMUpPOBaHUS
KOMIIeTeHI M

[Ipouenyps! orleHMBaHMS BKIOYAIOT B €05 TEKYILUNA KOHTPOJIb U IPOMEXYTOUHYIO aTTECTALUIO.
Tekymmii KOHTPOJIb YCIEBAEMOCTHM IIPOBOJUTCA C HCIIOJIB30BAHMEM OLEHOYHBIX CPE/ICTB,
IPEJCTaBICHHBIX B II. 2 JAHHOIO IPWJIOXKEHMs. Pe3ynpTaThl TEKYLIETO KOHTPOJS AOBOASTCS /0
CBEJICHUs CTYACHTOB J10 IIPOMEKYTOYHOM aTTECTALUH.

IIpomexyTouHAasi aTTeCTAUMSA IPOBOJIUTCS B OopME 3aUeTa, IK3aMeHa.

3aueT TMPOBOAMTCS MO PACIHCAHUIO MPOMEXKYTOUHOW arrectaiuu B ycTHOU (opme. KomudectBo
BOIPOCOB B 3a4€THOM 3afaHuu — 3 (2 TeopeTuyeckux, | MpPaKTUKO-OPUEHTHUPOBAHHOE 3aJIaHUE).
PesynbTarhl arrecranuu 3aHOCATCS B BEJOMOCTh W 3a4€THYIO KHUWXKKY cTylaeHTa. CTylneHThl, He
MpouIe/iIe MIPOMEKYTOUHYIO aTTeCTalUIO M0 IpaduKy, JOKHBI JIUKBUAUPOBATH 33J0JKEHHOCTh B
YCTaHOBJICHHOM ITOPSIKE.

DK3aMeH MPOBOJUTCS MO PACHUCAHUIO MPOMEKYTOYHOU aTTectaluu B yCcTHOH dopme. KomuuectBo
BOIIPOCOB B SK3aMEHALlMOHHOM 3aJaHuu — 3 (2 TeopeThyeckux, | NpaKTUKO-OPUEHTHUPOBAHHOE
3amanue). Pe3ynbTarhl aTTecTaliuu 3aHOCSATCS B BEJOMOCTh M 3a4€THYIO KHIDKKY CTyJeHTa. CTYIeHTHI,
HE MPOIICANINE TPOMEKYTOUHYIO aTTECTALHUIO 10 TpaduKy, TOJKHBI JIUKBHINPOBATH 3370DKEHHOCTh
B YCTAHOBJICHHOM IOPSIKE.



Ipuio:xxkenue 2

METOAUYECKHUE YKA3AHUA 11O OCBOEHUIO JTUCHUIIJIMHBI

Y4eOHBIM IJIaHOM IPETYCMOTPEHBI CIIETYIONINE BU/IbI 3aHATH:

- JICKLIUH;

- IPAKTUYECKHE 3aHATHSL.

B Xoie JEeKIMOHHBIX 3aHATHH paccMaTpUBAIOTCS OCHOBHBIE MOHSTHS B 00J1acTH MH(POPMALMOHHON
0€30I1aCHOCTH U 3aIIUTHI HHPOPMALIMU, METO/IbI OOHAPYKEHHSI U OPTaHU3aIH TPOTHBOJCHCTBHUS aTak
Ha WH(OpPMAIMOHHBIE CETH, TPeOOBaHUS IO 3alUTe KOH(PHUICHIMAIbHON HH(POpMAIHMU, IAIOTCS
PEKOMEHIALUH ISl CAMOCTOSTEIILHOM PadOThl ¥ MOATOTOBKH K MPAKTHYECKUM 3aHATUSAM.

B Xxome mnpakTHUECKMX 3aHATUH YIIyOJSIOTCS W 3aKpeIUIAIOTCS 3HAHUS CTYJCHTOB IO PSRy
PACCMOTPEHHBIX Ha JIGKIMAX BOIPOCOB, DPA3BHBAIOTCS HABBIKM pEHICHUS 3a1ad [0 3aluTe
HH(pOPMAITMOHHBIX 0OBEKTOB.

[Tpy TOATOTOBKE K MPAKTUYECKUM 3aHSATHAM KaXKIBIH CTYJCHT JOJKEH:

- U3YYUTh PEKOMEH/IOBaHHYIO YUEOHYIO JIUTEpPaTypYy;

- U3YYUTh KOHCIEKTHI JICKIIUH;

- 03HAKOMUTKCS C ONMCAHUEM NPAKTUIECKOH paboTHI;

- IOJITOTOBUTH OTBETHI HA KOHTPOJIBHBIE BOIIPOCHI 110 H3y4aeMOi TeMe.

B mnpomecce NOATOTOBKM K MNPAaKTHUECKHM 3aHATHUSAM CTYJACHTBI MOTYT  BOCIIOJIB30BAThCS
KOHCYJIbTAIIMSIMU TIPETIOIaBaTeIs.

Bormpocsl, He paccMOTpeHHbIE Ha JICKIHMAX M NPAKTHYECKUX 3aHATHUSX, JOJDKHBI OBITh W3y4YCHBI
CTyZIEHTaMH B XOJI¢ CAMOCTOSTENILHON paboThl. B xo01e camMocTosTenbHOM paboThl KaXIbId CTYIEHT
00s13aH TPOYUTATH OCHOBHYIO M, IO BO3MOXXHOCTH, JOTIOJIHUTEIBHYIO JINTEPATypy MO H3ydaeMoi
TeMe, TOTIOJIHUTh KOHCIIEKTHI JICKIIUI HEJOCTAIOIINM MaTepHalIOM, BBIITICKAMH U3 PEKOMEHIOBAHHBIX
UCTOYHUKOB. BBIIETNTH HEMOHSATHBIE TEPMUHBI M HAWTH WX 3HAYCHWE B OSHIUKIONEINYESCKHX
CIIOBapsIX.

JU1s MOATOTOBKYU K 3aHATHUSAM, TEKYLIEMY KOHTPOJIIO U MPOMEXYTOYHOM aTTECTAllUN CTYAEHThl MOTYT
BOCIIOJIB30BaThCsl 3JIEKTPOHHO-OMOIMOTEUHBIMU cUCTeMaMH. Takxke oOydwarolimecsi MOTYT B3ATh Ha
JIOM HEO0O0XOAUMYIO JIUTepaTypy Ha aDOHEMEHTE YHUBEPCUTETCKOM OMOIMOTEKN MM BOCIOIb30BATHCS
YUTATbHBIMU 3aJaMU.



