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KA®EJIPA HNndopmannonnas 6e301acHOCTh

Pacnpe):[e.ﬂelme YaC0B IMCHHUILIMHBI 10 CEMECTPpaM

Cemectp
(<Kypc>.<Cemectp Ha 8(4.2)
Kypee>) Hroro
Henenp 8
Bun 3ansaruit vl | PO | vo PIT

Jlexun 32 132 |32 (32
IIpakTuueckue 32 132 |32 |32
Hroro ayn. 64 |64 |64 |64
KonraktHas pabora 64 (64 |64 |64
Cawm. paborta 44 144 (44 |44
HUroro 108 [ 108 | 108 | 108
OCHOBAHHE

Y4eOHBIN TUTaH yTBEPKIIEH YIEHBIM COBETOM By3a oT 25.06.2024 1. mpoTokox Ne 18.
[Tporpammy coctaBui(u): K.3.H., JOLUEHT, bonaapenko I'. A.
3aB. kadempoi: k.3.H., morieHT Paguenko HO.B.

MeTtoaudeckuii COBET HalpaBJIeHUs: [1.3.H., npodeccop Tumenko E.H.



1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 | o3HaKOMJICHHE HaBBIKaM M MeToxaM 3¢ ¢eKTuBHOTO cOopa, 0OpabOTKM W aHamM3a WHPOPMAIMH, HEOOXOAMMON Uit
BBISIBIICHUS YTPO3 U ySI3BUMOCTEH B MH(POPMALMOHHBIX CUCTEMAaX

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUA JUCHUTLITUHBI

IIK-5: cnocoGeH OpraHu30BHIBATHL U MOJJEPKUBATH BbINMOJHEHHE KOMILIEKCA Mep MO ofecrnevyeHHI0 HHEGOPMALHOHHOMN
0e30I1aCHOCTH, YIIPABJISATh 3alIUTOH 00beKTOB HH(pOpMaTH3aLHHU

B pe3yabrate ocBOeHUS JUCHMILIUHBI 00y4AIOIIMIICS JOTAKEH:

3HaTh:

- IPUHINIBI ¥ CTAHAAPTHI, PETYIHPYIOMNX HHOOPMAINOHHYIO 6€301TaCHOCTb.

- pa3HOOOpa3HbIe OIXOIBI K COOpY, XpaHEHHIO 1 00paboTKe JaHHBIX, B TOM YHCJIE OTKPBHITHIX HCTOYHUKOB (OSINT).
- METO/IbI M HHCTPYMEHTBHI BBISIBIICHHS YS3BUMOCTEH B MPOTPAMMHBIX M aIllapaTHbIX CUCTEMAX.

- HOPM ¥ [IPABUJI, PETYIUPYOIUX JSSATEIEHOCTE B chepe 00pabOTKH U 3alUTHI HH(pOpMaIHy.

(cooTtreceno ¢ naamkaropom I1K-5.1)

YMmers:

- MHTCPIPETHUPOBATh U BUSYAIU3UPOBATH PE3YJIbTAThl aHAJIN3a JJI1 IPHUHATUA peHIeHPIﬁ.

- IPOBOAUTH OILICHKY TCKYIICTO COCTOSIHUA CUCTEM 0€30ITaCHOCTH U UX yﬂBBHMOCTeﬁ.

- pa3pabaTbIBaTh CTPATETHU M TAKTUKHU 3aLIUTHl MHPOPMAIMK B 3aBUCIMOCTH OT BBISIBIEHHBIX PHCKOB.
- OIIEPaTHBHO PEarnpoOBaTh HAa MHIMACHTHI O€30MaCHOCTH 1 MUHUMH3HPOBATh UX MOCICACTBHS.
(cooTtreceno ¢ naamkaropom I1K-5.2)

Bnagern:

- paboTsI co criennanu3npoBanHbM [10 1 mHCTpYMEHTaMH T cOopa M aHaTM3a TaHHBIX

- OIIEHKH MH()OPMAINH U BBISABICHUS JIOXKHBIX MIIH HEIOCTOBEPHBIX JTAHHBIX

- mo00pa HOPMAaTUBHBIX U METOJUUECKUX MaTepHaIoOB 110 BOIpocaMm obecrieyeHns HHPOPMalHOHHONH 6e30MacHOCTH
(cooTtHeceHo ¢ unaukaropom [1K-5.2)

3. CTPYKTYPA U COAEPKAHUE TUCIUIIJINHBI

Paznen 1. Teopernyeckue U MeToAMYECKHE ACTEKTHI OCYIIECTBIEHUS c00pPa M aHAJIU3A JAHHBIX B paMKaX
HHPOPMALHOHHOMH 0e30I1acCHOCTH

Ne HaumenoBanne Tembl / Bua 3ansatus Cewtecrp Yacos Kowneres- JlutepaTtypa
/ Kype M
BBenenne B TexHOJOrMM cOopa JaHHBIX B paMKaxX OCYIIECTBICHUS
MH(OPMAIIMOHHOM 0€30TacCHOCTH 00BEKTA.
HocgaIT)Meau nHpOpPMAMOHHON  (e3omacHOCTH, e€  3HaueHHe B L1 JIL.2, 713,
’ JI1.4, J11.5, JI1.6,
1.1 | SOBPEMCHHOM MHpe. y 8 4 TTK-5 J11.7, J11.8, JI1.9,
3HaueHrne Tmporecca cOopa NAHHBIX JJIsl BBISBICHUS YSI3BUMOCTEH W 1 .2 7123
yrpo3 HHGOpMaMOHHON 0€30TaCHOCTH. .H’2 4 .JI’2 p "
O0630p TeKyHmIMX BBI30OBOB M TCHACHIMHA B HHPOPMAIIMOHHOM oo
6e3omacHocTH. / Jlek /
Beenenne B TexHONOrMM cOopa JaHHBIX B paMKaX OCYIIECTBICHUS
UH()OPMAITMOHHOM 6€30IIaCHOCTH 00BEKTa. JI1.1, J11.2, JI1.3,
[IpoBeneHue HCCJIEI0BAHUS 0 3HAYEHUU UHGOPMAITHOHHON JI1.4, J11.5, JI1.6,
1.2 |Ge30macHOCTH B COBPEMEHHOM MHpe. BEIOOp 0oOBekTa HMcciIemoBaHHS 8 4 [IK-5 JI1.7, J11.8, JI1.9,
W aHaTU3 ero IMOIXOAOB K O0ecredYeHuto WHPOPMAIHMOHHOM JI2.1, J12.2, JI2.3,
0€30MacHOCTH. J12.4, J12.5
/Tp /
BBenenne B TexHONOTWH cOopa JaHHBIX B paMKaX OCYIIECTBICHUS
WHPOPMAIIMOHHOHN 6€30MacHOCTH 00 BEKTA. JI1.1, JI1.2, JI1.3,
Bunsl kubeparak: ¢uumnar, DDoS-araku, 3moBpennoe IO, insider JI1.4, J11.5, JI1.6,
1.3 |threats u ap. 8 4 TIK-5 JI1.7, J11.8, JI1.9,
PeanwHbIC TIPUMEPBI HHITUICHTOB 0€30I1aCHOCTH. Bausane JI2.1, J12.2, JI2.3,
UH(pOPMAIIMOHHOM 6€30IIaCHOCTH Ha PEIyTAlUI0 KOMITaHUH. J12.4,J12.5
DHHAHCOBBIE MOCIESACTBHSI yTeUKH MaHHbIX. / Cp /
OTkpbIThie ncTOUHUKN HHPopManuu (OSINT)
JI1.1, J11.2, JI1.3,
OnpeneneHre OTKPBITBIX HMCTOYHHKOB WHQPOPMAIMU, WX BHIBI U 1.4, J11.5. 1.6,
1.4 3HaueHHe B KHOEepOEe30MacHOCTH. g 4 MK-5 1.7, 7118, 11,9,
[Ipumepsr ucnonb3oBanuss OSINT st paccnesoBaHUs HMHIMIECHTOB .1 0.2 1.3
(caifThl, COMATBHBIC CETH, 0a3bl TAaHHBIX ). 'H’z 4 .H,Z 5 e
00630p momyJsIpHBIX HHCTpYMEeHTOB 1uist coopa OSINT. / Jlek / T
1.5 | Otkpertsie ucrounuku napopmanuu (OSINT) 8 4 IK-5 JI1.1, J11.2, JI1.3,




Paspabotka tmana OSINT-uccrenoBaHuss MO  3aJaHHOH — TeMe

. JI1.4, JI1.5, J11.6,
(mampuMmep, aHaNM3 MyONWYHBIX HpoduiIell B CONHATBHBIX CETAX). 1.7 711.8. 711.9
C6op wuH(popManMM U TpeACTaBICHHE pE3ylIbTaloB B  BUAE J'I2.1’ J'I2.2’ J'[2'3,
npe3eHTauu (5-10 cnaidioB), BKIIOYAs HCIIOJIb3YEMbI€ UCTOYHUKH H 'J'[,2 4 .J'IDZ 5 -
meToabl. / Ilp / oo
OtxpriThie ncTouHUKN HHpopMmarun (OSINT).
IMpenmymectBa u Hemoctarku OSINT mo cpaBHEHHIO C APYTUMH JI1.1, J11.2, JI1.3,
METOIaMH JI1.4, J11.5, JI1.6,
1.6 |Tekyume TpeHABI W TEXHOJOTMM, OKa3bIBAIOUIME BIHMSHHE Ha 8 6 TIK-5 JI1.7, JI1.8, JI1.9,
pasButue OSINT. JI2.1,J12.2, J12.3,
Tpenabl B pa3BUTHM COLMAIBHBIX CET€d M BIMSHUE JAHHBIX J12.4, JI12.5
TeHeHIMI Ha cOop nHopmanuu. / Cp /
Metomoorust coopa “HpOpMAITHN JUTS obecrieueHus
nH()OPMAITMOHHOH 6E30IIaCHOCTH JI1.1, J11.2, JI1.3,
Ortansl cOopa [JaHHBIX: I[JIAHUPOBaHHWE, pealu3alds, aHaAIW3 W JI1.4, J11.5, JI1.6,
1.7 | OTYETHOCTE. 8 4 TIK-5 JI1.7, JI1.8, JI1.9,
Pasnuunble MeTomonoruu (KadecTBEHHBIS/KOTHMYECTBEHHBIE TOIXO/IbI) JI2.1, J12.2, JI2.3,
K cOOpYy NaHHBIX U HANPaBJICHUS UX MPUMEHEHHUSL. J12.4,J12.5
/ Jlex /
Metomoorust coopa “HpOPMAITHN JUTS obecrieueHus 1.1 112 113
nH()OPMAIIMOHHOH 6e30IIaCHOCTH Jll. 4: Hl. 5: Hl- 6,
18 PazpaboTka MeTtoaumku cOopa ,IlaHHLIXVILJ'DI KOHKPETHOW CHUTYyallH ] 4 K5 1.7, J11.8, J11.9,
(HampuMmep, Ui OLECHKM ys3BHMOCTeH B cucreme). [loaroroBka .1 D2 2.3
IUTaHa JIEWCTBHH, ONHCaHNEe M OOOCHOBAaHWE NPUMEHEHHS BBIOPAHHBIX .JI’E 4 .JI,Z 5 "
METOJIOB M OITUCAHNE OXKHIAeMbIX pe3ynbTaroB / Ilp / T
[Mpumepbl TpPUMEHEHHUs] Pa3THYHBIX METOJMK cOopa HHGpOpPMALUH B
PCATBHBIX CUTYALHSAX.
PaccMoTpeHme ciryyaeB HETPaBIIIBHOTO HMPHUMEHEHHS METOIUK cOopa 1.1 711.2. 7113
nmannbeix. Obecneyenre KauecTBa JaHHBIX J'Il: 4: J'Il: 5: J'[l. 6:
19 IMoaxompl kK 0OECHEYCHUIO TOYHOCTH M JOCTOBEPHOCTH COOpaHHOM 3 6 TTK-5 17118, 119,
uHopMAIIH. M2.1,712.2, 2.3
Metoabl obecriedeHUs] KOHTPOJII 332 Ka4eCTBOM JIaHHBIX Ha BCeX J'I’Z 4 J'[’Z p ’
JTanax. U
OTHKa ¥ KOHPHICHIINATEHOCTh
Tpenypl B MeTogosorusix coopa uadopmarmu / Cp /
JI1.1, J11.2, J11.3,
OTHYecKre U IPaBOBBIE ACTIEKTHI cOOpa JaHHBIX 1.4, 115, J11.6,
110 PaccMoTpeHne  3akoHOImarenbcTBA B 00JMacTH  cOopa  JIaHHBIX. 3 4 K-S 17118, 119,
DTUYecKue HOPMbI M JHWJICMMBEI B paboOTe C JaHHBIMH. PaccMoTpeHue 1 0.2 2.3
peaTbHBIX IPUMEPOB HapyIIeHws 3TUKH. / JIex / ’ H’Z 4 .JI’Z 5 "
DTUYeCKUe U TIPaBOBBIC aCMIEKThI cOOpa TAaHHBIX JI1.1, JI1.2, JI1.3,
AHanu3 3tudeckoro acmekra Tekymiero ciaydas B CMU, cBa3anHOrO C JI1.4, J11.5, JI1.6,
1.11 |HapymeHueM mpaB mpu cOope IaHHBIX. PaccMoTpeHMe U aHau3 8 4 [K-5 JI1.7, JI1.8, JI1.9,
MOCIEACTBUA W TPEAJIOKEHUN M0 yIy4lIIEHWIO TMpakTUK cOopa JI2.1,J12.2, JI12.3,
nanabIx / Ip / J12.4,J12.5
OTHYECKUE U IPaBOBBIC aCTIEKTHI cOOpa JaHHBIX
PaccMoTpeHre BONPOCOB BIMSIHUS Pa3iWddil B 3aKOHOJATEIBCTBE O
3alUTe JaHHBIX Ha MEXITyHApOTHBIE KOMIIAHHUH. 1.1 7112 7113
HccnenoBanue Bompoca, B KakMX CTpaHax JAeHCTBYIOT HauOomee J'Il: 4: J'[l: 5: J'[l: 6:
Liz o vopus b hepe chors v 1 s Hepmemma| | | nes |z ms
By ayiem. JIZ.Jl_[,2 JZZJ%[,Z J152.3,
PaccMoTpeHre  MOTCHIMATBHBIX  HM3MCEHEHHH, KOTOpPBIE  MOTYT T

HpOH30ﬁTH B 3aKOHOAATCJIBCTBE H3-3a TCXHOJIOTHMYCCKHUX W3MEHEHUH U
obmectBeHHOro MHeHus. / Cp /

Paznes 2. [IpakTuyecKkue acnekThbl OCYLeCTBJIEHUS cO0pa U aHAJIN3a IAaHHBIX B paMKaX HH(OPMALMOHHON 0e301acHOCTH

Ne HaumenoBanue Tembl / Bua 3ansiTus Cewtecrp Yacos Komneren- Jlutepartypa
/ Kype M1
OCHOBBl MOHUTOPHHIA CHUCTEM HMH()OPMALMOHHONW O€30MacHOCTH U
cOopa JI0roB JI1.1, J11.2, JI1.3,
BBenenue B 1orupoBaHue: 4TO TAKOE JIOTH U 3a4€M OHH HY KHBI. JI1.4, J11.5, JI1.6,
2.1 |Pa3HOBHIHOCTH JIOTOB: CUCTEMHBIE, CETEBBIE, TPUIOKEHUSL. 8 4 TIK-5 JI1.7, J11.8, JI1.9,
[TpuHIUIBI cOOpa M XpaHEHHS JIOTOB, BKJIFOYAs CTAHIAPTHI. JI2.1,J12.2, JI12.3,
3Ha4YeHUE aHATN3a JIOTOB B MH()OPMAMOHHOH O€30TTaCHOCTH: J12.4,J12.5

Ponb ananm3a JIOroB B BBEISIBJICHUH WHOUACHTOB U YTPO3.




OCHOBHBIC TEXHUKH aHATN3a; KOPPEILLIHS, TaTTEPHbI, aHOMAIIHH.
ITpuMepsl UCMOIB30BAHUSI JIOTOB JUIS PACCIICAOBAHUS HMHIMICHTOB. /
Jlex /

o o i 6 JI.1, JI1.2, J11.3,
6CH0BLI FMBOHI/ITOpI/IHFa cucteM WH(OPMAIMOHHON 0e30MacHOCTH U 1.4, 115, 116,
22 |Dopadnoro TK-5 JT1.7, 7118, JI1.9,
O3HakOMJIEHHE C TPHHOUIAMH pabOTBl C JIOTaMH, aHalu3a U 1 2 7123
BBISIBIICHHS BO3MOYKHBIX HHIUIEHTOB M YTPO3 Ha OCHOBE JIoroB. / [1p / .J'[’2 4 .J'[’2 5 -
OGC;IOBLL rgA]:)HPITOpI/IHFa cucteM HWH(OPMAIMOHHON 0e30MacHOCTH U JIL1, J11.2, J11.3,
IC/I pa JIOTOB. i J11.4, JI1.5, J11.6,
73 3y4eHHEe KOHKPETHBIX CIy4acB U MPUMEPOB M3 PEATbHOW >KU3HH, T K5 1.7, J11.8, J11.9,
AHAIM3 JIOTOB MPHBEJI K YCICITHOMY BBIBICHUIO HHIUICHTOB.
JI2.1,J12.2, J12.3,
UccnenoBanue Oymymux TPEHIOB B JIOTHPOBAHHM M MOHHUTOPHHTE, 4. 705
TaKHe KaKk ManmmHHoe o0ydenue u aproMarmsanus. / Cp / oo
[Tpumenenue METOZIOB M TEXHONIOTHIL JUIL aHATH32 CETEBOTO Tpapuka JIL1, JT1.2, 0113,
g:ILIHBHeH}?; a}II/IOMamiH. TBJICHUSI MOHUTOPUHT: TH. MeToabl L4, JI1.5, JI1.6,
24 peleNieHne W IeNb OCYIIeCTBIE OHUTOpPHHTA CeTH. MeTox K5 1.7, J11.8, J11.9,
MOHUTOpPHHTA.  VHCTpyMEHTHl JUII MOHHTOpPWMHTAa W  aHaIW3a
. N J12.1,J12.2,J12.3,
nHPOPMAIMOHHOM Oe3omacHOCTH. AHanmu3 aHoMmanuid. Hampasnenus u 4 105
MpaKTHKa IPAMEHEHHs MOHUTOpHHTa ceTH. / Jlek / o
[TpuMeHeHrne METOJOB M TEXHOJIOTHH ISl aHaIHM3a CETEBOro Tpaduka JI.1, JI1.2, JI1.3,
¥ BBISIBJICHHS aHOMAJIHH. JI1.4, J11.5, JI1.6,
2.5 |IlpumeHeHHE UWHCTPYMEHTOB MOHUTOPHMHIA CE€TH JJI  aHauu3a [IK-5 JI1.7, JI1.8, JI1.9,
Tpapuka, BBIIBICHHA aHOMAIMHA ¥ (OPMHPOBAHHSA OTUYETOB IO J12.1,J12.2, J12.3,
6e3omacuocTu. / I1p / J12.4,J12.5
[MpuMeHeHne METOOB M TEXHOJIOTHH IS aHATH3a CETEBOTO TpaduKa
¥ BBISBJICHHS aHOMAJIHH. JI1.1, JI1.2, JI1.3,
PaccMoTpenue HampapiieHWH TPUMEHEHHS OpraHu3alMsIMH  PasHbIX JI1.4, J11.5, JI1.6,
2.6 |cexkTopoB (puHaHCOBSIH, MEAULUHCKUH, TIPOMBIIICHHBIIT) [IK-5 JI1.7, JI1.8, JI1.9,
MOHHUTOPHHTIA CETH ISl IOCTHKEHUS CBOMX IIeJiel 6€30MacHOCTH. JI2.1,J12.2, JI2.3,
Kakue w3BecTHbIE MHIUICHTHI 0€30MAaCHOCTH OBUIM TMPEAOTBPAIICHBI J12.4, JI12.5
WJIH BBISIBJICHBI C TIOMONIBbIO MOHHTOpHUHTA ceTtu? / Cp /
Anroput™M cOopa MaHHEIX IO HWH(MOPMAIMOHHOW O0€30IIacHOCTH Ha
OOCHOBe OnpoCcoB. Pasnat Burt y JI1.1,J11.2, J11.3,
nrl)deTz[eJLePIIme nenu ompoca. Pa3spaboTka ompocHuka. Bridop meneBoit J1.4. 115, 1.6,
2.7 |ByATTOPHH. TK-5 1.7, 1.8, J11.9,
Beibop wmeroma cOopa mamHbIX. IlpoBemenme ompoca. Coop M1 2 7123
XpaHeHue AaHHBIX. AHanmu3 naHHbIX. [loarotoBka otuyera. OOparHas .J'[’2 4 .J'[’2 5' ’
CBSI3b U KOPPEKTUPOBKA oo
/ Jlex /
. JI1.1, J11.2, J11.3,
AnroputMm cOopa JaHHBIX IO WH(POPMAIMOHHOW OE€30MacHOCTH Ha 1.4 711.5. 711.6
g |ocHoBe ompocos. Pazpabotka wu MpOBE/ICHNE  ONpOC LA cbopa K-S 17118, 119,
JNAHHBIX O  COCTOSHMHM  WHGOPMAIMOHHON  0E30MacHOCTH B
OpraHu3allvy, aHATN3 TIOTy4eHHBIX pe3ynbraros / [Ip / 2.1, 112.2, J12.3,
Prafu3atid, Y pesy P 2.4, 712.5
AnroputMm cOopa JaHHBIX IO WH(POPMAIMOHHOW OE€30MacHOCTH Ha JIL1,JT1.2, 0113,
OCHOBE OTIPOCOB. 1.4, 115, 116,
Opranmanust ~ 3(¢GeKTHBHOrO  mporecca cOopa  JaHHBIX 1O
2.9 - IK-5 JI1.7, J11.8, J11.9,
WHPOPMAIIMOHHON 0e30MacHOCTH Ha OCHOBE OMNPOCOB, pa3padoTka 0.1 122 123
HAJCKHBIX MEp MO 3amuTe HH(pOpMAlMd Ha OCHOBE pPE3YJIbTaTOB .J'[’2 4 .J'[’2 5' ’
poBeieHHbBIX onpocoB / Cp / e
TexHoMOTHS cbopa “HpOpMAITIH npu OCYIIECTBIICHUH
JIOKYMEHTOO0OpOTa B KOMIIAHMM B  paMKax  oOecredeHust
HH(pOPMAILIMOHHOHN OE30IaCHOCTH.
OmnpezencHue THUMOB JOKyMeHTOB. Kitaccudukamus JTOKYMEHTOB IO
YPOBHIO  YyBCTBUTENBHOCTH  (HampuMep,  KOHQHUIACHIHATIbHBIE,
OTPaHUYEHHOTO MOCTYIA, OTKPBITHIE). [IpaBuna XpaHeHHs W Mepenadu JI.1, JI1.2, JI1.3,
IUIS K&KIOTO THIA JOKYMEHTa. ABTOMaru3alus JIOKYMEHTOOOOpOTa. JI1.4, J11.5, JI1.6,
2.10 | Ucnonp3oBanue SJIEKTPOHHOU ITOIITHCH IS TOBBIIICHUS TIK-5 JI1.7, JI11.8, JI1.9,
6e30ImacHOCTH ¥ YHPOIIEHHS IIPOIEcca COTTACOBAHMS JOKYMEHTOB. J12.1,J12.2, J12.3,
BesomacHple  KkaHanbl mepenadud  AaHHBIX. KOHTponab  jgocryma. J12.4, J12.5
MOHUTOPHHT W ayJTuT JOKYMEHT0000poTa. Pa3paboTka HHCTPYKIIMA
mo OesomacHOM paboTe ¢ KOHMOUACHIHATGHBIMH JIOKYMEHTAMH.
XpaHeHre W pPE3epPBHOC KOMHpOBaHHE. Pa3paboTka © BHEAPCHUE
BHYTPCHHEH  IONUTUKH IO  JOKYMEHTOOOOpPOTY,  KacaloI[uecs
00paboTKM U XpaHEHUs JTOKYMEHTOB. / JIek /
2.11 | Texnonorus cbopa nHpopMarmn npu OCYILIECTBIICHUH IK-5 JI1.1, J11.2, JI1.3,




JOKYMCHTOO00pOTa B  KOMIAHHM B  paMKax  OOecredYeHHs
nH()OPMAITMOHHOH 0e30IIaCHOCTH.

Anamu3 ¥ TOBBIIEHHE A(P(PEKTHBHOCTH JOKyMEHTOOOOpOTa B JI1.4, JIL.5, JI1.6,
KOMMaHuH. M3ydeHue TEXHONOTUH W TOJAXOJOB K OOECIEeYCHHUIO JI1.7, J11.8, JI1.9,
nHpOpMAMOHHOH  0e30macHOCTH B JOKyMeHTooOopote. OreHka JI2.1,J12.2, J12.3,
CYIIECTBYIOIIUX MTPOIECCOB JOKYMEHTO000POTa B KOMITAHHH. J12.4,J12.5

Pa3paboTka  pexkoMeHAaWMH MO  TMOBBILICHUIO 3 (HEKTUBHOCTU
nporiecca foKkymenToodopora / Ilp /

TexHonorus coopa HHpOpMAITH npu OCYIIECTBIICHUH

JIOKYMEHTOO0OpOTa B KOMIIAHMM B  paMKax  oOecredeHust

uH(pOPMAILIMOHHOHN 6E30IIaCHOCTH. JI1.1, JI1.2, JI1.3,

PaccMoTpenne  myymmx =~ NpakTHK  yOpPaBIEHUS — JOCTYNOM K JI1.4, J11.5, JI1.6,
2.12 | toKyMeHTaM B OpraHU3aluH. 8 4 TIK-5 JI1.7, JI11.8, JI1.9,

Puckmu, cBs3aHHBIE €  OJEKTPOHHBIM  JOKYMEHTOOOOPOTOM U J12.1, J12.2, JI2.3,

MHUHUMH3AUHUS HUX [IOCIEACTBUHM. BlHsAHHE TEXHOJOrHHM OOJIAYHOTO J12.4, JI12.5

XpaHeHUs " nepeaadn JTAaHHBIX Ha 0e30MMacHOCTh

nokymeHtoobopota. / Cp /

Paspen 3. [IpomexyTounasi arrecTanus

Ne HaumenoBanue Tembl / Buna 3ansitust C/ell\g;;:p Yacos KONII::/Ie“TeH_ Jlutepartypa
JI1.1, JI1.2, JI1.3,
JI1.4, J11.5, JI1.6,
3.1 |3auer/3auér/ 8 0 TIK-5 JI1.7, J11.8, JI1.9,
JI2.1,J12.2, J12.3,

J12.4,J12.5

4. ®OH/JI OLIEHOYHBIX CPEJICTB

CrpykTypa u conepkanue (oHAA OLEHOYHBIX CPEACTB Ul MPOBEICHUS TEKYIIEH M IPOMEKYTOYHOW aTTECTAllM IIPE/CTABICHHI B
[Ipunoxennn 1 k pabodeit mporpaMMe AUCITATUINHEIL.

5. YAEBHO-METOAUYECKOE U HHO®OPMALIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. OcHoBHas qUTEpaTypa

ABTOpBI, 3arnasue WznarenscTBO, roa Konug-Bo
JI1.1 | ABepuenkos B. . Aynut uHdopmarnonHoit 6e3onacHocTr: yuebnoe | Mocksa: ®JIMHTA, 2021 https://biblioclub.ru/inde
mocobue x.php?
page=book&id=93245
HEOIPaHUYECHHBII
JOCTYIL JUTst
3apEerUCTPUPOBAHHBIX
NoJIb30Bareseit
JI1.2 | Tumenko I1. A., be3omacHOCTh 3IEKTPOHHOTO IOKYMEHTO000pOTA: Mocksa, bepnun: Tupekt- | https:/biblioclub.ru/inde
Kazaxos 10. M., yueOHOe ocodue Menua, 2021 x.php?
Oununmos P. A., page=book&id=602225
®ununnosa JI. b., HEOTpaHUYEHHbIN
Kysemenko A. A., TOCTYII JIs
Tumenko A. A. 3aperuCTPUPOBAHHBIX
[0JIb30BaTelIei
JI1.3 | Mupomaukos, A. M., | OcHOBBI HH()OPMAIIOHHOH 6€3011aCHOCTH 1 Jlnnenk: Jlnnenkuit https://www.iprbooksho
Cricoes, A. C. 3aIuTa HHPOPMAIUH: yaeOHOe TToco0re rOCYAapCTBEHHBIN p.ru/128718.html
TEXHUYECKHUI HCOTPAHIYCHHBIA
yHuBepcutet, ObC ACB, AOCTYIT 4TSt
2022 3aperrCTPUPOBAHHBIX
ToJIb30BaTeNneit
JI1.4 | Kupenbepr, A. T. Nudopmarronnas 6e30mMacHOCT COBPEMEHHBIX Kemepogo: Kysbacckuit https://www.iprbooksho
OTepAIMOHHBIX CHCTEM: Y4eOHoe mocodue rOCYapCTBEHHBIH p.ru/128393 . html
TEXHUYECKUN YHUBEPCUTET HEOrPaHHICHHBIH
nmenu T.0. ['opbauesa, JOCTYTI 1A
2022 3apEeruCTPUPOBAHHBIX
oJIb30BaTeNeit




ABTOpBL,

3arnasue

UznarenscTBO, TO

Komnnu-Bo

JI.5

Banmuna, A. T,
Munxkuna, T. B.

I'ymaHHuTapHBIE IPOOJIEMEI 00ECTIeYeHHS
nHdopmamoHHol Ge30macHOCTH: yueOHOe
nocodue (Kypc JeKIHid)

Crasponoins: CeBepo-
KaBkazckuii penepanbHbIit
yHUBepcuret, 2021

https://www.iprbooksho
p.ru/135681.html
HEOTpaHWYEHHBIN
JOCTYI JIst
3apeTUCTPUPOBAHHBIX
T0JIb30Baresnen

JI1.6

Bbonpapuyk H. B.

Busnec-pa3zBeska: mpakTukyM: yuebHoe mocodne

Mocksa: JlamkoB u K°,
2022

https://biblioclub.ru/inde
x.php?
page=book&id=696968
HEOTpaHUYEHHBIN
JIOCTYII JUIs
3apEerHCTPUPOBAHHBIX
10JIb30BaTeJIei

J1.7

Tpaiines B. A.

CucTteMHBIH TOAX0A K 00eCIeUeHHIO
HHPOPMALMOHHOH 0€30MacCHOCTH MPeNIpUATHS
(¢upmsl): MOoHOTpadus

Mocksa: amkoB u K°,
2022

https://biblioclub.ru/inde
x.php?
page=book&id=698555
HEOTPaHUYEHHBIN
JOCTYTI JUTS
3apeTHCTPHPOBAHHBIX
oJIb30Bareleit

JI1.8

Tpaiines B. A.

CoBeplIeHCTBOBaHNE HH()OPMATMOHHON CHCTEMEI
OpraHM3alNHN YIPABICHUS MPEIIPHITHEM,
00beIMHEHNEM: OTeUECTBEHHAs IIPAKTHKA:
MOHOTpadus

Mocksa: JlamkoB u K°,
2023

https://biblioclub.ru/inde
x.php?
page=book&id=698559
HEOTpaHWYEHHBIN
JOCTYII JUTS
3aperucTPUpPOBaHHBIX
T10JIb30Barenen

JI1.9

llep6a E. B., Illepba
M. B., Marazes A. A.,
Maep O. B.

[IpoTuBoEiCTBHE CETEBBIM aTakaM B JOKAIbHBIX
ceTax: yaeOHoe nocodne

Omck: OMckuii
rOCYZAapCTBEHHBIN
TE€XHUYECKUI yHUBEPCUTET
(OMI'TY), 2021

https://biblioclub.ru/inde
x.php?
page=book&id=700833
HEOTpaHUYEHHBIN
JOCTYTI JUTS
3aperHCTPUPOBAHHBIX
M0JIb30BaTeNen

5.2. JlonoJHUTENbHAS JINTEPAT

ypa

ABTOpBI,

3arnaBue

H3parenscTBO, TOI

Komnua-Bo

J12.1

PrrtenkoBa O.

NHdpopmanonHas 6€30MacHOCTb: KypHal

Mocksa: 'POTEK, 2014

https://biblioclub.ru/inde
x.php?
page=book&id=238446
HEOTPaHUYEHHBIN
JOCTYTI JUIS
3apEeTHCTPHPOBAHHBIX
NoJIb30Baresieit

J12.2

Agepuenkos B. U,
PeiToB M. 10O,
Konppamuu I'. B.,
Pynanosckuit M. B.

Cucremsl 3amuThl THOOPMAIUH B BETYIINX
3apy0eKHBIX CTpaHax: yueOHoe rmocodue

Mocka: ®JIMHTA, 2021

https://biblioclub.ru/inde
x.php?
page=book&id=93351
HEOTPaHUYEHHbIN
JOCTYTI IS
3aperuCTPUPOBAHHBIX
T10JIb30Baresnen

2.3

Agepuenkos B. U.,
PeiroB M. 10.

Crnyx06a 3ammThel THQOpMAIH: OPTaHU3aIHS 1
yhpaBJieHue: yaeOHoe mocoone

Mocksa: ®JIMHTA, 2021

https://biblioclub.ru/inde
x.php?
page=book&id=93356
HEOTpaHUYEHHBIN
JIOCTYI JUIst
3apPErUCTPUPOBAHHBIX
T10JIb30BaTeNnen

2.4

Jlykam 1O. A.

busHec-pa3Beika Kak COCTaBIIAIONIAs 0OecIeYeHNUs
0e30IacHOCTH M Pa3BUTHUS OM3HEca: ydeOHOe
nocobue

Mocksa: ®JIMHTA, 2017

https://biblioclub.ru/inde
x.php?
page=book&id=114954
HEOTPaHUYEHHBIN
JOCTYTI JUTS
3aperHCTPUPOBAHHBIX
NoJIb30Bareseit




ABTODBI, 3arnaBue H3parenscTBO, 1O Komnnu-Bo

JI2.5 | Benosunkuii, K. b. KomMepueckuii IMUOHaXK (TPOTUBOICHCTBHE): Mocksa: HayuHnsrit https://www.iprbooksho
yueOHOe ocoOue KOHCYJIBTaHT, 2020 p.ru/110596.html
HEOrpaHU4YCHHBIU
JOCTYII JUTS
3aperucTPUpPOBaHHBIX
T0JIb30Baresnen

5.3 IlpodeccuonanbHbie 02361 JTAHHBIX U HH(OPMALHOHHBIE CIPABOYHBIE CHCTEMBI

NCC "KoncynprantlLimroc"

baza JIaHHBIX JIEHCTBYIOMIUX CTaH/IapTOB o HAaIIPaBJICHUIO "NndopmaronHas be3onacuocts"
https://www.gost.ru/portal/gost/home/standarts/InformationSecurity

OdunmaneHelii caiit @exepanbHOi CITykKOBI IO TEXHHYECKOMY U SKciopTHOMY KoHTpoto (PCTOK Poccun)//fstec.ru

5.4. IlepeueHb MPOrPaMMHOr0 o0ecedeHust

OneparmonHnas cuctema PEJ] OC
LibreOffice

5.5. quﬁﬂo-MeTozm'{ecmle MaTepuaJibl 1JIs1 CTYACHTOB ¢ OrPAHHYC€HHBIMY BO3MOKHOCTAMMU 310POBbSL

IIpu HEoOXOTUMOCTH IO 3aiBICHHIO OOYYAIOMIErocsl C OrPaHHMYCHHBIMH BO3MOXHOCTSIMU 370pPOBbS  y4eOHO-METOAUUYECKHE
Marepualbl MpeOCTaBISIOTCS B (pOpMax, aganTHPOBAaHHBIX K OTPaHUMUYCHHAM 3710pOBbs M BocupusaTHs uHpopmanmu. s mmm c
HapyImIeHNSIMA 3peHusA: B (opMme aynuodaiina; B medaTHOH (opMme yBeTHMUeHHBIM ImpupToM. s TUI ¢ HapymICHHSMH CIyXa: B
(opMe DNIEKTPOHHOTO JOKYMEHTa, B medarHod ¢Qopme. ns U ¢ HapyMIEHHSMH OIOPHO-JIBHUIATEIFHOTO ammapara: B (opme
JJIEKTPOHHOIO JOKYMEHTa; B eUaTHOH dopme.

6. MATEPHUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIITUITJINHBI

IToMemenns s BceX BHAOB pabOT, MPETyCMOTPEHHBIX y4eOHBIM IUIAHOM, YKOMIUIEKTOBAaHBI HEOOXOAMMOH CHEenMaTn3HpOBAaHHOH
yueOHOM MeOeNbIo U TEXHUYECKUMH CPEICTBaMU 00yUCHUS:

- CTOJIBI, CTYJIBS;

- IEPCOHAITBHBIA KOMITBIOTEP / HOYTOYK (TIEPEHOCHOI);

- IIPOEKTOP;

- OKpaH / UHTepaKTUBHAs J10CKa.

7. METOAUYECKHUE YKA3AHUSA JJIS1 OBYYAIOIIIXCA IO OCBOEHHUIO JTUCITUITJINHBI

Metoauueckre yKa3aHus 0 OCBOSHUIO UCIMILIMHBI IpeACTaBleHbl B [Ipunoxkenuu 2 k paboueit mporpaMmMe JUCHUILIAHBL.




IIpunoxenne 1

P®OHJ OHEHOYHBIX CPEJACTB

1. Onucanue noka3zareJieii 1 KpUTEpHeB OLEHNBAHNS KOMIIETEHIIUIT HA PA3JIMYHBIX 3TAaNax UX
¢opMupoBaHusi, ONUCAHHE HIKAJ OLlEeHUBAHUSA

1.1 IlokasaTenu U KpUTEpUH OLICHUBAHUS KOMIIETEHIIHIA:

3VH, cocrapasroniue
KOMIIETEHIIUIO

ITokazaTenu oneHUBaHUS

Kpurepuu onienuBanust

CpencrtBa
OLIEHUBAHUS

IIK-5: cioco6eH oprann30BbLIBATH U MOJAEP:KUBATH BHINOJHEHUE KOMILIEKCa Mep 10
o0ecneyeHn0 UHGOPMAMOHHOM 0€30MACHOCTH, YIIPABJISATH 3a1IMTOI 00beKTOB HHpOpMaTH3aAIUN

3 - OpUHIMUIIBI U CTAaHAAPTHI, | JleMOHCTpHUpYET NOHUMaHUE [TonnoTa n O — (1-65)
PEryJINPYIOIUX 0COOEHHOCTEN NPUMEHEHUS COJIEPKaTENbHOCTh OTBETA;
HH(pOpMaAITMOHHYIO CTaHJAPTOB MH(POPMAIIMOHHON yMEHHUE TPUBOAUTH B3- (1-32)
0€301acHOCTb. 0€30I1acCHOCTH B paMKax cOopa IIPUMEPBI; YMEHHE

- pa3HoOOpa3HbIe MOIXO/bI K | JAHHBIX, OMIMCHIBAET OCHOBHBIE OTCTauBaTh CBOIO MO3UIIHIO;

cOopy, XpaHEHUIO U MOJIXOJIbI K cOOpY, XpaHEHUIO U YMEHHUE I10JIb30BATHCSA

00paboTKe TaHHBIX, B TOM 00paboTKe JaHHBIX, METOIBI U JIOTIOTHUTEIHLHOU

YHCIIe OTKPBITHIX UHCTPYMEHTHI BBISIBJICHUS JAUTEPATypOr TIpU

uctouyHukoB (OSINT). ySI3BUMOCTEH, HOPMBI U ITPaBUIIa MOJIMOTOBKE K 3aHSTHSIM;

- METOJIbl 1 HHCTPYMEHTBI 00paboTKK MHPOPMALIUH JUTS COOTBETCTBHE OTBETOB

BBISIBJICHHSI YSI3BUMOCTEH B | TOATOTOBKHU K 3a4€Ty, OMPOCY MaTepuanam JeKUUU U

MPOTPAaMMHBIX H yueOHOU JIUTEpaTyphl,

anmnapaTHBIX CUCTEMaX. CBEICHUSIM U3

- HOPM H TIPaBHUJI, MH(POPMALIMOHHBIX PECYPCOB
PETYIUPYIOMUX Wurepuer

JeSTeNILHOCTH B chepe

00pabOTKH M 3alTUTHI

nHpopManuu.

VY - HHTEpNpEeTUPOBaTh U OcymecTBiser onieHKy coctosiHusa | [lonHoTa n 103 — (1-8)
BU3YyaJIN3UPOBAThH cucTteM 0€30IaCHOCTH, AaHAIN3 COJIEPKaTENbHOCTh

pe3ysbTaThl aHAU3a TS yIpo3 U YA3BUMOCTEH, BBITTOJIHEHHOT'O MPaKTHUKO- 33— (1-10)
TIPUHSATHUS PEIICHUMH. OlepaTUBHOE pearnpoBaHUe Ha OpPUEHTUPOBAHHOTO

- IPOBOJUTH OLIEHKY UHIIUJICHTHI 0€3011aCHOCTH, 3aJJaHus;

TEKYIIErO COCTOSIHUS pa3pabOTKy CTpaTeruu U TAKTUKU | 00OCHOBAHHOCTh

crcrteM 0€30MacHOCTU M UX | 3alIUTHl MH(OPMAIIMK HAa OCHOBE oOpalieHus K

ySI3BUMOCTEH. coOpaHHBIX JaHHBIX B Ipoliecce npodeccroHalbHBIM 0a3aM;

- pa3pabaTbIBaTh CTPATETUH | BBHIIOJIHEHUS PAKTUKO-

Y TaKTUKH 3alUThI OpPUEHTUPOBAHHOTO U 33aJJaHUs K

uHpopManuu B 3aueTy

3aBHCHUMOCTH OT

BBISIBIIEHHBIX PHCKOB.

- OIIEPaTUBHO pearupoBaTh

Ha UHIUICHTHI

0€30MacHOCTH U

MUHHUMH3UPOBATH HX

MOCJICZICTBHSI.

B — HaBBIKAMM Hcrnonb3yeT THCTPYMEHTHI IS [TonHoTa n 103 - (1-8)
- paboTHI cO cOopa 1 aHanM3a JaHHBIX, COJIepKATENbHOCTD
cnenuanu3upoBadHbIM 110 U [ pou3BOAUT OIIEHKY HHGOPMALIMK | BBIMOJIHEHHOT'O TIPAKTHKO- 33 - (1-10)

HHCTPYMCHTAMU IJIA c6opa
M aHaJIM3a JaHHBbIX

U BBISIBJISICT JIOXKHBIC U
HEJI0CTOBEPHBIC TaHHBIC,
OCYIIECTBIISIET MOUCK U TTOJI00D

OPUEHTUPOBAHHOTO 3a/1aHuH,
rI1yOMHA aHaAIN3a;
VCII0JIb30BAHUE PA3JINYHBIX




- OIIEHKH HH(OPMALIUU U HOPMATHUBHBIX ¥ METOUUECKUX HCTOYHHUKOB HH(POPMAIIUU
BBISIBJICHUS JIOKHBIX WIH MaTepHaJIOB 10 BOIIPOCAM HNHutepHeT pecypcos, B
HEOCTOBEPHBIX JTaHHBIX obecrieueHus HHGOPMALTHOHHOM LEJISAX OCYIIECTBICHHUS

- HO,Z[60pa HOpMaTI/IBHBIX nu 6e3OHaCHOCTI/I B HpOI_[CCCG onpeneneHHHx A3TaIlloOB
METOAMYCCKUX MATEPHAIOB | BHIIOJIHEHHUS IPAKTUKO- UH(GOPMAIHOHHO-

10 BOTIPOCaM O0CCIICUCHUSI | OPUEHTHPOBAHHOTO U 3a1aHUS K AHAIUTHYECKOM
UHGOPMAIIMOHHOM 3a4ery NEATENBHOCTH,
0e30IMacHOCTH

O — onpoc, B3 — sonpocwi k 3auemy, 1103 - npakmuko-opuenmuposannvle 3a0anus, 33 — 3a0anus K 3auemy

1.2 [lIxanbl OllCHUBAHUS:
Texymuii KOHTPOJIb YCHEBAEMOCTH U MPOMEXKYTOUHAs aTTecTallus OCYIIECTBISIETCS B  paMKax
HaKOIHUTEJIbHON OAJITbHO-PEUTUHTOBOM cucTeMbl B 100-0aibHOM HIKae:

50-100 6aiu10B — «3a4TEHO»
0-49 GayIoB — «HE 3aYTEHO)

2. TunoBble KOHTPOJIbHbIE 33/IaHUSI WM HHble MATepPHAJIbl, HeOOX0AUMBbIe /1Jisl OLEHKU 3HAHMIH,
YMeHHi, HABHIKOB M (WJIH) ONbITA [1eSITeIbHOCTH, XapaKTepPU3YWIIUX 3Tanbl (GopMHPOBAHMSA
KOMIIeTeHIUii B Mpolecce 0CBOEHNsI 00pa30BaTeJbHOI MPOrpaMMbl

BOl'[pOCbI K 3a49€Ty

1. Yro Takoe nHpOpManmoHHas 6€30IaCHOCTh U T0YEMY OHA Ba)KHA B COBPEMEHHOM MHpe?

2. OnumuTe OCHOBHBIE KOMIIOHEHTHI HH(POPMALIMOHHOM O€30M1aCHOCTH.

3. Kak cOop AaHHBIX CIIOCOOCTBYET BBISIBIICHUIO YSI3BUMOCTEHN M yrpo3 MHPOpPMaLIMOHHOM Oe30macHocTr?
4. Kakue TeKyIue BbI30BbI CTOAT Hepe HHPOPMALMOHHOM 6€301MacHOCThI0?

5. Yro Ttakoe oTkpbIThie HCTOUHUKHU HHPopMmaruu (OSINT)? [IpuBeaure npumepsi.

6. B kakux cepax kubepbezonacHoctu npumensercs OSINT?

7. Kakue THIBI OTKPBITHIX HCTOYHMKOB HWH(POPMALMKM MOXHO HCIOJIB30BATh IS PACCIICIOBAHUS
WHIIUIEHTOB?

8. HazoBuTte nonynspasie HHCTpyMEHTHI i1 cOopa OSINT u kpaTko onummnTe Ux GyHKIIMOHA.

9. KakoBbl OCHOBHBIE 3Tarbl cOOpa JaHHBIX JJIs oOecreyeHus: HHPOpPMallMOHHOM 6e30macHOCTH?

10. B ueM pa3Huna Mexxy KaueCTBEHHbIMU U KOJIMYECTBEHHBIMU METOZaMH cOOpa JaHHbBIX?

11. KakoBbI KJIF0UeBbIE MOMEHTHI B ITPOLIECCE aHATIN3a U OTYETHOCTH IO COOPAHHBIM JTaHHBIM?

12. Kakoe 3aKk0HOJIaTeNIbCTBO PEryIUPYET cOOp AAHHBIX B 00JaCTH HH(DOPMALIMOHHON O€30MacHOCTH?
13. Kakue sTHuecKkue HOPMBI JOJKHBI COOIOATh CHEIHATUCThI 10 UH(OPMAIIMOHHON 0€30MacHOCTH MpHU
pabote ¢ JaHHBIMH?

14. IlpuBenuTe MpUMepbl HAPYIICHUS 3TUKU B Ipoliecce cOopa JaHHBIX.

15. Yto Takoe J10TH U 3a4€M OHHM HY>KHbI B THOPMAIIMOHHOM Oe30macHocTr?

16. Kakue cymecTByroT BUbI 1oroB? [IpuBenure npumeps! s KaXa0ro TUIA.

17. KakoBbl OCHOBHbBIE IPUHLUIIBI cOOpa U XpaHEHUS JIOr0B?

18. O0bsicHUTE, KaK aHAJIN3 JJOrOB IOMOTAET B BBISBICHUH WHIMJIEHTOB U YTPO3.

19. KakoBbI 11€711 OCYILIECTBICHUSI MOHUTOPUHTA CETH?

20. Kaxue MeTo/1bI UCTIONIB3YIOTCS I MOHUTOPHHTA CETEBOrO Tpaduka?

21. Ha3zoBuTe MHCTPYMEHTHI JUIsl aHAIM3a 1 MOHUTOPUHTAa HH(GOPMAlMOHHON 0€3011aCHOCTH.

22. Kakue TeXHUKU UCTIONIB3YIOTCS Ul aHAIM3a aHOMAJIMi B ceTeBOM Tpaguke?

23. Kak onpenenuTs 11e71b orpoca B 001acTi HHGOPMAIIMOHHON 0€301acCHOCTH?

24. KaxoBbI OCHOBHBIE ATaIlbl pa3pabOTKU U MPOBEJCHUS onpoca?

25. Kak mpoucxoauT aHan3 TaHHBIX, COOPAHHBIX B pe3yJbTaTe onpoca’?

26. KakoBbI OCHOBHBIE THIIBI JIOKYMEHTOB, UCIIOJIb3YEMbIX B IOKyMEHTO000pOTE?

27. Kak kiaccuuuupoBaTh JOKYMEHTBI IO YPOBHIO YyBcTBUTENbHOCTU? [IpuBennTe mpumMepsl.

28. Kak aBromaru3anus J0KyMEHTO000pOTa MOKET MOBBICUTH 0€301aCHOCTh 00PAOOTKH TOKYMEHTOB?
29. Kakast poJib 3JIEKTPOHHOM MOJMKCH B 00ecriedyeHHH 0€30acHOCTH T0KyMEeHToo0opoTa?




30. Kakume Ki04eBble AacCHEKThl CIEAYeT YYMTHIBaTh NpU pPa3pabOTKe BHYTPEHHEW MOJUTUKH IO
JTOKYMEHTO000pOTY?

31. Kak obecnieunTh KOHTPOJIb JOCTYIIAa U MOHUTOPHHT JTOKYyMEHTO000pOTa B OpraHu3aIiiu’?

32. OOBsCHUTE BAXHOCTH PE3EPBHOTO KOMUPOBAHUS I 0€3011aCHOTO XPAHEHHS TOKYMEHTOB.

Kpumepuu oyenusanus:

Kasxp1it Bompoc orieHuBaeTcs OTACIbHO, MaKCUMalIbHO B 30 OasioB.

Kpurepuu oniennBanus oTBeTa Ha OT/IEIBHBIN BOIPOC:

. 25 — 30 OamwIoB BBICTABIACTCS CTYACHTY, €CIM H3JIOKCHHBIH MaTepual (aKTHUYECKH BEpEH,
MIPOJIEMOHCTPUPOBAHBI TIIYOOKHE WCUEPNBIBAIOIINE 3HAHHS B O0bEME MPOWUJIECHHOW MpPOTrpaMMbBl B
COOTBETCTBHUH C MOCTABJIICHHBIMU MTPOTPAMMOM Kypca LEJIMH U 3aJa4aMi 00y4eHHsI, U3JI0’)KEHHE MaTepuaia
MIPU OTBETE - FPAMOTHOE U JIOTHYECKHU CTPOHHOE;

. 20 — 24 6aI0B BBICTABISAETCS CTYJEHTY, €CIIH ITPOJIEMOHCTPUPOBAHBI TBEPIBIE U JIOCTATOYHO MOJTHBIC
3HAHUS B 00BEME MPOMJICHHON MPOTrpaMMbl TUCIUILUIMHBI B COOTBETCTBUU C IENIIMH OOYYCHHSI;, MaTepUaI
M3JIOKEH JOCTATOYHO TOJIHO C OTJCIBHBIMH JIOTHYECKUMHU U CTHIIMCTHYECKUMHU TTOTPEITHOCTSIMH;

. 15-19 GamnoB BBICTABISIETCS CTYACHTY, €CJIM MPOAEMOHCTPUPOBAHBI TBEPHbIE 3HAHUS B 0OBEME
MIPOMICHHOTO Kypca B COOTBETCTBHE C IEJISIMH OOYUCHHsI, OTBET COJICPKUT OTACIIbHBIC OIMNOKH, YBEPEHHO
HCIIPaBJIEHHBIE MOCTIE JOMOTHUTEIBHBIX BOIIPOCOB;

. 0-14 Gamma BbICTaBISETCA CTYJCHTY, €CIIM OTBETHI HE CBSI3aHBI C BOMPOCAMH, AOMYIIEHBI TpyObIe
OIUOKH B OTBETE, TPOJIEMOHCTPUPOBAHBI HETIOHUMAHKE CYIIHOCTU M3JIaraeMoTo BOIIPOCa, HEYBEPEHHOCTD U
HETOYHOCTb OTBETOB Ha JOIMOJTHUTEIBHBIC U HABOAIIUE BOIIPOCHI.

3anaHus K 3a4ery

3apanue 1. UccnenoBanue yrpos

BriOepure W3BECTHBIM ciydail yTedeK JaHHBIX (HampuMmep, yreuka kommanmm Target mimm Equifax).
Hanummre kpaTKuil aHaaIu3 MHIMCHTA, YKa3aB OCHOBHBIE YA3BUMOCTH, UCIIOJIb30BAHHBIE XaKepaMH, U MEpHI,
KOTOPBIE MOTJIH OBl IPEAOTBPATUTH WHIUICHT.

3ananue 2. Ucnonb3oBanue OSINT

ITpoBenuTe Uccae10BaHKUE C UCTIOIb30BAHUEM OTKPBITHIX HCTOUHMKOB MH(opMaru (OSINT) nis BeIsIBICHUS
MOTEHLIMAJIbHO yA3BUMOM opranuzanuu. Mcrnonb3yiTe MHCTpYMEHTHI, Takue kak Maltego unu Shodan, u
IIPEJICTaBbTE CBOM OTYET, BKJIIOUYAs CIIUCOK OOHAPY)KEHHBIX YSI3BUMOCTEH M HCTOYHUKOB UH(POPMALIUH.

3ananue 3. Metogomnorusi cobopa JaHHBIX

PazpaboraiiTe miman cOopa JaHHBIX IJisi OIEHKH YPOBHS MH(POPMAIMOHHON O€30MacHOCTH B BBIOpPAHHOM
OpraHM3alyy. YKaXuTe dTarnbl cOopa JaHHBIX, METO/IbI, KOTOPBIE BbI OyJ€Te MCIONb30BaTh, U BO3MOYKHBIC
HCTOYHUKU MH(OpMAIUH.

3amanue 4. DTUUECKOE pacciieIOBaHNE

Onumure clieHapHii, B KOTOPOM yUeT STUYECKUX HOPM P cOOpe JaHHBIX MOT Obl ObITH HapyIieH. Obcyanute
MOCJICACTBHA TAKOro HapymICHUA W BO3MOXHBIC MCPBLI IO MNPCAOTBPALICHUIO HOI[O6HBIX CI/ITyaHI/Iﬁ B
Oymy1uiem.

3ananue 5. JlorupoBaHUE U aHAIN3

Co3znaiite crieHapuii, B KOTOPOM BaM TpeOyeTcCsl aHaJIu3 JIOTOB JIJIsl BBISBIICHUS] MHITUACHTA O€30TacHOCTH.
[IpenocraBbTe mpUMEp JIOTOB M YKaXHUTe, KaK Bbl OyJeTe BBIABIATH AaHOMAIUM WM TMOIO03PUTEIbHYIO
aKTUBHOCTH. ONHUIINTE CBOU BBIBOJIBI.

3ananue 6. MOHUTOPUHT CETH

PazpabotaiiTe MpOEKT MOHUTOPUHTA CETH I TUIIOTETHUECKOW KOMIIAHUHU. Y KaXUTE METO/Ibl MOHUTOPHUHTA,
MHCTPYMEHTBI, KOTOpbIe OyAeTe HCIO0JIb30BaTh, M OIMUIINTE, Kak Oy/nere pearupoBaTh Ha BBISABICHHbIE
aHOMAaJINH.

3ananue 7. IIpoBenenue onpoca



CocrtaBbTe aHKETY JUI IPOBEIECHUS ONPOCa CPEeIU COTPYIHUKOB KOMITAHUH O BOCIIPUATUU HH(POPMALIMOHHOM
6e3onacHoct. OmnpenenuTe Leau Omnpoca, LEJIeBYI0 ayJUTOPUI0 U METOJbl aHallu3a JTaHHBIX MOCIE €ro
3aBEpLICHHUS.

3ananue 8. JlokyMeHTOOO0POT U 6€3011aCHOCTh

PazpaboraiiTe BHYTPEHHIOIO MOJUTHKY MO OE€30MacHOMY JIOKyMEHTOOOOpPOTY /sl THUIIOTETHYECKOM
KOMITAHUU. YKaKUTE KJIACCH(PHUKAIMIO JTOKYMEHTOB, IpaBUIa XpaHCHHsS U TEpeadd, a TaKKe MEphl 10
obecrieueHn0 6€30MacHOCTH.

3aganue 9. [IpakTuka UCIOIB30BaHUS SJIEKTPOHHON MOAMUCH

CozpaiiTe miar 3a IraroM UHCTPYKIUIO TI0 BHEAPEHHUIO AIICKTPOHHOM MOIHCH IS IIOBBIICHUsT 0€30MaCHOCTH
JOKYMEHTO00O0pOTa B opranu3anyy. ONUInTe, KaK 3TO MOBJIUSAET Ha MPOIECC COrIacCOBaHUS TOKYMEHTOB U
9TO HEOOXOUMO IS PeaTU3aIuU ITOTO PEIICHUSI.

3ananue 10. PezepBHOe KOnMpOBaHUE U 3aINUTA JAHHBIX

[lpennoxure CTpaTeruio pe3epBHOIO KONHMPOBAaHMS JUIS KOMIAHWHM, YYWTHIBAs pPa3HbIE YPOBHHU
YYBCTBUTCIIbHOCTU JAaHHBIX. VYkaxure JaCTOTy PE3CPBHOI0 KOIIMPOBAHUA, CII0COOBI XpaHCHUA U MCPHI 110
3aIlIMTe PE3EPBHBIX KOIHH.

Kputepuu onieHuBaHus 3aJaHUSL:

. 35-40 GamnoB BBICTABISIETCS, €CIM 33JaHUE PEHICHO IOJTHOCTBIO, B IPEJICTABICHHOM pEHICHUU
00OCHOBaHHO IIOJYYCHBI MpPABHJIbHBIC OTBETHI, IPOBEACH aHAlM3, JaHa IPaMOTHAs HWHTEPIPETALUs
IMMOJIYYCHHBIX PE3YJIbTAaTOB, CACIaHbI BLIBOJbI.

. 25-34 Gana BBICTABISICTCS, €CIIM 3aJaHUE PEIICHO MOJHOCTHIO, HO MPU aHAINW3€ M MHTEPIPETALUH
IMOJIYUYCHHBIX PC3YJIbTATOB AOIIYIICHBLI HE3HAYUTCIBbHBIC OIIII/I6KI/I, BBIBOAbI — JOCTAaTOYHO O60CHOBaHI)I, HO
HETIOJIHBL.

. 11-24 Ganna BBICTABISETCS, €CIIH 3a/JaHUE PEIICHO YaCTHYHO, AaHAIM3 U MHTEPIIPETALNS TTOTYIEHHBIX
PE3YNIBTaTOB HE BIIOJIHE BEPHBI, BBIBO/Ib BEPHBI YACTUYHO.
. 0-10 GanIoB BBICTABIISETCS, €CIIHM PEIICHHE HEBEPHO WM OTCYTCTBYET.

Kpurepun ouennBanus:

MaxkcumanbsHoe konndectBo OamtoB 100. Kaxmoe 3aueTHoe 3a1aHHE COAEPKUT 2 BOIpOca U3 NEpEUHs
BOIIPOCOB K 3aueTy U | 3ajaHue U3 nepedHs 3ajJaHuil K 3auery. OTBET Ha KaKIbplii TEOPETUUECKUI BOIIPOC
OLIEHUBAETCs OTAEIbHO, MaKCUMaNbHO 30 6ayuioB Kaxpli. 3a1aHue OlleHHBaeTcst MakcuMaibHO 40 6asioB.

HToroBelii pe3ynbTar GOpMHPYETCS U3 CyMMbI HAOpaHHBIX OAJUIOB 32 BBITIOJHEHUE 3a4ETHOTO 3a/IaHUsl U
COOTBETCTBYET IIIKAJIE:

— 50-100 GanoB (3a4TeHO);

- 0-49 6anmnoB (He 3a4TEHO).

Omnpoc

Bonpocs! 1u1s1 npoBeaeHus onpoca

Kak BbI onpenensere nHPOPMaAMOHHYIO O€30M1aCHOCTh B KOHTEKCTE COBPEMEHHOM OpraHu3anuu?
[Touemy nHpOpMaImoHHas 0€30MaCHOCTD ABJISETCS KPUTUUECKH BaXXKHOH B IU(POBOM Mupe?
Kaxue ocHOBHBIE KOMIOHEHTHI HH()OPMALIMOHHON OE€30MTaCHOCTH BBl MOYKETE BBIJCIUTH?
KakoBbI mociencTBus HapylIeHus: HH(GpOpMaMoHHONW 6€30MaCHOCTH JJIsi KOMITAHUH?

Kakwue acriektsl ueaoBeueckoro gpakropa BIUSIOT Ha UHPOPMAIIMOHHYIO 0€30MacHOCTh?

Kak cO0op JaHHBIX MOXET yJIy4IIUTh 3alUTy HHPOPMAIIUU B OpraHU3aluu?

Kaxkue Tumbl maHabpIX HanboJIee BaXKHBI JJIS aHAIM3a YSI3BUMOCTEH?

Kak yacto He00X0AMMO NMPOBOAUTE COOP JaHHBIX /Ul OLIEHKU MH(POPMALMOHHOM Oe30macHOCTH?
Kakue metoasl cOopa JaHHBIX BBl cunTaete Hanbonee YPpPeKTUBHBIMU?

10 Kak MOXHO MCHOJIb30BaTh COOpaHHbIE JaHHbIE [T IPECKa3aHus yrpo3?

11. Kakue HOBBIE TEXHOJIOTUHU CO3/1aI0T YTPO3bl A1 MH(OpMALMOHHON Oe30macHocT?
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12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22,
23.
24,
25.
26.
217.
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.
48.

49.
50.

51.
52.

53.
54.
55.
56.
57,
58.
59.
60.
61.
62.

Kak u3menenue MeTo10B paboThl (Hampumep, padoTa Ha yAalnéHKe ) BIUSET Ha 0€301MacHOCTh JaHHbBIX?
Kaxkue kubepyrpo3ssl, 1o BamieMy MHEHHUIO, OyIyT HanboJIee pacpoOCTPaHECHBI B CIASAYIOIIEM roIy?
Kak cocTostHust MUPOBBIX KOH(JIMKTOB MOT'YT BIUSATh Ha HH(POPMAILMOHHYIO 0€3011acHOCTh?

B kakoii Mepe 3akoHbI U regulation-u BIHSIOT Ha TOAXObI K KHOEpOE301macHOCTH ?

Kakue BubI OTKPBITHIX HCTOYHUKOB HH(OPMAIIUH BB 3HaeTe?

Kak BbI onpenensere, Kakue MCTOYHUKY SBJISIIOTCS HAACKHBIMU T1pu 1ipoBeieHr OSINT?
[Tpusenure npumep ycnemnoro npumenenust OSINT B paccrienoBanuy KHOEpUHITUACHTA.

Kaxkue nacrpymentsl 11t coopa OSINT BbI cuntaere Hanbosiee Mojae3HbIMU U TToYeMy?

Kak OSINT moskeT ObITh UCTIOIB30BaH JIJIS MPEAYIIPEKICHUS YIpo3?

Kax BbI BeIOMpaeTe nHCTpyMeHTHI 1t coopa OSINT?

Kakue ¢pyHkunu g0mmkHbI ObITh y 3¢ dexTuBHOr0 HHCTpyMeHTa OSINT?

KakoBbI OCHOBHBIE BO3MOYKHOCTH M OTPAHHYCHHUSI MTOMYJISIPHBIX HHCTpyMeHTOB OSINT?

Kak unctpymentsl OSINT MoryT noMous B aHaJIM3€ COLMANIBHBIX CETEH?

Kak BbI onieHMBaeTe akTyanbHbie TpeHIbI B pa3padoTke OSINT-uHCcTpyMEHTOB?

Kakwue stamsl BkItogaeT B ce0s mpoiecc coopa JaHHbIX?

Kak BbI onpezensere, kKakue METOI0JIOTUU (Ka4eCTBEHHBIE MITM KOJIMYECTBEHHbBIE) UCIIOIb30BaTh?
Kakne HHCTpYMEHTHI TOMOTa0T B TUNIAHUPOBAHUY TIpoliecca cOopa JaHHbIX ?

Kak npoBecTu aHann3 coOpaHHbBIX JaHHBIX U YTO BbI MOKETE U3BJIEYb U3 HETO?

KaxoBa posp 0T4ETHOCTH B poliecce cOopa TaHHBIX?

Kakue ocHOBHBIE 3aKOHBI PETYIUPYIOT COOp IaHHBIX B Balleil crpaHe?

Kak BbI cunTaere, 10JKHBI I OpraHU3aluU COONMIOAATH JOTIOJIHUTEIbHBIE 3TUYECKUE CTAHIAaPThI?
KakoBbl mpumepbl STHYECKHX [UJIEMM, C KOTOPBIMH MOTYT CTOJKHYTbCS CHEIHAIUCTBI IO
nH(POPMAIIMOHHOM 6€30macHOCTH?

Kak Ba)kHO UMETh BHYTPEHHHE MOJUTUKHU IJ1s1 00ecreueHrs STUKU B paboTe ¢ JaHHBIMU?

Kak 3akon o 3amute nanubix (Hanpumep, GDPR) Bimsier Ha mporecc coopa nHbpopManuu?
[ToueMy norupoBaHue SBISETCS BAXKHON YaCThIO YIpaBlIeHUS HHPOPMAIIMOHHOM 0€30MacHOCThI0?
Kakwue BubI TIOTOB BBl MOXKETE MEPEYUCITUTD U KaKnue UX 0COOEHHOCTH?

Kak gacTo cienyet npoBepsATh JOTH 7S BBISIBIICHUS UHIUICHTOB?

Kak MOXxHO ynydmuTh npoueccbl cOopa U XpaHeHUs JIOTOB?

Kakue TexHuueckue cpeicTBa Bbl UCIIOJIb3YyeTe JIsl aHAIIM3a JIOTOB?

KakoBbI OCHOBHBIE II€JTH aHAJIN3A JIOTOB B KOHTEKCTE WH(OPMAIIMOHHOH 0€301macHOCTH?

Kakue TexHuKy aHanu3a JOroB Bbl cunTaeTe Hanboee 3pGeKTUBHBIMU?

KaxkoB npouiecc koppemnsiiuu coObITHI U3 JIOTOB?

Kak BbI onpesensere aHOMaIUH B JIOTaX M YTO C HUMH JIenaTh?

[IpuBeauTte npumMep TOro, Kak aHaau3 JIOTOB IOMOT OOHAPYKUTh UHITU/IECHT.

Kakne ocHOBHBIE METO/IbI MOHUTOPHHTA CETH BbI 3HaeTe?

KaxoBbl npenMy1iecTBa MpOaKTUBHOIO MOHUTOPHHTA 110 CPABHEHHUIO C PEAKTHUBHBIM?

Kakue WHCTpyMEHTHl BBl cuHMTaeTe HauOojee HPPEKTUBHBIMH JJsI MOHUTOPHHIA CETEBOM
AKTUBHOCTH?

KakoBa posib MOHUTOPHHIA B IPEJOTBPALLIEHUH yIpo3?

Kak Bbl u3mepsiere 3ppexTHBHOCT MOHUTOPUHTA CETU?

Kax BbI onpenensiete 11esib mpoBeeHUs Onpoca B 00J1acTi HHPOPMaMOHHOM Oe30macHoCTH?
Kakue kmtoueBbie BOMpPOCHl BBl Obl BKIIIOUWIIM B ONPOC AJSL ONEHKHM YPOBHSA O€30MacHOCTH B
KOMIIaHHUH?

Kak BpIOpaTh 11€1€BYI0 ayIUTOPHUIO TSI Ompoca?

Kax BbI 00pabaTpiBaeTe 1 XpaHUTE JTaHHBIC, TTOJIYICHHBIC B PE3yNbTaTe orpoca?

KaxoBa pons 0OpaTHO# CBSI3U B yAyUIIeHUH Mpoleayp coopa JTaHHBIX?

Kakue THITBI TOKYMEHTOB CYIIECTBYIOT B CHCTEME JIOKYMEHTO000poTa?

Kak BbI kntaccuduiupyere JOKyMEHTHI 10 YPOBHIO UYBCTBUTEIBHOCTH?

KaxkoBblI JTydive MpakTHKX XpaHEHHs U TIepeJadyy pa3InuHbIX TUIIOB JOKYMEHTOB?

Kakue mepsl BbI MpUHUMAETE JJIsl aBTOMATU3allMU TOKyMeHTo000poTa?

Kak xoHTponupoBaTh JOCTYM K KOHPHICHIIUAIBHBIM TOKYMEHTaM?

Kaxk ncnonp3oBanue 371€KTPOHHON TTOAMKCH MOBBITIAET 0€30MacHOCTh JOKYMEHTO000poTa?
Kakue pucku cBs3aHbI C HEIPABOMEPHBIM HUCIIOJIb30BAHUEM AJIEKTPOHHON TOMTUCH?



63. KakoBbI mpenMyIiecTBa u HeIOCTATKU Pa3IMYHBIX CUCTEM AJIEKTPOHHOMN MOATUCH?
64. Kakoe 3aKOHOAATEIbCTBO PETYIUPYET UCIIOJIB30BAHNE AICKTPOHHON MOAMKCH B BaIlleil ctpane?
65. Kakoii mopsiiok BHEAPEHUS 3JEKTPOHHOM MOIICH B OPTaHU3AIUIO BBl ObI TPEIOKUITI?

Kpurepun oueHuBanusi

MaxkcumanbHoe KomuaecTBo 6amioB — 20.

CryaeHT moxxeT oTBeTUTh Ha 20 BoripocoB. OTBET Ha KaX bl BOIIPOC OIEHUBACTCS MAaKCUMYM B 1 Oas.
Kpurtepun oueHnBanus 0JHOT0 BONpoca:

MPaBUJILHBIN M MOJHBIN OTBET Ha 1 Bompoc — 1 6amwr;

HENpaBWIbHBIN 0TBET Ha | Bompoc — 0 6asuios.

IIpakTHKO-OpHUEHTUPOBAHHBIE 3aTaHUSI

3ananmue 1.
[IpoBenenue ucciaenoBaHuss O 3HaYCHUH WH(GOPMAIMOHHONW 0€30MacHOCTH B COBPEMEHHOM Mupe. Bribop
00BEKTa UCCIICIOBAHMS U aHAJIM3 €T0 MOIX0I0B K 00eCIIeYeHNI0 HHPOPMAIIMOHHON 0€301TacHOCTH.
1. Onpenenenue TeMbl U LEICH UCCIIEIOBAHUS

- ChopmynupoBaTh TEMY padbOTHI.

- YCTaHOBHTD NN U 33]]a91 HCCIICIOBAHMUS.
2. N3yueHwue nureparypsl

- CoOpath MaTepHualibl 10 HHPOPMAITHOHHOW 0€30TTaCHOCTH, COBPEMEHHBIM YTPO3aM U TEXHOJIOTHUSIM cOopa
JTAHHBIX.

- O3HAaKOMHTHCS C CYIIECTBYIOIUMHI UCCIICOBAHMSIME U TTOIX0JIaMHU.
3. Bri6op 00beKTa UCCIIeI0BAHMS

- OnpeaenuTh OpPraHU3alUIo WIN CHCTEMY /IS aHAJIH3a.

- [TonroToBUTH 0OOCHOBAaHUE BHIOODA.
4. Coop u aHaNM3 JaHHBIX

- UccnenoBaTh moaxo/pl 00beKTa K MHPOPMALIMOHHOM 0€30MacHOCTH.

- OnpeieTh UCII0JIb3yeMbIC TEXHOJIOTHU M METOJIBI cOOpa JaHHBIX.
5. Ouenka 3¢ heKTUBHOCTH Mep 0e30MacHOCTH

- [Ipoananu3upoBark, Kak 0OBEKT OLIECHUBAET CBOKO OE30M1ACHOCTb.

- UccnenoBaTh mpuMeHsieMble METPUKHU M METO/IbI aHATTH3A.
6. ®opMyTUpOBaHUE BHIBOJIOB M PEKOMEHTAIIAN

3ananme 2.
Pazpabotka mana OSINT-uccnenoBanus no 3aaHHON Teme (HarpuMep, aHallu3 MyOJUYHbIX npoduieil B
coluabHbIX ceTsax). COop MHpOpMAIMH U IIpe/ICTaBICHHUE Pe3yIbTaTOB B BUJE Npe3eHTanuu (5-10 cnaiinos),
BKJIFOYAsl UCIIOJIb3yEeMble HCTOUHUKH U METO/IBI.
1. Onpenenenue ey 1 3a7a4 UCCIECTOBAHUS

- CchopmynnpoBath, UTO IMEHHO HYXKHO BBISICHUTbH (HAaIIpUMeEp, aHaJIU3 CETEBOTO MOBEJICHHs, BBIIBICHHUE
CBSI3€H U MHTEPECOB U T.1.).

2. Bb160p 00BEKTOB HCCIE10BAHUS
- OnpenenuTh, Kakue MyOJuUHbIe TPOQHIN WU TPYIIBI B COLMATBHBIX CETSIX OyAyT aHAIM3UPOBATHCS.
3. Metozsl c6opa uHpopmMauu
- OnpeaenuTb METObl 1 UHCTPYMEHTHI 17151 cOopa JaHHbIX:
- Ucnonws3oBanue cnenuanusupoBaHHblx OSINT-uHCTpYMEHTOB.
- COOp 1aHHBIX BPYYHYIO (CKpPUHILIOTHI, 3aMETKH).
- AHanu3 myOnuKaIuii, KOMMEHTapueB U aKTUBHOCTEH Mosib3oBaTenei.
4. AHanu3 JaHHBIX
- CucreMaTu3upoBaTh COOpaHHBIE JaHHbIE.
- BBISBUTH 3aKOHOMEPHOCTH, TPEH/IbI U BaXKHbIE (DAKTHI.
- OLleHUTh JOCTOBEPHOCTh HHPOPMALIUH.
5. IlogroroBka pe3yiabTaToB
- CpopmupoBaTh BHIBOJIBI HA OCHOBE MPOBEICHHOTO aHAJIM3a.



- [ToaroToBUTH peKOMEHIAINH (HATIPUMED, KaK yIyUIIUTh 0€30MacHOCTh TPOdUIIs).
6. Co3manue npe3eHTanuu
- Odopmuts 5-10 craiinos:
- Beenenue (1ienu u 3axaun).
- Onucanve METOJI0B MCCIIETOBaHUS.
- OCHOBHBIC PE3YJIHTATHl U BHIBOJIBI.
- Mcnionnb30BaHHbBIE HCTOYHUKH U HHCTPYMEHTHI.
- 3aKJIFOYCHHUE U PEKOMEH/IAITUH.

3aganue 3.
Pa3paborka MeTonuku cOOpa JaHHBIX JUISi KOHKPETHOW CUTyaluu (Hampumep, JJisS OICHKU YSI3BUMOCTEH B
cucteme). [loaroroBka rmiaHa ACHCTBUM, ONKMcaHWe WU OOOCHOBAaHWE NMPUMEHEHHUs BBIOPAHHBIX METOIOB H
OMHUCAaHUE OKUJIAEMBIX PE3YIbTaTOB.
1. Onpenenenue ueny u 3agad
- BoIAicHUTB, Kakue KOHKPETHBIC YSI3BUMOCTH HEOOXOIMMO OIEHUTH (HAampUMep, YS3BUMOCTH B BeO-
MIPUIIOKEHUH, CETEBON MHMPACTPYKTYPE | T.1I.).
2. AHAIU3 CUCTEMEI
- OLEHUTh CTPYKTYPY M apXUTEKTypy LEJeBOH CHUCTEMbI i TOHUMaHUA €€ KOMIIOHEHTOB |
B3aHMMOJICHCTBHI.
- OnpenenuTh TOUYKHU IOCTYIA U MOTEHIHATbHBIE BEKTOPHI aTaKH.
3. Beibop mMeTo10B cOOpa JaHHBIX
- [TacuBHBIN cOOp TaHHBIX:
- AHanu3 OTKpBITHIX UcTOYHUKOB HH(popmaruu (OSINT).
- CKaHUPOBaHUE CETEBBIX YCTPOICTB U CEPBUCOB 0€3 BO3JICHCTBHUS HA CUCTEMY.
- AKTUBHBIN COOp TaHHBIX:
- [lenTecTuHr (TecTupoBaHUe HA MPOHUKHOBEHHE) AJIsl BBISBICHUS YSI3BUMOCTEH.
- Ucnionp30BaHne HHCTPYMEHTOB CKAHUPOBAHUS YSI3BUMOCTEH.
4. Pa3zpaboTka 1utaHa JIeiCTBUMA
- CoCTaBUTH MOIIATOBYIO MHCTPYKIIUIO JIJISl BBITIOJHEHUS cOOpa TAaHHBIX, BKIIFOYAs:
- Bpems npoBenieHus TECTOB.
- OTBETCTBCHHEIC JIUIIA.
- YcnoBus TecTUpOBaHUS (HanpuMep, MUHUMHU3AIUS BIMSHIS Ha TPOU3BOJUTELHOCTD).
5. O6ocHOBaHUE TPUMEHEHUST METO/I0B
- Onucath, Mo4eMy BBIOpaHHBIE METOMBI HauOoJiee MOIXOAIINE I TeKYIIeH CUTyaluu (yBsI3bIBAaHUE C
LETISIMU UCCTIEA0BaHUS, CIEIU(DUIHOCTD YA3BUMOCTEN).
6. COop u aHanmu3 JaHHBIX
- [IpoBectu cOOp JaHHBIX B COOTBETCTBUU C Pa3pabOTaHHBIM TLTAHOM.
- CucreMaTu3upoBaTh PE3yNbTaThl, OTQPHUIBTPOBATH JOKHBIE CPAOATHIBAHMSL.
7. OxuaeMble pe3yJbTaThl
- Onrcanue Toro, Kakue ysI3BUMOCTH MOT'YT OBITh BBISIBIICHBI.
- [Iporuo3upoBaHre BO3MOKHBIX PUCKOB JIJIsSi CHCTEMBI.

8. JlIokyMeHTaIus U OTYET
- CocraBUTh JOKYMEHT C OINHCAHWEM TMPOBEACHHBIX JACWCTBUN, BBISABICHHBIX YSI3BHUMOCTEH U
MIPEITIOKEHUSMU TI0 UX YCTPAHEHUIO.

3aganue 4.
AHanu3 »TUYECKOro acnekTa Tekyuiero ciydas B CMU, cBsi3aHHOTO ¢ HapylIEHUEM MpaB MpH cOope TaHHbIX.
PaccmoTtpenue u aHanu3 nociaeCTBUN U IPEUIOKEHHUH M0 YIYUIIEHUIO TPAKTHK cOOpa TaHHBIX.
1. BeiOop u onucanue ciydas

- OmnpenenuTh KOHKpeTHBIH ciaydail u3 CMMU, cBs3aHHBIA ¢ HapylleHHMEM IpaB IMpH cOOpe TaHHBIX
(HampuMep, yTeuka JUYHBIX TaHHBIX, UCIIOJIb30BaHUE MEPCOHATIBLHON HH(OpMaIK Oe3 coriacus).
2. AHanu3 ATUYECKUX MPUHIUIIOB

- OueHuth, Kakue OTHYECKHME HOPMBI U TMpaBa ObUIM HapylleHbl (HampuMmep, @paBO Ha
KOH(HIEHIINATILHOCTD, IPaBO Ha HMHPOPMHUPOBAHHOE COTJIACHE).



- PaccMoTpeTh BiHsIHEE HA MHAUBHIYYMOB U OOIIIECTBO B IIETIOM.
3. IlocnencTBusa HapyLICHUS TIPaB

- [Ipoananu3upoBaTh KPaTKOCPOUHBIC M JOJITOCPOYHBIE IMOCIEICTBUS AJISl MOCTPAIABIINX M OpraHu3aIuit
(Hanmpumep, OTepst TOBEpHs, CyIeOHbIC HCKH, PETyTallUOHHBIE TIOTEPH ).

- OOGCyTuTh BIHMSIHAE HA OOIIECTBEHHOE BOCIIPHUATHE U 3aKOHOIATEIHCTBO B 00JIACTH 3aIIUTHI JAHHBIX.
4. CpaBHUTEIBHBIN aHAIN3

- 3yunth, KaK Apyrue OpraHu3aluy WIH CTPAHbBI PEHIa0T MOA00HBIC TPOoOIeMbl (YCIEeITHbIC IPAKTHKH,
CIly4au U3 UCTOPUN).
5. IIpemioxenus 1o yiaydleHUIO IPAKTHK

- Pa3pabotarh pekoMeHJaluu A OpraHU3alUil Mo YIYYIICHHUIO MPAaKTUK cOOpa JaHHBIX (Hampumep,
BHEJPEHUE MTPO3PAYHBIX MOJIIUTUK, PETYISPHBIE TPEHUHTH IS COTPYIHUKOB).

- O6cynuTh HEOOXOAUMOCTD YCUJICHHS 3aKOHOIaTEIbCTBA M CAMOPETYIMPOBaHUS B cpepe 3aluThl TaHHBIX.
6. 3axiroueHue

- IlogBectn urTOorM aHanu3a, MOJUYEPKHYB BaXKHOCTh COOJIOJEHMS 3TUYECKHUX CTAHIAPTOB Ipu cOope
JTAHHBIX.

- OTMEeTUTh HEOOXOAUMOCTH OOIIECTBEHHOTO KOHTPOJIS U COLMAIbHOW OTBETCTBEHHOCTH KOMITAHUH.

3aganue 5.
O3HakoMJICHHE C TIPUHIMIIAMHU PabOThI C JIOraMH, aHAJIM3a U BBISBICHUS BO3MOXXHBIX HHIUACHTOB U yIPO3
Ha OCHOBE JIOTOB.
1. Coop noros

- OnpenenuTb UCTOYHUKH JIOTMPOBAHUS (CEPBEPHI, IPUIIOKEHUS, CETEBbIE YCTPONUCTBA).

- HactpouTs 1ieHTpanbHbiil cOOp J0r0B JUIsl YIPOILIEHHOIO aHAJIN3a
2. @opMaTUpOBaHUE U HOpMaIM3alUs JAHHBIX

- O3HakomuThes ¢ opmatamu J1oroB (Harpumep, JSON, CSV, TekcroBbie (haiiibl).

- [IpeoOpa3oBath naHHbIE B YHU(PHUIMPOBAHHBINA (popMaT AJIs aHAIM3a.
3. AHanus J10roB

- Micnionb30BaTh MHCTPYMEHTHI I aHAJIN3a JIOTOB.

- OcymiecTBUTh (DUIBTPALIMIO U COPTHPOBKY JIOTOB IO BPEMEHHBIM METKaM, YPOBHIO CEphE3HOCTH MU
UCTOYHUKY.
4. BolsiBIeHUE aHOMAJIUN

- YcTaHOBUTH Oa30Bble apaMeTpbl HOPMAJILHOTO MOBEICHHS CUCTEMBI.

- WnenTnumpoBaTs OTKIOHEHHS OT HOPMBI (AHOMAJIMK) ITyTE€M aHalH3a MaTTePHOB M HCTOPHUYECKUX
JAHHBIX.
5. Onpenenenye HHIUACHTOB U YIpo3

- IIpou3BecTH KOJMYECTBEHHBIM M KayeCTBEHHBIH aHAIN3 COOBITHM Ui BBIABIEHHUS MOTEHIHMATbHBIX
WHIHICHTOB.

- OLIeHUTB Cephe3HOCTh YIPO3 U UX BO3MOKHBIE TTOCIIEACTBHUS.
6. JlokyMeHTalus U pearupoBaHue

- 3aJOKyMEHTHPOBATh BCE BHISIBICHHBIC MHIIUJCHTHI U MPEATNPUHSITHIE MEPHI.

- Pa3pabotate u BHEApUTH MJ1aH pearnpoBaHus Ha HHIUAEHTHI (IRP).

7. ObpaTtHas CBS3b U yJqydlleHHE
- OneHuTh >3PPEeKTUBHOCTD MpOIlecca aHaIu3a U PearupoBaHusl.
- BHeI[pI/ITB HU3MCHCHUA U YIYUYHICHUSA B ITPOLECCax JIOTUPOBAHUA 1 MOHUTOPHUHTIA.

3aganue 6.
[IpuMeHeHHEe WHCTPYMEHTOB MOHHUTOPHMHIA CEeTH I aHaiu3a Tpaduka, BBIABICHUS aHOMAIUN H
(hopMHPOBaHUS OTYETOB 1O OE30MACHOCTH.
1. IToaroToBKa OKpy>KEHUS

- YcTaHoBHTE BUPTYaIbHYIO MAILIMHY C ONEPaIlMOHHOM cucTteMoit (pekoMmenayercs Linux).

- Ob6ecrnieubTe TOCTYM K CETH JUIsI MOHUTOPUHTA.
2. YcTaHOBKa MHCTPYMEHTOB

- YcTaHOBHUTE MHCTPYMEHTHI JUISI MOHUTOPUHTA, TAKHE KaK:

- Wireshark i ananu3sa cereBoro tpaduka.



- Snort unm Suricata s 0OHapYKEHHUS U IPEIOTBPAILIECHUS BTOPKCHHA.
3. Coop ceteBoro Tpaduka
- 3anmyctute Wireshark  HaunuTe 3axBaT Tpaduka Ha BHIOpAaHHOM CETEBOM MHTepdeiice.
- l'enepupyiiTe pa3nuuHblid ceTeBOM Tpaduk (Harpumep, Bed-cepduHr, nepemaayuun (HaiyioB) s aHaIu3a.
4. Ananu3 Tpadpuka
- Ucnonw3yiite Wireshark muist punbpTpanmu u aHanm3a 3aXBa4eHHBIX JaHHBIX.
- OnpenenuTe MPOTOKOJIbI, UICTOYHUKU U Ha3HAYCHUs TpaduKa, a Takke 00bEM Nepeiadn JaHHbIX.
5. BeisBieHMEe aHOMANUI
- Hactpoiite Snort/Suricata 11st MOHUTOpUHTA TpaduKa U 0OHAPYKEHUS TOA03PUTEIBHBIX AKTHUBHOCTEH.
- Ilpoananu3upyiite creHepupOBaHHBIE OTYETHI O COOBITUSIX Ui BBISBICHUS aHOMAIHMM (Hampumep,
HeoObryHbIe [P-anpeca, npeBbllIeHne HOPM Harpy3KH).
6. dopMupoBaHuE OTYETOB
- [ToaroroBsTE OTUET, BKIIFOYAFOIITHH:
- Onrcanue NpoBEICHHOTO aHAN3A.
- BoisiBIIeHHBIC aHOMAJIMU U COOBITUS 0€30MaCHOCTH.
- CKpHUHILIOTHI ¥ TpaUKy AJIsi BU3YAIU3AIHH TaHHBIX.

3aganue 7.
Pa3paborka u mpoBeneHue ompoc st cOopa JaHHBIX O COCTOSIHMM WH(POPMAIMOHHON O€30TacHOCTH B
OpraHu3alliy, aHAIHU3 MOTYYSHHBIX PE3yJIbTaTOB.
1. Onpenenenue nenei onpoca

- Yetko chopMynupyiTe 11eJid, KOTOpble HE0OXOIMMO JOCTHYh ¢ MOMOIIIBIO onpoca. Hanmpumep, oreHka
YPOBHSI OCBEIOMJIEHHOCTH COTPYAHUKOB O O€3011aCHOCTH.
2. Pa3pabotka BompocoB

- Co3paiite BOIIPOCHI, KOTOPBIE IIOMOTYT MOJIYYUTh HYKHYIO HH(OpMaIuio. Bompockl MOryT OBITh pa3HOTO
THUIIA!

- 3aKpbIThIE (C BApUaHTaMU OTBETOB).
- OTKpBITHIE (151 CBOOOTHOTO OTBETA).

- Y6enureck, 4TO BOMPOCH MOHATHBI U JIOTUYHO CBS3AHBI.
3. Be1bop ueneBoii aynuropuu

- Onpenenure, KTo OyJIeT y4yacTBOBaTb B OIpOce. ITO MOTYT ObITh pasHble rpymnmsl corpyaHukos (UT,
aJIMUHUCTPATHUBHBIN NEPCOHANT U T.11.).
4. TIpoBenenue omnpoca

- BriGepute croco0 nposeeHust (OHIalH-aHKETbI, MHTEPBBIO) U PacIpOCTPAHUTE ONPOCHBIN JIUCT Cpean
YYaCTHHUKOB.

- YCTaHOBHTE CPOK /U711 3aIIOJIHEHUS aHKEThI, YTOOBI MOJTYYUTh PE3YNIbTAThl B Pa3yMHbIE CPOKH.
5. Coop u 00paboTKa TaHHBIX

- Cobepurte Bce OTBETHI U IPOBEAUTE UX CTPYKTYPHPOBAHHUE.

- Mcnonp3yiiTe cTaTHCTUYECKHAE METO/IBI MM WHCTPYMEHTHI JIJIsl aHAIN3a JaHHBIX
6. AHanu3 pe3ynbpTaToB

- [Ipoananu3upyiite MOIy4YECHHBIC JaHHBIC, BBIACITUTE KIFOYEBHIE MOMEHTHI U TCH/ICHIINH.
3aganue 8.
Amnanu3 u noBeimerne 3 (HEeKTHBHOCTH JOKYMEHTO0O00pOTa B KOMIIaHHUHU. V3ydeHne TEXHOIOTHiA M TIOAXO0/I0B
K obecrieueHuo HHPOPMALMOHHOM 0€30MacHOCTH B JOKyMeHTooO0opoTe. OIleHKa CYIEeCTBYIOLIUX MPOLECCOB
JOKYMEHT000OpoTa B KoMmaHuu. Pa3zpaboTka pekoMeHAalnuii mo MOBBIIIEHHIO 3()PEKTUBHOCTU Mpoliecca
JTOKYMEHTO000pOTa.
1. Coop uHbOpMaIU 0 TEKYIUX MPOIeccax

- HM3yuute cymecTByrolme MpoLecchl JOKYMEHTooOopoTa B KoMmmaHuH. [IpoBenuTe HMHTEPBBIO C
KITIOYEBBIMH COTPYAHHKAMHU U COOEPHUTE JTOKYMEHTAIIHIO.
2. OreHKa TEXHOJIOTUI U HUHCTPYMEHTOB

- Uccnenyiite ucmonb3yemMple B KOMIIAHWW TEXHOJIOTHH M CHCTEMBI U JOKYMEHTOOOOpOTa, a TaKXke
TEXHOJIOTUH obecrieueHus1 0€30MacHOCTH.
3. Ananu3 uHdopMamoHHON 6e301acHOCTH

- OueHnTe TEKyIIME MEpPHl MO OOecTeueHn0 MHPOPMAIMOHHON O€30MacHOCTH B JOKYMEHTOOOOpOTE:
KOHTPOJIb IOCTYTIa, U POBAHHE, Pe3ePBHOE KOUPOBAHUE.



4. BeisiBneHue npoOiaeM U y3KHX MECT
- Onpenenute HEAOCTATKU U POOJIEMBI B IIpOIEccax JTOKYMEHTOO00pOTa, TaKue Kak 3aJep>KKH, OUTHOKU
WJIM HEJJOCTATOYHAS 3alllUTa JaHHBIX.
5. CpaBHUTEIBHBIN aHATIN3
- [IpoBeuTe cpaBHEHHE C OTPACIEBBIMY CTAHIAPTAMH H JIYYIIIUMH TPAKTUKAMH, 4TOOBI OTIPEICTUTH JTFOObIE
MpOOEIIbI B TEKYLIUX MPOLIEccaXx.
6. PaspaboTka pekomeHanui
- Ha ocHoBe mpoBeneHHOro aHayin3a chopMyIUpPYHTE PEKOMEHIAIUU 0 MOBBIIICHHUIO 3(()EKTUBHOCTH,
BKJTFOUAS:
- ABTOMaTH3aIUIO MTPOLIECCOB.
- O0y4eHue COTPYIHUKOB.
- YcoBeplIieHCTBOBaHHE Mep 0€30IaCHOCTH.
7. IlogroroBka otyera
- Co3paiite 0oTYeT, B KOTOPOM OyIyT H3JI0KEHBI pPE3yJbTaThl aHAINW3a, BBIABICHHBIE MPOOJIEMbI U
MIPEITIOKEHHBIC PEKOMEH/IAIUH.

KpnTepml OLICHUBAHUSA OTJACJIbHOI0 NPAKTUKO-OPUEHTHUPOBAHHOI'0 3aIaHUMA .

Kaxxnoe npakTHKO-OPUMEHTUPOBAHHOE 3a/laHHE OLIEHHMBAETCsd MakcuManbHO 1o 10 OamioB kaxzaoe.
MakcumanbHOe KOJIMYECTBO OaioB 3a BBIIOJIHEHHE BCEX INPAKTHKO-OPUEHTHUPOBAHHBIX 3agaHuii — 80
Oaos.

- 9-10 6a/mI0B BBICTABIISICTCS, €CITH O0YYAIOIIMIACS: BBITOJIHUI 33aJJaHIE B TIOJTHOM 00beMe, CAaMOCTOSITEIILHO,
¢ COOII0IeHeM HeOOXOMMOM MOCIEA0BATEIIBHOCTH; TPAMOTHO O(OPMHUJIT TIPEICTABIICHHBIN OTUYET;

- 6-8 6aJTOB BBICTABIISICTCS, €CJIM O0OYYAIOIIUIACS: BBITIOIHIII 3a/JaHUE B TIOJTHOM 00beMe, CaMOCTOSTEIBHO, C
coOJII0JICHHEM HEOOXOJAMMOW TOCIEA0BATEIIBHOCTH,; T'PaMOTHO OGOPMHII TPEICTAaBICHHBIH OTYET;, JaHa
COJIepIKaTeIIbHAS MHTEPIIPETALINS MTOJTYYSHHBIX IPU PEIICHUHN 3371249 Pe3y/IbTaTOB; MaTepUall U3JI0KEH YETKO;
JIOMYCKAIOTCS OTIENIbHBIE JIOTUYECKHE U CTUIUCTHYECKHUE MOTPEUIHOCTH, YBEPEHHO HCIPABJICHHBIE MOCIIEe
JIOTIOJTHUTEIHHBIX BOIIPOCOB;

- 3-5 Oanna BICTABISETCS, €CIM OOYYAIOIIUKCA: BBIMOJIHIII 33JaHUE B MOJHOM 00beMe ¢ COOJI0JCHHEM
HEO0OXOIMMOM TOCIIEAOBATEIHFHOCTH; TPAMOTHO O(GOPMHIIT TIPEICTABICHHBIA OTYET; JaHA COJEpKaTeIbHAs
UHTEpPIpETAus TOMYyYEeHHBIX pPe3yabTaTOB; AOIMYCKAIOTCS OTAETIbHBIC JIOTUYECKHUE M CTHIMCTHYECKHE
MOTPEITHOCTH; O0YJAFOIIHICS MOKET UCTIBITHIBATh HEKOTOPHIC 3aTPYIHEHUS B (DOPMYIIUPOBKE CYXKICHHIA,

- 0-2 Gamma BbICTaBISETCS, €CIM 3aJaHUE HE BBIINOJHEHO WM BBIIOJIHEHO HE B IIOJHOM OOBEME;
oOyyaroluiics MpaKkTUYECKH HE BiaJeeT TEOPEeTUUYECKHM MaTepualioM, JOIycKas IpyOble OIINOKH,
UCIBITHIBAET 3aTpyIHEHUS B (GOPMYIUPOBKE COOCTBEHHBIX CYKIEHUH, HECMOCOOEH OTBETHTh Ha
JIOTIOJTHATEITHHBIE BOTPOCHI.

3. Meroanyeckue MaTepuaJibl, ONpee/silolue Mpoueaypbl OLleHUBAHUA 3HAHMI, YMeHHUIl, HABLIKOB
U (MJ1M) ONBITA AeATeTbHOCTH, XapaKTePHU3YIOUINX 3Tanbl GOPMHUPOBAHUS KOMIIETeH Ui
ITpornetypsl OlleHUBaHMSI BKIIOYAIOT B c€0s TEKYLUI KOHTPOJIb M IPOMEKYTOUHYIO aTTECTALHIO.
Texymmii KOHTPOJIb YCIIEBAEMOCTH MPOBOIUTCS C UCIIOJIB30BAHUEM OLIEHOUHBIX CPEACTB, IPEICTaBIEHHbIX
B I. 2 JJaHHOTO MNpPWJIOXKEHUs. Pe3ynapTaTbl TEKyIIEro KOHTPOJIA JOBOAATCA 0 CBEAEHHUS CTYIEHTOB IO
IIPOMEXYTOYHOM aTTeCTaluu.

IIpoMeskyToUHast aTTecTAlUsI IPOBOIUTCA B (hopMe - 3aUeTa.
3ayeT MpOBOAUTCS MO PACHHCAHUIO TPOMEKYTOUHON aTTecTally B ycTHOU (hopme. KoaruecTBo BOpocoB B
3ayeTHOM 3amaHuu — 3 (2 Teopermyeckux Bompoca W 1 3amanHue). Pe3ynbraThl aTTecTaluy 3aHOCATCS B
BEJIOMOCTb U 3a4ETHYIO KHIXKKY CTylaeHTa. CTyleHThbl, HE MPOLIEAIINE TPOMEXYTOUHYIO aTTECTALUIO 10
rpaduKy, JOJKHBI JINKBUIUPOBATH 33 J0JDKEHHOCTh B YCTAaHOBJIEHHOM TOPSIJIKE.



Ipuio:xxkenne 2
METOJUYECKHUE YKA3AHMUS ITIO OCBOEHUIO JUCHUITJIMHBI

VY4eOHbIM NJIaHOM NPELyCMOTPEHBI CIEAYIOIINE BUABI 3aHITUI:
- JIEKIUHU;
- IPAKTUYCCKUC 3aHATUS.
B Xome JNEKIMOHHBIX 3aHATHA pacCMaTPUBAIOTCS OCHOBHBIE TOHSATHS B 00JacTé HMH(OPMAIMOHHO-
aHAIMTUYECKOW paboThl B paMkax WH(MOPMAIMOHHOW OE30MacCHOCTH W 3aIlIUTHl MH(POPMAIUH, METOJbI
00paboTKU M aHaIM3a UHPOPMALUU 00 MHIMIEHTAaX, BO3MOXKHBIX YTPO3aX U PUCKAX, JAIOTCA PEKOMEH AU
IUIsl CAMOCTOSITENIbHON paOOThI U MOATOTOBKY K MPAKTHUECKUM 3aHSITUSAM.
B xolie npakTu4eckux 3aHATHH yriIyOJISIOTCS U 3aKPEIUIAIOTCS 3HAHUS CTYAEHTOB 110 Psly paCCMOTPEHHBIX
Ha JIEKIUSAX BOIPOCOB, Pa3BUBAOTCS HABBIKYU PEIIEHU 3a/1a4 110 HH(OPMAIIMOHHO-aHATUTUYECKON paboTe B
paMkax MHPOPMALMOHHONW OE30MaCHOCTH.
HpI/I MOATOTOBKC K NPAKTUYCCKUM 3aHATHAM Ka)KﬂBIﬁ CTYACHT JOJIKCH:
- U3YYUTh PEKOMEHJOBAHHYIO YUEOHYIO JINTEPaTypy;
- U3YUYUTHb KOHCIICKTBI JICKL[Hﬁ;
- 03HAKOMHUTHCS C ONMCAHUEM IIPAKTUYECKOH paboThl;
B mpornecce moAroToBKM K MPAaKTUYECKUM 3aHATUSAM CTYACHTBI MOT'YT BOCIIOJIB30BaThCsS KOHCYJIbTALUAMU
Iperno/iaBaTes.
Bomnpocsl, He paccMOTpeHHbIE Ha JIEKLUAX U MPAKTUUYECKUX 3aHATHUSAX, TOJKHBI ObITh U3yYEeHbI CTYACHTaAMU
B XOZIE CaMOCTOSATENbHOM paboThl. B X01e camocToATenbHOM paboThl KaKABIH CTYIEHT 00s3aH MPOYUTATH
OCHOBHYIO 1, 10 BO3BMOKHOCTHU, JOIIOJHUTCIbHYIO JIUTCPATYPY IO H3y‘IaeMOﬁ TEME, NOIIOJIHUTH KOHCIICKTHI
JIGKIII/Iﬁ HCAOCTAIOIIMM MATCPUAJIOM, BBIIIMCKAMH H3 PCKOMCHAOBAHHBIX HWCTOYHUKOB. BI)IIIGJII/ITI)
HCIIOHATHBIC TCPMHUHBI U HaWTH WX 3HAUYCHHE B OHUOUKIIOIICAUYCCKUX CIIOBApsX.

JUis NOArOTOBKM K 3aHATHUAM, TEKyLIEMY KOHTPOJIK M NPOMEXYTOYHOH aTTECTallMM CTYIEHTbl MOTYT
BOCIIOJIB30BaThCSl AIIEKTPOHHO-OMOIMOTEYHBIME CHCTEMaMU. Takke O0ydJaromuecs: MOTYT B3STh Ha JOM
HEOOXOAUMYIO JIUTEpaTypy Ha ab0OHEMEHTE YHUBEPCUTETCKON OHOJMOTEKHM WM BOCIOJIB30BaThCS
YUTAJIBHBIMU 3aJIaMU.



