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1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 |IIpunobpererne 3HaHWH B 00MacTH WH(GOPMAIMOHHON O€30MacHOCTH W 3alUTHl HWH(OpPMAIMKM IO OpPTaHU3A[MOHHO-
MIPaBOBOM 3alUTe KOMMEPYECKOH, Ciy:keOHOH, NpodecCHOHATBHON TalHbI, MEePCOHATBHBIX NaHHBIX; (OPMHUPOBAHUE
YMEHHH M TPAKTUYECKUX HABBIKOB I10 MPaBOBOMY, OpraHM3alMOHHOMY W TEXHHYECKOMY OOECIICUCHHUIO 3aIlUThI
nHpOPMAIIHN TIPH PEIICHUH 3a1ad MPo(eCCHOHATBHON e TENEHOCTH.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUA TN CHUIIJINHBI

OIIK-3: CpnocoGeH pemarb CTaHAAPTHbIE 3a4a4d NPO(ECCHOHANBHOH NesTeJbHOCTH HAa OCHOBe HH(OPMAIMOHHOW U
oubMorpaguyeckoii KyJbTypbl ¢ NpHMeHeHHeM HHGOPMANHOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTMI M € y4eTOM OCHOBHBIX
TpeOGoBaHN HH(POPMALMOHHON 0€30MaCHOCTH;

B pe3yabTaTe 0CBOeHMSI AMCHUNIIMHBI 00YYAIOIIUICS JOJIZKEH:

3HaTh:

- OPUHIUIBI PabOThl COBPEMEHHBIX TEXHOJOTHH obecriedeHuss HHPOPMAIMOHHON OE30MacHOCTH IPU  PEIICHUH  3a1adq
podecCHOHATFHON TesATeNbHOCTH (cooTHECeHO ¢ mHauKaropoM OITK-3.1).

YMmeTh:

- pcfuiartb CTaHJAapTHBIC 3adaqu HpO(l)eCCHOHaJTBHOﬁ ACATCIBHOCTU C YUCTOM Tpe6OBaHI/II71 I/IH(i)OpMaHI/IOHHOI\/'I 0€30I1aCHOCTH
(cootreceno ¢ naaukaropom OIIK-3.2).

Binagern:

- HaBBIKAMHU HCIOJB30BaHUS CIOCOOOB M CPEICTB 3alIMTHI WHGOPMAIMH IMPH pPENICHUM 3amad MpodeCCHOHATFHON AeATEIIbHOCTH
(cootreceno ¢ uaaukaropom OIIK-3.3).

3. CTPYKTYPA U COAEP KXAHME JUCHUIIJINHBI

Paznen 1. Cucrema 3ammthl 1aHHBIX B Poccuiickoii @enepaunu

Ne HanmenoBanue tems! / Bua 3ansitust C/elng;[c;p Yacos Kw:ll::l:eﬁ_ Jlureparypa
BBognas nekuus. BakHOCTh 3amuThl MHGOpMAMK B COBPEMEHHOM JI1.3, J11.4, JI1.1,
1.1 |mumpe. KiroueBsle TPHHIMIEI — OOECHCUCHUS  HWH(POPMAIIOHHON 4 2 JI1.5,J12.2, J12 .4,
6e3omacuocTr / Jlex / J2.5
Bunpsl wHboOpManuu B 3aBHCUMOCTH OT €€ COJCepXaHWs, IOCTYIIA, L3, JI1.4, 1.1,
1.2 obnanarens / Cp / ’ 4 2 JI1.5,J12.2,J12 .4,
JI2.5
JI1.3, J11.4, J11.1,
JI1.2, JI1.5, J12.2,
1.3 | OcHoBHBIE MOENH 3amuThl nHpopMarwu. / Cp / 4 2 2.3, 02,1 2.4,
JI2.5
N . JI1.3,J11.4, JI1.1,
14 Uzyuenue OCHOBHBIX MOJIOKCHHH MO 3aluTe nHpopmarmu: JlokTpuHa 4 6 1.5, J12.2, 2.4,
nHpopMaIMoHHO# 6e3omacHocTH Poccuiickont deneparuu. / Cp / .5
OcHoBHele monoxeHus @expepanpHoro 3akoHa "OO6 wHOOpMarwH,
UH(QOPMAIIMOHHBIX TEXHONOTHAX X O 3amure uHGopMmamuu" ot JI1.3, J11.4, JI1.1,
15 27.07.2006 N 149-®3. OcHOBHBbIE TPHHIMUIBI W TPeOOBaHUA K 4 6 JI1.2, J11.5, J12.2,
’ CHCTEME 3allIMTHI JTAHHBIX. JI12.3,J12.1, JI2 .4,
Ponn w OTBETCTBEHHOCTh YYAaCTHHKOB CHCTEMBI 3alIUTHI J(AHHBIX. / J12.5
Cp/
Pazpnen 2.
OcHoBBI 321U ThI HH(POBLIX JAHHBIX B KHOEPIIPOCTPAHCTBE
Ne HaumenoBanue Temsbl / Bun 3anatus C/ellxél;[c)zp Yacos KO“:ll;e:eH_ JlutepaTtypa
JI1.3, JI1.4, JI1.1,
21 IMoHsatve W  BuUAbl  yrpo3  HMHGOPMAIMOHHON  OE30MacHOCTH. 4 5 JI1.2, J11.5, J12.2,
" | YazBumocTu. Yrpasienue ys3BUMOCTIMH. / JIek / J12.3,J12.1, J12.4,
J2.5
Kommerorepable araku. Bumsl u  kimaccuuKamys KOMITBIOTEPHBIX L3, T1.4, 1.1,
2.2 arax. | Cp / 4 2 JI1.5,J12.2,J12 .4,
‘ J2.5
N JI1.3, JI1.4, JI1.1,
2.3 | Opranmzanus napoybHoM 3amuThl. [TaponsHsie ataku. / Cp / 4 2 1.5, 122, 2.4,




JI2.5

JI1.3, JI1.4, JI1.1,
24 IIpoBepka HameXHOCTH MAPOJAbHOM 3alIMTBl C HUCIOJIB30BAHUEM 4 2 J1.2,J11.5,J12.2,
" | Bctpoennsix nHcTpyMenToB Kali Linux. / ITp / JI2.3,J12.1, J12 4,
J12.5
V3y4eHue OCHOBHBIX WHCTPYMCHTOB JJIsI BBISBICHHS YS3BUMOCTCH. / L3, 7114, 11,
25 | y/ Py A y : 4 2 JI1.5,712.2, 124,
P 2.5
JI1.3, J11.4, J11.1,
26 OCHOBHBIC THITHI yTPO3 W HX KiaccuuKamnus. YTpo3bl 0e30MacHOCTH 4 3 JI1.2, J11.5, J12.2,
" | obnaunsix cepsucos. / Cp / J12.3,J12.1, J12 4,
J2.5
. JI1.3, J11.4, J11.1,
Knaccudukanus ys3BUMOCTEH. YS3BUMOCTH ONEPAMOHHBIX CHCTEM,
. JI1.2, JI1.5, J12.2,
2.7 | npunoxeHui. 4 4
J12.3,J12.1, J12 .4,
CeTEeBOT0 000pyI0BaHUs ¥ MPOTOKOIIOB. / Cp / 5
KommnbiotepHble araku Ha OeCHpoOBOJAHBIE CETH M MOOWIIBHBIC JI1.3, J11.4, JI1.1,
o YCTpOKCTBa. 4 6 JI1.2, JI1.5, JI2.2,
’ ATaku Ha BeO-TIpUIIOKEHHS U 0a3bl TaHHBIX. JI2.3,J12.1, JI2 .4,
ATaky Ha CUCTEMBI YIPaBIeHH AOCTyoM u mapoisimu. / Cp / J2.5

Pa3nean 3. KOMHblOTepl—lble BUPYCHI. OCcHOBHBIE NPUHIUITBI 1€TEKTUPOBAHUSA BPEIOHOCHOI'0 ITPOrpaMMHOro odecneyeHus

(BIIO)
Ne HaunmeHnoBanue Temsb! / Bua 3ansitust C/elnél;lc’zp Yacos Kow:;e;en- JlutepaTtypa
JI1.3,J11.4, JI1.1,
31 Bunsl u ucropust pasBUTUSL KOMIBIOTEPHBIX BHUPYcOB. COBpeMEHHBbIE 4 ’ JI1.2, J11.5, J12.2,
" | reHmeHIMN TpUMEHEHHS] KOMIIBIOTEPHBIX BUpYCOB. / Cp / JI2.3,J12.1, J12.4,
JI2.5
[TpunHIHT paboThI AHTUBUPYCHBIX TIPOTPaMM. Crioco0b1 JI1.3,J11.4, JI1.1,
3.2 | meTeKTHpOBaHHWA BPEIOHOCHOTO MporpaMmHoro obecmeuenus (BIIO) / 4 2 JI1.5,J12.2, J12.4,
Cp/ J2.5
JI1.3, JI1.4, JI1.1,
33 BpenonocHoe  mporpammMHOe ~ oOecriedeHMe M METOABI  €ro 4 6 JI1.2, J11.5, J12.2,
"~ | obHapyxenus. / Cp / J12.3,J12.1, J12 .4,
J2.5
CurHarypHBIfl aHaMM3 ¥ ABPUCTHUYCCKUI aHANM3 I OOHApy>KCHUS JI1.3, J11.4, JI1.1,
34 BIIO. 4 ] JI1.2, JI1.5,J12.2,
" | O6HapyxeHue 1 ynaneHue pyTKUTOB U TPOSIHCKUX IIPOTPAMM. JI2.3,J12.1, J12.4,
OOHapy>xeHne n OIOKHpOBKa (HUIIMHTOBEIX arak. / Cp / JI2.5
Pa3gen 4. Opranusanus 3aliMThHI NEPCOHATBHBIX JAHHBIX
Ne HaumenoBanue Temsbl / Bun 3ansatus Cemecrp Yacos Komneren- JlutepaTtypa
/ Kype HHH
[TepconanbHbie JTaHHBIC (I dn). Bungr, KITacCH(pUKAIHS 1.3, JI1.4, JIL1,
4.1 | mepcoHaTBHBIX JAHHBIX. TTopsinok 00paboTku [ u B 4 2 1.2, J11.5, 12.2,
JI12.3,J12.1, J12.4,
nHpopMaHoHHBIX cucTeMax. / Cp / 5
JI1.3, JI1.4, JI1.1,
OCHOBBI 3aKOHOJATENBCTBA O 3aIUTE MEPCOHATHHBIX MaHHBIX: IIpaBa
JI1.2, JI1.5, J12.2,
4.2 | cyOBEKTOB NEPCOHATBHBIX AaHHBIX.OTBETCTBEHHOCTh 3a HaApYIICHUE 4 4 3 2.1 2.4
3aKOHO/IaTENILCTBA O 3ALINTE NEPCOHATBHBIX MaHHBIX. / Cp / - J'[2' 5’ i
O0paboTka MNEPCOHATBHBIX MAHHBIX: [EXHHYECKHE MeEpBI 3aIlUTHI
MEPCOHANBHBIX ~ JaHHBIX. (OCOOEHHOCTH  3alIUTBHl  MEPCOHATHHBIX JI1.3, J11.4, JI1.1,
4.3 |maHHBIX B PA3NMUYHBIX OTpacisX 5KOHOMHUKH. OCHOBBI M TIPAaKTHKA 4 2 JI1.5,J12.2,J12.4,
OT3bIBa cCOMIAacHsi Ha O0OpabOTKy TMpPEeKparuTh OOpPabOTKy CBOHMX J12.5
MepCOHATBHBIX TaHHKIX y oneparopa [1/1x. / Ip /
Pazgen 5. Opranmnsanus 3amurhl ”HGopManuu B HHGOPMALMOHHBIX CHCTEMaxX
Ne HaumenoBanue Temsl / Bua 3ansitus Cemectp Yacos Komneren- Jlutepatypa
/ Kype M
JI1.3, J11.4, JI1.1,
5 HudopmannoHHBIE CHCTEMBl M OPTaHH3AlMs 3allUThl HHOOPMAIUU B 4 2 J1.2, J11.5,J12.2,
’ Hux. / Jlek/ J12.3,J12.1, J12.4,

J2.5




JI1.3, J11.4, JI1.1,

59 YmpasneHue JIOCTYTIOM u KOHTPOJIb ABTOPHU3ALIUU B 4 4 JI1.2, JI1.5, J12.2,
| madopmanmonnsix cucremax. / Cp / J12.3,J12.1, J12 4,
J2.5
JI1.3, JI1.4, JI1.1,
53 OCHOBHBIE TNPUHLUMIBI W METOABl  3aUIMTHl  MH(pOpMaLuud B 4 6 JI1.2, J11.5, J12.2,
"~ | madopmanmonnsix cucremax. / Cp / J12.3,J12.1, J12 4,
J2.5
JI1.3, JI1.4, JI1.1,
54 [IporpammHBIe CpeAcTBa 3alUTHl WHPOPMAIMKU B HHGOOPMALUOHHBIX 4 6 JI1.2, JI1.5, J12.2,
’ cucremax. / Cp / J12.3,J12.1, J12.4,
J2.5
JI1.3, JI1.4, JI1.1,
55 OOyueHue mepcoHana M IOBBIIIEHHE OCBEIOMIICHHOCTH B BOIPOCax 4 6 J1.2,J11.5,J12.2,
"~ | uadopmarnmonnoit 6e3omacHoctu. / Cp / J12.3,J12.1, J12 4,
J2.5
Pa3gen 6. OcHOBbI KpUNTOrpauuecKoii 3alMTHI U OPraHU3alUs HCN0Jb30BAHNUS YJIEKTPOHHBIX NOAMUCEI.
Ne HaumenoBanue Temsbl / Bun 3ansatus (aelhg;[c;p Yacos Kow:ll::l:eﬂ_ JlutepaTtypa
. JI1.3, JI1.4, JI1.1,
MeToabl W CpeIcTBa KPUNTOTPapUUSCKOW 3alIWThl  WH(QOPMAIIHH.
6.1 |I[lpuxnunel  (HYHKIMOHUPOBAHUS  OCHOBHBIX  KPUOTOTPapUUECKUX 4 2 1.2, J11.5, J12.2,
aigroputmos. / IIp / 2.3, J12.1, 2.4,
J12.5
OnextponHas moanuch (JI1). OcHoBHBle TOHATHA W Bunel DIl JI1.3,J11.4, J11.1,
6.2 |Ilopsimox Belmaun u mpoBepku OII. ocobenHoctn npumenenus: Ol B 4 2 JI1.5,J12.2,J12 .4,
ANIEKTPOHHOM HoKyMeHToobopote. / Cp / J2.5
JI1.3, JI1.4, JI1.1,
63 Kpunrorpadudeckre MpoTOKONEI M UX NpHMEHEHHE. XdIIUPOBAaHUE H 4 6 JI1.2, J11.5, J12.2,
"~ | uudpossie moamucu. / Cp / JI2.3,J12.1, J12.4,
JI2.5
JI1.3,J11.4, JI1.1,
6.4 IOpuanueckue acrieKThl HCTIONB30BAHUS SJIEKTPOHHBIX MOITHCEH. 4 ] JI1.2, JI1.5, J12.2,
" | be3onmacHOCTb XpaHEeHUs U nepeaadn kirodeit mmpposanus. / Cp / J12.3, J12.1, J12.4,
JI2.5
AyTeHTHQHKAIMS U HISHTH(UKAINSA B CHCTEMax C HCIOJb30BAaHUEM JI1.3,J11.4, JI1.1,
6.5 |>EKTPOHHBIX TIOITUCEH. 4 ] JI1.2, JI1.5, J12.2,
" |Ympanenue — KiIouaMH @ M cepTH(HKAaTaMH B CHCTEMax C J12.3, J12.1, J12.4,
9JIEKTPOHHBIMH ToamHcsMu. / Cp / J12.5
Pazgen 7. OcHoBBI 6€301aCHOCTH 00BEKTOB KPUTHYECKOH
uH}popMannoHHoi MHPPACTPYKTYPHI.
Ne HaumenoBanue Temsl / Bua 3ansitus Cemectp Yacos Komneren- Jlutepatypa
/ Kype M
OOBEKTHI u CyOBEKTHI KPUTUYECKOH nH(pOPMAITHOHHOH JI1.3,J11.4, JI1.1,
71 UHPPaCTPYyKTYpHI (Kn) IMpenssBasiemMele  TpeOOBaHUS K 4 5 JI1.2, J11.5,J12.2,
" |obecneuenuto Oe3omacHoctT KWMUW. TlpoBeaeHue KareropupoBaHUS JI2.3,J12.1, JI12.4,
KHUU./Cp/ JI2.5
TocynapcTBeHHass — cucTeMa  OOHapyKCHHS UM TPEAYIPSKICHUS JI1.3, J11.4, JI1.1,
7.2 |xommprorepHbix arak [ocCOIIKA. Hemn wu 3amaun T[oCOIIKA. 4 2 JI1.5,J12.2, J12.4,
Texuuueckoe ocHarienue u nepconai. / Cp / J12.5
JI1.3, J11.4, JI1.1,
73 3aKOHO/IAaTeIbCTBO W HOPMATUBHBIC aKThl B 00JIACTH 0€30MacHOCTH 4 6 JI1.2, JI1.5, J12.2,
"~ | o6BexToB KpuTHUECKOIT HHpOpMarmoHHOH HHbpacTpyKTYyphL. / Cp / J12.3,J12.1, J12 4,
J12.5
o JI1.3, J11.4, JI1.1,
Opranu3aiioHHble  Mepbl  0E30MacHOCTH  OOBEKTOB  KPUTHUECKOU
7.4 . 4 4 JI1.5,J12.2,J12 .4,
nHpOpMaMOHHOHN nHppacTpyKTypsl. / Cp / .5
N JI1.3, JI1.4, JI1.1,
MoOHHTOPHHT ®  ayauT Oe30MacHOCTH OOBEKTOB  KPUTHYCCKOW
7.5 . 4 4 JI1.5,J12.2,J12 .4,
nHpOpPMAIMOHHOHN nHPpacTpyKTypsl. / Cp / 5
MeToabl u cpencTBa 3aI[UTHI 00BEKTOB KPUTHYECKOH 1.3, JI1.4, T1.1,
7.6 4 2 JI1.5,J12.2, J12 .4,

UHpOPMAIMOHHO# nHBpacTpykTypsl. / Cp /

J2.5




Paznen 8. Opranm3anus ayaura uH(OPMAIHOHHON 0€30MaACHOCTH

HaumenoBanue Tembl / Bua 3ansiTust

Cemectp

/ Kype Yacos

10708

Komneren-

Jlurepartypa

8.1

Aynut WHPOPMAITMOHHOH 0€30MacHOCTH. Buanr ayauTa,
npeqHa3HaueHue U ocoOeHHocTu mpoBeneHus Ayauta WbB. Puck-
MeHEDKMEHT (Mozienb yrpo3). -- / Cp /

JI1.3, JI1.4, JI1.1,

J1.2,J11.5,J12.2,

JI2.3,J12.1, J12.4,
2.5

8.2

Meroapl W WHCTPYMEHTHI IS aHaIW3a PHUCKOB HH(MOPMAIMOHHBIX
cuctreM. Cozfanue MoJieNn yrpo3 Ha npeanpustun. / Cp /

JI1.3, J11.4, JI1.1,

J1.2,J11.5,J12.2,

J12.3,J12.1, JI12 4,
J2.5

83

MOHHMTOPHHT M ayauT O0€30IaCHOCTH WHQPOPMAMOHHBIX CHCTEM. /
Cp/

JI1.3, J11.4, JI1.1,

J1.2,J11.5,J12.2,

J12.3,J12.1, JI2 4,
J2.5

8.4

MOHHMTOPHHT M ayauT O0€30MaCHOCTH WHQPOPMAMOHHBIX CHCTEM. /
Cp/

JI1.3, J11.4, JI1.1,

J1.2,J11.5,J12.2,

JI2.3,J12.1, J12 4,
J2.5

8.5

Brimonnenue 3ananuii ¢ ucrons3oBanuem LibreOffice. / Cp /

JI1.3, J11.4, JI1.1,

J1.2,JI1.5,J12.2,

JI2.3,J12.1, J12 4,
JI2.5

Pa3nen 9. [Ipome:xkyTounasi aTTecTanus

HaumenoBanue Tembl / Bua 3ansitust

Cemectp

/ Kype Yacos

1070

Kommneren-

JlutepaTtypa

9.1

/ Dk3ameH /

JI1.3, J11.4, JI1.1,

J1.2,J11.5,J12.2,

J12.3,J12.1, JI12 4,
J2.5

4. POHJ] OHEHOYHBIX CPEJICTB

CprKTypa h COACPIKAHUC (I)OH}Z[a OICHOYHBIX CPCACTB JIsA MPOBCACHUSA Tekymeﬁ u HpOMe)I(yTO‘-IHOﬁ arreCTauy MpeACTaBJICHbBI

IIpunoxennn 1 k pabodeit mporpaMmMe AUCITUIUIAHEL.

5. YAEBHO-METO/JUYECKOE 1 THOOPMAIIMOHHOE OBECIIEYEHUE JUCIHUITJINHBI

5.1. OcHoBHas UTEpaTYpa

ABTOpBI, 3arnasue W3narenscTBO, roa Konug-Bo
JI1.1 |Karanosa, T. H., Nudopmarriontas 6€30macHOCTb: 1a00paTOPHBIN [Tepms: Tlepmckuit https://www.iprbooksho
lankuna, J1. C., MIPAKTUKYM roCyIapCTBEHHBIMH p-ru/86357.html
XKnanos, P. A. IyMaHHTapHO- HEOTpaHHMYEHHBIH
MeJaroruyecKuit AOCTYI st
yHuBepeuter, 2018 33pETHCTPHPOBAHHBIX
0JIb30BaTeNei
JI1.2 | Ilunos, A. K. VYnpasnenne HHGOPMAIOHHOH 6€301aCHOCTHIO! PoctoB-na-/lony, https://www.iprbooksho
yueGHOe ocobOue Taranpor: U3aarenscTBo p.ru/87643.html
OxHoOTO (henepanbHOTO HEOTPaHNYCHHBIH
yHuBepcuteTa, 2018 JOCTYII UL
3aperuCTPUPOBAHHBIX
10JIb30BaTeIIEH
JI1.3 | Pynenkos H. A., TexHOJIOTHH 3aIUTHl HHPOPMALIUH B Mocksa: HatmonanbsHbIiH https://biblioclub.ru/inde
[ponerapckuii A. B., | KOMIIBIOTEpHBIX CeTAX: yueOHOe mocodne OTKpBITHIA Y HUBEPCUTET x.php?
Cwmupnosa E. B., «MHTYUT», 2016 page=book&id=428820
CypoBoB A. M. HEOTpaHUYEHHBIN
JOCTYIL JUTst
3apEeruCTPUPOBAHHBIX

TOJIE30BaTENEH




ABTOpBL,

3arnasue

UznarenscTBO, TO

Komnnu-Bo

J11.4

Koganes /1. B.,
bormanora E. A.

Wudopmarrionnas 6e30macHOCTE: yueOHOoe
noco6ue

PoctoB-Ha-/lony: FOxHbIi

(benepanbHbIN
yHUBepcureT, 2016

https://biblioclub.ru/inde
x.php?
page=book&id=493175
HEOTpaHUYEHHbIN
JOCTYTI TS
3apernCTPUPOBAHHBIX
T0JIb30Baresnen

JI1.5

[lagsruH, B. ©.

NHpopmairoHHas 6e30MacHOCTh U 3allUTa
uHpopMAarH

Caparos:
IMpodobpazosanue, 2019

https://www.iprbooksho
p.ru/87995 . html
HEOTpaHUYEHHBIN
JOCTYTI JUTS
3apEerHCTPUPOBAHHBIX
10JIb30BaTeJIei

5.2. JlonoJHUTEeIbHAS JTUTEPAT

ypa

ABTOpBI,

3arnaBue

H3parenscTBO, TOI

Komnua-Bo

J12.1

Ky6amesaE. C.,
Manamkesuu U. A.,
Yexynaesa E. H.

NHpopmaTHKa 1 BBIYMCIUTEIbHAS TEXHUKA.
HNudopmanmonHas 6e30macHOCTb
ABTOMAaTH3MPOBAHHBIX CHCTEM: y4eOHO-
METOIYECKOE I0COOUE K MIPOXOKICHUIO
MPOU3BOACTBEHHON IIPAKTUKY: yIeOHO-
MEeTOoMYecKoe ocodue

Womkap-Omna:
[ToBomxckuit
rOCYJapCTBEHHBIN
TEXHOJIOTHYECKUI
yHuBepcutert, 2019

https://biblioclub.ru/inde
x.php?
page=book&id=562246
HEOTpaHUYEHHBIN
JOCTYTI JUIS
3aperHCTPUPOBAHHBIX
oJIb30Baresieit

J12.2

Bectauk MHcTUTYyTa 3aKOHOJaTEIBCTBA U
npaBoBoii nHpopManny nmeHn M. M.
CriepaHcKkoro: xKypHai

Wpkyrck: MHCTHTYT
3aKOHO/IaTeJIbCTBA U
IpaBoBoOii nHpopManuH,
2017

https://biblioclub.ru/inde
x.php?
page=book&id=457912
HEOTpaHUYEHHBIN
JOCTYTI IS
3apernCTPHUPOBAHHBIX
T10JIb30Barenen

2.3

Porosun, B. 1O.,
lanmymxkun, U. b.,
Hogsuxkos, B. K.,
Bermpes, C. b.

OcHOBBI HH(OPMAITMOHHON 0€30TIaCHOCTH:
Y4eOHUK JUTS CTYICHTOB BY30B, 00Y4YAIOLINXCS 110
HAIPaBJICHUIO TTOJITOTOBKH «IIPAaBOBOE
obecreueHre HAlIMOHATBHOM 0€301acHOCTHY

Mocksa: OHUTU-
JIAHA, 2017

https://www.iprbooksho
p-ru/72444 html
HEOTpaHUYEHHBIN
JOCTYTI JUTS
3aperHCTPUPOBAHHBIX
M0JIb30BaTeNen

2.4

BUT. busnec & VHdopManoHHbIE TEXHOIOTUH:
KypHaI

Mocksa: ITonoxesen u
maptHepsl, 2019

https://biblioclub.ru/inde
x.php?
page=book&id=562409
HEOTPaHUYEHHbIN
JOCTYIL JUTst
3apEeTHCTPHPOBAHHBIX
NoJIb30Bareleit

J12.5

Cysoposa, I. M.

Hudopmanmonnas 6e30macHOCTh: yaeOHOe
nocobue

CaparoB: By3oBckoe
oOpazoanue, 2019

https://www.iprbooksho
p.ru/86938.html
HEOTpaHUYEHHBIN
JOCTYII IS
3aperUCTPUPOBAHHBIX
T10JIb30BareNen

5.3 IIpodeccuonanbHbIe 0a3b1 JAHHBIX U HHGOPMALMOHHBIE CIIPABOYHbIE CHCTEMBbI

WudopmanmonHas cpaBognas cucrema "KoncynsrantIInroc"

baza nanapix @enepanbHO CirykOBI 110 TeXHIYECKOMY U 3kcnopTHOMY KoHTpouo (PCTOK Poccun) https:/fstec.ru/
Baza JAHHBIX JIEHCTBYIOMINX CTaH/IapTOB j1(0) HAaIpaBJICHUIO "UndopmarroHHast
https://www.gost.ru/portal/gost/home/standarts/InformationSecurity

BesonacHocTs"

5.4. IlepevyeHb NPpOrpaMMHOro odecrnedeHust

Onepauuonnas cucrema PEJI OC
LibreOffice, Kali Linux

5.5. YueOHO-MeTOTNYECKHE MATEPHAJBI IS CTYACHTOB € OTPAHMYEHHBIMA BO3MOKHOCTSIMH 310POBbSI

IIpy HEOOXOAMMOCTH IO 3asBJIICHUIO OOy4Yarollerocs C OrPaHWYCHHBIMH BO3MOXKHOCTSIMH 3JI0pPOBBSI  y4eOHO-METOANYECCKHUE
MaTepHabl MPEAOCTABIAIOTCA B (OpMax, amaNTUPOBAHHBIX K OTPaHWYCHHSIM 3[0pPOBbS M BOCHpHATHS HHpopMmammu. [lns mwi c
HapyIIeHUSIMA 3peHus: B (opMme ayauodaiina; B medaTHOH (opme yBeTHUCHHBIM mIpudpToM. s TUI ¢ HapymICHUSIMH CIyXa: B
(opMe 3INIEKTPOHHOTO JNOKYMEHTa; B TedarHod Qopme. s Jull ¢ HapyLIEHHSMH OIOpPHO-ABUIATEIBbHOrO amnmapara: B (opme
EKTPOHHOTO JIOKYMEHTA; B I1e4aTHOH (opMe.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI

IMomemenus s Bcex BUAOB paboT, MPEXyCMOTPEHHBIX y4eOHBIM IUIAHOM, YKOMIUIEKTOBAaHBI HEOOXOAMMOH CHenMaTM3UPOBAHHOMN




yueOHOI MeOeNbIo U TEXHUYECKUMH CPEICTBaMU 00yUeHUS:
- CTOJIBI, CTYJIBS;

- IEPCOHAITBHBIN KOMITBIOTEP / HOYTOYK (TIEPEeHOCHOI);

- IPOEKTOP;

- OKpaH / HHTepaKTUBHAs JI0CKa.

7. METOANYECKHUE YKA3AHUA VIS OBYYAIOIIIUXCSA 11O OCBOEHUWIO JUCHHUTIINHBI

MeToanyeckue YKa3zaHus 0 OCBOCHHIO AUCHUIUIMHBI IPEACTABJICHBI B HpI/IHO)KCHI/II/I 2k pa6oqel71 mporpamMmme qUCHUITIUHBI.




1.1 IToxazarenu u KpUTEPUN OLIEHUBAHUS KOMIIETEHIII:

®OH/I OHEHOYHbLIX CPEIACTB
1 Onucanme mnokaszareneil W KpPUTEPHEB OLECHUBAHUS KOMIIETCHUMI HAa Pa3jIHYHBIX JITaNax MX
(¢popMupoBaHus, ONUCAHHE IIKAJI OLlCHUBAHHA

IIpunoxenne 1

3VH, cocrasisioniue
KOMIICTCHIINIO

IToka3zaTenu olcHUBaHUS

Kputepuun onennBanus

CpencrBa OllEHUBAHUS

OIIK-3: CriocobeH periats CTaHAAPTHBIE 3a/1a41 MPO(PECCHOHATBHOM NEATETLHOCTH Ha OCHOBE
nH(pOpManMoOHHON 1 OubIMorpaduuecKor KyIbTyphl C MPUMEHEHHEM HH(GOPMAIIMOHHO-KOMMYHHUKAITMOHHBIX
TEXHOJIOTUH U C Y4€TOM OCHOBHBIX TpeOOBaHUI MH(OPMAIIMOHHON 6€301aCHOCTH;

3HaTh TPUHIIUIIBI
paboThl COBPEMEHHBIX
TEXHOJIOTUI
obecrnieueHus
UH(POPMALIMOHHOM
0e30MacHOCTH TpH
pelIeHn! 33129
npodecCHOHATbHON
JESITEIIbHOCTH

OnuceiBaeT criocoObl
peIIeHHsI CTAaHIAPTHBIX 3214
npodeccroHanbHOM
EATEIFHOCTH B 00JIaCTH
nH(POPMAIIMOHHOMN
0€30MacHOCTH NP
(hOpMUPOBAHUU CHUCTEMBI
3alIUThl HHG)OPMAIHH TTPU
OTBETE Ha BOIPOCHI

[TonubliA, pa3BEPHYTHIN
OTBET Ha MOCTABJICHHBIN
BOIIPOC, U3JIOKEHUE
Marepuana Inpu OTBETE —
IPAaMOTHOE U JIOTHYECKHU
CTpOiTHOE

Ompoc (Borpocsl 1-57)

Bonpocsl k 3x3ameny
(Bompocsr 1-19)

YwMmeTts pemath
CTaHJapTHBIC 337291
npodeCcCHOHAIbHON
NESTEIILHOCTH C YUYETOM
TpeOoBaHM
UH(POPMALIMOHHOM
0e30MmacHOCTH

AHaJIM3UPYET COCTOSTHUE
CHUCTEMBbI 3allIUTHI
nH(pOpMaLNY, BBISIBISIET €€
YA3BUMBIC MCCTa U
OTIpe/ieNIsieT HApaBICHUS ee
COBCPUICHCTBOBAHUS IIPU
BBITIOJTHEHUH MTPAKTUKO-
OPHUCHTHPOBAHHOTO U
MIPAKTUYECKOT0 3a/IaHus

Ilomxora u
MIPaBUJIBHOCTE  PEILICHUSA
MPaKTUKO-
OPUEHTUPOBAHHOTO
3aJJaHUs WIN
MPaKTUYECKOTO 3aJaHusl

ITpakTuko-
OpI/IeHTI/IpOBaHHBIe
3amanus (3aganus 1-8)

ITpakTuko-
OPUEHTHUPOBAHHbBIE
3aJJaHus K IK3aMEHYy
(3amanus 1-23)

Bnanets HaBBIKAMU
HCIIOJIb30BaHMS
CIoco0O0B U CPEJICTB
3alUTH UH)OpMAIIH
P PEIICHUH 3a/1a4
npohecCHoHABLHOM
eITEIIbHOCTH

Hcnonb3yer MeToabl 1
CpeJICTBA 3alIUThI
nH(pOpMaIUU B COOTBETCTBUU
C IPABOBBIMH HOPMATHUBHBIMU
aKTaMH ¥ HOPMaTHUBHBIMU
METOJIMYECKUMH
nokymentamu ®Cb Poccun n
OCTIK Poccun npu
BBITIOJTHCHUH TIPAKTUKO-
OPUEHTUPOBAHHOTO U
MPAKTHYECKOTO 3aaHus

OOOCHOBaHHOCTh U
HpaBI/IJ'IBHOCTB
oOparnieHus K
HOpMaTI/IBHBIM
HCTOYHHUKAM, METOIaM 1
CpeAcTBaM IpU
BBITIOJTHCHUH MTPAKTHKO-
OpI/IeHTI/IpOBaHHOFO nu
MPAKTUIECCKOTO 33 IaHUs

ITpakTuko-
OpI/IeHTI/IpOBaHHBIe
3amanus (3aganus 1-8)

[TpakTuko-
OPUEHTHUPOBAHHbIE
3aJJaHus K IK3aMEHYy
(3amanus 1-23)

1.2 lIkajs!l OLIECHUBAHUS:

Texymuid KOHTPOJIb YCIIEBAEMOCTH M MIPOMEXKYTOUHAs aTTECTAIUsl OCYHIECTBIISIETCS B paMKax HAaKOMUTEIbHON

0ayIbHO-peUTUHTOBOM cucTeMbl B 100-0aibHO# mIKase:

84-100 6amnoB (OIeHKA «OTIIMYHO)

67-83 6amioB (OLIEHKA «XOPOILIO»)

50-66 6amtoB (OIIEHKA «YOBICTBOPUTEIHLHO)
0-49 GanyoB (OLEHKA «HEYOBIECTBOPUTEIHHOY)

2 TunoBble KOHTPOJIbHBbIE 32JaHUS UJIM MHbIe MATEPHUAJIbl, HEO0OXOAUMBbIE /1JIs1 OLleHKH 3HAHUM, YMEHUI,
HABBIKOB U (MJIM) ONBITA [EATEJbHOCTH, XapPaKTepPU3YOIMX 3Tanbl (GoOpMHPOBAHMS KOMIETEHUUH B
npouecce 0CBOeHHsi 00Pa30BaTeJIbHOMH MPOrPaMMBbl




Bomnpocel Kk 3x3aMeny

1. [Tonstue n Buabl nHGOpManuu. Buasr 3amuimaemon napopmaru. OCHOBHBIE TIOJIXO/IBI B 3aIIATE
uHpOopMaLuu.

2. VYrpo3sl. Bunb! u knaccudukaius yrpos.

3. VYa3sumocTu. Bubl yI3BUMOCTEHN, IIOUCK U BBISIBICHUE YSI3BUMOCTEH.

4. ATtaka. OCHOBHBIC BHJIbI KOMITBIOTEPHBIX aTaK, X KIacCH(pUKAIIHS.

5. AKTUBHBIC U TAaCCUBHBIE aTaku. Bupl peanusaium atax.

6. Mopenb noctpoenns atraku Cyber Kill Chain. Marpunia MITRE ATT&CK. IIpennaznadenue, cocTas,

COJIep>KaHUE OCHOBHBIX 3TAIOB (TAKTHK).

7. Kommbrorepasie BUpychl. Buabl KOMIBIOTEPHBIX BUPYCOB. MeTOAMKHN OOHAPYKEHUS U 3aIIUTHI OT
KOMIIBIOTEPHBIX BUPYCOB.

8. [Taponbras 3amuta. [laponsHbie METOBI ayTeHTH(UKAIINN TTOJIB30BaTeNei. OCHOBHBIC (DAKTOPHI,
BJIMSIIOIIME HA KPUIITOCTOMKOCTH MapOoJIsl.

0. Crnioco6s! naenTuduKaIus 1 ayreHTuduKanum (moias3oBareneit). J[ByxdakTopHas 1 MHOro(akTopHas
ayreHTu(ukanus. Crnocobsl 00X0aa ayTeHTU(UKALINY.

10. Byl u cioco0b1 peanu3anuu mapoibHBIX aTak.

11.  Ilepconanbusie gannsie (I1/{H). Buasl nepconanbubix naHHbX. CriocoObl 00paboTKH MEepCOHATBHBIX
JAHHBIX.

12. 3amuta nepcoransHbiX AaHHbIX (I[11H). Yponu 3amumennoctu [1]1H.

13. Kpunrorpadus. Kpunrorpadhuueckue Kirouu 1 anropuT™bl. Buasr mudpoBanus.

14. Onexrponnas noanucs (D11). Bunsr u npeanaznadenue D11. [Tpunnun GyHKIMOHUPOBAHUS, TOPSIOK
BbIgaun OII.

15.  Kpurnueckas unpopmaunonnas uHppactpykrypa (KNN) — o0bekThl, CyOBEKTHI, KPUTEPHUH,
onpeaesstomue npuHapiexkHocts k KUHA.

16. Copepxanue u nopsok 3ranos kateropuposanust K. Kpurepun u nokazarenu 3Ha4MMOCTH.

17. ['ocCOIIKA. IIpeana3nayenue, peniaeMble 3aa4u U HANPaBJICHUE JEATEIbHOCTH.

18. OcHoBHble nporpammHo-annaparsbie cucteMsl 'ocCOIIKA. Cocrtas, mpeiHa3HauUEHUE.

19. SIEM-cucrema. [Ipegna3zHauenue, NpuMEHEHUE, OCHOBHBIE pEllIaeMbI€ 3a1a4u.

[IpakTHKO-OpHEHTHPOBAHHBbIE 3aJaHNUS K JK3aMeHY

1. [Tpoananm3upyiTe 3aKOHOIATEIHLCTBO, PETYIUPYIOIIEE JIMIICH3UPOBAHUE B 00JIACTH 3aIIUTHI
uHpopMaLuu.

2. Onumure npoueaypy NoJydeHus JIUIEH3UH Ha OKa3aHue yCIyr B 00J1acTy 3alUThl HHGOpMaIUK.
3. PazpaOoraiiTe niuaH qeiicTBU 110 MOATOTOBKE U MOJaue JOKYMEHTOB IS JIULIEH3UPOBAHHUSL.

4. Onumure npoueaypy NoJydeHus JIUIEH3UH Ha OKa3aHue yCIyr B 00JIacTH 3alUThl HH(GOpMAIUH.
S. PazpaboraiiTe niaH qeiicTBU 10 MOATOTOBKE U MOJaue JOKYMEHTOB IS JIMLIEH3UPOBAHHUSL.

6. Onpenenurte CyuHOCTh U COJIEPKAHUE KOMMEPUYECKON TalHbl B COOTBETCTBUH C
3aKOHOAATEIbCTBOM.

7. OnumuTe paBa U 003aHHOCTH CTOPOH MPU OXpaHe KOMMEPUYECKON TalHBI.

8. PaspaboraiiTe mporenypy onpeneiaeHus CucKa CBeICHUH, COCTABIISIFOIIMX KOMMEPUYECKYIO TaiHY.
0. OnumuTe mpaBa u 00s3aHHOCTH CYOBEKTa IEPCOHANIBHBIX JIAHHBIX M OllepaTopa, 00padaThIBarOIIETO
MIEPCOHANIbHBIE TaHHBIE.

10. PazpaboTaiiTe mporieypy 3aliuThl IEPCOHANBHBIX JAaHHBIX B OpTraHU3aIliH.

11. Pazpabotaiite nonoxxenue 06 00paboTKe U 3aIUTE MEPCOHATBHBIX JAHHBIX B OpraHU3aIHH.

12. Onummre opraHu3alMOHHbIE MEPOIIPUATHS, HEOOXOAUMBIE sl 00eCTIeYeHUS 3alUThI
uHpopMaLuu.

13. PazpabotaiiTe mporierypy KOHTPOJISE COCTOSTHHS 3alTUThl HH(POPMAIIUH.

14. Paspabotaiite npoueaypy pa3paboTKH MOJTUTHKH O€30MaCHOCTH MPEAPUATHSI.

15. Onummre TpeOOBaHUS K 3aIUTE EPCOHANBHBIX JaHHBIX B JIEKTPOHHBIX KOMMYHHUKAIIHSIX.

16. PazpaboTaiiTe pekoMeHIaMuK IO 00ECTIEYeHNIO OE30MTaCHOCTH Mepeau MePCOHAIBHBIX TaHHBIX

yepe3 MHTepHer.



17. PazpaboraiiTe pekOMEHIAIMH 10 3aIIUTE IEPCOHATBHBIX JaHHBIX B COIUAIBHBIX CETIX U
MOOUJTBHBIX MPUIOKEHHSIX.

18. Onwumute TpeOOBaHUS K 3aIIUTE MEPCOHATBHBIX JaHHBIX B O0JIAYHBIX CIIY)KO0axX M OOJBIINX
JAHHbBIX.

19. PazpaboraiiTe pekoOMeHIaIMH 110 00ECTICUeHUI0 OE30IMACHOCTH MEPCOHATBHBIX TaHHBIX B 00TaYHBIX
ciryx)0ax 1 OOJIBIINX JTaHHBIX.

20. Onwumute TpeOOBaHUS K 3aIIUTE MEPCOHATBHBIX JaHHBIX B HICKYCCTBEHHOM MHTEIICKTE,
OMOMETpUU U UHTEPHETE BElleH.

21. PazpaboraiiTe pekoMeHIaIMH 10 00ECTIEUeHUI0 OE30IMACHOCTH MEPCOHATBHBIX TaHHBIX B
MCKYCCTBEHHOM MHTEJJIEKTE, ONOMETPUHU 1 UHTEPHETE BEICH.

22. Onwumute TpeOOBaHUS K 3aIUTE MEPCOHATBHBIX JAHHBIX B BUICOHAOIIOICHUH.

23. PazpaboTaiiTe pekoMeHAAINH TI0 3aIUTE MEPCOHANTBHBIX JaHHBIX B BUJICOHAOIOACHHUH.

DK3aMEHAIIMOHHOE 3aJjaHue BKJIOYAET 2 TEOPETHYECKUX Borpoca (pazaen «Bompocwkl k 3k3ameHy») u 1
MPAKTUKO-OPHEHTUPOBAHHOE 3ajaHue ((hopMUpyeTCs W3 TepeduHs 3aJaHuii, MPEACTABICHHBIX B pasJeie
«[IpakTHKO-OpHUEHTHPOBAHHBIE 3aJaHUS K IK3AMEHYY).

Kpurtepun onenuBanus:
MakcumanbHOE KOJIMYECTBO 0aioB 3a sk3ameHarmonHoe 3aganue — 100 (30 6a/utoB MakCUMaIbHO 33 KaXIbIi
TeopeTuyeckuii Bonpoc, 40 0anoB MaKCUMAaIbHO 32 PAaKTUKO-OPUEHTHPOBAHHOE 3aaHNUE).

Kpumepuu oyenusanus 00H020 meopemuuecko2o 60npoca:

— 25-30 OaminoB  BBICTABISETCA  CTYNEHTY, ©€CIM  W3JIOKEHHBI Marepuan (aKTHYSCKH  BEPEH,
IIPOAEMOHCTPHUPOBAHBI INTyOOKHE NCYEPIBIBAIOIINE 3HAHUS B 00bEMe MPOHAEHHON IPOrpaMMbl B COOTBETCTBUU
C TIOCTABJICHHBIMHU NPOTPaMMOM Kypca LEsIMH U 3aJadaMu oOyudeHHs], U3JI0)KEHHUE MaTepuaia MpH OTBETE -
IpPaMOTHOE U JIOTHYECKU CTPOHHOE;

— 20-24 6amioB BBICTABISIETCS CTYJACHTY, €CIIH IMPOJAEMOHCTPUPOBAHBI TBEP/IbIE U IOCTATOYHO MOJHBIC 3HAHUS
B 00beMe MPOWIEHHON MpOorpamMMbl JUCHMIUIMHBI B COOTBETCTBHH C LEISAMH OOyUYSHHS;, MaTepHall M3JI0KEH
JOCTaTOYHO IOJIHO € OTAEIbHBIMH JIOTHUECKUMH U CTUIIMCTUYECKUMHU IOTPEIIHOCTSAMU;

— 15-19 OGamnoB BBICTABISIETCS CTYIEHTY, €CIM MPOACMOHCTPHPOBAHBI TBEpJble 3HAHUA B 00beMe
MPOIIEHHOTO Kypca B COOTBETCTBHE C LIETSAMH OOYYEHHS, OTBET COJEPKHUT OTHENIbHbIC OIIMOKH, YBEPECHHO
UCIPABJIEHHBIE NIOCIIE JONOJHUTENbHBIX BOIIPOCOB;

— 0-14 Gana BBICTAaBISETCS CTYACHTY, €CJIM OTBETHI HE CBSA3AaHBI C BOIPOCAMH, JOIMYIICHBI IpyOble OIIMOKH B
OTBETE, MPOJIEMOHCTPUPOBAHBl HEIOHUMAaHKE CYIIIHOCTU M3JIaraéMoro BOIIPOCa, HEYBEPEHHOCTh U HETOYHOCTh
OTBETOB Ha JIONIOJHUTENIBHBIE U HABOJASAIIUE BOIIPOCHI.

Kpumepuu oyenusanus npakmuxo-opueHmupo8aHHo20 3a0anus:

— 35-40 6anI0B BBICTABIISETCS, €CJIM 3aJaHUE PEIICHO TTOJIHOCTHIO, B MPEJICTABICHHOM PEIIEHUH 0O0CHOBAHHO
MOJIyYEHBI IPaBUIIbHBIE OTBETHI.

— 25-34 Ganna BBICTaBISETCS, €CIIM 3aJJaHUE PEIICHO MOJHOCTHIO, HO IPU OTBETE JOMYLICHbI HE3HAYUTEIbHBIE
OILITUOKHU.

— 11-24 6anna BeICTABISICTCS, €CIIN 3a/IaHUE PEIICHO YACTUYIHO.

— 0-10 6ay10B BBICTABJISETCS, €CITM PEIIEHNE HEBEPHO WIIH OTCYTCTBYET.

WtoroBeiii pe3ynbraT (opMHUpPYeTCs W3 CyMMbl HAaOpaHHBIX OasioB 3a BBITIOJHEHHE 3K3aMEHAIMOHHOTO
3aJJaHHsI U COOTBETCTBYET IITKAJIC:

— 84-100 6amnoB (OLIEHKA «OTIUIHOY)

— 67-83 OansioB (OLEHKA «XOPOIIIOY)

— 50-66 6am1oB (OLIEHKA «YOBICTBOPUTEIHLHO)

0-49 6annoB (o1eHKa «HEYAOBICTBOPUTEIHHOY)



Omnpoc

WNudopmanus kak 00BEKT MPaBOBOTO PETyIUPOBAHHUS.
CrpykTypa 3akoHoaarenbcTBa PO B o01acTi nHGOpMAIIMOHHONW 0€301TaCHOCTH M 3alTUThI HHPOPMAIIUH.
OcHoBHble 11enu 1 MeToAb! ooecrieuenus: Ub P®. Mcrounuku u Buas! yrpo3 b PO.
OcHoBHBIE HampaBJICHHS oOecrieueHuss MHPOPMaIMOHHON 0€30MacCHOCTH U 3amuThl HHpopMaruu B PO.
CtpykTypa opraHu3allMOHHON 3aUThl HH()OPMAIIH.
Bunapl undopmaruu, 3ammiaemMoit 3akoHoaaTebcTBoM PD.
[lepeuenp cBeeHU KOHDUICHIMAIBHOTO XapaKkTepa.
Opranu3zanus paboThl CO CBEACHUSIMH, OTHECEHHBIMHU K KOHGUACHINATFHOW HH(OPMAaLIUH.
[TpaBoBO¥ peXHUM 3aLIUTHI KOH(UICHINAIBHOW HHPOPMALIUH.
. YTpo3bl yTeuku HHPOpPMALIMK [0 TEXHUYECKUM KaHaJlaM.
@dopmbI 3amUIIaeMoi HHPOpMaIUH.
OcHOBHBIE OOBEKTHI 3aIUTH HHGOPMAITHH.
. Knaccugukanus TexXHUYeCKHX KaHAJIOB YTEUKU HHPOPMALIUH.
TexHuuyeckue MEpoONpUATHS MO 3alUTE HHPOPMAIMH OT YTEUKH 110 TEXHUYECKUM KaHaJIaM.
OpraHu3anroHHbIE MEPOIPHUATHS 10 3aLUTEe HHPOPMALUHU OT YTEUKU IO TEXHUYECKUM KaHaJIaM.
. Knmaccudukamum yrpos 6e3omacHoctu nHGpopManuu B ”HPOPMAIIMOHHBIX CHCTEMaX.
TpeboBanus kK opraHu3alyy 3aIUTH THPOPMALUHU B HH(OPMAIIMOHHOHN CUCTEME.
dopMupoBanue TpeOOBaHM K 3amuTe HHOOPMAITUU B HHOOPMAITMOHHOM CUCTEME.
Ob6ecneuenne 3auIUThl HHOOPMAIMH B XO€ HKCIUTyaTallii HH(POPMAIIMOHHON CHCTEMBI.
TpebGoBanus K Mepam 3anTUThl HHPOPMAIIMH, COACPIKAIICHCS B MHPOPMAIITMOHHOM CHCTEME.
Omnpenenenue Ki1acca 3allMIIEHHOCTH HH()OPMAITMOHHOW CUCTEMBI.
. Jlunen3upoBanue B 001aCTH 3aIUTHI HHPOPMAITUH.
CTpyKTypa CUCTEMbI TOCYIaPCTBEHHOTO JIMLIEH3UPOBAHHS.
. Ilopsanox npoBeaeHUs TULICH3UPOBAHUS.
OcCHOBHBIE JINIICH3UOHHBIEC TPEOOBAHMS U YCIOBUS B 00JIACTH 3aLIUTHI HH(OPMAIIHH.
. Ilepeuenb BUIOB NEATEIBHOCTH B 00JIACTH 3aIIUTHI HHPOPMAIIUH, MTOATIEKAITUX JTUIIEH3UPOBAHUIO.
CTpykTypa cucTeMbl cepTH(UKaLINN.
. Iopsanox npoBeaeHus cepTUPUKALIUU CPEACTB 3aIIUTHI HHPOPMALIHH.
CepTuduKalmOHHBIE UCTIBITAHNS CPEACTB 3aIIUTHI HH()OPMAIIHH.
30. ITopsimok oTHeceHuss wuHpoOpManuu K HHPOPMAIUM, COCTABIISIONIEH KOMMEPYECKYIO TalHy, U €€
IpeOCTaBIICHUE.
31. IlonsTne koMMepueckoi TaitHbl. [IpaBoBOoe obOecreueHne 3ammuThl KOMMEPUYECKOM TaiHBI.
32. CeneHus, COCTaBIAIOIIME KOMMEpPYECKYIO0 TaliHy. CBeleHHs, KOTOpble HE MOTYT COCTaBIISIThH
KOMMEPYECKYIO TalHY.
33. IIpaBa o0nagaTenss KOMMEPUECKON TalHBbI.
34. Opraau3zanus 3aUTel HHOOPMAITUK HA TTPEATPUITHH.
35. ObecrieueHne COXpaHHOCTH JOKYMEHTOB, JIell U U3IaHHH.
36. OO6s3aHHOCTH JIUII, AOMYIIICHHBIX K CBEICHHSIM, COCTABIISIONINX KOMMEPUYECKYIO TalHY.
37. Opranuzanust KOHTPOJS 3a OOECIEYeHHEM peXruMa IpH padoTe CO CBEACHUSMH, COJACPKAIIUMHU
KOMMEPYECKYIO TalHY.
38. O06s13aHHOCTH ITEPCOHAJIA OPTaHU3ALIUH 110 COXPAHEHHUIO KOMMEPYECKOH TaitHbI.
39. Ilonutuka ©6€30MaCHOCTH TPEANPUATHS KaK OCHOBA OPraHW3AIlMOHHOTO YIPABICHUS 3alllUTON
uHpopMaluu.
40. IlpaBa u 06s13aHHOCTH PabOTHHKA M pabOTOIATEINS 11O 3aINUTE KOHPUACHIIMAIbHONW HH(pOpMAITUH.
41. OTBeTCTBEHHOCTb 32 HapylIeHHEe KOH(PUICHIIMATBHOCTH HHPOPMALINH.
42. TlpaBa u 00s3aHHOCTH CyOBEKTa MEPCOHAIBHBIX JAHHBIX U OlepaTopa, 00padaThIBAIOIIETO MEPCOHATBHBIC
JTaHHBIE.
43. Opra"uzanus 3aIuThl IEPCOHAIBHBIX TAHHBIX B OpraHU3alllH.
44. TlnaHupoBaHHE MEPOIPHUATHH 110 OPTaHU3AMMOHHON 3aIUTe MHPOPMAIIK HA TIPEIIPUSITHH.
45. CTpykTypa ¥ OCHOBHOE COJIEpKaHHUE TIaHa MEPOIPUATHH 110 3aIUTe KOH(GUISHIINATLHON HHGOPMAITIH.
46. OpraHu3zaiys aHATUTAYECKOW paboThl B 007aCTH 3aUTHI MH(OPMAIIUU HA MPEATPUSTHH.
47. OcHOBHBIC 00BEKTHI U (POPMBI KOHTPOJISI 32 COCTOSTHHEM 3aIUThI HHPOPMaIIUH.
48. OcHOBHBbIE 337]a4l U METOJBI KOHTPOJISL.
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49. OcHOBHBIC HANIPABJICHUS AHATUTHYECKON PAOOTHI.

50. Opranuszanus ayauTta nHGOPMAIIMOHHONW 0€301TaCHOCTH TIPEATIPUSTHS.

51. OyHKIUY aHATUTAYECKOTO MOAPA3ICICHHS B 00JIACTH 3aIIUTHI MH()OPMAIIMK HA TIPEIIPUSTUH.
52. OCHOBHBIE 3Tanbl AaHATUTHIECKON PaOOTHI B 00IaCTH 3aIUTHI HHPOPMAIIUK HA TTPEATPUATHH.
53. CopaepxkaHue U OCHOBHBIE BUbl AaHATUTUYECKUX OTUETOB.

54. Knaccudukanmst METoI0B aHAIM3a HH(POpMAITUH.

55. KoMmnproTepHbI€ IPECTYIVIEHUS] B 3JIEKTPOHHON KOMMEPIIUH.

56. NudopmarnmonHas 6€30MacHOCTh B QJIEKTPOHHONH KOMMEPITHH.

57. ¥Opunuueckasi OTBETCTBEHHOCTh 32 HapyIICHUE MPABOBBIX HOPM 3aIIUTH HHPOPMAIIHH.

Kpurtepun onennBanus:

MakcumanbHOE KOJMYECTBO 0ayioB, KOTOPOE OOYYarOIIMICS MOXKET HaOparh 3a Kypc — 25 GamioB (3a 25
OTBETOB).

OTBeET Ha BONPOC OIICHUBAECTCS:

— 1 Oann — npaBUIIBHBIA U TOJTHBIN OTBET;

— 0 OanoB — HENMPaBUJIBHBIM OTBET WIJIM OTBET HE MPECTABIICH.

[IpakTHKOOPHEHTHPOBAHHBIE 32 JaHUS

3amanue 1.

Pa6ora ¢ UCC "KoncynbranT Ilmoc": ba3zoBrlie cBoiicTBa O0e3omacHoctu uHGpopmanuu. HopMaTuBHO-IIpaBoBast
0a3a (pyHKIIMOHUPOBAHUS CHCTEM 3amuThl MHpopManuu. [IpaBoBas 3amuTa MPOrpaMMHOTO OOECTICYCHUS
aBTOPCKHUM IpaBoM. KoMIbIOTEpHBIE PECTYIUIEHUS 1 OCOOCHHOCTH MX PacCleI0BaHMs.

Pa6ota ¢ UCC «Koncynbrantllmrocy, B/l ®enepanbHoit CiryKObI 110 TEXHHYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
(®CTIK Poccun) https:/fstec.ru/: Dopmer 3ammmaemoit uHpopmaruu. OObeKThl 3amuThl. Du3nuecKue
ocHoBbl Bo3HUKHOBeHUsI TKYU. Knaccuduxarus TCP.

Pa6ora ¢ UCC «Koncynbrantlnrocy, B/ @enepanbHoi CiiyX0bl 0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO
(®CTOK Poccumn) https://fstec.ru/: IlocTpoeHne THUTIOBBIX MOJENEH yrpo3 0e30MmacHOCTH HWH(opMaIuu,
oOpabatbiBaeMoOil B MH(OPMAIIMOHHBIX CUCTEMAX.

Samanue 2.

Cucrema mmdposanus Lesaps. Lludps nepecranoBky.

1. PeanmuzoBate cucremy mumdpoBanus llezaps. Cucrema mmdpoBanus lle3aps, B KOTOpOM Kaxablid
CHMBOJI B OTKPBITOM TEKCTE CIBUTAETCS Ha OIpEeNeIEHHOE YMCIO MO3ULMHI BIlepes] WK Ha3zan. Peamm3oBatb
dbyakuuy mudpoBanus U emuGpoBaHUS TEKCTA ¢ UCIIOIh30BaHUEM CUCTEeMbI I poBanus Lle3aps.

2. PeanuzoBaTh muQphl IepecTaHOBKU, B KOTOPHIX MOPSI0K CHMBOJIOB B OTKPBITOM TEKCTE MEHSETCS
COTJIaCHO HEKOTOpO# ¢yHKIMU. Peanu3zoBars GpyHKIMK mubpoBaHUs U ACU(PPOBAHHS TEKCTA C
MCIOJIb30BaHNUEM MIH(PPOB NEPECTAHOBKHU.

3. PeanuzoBath cuctemy mudpoBanus Lezaps ¢ kiarodom.

4. PeanuzoBath pyHkuuu mmdpoBanus u AemndpoBaHrs TEKCTA C UCIIOIb30BAHUEM CUCTEMBI
mmdpoanus Llesaps ¢ kimodom.

3amanue 3.

Anroput™m mmuppoBanus RSA. Ilporecc ¢dopmupoBaHus KIIOUEBOW Maphl IMoyiyyaTeneM, IU(pOBaHUE U
nemudpoBaHue COOOIICHUI B Kpuntocucteme RSA.

1. PeanuzoBaTh QyHKIMM AJIS TEHEpPALMU MPOCTHIX YMCEN, BEIYUCICHHUS HAauOOJIBIIEro O0IIEero AeInuTeNs,
HaXO0K/IEHUS 0OPAaTHOTO AJIEMEHTA MO MOAYIIIO.

2. PeanuzoBaTh QpyHKIIUM [T TeHEPALUU KITIOUEBOW Naphl U mudpoBaHus/ et @poBaHus cCOOOUICHUH C
KCIMOJIb30BaHUEM ainroputma RSA.

3. PeanuzoBaTh TecTs 171 (PYHKIMI reHepanny KII0UeBOi napsl U mudpoBaHus/aemmdpoBaHus
COOOILIEHU.

3ananue 4.
DopMHUpOBaHUE NTEPEYHS CBEICHUMN, COCTABIIAIOIIUX KOMMEPUECKYIO TalHy.



1. BriOepure BBIMBIIUICHHYIO KOMIIAHHUIO, JUIsI KOTOpoW Oyznere (OpMHUpOBaTh IEpEeYeHb CBEACHHI,
COCTaBJIIONINX KOMMEPUYECKYIO TalHY.

2. Onuimre BUABI CBECHH, KOTOPbIE MOTYT COCTABIISATh KOMMEPUYECKYIO TaiiHy JIIsl BHIOpaHHOM
KOMITaHHH.

3. CocraBbTe NepeyeHb CBEJCHUN, COCTABISAIONIMX KOMMEPUYECKYIO TaiHy, /U1 BBIOPaHHOM KOMIIAHUU.

4. OdopmuTe pe3yabTaThl B BUJIE OTYETA

3amanue 5.
PazpaboTka momuTHKN 0€301MacCHOCTH MPEAPUITHUS.

Omnpenenurte 1enu U 33Ja41 TOJIUTUKUA O€30MaCHOCTU MPEAIPUSITHS.

Onummure MepsbI 1Mo 3aumTe HHPopMalu, COOCTBEHHOCTH U TIEpCOHAa IPEITPUSITHSL.
PazpaboraiiTe npoueaypbl OTBeTa Ha yrpo3bl 0€30MaCHOCTH MPEATIPUITHUS.

OdopmuTe pe3yibTaThl B BUAE JOKYMEHTA OJUTHUKN O€30MMaCHOCTH MPEANPUATHS.

P

Kpurepun oneHuBaHus:

MaxkcuMaabHOE KOJTHYECTBO 0AJLTOB, KOTOPOE 00YUArOMIHIICS MOXKET HaOpaTh 3a Kypc — 75 OaioB

Kaxnoe 3ananue orieHuBaeTcs:

— 15 GannoB. — 3aaHKe BBHITTOIIHEHO BEPHO;

— 14-13 GanoB. — mpu BINOJIHEHUH 33JaHUs OBUIM JOMYIICHbI HETOYHOCTH, HE BIUSIONINE HA Pe3yiIbTaT;

— 12-6 6amnoB. — pH BBIMTOJIHEHUH 3aaHUs ObLUTH JOMYIIEHBI OIUOKH;

— 5- 1 6aIoB. — NpU BBHINMOJIHEHUH 33JJaHuUs ObUIH JOMYIIEHBI CYIIECTBEHHbIE OINOKH;

— 0 6anoB. — 3a/1aHKE HE BBIIOJIHEHO.

3 MeToauyecknue MaTepHaJibl, ONpeleJsoue NpoueAypbl OLEHUBAHUSA 3HAHUH, YMEHUI, HABBIKOB U
(nJIM) oNbITA IEATEIbHOCTH, XaPAKTEPHU3YOIIHX ITanbl (POPMUPOBAHNUS KOMIIETEHIMI

[Iporetyps! OLIeHUBAHMS BKJIIOYAIOT B ¢€0s TEKYIIUI KOHTPOJIb ¥ IPOMEKYTOUHYIO aTTECTALHUIO.

Texyummii KOHTPOJIb YCIIEBAEMOCTH MPOBOJIUTCS C UCIIOIB30BAHUEM OLIEHOUHBIX CPEACTB, MPEACTABICHHBIX B
II. 2 JaHHOTO IpPWIOXKEHMs. Pe3ynbTaThl TEKyIIEro KOHTPOJS JTOBOJATCS [0 CBEIEHUS CTYAECHTOB 10
MPOMEKYTOYHOM aTTECTALINH.

IIpoMeskyTOoUHasi aTTECTALUS IPOBOIUTCA B (hOpME IK3aMEHa.

DK3aMeH MPOBOIUTCS IO PACIIUCAHKIO TPOMEKYTOYHON aTTecTaluu B ycTHOU (hopme. KonmmdecTBo BOIIpoCcoB B
9K3aMEHALIMOHHOM 3alaHuu — 3 (2 TeopeTnyeckux, | NMpaKkTUKO-OpUEHTHUPOBAHHOE 3ajaHue). Pe3ynbrarhl
aTTecTalldd 3aHOCATCS B BEIOMOCTb M 3a4€THYIO KHIDKKY cTyaeHTa. CTyneHThl, He MpOoIIeIIne
MPOMEKYTOUHYIO aTTECTAlMI0 O TpaduKy, AODKHBI JUKBHAMPOBATH 3aJ0JDKEHHOCTh B YCTAHOBJICHHOM
MOPSIKE.



IIpunioxenne 2
METOAUYECKHUE YKA3AHUSA 11O OCBOEHUIO JJUCHUIIJINHBI

Y4eOHBIM MJIAaHOM MPETYCMOTPEHBI CIIEAYIONINE BUABI 3aHATHH:

- JICKIIUH;

- HpaKTI/I‘-IGCKI/Ie 3aHATHS.

B Xxome neKnMOHHBIX 3aHATUH pPacCMaTPUBAIOTCS OCHOBHBIE TIOHATHS B 00JacTH HMHGOPMAIIMOHHON
0€30MacHOCTH M 3aIIUThl MH(OPMAIMK, METOIbl OOHAPYXKEHUS M OpPraHU3allMy MPOTUBOJCHCTBUSA aTak Ha
WH(pOpMaIMOHHBIE CEeTH, TPEOOBAHHUS IO 3alIUTe KOH(PUICHIIMATLHON HMHPOPMAIMH, JAIOTCS PEKOMEHIAIINN
JJI CaMOCTO}ITGHBHOﬁ paGOTBI U IOATOTOBKH K HpaKTI/I‘-IGCKI/IM 3aHATUSAM.

B xome nmpakTudecKkux 3aHATHI yrayOastoTCs U 3aKpeTUISIOTCS 3HAHUS CTYACHTOB IO PSAAY PAaCCMOTPEHHBIX HA
JICKIOUAX BOHpOCOB, paBBI/IBaIOTCH HaBBIKH peLHeHI/IH 3a4a4 I10 3alIuTe I/IHq)OpMaI_[I/IOHHBIX OGBGKTOB.

[Tpu mOATrOTOBKE K MPAKTHUYECKUM 3aHITHSAM KaK/IbIH CTYICHT JOJDKCH:

- U3YYUTh PEKOMEHIOBAHHYIO YUEOHYIO IUTEpaTypy;

- U3YYUTh KOHCTIEKTHI JICKITUH;

- 03HAKOMUTKCS C OMTUCAHUEM MPAKTUIECKON PabOThI;

- IOJITOTOBUTH OTBETHI HA KOHTPOJIBHBIE BOIPOCHI 110 U3YyIaEMOU TEME.

B Hpouecce IIOATOTOBKHN K HpaKTI/I‘IeCKI/IM 3aHATUSIM CTy,Z[eHTI:I MOFyT BOCIIOJIB30BAThCA KOHcyHBTaLII/IHMI/I
MPEno1aBaTelis.

BOHpOCBI, HEC paCCMOTpeHHBIG Ha JICKIUAX U HpaKTI/I‘-IGCKI/IX 3aHATUAX, JOJIKHBI 6I>ITB HBYqGHBI CTy,Z[eHTaMI/I B
X0JIe CaMOCTOSTEILHON paboThl. B Xome camocTosTenbHOM pabOThI Kbl CTYAEHT O0s3aH MPOYUTATH
OCHOBHYIO U, IO BO3MOXHOCTH, ,Z[OHO.HHI/ITCJIBHyIO nHTepaTypy 110 H3yqaeMoi/’1 TEMC, AOIIOJIHUTH KOHCIICKTbI
JIEKIIMI HEIOCTAIOMIUM MaTepHaIOM, BBHITUCKAMH M3 PEKOMEHOBAaHHBIX MCTOYHUKOB. BBIIETUTh HEMOHSATHBIC
TepMI/IHBI U HAUTHU UX 3HAYCHUEC B DOHIUKJIOIICANYCCKUX C.HOBapHX.

JIisi TOATOTOBKM K 3aHATHUSIM, TEKYIMIEMY KOHTPOJIO W TIPOMEKYTOUYHOM aTTeCTalli CTYACHTHI MOTYT
BOCIIOJIB30BATHCA 3JI€KTpOHHO-6I/16III/IOTeqHBIMI/I CUCTEMAaMMU. TanKe 06yqaloumec;1 MOFYT B34ATh Ha JI0M
HEOOXOUMYIO JTUTEPATYPy Ha aDOHEMEHTE YHUBEPCUTETCKON OMOIMOTEKH MM BOCIIOIB30BATHCS YUTAIbHBIMU
3aJIaMH.
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