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1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 |IIpunobpererne 3HaHWH B 00MacTH WH(GOPMAIMOHHON O€30MacHOCTH W 3alUTHl HWH(OpPMAIMKM IO OpPTaHU3A[MOHHO-
MIPaBOBOM 3alUTe KOMMEPYECKOH, Ciy:keOHOH, NpodecCHOHATBHON TalHbI, MEePCOHATBHBIX NaHHBIX; (OPMHUPOBAHUE
YMEHHH M TPAKTUYECKUX HABBIKOB I10 MPaBOBOMY, OpraHM3alMOHHOMY W TEXHHYECKOMY OOECIICUCHHUIO 3aIlUThI
nHpOPMAIIHN TIPH PEIICHUH 3a1ad MPo(eCCHOHATBHON e TENEHOCTH.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUA TN CHUIIJINHBI

OIIK-3: cmoco0eH pemaTbh CTaHAAPTHbIe 3aJa4d NPogecCHOHAILHONH AesTeIbHOCTH Ha OCHOBe HMHGOPMALMOHHON U
OouOMorpaguyeckoii KyabTypbl ¢ NpHMeHeHHeM HHGOPMANHOHHO-KOMMYHHKALIMOHHBIX TEXHOJIOTMI M € y4eTOM OCHOBHBIX
TpeOGoBaHM HH(POPMALMOHHON 0e30MacHOCTH

B pe3yibTarte ocBOeHUS IMCHUIIIMHBI 00Y4AIOLIMIICS JOJIAKEH:

3HaTh:

- OPUHIUIBI PabOThl COBPEMEHHBIX TEXHOJOTHH obecriedeHuss HHPOPMAIMOHHON OE30MacHOCTH IPU  PEIICHUH  3a1adq
podecCHOHATFHON TesATeNbHOCTH (cooTHECeHO ¢ mHauKaropoM OITK-3.1).

YMmeTh:

- pcfuiartb CTaHJAapTHBIC 3adaqu HpO(l)eCCHOHaJTBHOﬁ ACATCIBHOCTU C YUCTOM Tpe6OBaHI/II71 I/IH(i)OpMaHI/IOHHOI\/'I 0€30I1aCHOCTH
(cootreceno ¢ naaukaropom OIIK-3.2).

Binagern:

- HaBBIKAMHU HCIOJB30BaHUS CIOCOOOB M CPEICTB 3alIMTHI WHGOPMAIMH IMPH pPENICHUM 3amad MpodeCCHOHATFHON AeATEIIbHOCTH
(cootreceno ¢ uaaukaropom OIIK-3.3).

3. CTPYKTYPA U COAEP KXAHME JUCHUIIJINHBI

Pa3nen 1. Cucrema 3ammThl 1aHHBIX B Poccuiickoii @enepannu

Ne HaumenoBanue Temsbl / Bua 3ansatus C/elnél;c;p Yacos KON:;:;:eH_ JlutepaTtypa
JI1.1, J11.2, JI1.3,
BBopnas nexkums. BaxHOCTh 3amuThl MHPOPMAMA B COBPEMEHHOM
1.1 |mupe. KiroueBple mnpuHUMIBI —oOecreyeHduss HHPOPMAIMOHHOM 5 2 OIIK-3 1.4, 1.5, 2.1,
oe3onacHocTH / Jlek / 2.2, 712.3, J12.4,
JI2.5
JI1.1, J11.2, JI1.3,
12 Bunpsl uwHboOpManu B 3aBUCUMOCTH OT €€ COJepXaHHs, IO0CTYIIa, 5 ) OITK-3 JI1.4,J11.5, JI2.1,
’ ob6mamarens / Jlex / J12.2,J12.3, J12.4,
JI2.5
JI1.1, J11.2, JI1.3,
JI1.4, J11.5,J12.1,
1.3 | OcHoBHBIE MOZIENH 3aITUTHI HHPopMauu. / Jlek / 5 2 OIIK-3 122, 123 2.4,
JI2.5
JI1.1, J11.2, JI1.3,
1.4 W3yueHre OCHOBHBIX TOJIOKEHHH MO 3amure uHopManuu: JJokTprHa 5 5 OIK-3 JI1.4, J11.5,J12.1,
" | mrbopManmoHHOI 6e3omacHOcTH Poccuiickoit denepannm. / Cp / J12.2,J12.3, J12.4,
J2.5
OcHoBHble mONOkeHHss @enpepanpHOoro 3akoHa "OO6 wH(OpMarwH,
MH(GOPMAIIMOHHBIX TEXHONOTHAX W O 3amure uHopMmamuu" ot JI1.1, J11.2, JI1.3,
15 27.07.2006 N 149-®3. OcHOBHBIE MNPUHLIUNBI W TpeOOBaHUSA K 5 4 OIK-3 JI1.4,J11.5, JI12.1,
’ CHCTEME 3allIMThI JTAHHBIX. J12.2,J12.3, J12 .4,
Pony ¥ OTBETCTBEHHOCTh YYaCTHUKOB CHUCTEMBI 3alllUTHl JTAHHBIX. / JI2.5
Cp/
JI.1, JI1.2, JI1.3,
N . JI1.4, JI1.5, J12.1,
1.6 | BeimosHeHue 3ananuii ¢ ucnons3oBanueM LibreOffice. / Cp / 5 4 OIIK-3 2.2, 2.3, 2.4,
JI2.5
Paznen 2.
OcHoOBBI 321U THI HH(POBBIX JAHHBIX B KHOEPIIPOCTPAHCTBE
Ne HanmeHoBanue TeMbl / Bua 3ansitus C/ell\él;lc)zp Yacos KONII::Ie“TEH- Jlutepartypa
21 IMonsatne w Buabl yrpo3  WHPOPMAHMOHHON  OE30MacHOCTH. 5 2 OITK-3 JI1.1, J11.2, JI1.3,
’ Vsa3BuMocTH. YpaBiaeHue ys3BUMOCTIMH. / JIek / JI1.4,J11.5, JI2.1,




J12.2,J12.3, J12.4,
J2.5
JI1.1, J11.2, J11.3,
Kommerorepupie araku. Bumsl W kimaccuuKanys KOMITBIOTEPHBIX JI1.4,J11.5,J12.1,
2.2 arak. / Jlek / > 2 OIIK-3 J2.2,12.3, 12 .4,
2.5
JI1.1, J11.2, J11.3,
. JI1.4, J11.5, J12.1,
2.3 | Opraumzanus naposnbHoi 3auutsl. [Taponbheie araku. / Jlek / 5 2 OIIK-3 2.2, 2.3, 2.4,
2.5
JI1.1, JI1.2, J11.3,
24 [IpoBepka HamEKHOCTH TMAPOJBHOW 3alllMTBI C  KCIOJIB30BAHHUEM 5 3 OITK-3 JI1.4, J11.5,J12.1,
" | Bcrpoennsix nHCTpYMeHTOB Kali Linux. / IIp / J12.2,J12.3, J12.4,
2.5
JI1.1, JI1.2, J11.3,
W3ydeHre OCHOBHBIX HMHCTPYMEHTOB JJIsl BBISBJICHHS YSI3BHUMOCTEH. / JI1.4, J11.5,J12.1,
23 Ip/ > 8 OIIK-3 J12.2,J12.3, J12.4,
2.5
JI1.1, JI1.2, J11.3,
26 OCHOBHBIC THITBI YTPO3 W HX Kiaccu(uKanusa. YTpo3bl 0€30MacHOCTH 5 5 OIK-3 JI1.4, J11.5,J12.1,
’ 00aunbIX cepBucos. / Cp / J12.2,J12.3, J12.4,
J2.5
. JI.1, JI1.2, JI1.3,
Krnaccnduxamms ysa3BEMOCTeH. VYSI3BUMOCTH OIEPAI[IOHHBIX CHCTEM,
2.7 |npunoxxeHui. 5 2 OIIK-3 o114, 7115, 2.1,
J12.2,J12.3, J12.4,
ceTeBoro 000pyAoBaHus U MPOTOKOIOB. / Cp / 5
Kommbrotepable araku Ha OECHPOBOJHBIE CETH U MOOMIBHEIE JI1.1, J11.2, JI1.3,
YCTpOKCTBA. JI1.4,J11.5, JI12.1,
2.8 ATaku Ha BeO-TIPUIIOKEHHS U 0a3bl TaHHBIX. > 2 OIIK-3 J12.2,J12.3, J12 .4,
ATaKy Ha CHCTEMBI YIPaBJICHHU JOCTyIIoM u napoisimu. / Cp / J2.5
JI1.1, JI1.2, JI11.3,
. . JI1.4, J11.5, J12.1,
2.9 |Bemonnenue 3ananuii ¢ ucnonbzoBanueM LibreOffice. / Cp / 5 4 OIIK-3 2.2, 2.3, 2.4,
J2.5
Paznen 3. KomnbiorepHbie BUpychl. OCHOBHBbIE IPMHIUIIBI JeTEKTHPOBAHMSI BPEIOHOCHOI0 IPOrPaMMHOI0 o0ecnie4eHust
(BIIO)
Ne HaumenoBanue Temsbl / Bun 3ansatus C/ellglc)zp Yacos Kow:ll:;:eﬂ- Jlutepatypa
JI1.1, J11.2, J11.3,
3] Bunbl 1 uctopus pasBUTHS KOMIBIOTEPHBIX BHUPYCOB. COBpEeMEHHBIC 5 5 OIK-3 JI1.4, J11.5,J12.1,
" | TeneHIMH IPUMEHEHNS KOMITBIOTEPHBIX BHPYCOB. / JIek / J12.2,J12.3, J12.4,
J2.5
JI1.1, JI1.2, J11.3,
[MpuHwI paboTHI AHTHBUPYCHBIX IIpOTpaMM. Crroco051
JI1.4, J11.5, J12.1,
3.2 | meTexTHpOBaHHSA BPEIOHOCHOTO mporpamMmHoro obecmeuenus (BITO) / 5 2 OIIK-3
Tex / J12.2,J12.3, J12.4,
J2.5
JI1.1, J11.2, JI11.3,
33 BpenonocHoe  mporpammMHOe — o0OecniedeHMe M METOABI  €ro 5 6 OIK-3 JI1.4, J11.5,J12.1,
"~ | obnapyxenus. / Cp / J12.2,J12.3, J12 4,
J2.5
CurHarypHBIf aHaMM3 ¥ ABPUCTHUYCCKUI aHANM3 I OOHApy>KeHUS JI1.1, J11.2, JI1.3,
BIIO. JI1.4, JI1.5, J12.1,
34 OOHapy»XeHHE U yJIaIeHUEe PYTKUTOB U TPOSIHCKUX MPOTPaMM. 3 4 OIIK-3 J12.2,712.3,J12.4,
OO0Hapy>xeHne 1 OITOKHpOBKa (UITMHTOBEIX arak. / Cp / J2.5
JI1.1, J11.2, JI1.3,
. . JI1.4, J11.5, J12.1,
3.5 |Brmonnenue 3ananuii ¢ ucnonszoBanueM LibreOffice. / Cp / 5 10 OIIK-3 2.2, 2.3, 2.4,
J2.5
JI1.1, JI1.2, JI11.3,
. JI1.4, JI1.5, J12.1,
3.6 | /3auér/ 5 0 OIIK-3 2.2, 2.3, 2.4,
J2.5

Pa3znen 4. OpraHu3anus 3alIUTHI NEPCOHATBHBIX TAHHBIX




Cemectp

Komneren-

Ne HaunmenoBanue Temsl / Bua 3ansitust / Kype Yacos i Jlureparypa
[lepconanbHbIe JIaHHEIe (I1dn). Bungr, KIacCH (UKL L1, 1.2, J11.3,
JI1.4, J11.5, J12.1,
4.1 |nepcoHaTbHBIX JTAHHBIX. [Mopsmox 00paboTku JUPIL:S B 6 4 OIIK-3
J12.2,J12.3,J12.4,
nH(pOpMAaIMOHHBIX cucTeMax. / JIek / 2.5
JI1.1, JI1.2, JI1.3,
OO0paboTka TeEepCOHATBHBIX JJAaHHBIX: OCHOBBHI W TMPAaKTHKA OT3bIBa
JI1.4, J11.5, J12.1,
4.2 |cormacuss Ha  00pabOTKy NpEeKpaTuTh  OOpabOTKYy  CBOUX 6 4 OIIK-3
J12.2,J12.3,J12.4,
MEPCOHATBHBIX JaHHBIX y oneparopa [1/Ix. / Ip / 5
JI1.1, JI1.2, JI1.3,
OCHOBBI 3aKOHOJATENBCTBA O 3alIUTE MEPCOHATBHBIX NaHHBIX: [IpaBa
JI1.4,J11.5,J12.1,
4.3 | cyOBEKTOB NEPCOHATBHBIX JAaHHBIX.OTBETCTBEHHOCTh 3a HapYIICHUE 6 2 OIIK-3 2.2 T3 J12.4
3aKOHO/IATEIbCTBA O 3aIUTE MEPCOHATBHBIX JaHHBIX. / [1p / - J'[Z‘ 5’ oY
JI.1, JI1.2, JI1.3,
OO0paboTka TMEepPCOHATBHBIX JAaHHBIX: TEXHUYECKHE MEephl 3allUThI
JI1.4,J11.5,J12.1,
4.4 |mepcoHaTbHBIX JAaHHBIX. (OCOOCHHOCTH  3alIUTBl  IIEPCOHATBHBIX 6 2 OIIK-3 22 23, 2.4
JTAHHBIX B PA3IMIHBIX OTPACAX SKOHOMHUKH. / IIp / - J'[2' 5’ oY
JI.1, JI1.2, JI1.3,
. . JI1.4,J11.5,J12.1,
4.5 | Bomonnenue 3ananuii ¢ ucnonb3oBanueM LibreOffice. / Cp / 6 8 OIIK-3 122, 123, 2.4,
J2.5
Pazgen 5. Opranmnsanus 3amuThl HHGopMALMHU B HHGOPMALMOHHBIX CHCTEMax
Ne HaunmenoBanue Tems! / Bua 3ansitust Cemecrp Yacos Komneren- JlutepaTtypa
/ Kype HUH
JI1.1, JI1.2, JI1.3,
51 WudopmManroHHBIE CHCTEMBl W OpPTaHW3alWsA 3alluThl MHOOPMAaIUN B 6 ) OITK-3 JI1.4,J11.5,J12.1,
" |nnx. /Jlex/ i J12.2,J12.3, J12.4,
J12.5
JI1.1, JI1.2, JI1.3,
59 VYnpasienue JIOCTYIIOM u KOHTPOJIb aBTOpH3ALNN B 6 ) OITK-3 JI1.4, J11.5,J12.1,
| mrbopManmoHHEIX cuctemax. / Ilp / J12.2,J12.3, J12. 4,
J12.5
JI1.1, JI1.2, JI1.3,
53 OCHOBHBIC  TPUHIMIBI W METOABl  3aUIMThl  MHpOpManuu B 6 ) OITK-3 JI1.4, J11.5,J12.1,
"~ | mHbOopManmoHHEIX cuctemax. / Ilp / J12.2,J12.3, J12.4,
J12.5
JI.1, JI1.2, JI1.3,
54 IIporpaMMHBIe CpeCTBa 3allUThl WHPOPMAIMKA B HHOOPMAITUOHHBIX 6 5 OIK-3 JI1.4, J11.5,J12.1,
’ cucremax. / IIp / JI12.2,J12.3, J12.4,
J2.5
JI.1, JI1.2, JI1.3,
55 OOyueHue TepcoHana U TOBBINIEHUE OCBEJIOMJICHHOCTH B BOMIPOCAx 6 3 OIK-3 JI1.4, J11.5,J12.1,
"~ | mrdopmManmonHOI 6e3omacHoCcTH. / Cp / J12.2,J12.3, J12.4,
J2.5
Paznen 6. OcHoOBBI KpUNTOrpaduuecKoii 3al[UTHI U OPTAaHU3ALHA UCI0JIH30BAHUS YIEKTPOHHBIX MOANHCEI.
Ne HanmenoBanue Tems! / Bua 3ansitust Cemecrp Yacos Komneren- JlutepaTtypa
/ Kype HUH
. JI1.1, JI1.2, JI1.3,
Meroasl W CpencTBa KpUOTOrpadhUUecKoil 3ammThl  HWH()OpPMAIIHH.
JI1.4, J11.5, J12.1,
6.1 |Ilpuniunsl  (HYHKIMOHUPOBAHUS  OCHOBHBIX  KPUOTOIPahHUECKUX 6 2 OIIK-3
J12.2,J12.3,J12.4,
amroput™oB. / Jlek /
J12.5
OnextponHas moxamuch (JI1). OcHoBHBle TOHATHA W Bunel DIl L1, 1.2, JI1.3,
JI1.4,J11.5,J12.1,
6.2 |Ilopsimox Beimaun u mpoBepku OII. ocobenHoctn npumenenus Ol B 6 2 OIIK-3 2.2 2.3 J12.4
ANIEKTPOHHOM JOKyMeHTooOopoTte. / Jlek / - J'[Z‘ 5’ v
JI.1, JI1.2, JI1.3,
63 Kpunrorpapudeckre MpoOTOKONBI M MX MNPUMEHEHHE. X3IIHUPOBAHUE WU 6 5 OIK-3 JI1.4, J11.5,J12.1,
| madpossie moamucwu. / Ip / J12.2,J12.3, J12.4,
J2.5
(0] €CKHE acIieK CII0JIb30BaHMUsI AIEKTPO onmnucen L1 1.2, 7113,
6.4 PUINYECKUE aCTIeKThI UCIIOIb30BaHUS SJIEKTPOHHBIX MOIMUCEH. 6 5 OIK-3 1.4 J11.5 JI2.1,

BesomacHOCTE XpaHeHHs 1 iepenaq Kitodei mudposanust. / [p /

J12.2,J12.3, J12.4,




JI2.5

AyTeHTH(QHKAINSA W WACHTH(UKAMSA B CHCTEMax C HCIIOIb30BaHHEM JI1.1, JI1.2, JI1.3,
JJIEKTPOHHBIX MMOANUCEN. JI1.4,J11.5, J12.1,
6.5 VYrpaBneHue — KIIO4aMH M CcepTU(HKataMd B CHUCTeMax ¢ 6 2 OIIK-3 J12.2,712.3, J12.4,
AIIEKTPOHHBIMH TToxnucsamu. / Ip / JI2.5
JI1.1, J11.2, JI1.3,
. . JI1.4, JI1.5, J12.1,
6.6 | Beimonnenwue 3ananuii ¢ ucrmonszoBanueM LibreOffice. / Cp / 6 10 OIIK-3 2.2, 2.3, 2.4,
J2.5
Pa3nes 7. OcHOBBI 6€30MACHOCTH 00HEKTOB KPUTHYECKOH
uH(pOPMALUOHHON HHPPACTPYKTYPHI.
Ne HaunmenoBanue Temsl / Bua 3ansitus C/ellzl;lc)zp Yacos KOB:IlLe:eH_ Jlutepatypa
OOBEKTHI u CyOBEKTHI KPUTUYECKOI nH(pOPMAITMOHHOH JI1.1, J11.2, JI1.3,
71 UH(PACTPYKTYpHI (K1) [Ipenpsasnsemble  TpeOoBaHUS K 6 5 OIK-3 JI1.4,J11.5, J12.1,
" |obecnieuenuto Oezomacnoctn KMU. [lpoBemeHue KareropupoBaHUS J12.2,712.3,J12.4,
KHWU. / Jlex / J2.5
JI.1, JI1.2, JI1.3,
TocymapcTtBeHHas ~ cucTeMa  OOHapy>KCHHS W NPEOyNPEeKICHHS 1.4 115 2.1
7.2 |kommblorepHbix arak TocCOIIKA. Iemn wu 3agaum  ToCOIIKA. 6 2 OIIK-3 H2.2’ H2.3’ HZ. 4’
TexHuueckoe ocHauieHue u nepconan. / Jlex / - J'[2. 5’ o
JI1.1, JI1.2, JI1.3,
73 3aKOHO/ATENbCTBO W HOPMAaTWBHBIE aKThl B 00JiacTH 0€30MacHOCTH 6 5 OIK-3 JI1.4,J11.5, JI2.1,
"~ | 0OBekTOB KpUTHUECKOW HHPOPMAITMOHHOW HHPpacTpyKTYphL. / I1p / J12.2,J12.3, J12 .4,
J2.5
JI1.1, J11.2, J11.3,
74 Opranu3aioHHbBle  Mepbl  0E30MacHOCTH  OOBEKTOB  KPUTHUECKOU 6 2 OITK-3 JI1.4, JI1.5, J12.1,
" | uadopmanmonnoit nudpactpykrypsl. / Ip / J12.2,J12.3, J12 .4,
J2.5
JI1.1, JI1.2, JI1.3,
75 MoHHTOPHHT ®  ayAuT OE€30MacHOCTH OOBEKTOB  KPHUTHUECKOH 6 5 OIK-3 JI1.4, JI1.5,J12.1,
"~ | urdopmannonHoit uHGpacTpykTypsl. / Ilp / J12.2,J12.3, J12 .4,
J2.5
JI1.1, J11.2, J11.3,
76 Mertonst u CpeacTBa 3aIUTHL 00BEKTOB KpUTHYECKOU 6 ) OITK-3 JI1.4, JI1.5, JI2.1,
" | uadopmanmonnoit nundppactpykrypsl. / Ip / J12.2,J12.3,J12.4,
J2.5
JI1.1, J11.2, J11.3,
. . JI1.4, JI1.5, J12.1,
7.7 | Beimonnenwue 3ananuii ¢ ucnons3oBanueM LibreOffice. / Cp / 6 10 OIIK-3 2.2, 2.3, 2.4,
J2.5
Paznea 8. Opranusanus aynura nHGopMaluOHHOI 0e301aCHOCTH
Ne HaumenoBanue temsl / Bua 3ansitus Cemecrp Yacos Komneren- Jlutepartypa
/ Kype MU
. JI1.1, JI1.2, J11.3,
Ayt nH(pOPMAIIMOHHON 0€30ITaCHOCTH. Bunsr ayuTa,
8.1 |mpenHa3sHaueHwe © ocoOeHHOCTH TpoBenenus Aymura Wb. Puck- 6 2 OIIK-3 1.4, 1.5, 2.1,
J12.2,J12.3, J12.4,
MEHEIKMEHT (MOJIeNb yTpo3). -- / Jlex / .5
JI1.1, JI1.2, J11.3,
82 Meroasl M WHCTPYMEHTHI IS aHAIN3a PHUCKOB HH(OPMAIMOHHBIX 6 2 OITK-3 JI1.4, JI1.5,J12.1,
| cucrem. Co3nmanue Mozaenu yrpo3 Ha npenupusitan. / [p / J12.2,712.3,J12.4,
J2.5
JI1.1, J11.2, J11.3,
MOHHTOPHHT W ayauT 0e30macHOCTH HH(GOPMAIMOHHBIX CHCTEM. / JI1.4,J11.5,J12.1,
8.3 p / 6 2 OTIK-3 J12.2,712.3, 2.4,
J2.5
JI1.1, J11.2, J11.3,
MOHHTOPHHT W ayauT O0e30macHOCTH WH(GOPMAIMOHHEIX CHCTEM. / JI1.4,J11.5,J12.1,
8.4 Cp/ 6 4 OTIK-3 J12.2,J12.3, J12.4,
J2.5
JI1.1, J11.2, J11.3,
8.5 | BeimonHeHue 3aianuii ¢ ucnosb3oBanueM LibreOffice. / Cp / 6 20 OIIK-3 JI1.4, J11.5, J12.1,

J12.2,J12.3,J12.4,




JI2.5

Pa3nen 9. IIpomexkyTouHast aTTecTanust

o Cemectp Komneren-
Ne HanmenoBanne Temsl / Bua 3ansitust / Kype Yacos - Jluteparypa
JI1.1, J11.2, J11.3,
JI1.4, JI1.5, J12.1,
9.1 | /DOx3amen / 6 36 OIIK-3 122, 123, J12.4.
J2.5

4. POHJ OHEHOYHBIX CPEJICTB

CrpykTypa u conepkanue (OHAA OLEHOYHBIX CPEACTB JUIS MPOBEICHUS TEKYIIEH M IPOMEKYTOUHOW arTeCTAllMM IPE/ICTABICHBI B
IMpuoxennn 1 x pabodeii mporpaMme AUCIUTUIIHBL

5. YAEBHO-METOJUYECKOE U THOOPMAIIMOHHOE OBECIIEYEHUE JUCIUITIJINHBI

5.1. OcHoBHasi 1uTEpaTYpa

ABTOpBI, 3arnasue WznarenscTBo, roa Konug-Bo
JI1.1 | Pynenkos H. A., TexXHOJIOTHH 3aIUTHl HHPOPMAIUH B Mocksa: HanmonanbHbIH https://biblioclub.ru/inde
[ponerapckuit A. B., | KOMIIBIOTEPHBIX CETAX: yueOHOE mocodne OTKpBITEI YHUBEPCUTET x.php?
Cwmupnosa E. B., «MHTYUT», 2016 page=book&id=428820
CypoBoB A. M. HEOTpaHUYEHHBIN
JOCTYII JUTst
3apEeruCTPUPOBAHHBIX
0JIb30BaTeNeH
JI1.2 | Koganes /I. B., HudopmannonHas 6e30MacHOCTb: yueOHOe PoctoB-Ha-ony: FOxubiii | https:/biblioclub.ru/inde
bormanosa E. A. nocob6ue (enepanbHbIH X.php?
yHuBepcutet, 2016 page=book&id=493175
HEOTPaHMYCHHBIIT
JOCTYII JUTst
3apEeruCTPUPOBAHHBIX
T10JIb30Barenen
JI1.3 [Karanosa, T. H., HNudopmarronHas 6e3011acHOCTh: 1ab0PaTOPHEIH IIepms: Ilepmckuit https://www.iprbooksho
lankuna, JI. C., MIPaKTUKYM roCyJJapCTBEHHBIH p-ru/86357.html
Knanos, P. A. I'yMaHHUTapHO- HEOrpaHUYEHHBIN
eJIarOrH4eCcKuil JOCTYyM 1A
yauBepenter, 2018 3apETHCTPUPOBAHHBIX
T0JIb30BaTeNei
JI1.4 |Ilunos, A. K. VYnpasnenue HHPOPMALUOHHOH 0€30aCHOCTHIO: PocroB-Ha-/Iony, https://www.iprbooksho
yqe6ﬂoe nocooue TaraHpor; 3marenscTtBO p.ru/87643.html
FOxHoOTO enepanbHOro HEOTPAHHICHHBIi
yHuBepcureTta, 2018 AOCTYI JUist
3apErUCTPUPOBAHHBIX
T10JIb30Baresnen
JI1.5 |1lanbrun, B. ©. Hudopmanronnas 6€30IacHOCTE | 3alUTa Caparos: https://www.iprbooksho
HHpOPMAIUU IMpodobpazosanue, 2019 p-ru/87995 html
HEOTpaHUYEHHBIN
JIOCTYTI [Tt
3aperuCTPUPOBAHHBIX
T10JIb30BareNnen
5.2. lonoaHuTe/IbHAS JIUTEpaTypa
ABTOpBI, 3arnasue WznarenscTBO, ros Konua-Bo
2.1 Bectauk MHCTUTYTa 3aKOHOATENBCTBA U Hpkyrtck: MHCcTUTYT https://biblioclub.ru/inde
paBoBOi HH(pOpMauy nMeHr M. M. 3aKOHOATeNIbCTBA U X.php?
CriepaHCcKOro: XypHAT NpaBoBoil UH(OPMAIUH, page=book&id=457912
2017 HEOrPaHUYEHHBIA
JOCTYII JUTst
3apEeruCTPUPOBAHHBIX
M0JIb30BaTeNen
JI2.2 | Porosun, B. 10., OcHOBBI HH(GOPMAIIMOHHOW 0€30MaCHOCTH: Mocksa: OHUTH- https://www.iprbooksho
Tanywkus, U. B., Y4eOHHK JUTS CTYJICHTOB By30B, 00YYaroIIUXCs [0 JIAHA, 2017 p-ru/72444 html
Hosuxkos, B. K., HaIpaBJIeHUIO IIOATOTOBKHU «IIPABOBOE HEOTPaHUYEHHBIN
Bempes, C. b. obecrieueHue HATMOHATEHON 0€30MacHOCTI» JOCTYII IS
3apEruCTPUPOBAHHBIX
T0JIb30Barenen




ABTODBI, 3arnaBue H3parenscTBO, 1O Komnnu-Bo
JI2.3 | Ky6amesaE. C., Wudopmarika 1 BEIYUCIUTENbHAS TEXHUKA. Womkap-Ona: https://biblioclub.ru/inde
Manamkesuu U. A., HNudopmanmonHas 6e30macHOCTb TToBOmKCKUH x.php?
Yexymnaesa E. H. ABTOMAaTH3UPOBAHHBIX CHCTEM: y4eOHO- rOCy1apCTBEHHBIN page=book&id=562246
METOINYECKOE MOCOOHE K IPOXOKIACHHUIO TEeXHOIOTHYECKHI HEOTrpaHNYCHHBIN
MPOU3BOICTBEHHOM MPAKTUKH: yIeGHO- yHuBepeuTet, 2019 JOCTYII TS
METOINYECKOE Ocoone 3aperHCTPUPOBAHHBIX
T0JIb30Baresnen
2.4 BUT. busrec & VHpOpMannoHHBIE TEXHOIOTUH: Mocksa: [lomoxxeser n https://biblioclub.ru/inde
Ky pHAT naptHepsl, 2019 x.php?
page=book&id=562409
HEOrpaHUYEHHBII
JOCTYII JUTst
3aperUCTPUPOBAHHBIX
T10JIb30BaTeNnen
JI2.5 | CyBoposa, I. M. Nudopmarmonnas 6e30macHOCTh: yueOHOe Caparos: By3oBckoe https://www.iprbooksho
nocooue 06pa30]33HI/Ie, 2019 p-ru/86938.html
HEOTpaHNYECHHBIH
IOCTYII IS
3aperHCTPUPOBAHHBIX
T10JIb30Baresnen
5.3 lIpodeccuonanbubie 6a3bl JAHHBIX U HHPOPMALMOHHBIE CIIPABOYHBIE CHCTEMbI
MNudopmanmonnas cripaBoynas cuctema "Koncynsrantllmroc"
baza nanubpix degepanbHOM CITYKOBI O TEXHUYECKOMY U SKcropTHOMY KoHTpoitio (PCTIK Poccun) https://fstec.ru/
baza JIaHHBIX JIEHCTBYIOMIUX CTaH/IapTOB o HAaIIPaBJICHUIO "NndopmaronHas be3onacuocts"

https://www.gost.ru/portal/gost/home/standarts/InformationSecurity

5.4. [lepeyeHb MPOrpaMMHOI0 00eceYeH st

Onepauuonnas cucrema PEJ] OC

LibreOffice, Kali Linux

5.5. YueOHO-MeTOAMYECKHE MaTepuaJibl 1JI1 CTYA€HTOB ¢ OrPAHUYC€HHBIMU BO3MOKHOCTHAMMU 3/10POBbA

IIpn HeoOXOMMMOCTH IO 3aiBICHUIO OOYYAOMETOCs C OrPaHMYCHHBIMH BO3MOXHOCTSIMH 37I0pPOBbS  y4eOHO-METONUYECKHE
MaTepHanbl MPeAOoCTaBIAI0TCA B (OpMax, agalTUPOBAHHBIX K OIPaHMYEHHUSIM 3I0pOBbs M BocHpusaTus uH(opmarmu. [ns mui c
HapyIICHUSIMU 3peHus: B Qopme ayanodaiina;, B nedarHoidl ¢opme yBenudeHHbIM mpudrom. s num ¢ HapyIIEHHSIMH CIyXa: B
(opMe HIICKTPOHHOTO TOKYMEHTa, B IedarHod Qopme. s U ¢ HapyMICHHSMH OIOPHO-IBHTATENIFHOTO ammapara: B (opme
3JIEKTPOHHOTO JOKYMEHTa; B IeUaTHOH opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHbBI

ITomemieHus Ui BceX BUIOB pabOT, MPEITyCMOTPCHHBIX yYCOHBIM IUIAHOM, YKOMIUICKTOBaHBI HEOOXOAWMON CHEeNHaTn3UpOBaHHON
y4eOHOI MeOeIbIO M TEXHUIECKUMU CPEIICTBAMH O0yUCHHS:

- CTOIIBI, CTYJIBSI;

- MEPCOHATBHBIN KOMITBIOTEP / HOYTOYK (TIEpEeHOCHOH);

- TIPOCKTOP;

- 9KpaH / THTEPaKTUBHAS JIOCKA.

7. METOAUYECKHUE YKA3AHUSA 1JIS1 OBYYAIOIIUXCS IO OCBOEHHIO JUCIIUITJINHBI

Mertoamueckne yKa3aHuUs 10 OCBOSCHHIO UCIMILUIMHEI IPEACTaBIICHbI B [Ipunoxkernn 2 k pabodel mporpaMMe JUCIUILUINHEL.




1.1 IToxazarenu u KpUTEPUN OLIEHUBAHUS KOMIIETEHIII:

®OH/I OHEHOYHbLIX CPEIACTB
1 Onucanme mnokaszareneil W KpPUTEPHEB OLECHUBAHUS KOMIIETCHUMI HAa Pa3jIHYHBIX JITaNax MX
(¢popMupoBaHus, ONUCAHHE IIKAJI OLlCHUBAHHA

IIpuniaoxenne 1

3VH, cocrasisioniue
KOMIICTCHIINIO

IToka3zaTenu olcHUBaHUS

Kputepuun onennBanus

CpencrBa OllEHUBAHUS

OIIK-3: ciocobeH pemars CTaHIapTHBIE 33a4l MPO(HEeCCHOHATBHON AEITEeNbHOCTH Ha OCHOBE
nH(pOopManMoOHHOM 1 OubIHorpaduIecKOr KyIbTyphl C MPUMEHEHHEM HH(POPMAIIMOHHO-KOMMYHHUKAITHOHHBIX
TEXHOJIOTUH U C Y4€TOM OCHOBHBIX TpeOOBaHUI MH(OpMAIIMOHHON 6€301aCHOCTH

3HaTh TPUHIIUIIBI
paboThl COBPEMEHHBIX
TEXHOJIOTUI
obecrnieueHus
UH(POPMALIMOHHOM
0e30MacHOCTH TpH
pelIeHn! 33129
npodecCHOHATbHON
JESITEIIbHOCTH

OnuceiBaeT criocoObl
peIIeHHsI CTAaHIAPTHBIX 3214
npodeccroHanbHOM
EATEILHOCTH B 00JIaCTH
MH(POPMAIIMOHHOMN
0€30MacHOCTH NP
(hOpMUPOBAHUU CHUCTEMBI
3anIUThl HHG)OPMAIHH TTPU
OTBETE Ha BOIPOCHI

[TonubliA, pa3BEPHYTHIN
OTBET Ha MOCTABJICHHBIN
BOIIPOC, U3JIOKEHUE
Marepuana Inpu OTBETE —
IPAaMOTHOE U JIOTHYECKHU
CTpOiTHOE

Ompoc (Borpocsl 1-57)
Bomnpock! k 3auety
(Bompock! 1-22)
Bomnpock! k 3x3amMeny
(Borpockl 1-19)

YwMmeTts pemath
CTaHJapTHBIC 337291
npodeCcCHOHAIbHON
NESTEIILHOCTH C YUYETOM
TpeOoBaHM
UH(POPMALIMOHHOM
0e30MmacHOCTH

AHaJIM3UPYET COCTOSTHUE
CHUCTEMBbI 3allIUTHI
nH(pOpMaLNY, BBISIBISIET €€
YA3BUMBIC MCCTa U
OTIpe/ieNIsieT HApaBICHUS ee
COBCPUICHCTBOBAHUS IIPU
BBITIOJTHEHUH MTPAKTUKO-
OPHUCHTHPOBAHHOT'O 3aaHU

Ilomxora u
MIPaBUJIBHOCTE  PEILICHUSA
MPaKTUKO-
OPUEHTUPOBAHHOTO
3aJlaHus 3aJaHus

ITpakTuko-
OpUEHTUPOBAHHBIC
3amanus (3aganus 1-8)
IIpakTuko-
OpUEHTUPOBAHHBIE
3a/1aHus K 3a4eTy
(3amanus 1-24)
IIpakTuko-
OpUEHTUPOBAHHBIE
3a/1aHus K SK3aMEHY
(3amanus 1-23)

Bnanets HaBBIKAMU
HCIIOJIb30BaHMS
CIoco0O0B U CPEJICTB
3alUTH UH)OpMAIIH
P PEIICHUH 3a/1a4
npodhecCuoHATBLHOM
eITEIIbHOCTH

Hcnonb3yer MeToabl 1
CpeJICTBA 3alIUThI
nH(pOpMaIUK B COOTBETCTBUU
C IPABOBBIMH HOPMATHUBHBIMU
aKTaMH ¥ HOPMaTHUBHBIMHU
METOJIMYECKUMH
nokymeHntamu ®Cb Poccun n
OCTIK Poccun npu
BBITIOJTHCHUH TIPAKTUKO-
OPUEHTUPOBAHHOI'O 3a/IaHUS

OOOCHOBaHHOCTh U
HpaBI/I.HBHOCTB
oOparnieHus K
HOpMaTI/IBHI:IM
HCTOYHHUKAM, METOIaM 1
CpeAcTBaM Ipu
BBITIOJTHCHUH MTPAKTHKO-
OpPUEHTUPOBAHHOTO
3a7aHus

ITpakTuko-
OpUEHTUPOBAHHBIC
3amanus (3aganus 1-8)
IIpakTuko-
OpUEHTUPOBAHHBIE
3a/1aHus K 3a4eTy
(3amanus 1-24)
IIpakTuko-
OpUEHTUPOBAHHBIE
3a/1aHus K SK3aMEHY
(3amanus 1-23)

1.2 lIkajsl OLIECHUBAHUA:

Tekymuid KOHTPOJIb YCIIEBAEMOCTH M MIPOMEXKYTOUHAs aTTECTAIUsl OCYHIECTBIISIETCA B paMKax HAaKOMUTEIbHON

0ayIbHO-peUTUHIOBOM cucTeMbl B 100-0aipHO#M 1mIKase:

84-100 6amnoB (OIeHKA «OTIIMYHO)

67-83 6amnoB (OIEHKA «XOPOIII0»)

50-66 6amtoB (OIIEHKA «YOBICTBOPUTEIHLHO)
0-49 GanyoB (OLEHKA «HEYOBIECTBOPUTEIHHOY)

50-100 6annoB (3auTeHO)
0-49 GannoB (HE 3a4TEHO)




2 TunoBble KOHTPOJIbHBIC 32JaHUA WJIM HHbIe MATepPHAJIbl, HeOOXOAUMBIE JIsl OLICHKH 3HAHUI, yMEeHMIi,
HABBIKOB M (MJIM) ONbITA JEATEJbHOCTH, XapaKTEePH3YIOIIMX 3TAnbl (POPMHPOBAHMSA KOMIIETCHUHMH B
npouecce 0CBOCHHA 00pa30BaTeJILHOI NPOrPaMMBbI

Bonpocsl k 3auery

1. Tlonstue u Buasl uHPOpMaruu. Knaccudukanms B 3aBUCHMOCTH OT Kareropuu aoctyna. CBeneHHs
KOH(UIEHIMATBHOTO XapakTepa. Buabl 3amumaeMoit uHGpopmaum.

2. TlousTue, mpeaHa3Hau€HUE, BUIBI M KJIacCU(UKAINUS TOCYAAPCTBEHHBIX HHPOPMAITMOHHBIX CUCTEM.

3.  OcHOBHOE 3aKOHOJATEILCTBO B oOnacT wuHoOpMmarmoHHOW Oe3omacHocT B P®. JlokTpuHa
nHpopMaMoHHOI Oe3omacHoCcTH PO.

4. OcHoBHBIE MOJIeTTH UH()OPMAITMOHHOM 0€30MMaCHOCTH: OCOOEHHOCTH, OTIUYHS.

5. OpraHu3anuoHHBIC YPOBHU 3amuThl HHPopMmarmu: CpeacTsa 6€30MacHOCTH 3aKOHOAATEIILHOTO YPOBHS.
6. OpraHuzaiioOHHBICE YPOBHH 3allUThl MHGOPMAIMU: AJIMUHUCTPATUBHBIA YpOBEHb HHGOPMAIIMOHHON
0€30MacHOCTH.

7. OpraHu3alMOHHBIE YPOBHU 3alUThl HHPopManuu: Cpeactsa 0€30MacHOCTH MPOLEAYPHOTO YPOBHSI.

8.  OpranuzanuoHHBIC YPOBHH 3amUTHI nHDOopMammu: CpeacTBa 0€30MaCHOCTH TEXHUYECKOTO YPOBHSI.

9.  Vrpo3bl. Buasl u kimaccudukanms yrpos.

10. VsazBumoctu. Buasl ys3BUMOCTEN, TOUCK U BBISBIEHUE YS3BUMOCTEN.

11. Artaka. OCHOBHBIE BUIbI KOMIIBIOTEPHBIX aTaK, UX Kiaccu(uUKaIus.

12. AXTHUBHBIC U TACCUBHBIC aTaku. Buapl peanu3anuu atak.

13.  Mogenp moctpoenus araku Cyber Kill Chain: mpenna3snadenue, coctaB, cofepKaHie OCHOBHBIX ATAIOB.
14.  Marpuua MITRE ATT&CK: npennaznauenue, coctaB, OCHOBHbIE TAKTHKHU.

15. KommbroTepHble BUPYCHI: OIIpeielieHIe, OCHOBHAs KilacCU(UKALINS, BUIbl KOMIBIOTEPHBIX BUPYCOB.

16. OCHOBHOW «KM3HEHHBIN» UKII KOMIBIOTEPHBIX BUPYCOB, IPU3HAKU UX PACTIPOCTPAHEHUS U MPOSIBICHUS.
17. AHTUBHpYCHBIE IPOrPaMMBI: THUIIbl, COCTaB OCHOBHBIX U JOMOJHUTEIbHBIX MOAYJEH, MPUHIUI PaOOTHI.
OcCHOBHBIE METOAVKH OOHAPYKEHUS U 3aITUTHI OT KOMITBIOTEPHBIX BUPYCOB.

18. MeToauku NpOTUBOICUCTBUS AHTUBUPYCHBIM MPOrPAMMaM.

19. TIMaponphas 3amuta. [laponpHble MeTOABI ayTeHTH(UKAIMKM ToNb30BaTeneii. OCHOBHBIE (HaKTOPHI,
BIIUSIIOILIUE HA KPUTITOCTOMKOCTD MapoJisl.

20. Wpentuduxamus (moap3osareneil) n ayreHTudukanus. J[Bycroponnss ayreHTU(GUKaus. ABTOpU3aIHS.
21. Bwuubl mapoiapHBIX aTak s Toa00pa mapos.

22. Pexomennanuu ®CTOK Poccun no npakTHuecKoil peain3aliy MapoabHbIX CUCTEM.

[IpakTHKO-OpHEHTHPOBAHHBIE 3aJaHNUS K 3a4eTy

1. Pa3paboTKa KOHIETIIMK U POTPaMMBI o0ecTiedeHrss HHPOpMaInOHHON 6€30MacHOCTH B paMKax
HAIIMOHAJILHOU Oe3omacHocT PD.

2. BeiOop MeTo1a Hccie0BaHNUsI HOPMAaTHBHO-TIPABOBOM 0a3bl PYHKIIMOHUPOBAHUS CUCTEM 3aIlIUTHI
uHpOpMaLUu.

3. Ilony4yenuie nepBUYHON HHPOPMAIIUH O IPABOBBIX aKTAX, PErYIUPYIOMUX HHPOPMAIIMOHHYIO O€3011aCHOCTb
B Poccumn.

4. O6paboTka rnepBUUHON HHGOPMAITUU U pa3pabOTKa MPEIIOKEHUHN IO COBEPIIEHCTBOBAHUIO HOPMATUBHO-
MPaBOBOM Oas3bl.

5. 3ydenne 0coOEHHOCTEH 3aiThl MPOTPAMMHOTO 00€CTIEUeHHUS ¢ TIOMOIIIBIO aBTOPCKOTO TIpaBa.

6. Pa3zpaboTka MeToa ucciaeIoBaHus CIlydaeB HApYIICHHs aBTOPCKUX MPaB HA MPOTPAMMHOE O0ecTieueHue.
7. llony4yenue nepBUYHON HHPOPMAIIUU 00 U3BECTHBIX HAPYILIEHUSAX aBTOPCKUX IIPaB Ha MPOTrPaMMHOE
obecrieyeHue.

8. O6paboTka nepBUYHOM HHPOPMALIMH U Pa3padOTKa MPEITIOKESHHUH MO YCHIICHHUIO 3allIUThI IPOTPaMMHOTO
obecrniedeHusl.

9. Pa3paboTka KOHIIETIIIUK U MTPOTPAMMBbI OPTaHU3alUK PAOO0THI C KOH(MUIEHITHATHLHON HHPOPMAIIHEH 1
FOCTalHOM.

10. Bwibop meTona uccienoBanus TpeOOBaHUN K XpaHEHUIO, 00pabOTKE U TPAHCTIOPTUPOBKE
KOH(HISHIIMATbHON HH(POpMAIUH.



11. Tlomydenue nepBUYHON MHPOPMALUU 00 OCOOCHHOCTSAX pabOTHI ¢ KOH(PHUAECHIIMATBFHON HHPOpMaIUei B
Pa3IMYHBIX OpraHU3aIUsIX.

12. OGpaboTka nepBUYHON HH(OPMAIH U pa3paboTKa peKOMEHAANN IO OPraHU3aIK PabOThI C
KOH(pHUACHITMAIBHONU HH(pOpMaIHEH.

13. Pa3paboTka MOJenu yrpo3 yreuku HHPOPMALUH 110 TEXHUYECKHM KaHaIaM.

14. Bpi6op MeTona uccienoBaHus GU3NYECKUX OCHOB BOSHUKHOBEHMSI TEXHUUECKUX KaHAJIOB yTEUKU
uHpopMaLuu.

15. Tlonyuenue nepBUYHON MHGOPMAITUN 00 U3BECTHBIX CIIyYasX YTEUYKH HH(POPMAIIUH 110 TEXHUIECKUM
KaHaJaMm.

16. OOpaboTka nepBUYHOM HHPOPMALIUK U Pa3padOTKa MPEITIOKEHHUH 1O TPEAOTBPAIICHUIO YTEUKH
nH(pOpMALIUU TI0 TEXHHUECKUM KaHaJIaM.

17. Pa3paboTka MoJIeTu PUCKOB, CB3aHHBIX C yTeukamu nHbopmaruu n3-3a [IDMU u HaBOAOK.

18. Bwi6op MeTona uccienoBanus 3pPeKTUBHOCTH CpeAcTB 3auuThl oT [IDMMU 1 HaBo1OK.

19. Tlonyuenue nepBuuHON MHGOPMAITUK 00 UMEIOIIMUXCS HAa PhIHKE cpencTBax 3amuThl oT [IDMU n HaBoaoK.
20. OOpaboTka nepBUYHON HH(OPMAITIH U pa3paboTKa peKOMEHAALUI 0 BBIOOPY ONTHUMAJIBHBIX CPEICTB
3amuThl oT IIDMU 1 HaBOIOK.

21. Pa3paboTka MOJENu PUCKOB, CBA3aHHBIX C yTeUKaMH WH(POPMAIIUU H3-32 XaKEPCKUX aTak U
BMeEIIATENIbCTBA B IIPOIECC NEePEeIavul TaHHBbIX.

22. BpIOOp MeTOa UCCIIEI0BAHUS IPUHIUIIOB ()YHKIIMOHUPOBAHUS CUMMETPUYHBIX M aCHMMETPHUYHBIX
KPHUIITOCHUCTEM.

23. TlomydeHue nepBUYHON HHPOPMALIMU 00 UMEIOIIUXCS Ha PhIHKE KPUITOCHCTEMaX U UX 3()()EeKTUBHOCTH.
24. OO6paboTka nepBUYHOM MHPOPMALIMK U Pa3padOTKa peKOMEHAAIMI 10 BHIOOPY ONTUMAIIbHBIX
KPUITOCHCTEM JUISI 3aLUTHI HH()OPMAIIHH.

3adeTHOE 3aJaHWE BKJIOYAET 2 TeopeTHdecKux Bompoca (pasmen «Bompocsl k 3adeTy») W | mpakTHKO-
OpUEHTUpPOBaHHOE 3amaHue (hopMupyeTcs U3 TEpeuHs 3aJaHuii, MpeICTaBICHHbIX B pazaene «lIpaktuko-
OpUEHTUPOBAHHBIE 3aJJaHUS K 3aYETY»).

Kpurepun oneHuBaHus:
MakcumanbHOEe KOJHUYECTBO OayioB 3a 3adetHoe 3amanue — 100 (30 OamaoB MakCHMAaabHO 3a KaXIbId
TeopeTrudeckuii Bompoc, 40 6amioB MakKCUMaIbHO 3a TIPAKTUKO-OPUEHTUPOBAHHOE 3aJJaHuUE).

Kpumepuu oyenusanus oonoco meopemuuecko2o onpoca:

— 25-30 OamnoB  BBICTABNSIETCA  CTYACHTY, €CIM  W3JIOKEHHBIM  MaTepuan  (AKTUYECKH  BEpEH,
IIPOIEMOHCTPHUPOBAHBI INTyOOKHE HCUEPIIBIBAIOIINE 3HAHUS B 00beMe MPOIIEHHON IPOTpaMMbI B COOTBETCTBUU
C MOCTaBJIEHHBIMHM IPOrpPaMMOl Kypca LeJIMU U 3a/JadyaMu 0Oy4eHHs, M3J0KEHHe MaTepuaia Mpu OTBETE -
I'PaMOTHOE U JIOTUYECKU CTPOHHOE;

— 20-24 6amioB BBICTABISETCS CTYACHTY, €CJIM TIPOJIEMOHCTPHUPOBAHBI TBEP/IbIC M JOCTATOYHO TOJIHBIE 3HAHUS
B 00beMe MPOMIEHHOM MPOrpaMMbl TUCIUIUIMHBI B COOTBETCTBUHU C LIEISMH OOY4YEHHs; MaTepHall U3JI0KEeH
JIOCTaTOYHO IOJIHO C OTAEIbHBIMU JJOTUYECKUMU U CTUIMCTUYECKUMU TIOTPEUTHOCTMU;

— 15-19 OGamioB BBICTABIAETCS CTYIAEHTY, €CIH TMPOJAEMOHCTPUPOBAHBI TBEpJble 3HAHUS B OOBEME
MPONUJEHHOTO Kypca B COOTBETCTBHE C LEISIMH OOYYEHHs, OTBET COJEPKUT OTIENIbHbIE OIIMOKH, YBEPEHHO
HCIIPABJIEHHBIE 110CJIE AOMOJIHUTENBHBIX BOIIPOCOB;

— 0-14 Oana BeICTaBISETCS CTYAEHTY, €CJIM OTBETHI HE CBSI3aHbI C BOMPOCAMHU, JAOMYILIEHBI TPyObIe OMNOKU B
OTBETE, NIPOJIEMOHCTPUPOBAHBI HEIIOHUMAaHNE CYIIIHOCTH M3J1araéMoro BOIIPOCa, HEYBEPEHHOCTh U HETOUHOCTD
OTBETOB Ha JIONIOJHUTENbHBIE U HABOJSAIIUE BOIIPOCHI.

Kpumepuu oyenusanus npakmuxo-opueHmupo8aHHo20 3a0aHus:
— 35-40 6anI0B BBICTABIISAETCS, €CJIHM 3aJaHUE PEIICHO TTOJIHOCTHIO, B MPEJICTABICHHOM PEIIEHUH 00O0CHOBAHHO
IMOJIYYCHBI IPABUJIBHBIC OTBCTHI.

— 25-34 Ganna BBICTaBIISACTCS, €CIIM 3aJaHUE PEIICHO MOTHOCTHIO, HO TIPH OTBETE JIOMYIICHB HE3HAYUTEIIbHBIC
OIHUOKH.

— 11-24 6anna BeICTaBIAETCS, €CIIM 33JJaHUE PELICHO YaCTUYHO.



— 0-10 OanyoB BBICTABISETCA, €CIM PEIICHHE HEBEPHO UM OTCYTCTBYET.

HroroBeiii pe3yiabTar (HOpMHpPYeTCS M3 CyMMbl HAOpaHHBIX OaJUIOB 3a BBIMOJIHCHHWE 3a4YETHOTO 3aJaHHs U
COOTBETCTBYET IIIKAJIE:

— 50-100 6anoB (3a4TE€HO);

— 0-49 GamnoB (HE 3aYTEHO).

Bomnpocekl Kk 3xk3aMeny

1. [Tonstue n Buabl nHGoOpManuu. Buasr 3amuimaemon napopmaiu. OCHOBHBIE TIOJIXO/IBI B 3aIIIATE
uHpOpMaIUu.

2. Yrpo3sl. Bunbl u knaccudukaius yrpos.

3. VYa3sumocTu. Bubl yI3BUMOCTEH, IIOUCK U BBISIBICHUE YSI3BUMOCTEH.

4. Ataka. OCHOBHBIC BHJIbI KOMITBIOTEPHBIX aTaK, X KIacCHU(pUKAIIHS.

5. AKTUBHBIC U TAaCCUBHBIE aTaku. Bunpl peanusaium atax.

6. Mopenb noctpoenns atraku Cyber Kill Chain. Marpunia MITRE ATT&CK. IIpennaznadenue, cocTas,
COJIEp>KaHUE OCHOBHBIX 3TAIOB (TAKTHK).

7. Kommbrorepasie BUpychl. Buabl KOMIBIOTEPHBIX BUPYCOB. MeTOAMKH OOHAPYKEHUS U 3aIIUTHI OT
KOMITBIOTEPHBIX BUPYCOB.

8. [Taponbras 3amuta. [laponsHbIe METOIBI ayTeHTH(UKAIINN TTOJIB30BaTeNei. OCHOBHBIC (DAKTOPHI,
BIIMAIONINE HA KPUITOCTOMKOCTD MapOJIs.

0. Cnioco6s! naenTuduKaIms 1 ayreHTuduKanum (moias3oBareneit). J[ByxdakTopHas u MHOrodakTopHas
ayreHTu(ukanus. Crnocobsl 00X0aa ayTeHTU(UKALINY.

10. Bupl u crioco0b1 peanu3anuu mapoiabHBIX aTak.

11.  Ilepconanbnsie gannsie (I1/{H). Buasl nepconanbubix naHHbX. CriocoObl 00paboTKH MEepCOHATBHBIX
JAHHBIX.

12. 3amuta nepcoranbHbix AaHHbIX ([11H). Yponu 3amumennoctu [1/1H.

13. Kpunrorpadus. Kpunrorpadhuueckne Kirouu 1 anropuT™bl. Buasl mudpoBanus.

14. Onexrponnas noanuck (D11). Bunsl u npeanaznayenue D11. [Tpunnun GyHKIMOHUPOBAHUS, TOPSIOK
BbIgaun OII.

15. Kputnueckas nadopmarmonnas nappactpykrypa (KNUN) — 06beKThI, CyOBEKThI, KPUTEPHUH,
olnpeaessome npuHaaiextocts k K1UHN.

16. Conepxanue 1 mopsiaok 3TanoB kateropuposanusi KUU. Kputepuun n nokazarenn 3Ha4MMOCTH.

17. I'ocCOIIKA. TlpeanasHaueHue, peniaeMble 3a7jaui U HapaBJIE€HUE 1EATEIbHOCTH.

18. OcHoBnble mporpaMmmHo-annapaTHbie cuctembl 'ocCOIIKA. CoctaB, npeiHa3HauYCHHE.

19. SIEM-cucrema. IIpennazHauenue, IpMMEHEHHE, OCHOBHBIE PELLIAEMBbIE 3aJ1a4H.

IIpakTHKO-OpHEHTHPOBAHHBIE 3aJaHUS K IK3aMeHY

1. [Tpoananu3upyiiTe 3aKOHOAATENHCTBO, PETYIUPYIOIIEe TUIICH3UPOBAHNE B 00JIACTH 3aIUTHI
nHpopMaIuu.

2. Onuiure nporenypy NoJydeHHs JIUIEH3UU Ha OKa3aHHe yCIyr B 00JacTy 3alUThl HHPOPMALIKH.
3. Pa3zpaboraiiTe man neicTBUi MO MOATOTOBKE U MOAAY€ JOKYMEHTOB JJIS JTUIICH3UPOBAHHS.

4. Onuiure nporenypy NoJydeHHs JIUIEH3UU Ha OKa3aHHe yCIyr B 00JacTy 3alUThl HHPOpMALIUK.
5. Pa3zpaboraiiTe mian neicTBU MO MOATOTOBKE U MOAAY€ JOKYMEHTOB JJIS TUIICH3UPOBAHMS.

6. Onpenenure CyIHOCTb U COICPKAHNE KOMMEPUYECKON TallHbI B COOTBETCTBHHU C

3aKOHOJAaTCJIIbCTBOM.

7. Onwuiure npasa U 00s13aHHOCTH CTOPOH IPH OXpaHe KOMMEPUECKOi TaitHBI.

8. PazpabotaiiTe mporenypy onpeaeneHus: Cnucka CBEACHUH, COCTABIIAIONINX KOMMEPUYECKYIO TaliHY.
9. Onuimure npasa U 00s13aHHOCTH CyObEKTa IIEPCOHANTBHBIX JAHHBIX U ONlepaTopa, 00padaThIBAIOIIETO
NEPCOHAJIbHBIC JaHHBIE.

10. PaspaboTaiiTe npoueaypy 3auThl IEPCOHANBHBIX JAHHBIX B OpraHU3alllH.

11. PazpabotaiiTe monoxeHne 06 00pabOTKe M 3alTUTE TIEPCOHATBHBIX JAHHBIX B OPTaHU3aIUH.

12. OnumuTe OpraHn3aluoOHHbBIE MEPOTIPUATHS, HEOOXOIUMBIE JUTs 00ecTieueHHs 3alUThl

nHpopMaIuu.



13. PaspaboTaiiTe npoueaypy KOHTPOJIS COCTOSHUS 3aIIUThHI HHPOPMALIUH.

14. PazpabotaiiTe nponieypy pa3pabOoTKH MOJTUTHKHA O€30MTaCHOCTH TIPEATIPUSATHS.

15. Onwumute TpeOOBaHUS K 3aIIUTE EPCOHATBHBIX JAHHBIX B JICKTPOHHBIX KOMMYHHUKALIHSX.

16. PazpaboTaiiTe pekoMeHAAINHN TI0 00ECTICUCHHIIO OE30TTaCHOCTH MepeIady TePCOHATBHBIX JaHHBIX
yepe3 MuTepHer.

17. PazpaboTaiiTe pekoMeHAAINY TI0 3aIIUTE MEPCOHATBHBIX JAHHBIX B COITUATBHBIX CETAX U
MO6I/IJ'H>HI>IX annon(eHme.

18. Onumute TpeOOBaHUS K 3alIUTE IEPCOHATBHBIX JIAHHBIX B O0JAYHBIX CIIY)K0ax U OOJIBITNX
JQHHBIX.

19. Pa3paboTaiiTe pekoMeHAAINHN TI0 00ECTICUCHHIO OE30TTaCHOCTH MEPCOHATBHBIX JaHHBIX B 00JIAUHBIX
ciyx0ax v OOJBIINX JaHHBIX.

20. OnumuTte TpeOOBaHMS K 3aIIUTE IEPCOHATIBHBIX JIAHHBIX B UICKYCCTBEHHOM WHTEJUICKTE,
OMOMETPHH U MHTEPHETE BELICH.

21. PazpaboTaiiTe pekoMeHAAINHN TI0 00ECTICUCHHIO OE30TTaCHOCTH MEPCOHATBHBIX JaHHBIX B
I/ICKyCCTBeHHOM HUHTCIIICKTC, 6HOMeTpI/II/I 148 I/IHTepHeTe Belﬂeﬁ.

22. Onumure TpeOOBaHMS K 3alIUTE IEPCOHAIIBHBIX JIAHHBIX B BUICOHAOIIOICHUH.

23. Pa3paboraiiTe peKOMEHIAIMH 10 3aIIUTE IEPCOHAIBHBIX JaHHBIX B BUICOHAOTIOCHIH.

DK3aMEHAIIMOHHOE 3aJaHhe BKIIOYAeT 2 TEOpeTHdYecKux Bompoca (paszzen «Bormpocsl k sk3ameHy») u |
IIPAKTUKO-OPUEHTHUPOBAHHOE 3ajaHue ((popMupyeTcss M3 IepedHsl 3aJaHui, NPEACTaBICHHBIX B paszene
«IIpakTHKO-OpUEHTHUPOBAaHHBIE 3aJaHUS K IK3AMEHYY).

Kpurtepun onenuBanus:

MakcumanbHOE KOJIMYECTBO 0aioB 3a dk3ameHarmonHoe 3aganue — 100 (30 6a/utoB MakCUMaIbHO 33 KaXIbli
TeopeTuyeckuii Bonpoc, 40 0anaoB MaKCUMaIbHO 32 PAaKTUKO-OPUEHTHPOBAHHOE 3a[aHNUE).

Kpumepuu oyenusanus oonoco meopemuuecko2o onpoca:

— 25-30 OamnoB  BBICTABNSIETCA  CTYACHTY, €CIM  W3JIOKEHHbIM  MaTepuan  (aKTUYEeCKH  BEpEH,
IIPOIEMOHCTPHUPOBAHBI INTyOOKHE HCUEPIIBIBAIOIINE 3HAHUS B 00beMe MPOIEHHON IPOTpaMMbl B COOTBETCTBUU
C MOCTaBJIEHHBIMHM IPOrPaMMOIl Kypca LeNIMU U 3a/JadyaMu 0Oy4eHHUs, M3JI0KEHHEe MaTepuaia MpU OTBETE -
I'PaMOTHOE U JIOTUYECKU CTPOMHOE;

— 20-24 6amioB BBICTABISETCS CTYACHTY, €CJIM TIPOJIEMOHCTPUPOBAHBI TBEP/IbIC M JOCTATOYHO TOJIHBIE 3HAHUS
B 00beMe MPOMIEHHON MPOrpaMMbl TUCIUIUIMHBI B COOTBETCTBUU C LIEISMH OOY4YEHHs; MaTepHall U3JI0KEH
JIOCTaTOYHO IOJIHO C OTAEIbHBIMU JJOTUYECKUMU U CTUIIMCTUYECKUMU TIOTPELUTHOCTSMU;

— 15-19 OGamioB BBICTABISAETCS CTYIAEHTY, €CIH MPOJAEMOHCTPUPOBAHBI TBEpPJble 3HAHUS B OOBEME
MPOHJEHHOIO Kypca B COOTBETCTBHE C LEISIMH OOYYEHHs, OTBET COJEPKUT OTIENbHbIE OIIMOKH, YBEPEHHO
HCIIPABJIEHHBIE 110CJIE AOMOJIHUTENBHBIX BOIIPOCOB;

— 0-14 Oana BeICTaBISETCS CTYAEHTY, €CJIM OTBETHI HE CBSI3aHBI C BOMPOCAMHU, JAOMYILIEHBI TPyObIe OMNUOKU B
OTBETE, NIPOJIEMOHCTPUPOBAHBl HEIIOHUMAaHUE CYIIIHOCTH M3J1araéMoro BOIIPOCa, HEYBEPEHHOCTh U HETOUHOCTh
OTBETOB Ha JIONIOJHUTENbHBIE U HABOJSAIIUE BOIIPOCHI.

Kpumepuu oyenusanus npakmuxo-opueHmupo8aHno20 3a0anus:

— 35-40 6anoB BBICTABIAETCS, €CIIU 33JJaHUE PELICHO MOJHOCTHIO, B IPEACTABICHHOM PEUICHUH 00OCHOBAHHO
IIOJIyYEHBI IPaBUIIbHBIE OTBETHI.

— 25-34 Ganna BBICTABISACTCS, €CIIN 3aJaHUE PEIICHO MOJTHOCTHIO, HO TIPH OTBETE JIOMYIICHB HE3HAYUTEIIbHBIC
OLIMOKHU.

— 11-24 6anna BeICTaBIAETCS, €CIIM 33JJaHUE PELICHO YaCTUYHO.

— 0-10 OanoB BBICTABISETCA, €CIIM PEIICHHE HEBEPHO UM OTCYTCTBYET.

HtoroBelii pesynsTar hopmMupyeTcs M3 CyMMbl HaOpaHHBIX OAJIOB 3a BBIMOJIHEHHE 3a4ETHOTO 3aJaHUs U
COOTBETCTBYET ILIKAJIE:

— 84-100 6anoB (OIEHKAa «OTIIMYHO)

— 67-83 6a1oB (OLIEHKA «XOPOIIIOY)

— 50-66 GanoB (OLEHKA «yIOBICTBOPUTEIHHO)

— 0-49 6anoB (OIeHKa «HEYIOBIETBOPUTEIHEHOY)



Omnpoc

Bomnpocs! a5 onpoca S cemecrtpa:
Nudopmanust Kak 00bEKT IPABOBOTO PETyIUPOBAHUS.
CrpykTypa 3akoHoaTenscTBa PO B 06mactu nHGOpMAMOHHOHN 0€301MacCHOCTH U 3aLIUThI HH(OPMAIIHH.
OcHoHbIe 1ienmu 1 MeTobl ooecnieuenust Ub PD. Ucrounnku u Bunb yrpos b PO.
OcHOBHBIE HarpaBlieHUs obecnieueHus] HH(popMaIoHHON 6€30MacHOCTH U 3aIuThl HHpopmaruu B PO.
CtpyKTypa OpraHu3alimOHHON 3aIUThl HH(OpMAIUH.
Buas! nadopmanum, 3anmmn@aemMoi 3aKkoHo1aTeIbcTBOM PO.
[Tepeuens cBeneHnit KOHPUACHIIMAIBHOTO XapaKTepa.
Opranuzanus paboThl CO CBEIEHUSIMH, OTHECEHHBIMU K KOH(HUICHIIMATLHON HH(OpMAIIH.
[TpaBoBO#t pexuM 3amMTHl KOHPUACHIHAIBHON HH(DOpMAITUH.
. YTpO3bl yTeUKU HHPOPMALIUH 110 TEXHUYECKHM KaHaJIaM.
®opMeI 3anumaeMo HHGOpPMaIIHH.
OcHOBHBIE 00BEKTHI 3aIUTH HH(POPMAITUH.
. Knaccugukanus TexHMueCKIX KaHAJIOB YTEUKH MHPOPMALIUK.
TexHuueckue MEpONpUATHS 10 3aIUTE HH(POPMAIMH OT YTEUKH 110 TEXHUYECKUM KaHaJIaM.
OpraHu3anrOHHbIE MEPONPUATHS 110 3aLUTE HHPOPMALUU OT YTEUKU IO TEXHUYECKUM KaHaJIaM.
. Knaccugukanum yrpos 6e3onacHoctd nuHpopMauy B UHPOPMALMOHHBIX CUCTEMAX.
TpebGoBaHus K OpraHU3AIMK 3aITUTHI HHPOpMay B UHPOPMAIIMOHHON CUCTEME.
®opmupoBanue TpeOOBaHUH K 3aIInTe HH(OPMAIIMK B UHPOPMALIMOHHOM CUCTEME.
Ob6ecneuenue 3auUThl HHGOPMALMK B XO€ HKCILTyaTalluii HH(POPMAILIMOHHON CUCTEMBI.
TpeboBanust kK MepaM 3aIUTHI HHGOPMALIUHU, COAEPIKaIIEHCs B UH)OPMAIIMOHHON CHCTEME.
Omnpenenenue Kiacca 3allUIIEHHOCTH MH()OPMAITMOHHONW CUCTEMBI.
. JIuneHsupoBaHue B 00J1aCTH 3aIUTHl HHPOPMAIUH.
CTpyKTypa CUCTEMBI FOCY1apCTBEHHOTO JIMLIEH3UPOBAHMSL.
. Iopsimok mpoBeneHus TUICH3UPOBAHUS.
OCHOBHBIE JINLIEH3UOHHBIE TPEOOBAHMS U YCIOBUS B 00JIACTH 3aLIUTHI UH(OPMALIHH.
. IlepedeHb BUAOB AEATEIBHOCTH B 00JIACTH 3aLUTHI HH(OPMAIIMHU, TTOJIEKAIINX JIUIICH3UPOBAHUIO.
CtpykTypa cucTeMbl cepTH()UKALINN.
. Iopsinok npoBeneHus cepTU(UKALUU CPEICTB 3AIUTHI HUHPOPMALIUH.
Cepru¢ukamoHHbIEe UCTIBITAHUS CPEAICTB 3aIIUTHI HHPOPMALIHU.
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Bomnpocs! 115 onpoca 6 cemectpa:

30. Mopsimoxk oTHeceHuss uHpOpMAIMM K HHGOPMAIMM, COCTABIAIOMIEH KOMMEpPYECKylo TaiHy, M ee
IIPEIOCTABIICHUE.

31. Ionsrue xommepueckoii TaitHbl. [IpaBoBoe oOecrieueHne 3aMThl KOMMEPUYECKOM TalfHBI.

32. CBeneHus, COCTABJISIONIME KOMMEPUYECKYIO TalHy. CBeIeHHs, KOTOpble HE MOIYT COCTaBJATh
KOMMEPYECKYIO TalHY.

33. IlpaBa obGmagaTenst KOMMEPYECKON TaHBI.

34. Opranuzanus 3auuTbl HHOOPMAIMH HA IPEATIPUATHH.

35. OGecneyeHne COXpaHHOCTH JTIOKYMEHTOB, A€ U U3IaHHi.

36. OO0s3aHHOCTH JIMIIL, TOMYIIEHHBIX K CBECHHUSIM, COCTABIISIONINX KOMMEPUECKYIO TalHY.

37. Opranuzanusi KOHTpPOJSL 3a oOecleueHneM pekxuMa TpH padoTe €O CBEACHUSAMH, COACPKAITUMU
KOMMEPYECKYIO TalHY.

38. O06s3aHHOCTH MEpCcOHANIA OPTaHU3AIMHN TT0 COXPAHEHUI0 KOMMEPUYECKOW TalHBI.

39. Monutnka ©€30MaCHOCTH MPEONPUATHS KaK OCHOBA OPTraHU3AlMOHHOTO YIPABJICHUS 3alIUTOM
nHpopMaIuu.

40. IIpaBa u 00s3aHHOCTH pabOTHHMKA U PabOTOAATENS 110 3aIUTe KOHPHUACHIINATLHON HHPOPMAIIUH.

41. OTBETCTBEHHOCTH 3a HapyllleHHe KOHPUACHITUATHFHOCTH HH(POPMAIIHH.

42. TlpaBa u 00s3aHHOCTH CyOBEKTa NEPCOHAIBHBIX JTAHHBIX M ONEpaTopa, 00padaThIBaIOIIETro MEePCOHATbHBIC
JaHHBIE.

43. Opranu3zanys 3alUThl IEPCOHATBHBIX JAaHHBIX B OpraHU3al1y.

44. TlnanupoBaHWE MEPONPHUATHH 11O OPTraHU3AMMOHHON 3aIuTe HH()OPMAIIUK HA TTPEATPUITHH.

45. CTpyKTypa ¥ OCHOBHOE COJIEpXKaHHE TUIaHa MEPOIPUATHH 110 3aIuTe KOHPHUICHIIMATLHON HH(pOpMAIUH.



46. OpraHu3zaiys aHATUTAYECKOU paboThl B 007aCTH 3aUTHI MH(OPMAIIUN HA PEATPUSTHH.

47. OcHOBHBIC 00BEKTHI U (POPMBI KOHTPOJISI 32 COCTOSIHHEM 3aIUThI HHPOPMAIIUH.

48. OcHOBHBIE 337]a4l U METOJbI KOHTPOJISL.

49. OcHOBHBIC HaIlpaBJICHUS aHATUTHICCKON pabOTHI.

50. Opranuzanus ayauTta nHGOpMAIIMOHHON 0€30MacHOCTH TMPEANPHUITHS.

51. ®yHKUMM aHATUTUYECKOTO MOAPA3IEICHUS B 00JIaCTH 3aIIUThl MH(POPMALUK Ha TIPEIIPUSITUH.
52. OCHOBHBIE 3TaNbl AHATHTHYECKON pabOThI B 00JIACTH 3aIIUTH HH)OPMAIIMK HA TIPEIIPUITUH.
53. CopepkaHue U OCHOBHBIE BUIbl AHATUTUYECKUX OTUETOB.

54. Knaccudukanus MeTooB aHaiu3a HH()OPMAIIHH.

55. KoMnblOTEpHBIE NPECTYIUICHUS B AJIEKTPOHHOM KOMMEPIIUH.

56. UndopmanronHas 6e30MacHOCTb B 3JIEKTPOHHOW KOMMEPIIHH.

57. YOpunuueckasi OTBETCTBEHHOCTb 32 HapyLICHHE MPABOBBIX HOPM 3aIIUTHI HHPOPMAIIIH.

Kpurepun oneHuBanusi:

MakcumanbHOe KOJMYECTBO 0aUIOB, KOTOPOE 00ydaromuiicss MoxkeT HaOpaTh 3a cemecTp — 20 Oamnos (3a 20
OTBETOB).

OTBeT Ha BOIIPOC OLIEHUBAETC:

— 1 Gayut — mpaBUIIBHBIA U TTOJTHBIA OTBET;

— 0 OanIoB — HENPaBUJIbHBIM OTBET WIIM OTBET HE NPECTABJICH.

[IpakTUKO-OpUEHTHUPOBAHHBIE 3a/1aHUSI
IIpakTUKO-OpHEHTUPOBAHHBIE 3aJaHU JIA S5 cemecTpa:
3ananue 1.
Pabora ¢ UCC "KoncynbranT [Tntoc": ba3zoBsie cBoiicTBa 6e3omacHocT nHpopmanun. HopmaTuBHO-TIpaBoBast
6a3a (QyHKUMOHUPOBAaHUS cHucTeM 3amuThl MHGopMmaruu. [IpaBoBas 3amUTa NMPOrpPaMMHOIO OOECTICUCHHS
aBTOPCKUM IpaBoM. KoMmbloTepHbIE PECTYIIEHUS M1 0COOEHHOCTH UX PacCleIOBAHMUS.
3ananue 2
Pa6ota ¢ UCC «Koncynbrantllmrocy, B/l ®enepanbHoit CiryKObI 110 TEXHHYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
(OCTIK Poccun) https:/fstec.ru/: Dopmer 3ammmaemoit uHpopmaruu. OObekThl 3amuThl. DuU3HUecKue
ocHoBbl Bo3HUKHOBeHUsI TKYU. Knaccuduxarus TCP.

3amanue 3.

Pa6ora ¢ UCC «Koncynbrantlnrocy, BJ] @enepanbHoi CiiyX0bl 0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO
(®CTOK Poccum) https://fstec.ru/: TlocTpoeHne THUIIOBBIX MOJENeH yrpo3 0e30MmacHOCTH HWH(opMaIuu,
oOpabaTbiBaeMoOil B HH()OPMAIIMOHHBIX CUCTEMAX.

3aganue 4.

Cucrema mudposanus Lezaps. Hudpsr nepecTaHOBKH.

1. PeanuzoBath cucremy mudposanus lLlesaps. Cuctrema mmdposanus Llezaps, B KOTOPOM KaKIbIi
CHMBOJI B OTKPBITOM TEKCTE CIBUIAETCSI Ha OINpPEJIEIEHHOE YMCIO MO3MLUI BIepe] WK Ha3zal. Peamu3oBathb
¢yHkunu mudpoBaHus U ACMHPPOBAHUS TEKCTa C UCIIOJIb30BaHUEM cHcTeMBbl mmdpoBanus Llesaps.

2. Peann3oBaTh mUQpHI IEpeCTaHOBKH, B KOTOPBIX MOPAIOK CUMBOJIOB B OTKPBITOM TEKCTE MEHSETCS
COTJIACHO HEKOTOpo (yHKIMHU. PeanuzoBars ¢pyHKIMY MU(POBAHUS U ACIIHPPOBAHUS TEKCTA C
UCIOJIb30BaHUEM IIH(PPOB N1EPECTAHOBKH.

3. PeanuzoBath cuctemy mudpoBanus Lezaps ¢ Kiarodom.

4. Peann3oBaTh QpyHKIMM MIHPpOBaHUA U eMIU(DPOBAHUSA TEKCTA C UCIIOIB30BAHUEM CUCTEMBbI
mmdpoanus Llesaps ¢ kimodom.

IIpakTHKO-OpHEHTHPOBAHHbIE 3a1aHNs /15 6 cemecTpa:

3amanue 5.

Peanuzanuss nBycTopoHHero oOMeHa KiroueBod uH(popmarmend. [loHsTHe © Ha3HAueHUE LIEHTpa
pacnipenenenus kinrodeit. Tpedoanus duddu n Xemnmana.

PeanuzoBaTh pyHKIIUM U1 T€HEPALUHU MPOCTHIX YUCE U BEIYMCIICHUS] HANOOJIBIIET0 OOIIEero JemuTeNs.

1. Peanu3oBath GyHKIIMU JUTsl TEHEpAIMU KIIIOUYEBOW Maphl U 0OMEHa KITtoueBor nHpopmaImen ¢
UCTOJIb30BaHuEM npoTokoia Auddu-Xemnnmana.



2. PeanuzoBaTh TecTh A (QYHKIMI reHepanuy KII04eBO mapbl 1 0OMeHa KIIF04eBOi HH(OpMaITHEH.
3. PeanuzoBath TecThl A1 PYHKITUMH TeHEpAlMK KITFOYEBOM IMapbl 1 OOMEHa KIIF0UYeBOM HH(POpMaIIUEH.

3amanue 6.
Anroput™m muppoBanuss RSA. Ilporecc ¢dopmMupoBaHus KIIOUEBOW Maphl IMoyiydaTeneM, IU(pOBaHUE U
nemudpoBaHue COOOIIEHUH B Kpuntocucteme RSA.

1. PeanuzoBaTh QyHKIMM AJIS TeHEpPALMU MPOCTHIX YMCEN, BEIYUCICHHUS HAauOOIBIIEro OOIEero AeInTeNs,
HaXO0XJACHHUS 00paTHOTO AJIEMEHTA 0 MOYIIIO.

2. PeanuzoBaTh pyHKIIUM [T TEHEPALIUU KITIOUEBOW Naphl U mudpoBaHus/aemm@poBanus cOOOUICHUH C
KCIOJIb30BaHuEM ainroputma RSA.

3. PeanuzoBaTh TecTs 171 (PYHKIMI reHepanuy KII0UeBoi napsl U mudpoBaHus/aemmpoBaHus
COOOILIEHU.

3amanue 7.

DopMHUpOBaHUE NTEPEYHS CBEICHUMN, COCTABIIAIOIIUX KOMMEPUECKYIO TalHy.

1. BriOepuTe BBIMBIIIICHHYIO KOMIAHHWIO, IS KOTOpOW Oynere (opmMupoBaTh IepedeHb CBEICHHM,
COCTABJISIOLINX KOMMEPUYECKYIO TalHY.

2. OnumuTe BUIBI CBEICHHH, KOTOPBIE MOTYT COCTaBJISATh KOMMEPUYECKYIO TaHY JJISI BBIOpaHHOM
KOMITaHUH.

3. CocraBbTe MepeyeHb CBEICHNN, COCTABIISAIONINX KOMMEPUECKYIO TaifHy, /ISl BRIOpaHHON KOMITAHHH.

4. Odopmure pe3ynbTaTsl B BUIE OTYETA

3ananue 8.

Pa3zpaboTka moauTuku 6€301MacHOCTH MPEATPUITHS.

Omnpenenure ey U 3aJa41 MOJUTUKUA O€30MaCHOCTH MPEANPUSITHUS.

Onwuiure Mepsl Mo 3a1uTe HHPOpMaLUK, COOCTBEHHOCTH U TIEPCOHANA IPEAIPUATHSL.

Pa3paboraiiTe mporeaypbl 0OTBETa Ha YIpo3bl 0€30MaCHOCTH MPEIIPUITHS.

. Odopmure pe3ynbTaTsl B BUIE JOKYMEHTA IMOJIUTHKU 0€30MaCHOCTH MPEATIPHUATHS.

Kpurepun oneHuBaHus:

MakcumanbHOe KOJIMYeCTBO OasioB, KOTOpoe oOydaromuiics MoxkeT Habpath 3a cemectp — 80 GamioB (3a 4
3a/IaHMs B CEMECTD).

Kaxxnoe 3aganue oneHuBaeTcs:

— 20 6ayToB. — 3a/TaHKE BBITTOJTHEHO BEPHO;

— 19-14 6anoB. — py BBITIOJIHEHUH 3aaHUs OBLIN JONYIICHBI HETOYHOCTH, HE BIUSIONINE HA PE3YNIbTAT;

— 13-6 GamIoB. — pH BBHITOTHEHUH 33JIaHUS OBUTHA JOMYIIEHBI OITHOKH;

— 5- 1 6aI0B. — MPU BBINOJIHEHUH 33JaHuUs ObUIH JOMYIIEHBI CYIIECTBEHHbIE OIINOKH;

— 0 OanoB. — 3aJjaHKME HE BHITIOIHEHO.

3 Meroauyeckue MaTepuajbl, onpeaeisoie NPpoueaypsbl OleHUBAHUS 3HAHMII, YMEeHUIl, HABHIKOB H
(MJ1M) ONBbITA eI TeIbHOCTH, XapAKTEPU3YIOIIUX 3TaNbl (POPMUPOBAHHUS KOMIIETEHIIUA

[Tporetyps! OLIeHUBAHMS BKJIIOYAIOT B ¢€0s TEKYIIUI KOHTPOJIb ¥ IPOMEKYTOUHYIO aTTECTALHUIO.

Texymmii KOHTPOJIb YCIIEBAEMOCTH MPOBOJIUTCS C UCIIOJIB30BAHUEM OLIEHOUHBIX CPECTB, MPEACTABIECHHBIX B
II. 2 JaHHOTO IPWIOXKEHMs. Pe3ynbTaThl TEKyIIEro KOHTPOJIS JTOBOJATCS N0 CBEJEHUS CTYAECHTOB 10
MPOMEKYTOYHOM aTTECTALINH.

IIpoMeskyTOoUHasi aTTeCTALUS IPOBOIUTCA B hopMe 3a4yeTa, IK3aMeHa.

3a4eT MpOBOJUTCS MO PACIIMCAHUIO MPOMEKYTOYHOU aTTecTalii B ycTHOM ¢opme. KonmuecTBo BOIIPOCOB B
3aUETHOM 3aaHuU — 3 (2 TeopeTHUYecKHX, | MpakTUKO-OpUEHTHUPOBAHHOE 3a/JaHue). Pe3ynbrarsl arrectaluu
3aHOCSTCS B BEJOMOCTh W 3a4ETHYIO KHIDKKY cryAeHTa. CTyIeHTbl, He MpOIIEIINE MPOMEKYTOUHYIO
aTTeCTAlMIO MO IpaduKy, JOJDKHBI JIUKBHIMPOBATH 3aJ0JDKEHHOCTh B YCTAHOBJIEHHOM TOPSIJIKE.

DK3aMeH MPOBOIUTCS IO PACIIUCAHKIO TPOMEKYTOYHON aTTecTaluu B ycTHOU (hopme. KonmmdecTBo BOIIpOCoOB B
9K3aMEHALIMOHHOM 3alaHuu — 3 (2 TeopeTnyeckux, | NMpaKkTUKO-OpUEHTHUPOBAHHOE 3ajaHue). Pe3ynbrarhl
aTTecTallid 3aHOCATCS B BEIOMOCTb M 3a4ETHYIO KHIDKKY cTyaeHTa. CTyneHTbhl, He MpOIIeIIIne
MPOMEKYTOUHYIO aTTECTAlMI0 O TpaduKy, AODKHBI JUKBUAMPOBATH 3aJ0JDKEHHOCTb B YCTAHOBJICHHOM
MOPSIKE.

=



Ipuio:xxkenne 2
METOANYECKHUE YKA3AHUSA ITO OCBOEHUIO JUCHUITJIMHBI

Y4eOHBIM MIJITAHOM TIPETYCMOTPEHBI CIICTYIONINE BUIBI 3aHSITHIA:

- JIEKIINH;

- MPaKTHYECKUE 3aHSTHS.

B Xxome neKIMOHHBIX 3aHATUNA PACCMATPUBAIOTCS OCHOBHBIE TOHATHS B 00MacT HWHQPOPMAIMOHHOMN
0€30MacHOCTH W 3alUThl WH(OpMAIMK, METONbI OOHAPYKEHUS M OpPTaHM3aIlMU TPOTHUBOJICHCTBUS aTak Ha
nH(OpPMAIIMOHHBIE CETH, TPEOOBAHUS MO 3alUTe KOH(UIESHITMAILHON HH(DOpPMAIMK, TAOTCS PEKOMEHIAIIUU
JUTSI CAMOCTOSITEIILHOM paOOThI M TOATOTOBKU K MPAKTHYECKUM 3aHSITHSIM.

B xozie mpakTuuecKux 3aHATUN YrIyOJSIFOTCS U 3aKPEIUISIOTCS 3HAHUS CTYJEHTOB TI0 PSy PACCMOTPEHHBIX Ha
JIEKIUSX BOIPOCOB, Pa3BUBAIOTCS HABBIKM PEIICHUS 3a]1a4 110 3aIUTe MHPOPMAITMOHHBIX 00HEKTOB.

[Tpu mOATOTOBKE K MPAKTUYECKUM 3aHATUSM KKIBIA CTYJICHT JTOJDKEH:

- U3YYUTh PEKOMEH/IOBAaHHYIO YUEOHYIO IUTEPaATYypPYy;

- U3YYUTHh KOHCIICKTHI JICKIIHIA,

- O3HAKOMUTBCS C OMTUCAHUEM MTPAKTUUECKOU PabOTHI;

B mporiecce MOArOTOBKM K MPAKTHUYECKUM 3aHSATHSM CTYIEHTHI MOTYT BOCIIOJIB30BAThCSI KOHCYIBTAIIUSIMU
MPENo1aBaTelIs.

Bompocer, He paccMOTpeHHBIC Ha JIEKIUAX U MPAKTUYSCKUX 3aHATUSAX, TOJKHBI OBITh H3yYEHBI CTYJCHTAMH B
X0JIe CaMOCTOSTEILHON paboThl. B Xome camocTosTenbHOM pabOThI Kbl CTYAEHT O0s3aH MPOYUTATH
OCHOBHYIO M, TIO BO3MOKHOCTH, JOIOJHHUTEIBHYIO JINTEPATYPY MO M3y4aeMO TeMe, TOTOTHHUTHh KOHCIEKTHI
JIEKIIMI HEIOCTAIOIIUM MaTepHaIOM, BBHIMUCKAMH M3 PEKOMEHOBAaHHBIX MCTOYHUKOB. BBIIETUTh HEMOHATHBIC
TEPMUHBI U HAUTH UX 3HAUCHUE B DHIMKJIONEANUECKUX CIIOBAPSX.

JIisi TOATOTOBKM K 3aHATHUSIM, TEKYIMIEMY KOHTPOJIIO W TIPOMEKYTOUHOM aTTeCTallMi CTYACHTBI MOTYT
BOCTIONIb30BaThCS AJICKTPOHHO-OMOMMOTEUHBIMU cuUcTeMaMu. Takke oOydaromuecss MOTYT B3sSITh Ha JOM
HEOOXOUMYIO JTUTEPATYPy Ha aDOHEMEHTE YHUBEPCUTETCKON OMOIMOTEKN MIIM BOCIIOIB30BATHCS YUTAIbHBIMU
3aJIaMU.
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