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KA®EJIPA HNndopmannonnas 6e301acHOCTh

Pacnpe):[e.ﬂelme YaC0B IMCHHUILIMHBI 10 CEMECTPpaM

Cemectp
(<Kypc>.<Cemectp Ha 8(4.2)
Kypee>) Hroro
Henenp 8
Bun 3ansaruit vl | PO | vo PIT

Jlexun 32 132 |32 (32
IIpakTuueckue 32 132 |32 |32
Hroro ayn. 64 |64 |64 |64
KonraktHas pabora 64 (64 |64 |64
Cawm. paborta 44 144 (44 |44
HUroro 108 [ 108 | 108 | 108
OCHOBAHHE

Y4eOHBIN TUTaH yTBEPKIIEH YIEHBIM COBETOM By3a oT 25.06.2024 1. mpoTokox Ne 18.
[Tporpammy coctaBui(u): K.3.H., JOLUEHT, bonaapenko I'. A.
3aB. kadempoi: k.3.H., morieHT Paguenko HO.B.

MeTtoaudeckuii COBET HalpaBJIeHUs: [1.3.H., npodeccop Tumenko E.H.



1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 | o3HaKOMJICHHE HaBBIKaM M MeToxaM 3¢ ¢eKTuBHOTO cOopa, 0OpabOTKM W aHamM3a WHPOPMAIMH, HEOOXOAMMON Uit
BBISIBIICHUS YTPO3 U ySI3BUMOCTEH B MH(POPMALMOHHBIX CUCTEMAaX

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUA JUCHUTLITUHBI

IIK-5: cnocoGeH OpraHu30BHIBATHL U MOJJEPKUBATH BbINMOJHEHHE KOMILIEKCA Mep MO ofecrnevyeHHI0 HHEGOPMALHOHHOMN
0e30I1aCHOCTH, YIIPABJISATh 3alIUTOH 00beKTOB HH(pOpMaTH3aLHHU

B pe3yabrate ocBOeHUS JUCHMILIUHBI 00y4AIOIIMIICS JOTAKEH:

3HaTh:

- IPUHINIBI ¥ CTAHAAPTHI, PETYIHPYIOMNX HHOOPMAINOHHYIO 6€301TaCHOCTb.

- pa3HOOOpa3HbIe OIXOIBI K COOpY, XpaHEHHIO 1 00paboTKe JaHHBIX, B TOM YHCJIE OTKPBHITHIX HCTOYHUKOB (OSINT).
- METO/IbI M HHCTPYMEHTBHI BBISIBIICHHS YS3BUMOCTEH B MPOTPAMMHBIX M aIllapaTHbIX CUCTEMAX.

- HOPM ¥ [IPABUJI, PETYIUPYOIUX JSSATEIEHOCTE B chepe 00pabOTKH U 3alUTHI HH(pOpMaIHy.

(cooTtreceno ¢ naamkaropom I1K-5.1)

YMmers:

- MHTCPIPETHUPOBATh U BUSYAIU3UPOBATH PE3YJIbTAThl aHAJIN3a JJI1 IPHUHATUA peHIeHPIﬁ.

- IPOBOAUTH OILICHKY TCKYIICTO COCTOSIHUA CUCTEM 0€30ITaCHOCTH U UX yﬂBBHMOCTeﬁ.

- pa3pabaTbIBaTh CTPATETHU M TAKTUKHU 3aLIUTHl MHPOPMAIMK B 3aBUCIMOCTH OT BBISIBIEHHBIX PHCKOB.
- OIIEPaTHBHO PEarnpoOBaTh HAa MHIMACHTHI O€30MaCHOCTH 1 MUHUMH3HPOBATh UX MOCICACTBHS.
(cooTtreceno ¢ naamkaropom I1K-5.2)

Bnagern:

- paboTsI co criennanu3npoBanHbM [10 1 mHCTpYMEHTaMH T cOopa M aHaTM3a TaHHBIX

- OIIEHKH MH()OPMAINH U BBISABICHUS JIOXKHBIX MIIH HEIOCTOBEPHBIX JTAHHBIX

- mo00pa HOPMAaTUBHBIX U METOJUUECKUX MaTepHaIoOB 110 BOIpocaMm obecrieyeHns HHPOPMalHOHHONH 6e30MacHOCTH
(cooTtHeceHo ¢ unaukaropom [1K-5.2)

3. CTPYKTYPA U COAEPKAHUE TUCIUIIJINHBI

Paznen 1. Teopernyeckue U MeToAMYECKHE ACTEKTHI OCYIIECTBIEHUS c00pPa M aHAJIU3A JAHHBIX B paMKaX
HHPOPMALHOHHOMH 0e30I1acCHOCTH

Ne HaumenoBanne Tembl / Bua 3ansatus Cewtecrp Yacos Kowneres- JlutepaTtypa
/ Kype M
BBenenne B TexHOJOrMM cOopa JaHHBIX B paMKaxX OCYIIECTBICHUS
MH(OPMAIIMOHHOM 0€30TacCHOCTH 00BEKTA.
HocgaIT)Meau nHpOpPMAMOHHON  (e3omacHOCTH, e€  3HaueHHe B L1 JIL.2, 713,
’ JI1.4, J11.5, JI1.6,
1.1 | SOBPEMCHHOM MHpe. y 8 4 TTK-5 J11.7, J11.8, JI1.9,
3HaueHrne Tmporecca cOopa NAHHBIX JJIsl BBISBICHUS YSI3BUMOCTEH W 1 .2 7123
yrpo3 HHGOpMaMOHHON 0€30TaCHOCTH. .H’2 4 .JI’2 p "
O0630p TeKyHmIMX BBI30OBOB M TCHACHIMHA B HHPOPMAIIMOHHOM oo
6e3omacHocTH. / Jlek /
Beenenne B TexHONOrMM cOopa JaHHBIX B paMKaX OCYIIECTBICHUS
UH()OPMAITMOHHOM 6€30IIaCHOCTH 00BEKTa. JI1.1, J11.2, JI1.3,
[IpoBeneHue HCCJIEI0BAHUS 0 3HAYEHUU UHGOPMAITHOHHON JI1.4, J11.5, JI1.6,
1.2 |Ge30macHOCTH B COBPEMEHHOM MHpe. BEIOOp 0oOBekTa HMcciIemoBaHHS 8 4 [IK-5 JI1.7, J11.8, JI1.9,
W aHaTU3 ero IMOIXOAOB K O0ecredYeHuto WHPOPMAIHMOHHOM JI2.1, J12.2, JI2.3,
0€30MacHOCTH. J12.4, J12.5
/Tp /
BBenenne B TexHONOTWH cOopa JaHHBIX B paMKaX OCYIIECTBICHUS
WHPOPMAIIMOHHOHN 6€30MacHOCTH 00 BEKTA. JI1.1, JI1.2, JI1.3,
Bunsl kubeparak: ¢uumnar, DDoS-araku, 3moBpennoe IO, insider JI1.4, J11.5, JI1.6,
1.3 |threats u ap. 8 4 TIK-5 JI1.7, J11.8, JI1.9,
PeanwHbIC TIPUMEPBI HHITUICHTOB 0€30I1aCHOCTH. Bausane JI2.1, J12.2, JI2.3,
UH(pOPMAIIMOHHOM 6€30IIaCHOCTH Ha PEIyTAlUI0 KOMITaHUH. J12.4,J12.5
DHHAHCOBBIE MOCIESACTBHSI yTeUKH MaHHbIX. / Cp /
OTkpbIThie ncTOUHUKN HHPopManuu (OSINT)
JI1.1, J11.2, JI1.3,
OnpeneneHre OTKPBITBIX HMCTOYHHKOB WHQPOPMAIMU, WX BHIBI U 1.4, J11.5. 1.6,
1.4 3HaueHHe B KHOEepOEe30MacHOCTH. g 4 MK-5 1.7, 7118, 11,9,
[Ipumepsr ucnonb3oBanuss OSINT st paccnesoBaHUs HMHIMIECHTOB .1 0.2 1.3
(caifThl, COMATBHBIC CETH, 0a3bl TAaHHBIX ). 'H’z 4 .H,Z 5 e
00630p momyJsIpHBIX HHCTpYMEeHTOB 1uist coopa OSINT. / Jlek / T
1.5 | Otkpertsie ucrounuku napopmanuu (OSINT) 8 4 IK-5 JI1.1, J11.2, JI1.3,




Paspabotka tmana OSINT-uccrenoBaHuss MO  3aJaHHOH — TeMe

. JI1.4, JI1.5, J11.6,
(mampuMmep, aHaNM3 MyONWYHBIX HpoduiIell B CONHATBHBIX CETAX). 1.7 711.8. 711.9
C6op wuH(popManMM U TpeACTaBICHHE pE3ylIbTaloB B  BUAE J'I2.1’ J'I2.2’ J'[2'3,
npe3eHTauu (5-10 cnaidioB), BKIIOYAs HCIIOJIb3YEMbI€ UCTOYHUKH H 'J'[,2 4 .J'IDZ 5 -
meToabl. / Ilp / oo
OtxpriThie ncTouHUKN HHpopMmarun (OSINT).
IMpenmymectBa u Hemoctarku OSINT mo cpaBHEHHIO C APYTUMH JI1.1, J11.2, JI1.3,
METOIaMH JI1.4, J11.5, JI1.6,
1.6 |Tekyume TpeHABI W TEXHOJOTMM, OKa3bIBAIOUIME BIHMSHHE Ha 8 6 TIK-5 JI1.7, JI1.8, JI1.9,
pasButue OSINT. JI2.1,J12.2, J12.3,
Tpenabl B pa3BUTHM COLMAIBHBIX CET€d M BIMSHUE JAHHBIX J12.4, JI12.5
TeHeHIMI Ha cOop nHopmanuu. / Cp /
Metomoorust coopa “HpOpMAITHN JUTS obecrieueHus
nH()OPMAITMOHHOH 6E30IIaCHOCTH JI1.1, J11.2, JI1.3,
Ortansl cOopa [JaHHBIX: I[JIAHUPOBaHHWE, pealu3alds, aHaAIW3 W JI1.4, J11.5, JI1.6,
1.7 | OTYETHOCTE. 8 4 TIK-5 JI1.7, JI1.8, JI1.9,
Pasnuunble MeTomonoruu (KadecTBEHHBIS/KOTHMYECTBEHHBIE TOIXO/IbI) JI2.1, J12.2, JI2.3,
K cOOpYy NaHHBIX U HANPaBJICHUS UX MPUMEHEHHUSL. J12.4,J12.5
/ Jlex /
Metomoorust coopa “HpOPMAITHN JUTS obecrieueHus 1.1 112 113
nH()OPMAIIMOHHOH 6e30IIaCHOCTH Jll. 4: Hl. 5: Hl- 6,
18 PazpaboTka MeTtoaumku cOopa ,IlaHHLIXVILJ'DI KOHKPETHOW CHUTYyallH ] 4 K5 1.7, J11.8, J11.9,
(HampuMmep, Ui OLECHKM ys3BHMOCTeH B cucreme). [loaroroBka .1 D2 2.3
IUTaHa JIEWCTBHH, ONHCaHNEe M OOOCHOBAaHWE NPUMEHEHHS BBIOPAHHBIX .JI’E 4 .JI,Z 5 "
METOJIOB M OITUCAHNE OXKHIAeMbIX pe3ynbTaroB / Ilp / T
[Mpumepbl TpPUMEHEHHUs] Pa3THYHBIX METOJMK cOopa HHGpOpPMALUH B
PCATBHBIX CUTYALHSAX.
PaccMoTpeHme ciryyaeB HETPaBIIIBHOTO HMPHUMEHEHHS METOIUK cOopa 1.1 711.2. 7113
nmannbeix. Obecneyenre KauecTBa JaHHBIX J'Il: 4: J'Il: 5: J'[l. 6:
19 IMoaxompl kK 0OECHEYCHUIO TOYHOCTH M JOCTOBEPHOCTH COOpaHHOM 3 6 TTK-5 17118, 119,
uHopMAIIH. M2.1,712.2, 2.3
Metoabl obecriedeHUs] KOHTPOJII 332 Ka4eCTBOM JIaHHBIX Ha BCeX J'I’Z 4 J'[’Z p ’
JTanax. U
OTHKa ¥ KOHPHICHIINATEHOCTh
Tpenypl B MeTogosorusix coopa uadopmarmu / Cp /
JI1.1, J11.2, J11.3,
OTHYecKre U IPaBOBBIE ACTIEKTHI cOOpa JaHHBIX 1.4, 115, J11.6,
110 PaccMoTpeHne  3akoHOImarenbcTBA B 00JMacTH  cOopa  JIaHHBIX. 3 4 K-S 17118, 119,
DTUYecKue HOPMbI M JHWJICMMBEI B paboOTe C JaHHBIMH. PaccMoTpeHue 1 0.2 2.3
peaTbHBIX IPUMEPOB HapyIIeHws 3TUKH. / JIex / ’ H’Z 4 .JI’Z 5 "
DTUYeCKUe U TIPaBOBBIC aCMIEKThI cOOpa TAaHHBIX JI1.1, JI1.2, JI1.3,
AHanu3 3tudeckoro acmekra Tekymiero ciaydas B CMU, cBa3anHOrO C JI1.4, J11.5, JI1.6,
1.11 |HapymeHueM mpaB mpu cOope IaHHBIX. PaccMoTpeHMe U aHau3 8 4 [K-5 JI1.7, JI1.8, JI1.9,
MOCIEACTBUA W TPEAJIOKEHUN M0 yIy4lIIEHWIO TMpakTUK cOopa JI2.1,J12.2, JI12.3,
nanabIx / Ip / J12.4,J12.5
OTHYECKUE U IPaBOBBIC aCTIEKTHI cOOpa JaHHBIX
PaccMoTpeHre BONPOCOB BIMSIHUS Pa3iWddil B 3aKOHOJATEIBCTBE O
3alUTe JaHHBIX Ha MEXITyHApOTHBIE KOMIIAHHUH. 1.1 7112 7113
HccnenoBanue Bompoca, B KakMX CTpaHax JAeHCTBYIOT HauOomee J'Il: 4: J'[l: 5: J'[l: 6:
Liz o vopus b hepe chors v 1 s Hepmemma| | | nes |z ms
By ayiem. JIZ.Jl_[,2 JZZJ%[,Z J152.3,
PaccMoTpeHre  MOTCHIMATBHBIX  HM3MCEHEHHH, KOTOpPBIE  MOTYT T

HpOH30ﬁTH B 3aKOHOAATCJIBCTBE H3-3a TCXHOJIOTHMYCCKHUX W3MEHEHUH U
obmectBeHHOro MHeHus. / Cp /

Paznes 2. [IpakTuyecKkue acnekThbl OCYLeCTBJIEHUS cO0pa U aHAJIN3a IAaHHBIX B paMKaX HH(OPMALMOHHON 0e301acHOCTH

Ne HaumenoBanue Tembl / Bua 3ansiTus Cewtecrp Yacos Komneren- Jlutepartypa
/ Kype M1
OCHOBBl MOHUTOPHHIA CHUCTEM HMH()OPMALMOHHONW O€30MacHOCTH U
cOopa JI0roB JI1.1, J11.2, JI1.3,
BBenenue B 1orupoBaHue: 4TO TAKOE JIOTH U 3a4€M OHH HY KHBI. JI1.4, J11.5, JI1.6,
2.1 |Pa3HOBHIHOCTH JIOTOB: CUCTEMHBIE, CETEBBIE, TPUIOKEHUSL. 8 4 TIK-5 JI1.7, J11.8, JI1.9,
[TpuHIUIBI cOOpa M XpaHEHHS JIOTOB, BKJIFOYAs CTAHIAPTHI. JI2.1,J12.2, JI12.3,
3Ha4YeHUE aHATN3a JIOTOB B MH()OPMAMOHHOH O€30TTaCHOCTH: J12.4,J12.5

Ponb ananm3a JIOroB B BBEISIBJICHUH WHOUACHTOB U YTPO3.




OCHOBHBIC TEXHUKH aHATN3a; KOPPEILLIHS, TaTTEPHbI, aHOMAIIHH.
ITpuMepsl UCMOIB30BAHUSI JIOTOB JUIS PACCIICAOBAHUS HMHIMICHTOB. /
Jlex /

o o i 6 JI.1, JI1.2, J11.3,
6CH0BLI FMBOHI/ITOpI/IHFa cucteM WH(OPMAIMOHHON 0e30MacHOCTH U 1.4, 115, 116,
22 |Dopadnoro TK-5 JT1.7, 7118, JI1.9,
O3HakOMJIEHHE C TPHHOUIAMH pabOTBl C JIOTaMH, aHalu3a U 1 2 7123
BBISIBIICHHS BO3MOYKHBIX HHIUIEHTOB M YTPO3 Ha OCHOBE JIoroB. / [1p / .J'[’2 4 .J'[’2 5 -
OGC;IOBLL rgA]:)HPITOpI/IHFa cucteM HWH(OPMAIMOHHON 0e30MacHOCTH U JIL1, J11.2, J11.3,
IC/I pa JIOTOB. i J11.4, JI1.5, J11.6,
73 3y4eHHEe KOHKPETHBIX CIy4acB U MPUMEPOB M3 PEATbHOW >KU3HH, T K5 1.7, J11.8, J11.9,
AHAIM3 JIOTOB MPHBEJI K YCICITHOMY BBIBICHUIO HHIUICHTOB.
JI2.1,J12.2, J12.3,
UccnenoBanue Oymymux TPEHIOB B JIOTHPOBAHHM M MOHHUTOPHHTE, 4. 705
TaKHe KaKk ManmmHHoe o0ydenue u aproMarmsanus. / Cp / oo
[Tpumenenue METOZIOB M TEXHONIOTHIL JUIL aHATH32 CETEBOTO Tpapuka JIL1, JT1.2, 0113,
g:ILIHBHeH}?; a}II/IOMamiH. TBJICHUSI MOHUTOPUHT: TH. MeToabl L4, JI1.5, JI1.6,
24 peleNieHne W IeNb OCYIIeCTBIE OHUTOpPHHTA CeTH. MeTox K5 1.7, J11.8, J11.9,
MOHUTOpPHHTA.  VHCTpyMEHTHl JUII MOHHTOpPWMHTAa W  aHaIW3a
. N J12.1,J12.2,J12.3,
nHPOPMAIMOHHOM Oe3omacHOCTH. AHanmu3 aHoMmanuid. Hampasnenus u 4 105
MpaKTHKa IPAMEHEHHs MOHUTOpHHTa ceTH. / Jlek / o
[TpuMeHeHrne METOJOB M TEXHOJIOTHH ISl aHaIHM3a CETEBOro Tpaduka JI.1, JI1.2, JI1.3,
¥ BBISIBJICHHS aHOMAJIHH. JI1.4, J11.5, JI1.6,
2.5 |IlpumeHeHHE UWHCTPYMEHTOB MOHUTOPHMHIA CE€TH JJI  aHauu3a [IK-5 JI1.7, JI1.8, JI1.9,
Tpapuka, BBIIBICHHA aHOMAIMHA ¥ (OPMHPOBAHHSA OTUYETOB IO J12.1,J12.2, J12.3,
6e3omacuocTu. / I1p / J12.4,J12.5
[MpuMeHeHne METOOB M TEXHOJIOTHH IS aHATH3a CETEBOTO TpaduKa
¥ BBISBJICHHS aHOMAJIHH. JI1.1, JI1.2, JI1.3,
PaccMoTpenue HampapiieHWH TPUMEHEHHS OpraHu3alMsIMH  PasHbIX JI1.4, J11.5, JI1.6,
2.6 |cexkTopoB (puHaHCOBSIH, MEAULUHCKUH, TIPOMBIIICHHBIIT) [IK-5 JI1.7, JI1.8, JI1.9,
MOHHUTOPHHTIA CETH ISl IOCTHKEHUS CBOMX IIeJiel 6€30MacHOCTH. JI2.1,J12.2, JI2.3,
Kakue w3BecTHbIE MHIUICHTHI 0€30MAaCHOCTH OBUIM TMPEAOTBPAIICHBI J12.4, JI12.5
WJIH BBISIBJICHBI C TIOMONIBbIO MOHHTOpHUHTA ceTtu? / Cp /
Anroput™M cOopa MaHHEIX IO HWH(MOPMAIMOHHOW O0€30IIacHOCTH Ha
OOCHOBe OnpoCcoB. Pasnat Burt y JI1.1,J11.2, J11.3,
nrl)deTz[eJLePIIme nenu ompoca. Pa3spaboTka ompocHuka. Bridop meneBoit J1.4. 115, 1.6,
2.7 |ByATTOPHH. TK-5 1.7, 1.8, J11.9,
Beibop wmeroma cOopa mamHbIX. IlpoBemenme ompoca. Coop M1 2 7123
XpaHeHue AaHHBIX. AHanmu3 naHHbIX. [loarotoBka otuyera. OOparHas .J'[’2 4 .J'[’2 5' ’
CBSI3b U KOPPEKTUPOBKA oo
/ Jlex /
. JI1.1, J11.2, J11.3,
AnroputMm cOopa JaHHBIX IO WH(POPMAIMOHHOW OE€30MacHOCTH Ha 1.4 711.5. 711.6
g |ocHoBe ompocos. Pazpabotka wu MpOBE/ICHNE  ONpOC LA cbopa K-S 17118, 119,
JNAHHBIX O  COCTOSHMHM  WHGOPMAIMOHHON  0E30MacHOCTH B
OpraHu3allvy, aHATN3 TIOTy4eHHBIX pe3ynbraros / [Ip / 2.1, 112.2, J12.3,
Prafu3atid, Y pesy P 2.4, 712.5
AnroputMm cOopa JaHHBIX IO WH(POPMAIMOHHOW OE€30MacHOCTH Ha JIL1,JT1.2, 0113,
OCHOBE OTIPOCOB. 1.4, 115, 116,
Opranmanust ~ 3(¢GeKTHBHOrO  mporecca cOopa  JaHHBIX 1O
2.9 - IK-5 JI1.7, J11.8, J11.9,
WHPOPMAIIMOHHON 0e30MacHOCTH Ha OCHOBE OMNPOCOB, pa3padoTka 0.1 122 123
HAJCKHBIX MEp MO 3amuTe HH(pOpMAlMd Ha OCHOBE pPE3YJIbTaTOB .J'[’2 4 .J'[’2 5' ’
poBeieHHbBIX onpocoB / Cp / e
TexHoMOTHS cbopa “HpOpMAITIH npu OCYIIECTBIICHUH
JIOKYMEHTOO0OpOTa B KOMIIAHMM B  paMKax  oOecredeHust
HH(pOPMAILIMOHHOHN OE30IaCHOCTH.
OmnpezencHue THUMOB JOKyMeHTOB. Kitaccudukamus JTOKYMEHTOB IO
YPOBHIO  YyBCTBUTENBHOCTH  (HampuMep,  KOHQHUIACHIHATIbHBIE,
OTPaHUYEHHOTO MOCTYIA, OTKPBITHIE). [IpaBuna XpaHeHHs W Mepenadu JI.1, JI1.2, JI1.3,
IUIS K&KIOTO THIA JOKYMEHTa. ABTOMaru3alus JIOKYMEHTOOOOpOTa. JI1.4, J11.5, JI1.6,
2.10 | Ucnonp3oBanue SJIEKTPOHHOU ITOIITHCH IS TOBBIIICHUS TIK-5 JI1.7, JI11.8, JI1.9,
6e30ImacHOCTH ¥ YHPOIIEHHS IIPOIEcca COTTACOBAHMS JOKYMEHTOB. J12.1,J12.2, J12.3,
BesomacHple  KkaHanbl mepenadud  AaHHBIX. KOHTponab  jgocryma. J12.4, J12.5
MOHUTOPHHT W ayJTuT JOKYMEHT0000poTa. Pa3paboTka HHCTPYKIIMA
mo OesomacHOM paboTe ¢ KOHMOUACHIHATGHBIMH JIOKYMEHTAMH.
XpaHeHre W pPE3epPBHOC KOMHpOBaHHE. Pa3paboTka © BHEAPCHUE
BHYTPCHHEH  IONUTUKH IO  JOKYMEHTOOOOpPOTY,  KacaloI[uecs
00paboTKM U XpaHEHUs JTOKYMEHTOB. / JIek /
2.11 | Texnonorus cbopa nHpopMarmn npu OCYILIECTBIICHUH IK-5 JI1.1, J11.2, JI1.3,




JOKYMCHTOO00pOTa B  KOMIAHHM B  paMKax  OOecredYeHHs
nH()OPMAITMOHHOH 0e30IIaCHOCTH.

Anamu3 ¥ TOBBIIEHHE A(P(PEKTHBHOCTH JOKyMEHTOOOOpOTa B JI1.4, JIL.5, JI1.6,
KOMMaHuH. M3ydeHue TEXHONOTUH W TOJAXOJOB K OOECIEeYCHHUIO JI1.7, J11.8, JI1.9,
nHpOpMAMOHHOH  0e30macHOCTH B JOKyMeHTooOopote. OreHka JI2.1,J12.2, J12.3,
CYIIECTBYIOIIUX MTPOIECCOB JOKYMEHTO000POTa B KOMITAHHH. J12.4,J12.5

Pa3paboTka  pexkoMeHAaWMH MO  TMOBBILICHUIO 3 (HEKTUBHOCTU
nporiecca foKkymenToodopora / Ilp /

TexHonorus coopa HHpOpMAITH npu OCYIIECTBIICHUH

JIOKYMEHTOO0OpOTa B KOMIIAHMM B  paMKax  oOecredeHust

uH(pOPMAILIMOHHOHN 6E30IIaCHOCTH. JI1.1, JI1.2, JI1.3,

PaccMoTpenne  myymmx =~ NpakTHK  yOpPaBIEHUS — JOCTYNOM K JI1.4, J11.5, JI1.6,
2.12 | toKyMeHTaM B OpraHU3aluH. 8 4 TIK-5 JI1.7, JI11.8, JI1.9,

Puckmu, cBs3aHHBIE €  OJEKTPOHHBIM  JOKYMEHTOOOOPOTOM U J12.1, J12.2, JI2.3,

MHUHUMH3AUHUS HUX [IOCIEACTBUHM. BlHsAHHE TEXHOJOrHHM OOJIAYHOTO J12.4, JI12.5

XpaHeHUs " nepeaadn JTAaHHBIX Ha 0e30MMacHOCTh

nokymeHtoobopota. / Cp /

Paspen 3. [IpomexyTounasi arrecTanus

Ne HaumenoBanue Tembl / Buna 3ansitust C/ell\g;;:p Yacos KONII::/Ie“TeH_ Jlutepartypa
JI1.1, JI1.2, JI1.3,
JI1.4, J11.5, JI1.6,
3.1 |3auer/3auér/ 8 0 TIK-5 JI1.7, J11.8, JI1.9,
JI2.1,J12.2, J12.3,

J12.4,J12.5

4. ®OH/JI OLIEHOYHBIX CPEJICTB

CrpykTypa u conepkanue (oHAA OLEHOYHBIX CPEACTB Ul MPOBEICHUS TEKYIIEH M IPOMEKYTOYHOW aTTECTAllM IIPE/CTABICHHI B
[Ipunoxennn 1 k pabodeit mporpaMMe AUCITATUINHEIL.

5. YAEBHO-METOAUYECKOE U HHO®OPMALIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. OcHoBHas qUTEpaTypa

ABTOpBI, 3arnasue WznarenscTBO, roa Konug-Bo
JI1.1 | ABepuenkos B. . Aynut uHdopmarnonHoit 6e3onacHocTr: yuebnoe | Mocksa: ®JIMHTA, 2021 https://biblioclub.ru/inde
mocobue x.php?
page=book&id=93245
HEOIPaHUYECHHBII
JOCTYIL JUTst
3apEerUCTPUPOBAHHBIX
NoJIb30Bareseit
JI1.2 | Tumenko I1. A., be3omacHOCTh 3IEKTPOHHOTO IOKYMEHTO000pOTA: Mocksa, bepnun: Tupekt- | https:/biblioclub.ru/inde
Kazaxos 10. M., yueOHOe ocodue Menua, 2021 x.php?
Oununmos P. A., page=book&id=602225
®ununnosa JI. b., HEOTpaHUYEHHbIN
Kysemenko A. A., TOCTYII JIs
Tumenko A. A. 3aperuCTPUPOBAHHBIX
[0JIb30BaTelIei
JI1.3 | Mupomaukos, A. M., | OcHOBBI HH()OPMAIIOHHOH 6€3011aCHOCTH 1 Jlnnenk: Jlnnenkuit https://www.iprbooksho
Cricoes, A. C. 3aIuTa HHPOPMAIUH: yaeOHOe TToco0re rOCYAapCTBEHHBIN p.ru/128718.html
TEXHUYECKHUI HCOTPAHIYCHHBIA
yHuBepcutet, ObC ACB, AOCTYIT 4TSt
2022 3aperrCTPUPOBAHHBIX
ToJIb30BaTeNneit
JI1.4 | Kupenbepr, A. T. Nudopmarronnas 6e30mMacHOCT COBPEMEHHBIX Kemepogo: Kysbacckuit https://www.iprbooksho
OTepAIMOHHBIX CHCTEM: Y4eOHoe mocodue rOCYapCTBEHHBIH p.ru/128393 . html
TEXHUYECKUN YHUBEPCUTET HEOrPaHHICHHBIH
nmenu T.0. ['opbauesa, JOCTYTI 1A
2022 3apEeruCTPUPOBAHHBIX
oJIb30BaTeNeit




ABTOpBL,

3arnasue

UznarenscTBO, TO

Komnnu-Bo

JI.5

Banmuna, A. T,
Munxkuna, T. B.

I'ymaHHuTapHBIE IPOOJIEMEI 00ECTIeYeHHS
nHdopmamoHHol Ge30macHOCTH: yueOHOe
nocodue (Kypc JeKIHid)

Crasponoins: CeBepo-
KaBkazckuii penepanbHbIit
yHUBepcuret, 2021

https://www.iprbooksho
p.ru/135681.html
HEOTpaHWYEHHBIN
JOCTYI JIst
3apeTUCTPUPOBAHHBIX
T0JIb30Baresnen

JI1.6

Bbonpapuyk H. B.

Busnec-pa3zBeska: mpakTukyM: yuebHoe mocodne

Mocksa: JlamkoB u K°,
2022

https://biblioclub.ru/inde
x.php?
page=book&id=696968
HEOTpaHUYEHHBIN
JIOCTYII JUIs
3apEerHCTPUPOBAHHBIX
10JIb30BaTeJIei

J1.7

Tpaiines B. A.

CucTteMHBIH TOAX0A K 00eCIeUeHHIO
HHPOPMALMOHHOH 0€30MacCHOCTH MPeNIpUATHS
(¢upmsl): MOoHOTpadus

Mocksa: amkoB u K°,
2022

https://biblioclub.ru/inde
x.php?
page=book&id=698555
HEOTPaHUYEHHBIN
JOCTYTI JUTS
3apeTHCTPHPOBAHHBIX
oJIb30Bareleit

JI1.8

Tpaiines B. A.

CoBeplIeHCTBOBaHNE HH()OPMATMOHHON CHCTEMEI
OpraHM3alNHN YIPABICHUS MPEIIPHITHEM,
00beIMHEHNEM: OTeUECTBEHHAs IIPAKTHKA:
MOHOTpadus

Mocksa: JlamkoB u K°,
2023

https://biblioclub.ru/inde
x.php?
page=book&id=698559
HEOTpaHWYEHHBIN
JOCTYII JUTS
3aperucTPUpPOBaHHBIX
T10JIb30Barenen

JI1.9

llep6a E. B., Illepba
M. B., Marazes A. A.,
Maep O. B.

[IpoTuBoEiCTBHE CETEBBIM aTakaM B JOKAIbHBIX
ceTax: yaeOHoe nocodne

Omck: OMckuii
rOCYZAapCTBEHHBIN
TE€XHUYECKUI yHUBEPCUTET
(OMI'TY), 2021

https://biblioclub.ru/inde
x.php?
page=book&id=700833
HEOTpaHUYEHHBIN
JOCTYTI JUTS
3aperHCTPUPOBAHHBIX
M0JIb30BaTeNen

5.2. JlonoJHUTENbHAS JINTEPAT

ypa

ABTOpBI,

3arnaBue

H3parenscTBO, TOI

Komnua-Bo

J12.1

PrrtenkoBa O.

NHdpopmanonHas 6€30MacHOCTb: KypHal

Mocksa: 'POTEK, 2014

https://biblioclub.ru/inde
x.php?
page=book&id=238446
HEOTPaHUYEHHBIN
JOCTYTI JUIS
3apEeTHCTPHPOBAHHBIX
NoJIb30Baresieit

J12.2

Agepuenkos B. U,
PeiToB M. 10O,
Konppamuu I'. B.,
Pynanosckuit M. B.

Cucremsl 3amuThl THOOPMAIUH B BETYIINX
3apy0eKHBIX CTpaHax: yueOHoe rmocodue

Mocka: ®JIMHTA, 2021

https://biblioclub.ru/inde
x.php?
page=book&id=93351
HEOTPaHUYEHHbIN
JOCTYTI IS
3aperuCTPUPOBAHHBIX
T10JIb30Baresnen

2.3

Agepuenkos B. U.,
PeiroB M. 10.

Crnyx06a 3ammThel THQOpMAIH: OPTaHU3aIHS 1
yhpaBJieHue: yaeOHoe mocoone

Mocksa: ®JIMHTA, 2021

https://biblioclub.ru/inde
x.php?
page=book&id=93356
HEOTpaHUYEHHBIN
JIOCTYI JUIst
3apPErUCTPUPOBAHHBIX
T10JIb30BaTeNnen

2.4

Jlykam 1O. A.

busHec-pa3Beika Kak COCTaBIIAIONIAs 0OecIeYeHNUs
0e30IacHOCTH M Pa3BUTHUS OM3HEca: ydeOHOe
nocobue

Mocksa: ®JIMHTA, 2017

https://biblioclub.ru/inde
x.php?
page=book&id=114954
HEOTPaHUYEHHBIN
JOCTYTI JUTS
3aperHCTPUPOBAHHBIX
NoJIb30Bareseit




ABTODBI, 3arnaBue H3parenscTBO, 1O Komnnu-Bo

JI2.5 | Benosunkuii, K. b. KomMepueckuii IMUOHaXK (TPOTUBOICHCTBHE): Mocksa: HayuHnsrit https://www.iprbooksho
yueOHOe ocoOue KOHCYJIBTaHT, 2020 p.ru/110596.html
HEOrpaHU4YCHHBIU
JOCTYII JUTS
3aperucTPUpPOBaHHBIX
T0JIb30Baresnen

5.3 IlpodeccuonanbHbie 02361 JTAHHBIX U HH(OPMALHOHHBIE CIPABOYHBIE CHCTEMBI

NCC "KoncynprantlLimroc"

baza JIaHHBIX JIEHCTBYIOMIUX CTaH/IapTOB o HAaIIPaBJICHUIO "NndopmaronHas be3onacuocts"
https://www.gost.ru/portal/gost/home/standarts/InformationSecurity

OdunmaneHelii caiit @exepanbHOi CITykKOBI IO TEXHHYECKOMY U SKciopTHOMY KoHTpoto (PCTOK Poccun)//fstec.ru

5.4. IlepeueHb MPOrPaMMHOr0 o0ecedeHust

OneparmonHnas cuctema PEJ] OC
LibreOffice

5.5. quﬁﬂo-MeTozm'{ecmle MaTepuaJibl 1JIs1 CTYACHTOB ¢ OrPAHHYC€HHBIMY BO3MOKHOCTAMMU 310POBbSL

IIpu HEoOXOTUMOCTH IO 3aiBICHHIO OOYYAIOMIErocsl C OrPaHHMYCHHBIMH BO3MOXHOCTSIMU 370pPOBbS  y4eOHO-METOAUUYECKHE
Marepualbl MpeOCTaBISIOTCS B (pOpMax, aganTHPOBAaHHBIX K OTPaHUMUYCHHAM 3710pOBbs M BocupusaTHs uHpopmanmu. s mmm c
HapyImIeHNSIMA 3peHusA: B (opMme aynuodaiina; B medaTHOH (opMme yBeTHMUeHHBIM ImpupToM. s TUI ¢ HapymICHHSMH CIyXa: B
(opMe DNIEKTPOHHOTO JOKYMEHTa, B medarHod ¢Qopme. ns U ¢ HapyMIEHHSMH OIOPHO-JIBHUIATEIFHOTO ammapara: B (opme
JJIEKTPOHHOIO JOKYMEHTa; B eUaTHOH dopme.

6. MATEPHUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIITUITJINHBI

IToMemenns s BceX BHAOB pabOT, MPETyCMOTPEHHBIX y4eOHBIM IUIAHOM, YKOMIUIEKTOBAaHBI HEOOXOAMMOH CHEenMaTn3HpOBAaHHOH
yueOHOM MeOeNbIo U TEXHUYECKUMH CPEICTBaMU 00yUCHUS:

- CTOJIBI, CTYJIBS;

- IEPCOHAITBHBIA KOMITBIOTEP / HOYTOYK (TIEPEHOCHOI);

- IIPOEKTOP;

- OKpaH / UHTepaKTUBHAs J10CKa.

7. METOAUYECKHUE YKA3AHUSA JJIS1 OBYYAIOIIIXCA IO OCBOEHHUIO JTUCITUITJINHBI

Metoauueckre yKa3aHus 0 OCBOSHUIO UCIMILIMHBI IpeACTaBleHbl B [Ipunoxkenuu 2 k paboueit mporpaMmMe JUCHUILIAHBL.




IIpuiaoxenne 1

®OH/I OHEHOYHbIX CPEJICTB

1. Onucanue moka3arejei u KPUTEPUEB OLICHUBaAHUSA KOMIIeTEeHIIMH Ha PAa3JMYHLIX 3Tanax ux
(l)OpMI/IPOBaHI/IH, OIMMCAHUEC KA OHCHUBAHUA

1.1 IToka3aTenu U KpUTEPUU OLIEHUBAHUS KOMIETEHIIUMN:

3VH, cocrasisroiime
KOMIICTCHIIUIO

Tloka3arenu olieHUBaHUSI

Kpurepuu onieHuBaHus

CpenctBa
OLCHHUBAHUA

IIK-5: cnocobeH opraHn30BbIBATH U MO/ePKMBAThH BbINOJHEHHE KOMILJIEKCa Mep 110
obecrieyeHN 0 MHGOPMALMOHHOI 6€30I1aCHOCTH, YIIPABJISITH 3alIIUTOH 00beKTOB HH(hOpMaTH3ALMHU

3 - IpUHLMIIBI U CTaHAAPTHI, | JleMOHCTpUpyeT MOHUMaHKe [TonHoTa N O — (1-65)
PEryIHpYIOMHX 0COOEHHOCTEN MpUMEHEHUs COJIEP’KATEIbHOCTh OTBETA;
MH(OPMaLIMOHHYIO CTaH/IapTOB MH(OPMALIMOHHON YMEHHE NIPUBOJUTH B3- (1-32)
0€3011aCHOCTb. 0e301MacHOCTH B pamMKax cOopa IPUMEpPHI; yMEHUE

- pa3HOOOpa3HbI€ MOAXO/BI K | JAHHBIX, OMMCHIBAET OCHOBHbBIE OTCTauBaTh CBOIO MO3UIIMIO;

cbopy, XpaHEHHIO U MOJIXO/IBI K cOOpY, XPAaHEHHUIO U YMEHHE MOIb30BATHCS

00paboTKe TaHHBIX, B TOM 00paloTKe TaHHBIX, METOJIbI U JIOTIOTHUTETIbHOM

YHCIIe OTKPBITHIX WHCTPYMEHTHI BbISIBJICHUS JUTEepaTypou pu

nctouHnkoB (OSINT). YSA3BUMOCTEN, HOPMBI U MPaBUJIa MOJICOTOBKE K 3aHSTHUSAM;

- METOJIbl 1 HHCTPYMEHTBI 00paboTku nHGopMauu AJs COOTBETCTBUE OTBETOB

BBISIBJICHUSI YS3BUMOCTEH B | MOATOTOBKH K 3a4€Ty, OMPOCY MaTepuasam JIEKIHH U

IIPOrPaMMHBIX U y4eOHOI1 TuTeparypsl,

anmapaTHbBIX CUCTEMAX. CBEIICHUSM M3

- HOPM H IIpaBuII, MH(POPMALIMOHHBIX PECYPCOB
PETYJIMPYIOIIUX HNutepner

NEeSITENHHOCTH B chepe

00pabOTKH M 3alTUTHI

nHpopmaIuu.

VY - uHTEpNIpETUPOBATH U OcyuiectBisieT oneHky coctosiHust | [lomHoTa u 1103 — (1-8)
BHU3YyaJIM3UPOBATH cucTeM 0e30I1aCHOCTH, aHAJIU3 COJIEP/KATENBHOCTD

pe3yJIbTaThl aHAIU3a IS yTPO3 U ysI3BUMOCTEH, BBIIIOJIHEHHOT'O ITPAKTUKO- 33 —(1-10)
IIPUHATHS PEILICHUN. OIlEpaTMBHOE pearnpoBaHUE Ha OPUEHTUPOBAHHOIO

- IPOBOJUTH OLIEHKY UHIIUJICHTHI 0€3011aCHOCTH, 3aJaHus;

TEKYLIETO COCTOSIHUS pa3paboTKy CTpaTeruu U TAKTUKU | 000OCHOBaAHHOCTb

cucTeM 0e30laCHOCTU U UX | 3allUThl HH(MOPMAIMK HA OCHOBE oOparieHus K

YSI3BUMOCTEM. COOpaHHBIX JaHHBIX B Ipoliecce npodeccuoHaIbHbIM 0a3aM;

- pa3pabaThIBaTh CTPATETUU | BHIOJHEHUS IPAKTUKO-

Y TAaKTUKHU 3aIUThI OPUEHTUPOBAHHOIO U 3a/1aHus K

uHpopMaluu B 3a4eTy

3aBUCHUMOCTH OT

BBISIBJICHHBIX PUCKOB.

- OIIEPAaTUBHO PEearupoBaTh

Ha WHIUJICHTBI

0€301acHOCTH U

MHUHUMHU3HPOBATH UX

IIOCJICACTBHS.

B — HaBbIKAMU Hcnons3yer HHCTPYMEHTHI 11 ITonnora n 103 - (1-8)
- paboTHI €O cOopa 1 aHanM3a JaHHBIX, COJIEP/KATENBHOCTD
cnenuanu3upoBanHbiM [10 1 | MpoU3BOAMT OLIEHKY MH(GOPMALIUK | BHIIOJIHEHHOT'O PAKTUKO- 33 - (1-10)

HHCTPYMCHTAMU JJId c60pa
K1 aHajIn3a JaHHBbIX

Y BBISBJISIET JIOKHBIC U
HEJIOCTOBEpPHBIE JaHHBIE,
OCYHIECTBIISIET OUCK U TTOJI00D

OpPUCHTHUPOBAHHOI'O 3alaHUs,
FJIY6I/IH8. aHaJlu3a,
HCIOJIb30BAHUEC PA3JIMIHBIX




- OLICHKHA I/IH(bOpMaL[I/II/I 58 HOpMaTI/IBHBIX U MCTOAUYCCKHUX NCTOYHUKOB I/IH(i)OpMaI_[I/II/I
BBISIBJICHUS JIOXKHBIX WU MAaTepUaIoB 110 BOIIPOCAM WHTepHeT pecypcos, B
He[[OCTOBeprIX JAHHBIX O6eCHe‘-IeHI/ISI I/IH(bOpMa]_[I/IOHHOI\/JI oeisax OCYH.[GCTBJIGHI/ISI

- M0,100pa HOPMATHUBHBIX U | O€30MMaCHOCTH B MPOIIECCEe OTIPEICIICHHBIX 3TAIOB
METOAUYECKUX MATEPUAIIOB | BBIIIOJIHEHUS IPAKTUKO- UH(POPMALMOHHO-

10 BOIIPOCaM OOCCIICYCHUsI | OPHEHTUPOBAHHOIO M 33 JaHHs K AHAIMTHYECKOM
UH(OOPMAITMOHHOU 3a4eTry JIESITENIBHOCTH;
0e30I1acHOCTH

O — onpoc, B3 — 6onpocwl k 3auemy, 1103 - npakmuxo-opuenmuposanusie 3a0anus, 33 — 3a0anus K 3a4emy

1.2 Hlkanbl OLlEeHUBAHUSL:
Tekymmii KOHTPOJb YCHEBAEMOCTH M TIPOMEXKYTOYHAs aTTECTAIlMsl OCYIIECTBISIETCS B paMKax
HaKOMUTENIbHOHN 0aIbHO-peHTUHT0BOM crucTeMbl B 100-0annbpHOM 1mKane:

50-100 6ayIoB — «3a4TEHOY
0-49 GayIoB — «HE 3aYTEHOY»

2. TunoBble KOHTPOJIbHbIEC 33/IaHUSI MM HHbIEe MAaTepHaJibl, HeOOXOAUMbIEe ISl OLEHKHM 3HAHUIA,
YMEHHUil, HABBIKOB M (MJIM) ONBITA JAEATEIbHOCTH, XAPAKTEPHM3YIOIIHMX 3Tanbl (POPMHPOBAHUSA
KOMIIeTeHIHii B Mpolecce 0CBOEHNsI 00Pa30BaTeIbHOI MPOrpaMMbl

Bomnpocs! k 3auery

1. Uto takoe nHpopmManmonHas 6€30MacHOCTh ¥ MOYEMY OHA BaKHA B COBPEMEHHOM MHpE?

2. OnummuTe OCHOBHBIE KOMIIOHEHTHI MH(POPMAITMOHHON 0€301TacCHOCTH.

3. Kak cOop maHHBIX CITOCOOCTBYET BBISBICHUIO YSI3BUMOCTEH U yrpo3 HHOOPMAITMOHHONW O€301acHOCTH?
4. Kakuie TeKyIne BbI30BBI CTOST Mepel HHOOPMAITMOHHOW 0€30MacHOCThIO?

5. Yrto Takoe oTkphIThie HcTOUHUKH HHpopManuu (OSINT)? [IpuBenure mpumepsl.

6. B xakux cepax kubdepode3omacHoctu npumensiercst OSINT?

7. Kakue THOBI OTKPBITBIX HCTOYHUKOB WHGOPMAIMM MOXKHO HCIONb30BaTh JJISI paccieoBaHus
UHIMJIEHTOB?

8. HazoBute nomymnspasie nHCTpYMeHTHI 111 coopa OSINT u kpatko onummTe uX (pyHKIIHOHAIL.

9. KakoBbl OCHOBHBIE 3Tarbl cOOpa JaHHBIX IS oOecredeH sl HHPOPMAIIMOHHOM Oe30nmacHoCTH?

10. B yem pa3Huna Mex1y KaueCTBEHHbIMH U KOJIMYECTBEHHBIMU METOJaMH cOOpa JaHHbIX?

11. KakoBbI KJII0U€BbIE MOMEHTHI B [IPOLIECCE aHAIN3a U OTYETHOCTHU M0 COOPaHHBIM JaHHBIM?

12. Kakoe 3aKk0OHOJIaTeJIbCTBO PETYIUpyeT cOOp JaHHBIX B 00JaCTH MHPOPMAIIMOHHOM 0€301acHOCTH?
13. Kakue sTHuecKkrue HOPMBI JTOJKHBI COOTIOAATH CIIEMUATUCTHI 10 MHPOPMAIIMOHHON 0€30MacHOCTH TpU
pabote ¢ raHHBIMU?

14. IlpuBenuTe npuMephl HApYyIIEHUS ATUKH B Mpoliecce cOopa JaHHbBIX.

15. UTo Takoe JI0TH ¥ 3a4€M OHH HY>KHBI B HHPOPMAIIMOHHOW 6€30macHOCTH?

16. Kakue cymecTByroT Buabl 1oro? [IpuBenuTe mpuMepsl Uil KQXI0TO TUIIA.

17. KakoBbI OCHOBHBIE MPUHIUIIBI COOpa U XpaHEHHS JIOTOB?

18. O0BsACHUTE, KaK aHAJIU3 JIOTOB TIOMOTAET B BBISIBIIEHUU UHIIUIEHTOB U YTPO3.

19. KakoBbI 11€511 OCYII€CTBIIEHUS] MOHUTOPHHIA CETU?

20. Kakrie MeTO/IbI HCTIONB3YIOTCS ISl MOHUTOPUHTA CETEBOro Tpaduka?

21. HazoBuTE MHCTPYMEHTHI JUIsl aHATTN3a M MOHUTOPUHTa HHGOPMAIMOHHON 0€3011aCHOCTH.

22. Kakuie TeXHUKHU UCTIONB3YIOTCS TSl aHaIN3a aHOMaJlil B ceTeBoM Tpaduke?

23. Kak onpenenuts 11e1b onpoca B o0mactu nHGOpMAIIMOHHOM O0e30macHOCTH?

24. KakoBbI OCHOBHBIE ATaIlbl pa3padOTKU U IPOBEACHUS ompoca?

25. Kak mpoucxXoIuT aHaIu3 JaHHBIX, COOPaHHBIX B pe3yJbTare ornpoca’?

26. KakoBbI OCHOBHBIE TUIIBI JOKYMEHTOB, UCIIOJIb3YEMBIX B JOKYMEHTO00O0pOoTE?

27. Kak kiaccuuiupoBarh JOKYMEHTHI IO YPOBHIO 4yBCcTBUTENbHOCTU? [IprBennTe mpuMepsbl.

28. Kak aBToMaTtu3aius JOKyMEHTO000pOTa MOKET MOBLICUTH 0€30MaCHOCTh 00Pa0OTKH TOKyMEHTOB?
29. Kakast poJib 3JIEKTPOHHOM MOAMUCH B 00ecTiedeHnH 0€30acHOCTH TI0KyMEHT0000poTa?




30. Kakume KIItO4YeBBIE AacCIMEKThl CJEAYeT YYHTHIBaTh MpH pPa3pabOTKE BHYTPEHHEH MOJUTHKHA I10
JOKYMEHT0000pOTY?

31. Kak obecnieunTh KOHTPOJIb AOCTYIIa © MOHUTOPHUHT IOKYMEHTO000pOTa B OpraHu3aiyn?

32. O0BsACHUTE BAXKHOCTH PE3EPBHOTO KOMMUPOBAHUS JUIsI 0€30IIaCHOT'O XpaHEHUS JJOKyMEHTOB.

Kpumepuu ouyenusanusn:

Kaxp1if BOpoc oleHuBaeTcs OTAeNIbHO, MaKCUMaIbHO B 30 Gayuios.

Kpurepun orieHrBaHUS OTBETA Ha OTAEIBHBIN BOIPOC:

. 25 — 30 OamioB BBICTABISECTCS CTYICHTY, €CIH HW3JIOKCHHBIM Marepuan (aKTHUYECKH BEpEH,
MPOJAEMOHCTPUPOBAHBI TJIyOOKHE MCUEPIBIBAIONIME 3HAHMA B O0bEeMEe TNPOWICHHONH NpPOrpaMMbl B
COOTBETCTBHUH C MOCTABJICHHBIMHU MPOrPaMMON Kypca LEISIMH U 331a4aMi 00yUdeHHs, N3JI0KEHNE MaTepraa
IIPHU OTBETE - TPAMOTHOE M JIOTHYECKH CTPOIHOE;

. 20 — 24 GayIoB BBICTABISIETCS CTYACHTY, €CIIU MPOAEMOHCTPHPOBAHBI TBEP/IbIE U TOCTATOYHO MOJTHBIE
3HaHUS B 00BbEME IMPOIIEHHON MPOTPaMMBbI JIUCIMILIMHBI B COOTBETCTBUH C LEISIMA OOyYEHUS; MaTepua
M3JI0KEH JJOCTATOYHO ITOJIHO C OTACTHHBIMH JOTHUECKIMH U CTHIIMCTUIECKUMH TTOTPEITH OCTSIMU;

. 15-19 OanyoB BBICTaBISIETCS CTYACHTY, €CIIM MPOJEMOHCTPUPOBAHBI TBEpAbIE 3HAHUS B OObEME
MPOIIEHHOTO Kypca B COOTBETCTBHUE C LEISIMH OOYYEHUs, OTBET COJCPKHUT OTACTHHBIE OMUOKH, YBEPEHHO
WCTIPaBJICHHBIC TIOCIIE JOMOJHUTEIBHBIX BOIIPOCOB;

. 0-14 Gaymra BeICTaBISIETCSl CTYNEHTY, €CIIM OTBETHI HE CBSI3aHBI C BOMPOCAMH, JOIMYIIEHBI IpyObIe
OITMOKH B OTBETE, IPOIEMOHCTPUPOBAHBI HETOHUMAaHHUE CYITHOCTH U3JIaraeMoro BOIpoca, HEYBEPEHHOCTh H
HETOYHOCTH OTBETOB Ha JIOTIOJHHUTEIHHBIC M HABOJISIIINE BOTIPOCHI.

3aganus Kk 3a4ery

3aganue 1. Uccnenoanue yrpos

BriGepute u3BECTHBIM Ciydail yTedeKk JaHHBIX (Hampumep, yTteuka kommanuu Target mmm Equifax).
Hanumure kpaTkuii aHamu3 MHIKCHTA, YKa3aB OCHOBHBIE YS3BUMOCTH, CIIOJIb30BaHHBIE XaKepaMU, U MEpPHI,
KOTOpBIE MOTJIU ObI MPEAOTBPATUTh UHIUICHT.

3amanue 2. Ucnonp3oBanue OSINT

[TpoBeauTe Mccae10BaHKE C UCIIOJIB30BAHUEM OTKPBITHIX UCTOUHUKOB HH(popmaruu (OSINT) myist BeIsIBICHUS
MOTEHIIMATIFHO YSI3BUMOI opraHuzauuu. Mcnonb3yiTe MHCTpYMEHTHI, Takue kak Maltego unu Shodan, u
MIpeJICTaBbTE CBOM OTYET, BKJIIOYAsl CIIUCOK OOHAPYKEHHBIX YS3BUMOCTEH U HCTOUHUKOB UH(DOPMALIHH.

3amanue 3. MeTtomonorus cOopa JaHHBIX

PazpabotaiiTe mimaH cOopa JaHHBIX I OLEHKH YPOBHS HH(OPMAIMOHHON OE30MacHOCTH B BBIOpPAaHHOM
OpraHu3aluy. YKaxuTe dTanbl cOopa JaHHBIX, METO/Ibl, KOTOPBIE BbI OyJIeTe UCIIOJIBb30BATh, U BO3MOXKHbBIE
HMCTOYHUKHU HH(OpMaIUH.

3aganue 4. DTUYECKOE pacciaeOBaHUE

Onumure clieHapHii, B KOTOPOM y4eT 3TUYECKUX HOPM IIPH cOOpe AaHHBIX MOT Obl ObITH HapyIieH. OOcynuTe
MOCIEACTBHUS TAKOTO0 HApyUIEHUS U BO3MOXKHBIE MEphI IO MPEJOTBPAIICHUIO IMOJAOOHBIX CUTyallud B
Oymyuiem.

3ananue 5. JlorupoBaHue U aHAIN3

Co3paiiTe cueHapuii, B KOTOpOM BaM TpeOyeTcsl aHalIM3 JIOTOB /sl BBISBJICHUS MHIMJIEHTa O€30M1aCHOCTH.
IIpenoctaBpTe mpUMeEp JIOTOB W yKaKUTE, KaK Bbl OyJieTe€ BBISABIATH aHOMAJIUU WM TOJ03PUTEIBHYIO
aKTUBHOCTH. ONIHUIINTE CBOU BBIBOJBI.

3ananue 6. MOHUTOPHHT ceTH

PazpaboraiiTe MpOEKT MOHUTOPHUHTA CETH U1 THIOTETUYECKON KOMITAHUH. YKaKUTE METO/Ibl MOHUTOPHHTA,
MHCTPYMEHTHI, KOTOpble OyAeTe HCIOJIb30BaTh, M ONUIIUTE, Kak OyJeTe pearupoBaTh Ha BBISBICHHBIC
aHOMAJINH.

3ananue 7. [IpoBenenue ompoca



CocraBbTe aHKETY JUISI IPOBEACHUS OIPOCa CPEeIU COTPYIHUKOB KOMITAHUH O BOCIIPUATUU HH(POPMALIMOHHOM
6e3onacHocT. OnpenenuTe LEeMd OmNpoca, HENEBYI0 ayIUTOPHI0O M METOJbl aHAIM3a JaHHBIX IMOCJIE €ro
3aBEPLICHMUSL.

3ananue 8. JlIokyMeHTOOOOPOT U 6€30MacHOCTh

Pa3pabotaiiTe BHYTPEHHIOIO IMOJUTHKY 110 O€30MacHOMY JOKYMEHTOOOOPOTY Uil THIIOTETHYECKOU
KOMIIAaHUH. YKaXUTE KHaCCHq)HKaHHIO AOKYMCHTOB, IIpaBUJIa XpaHCHUA U IIEpCaadyr, a TaKKC MCEPLI 110
obecrieueHnto 0e30acHOCTH.

3ananue 9. [IpakTrka UCHOIB30BAaHUS 3JIEKTPOHHON MOANNUCU

Co3paiiTe miar 3a maromM WHCTPYKIIMIO TI0 BHEJAPEHHIO JIEKTPOHHOM IMOATMCH IS TOBBIIICHHUS 0€301TaCHOCTH
JOKyMEHTO000poTa B opranu3anui. ONUIInTe, KaKk 3TO IMOBIHUIET Ha MPOILECC COTNIACOBAHUS JOKYMEHTOB H
9YTO HEOOXOMMO VIS Peau3aluy 3TOTO PEIICHHUS.

3amanue 10. Pe3epBHOE KOMMUPOBAHUE U 3alIUTA JAHHBIX

[IpemioxkuTe CTpPATETHIO PE3EPBHOTO KONMPOBAHUSA JUIsl KOMIIAHWHM, Y4YWTBHIBAas pas3HbIE YpPOBHHU
YYBCTBUTCIIBHOCTHU OAaHHBIX. VYkaxure YaCTOTy PE3CPBHOIO KOIIMPOBAHUA, CHOCO0BI XpaHCHUA U MEPHBI 110
3aIHUTE PE3EPBHBIX KOMHUM.

Kpurepun onieHuBanus 3a1aHus:

. 35-40 GamIOB BBICTABISETCS, €CIIM 3aJaHWE PEIICHO MOJNHOCTHIO, B TPEICTABICHHOM pPEIICHUU
000CHOBAHHO IMOJIYUCHBI TIPAaBUJIBHBIC OTBCTHI, IIPOBCJACH aHAIMW3, JdaHa TI'paMOTHAsA HWHTCPIPETAlNA
IMMOJIYUCHHBIX PE3YJIbTATOB, CACIIAHEI BHIBO/IGI.

. 25-34 Gamta BBICTABISETCS, €CIH 33JJaHUE PEUICHO TOJTHOCTHIO, HO TIPU aHAN3€ W WHTEPIpETaInu
MOJTYYEHHBIX PE3YJIbTaTOB JOMYIICHBl HE3HAUYUTENbHBIEC OIMIMOKH, BBIBOABI — JOCTATOYHO OOOCHOBAHBI, HO
HETIOJTHBI.

. 11-24 Ganna BBICTABISAETCS, €CIIA 33/IaHUE PEIICHO YaCTUYHO, aHAJIN3 U HHTEPIPETAIHS TOTyUYESHHBIX
pe3yIbTaTOB HE BIIOJIHE BEPHBI, BEIBOJIBI BEPHBI YACTUYHO.
. 0-10 GayI0B BBICTABIISIETCS, €CITH PEIICHIE HEBEPHO MIIH OTCYTCTBYET.

Kpurepun oueHuBaHus:

MakcumanbpHoe konudecTBo OamnoB 100. Kaxmgoe 3aueTHOe 3alaHuMe COIEPXKHUT 2 BOIpOCa M3 MEPEUHS
BOIIPOCOB K 3a4eTy W | 3ajaHue U3 mepeyHs 3aJaHui K 3adery. OTBET Ha KaXIbli TEOPETHUECKHI BOMPOC
OLIEHUBAETCI OTACILHO, MaKcCUMaiIbHO 30 0a/ioB Kakabli. 3a1aHue oleHMBaeTCs MakcuMaibHo 40 0ajoB.

WToroBelii pe3ynbraT GOPMHPYETCS U3 CyMMbI HAOpaHHBIX OaJUIOB 32 BBIMIOJHEHUE 3a4E€THOTO 33JaHUs U
COOTBETCTBYET IIIKAJIC:

- 50-100 6amnoB (3a4TeHO);

- 0-49 GamtoB (HE 3a4TEHO).

Omnpoc

Bonpocsl 1J1s1 mpoBeeHus onpoca

Kak BbI onpenensere nHGOpMalMOHHYIO O€30MaCHOCTh B KOHTEKCTE COBPEMEHHOM OpraHu3aIuu?
[Touemy uH(pOpMAaIIOHHAS OE30MACHOCTD SIBIIIETCS KPUTHUECKU Ba)KHOU B IIU(poBOM Mupe?
Kakue ocHOBHBIE KOMITOHEHTHI HH(DOPMAIIMOHHOW 6€30MIaCHOCTH BBl MOXKETE BBIJCITUTH?
KakoBbl mocneacTBYs HApyIIEHUS HHPOPMAITHOHHOM 0€30MacHOCTH A7l KOMITAaHUU?

Kakwue acnekTsl yegoBeueckoro ¢akropa BIUSIOT Ha HHPOPMAIIMOHHYO 0€301MacHOCTh?

Kak cOop JaHHBIX MOXKET YIYUIIUTh 3alIUTy HHPOPMAIIMH B OpraHU3alnuu?

Kakwue Tumbl 1aHHBIX HanOOJIee BaXKHBI IS aHAIH3a YSI3BUMOCTEH?

Kak gacTo Heo0xo1umMo MpoBOIUTE COOp JAHHBIX I OIIEHKH MHGOPMAIMOHHOM Oe30macHOCTH?
Kakue metoapl coopa TaHHBIX BBl curTaeTe Hanbonee Y3PPeKTUBHBIMU?

10 Kak M0xHO Hconb30BaTh COOpaHHbBIE TaHHBIE [T MTPEACKa3aHus yrpo3?

11. Kakue HOBBIE TEXHOJIOTUU CO3AAI0T YTPO3bI I MH(POPMAIMOHHON Oe30macHocT?

CoNOR~WNE



12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.

34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.

49,
50.

51.
52.

53.
54,
55.
56.
S57.
58.
59.
60.
61.
62.

Kak nu3meHneHnne MeTo10B paboThl (HarmpuMep, padoTa Ha yaan€HKe) BIUsSET Ha 0€301MacHOCTh JaHHBIX ?
Kakune kubepyrpo3sl, o BalieMy MHEHHIO, OyAyT HauboJiee paclipoCTPaHEHBI B CIIEAYIOIIEM IOy ?
Kak cocTostHus MUPOBBIX KOH()JIMKTOB MOTYT BIUSTh Ha HHPOPMALMOHHYIO 0€30MacHOCTH?

B kakoii mepe 3akoHbI U regulation-u BIUSIOT Ha MOAXO/bI K KnbepoezonacHocTn?

Kakue BuabI OTKPBITHIX HCTOYHUKOB HH(POPMALIMHU BBl 3HaeTe?

Kak BbI onpeniensiere, Kakue HICTOYHUKHU SIBISIFOTCS HaJCKHBIMU Tpu ripoBeaeHr OSINT?
[Ipuseaute npumep ycneurHoro npumenenus OSINT B paccienoBanny KMOEpUHIIMIEHTA.

Kakue nncrpymentsl uist coopa OSINT Bbl cuntaete Hanbosee NOJAE3HBIMU U ITOUEMY?

Kax OSINT moxeT ObITh UCIIONB30BaH IS MPEIYNPERKIACHUS yTpo3?

Kak BbI BbIOMpaeTe MHCTpYMEHTHI [yt coopa OSINT?

Kakune ¢pyHkunu gomxHb! OBITh y 3ddexTuBHOrO HHCTpyMenTa OSINT?

KakoBbl OCHOBHBIE BO3MOXHOCTH M OI'pPaHUYEHUSI NOMYJISIPHBIX HHCTpyMeHTOB OSINT?

Kak unctpymentst OSINT MoryT nomous B aHaJIM3€ COLMANIBHBIX CETEH?

Kak BBl orieHMBaeTe akTyanbHble TpeHabl B pa3padotke OSINT-unctpymeHTOB?

Kakwue atansl BkiItodaeT B ceds npoiiecc coopa JaHHBIX?

Kak BBl onpenensere, kakie METO10JIOTMHU (Ka4€CTBEHHBIE UM KOJIMYECTBEHHBIE) UCIIOJIb30BATh?
Kakue nHCTpyMEeHThI TOMOTaloT B IUIAaHWPOBAHUH Tpoliecca cOopa TaHHBIX ?

Kak npoBecTu aHanu3 coOpaHHBIX JaHHBIX U YTO Bbl MOXKETE M3BJIEYb U3 HETO?

KaxoBa pons oT4eTHOCTH B TIporiecce cOopa TaHHBIX?

Kakue ocHOBHBIE 3aKOHBI peryIMpyrOT cOOp JaHHBIX B Balleil crpaHe?

Kak BBl cunTaere, JOJKHBI JIM OPraHU3alUK COOMIOIATh JOMOJHUTEIbHbIE ATHUECKNE CTaHIaPThI?
KakoBbl mnpuMepbl STHYECKMX JUJIEMM, C KOTOPBIMH MOTYT CTOJKHYTBHCS CIEHUAINUCTHI IO
nH(pOPMaMOHHON 0€301MacHOCTH?

Kak Ba)xHO UMETh BHYTPEHHUE MOJMTUKH U1 00eCrieueHusl STUKU B paboTe ¢ JaHHBIMU?

Kak 3akon o 3amure nanubix (Hanpumep, GDPR) Bauser na mpouecc coopa nadopmarmn?
[Toyemy morupoBaHue SABISETCS BAXHOW YaCThIO yIIPaBiIeHUS HH(OOPMAITMOHHONW 0€3011aCHOCTHIO?
Kakue Bubl JIOroB BBl MOKETE MEPEUUCIIUTD U KaKue UX 0COOEHHOCTH?

Kak gacro cienyer npoBepsATh JIOTH JUIsl BBISBICHHSI HHIUIEHTOB?

Kak M0HO yIydImuTh iporiecchl coopa v XpaHeHUs JOTOB?

Kakune TexHHMuecKue cpesicTBa Bbl UCIONIb3YyeTe Ul aHaJIu3a JIOroB?

KakoBbI OCHOBHBIE 11€JTM aHAJIW3a JIOTOB B KOHTEKCTE MH(POpMAIMOHHOM Oe30macHoCTH?

Kakue TexHUKM aHanM3a JIOroB Bbl cuuTaeTe Haubosuee 3pGeKTUBHBIMU?

KaxkoB mporiecc koppesiiiuu coObITHI U3 JTOroB?

Kak BbI onpeiensieTe aHOMaIMy B JIOTax U YTO ¢ HUMU JieaTh?

IIpuBenure npuMep TOro, Kak aHaJIU3 JIOrOB IOMOI OOHAPYKUTh UHIIU/ICHT.

Kakue ocHOBHbIE METO/IbI MOHUTOPHHIA CETH BbI 3HaeTe?

KakoBbl mpenMy1ecTBa MpoakTUBHOI'O MOHUTOPHHIA 10 CPABHEHUIO C PEAKTUBHBIM?

Kakue wuHCTpyMeHTH Bbl cuuTaere HauOosee >(PPEKTUBHBIMM JAJsI MOHUTOPHHIA CETEBOM
AKTUBHOCTH?

KakoBa posib MOHUTOPHHIA B IPEJOTBPALLEHUN yIpo3?

Kak BbI u3mepsiere 3ppeKTUBHOCT MOHUTOPUHIA CETU?

Kak BbI onpenienseTe 1enb npoBeIcHUs onpoca B 00jacTu nHopMamoHHoi 6e3omacHocTr?
Kakne kmrodeBbie BOMPOCHI BbI OBl BKJIIOUWIM B OMPOC JJIS OIEHKHM YPOBHS 0O€30MacHOCTH B
KOMIIaHUH ?

Kak BpIOpaTh 11e7eBYyI0 ayAUTOPHIO A7 orpoca?

Kak BbI 00pabaTeiBaeTe U XpaHUTE JaHHBIC, TONyUYeHHBIC B pe3ylbTaTe onpoca?

KakoBa ponbs 00paTHO# CBSI3U B yJIyUIIIEHUH MPpoLeayp cOopa JaHHBIX?

Kakwue TUIbI JOKyMEHTOB CYIIECTBYIOT B CCTEMe JOKyMeHTO0bopoTa?

Kak BbI kitaccuuiupyeTe 10KyMEHTHI 10 YPOBHIO UyBCTBUTEIBHOCTH?

KaxoBblI stydiirie npakTUKK XpaHEHUs U TIepeJadyn pa3aIuyHbIX TUIIOB JOKYMEHTOB?

Kakue mepsl BbI IpUHUMAETE 711 aBTOMATU3AIUN TOKyMEHTO000poTa?

Kak koHTponupoBaTh JOCTYM K KOH(PUIEHIINAILHBIM TOKyMEeHTaM?

Kak ucnonp3oBaHue 21€KTPOHHON MOAIKCH TOBHIIIAET O€30MaCHOCTh TOKYMEHTO000poTa?
Kaxue pucku cBsizaHbl ¢ HEIPAaBOMEPHBIM HCIOJIB30BAHUEM AJIEKTPOHHOU MOAMUCH?



63. KakoBbI mpenMyIiecTBa U HeIOCTATKU PA3IHMUHBIX CUCTEM AIIEKTPOHHOM MOANUCH?
64. Kakoe 3aKOHOJAaTeIbCTBO PEryJIMPYET UCIOIb30BaHHUE 3JIEKTPOHHOH MOAMNCH B Baieil crpaHe?
65. Kakoii mops1ok BHEPEHUs 3JCKTPOHHOM MOIICH B OPTaHU3AIUIO BBl ObI ITPEIOKUIH?

Kpurtepuu ouennBanus

MakcumanbHOe KonndecTBo 6amioB — 20.

CryneHT MoxeT oTBeTUTh Ha 20 BorpocoB. OTBET Ha KaXblii BOIPOC OLIEHUBAETCSI MAKCUMYM B 1 Gai.
Kpurtepuu onieHuBaHus 0OIHOT0 BONpoOca:

IIpaBUJIbHBIN U MOJIHBIN O0TBET Ha 1 Bompoc — 1 6an;

HenpaBWIbHBIN 0TBET Ha 1 Bonpoc — 0 Gasios.

IIpakTHKO-OpHEHTHPOBAHHBIE 32 JaHUS

3aganue 1.
[IpoBenenue ucciaenoBaHusi O 3HaYCHUM MH(GOPMAIMOHHON 0€30IIaCHOCTH B COBPEMEHHOM MHpe. Bribop
00BeKTa UCCIIEIOBAHUS U aHATIU3 €T0 MOJX00B K o0ecrieueHnt0o MHPOPMAIIMOHHON O€30TTaCHOCTH.
1. OnpeneneHue TeMbI U LIETEH UCCIEIOBAHUS

- ChopmynupoBath TeMy pabOTHI.

- YCTaHOBUTH EJN M 33/1a4H UCCIIETOBAHHSI.
2. 3y4yenue nurepaTypbl

- CobpaTp MaTepuaibl 10 HHPOPMAITMOHHOM 0€30MacHOCTH, COBPEMEHHBIM yIpo3aM U TEXHOJIOTUSIM cOopa
JTAHHBIX.

- O3HaKOMHTHCS C CYIIECTBYIONIMMH UCCIIETOBAHUSIMH U TTOIXOAMH.
3. Beibop oObekTa nccaeaoBaHus

- OnpesenuTh OPraHu3alUIo WIN CUCTEMY JUTS aHAIH3a.

- [loaroroBuTh 000CHOBaHKE BHIOODA.
4. COop n aHATHM3 JaHHBIX

- VccnenoBaTh moaxoapl 00beKTa K HH(OOPMAITMOHHOM 0€3011aCHOCTH.

- OnpeenuTh UCIOIb3yeMble TEXHOJIOTUU U METO/IbI cOOpa JaHHBIX.
5. Ouenka 3¢ GeKTHBHOCTH Mep 0€30MMacHOCTH

- [Ipoananu3upoBaTh, Kak OOBEKT OIICHUBAET CBOIO OE30MaCHOCTD.

- UccnenoBaTh npuMeHseMble METPUKU U METObI aHAIIM3A.
6. ®opmynMpoBaHKE BBIBOJIOB U PEKOMEH AN

3aganue 2.
Pazpabotka mmana OSINT-uccnenoBanus 1o 3aJaHHON TeMme (HampuMep, aHaIu3 MyOJuYHBIX Mpoduiiel B
couuanbHbIX ceTsax). COop uHpopMaIUK U MpeICTaBICHUE Pe3yIbTaTOB B BU/IE Mpe3eHTaim (5-10 crnaiinos),
BKJIIOYAsl UCIIOJIb3YEMbI€ HCTOUHUKU U METO/IBI.
1. Onpenenenuie Henu M 3a/1a4 UCCIEIOBAHUS

- CopmynupoBaTh, 4UTO UMEHHO HY>KHO BBISICHUTH (HAIpUMEp, aHATN3 CETEBOr0 MOBEJCHHS, BBISIBICHHE
CBsI3€H U MHTEPECOB U T.11.).

2. Be10op 00BEKTOB HCCICA0OBAHUS
- OnpenenuTh, Kakue MyOInYHble MPO(UIN WM TPYIIBI B COLUATBHBIX CETSIX OyayT aHAIN3UPOBATHCSL.
3. Meronel c6opa nHGOpMaLIUU
- OnpenenuTb METO/Ibl U MHCTPYMEHTHI JUIsl cOopa TaHHbIX:
- Ucnonb3oBanue cnenuann3npoBadHblx OSINT-uHCTpyMEHTOB.
- COOp 1aHHBIX BPYUYHYIO (CKPUHIIOTHI, 3aMETKH).
- AHanu3 nyOnuKanuii, KOMMEHTapHeB U aKTUBHOCTEH MOJIb30BaTEIIEH.
4. AHanu3 JaHHBIX
- CucremMaTu3upoBaTh COOpaHHbIE JaHHBIE.
- BbIsIBUTH 3aKOHOMEPHOCTH, TPEH/IbI U BaKHBIE (DaKTHI.
- OLEHHUTD JOCTOBEPHOCTh HH(POPMALIUH.
5. IloaroroBka pe3yibTaToB
- CpopMupoBaTh BHIBO/IBI HA OCHOBE IIPOBEIEHHOTO aHAIHN3A.



- [ToaroToBUTH peKOMEHIAINY (HAIIPUMED, KaK yIydIIuTh 0€30MacHOCTh TPOdus).
6. Co3nanue npe3eHTanuu
- Oopmuts 5-10 cnaiinos:
- Beegenue (uienu u 3a1a4mn).
- Onucanue METOJI0B UCCIEAOBAHMUS.
- OCHOBHBIE PE3YJIbTaThl U BBIBOJBI.
- Ucrionb30BaHHbBIE UICTOYHUKUA U HHCTPYMCHTHI.
- 3aKiIr0YeHNE U PEKOMEHIAI1H.

3aganue 3.
Pa3paborka Meronuku cOopa JAHHBIX JUISI KOHKPETHOW CHUTyaruu (HampuMmep, Ui OICHKH YSI3BUMOCTEH B
cucreme). [loaroroBka miaHa OSHCTBHUH, omHMcaHWe W OOOCHOBaHHME NMPUMEHEHUsS BBIOPAHHBIX METOIOB U
OTHCaHUE OKUJIAEMBIX PE3yJIbTATOB.
1. Onpenenenue nenu 1 3aaa4
- BbIsICHUTH, Kakue KOHKPETHBIE YS3BUMOCTH HEOOXOIUMO OIICHUTH (HAMpUMeEp, YSI3BUMOCTH B BeO-
MPUIIOKEHUHU, CETEBOM MH(MPACTPYKTYpE U T.J1.).
2. AHaan3 CHUCTEMBI
- OILEHUTh CTPYKTYpY W apXUTEKTYpy II€JIEBOM CHUCTEMBI JJisi TOHUMaHUs €€ KOMIIOHEHTOB |
B3aUMO/ICHCTBHIA.
- OnpenenuTh TOUYKH TOCTYTA U MOTEHIIMATbHBIE BEKTOPHI aTaKH.
3. Beibop mMeTo10B cOOpa JaHHBIX
- [TacuBHbI# cOOp AAHHBIX:
- AHanu3 OTKPBITHIX UCTOUHUKOB HH(popMarmu (OSINT).
- CKkaHMpPOBAaHHE CETEBBIX YCTPOMCTB U CEPBUCOB 0€3 BO3JCHCTBHS HA CHCTEMY.
- AKTUBHBIN COOp JaHHBIX:
- [lerTecTuHT (TeCTUpOBaHUE HA MPOHUKHOBEHHE) ISl BBISIBJICHUS ySI3BUMOCTEH.
- Mcnonb30BaHre MHCTPYMEHTOB CKAaHUPOBAHMUSI YSI3BUMOCTEH.
4. PazpaboTka 1utaHa IedCTBUMA
- CocTaBUTh MONIATOBYIO0 MHCTPYKIIMIO JIJIS1 BBITIOJTHEHUS cOOpa TaHHBIX, BKITFOYAS:
- BpeMmst mpoBeieHusI TECTOB.
- OTBeTCTBEHHBIE JIMIIA.
- YcnoBus TecTUpOBaHUs (HAIpUMEP, MUHUMH3AIHS BIUSTHUS HA TIPOU3BOJIUTEIIBHOCTH ).
5. O6ocHOBaHUE IPUMEHEHHUS METOJIOB
- Oncath, mouyeMy BbIOpaHHBIE METOJIbI HaMOOJIeE MOAXOAIINE I TEKYIIeH CUTyaruu (yBs3bIBAaHUE C
LETSIMU UCCIIEIOBaHUS, CIEU(PUIHOCTD YSI3BUMOCTEN ).
6. CO0op u aHAIM3 JAHHBIX
- [IpoBectu cOOp MaHHBIX B COOTBETCTBUHU C Pa3pabOTaHHBIM IIJIAHOM.
- CucreMaTu3upoBaTh pe3yibTaThl, OTPHIBTPOBATH JOKHBIE CPAOATHIBAHHUS.
7. OxustaeMble pe3yJibTaThbl
- Onucanue Toro, Kakue ysi3BUMOCTH MOTYT ObITh BBISIBIICHBI.
- [Iporno3upoBaHre BO3MOKHBIX PUCKOB JIJIsSI CHCTEMBI.

8. JlokyMeHTaIMs ¥ OTYEeT
- CocTtaBUTh JOKYMEHT C OINHMCAHHUEM NPOBEICHHBIX JCWCTBUM, BBIABICHHBIX YSI3BUMOCTEH H
MPEAJIOKEHUSMH 10 UX YCTPAHEHUIO.

3aganmne 4.
AHanu3 3TUYECKOTro acheKTa TekyIiero ciaydas B CMU, cBsi3aHHOTO ¢ HApYyIIEHUEM TIpaB MPHU cOOpe TaHHBIX.
PaccmoTpenue u aHaiIu3 MOCIeACTBUN U TIPEUIOKEHUI 110 YITYUIIEHUIO TPAKTUK cOOpa JTaHHBIX.
1. Bo1bop u onucanue ciaydast

- OnpenenuTs KOHKpeTHBIH ciay4dail m3 CMMU, cBsi3aHHBIA C HapylleHHEM MpaB MpH cOope JaHHBIX
(HampuMep, yTeuka JMYHBIX JaHHBIX, UCTIOIb30BaHUE MEPCOHATBHOM HH(OpMAIIUU O6e3 cornacus).
2. AHanu3 3TUYECKUX MPUHIIUIIOB

- OueHuth, KakHMe OTHUYECKHME HOPMBI W TMpaBa ObUIM HapylmieHbl (HampuMep, @IpaBO Ha
KOH(UICHIIMATFHOCTD, TPABO HA HHPOPMHUPOBAHHOE COTIIACHE).



- PaccmoTpeTs BMsiHME HA UHIUBUAYYMOB M OOIIECTBO B LIEJIOM.
3. [locnencTBus HapylIEeHUs NpaB

- [Ipoananu3upoBaTh KpaTKOCPOUYHBIE U JIOJTOCPOUHbBIE MOCIEICTBUS A OCTPAJABIIMX U OpraHu3aluil
(Hanmpumep, oTepsi AOBEPHs, CyA€OHbIE UCKU, PEITyTALIMOHHBIE ITOTEPH).

- O0cyIuTh BIMSHKE HA OOIIECTBEHHOE BOCTIPUATHE U 3aKOHO/IATENILCTBO B 00JIACTH 3aLUTHI IaHHBIX.
4. CpaBHUTENIbHBIN aHAIIN3

- U3yunTs, KaKk Apyrue opraHu3alvy WIM CTPaHbl peliatoT MoAo0HbIe IPpoOaeMbl (yCIEeIHbIE TPAKTUKH,
CIly4au U3 UCTOPUN).
5. IlpemnoxkeHus 1o yJIy4IleHUIO IPAKTUK

- Pa3paborars pekoMeHIanuu Uil OPraHM3alUil MO YIYYIICHUIO MPAKTUK cOopa JaHHBIX (Hampumep,
BHEJIPEHUE MTPO3PAYHBIX MTOJIUTUK, PETYJIIPHBIE TPEHUHTH ISl COTPYAHUKOB).

- O6cyuTh HEOOXOAMMOCTD YCHIICHHSI 3aKOHOAATEIbCTBA U CAMOPETYITUPOBAHUS B c(pepe 3aIInuThI JAaHHBIX.
6. 3akimroueHue

- TlogBectn uTOorM aHanau3a, MOJUYEPKHYB BaXXHOCTh COOIIOACHUS 3TUYECKHX CTaHAAPTOB Npu cOope
JAHHBIX.

- OTMETUTh HEOOXOAUMOCTh OOIIECTBEHHOTO KOHTPOJIS M COL[UAIbHON OTBETCTBEHHOCTH KOMITAHUH.

3aganue 5.
O3HaKOMJICHHE C MPUHITUITAMHA PAOOTHI C JIOTAMH, aHAIM3a W BBISIBJICHUS BO3MOXKHBIX HHIIHJICHTOB M yTPO3
Ha OCHOBE JIOTOB.
1. C6op noros

- OnpeenuTh KCTOYHHUKH JIOTHPOBAHHUS (CEpBEPHI, TPHUIIOKEHUS, CETEBBIC YCTPOHCTRA).

- HactpouTs nieHTpanbHbiil cOOp J0roB 171 YIPOIIEHHOTO aHAJIn3a
2. @opMaTUPOBAHKUE U HOPMAIHU3ALMS JaHHBIX

- O3nakoMuThCs ¢ hopmaramu JioroB (Hampumep, JSON, CSV, TekcToBsie (aiiibl).

- [IpeoOpazoBaTh gaHHBIC B YHU(DUIIMPOBAHHBIN (hOpMaT IS aHAIH3A.
3. AHayu3 JI0roB

- Ucnonb30BaTh HHCTPYMEHTHI AJIs1 aHAJIN3A JIOTOB.

- OcymecTBUTh (GUIBTPALIMIO M COPTUPOBKY JIOTOB MO BPEMEHHBIM METKaM, YPOBHIO CEPbE3HOCTU U
HCTOYHUKY.
4. BpisiBIeHUE aHOMAJIUN

- YcraHoBUTH 0a30BbI€ MapaMeTpbl HOPMaJIbHOTO MOBEACHUS CUCTEMBI.

- UnentuduinmpoBaTh OTKIOHEHHS OT HOPMBI (aHOMaJMH) MyTEM aHAJIKW3a MaTTEPHOB M UCTOPUUYECKHUX
JTAHHBIX.
5. OnpezesieHre HHIUACHTOB U yTPO3

- Ilpou3BecTu KOJNMYECTBEHHBIM W KAUECTBEHHBIM aHAIM3 COOBITUN JUISI BBISABICHUS MOTEHLUUATIbHBIX
WHIUJICHTOB.

- OLIEHUTH CEPbE3HOCTh YIPO3 U MX BO3ZMOXKHBIE MTOCIIEICTBUSI.
6. JlokyMeHTaIus 1 pearupoBaHue

- 3aI0KyMEHTHPOBATh BCE BBIABICHHBIC HHIIUACHTHI U MPEANPUHATHIC MEPHI.

- Pazpabotats 1 BHEAPUTH MIIaH pearupoBanus Ha UHUUIEHTHI (IRP).

7. ObpatHas CBs3b U yJIydlleHUE
- OueHuTb 3PPEeKTUBHOCTD MpoIecca aHaIN3a U PearupoBaHusl.
- BHeapuTh U3MEHEHUs U yIydllleHUs B IIpoleccax JOTUPOBAHNS 1 MOHUTOPUHTA.

3aganue 6.
[IpuMeHeHre WHCTPYMEHTOB MOHHUTOPHMHIA CEeTH JJIs aHaiu3a Tpaduka, BBIABICHHUS aHOMAIUN H
(hopMHUPOBaHMS OTUYETOB MO OE30MACHOCTH.
1. IToaroToBka OKpy>kKeHHs

- YcTaHOBHUTE BUPTYaJIbHYIO MAIIMHY C ONEPAIMOHHON crucTeMol (pekoMenayeTcs Linux).

- OGecrnieubTe OCTYM K CETH JUIsI MOHUTOPUHTA.
2. YcTaHOBKA MHCTPYMEHTOB

- YcTaHOBUTE HHCTPYMEHTHI JUISI MOHUTOPUHT A, TAKUE KaK:

- Wireshark s ananu3za cereBoro tpaduka.



- Snort unu Suricata st OOHApYKEHHS U PEAOTBPAIIECHUS BTOPKEHHIH.
3. C6op cereBoro Tpapuka
- 3anmycture Wireshark 1 HaunuTe 3axBat Tpaduka Ha BBIOpaHHOM CETEBOM HHTepdeiice.
- l'enepupyiite paznuuHblii ceTeBoii Tpaduk (Hampumep, Bed-cepduHr, nepenauu Gpaiaos) ajs aHAIN3A.
4. Ananu3 Tpapuka
- Ucnons3yiite Wireshark mist punbTpanmu u anannsa 3axBaueHHBIX JAHHBIX.
- OnpenenuTe MPOTOKOJIBI, NICTOYHUKH U Ha3HAYCHUs TpaduKa, a Takke 00bEM nepeadn JaHHbIX.
5. BeisiBnenue anomanui
- Hactpoiite Snort/Suricata st MoHHTOpUHTA Tpaduka 1 00HAPY>KEHUS IMO03PUTEIBHBIX AaKTHBHOCTEH.
- Ilpoananu3upyiiTe CreHepHUpOBAaHHBIE OTYETHI O COOBITHSIX JUIS BBISBJICHUS aHOMAJIHMH (Hampumep,
HeoObryHbIe [P-aipeca, mpeBbIlieHre HOPM Harpy3KH).
6. ®OpMUPOBAHKUE OTYETOB
- [TogroroBeTe OTYET, BKITFOYAFOIITHH:
- Onucanue NpoBeACHHOT0 aHAIU3A.
- BelsiBiIeHHBIE aHOMAIMU ¥ COOBITHS 0€30TTaCHOCTH.
- CKpUHIIOTHI ¥ TpadUKH sl BU3YAIH3alluH TAaHHBIX.

3aganue 7.
PazpaboTka u mpoBeneHue ompoc st cOopa JaHHBIX O COCTOSHUM WH()OPMAIMOHHOW OE€30MacHOCTH B
OpTaHu3aIliH, aHAJIN3 TIOTYYEHHBIX PE3yIbTaTOB.
1. Onpenenenue nenei onpoca

- Yetko chopmymupyiTe 1eTH, KOTOpble HEOOXOAMMO TOCTUYB C IMOMOIIBI0 onpoca. Hampumep, oreHka
YPOBHS OCBEIOMIICHHOCTH COTPYTHHKOB O O€301TacHOCTH.
2. Pa3pabotka BOIpocoB

- Co3paiiTe BONPOCHI, KOTOPbIE IIOMOTYT MOJIyYUTh HYKHYI0 HHpopMaluio. Borpockl MOTYT ObITh pa3HOTO
THUIA!

- 3akphIThIC (C BApUAHTaMH OTBETOB).
- OTKpBITHIE (17151 CBOOOTHOTO OTBETA).

- Y6enurech, 4TO BOMPOCHI MOHSATHBI U JIOTHYHO CBS3aHBbI.
3. BriGop meneBoi ayuTopuun

- Onpegenure, KTo OyJeT y4acTBOBaTh B OMpoOce. ITO MOTYT OBITh pa3Hbie rpymibl coTpyaaukoB (MT,
aJIMMHHUCTPATUBHBIN TIEPCOHAT U T.11.).
4. [IpoBeneHue onpoca

- Boibepute crnoco0 npoBeaeHus (OHIaMH-aHKETbI, UHTEPBbIO) U PACIIPOCTPAHUTE OMPOCHBIN JUCT Cpeau
YYaCTHUKOB.

- YcTaHOBHTE CPOK JUIsl 3alIOJTHEHUS aHKETHI, YTOOBI MOJIYYUTh PE3yJIbTaThl B Pa3yMHBIE CPOKH.
5. Coop u 00paboTKa JTaHHBIX

- CoGepute Bce OTBETHI M IPOBEAUTE X CTPYKTYPUPOBAHUE.

- Ucnonb3yiiTe CTaTUCTUYECKUE METObI WIIM HHCTPYMEHTHI IS aHAIIM3a TAaHHBIX
6. AHaiu3 pe3yJIbTaToB

- [Ipoananu3upyiite Noay4YeHHbIE JaHHBIE, BEIACTUTE KIIOUEBbIE MOMEHTHI U TCHICHIUH.
3amanue 8.
Ananu3 u noebleHne 3QpPpeKTUBHOCTH TOKyMEHTO000pOTa B KOMITAHUHU. V3yueHne TEXHOIOTUN U TIOJIX0/I0B
K obecnieueHnIo HHPOPMAaLMOHHOM 6€30IacHOCTHU B IOKyMeHTooO0opoTe. OIeHKa CYIIECTBYIOLINX IPOLIECCOB
JOKYMEHTO00OOpoTa B KoMmaHuu. Pa3zpaboTka pekoMeHAalui Mo MOBBIIIEHUIO 3(pPEeKTUBHOCTH Mpoliecca
JOKyMEHTO000pOTa.
1. Coop nH(popManMK 0 TEKYIINX MpoIeccax

- HW3yuute cymecTByONMe MPOLECCH JOKYMEHTOooOOpoTa B KoMmaHuH. IIpoBeanTe HHTEpBBIO C
KITFOYEBBIMH COTPYAHUKAMHU U COOEPUTE TOKYMEHTAIHIO.
2. O11eHKa TeXHOJIOTHI U HHCTPYMEHTOB

- HccnenyiiTe ucronb3yeMble B KOMIIAHUU TEXHOJIOTHH M CHCTEMBI Ui JTOKyMEHTOOOOpOTa, a TaKxKe
TEXHOJIOTUH oOecrieueHust 0€30MacHOCTH.
3. Ananu3 uHdopMaoHHoN 6e30MacHOCTH

- OneHuTe Tekyue Mepbl IO obecrneueHuo WH(GOPMAIMOHHON 0e30MacHOCTH B JIOKYMEHTOOOOpOTE:
KOHTPOJIb JIOCTYyIA, MU(POBaHUE, PE3EPBHOE KOMTUPOBAHHE.



4. BeisBrieHue npooieM U Y3KHX MECT
- Onpenenute HENOCTATKH U TPOOJIEMBI B TIPOIECCaX TOKYMEHTOOOOpOTa, TAKUE KaK 3aJCPKKH, ONIHOKH
WJIM HEJIOCTATOYHAS 3alUTa JTaHHBIX.
5. CpaBHUTENBHBIN aHAIIN3
- [IpoBeauTe cpaBHEHHUE C OTPACIICBBIMU CTAaHAAPTAMH U JIYUYIIUMU TPAKTHKAMU, YTOOBI OTIPEICITUTh JTFOObIE
MPOOEITBI B TEKYIIUX MPOIIECCaX.
6. Pa3paboTrka pexomeHmanui
- Ha ocHOBe mpoBeneHHOTO aHaim3a CHOPMYJMPYHTE PEKOMEHIAIIMU 0 TOBBIIICHHIO Y(()EKTUBHOCTH,
BKJTFOYAS:
- ABTOMAaTH3aI1IO MPOLECCOB.
- OOy4eHue COTpyAHUKOB.
- YcoBepieHCTBOBaHHE Mep 0€30I1aCHOCTH.
7. IlonroroBka otyera
- Co3pmaiite OTYeT, B KOTOPOM OyayT H3JI0OKECHBI PE3yJbTaThl aHAINM3a, BBISIBICHHBIC MPOOIEMBI U
MIPEITIOKEHHBIC PEKOMEHIAITHH.

KpuTeplm OLCHUBAHMSA OTAC/IBHOI0 NPAKTUKO-OPUCHTUPOBAHHOI'0 3alaHUA .

Kaxnoe mpakTHKO-OpUEHTHPOBAHHOE 3aJlaHUEe OIEHWBACTCS MaKCUMaIbHO 10 10 OamioB Kaxjoe.
MaxkcuManbHOE KOJMYECTBO OaJUIOB 3a BBIMOJHEHHWE BCEX MPAKTHKO-OPHEHTHPOBAHHBIX 3ajanui — 80
0aJUIOB.

- 9-10 6a/mI0B BBICTABIISCTCS, €CITH OOYUAIOIIHICS: BRITOJHII 3aJJaHUE B TIOJTHOM 00bEeMe, CAMOCTOSTEIILHO,
C COOJTFOJIEHUEM HEOOXOMMOH TIOCTIEIOBATEIIBHOCTH; TPAMOTHO O(hOPMHUJI MPEACTABIICHHBIA OTUET;

- 6-8 0a/IOB BBICTABIISIETCS, €CJIM OOYYAIOIITUIACS: BBHITTOTHIII 3aJ]aHUE B TIOJTHOM 00BbeMe, CaMOCTOSTEIBHO, C
COOJTFOICHHEM HEOOXOJUMOM TMOCIIEA0BATEIPHOCTH; TPAaMOTHO O(GOPMUJ TPEJICTABIICHHBI OTYET; jJaHa
COJIepIKaTeIIbHAs MHTEPIIPETALIHS MTOJTYICHHBIX TIPU PEIICHUH 33]1a4 Pe3yJIbTaTOB; MAaTEPHUAJl H3JI0KECH YE€TKO;
JOITYCKAIOTCS OTICIBbHBIC JIOTHYCCKUE W CTHJIMCTHYECCKHE MOTPEITHOCTH, YBEPEHHO UCIpPABIICHHBIC MOCIE
JIOTIOJTHATEIHHBIX BOIIPOCORB;

- 3-5 Oayma BBICTaBJISETCS, €CIM OOYYAIONMIUNCS: BBIMOJIHIII 33/IaHWE B MOJTHOM OO0BEMe ¢ COOJ0IeHUEM
HEOOXOIMMOM TOCIIEA0BATEIPHOCTH; TPAMOTHO O(QOPMIIT TIPEJICTABICHHBIN OTYET; JdaHa COJCpKaTelIbHAsS
HMHTEPIIPETALMS TOJYYCHHBIX PE3yJIbTATOB; JOIMYCKAIOTCS OTACIbHBIC JIOTHYSCKHE M CTHIUCTHYCCKUC
MOTPEITHOCTH; OOYYArOIIHICS MOXKET UCIIBITBIBATH HEKOTOPBIC 3aTPYIHCHHS B (POPMYITUPOBKE CYIKICHHIA;

- 0-2 Oamra BBICTABISAETCSA, C€CIIM 3aJaHHE HE BBIMOJIHCHO WM BBHIIOJHEHO HE B IOJHOM OOBEME;
OOyJaroNuics MPaKTHYECKH HE BJIQJCET TEOPETHYCCKUM MAaTepUaioM, JOIyCKas TIpyOble OIIHOKH,
HCIBITHIBACT 3aTPyJAHCHUS B (OPMYJIHPOBKE COOCTBCHHBIX CY)KJICHHH, HECIIOCOOCH OTBETHTh Ha
JIOTIOJTHUTEIbHBIC BOIPOCHI.

3. MeToanueckue MaTepuaJibl, ONpe/e/siioliue Mpoue1ypbl OlleHUBAHUSA 3HAHUI, YMeHHUIl, HABLIKOB
U (WJIN) ONBITA JIeSITeIbHOCTH, XapaKTePU3YIOLIUX 3Tanbl GOPMHUPOBAHUSA KOMIIETEeHIH
[Ipouienypsl OlleHUBaHMS BKIIOYAIOT B c€0s1 TEKYIUI KOHTPOIIb U MPOMEKYTOYHYIO aTTECTAIIHIO.
Texymmii KOHTPOJIb YCIIEBAEMOCTH IIPOBOJIUTCS C UCIOIB30BAHUEM OLIEHOUHBIX CPECTB, MTPEICTABICHHBIX
B I. 2 JJaHHOTO NPWIOKEHHsS. Pe3ynbTaTbl TEKyLIEro KOHTPOJs JOBOJATCS /10 CBEACHHS CTYACHTOB IO
MIPOMEXKYTOYHOM aTTEeCTAIlUU.

IIpomexyTouHas aTrecTanus IpoBOAUTCS B (hopMme - 3auera.
3aueT mpOBOAMTCA MO PACIUCAHUIO TPOMEKYTOUHOM aTTecTallu B ycTHOM (popme. KommdecTBo BOpocoB B
3a4eTHOM 3ajaHuu — 3 (2 TeopeTwueckux Bompoca W 1 3amanue). Pe3ynbraThl aTTeCcTalldd 3aHOCATCS B
BEJIOMOCTh M 3a4ETHYIO KHIXKKY CTyAeHTa. CTyIeHThl, HE MPOUIEAIINE TPOMEKYTOUHYIO aTTECTALMIO T10
rpaduKy, JOIKHBI IMKBUANPOBATH 3a/I0JKEHHOCTh B YCTAHOBJICHHOM TIOPSIJIKE.



IIpuioxenne 2
METOINUYECKHUE YKA3AHUA 11O OCBOEHHUIO JIUCHUIIJINHBI

Y4eOHBIM IIJIAaHOM MPETyCMOTPEHBI CIEAYIOINE BU/IbI 3aHATHI:
- JIEKLUU;
- IPAKTUYECKUE 3aHATHSL.
B xoze JEKIMOHHBIX 3aHATHH pacCMaTPUBAIOTCS OCHOBHBIC TOHSATHS B 00MacTH HMH(OPMAIIMOHHO-
AHATUTUYECKOW pabOThl B paMKax HH(POPMAIMOHHON O€30MacHOCTH W 3alllUThl WH(OpPMAIUU, METOMIbI
00paboTKH 1 aHanM3a HHPOPMALKUU 00 WHIMICHTAaX, BO3MOXKHBIX YTPO3aX U PUCKAX, JAIOTCS PEKOMEH/IAIHH
JUIS CAMOCTOSITENIbHON PabOThI U MOATOTOBKH K MPAKTUYECKUM 3aHATHSAM.
B xozne npakTuueckux 3aHATUN yTIyOJIsIFOTCS U 3aKpEIUISIIOTCS 3HAHUSI CTYJICHTOB I10 Py PaCCMOTPEHHBIX
Ha JIEKIUSIX BOIIPOCOB, pa3BUBAIOTCS HABBIKM PEIICHUS 3a/1a4 110 HHPOPMALIMOHHO-aHAJIMTUYECKON paboTe B
pamkax MHQOPMAaIMOHHOW 0€3011aCHOCTH.
[Ipu moAroToBKE K MPAKTUYECKUM 3aHATUSAM KaXIbI CTYJEHT JIOJIKEH:
- U3YYUTh PEKOMEHIOBAHHYIO YUEOHYIO JIUTEPaTypY;
- U3YYUTh KOHCIIEKTHI JIEKIIH;
- 03HaKOMUTBCS C OMMCAHUEM MPAKTUYECKON pabOThI;
B nporiecce moAroToBKM K MpaKTUYECKUM 3aHSTUSAM CTYACHTHI MOTYT BOCIIOJIb30BAaThCsl KOHCYIbTALUAMHU
MpernojaBaTes.
Bonpocel, He paccMOTpeHHBIE Ha JIEKIUSIX U MPAKTHYECKUX 3aHATHAX, TOJKHBI ObITh U3yU€HBl CTYJAEHTAaMU
B XOJIe CaMOCTOSITeNIbHOM paboThl. B xone camocTosTenbHOM paboThl KaX bl CTy/I€HT 00s3aH MPOYUTATh
OCHOBHYIO U, IT0 BO3MOKHOCTH, JTOTIOJTHUTEIBHYIO JIUTEPATYpPY [0 U3y4aeMOM TeMe, JOMOJIHUTh KOHCIIEKTHI
JEKIUH HEJOCTAIOIMM MaTepHajoM, BBINUCKAMH M3 PEKOMEHIOBAaHHBIX HCTOYHUKOB. Bblnenuts
HETOHATHBIC TEPMHUHBI U HAWTH UX 3HAYCHHE B SHLIUKIIONEANYECKUX CIOBAPSIX.

JIisi TIONTOTOBKHM K 3aHATHSM, TEKYIIEMy KOHTPOJIO M TPOMEXKYTOYHOW aTTECTAllMd CTYJICHTHI MOTYT
BOCIIOJIB30BAThCS AIIEKTPOHHO-OMOIMOTEYHBIME CHCTEMaMH. Takke oOydaromuecsi MOTYT B3STh Ha JOM
HEOOXOAMMYIO JIMTEpaTypy Ha aOOHEMEHTE YHUBEPCUTETCKOHW OMOJMOTEKM WM BOCIOIb30BATHCS
YUTATBHBIMH 3aJIaMH.



