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KA®EJIPA HNndopmannonnas 6e30nacHOCTH

Pacnpeuenelme 4acoB IMCHUILVIMHBI 10 ceMeCTpaM

Cemectp
(<Kypc>.<Cemectp Ha 6 (3.2)
Kypee>) Hroro
Henenp 16
Bun 3ansaruit vir | PO | v PIT

Jlexun 32 132 |32 (32
IIpakTuueckue 48 |48 |48 (48
Hroro ayn. 80 |80 (80 |80
KonraktHas pabora 80 |80 |80 |80
Cawm. paborta 28 28 |28 |28
Yacsl Ha KOHTPOJIb 36 |36 |36 |36
Hroro 144 |1 144 | 144 | 144
OCHOBAHHE

Y4eOHBIN TUTaH yTBEPKIIEH YIEHBIM COBETOM By3a oT 25.06.2024 r. mpoTokox Ne 18.
[Iporpammy coctaBmi(u): noueHT, [Ipoxopos A.U.
3aB. kadeapoii: k.3.H.,m01eHT Paguenko HO.B.

MeTtoaudecknii COBET HalpaBJIeHUs: [1.3.H., npodeccop Tumenko E.H.



1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 |m3yunTh TeopeTHUeckHe OCHOBBI HH(popmammonHOH Oe3omacHoctn (MB) m MeTomonmormdeckwe HOPMBI CHCTEMHOTO
obecrieyeHus 3aMThl THYOPMALIMOHHBIX IPOLIECCOB B KOMIBIOTEPHBIX CHCTEMaX.

2. TPEBOBAHMUA K PE3YJIBTATAM OCBOEHUA JUCITUAIIJINHBI

IIK-1: cnocoGeH BBINOJHATHL PadoThl MO YCTAHOBKE, HACTPOWiKe U OOCIY;KMBAHHI0O TPOrPaMMHBIX, HNPOrPaMMHO-
ANNapaTHBIX (B TOM YHC/Ie KPUNTOrpagpuuecKux) 1 3alliHIEHHbIX TEXHUYECKUX CPeACTB 00padoTku uHGopManuu

B pe3yibTate 0CBOCHHS JUCHUILINHBI 00y4AIOIIUICS JOJIZKEH:

3HaThb:

OcHOBEHI KpHITOTpad i, 0COOCHHOCTH Pa3IMYHBIX OIIEPAMOHHBIX CHCTEM (COOTHeceHo ¢ nHankaropom I1K-1.1)

Ymern:

YCTaHaBIUBATh CHUCTEMbI KPUNTOrPapHYECKOW 3aUTHl MH(POPMAIH ¥ OIEPalMOHHBIX CHCTEM (COOoTHeceHo ¢ mHamkaropom IIK-
1.2)

Bnagern:

HaBBIKAMH HACTPOWKH CPEACTB KPHUNTOTpapHUIecKOd 3amuThl MHGOOPMAIUM B COOTBETCTBHH C TPeOOBAaHUSIMH TOCYIApPCTBEHHBIX
CTaHJapTOB, OOCITY)KHMBaHNUE ONIEPAI[IOHHBIX CHCTeM (cooTHeceHO ¢ nHankaropoM I1K-1.3)

3. CTPYKTYPA U COAEPKAHMUE JUCIUIIJINHBI

Pazgen 1. OcHoBHBIE cOcTaBJsIOLIME U YTPO3bl HH(popManuonHoii 0esonacHoctu (UB).

Ne HaumeHnoBanue Tembl / Bua 3ansarus Cemecrp Yacos Kowneren- Jlurepartypa
/ Kype HHH
Beenenne: cymocts u mnoustue Ub; 3nauenne Wb u ee mecto B JI1.2, JI1.1, JI1.3,
1.1 . 6 2 TK-1
CHCTEME HAMOHATBLHOU Oe3omacHocTH / Jlek / JI2.1, J12.2
12 OCHOBHBIEC ONpEJENICHUs: OCHOBHBIE cocraBisonme Kb, ocHOBHBIE 6 ) MK-1 JI1.2, JI1.1, JI1.3,
" | npuaIIEITE 06ecnieuenus Ub. / Jlek / JI2.1,J12.2
Yrpo3bl nHGOPMAIIMOHHON 0e301MacHOCTH: OCHOBHBIE OIPEICNICHHS H JI1.1, J11.3, J12.1,
1.3 6 2 TK-1
KJ1acCU(UKaIHsI yTpo3, OCHOBHBIE YTPO3bl AOCTYIHOCTH. / Jlek / 2.2
1.4 3ammra 06a3 maHHBIX: co3gaHue SQL — cepBepa C HCMOJNB30BaHUEM 6 4 MK-1 JI1.1, J11.3, JI2.1,
" |makera Firebird /IIp/ 2.2
15 YnpaBneHue 3auToi 6a§ JIGHHBIX:  YIpaBIIeHUE SQL — cepBepom ¢ 6 4 MK-1 1.3, J12.1, 2.2
ncnonb3oBanuem nakera Firebird / Ip /
16 OCoOeHHOCTH TOCTPOCHNH WH()OPMAIIMOHHON OE30IaCHOCTH: aHaIN3 6 3 K-1 1.3, J12.1, 2.2
yrpo3 ocHOBHBIM coctasisttommm Ub. / Cp /
Pa3nen 2. Anajau3 neseii ¥ cpeACTB 3J10yMBIIJIEHHUKOB B KOMIIbIOTEPHBIX CETAX
o Cemectp Komneren-
Ne HaunmeHoBanue Tembl / Buna 3ansatus / Kype Yacos - Jlutepatypa
VYiajgeHHbIC CETeBbIC aTakW: KIacCH(UKAMs KaTeropuid XakepoB
. JI.2, JI1.1, JI1.3,
2.1 | (310YMBIIIJICHHUKOB) 51 )50.4 LeJen. OpraHu3aioHHO- 6 2 TIK-1
JI2.1,J12.2
KoMMmyHHKatuBHEIE cpenctea HCJI B kommbroTepHyto cuctemy. / Jlek /
3ammTa OT HECaHKUMOHHMpOBaHHOro nocrymna: cpenctea HCJ[ B JI1.2, JI1.1, JI1.3,
2.2 6 2 IK-1
KOMITBIOTEPHYIO CHCTEMY: TEXHUYECKHE, TporpaMMHsIe. / JIek / JI2.1,J12.2
3amuTa CETEeBOro B3aMMOJIEHCTBUSA: OCHOBHBIE CBEAEHHUS 00 yrposax
9 JI.2, JI1.3, J12.1,
2.3 |ceTeBOro B3aMMOAEHCTBHUS, aHAIW3 YA3BUMOCTH HMH(OPMAIMOHHBIX 6 2 IK-1
J2.2
cucreMm (UC). / Jlek /
CereBble  araku:  Kiaccu(UKaus  CETEBBIX aTak W aHau3 JI1.2, JI11.3, JI2.1,
2.4 . 6 2 [K-1
ocobeHHOCTeH nx opranuzanuu. / Jlek / 2.2
2.5 | CucTeMbl KOHTPOJIS TOCTYIIA: YIIpaBiIeHUE paBaMu noctyma / [1p / 6 4 TIK-1 L2, ?11232’ 2.1,
26 CucteMbl yIpaBjieHHsI JOCTYINOM: YIPaBIICEHUE IpaBaMH JAOCTyNa B 6 4 MK-1 JI1.2, J11.3, J12.1,
© |JIBC/Ip/ 2.2
3amuTa JIOKAIBbHOM  BBIYMCIUTENBHOM CETHU: HEaBTOPU30BaHHBIN 1.1 113, 2.1
2.7 |moctyn x JIBC. HCJ & pecypcam JIBC, packpsiTue U 6 4 TIK-1 o JIZO 2’ o
HEaBTOPH30BaHHAs MOM(HKAIHS JaHHBIX U porpamm. / Cp / )

Pa3nen 3. 3amuTa onepanuoHHbIX cHcTeM: crieluuKa 6e30MaCHOCTH JOKAIBHBIX BRIYMCINTEIBHBIX ceTeii (JIBC) n
HH(OPMALHOHHBIX CHCTEM.




Cemectp

Komneren-

Ne HaunmeHnoBanue Tembl / Bua 3anatus Yacos Jlurepartypa
/ Kype M
3ammTa JIOKATBHON  BBIYUCIUTENBHOH CETH OT MOAU(HKAINU:
3| |HCABTOPH3OBAHHBIE JOCTYN K JIBC, HCH x pecypcam JIBC, 6 5 K-1 T, J12.1, 2.2
pacKpbITHE W HEaBTOpW30BaHHast  Moaudukanus  JaHHBIX U
nporpamm. / Jlek /
3ammra TpaduKa JIOKATEHOH BBIYUCIUTENBHON CETH: PACKPBITHE H
35 |mommena tpapuka JIBC, paspymenune ¢ynkuuii JIBC, oum61<1:1 B 6 5 K-1 13,121, 122
HPOTPaMMHOM OOECIICUCHHH, KOHTPOJIb YOAICHHBIX BBIYUCICHHH. /
Jlex /
33 Pe3epBHOE KONMHPOBaHWE MJAHHBIX: IOATOTOBKA K PE3EePBHOMY 6 4 HK-1 1.3, J12.1, 2.2
KOIMPOBaHUIO 6a3bl qaHHbIX / [1p /
JlecTpyKTUBHBIE BO3/€HCTBHS Ha JOKATbHYIO BBIUYHCIMTENBHYIO CETh: 1.1 711.3. 7121
3.4 |paspymenne ¢ynkmuii JIBC, ommOkn B mporpaMMHOM oOeCIICUeHHH. 6 4 IIK-1 o HZ. 2’ "

KonTpons ynanennasix Beraucnenuit. / Cp /

Pa3znen 4. IlporpaMMHO-TeXHHYECKAS 3AIIATA: OCHOBHBIE IIPOrPAMMHO-TeXHHYECKHE MEPbI 3alIUTHI HH(POPMAIHOHHBIX

npoueccoB U nporpaMmmHoro odecrieyenus (I10)

Cemectp

KomneTen-

Ne HaumeHnoBanune Tembl / Bua 3ansTus Yacos Jlutepatypa
/ Kype 101071
ApxuTeKkTypHas 0€30MacHOCTb: OCHOBHBIE MOHATHS IPOrPaMMHO- 1.2 711.1. 7113
4.1 |texnmueckoro ypoBHI Wb, ocobennoctm Wb cospemennsix UC, 6 2 IIK-1 L A
JI2.1,J12.2
apXuTeKTypHas Oe30macHOCTs. / JIex /
49 CrpykrypHas cxema cucteMbl 3U B TumoBoii C: ocHOBHBIE (DYyHKIHA 6 ) MK-1 JI1.2, J11.3, J12.1,
| yposneit 3U B UC. / Jlex / 2.2
CpenctBa cobctBeHHON 3amuthl [10: cpemcTBa 3aMTEI B COCTaBe
N JI.2, JI1.1, JI1.3,
4.3 |BBIUUCIUTENBHOM  CHCTEMBI, CPEACTBA  3AlIUTBl C  3aIPOCOM 6 2 IIK-1
JI2.1,J12.2
uapopmaruu. / Jlex /
TuIBl 3aUTEl  TPOTPAMMHOTO  OOECHEYECHHUS: CpeICTBA AKTHBHOM JI1.2, J11.3, J12.1,
4.4 . 6 2 [IK-1
samutsl 110, cpexcTBa maccuBHOM 3amuThl. / Jlek / 122
4.5 |3ammra CYB/I: pe3epBHOE KommupoBaHue 0a3bl JaHHBIX / [Ip / 6 4 TIK-1 HI.J2I,2J'[11 'JII’ZJ-;lj’
Ky . PR = =
46 SamuTa B *nix-cucremax: ympasieHue Unix — mogoOHON cuUcTeMou. / 6 4 MK-1 JI1.2, J11.3, JI2.1,
Ip/ 2.2
4.7 | CobcTBeHHas 3amuTa: CpeicTBa COOCTBeHHOH 3amuTh. / Cp / 6 8 TK-1 JI1.3, J12.1, JI2.2
Paznen 5. Ctpykrypa TpeGoBaHMii K CpeICTBaM 3al[UTHI: OCHOBHbIE KATErOpPUHU TPEOOBAHMIT K MPOrPAMMHON U
NMPOrPaMMHO-ANINAPATHOH pean3aliu CPeICTB 3aUUTHI HHpOPpMAIHH.
o Cemectp Komnerten-
No HaumenoBanue Tembl / Bua 3ansTus / Kype Yacos - Jluteparypa
Oo0mue TpedoBanus 1o obecrniedeHuro Mb: TpeboBaHMs K MpOrpaMMHO
-anmapaTHEIM  cpeicTBaM,  TpeOOBaHMSA K HH()OPMAIIMOHHBIM JI1.2, JI1.1, JI1.3,
5.1 6 2 TIK-1
nogcucreMaM (MACHTH(UKAMM ¥ ayTeHTH(UKAUM, YyIpaBICHUSL J12.1,J12.2
noctymnom). / Jlek /
O6uue TpeboBaHUs K UH(pOPMAIIMOHHBIM nojcucreMam
JI.2, JI1.1, JI1.3,
5.2 | (mpoTOKONMpOBaHUS, ayAuTa W T.I.), TPeOOBaHUS K CpEACTBaM 6 2 TIK-1
JI2.1,J12.2
ynpasnerus 1B, TpeGoBaHms K MexceTeBOMYy dKpany. / Jlek /
J1.2,J11.3, J12.1,
5.3 | BupTyamusanus: ycTaHOBKa CepBepa Ha BUPTyalbHy0 Mamuny. / [Ip / 6 4 TIK-1 2
Bcerpoennble cpencTBa  3alIMTHI:  CpEACTBA  3allUTBI B COCTaBe JI.2, JI1.1, JI1.3,
5.4 - 6 4 TK-1
BBIYUCIUTEIbHOMN cucTeMsl. / Cp / JI2.1,J12.2
Pa3nen 6. TpeboBanus k 3amure apromatusupoBaHHbix cucreM (AC) or HC.
Ne HaumenoBanue Tembl / Bua 3ansrus Cemectp Yacos Kowneren- Jluteparypa
/ Kype MU
OCHOBHBIE XapaKTEepUCTUKU TEXHUYECKUX cpeAcTB 3amuTel or HCJI:
ocHoBuble moacuctembl 31 ot HCJ] mis AC (ympaBieHHS TOCTYIIOM, JI1.1, J11.3, J12.1,
6.1 6 2 IK-1
perucTparii M yd4eTa,  KpuITorpadmueckas, obecrieueHus 122
LEJIOCTHOCTH) U TpeOoBanus K HUM. / Jlek /
6.2 AHanM3 3allWIIEHHOCTH: TOKa3aTeNid 3allluIIeHHOCTH WH()OopMauu 6 ) MK-1 JI1.2, JI1.1, JI1.3,
| or HCA nnsa xommbtorepHbix cucteM / [p / JI2.1,J12.2
MesxceTeBble JKpaHbl: TOKa3aTelW  3allUIIEHHOCTH MEKCETEBBIX JI1.2, J11.3, JI2.1,
6.3 6 2 TK-1
skpanoB. / Ip / 2.2
6.4 3amuTa OT CETeBBIX aTak: OpPraHu3alus M OTPHKCHHE CETEBBIX arak / 6 4 MK-1 JI1.2, JI1.1, JI1.3,
©|Ip/ J12.1,J12.2
6.5 |AxtuBHas1 wHTepQeiiCHas 3alUTa: CpeACTBa 3alllUTHI C 3alpOCOM 6 8 TIK-1 JI1.2, JI1.1, JI1.3,




napopmarmu. Cpencrsa akTHBHOHN 3amuTsl. / [Ip / JI2.1,J12.2

J.2,JI1.1, JI1.3,

6.6 | / Dx3amen / 6 36 TIK-1 2.1,712.2

4. POHJ] OLIEHOYHBIX CPEJICTB

CrpykTypa U comepkaHue ()OHIa OIEHOYHBIX CPEJICTB IS MPOBEACHUS TEKYIIEH M IPOMEKYTOUHOH aTTeCTalliy IIPEICTaBICHB B
IIpunoxennn 1 k pabodeit mporpaMme AUCITUIUIAHEL.

5. YAEBHO-METO/UMYECKOE 1 THOOPMAIIMOHHOE OBECHHEYEHHUE JTUCIUITJINHBI

5.1. OcHoBHas 1UTEpaTypa

ABTOpBI, 3arnasue W3narenscTBo, roa Konug-Bo
JI1.1 | 3asropoxuuii B. 1. KommnekcHas 3ammra vHGpopMauuu B M.: Jloroc, 2001 49
KOMITBIOTEPHBIX cUCTeMax: Yueb. mocodue
JI1.2 | Xopes Il b. ITporpamMMHo-araparHas 3amura HHbopMarHu: M.: ®OPVYM, 2015 25

y4eb. mocobue ISt CTYACHTOB BBICII. y4eO.
3aBeqieHn i, oOyJaronmxcs no Hamp. "MHpopMm.

0e3omacHOCTh"
JI1.3 [Apremos A. B. HNudopmannonHas 6€30MacHOCTb: KypC JCKINH: Open: MexpernoHansHast https://biblioclub.ru/inde
Kypc JeKLui akazeMus 6e30IaCHOCTH U x.php?
BeDKUBaHMS, 2014 page=book&id=428605
HEOrpaHUYEHHBIN
JOCTYII ISt
3aperuCTPUPOBAHHBIX
I0JIb30BaTeNei
5.2. JlonoJHHUTEIbHAS JUTEPaTypa
ABTOpBI, 3arnasue WznarenscTBo, roa Konug-Bo
JI2.1 | Tumenko E. H. OcHOBbI HHPOPMAIIMOHHO# Oe3omacHocTH: yueo.- Pocros u//1: 3n-Bo PI'OY 10
MeTO/I. pa3pal. (PUHX), 2012
JI2.2  [IIpoxoposa O. B. HNudopmannonHas 6€30MacHOCT U 3aIlUTa Camapa: Camapckuit https://biblioclub.ru/inde
uHbOpMaLUN: y4eOHHK rOCYAapCTBEHHBIN x.php?
ApXUTEKTYPHO- page=book&id=438331
CTPOUTENBHBIN HEOIPAHHICHHEIH
yHuBepcurer, 2014 JOCTYTI JUIS
3apEruCTPUPOBAHHBIX
10JIb30BaTeIIeH

5.3 IIpodeccuonanbHbie 6a3bl JAHHBIX H HHPOPMALMOHHbIE CIIPABOYHbIE CHCTEMBbI

NudopmanmonHas cnpaBounas cucrema "["apant”

Baza nanapix denepanbHON cIy k05l 0 TEXHUYECKOMY H dKcTiopTHOMY KoHTpomro (PCTIK Poccun) https://fstec.ru/

baza JIaHHBIX JEHCTBYIOMNX CTaH/IapTOB 1o HalpaBJICHUIO "NupopmannoHHas BezonacHocTs"
https://www.gost.ru/portal/gost/home/standarts/InformationSecurity

5.4. IlepeyeHb NpPOrpaMMHOro odecneyeHust

Onepanuonnas cucrema PEJI OC
MesxceteBoit skpan PFSense
Firebird

OmnepannonHas cucrema RedOS
LibreOffice

5.5. YueOHO-MeTOAMYECKHE MaTepuajbl Ui CTYI€EHTOB ¢ OrPAHUYC€HHBIMHA BO3MOKHOCTSIMHU 310POBbSI

IIpn HE0oOXOMMMOCTH IO 3aiBICHUIO OOYYAOMETOCS C OrPaHMYCHHBIMH BO3MOXHOCTSIMH 37I0pPOBbS  y4eOHO-METONUYECKHE
Marepualbl NpPeJOCTaBISIOTCS B (opMax, aalTHPOBAaHHBIX K OrPaHMYEHHMSM 3/10pOBbsS W BocHpusaTus MHpopMmaumu. Jns nun c
HapyIICHUSIMU 3peHus: B QopMe ayanodaiina;, B medarHoid Qopme yBenudeHHbIM mmpudrom. s num ¢ HapyIICHHSIMH CIyXa: B
(opMe HIIEKTPOHHOTO IOKYMEHTa, B IedarHoi Qopme. s U ¢ HapyMICHHSMH OIOPHO-IBHTATEIFHOTO ammapara: B (opme
3JIEKTPOHHOTO JOKYMEHTa; B eUaTHOH opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI

[Tomemenust A1 BceX BHIOB pabOT, MPEILyCMOTPEHHBIX YYEOHBIM IITAaHOM, YKOMIUIEKTOBAaHBI HEOOXOIMMOMH ClIenHaTu3MPOBAHHOM
y4eOHOI MeOeThIO M TEXHUIECKUMH CPEICTBAMH 00yUCHHS:

- CTOJIBI, CTYTIbS;

- IEPCOHAIBHBINH KOMITbIOTED / HOYTOYK (IIEpEHOCHOM);

- TIPOEKTOP;

- 9KpaH / UHTepaKTUBHAS TOCKa.

JlaboparopHble 3aHATUS TPOBOJIATCS B KOMIBIOTEPHBIX Kijlaccax, paboure MecTa B KOTOPHIX O0OpyAOBaHBl HEOOXOAMMBIMU




| JMLEH3HOHHBIMY W/UIHM CBOOOHO pacpoCTPaHIEMBIMH IPOrPAMMHBIMH CPEICTBAMHU U BBIXOJ0M B MHTEpHeT.

7. METOAJUYECKHUE YKA3ZAHUSA JJI1 OBYYJAIOIIUXCSA 11O OCBOEHUIO JUCIHTUIIJINHBI

MeTtoanyeckue yKa3aHus 0 OCBOCHUIO AUCHUILTHHEI IPeIcTaBneHb! B [Ipunoxkennu 2 k pabouei mporpaMme AUCIUTLTHHEL.




®OH/I OHEHOYHbBIX CPEIACTB

IIpuaoxenne 1

1 Onucanue nmokasareje u KPUTEPUECB OLCHUBAHUA KOMIIeTEeHIIU Ha PA3JUYHBIX JTamnax HuX

(popMupoBanus, onucaHue MWIKaJ OUeHUBAHUS

1.1 Tloka3aTenu U KpUTEPUU OLIEHUBAHUS KOMIIETCHIINMN:

3VH, cocrasisronine

KOMIICTCHIIUIO

Tloka3arenu
OLICHUBAHUS

Kpurepun
OLICHUBAHMSI

Cpenctsa
OIICHUBAHMSI

[IK-1: cnocoGeH BBIMOMHATH pabOThI MO YCTAaHOBKE, HACTPOWKE M OOCTYKMBAHUIO NPOTPAMMHBIX,
IPOrpaMMHO-aNMNapaTHHIX (B TOM YHCJIe KPUNTOTPahUUIECKHX) U 3alIUIIECHHBIX TEXHUYECKUX CPENICTB

00paboTku nHOpMaIUn

3HATh KOHICTIUIO 1
MPUHIIUATIBI TTOCTPOCHHUS
IPOrPaMMHOTO
oOecreyeHus, B TOM
qHuCIe
KpUITOrpaduaeckoro.

OmnuceiBaeT crioco0b!
pelIeHus CTaHIaPTHBIX
3ama4
npodeccrnoHaTBHOM
JEATEIILHOCTH B
obnactu
nH(OPMALIMOHHON
0€30macHOCTH pU
(dbopmMupoBaHUU
CHCTEMBI 3aIUTHI
nH(popMaLuy Ipu
OTBETE Ha BOTIPOCHI

[Tonusii, pa3BEPHYTHIN
OTBET Ha
MOCTaBJICHHBIN BOIPOC,
M3JI0KEHUE MaTepuaita
IIPU OTBETE —
IrPaMOTHOE U
JIOTUYECKH CTPOITHOE

Ompoc (Borpocsl 1-68)

Bompocs k sx3ameny
(Bompocsr 1-101)

YMeTh yCcTaHaBIMBATh
U KOH(QUTYpUpPOBATh

AHnanusupyer
COCTOSTHHE CHCTEMBI

TlomHOTAa u
HpaBI/IJ'IBHOCTI)

[IpakTuxo-
OPHUEHTHPOBAHHBIE

OTICPAIIMOHHBIE 3aIuThl UHQOPMAIMKU, | PEeIICHUs  TPaKTUKO- | 3aAaHus (3amaHus 1-35)
CUCTEMBI, CEpBEPHOE BBISIBJISIET €€ ySI3BUMbIE | OPHEHTUPOBAHHOTO
[TpakTuko-
POrpaMMHOE MecTa M OIpeesieT 3a/laHus wi | P
OpPUEHTUPOBAHHBIC
obecrnieueHue u 6a3bl HaIpaBJICHUS €€ MPAKTUYECKOTO
3a/laHus K SK3aMEHY
TAHHBIX. COBEpIICHCTBOBAHUS 3a/laHus
(3amanus 1-8)
TIPH BBITIOJTHEHU U
MIPAKTUKO-
OPUEHTUPOBAHHOTO H
MIPAKTUIECKOTO
3a/laHus
Bnaners uadopmanueit | cronb3yeT METOBI U | TIOJTHOTA u | [Ipaktuxo-
0 ACUCTBYIOIIMX | cpeCcTBA 3aIUTHI COZEPKATCIBHOCTD OPUEHTUPOBAHHEIE
CTafjaprax 1| yadopmanuu B oTBCTA 3ananus (3aganus 1-35)
HOPMATUBHBIX yMEHHE MIPUBOIUTH
. COOTBETCTBUHU C
TpeOoBaHUI B 00JIACTH MIPUMEPHI I[IpaKTHKO-
uH(GOPMaLIMOHHON TIpaBOBLIMH yMEHHE

OpUEHTHUPOBAHHbBIE




0€e301macHOCTH HOpMaTUBHBIMU CaMOCTOATECIBHO 3aIaHUA K OK3aMCHY

aKTaMH | HaxOIHUThb peHiCHUe | (3amanus 1-8)
HOPMATHBHBIMH MOCTABJICHHBIX 3a/1a4
METOINYECKUMU

nokymentamu @Ch
Poccun u ®CTOK
Poccun mpu
BBITIOJTHEHUH
MIPaKTHKO-
OpPUEHTHUPOBAHHOTO U
MIPAKTUYECKOTO
3a/1aHUs

1.2 IIIxansl OlleHUBAHUA:

Texymuii KOHTPOJIb YCIIEBAEMOCTH M MPOMEKYTOUHAS aTTECTALUS OCYIIECTBIIAECTCS B paMKax
HAKOIMUTENIbHOW 0aJUTbHO-PEUTHHTOBOM crcTeMbl B 100-0ammpHOHN 1mIKame:

84-100 6amnoB (o1eHKAa «OTIIMYHOY)

67-83 6amioB (OIIEHKA «XOPOIIIOY)

50-66 6annoB (OLEHKA «YIOBIECTBOPUTEITHHOY)

0-49 GannoB (o1eHKa «HEYAOBICTBOPUTEIHHO)

2 TunoBble KOHTPOJIbHbIE 32JaHUS MU HHbIE MaTepUaJbl, HeOOXOAMMBbIe JIsl OLeHKU 3HAHUI,
YMEHHii, HABBIKOB U (MJIH) ONbITA /IeSITeJILHOCTH, XapaKTepU3YIIUX 3Tanbl (popMUpPOBAHUS
KOMIIETEHI[Hil B mpoIlecce 0CBOEHNsI 00pa30BaTeIbHOI MPOrpaMMbl

BOl'lpOCI)I K 3K3aMEHY

1. Yro takoe Undopmammonnas besonacuocts (Mb), kak ona otHocuTcs K HanmonanbHOM

besonacnoctu?

[Touemy Baxkxna b B coBpemeHHOM Mupe?

Kaxkue sBisiroTcsi OCHOBHBIMU COCTaBHbIMU dacTsaMu Mb?

Moskere 11 Bbl IEPEUUCIUTh OCHOBHBIE IPUHLIUIIBI 0OecnieueHus 11b?

Kaxkosa xnaccuduxanus yrpo3 Ub?

Kakwe sSBISIFOTCS OCHOBHBIMH YTPO3aMHU JOCTYIMHOCTH WHpOpMayn?

Kak coznate SQL-cepBep ¢ momorisio nakera Firebird?

Kak ynpasisate SQL-cepBepoM ¢ momomipio nakera Firebird?

Meroab! aHanu3a yrpo3 OCHOBHBIM KoMnoHeHTam 1b?

0. Kto Takue xakepsl (3710yMBILUIEHHUKH) U YTO SIBJISIETCS UX LEIIMU?

1. Kak oprann3oBaHbl OprpaHu3allMOHHO-KOMMYHUKaTUBHBIE cpencTBa HanmonaneHoM
Cuctems 3amutsl (HC3) B KOMIBIOTEPHYIO CUCTEMY?

12. Kakne mepst HCJI cymiecTByIOT 11 3aIUThI KOMIIBIOTEPHBIX CHCTEM?

13. Yto Hy>kHO 3HaTh 00 yrpo3ax CeTeBOro B3aUMOJICHCTBUS?

14. Kak knmaccupuiupyoTcsi CeTeBble aTaKu M KaK OHU OPTaHU3yIOTCs?

15. Kak ynpaBisiTh npaBaMu JOCTyINa B cUCTEME?

16. Kak nmpeoTBpaTtuTh HeaBTOpU30BaHHbIN AocTyn Kk JIBC?

e B R




17.

18.
19.
20.
21.
22.
23.

24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.

55.
56.
57.

58.
59.

60.
61.

Kak 3auTuThCs OT pacKpbITHS U HEABTOPU30BAHHOM MOIM(UKALIMK JaHHBIX U IPOrpaMM
B JIBC?

Kak roToBUTBCS K pe3epBHOMY KOIIMPOBAHUIO 0a3bl 1aHHBIX?

Kak GopoThcs ¢ necTpyKTUBHBIMU Bo3aelcTBUsIMH Ha JIBC?

Uto Takoe mporpaMMHO-TEXHUYECKUH ypoBeHb NB?

KakoBa poinb apxutekTypHOU 6€301MacHOCTH B cOBpeMeHHbIX MC?

Kak ycTaHOBUTB cepBep Ha BUPTyaIbHYIO MallluHy ?

Kakwue TpeboBaHus NpeabABISAIOTCSA K IPOTPAMMHO-AIIApaTHBIM CPEICTBAM,
nH(OPMAITMOHHBIM TTOJICUCTEMaM, CpecTBaM ynpasiieHus Mb, mexceTeBbIM 3xpaHam?
UTto npeacTaBisiFoT co00i CpecTBAa COOCTBEHHON 3alTUTHI?

Kakue cpencTsa 3auThl BKIIFOUEHBI B COCTAB BBIYUCIUTEIBHBIX CHCTEM?

Kaxue noacucreMsl 3aMThl CynecTBYIOT 111 ABToMaTu3upoBaHHbIX Cucrem (AC)?
Kakue TpeOGoBaHMs NPebABIAIOTCSA K 3TUM HoAcucTeMam?

Kak n3mepsiercs 3amunieHHocts nHPpopmanuu ot HCJI 1151 KOMIBIOTEPHBIX cucTeM?
Kak onieHMBaTh 3alIMIIEHHOCTh MEXKCETEBBIX SKPaHOB?

Kax oprannsoBatb 1 OTpa3uTh CETEBBIE aTAKU?

Kakue cpeactBa UCIONIB3YIOTCS JUISl 3aLUTHI C 3alIPOCOM MHPOpMaLuu?

Kaxkue cpeacTBa akTUBHOM 3alIUTHI CYyIIECTBYIOT?

Paznuuure Mex1y akTUBHOW U maccuBHOM 3amurton [10.

Kak nmpousBoautcs pe3epBHOE KOMMPOBAHHE Oa3bl JAHHBIX?

Kaxk ynpapisars Unix-1moo0HBIME cHCTEMaMu?

Kakue cpenctBa coOCTBEHHOH 3aIUTHI CYIIECTBYIOT?

Kakue nokasareny 3alMIIEHHOCTH UMEIOT MEKCETEBBIC DKPaHBbI?

Kak BeInonzsiercs miiaHupoBaHUE MEPONIPUATHI 110 IPOTUBOIEHCTBUIO yrpo3am 1b?
Kak nmpoucxoauT MOHUTOPUHT U aHanu3 yrpo3 Ub?

Kakue HOpMaTuBHBIE IPAaBOBBIE AKTHI peraaMeHTupytoT obaacts b B Poccun?

Kaxk Benercs paccienoBanue u cOop yiauk mocie Hapyuenus Mb?

Kak mpoucxonut BoccraHoBlIeHHE pa00TOCIIOCOOHOCTH CUCTEMBI ITocie HapyiieHus 1b?
Kax ¢popmupyercs crpykrypa otaena b B komnanuu?

Kakoii nepconan neobxoaum amns padotsl B otaene Ub?

Knaccuduxanus yrpos UB;

CocraB ¥ KpaTkasi XapaKTepUCTUKa BHYyTPEHHUX U BHEITHUX UCTOYHUKOB yrpo3 Ub;
CocTaB 1 KpaTkasi XapaKTepUCTUKa OCHOBHBIX YIPO3 TOCTYITHOCTH;

CocTraB ¥ KpaTkKasi XapaKTEepUCTHUKA OCHOBHBIX YIPO3 LIEJTOCTHOCTH;

CocTaB u KpaTKas XapaKTepUCTHKa OCHOBHBIX yTPO3 KOHPHUICHIINATHLHOCTH;
Knaccugukanus kareropuii XxakepoB U UX Ielei;

CocTaB ¥ KpaTkasi XapaKTepUCTHKa OPraHU3allMOHHO KOMMYHUKaTUBHBIX cpeacts HC/L;
CocraB u KpaTkas XxapakTepuctuka Texundeckux cpencts HC/L;

CocraB u KpaTkas XxapakTepuctuka nporpaMMusbix cpeacts HCJL;

XapaxkTepucTuka OCHOBHBIX yrpo3 Mb npu B3aumozeiicteuu ¢ Internet; TpeboBanus k
nojcucTeMe 3aluThl oT yrpo3 b npu B3aumonenicteuu ¢ Internet;

Knaccugukamus ceTeBbIx aTakx;

Omnpenenenue cHuddepa MakeToB U XapaKTEPUCTUKA OCHOBHBIX CPEJICTB 3aLIUTHI OT
caudduHra;

Omnpenenenue IP cniyduHra n xapakreprucTuka OCHOBHBIX CPEZCTB 3aLIUThI OT HEro;
Onpenenenne atak tuna DoS ("oTka3 B 00caykuBaHUU") U XapaKTEPUCTUKA OCHOBHBIX
CPE/ICTB 3aIUTHI OT HHX;

OmnpeneneHne NapoIbHBIX aTaK M XapaKTEPUCTHKA OCHOBHBIX CPEJICTB 3aIUTHI OT HHX;
OmnpezneneHue aTak Ha ypoBHE NPUIIOKeHUH 1 Thna Man in the Middle u xapakrepucruka
OCHOBHBIX CPEJICTB 3aIIUTHI OT HUX;



62.

63.
64.

. KpaTtkas xapaktepucTrika OCHOBHBIX YCIOBUM pacKkpbIThs AaHHBIX JIBC;
66.

65

67.
68.

69.
70.
71.

72.

73

77.

78.

79.

80.

81

84.
85.
86.

87.
88.
89.
90.
. TpeGoBaHMs K MOJACUCTEME UACHTU(PUKAIIUU U ayTCHTUPUKAIUY;
92.
93,
94,

91

95.
96.
97.
98.

Omnpenenenue ceTeBOM pa3BeIKU U Nepeagpecaluy IOPTOB U XapaKTePUCTHKA OCHOBHBIX
CPEJICTB 3alUTHI OT HUX;

OCHOBHBIE METOJIbI M YCIIOBHSI HEAaBTOPU30BaHHOTO gocTyna k JIBC;

Kpatkas xapakrepuctuka ocHoBHbIX yciaosuil HC/I x JIBC;

KpaTkas xapakTepucTrka HeaBTOPHU30BaHHOW MOIU(DUKAIINK JaHHBIX U IPOTPAMM U
OCHOBHBIX yCIIOBUI €€ BO3HUKHOBEHHSI;

Kpatkas xapakTeprucTHKa OCHOBHBIX YCIIOBHUI pacKpbIThs U moaMeHs! Tpadpuka JIBC;
Ocnognsbie yrpo3sl b JIBC npu pacnpeneneHHOM XpaHeHU! (DaiyioB U yIaeHHbBIX
BBIYHMCIICHUSIX;

OcHOBHbIE CepBHCHI 0€30MaCHOCTH;

OcHOBHBIE IPUHIIUIIBI APXUTEKTYPHON O€30MACHOCTH U UX KpaTKasl XapaKTePUCTHKA;
CrpykrypHas cxema cuctembl 3U i1 THIIOBO# MHGOPMAITMOHHONW CHUCTEMBI M KpaTKast
XapaKTePUCTHKA €€ OCHOBHBIX OJIOKOB;

OcHoBHble (QYHKIIUYU LIEHTPAIM30BAHHOTO YIIPABJICHUS PUCKAMU M aIMUHUCTPUPOBAHUS
CHCTEMBI 0€30I1aCHOCTH;

. OcHoBHBIE (DYHKIIMU 3aIIUTHI YIIPABICHUS MTPUIIOKEHUSIMU;
74.
75.
76.

OcHoBHbIE (YHKITUU 3AIIUTH CHCTEMEBI CETEeH;

OcHoBHbIe (HYHKIIUU 3aIIUTH KOHEYHBIX MOJIb30BaTENECH;

Krnaccudukanus cpeicTB 3auuThl IPOrPaMMHOTO 00ECTICUSHUS M XapaKTePUCTUKA X
OCHOBHBIX KaTErOpHii;

Krnaccudukanus cpeicTB 3aluThl B COCTaBe BEIYUCTUTENBHOM cucTteMbl (BC) u
XapaKTePUCTHKA UX OCHOBHBIX COCTABIISIONINX;

[IpuHUHKIIBI OpraHU3alMKY U TEXHUYECKOTO UCIIOTHEHUS 3aIUThl MAarHUTHBIX TUCKOB U
3alIMTHBIX MEXaHU3MOB ycTpoiicTB BC;

[TpyHIIMITBI OPraHU3alUY U TEXHUYECKOTO UCTIOIHEHHUS 3aMKOB 3aIllUThI U 3alTUTHI THIA
"n3mMenenue QyHKIUR";

Knaccudukanus cpenctsa 3aiuThl ¢ 3alpocoM HH(GOPMALIUY U XapaKTEPUCTUKA UX
OCHOBHBIX COCTABJISIOIINX;

. Haznauenue n npunnun ¢popmMupoBaHus naposieil, mudpos, CUTHATYD;
82.
83.

Hasnauenue u OCHOBHBIE TIPUHITUTIBI TOCTPOCHHUS AIapaTyPhl 3aIIUTHI;
Krnaccugukaius cpeicTB ak THBHO# 3aIIUThl M XapaKTEPUCTHKA UX OCHOBHBIX
COCTAaBIIAIOIINX;

Omnpenenenue U XxapaKTEPUCTUKA OCHOBHBIX BHYTPEHHUX CPEACTB aKTUBHOMW 3aIITUTHI;
OmnpeneneHne U XapaKTEPUCTUKA OCHOBHBIX BHEIITHUX CPEJICTB aKTUBHOM 3aIIHTHI;
Krnaccugukaius cpeicTB MacCUBHOW 3aIIMThI U XapaKTEPUCTUKA MX OCHOBHBIX
COCTaBIIAIOIINX;

HazHnaueHue 1 OCHOBHbIE IPUHIIUAIIBI OPTaHU3AIIUH UICHTU(UKAIIUH TPOTPaMM;
Hasnauenue u OCHOBHBIE MPUHITUIIBI TOCTPOCHUS YCTPOWCTB KOHTPOJIS;

OO6muii coctaB TpeboBanuii mo odecneuenuro Ub;

TpeOoBaHwMsI K MPOTPAMMHO aIlapaTHBIM CPEICTBAM;

TpeboBaHusI K MOACUCTEME YIIPABICHUS 1OCTYIIOM;

TpeGoBaHMs K MOJCUCTEME MTPOTOKOIMPOBAHUS Ay AUTA;

TpeboBaHMsI K MOJACUCTEME 3aIUTHI TOBTOPHOI'O UCIOJIB30BaHUs OOBEKTOB U K 3aIIUTE
KPUTHYHOI uH(OpMaIuu;

TpebGoBanus Kk cpeacTBam oOecreueHus eTOCTHOCTH;

TpeGoBanus k cpeactBam ynpasnenusi Ub;

OO0muii coctaB TpeOOBaHUI K MEKCETEBOMY IKPaHYy;

[loacuctema ynpapieHus JOCTYIIOM B aBTOMAaTU3UPOBAHHONW CUCTEME U OCHOBHBIE
TpeboBaHus K Her i 3anuThl oT HC/I;



99. IloncucTeMa perucTpaldy U yuyeTa B aBTOMaTU3UPOBAHHOM CUCTEME U OCHOBHBIE
TpeboBaHus K Hell s 3amuthl oT HC/L;

100. Kpunrorpaduueckas nojacucrema 31 B aBTOMaTU3UPOBAHHON CUCTEME U OCHOBHBIC
TpeboBaHus K Helt s 3amutel oT HCJL;

101. Tlomcucrema obecriedeHHs IIEITOCTHOCTH B aBTOMATU3UPOBAHHON CUCTEME U OCHOBHBIC
TpeboBaHus K Hell s 3amuthl oT HCJ;

IIpakTHKO-OpHEHTHPOBAHHBIE 3a[JaHNUS K IK3aMeHY

1. Co3manue cBoel 0a3pl JaHHBIX ¢ HOMOIIBIO nakera Firebird.

2. VYmpapieHHe NOJIb30BATEISAMHU U ITpaBaMu A0CTyMa B created 0aze JaHHBIX ¢ TOMOIIBIO TTAKEeTa
Firebird.

3. Amnanus yrpo3 ceouM IT-uadpactpykrype u pazpaboTka miaH 1eHCTBHA 10 60pbOE C HUMH.

4. HW3yueHue pa3nuyHbIX KaTErOPHil XaKepoB U UX LIEJIEH, a TAKKE MPOBEICHUE TECTOBBIX
YAAJIEHHBIX CETEBBIX aTaK HA CBOIO CHCTEMY.

5. Hactpolika TEXHUYECKHX ¥ IPOTPAMMHBIX CPEACTB 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO
JI0CTyIa K CBOE€H KOMIIBIOTEPHOM CUCTEME.

6. U3zydenue ys3BUMOCTEH cBOel MH(POPMAIIMOHHON CHCTEMBI 1 TTPOBEICHUE aHAIN3a PUCKOB.

7. W3ydenue pa3nuyHBIX THIIOB CETEBBIX aTak U pa3paboTKa IIaHa OTPAKEHHS aTaK Ha CBOIO
CUCTEMY.

8. Hacrpolika cuctembl KOHTPOJIS JOCTyIIa M YIPaBIEHUS IIpaBaMU JOCTYyINa B CBOEH JIOKAIbHON
BBIYHCIUTEILHON CETH.

9. Hacrpoiika Mep 10 3aIMTE JaHHBIX U IPOrpaMM B CBOEH JIOKaJIbHOW BBIYUCIUTEIBHOM CETH OT
HECaHKIIMOHUPOBAHHOIO JOCTYyIAa U U3MEHEHUH.

10. Hactpoiika mep 1o 3amuTe Tpaduka B CBOCH TOKAIbHON BRIYUCIUTEIHLHON CETH.

11. BeimosHeHHE pe3epBHOTO KOMMMPOBAHKSI CBOMX JaHHBIX U pa3paboTKa IJIJaHa BOCCTAHOBJICHHS B
cily4ae Kpa)Xu WM YHUYTOKEHUS TaHHBIX.

12. VI3yueHue apXUTEKTYpbl CBOEH MH(DOPMAIIMOHHON CUCTEMBI U pa3padoTKa IJIaHa o €€
3alluUTe.

13. U3zyuenue ocobennocteit coppemeHHbIx MC u pazpaboTka 1riana 3aiiTsl OT HOBBIX YTPO3.

14. Pa3paboTka MOJIMTHK U MIPOLEyp O oOecreyeHno HHPOPMALMOHHOM 6€301MacHOCTH B CBOEH
OpraHu3aluy.

15. V3ydeHne MexXceTeBbIX 3KPAaHOB U BBIOOP MOIXOSAIIET0 peIIeHus JUIsl CBOe OpraHu3alium.

16. 3yueHnue BCTPOCHHBIX CPEJICTB 3AIIUTHI B CBOEH BHIYMCIIUTEILHON CUCTEME U UX HACTPOMKA.

17. AHanu3 3alIMIEHHOCTH CBOEH KOMITBIOTEPHOM CUCTEMBI M pa3paboTKa IJIaHa 0 YJIyYlIeHUIO
ee 0€30MacHOCTH.

DK3aMeHaIMOHHOE 3a/IaHKe BKIIIOYAET 2 TEOPETUUECKUX Borpoca (pa3aen «Bompock! k
9K3aMeHy») U | IPaKTUKO-OpUEHTUPOBAHHOE 3a1aHne ((hOpMHUPYETCs U3 IEPEUHs 3a/1aHHH,
NpEeJCTaBICHHBIX B paszeine «[IpakTuko-oprueHTHPOBAHHBIC 3aJaHUS K DK3aMEHY»).

Kpurtepun ouennBanus:

MakcumanabHOE KOJIMYECTBO OAIIIOB 3a dk3aMeHannoHnHoe 3ananue — 100 (30 6amios
MaKCHMAJTBHO 33 KaXKIIbI TEOPETUIECKH Boipoc, 40 0auioB MaKCHMAaTBHO 33 TIPAKTHKO-
OpPUEHTHUPOBAHHOE 3a/IaHUE).

Kpurepun onieHMBaHUS OJHOTO TEOPETUIECKOTO BOIIPOCA:

- 25-30 6ayIoB BBICTABIISIETCS CTYIEHTY, €CIIM U3JI0KEHHBIM MaTteprall (aKTUYECKU BEPEH,
POJIEMOHCTPUPOBAHBI ITyOOKHE HCUEPIIBIBAIONINE 3HAHUS B 00bEMe MPOIICHHOM TPOTrpaMMBl B
COOTBETCTBHUH C TIOCTABJICHHBIMU MPOTPAMMON Kypca IEJISIMH U 331a4aMH 00yUeHHS, U3JT0KECHUE
Marepuaa IpHu OTBETE - IPAMOTHOE U JIOTHYECKH CTPOHHOE;



- 20-24 6anaoB BBICTABIISIETCS CTYICHTY, €CJIA MTPOJIEMOHCTPUPOBAHBI TBEPBIC U JOCTATOYHO
IIOJIHBIC 3HAHUA B 061;eMe HpOI\/JII[eHHOI\/'I nporpamMmsbl JUCHHUIIIIMHBI B COOTBCTCTBHUU C LECTIAMU
00y4eHHUs; MaTepHuall U3JI0KEH IOCTATOYHO TMOJIHO C OTJAEIbHBIMU JIOTUYECKUMU U
CTUWINCTUYCCKHUMU MOTPCITHOCTAMMU,

- 15-19 6annoB BeICTABISIETCS CTYICHTY, €CJIA MTPOJIEMOHCTPUPOBAHBI TBEPBIC 3HAHUS B
00BeMe TPOIIEHHOTO Kypca B COOTBETCTBHE C IEISIMH OOYUCHHSI, OTBET COACPIKUT OT/ICTbHBIC
OLIMOKH, YBEPEHHO UCIPABIIEHHBIE MOCIIE JOMOTHUTENIBHBIX BOIPOCOB;

- 0-14 6ania BBICTaBIIACTCS CTYIEHTY, €CJIH OTBETHI HE CBSI3aHBI C BOIPOCAMH, JIOMYILEHBI
rpyOble OIMOKHN B OTBETE, MPOIEMOHCTPUPOBAHBI HETOHUMAaHKE CYIIIHOCTH HU3JIaraeMoro Bompoca,
HCYBCPCHHOCTb U HCTOYHOCTh OTBCTOB HA JOIMOJHUTCIIbHBIC U HABOAAIIUC BOIIPOCHI.

Kpurepuu onieHuBanus mpakTUKO-OPUEHTUPOBAHHOTO 3aJaHUS:
- 35-40 6anoB BBICTABIISIETCS, €CJIM 3a/IaHUE PEIICHO MOTHOCTHIO, B IPEICTABICHHOM
periernr 000CHOBAHHO TMOTYYEHBI TPABUIILHBIE OTBETHI.
- 25-34 Ganna BBICTABIISIETCS, €CJIM 3aJaHUE PEIICHO MOJHOCTHIO, HO MPU OTBETE JOIMYIICHBI
HE3HAYUTEIBHEIE OIIINOKH.
- 11-24 Ganna BBICTABISIETCS, €CJIA 3a/IaHUE PEIICHO YaCTUYHO.
- 0-10 6amI0B BBICTABIISACTCS, €CJIN PEIICHUE HEBEPHO HITU OTCYTCTBYET.

HToroBslii pe3ynbTaT GOpMUPYETCS U3 CYMMBI HAOPAHHBIX OAJIJIOB 32 BBITTOJHEHUE 3a4ETHOTO
3aJ]aHUsI U COOTBETCTBYET IIKAJIE:
- 84-100 6amioB (OlEHKA «OTIMYHO))
- 67-83 GannoB (OLIEHKA «XOPOIIIO»)
- 50-66 GanyioB (OLIEHKA «YIOBIETBOPUTEIBHOY)
- 0-49 6anoB (OLIEHKA «HEYIOBICTBOPUTEIHLHO)Y)

Omnpoc

CymHocTs 1 noHsiTue nHpopmarronHoit 6ezonacHoctu (Mb);
XapakTeprucThKa OCHOBHBIX cocTaBiisitomnx Ub;
3navyenue Wb ni1s cyObekTOB HHPOPMALIMOHHBIX OTHOLICHUH;
Mecto Ub B cuctemMe HallMOHAILHOM 0€30MacHOCTH;
OcHoBHBbIE IpUHIHIEI 0Oecnieuenus 1b;
Knaccudukanus yrpos Ub;
CocraB 1 KpaTkasi XapaKTEepUCTHKA BHYTPEHHUX U BHEIIHUX UCTOYHUKOB yrpo3 U1b;
CocraB 1 KpaTkasi XapakTEpUCTHKA OCHOBHBIX YIPO3 JOCTYITHOCTH;
CocTaB ¥ KpaTkasi XapaKTepUCTHUKa OCHOBHBIX YIPO3 LIETOCTHOCTH;
. CocTaB ¥ KpaTkasi XapakTepHUCTUKa OCHOBHBIX yTP0O3 KOH(PHUIEHIINATBHOCTH;
. Knnaccudukanus xateropuii xakepoB U UX IeJeH;
. CocTaB M KpaTKas XapaKTepUCTHKA OpraHU3allMOHHO KOMMYHUKAaTUBHBIX cpeacts HC/;
. CocTaB ¥ KpaTkas XxapakTepuctuka Texunueckux cpeacts HC/L;
. CocTaB 1 KpaTkas xapakTepucTthka nporpammubix cpeacts HCJI;
. XapakTepucTika ocHOBHBIX yrpo3 Mb mpu B3aumoneiicteuu ¢ Internet; TpeGoBanus k
nojicucTeMe 3aimuThl oT yrpo3 UMb npu B3aumoseiictBuu ¢ Internet;
16. Knaccudukanus ceTeBbIX aTax;
17. Onpenenenue cauddepa makeToB U XapaKTEPUCTUKA OCHOBHBIX CPEJICTB 3aIIUTHI OT
caudduHra;
18. Onpenenenue [P cryduHra m xapakreprucTika OCHOBHBIX CPEJICTB 3aIlIUTHI OT HETO;
19. Onpenenenue atak tuna DoS ("oTka3 B 00cIykMBaHUU") U XapaKTEPUCTHKA OCHOBHBIX
CPEJICTB 3alUTHI OT HUX;
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20.
21.

22.

23.
24.
25.
26.

27.
28.

29.
30.
31.

32.

33.
34.
35.
36.

37.

38.

39.

40.

41.
42.
43.

44,
45.
46.

47.
48.
49.
50.
51.
52.
53.
54.

55.
56.
57.

Ornpenenenne MapoybHbIX aTaK U XapaKTEPUCTHKA OCHOBHBIX CPEJICTB 3aIUTHI OT HUX;
OmnpeneneHue aTak Ha ypOBHE MPUIOKEHUH 1 Thra Man in the Middle u xapakrepucruka
OCHOBHBIX CPEJICTB 3aIUTHI OT HUX;

Omnpenenenne ceTeBOM pa3BeIKU U IIepeagpecaliy IOPTOB U XapaKTEPUCTHKA OCHOBHBIX
CPEACTB 3alIUThI OT HUX;

OcHOBHBIE METO/IBI U YCIIOBHSI HEABTOPU30BaHHOT O AocTyna k JIBC;

Kpartkas xapakrepuctuka ocHoBHbIX ycinoBuii HCJ x JIBC;

Kpatkas xapakTepucTika OCHOBHBIX YCIOBHM packpbITHs faHHBIX JIBC;

KpaTkas xapakrepucTika HEaBTOPU30BaHHON MOIU(UKALINY JAHHBIX U IPOrpaMM U
OCHOBHBIX yCIJIOBUI1 €€ BOSHUKHOBEHHS;

Kpatkas xapakreprucTuka OCHOBHBIX YCIIOBUH PACKpBITUA U ToaMeHbI Tpaduka JIBC;
Ocuosusie yrpo3sl b JIBC npu pacnpeneneHHOM XpaHeHUH (aillioB U yTaleHHBIX
BBIYHMCIICHUSIX;

OcHOBHBIE CEpBHCHI 0€30MACHOCTH;

OcHOBHbBIE TPUHLIUIIBI APXUTEKTYPHON 0€30MaCHOCTH U UX KpaTKas XapaKTepUCTHKA;
CrpykTypHas cxema cucteMbl 31 it TUIIOBOM HH(POPMAITMOHHON CUCTEMBI U KpaTKast
XapaKTepUCTHKA €€ OCHOBHBIX OJIOKOB;

OcHoBHBIE (YHKIHUHU [IEHTPATUIOBAHHOTO YIPABJICHUS PUCKAMH U aIMUHUCTPHUPOBAHUS
CHCTEMBI 0€30IMaCHOCTH;

OcHoBHBIE (DYHKIIMHU 3AIIUTHI YIIPABICHUS MPUIOKECHUSIMU;

OcHoBHbIE (YHKIIMH 3aIIUTHl CUCTEMBI CETEH;

OcHoBHBIE (DYHKIIMHU 3aIIUTHI KOHEYHBIX MTOJIb30BaTENICH;

Knaccudukanus cpecTB 3alIUTH IPOTPAMMHOTO 00eCTIeYeHHs U XapaKTePUCTHKA X
OCHOBHBIX KaTE€TrOpHIi;

Knaccudukanmst cpeacTB 3auThl B COCTaBe BEIYUCIUTETLHOM cucTemMbl (BC) u
XapaKTEPUCTUKA UX OCHOBHBIX COCTABIISIONINX;

[IpuHUMIBI OpraHyU3alvy U TEXHUYECKOTO UCTIONHEHUS 3alUThl MATHUTHBIX JUCKOB U
3allUTHBIX MEXaHU3MOB ycTpoiicTB BC;

[IpuHIMIBI OpraHU3alMy U TEXHUYECKOTO UCIIOIHEHNS 3aMKOB 3alllUThl U 3aLUTHI THIA
"usmeneHnue QyHKIUn";

Knaccudukanus cpeactsa 3amuThI ¢ 3aIIpocOM HHGOPMAIHH U XapaKTEPUCTUKA MX
OCHOBHBIX COCTaBJISIIOLIUX;

Haznauenune u npuHImn GopMupoBaHus aposie, mupoB, CUTHATYP;

Hasnauenue 1 OCHOBHBIE IPUHIIUIIBI IOCTPOCHHUS ANMAPATY Pl 3ALUTHI;
Knaccudukanus cpeacTs ak THBHOM 3aIIMTHI M XapaKTEPUCTHKA UX OCHOBHBIX
COCTAaBJISIOLIUX;

Omnpenenenne U XxapakKTepUCTUKA OCHOBHBIX BHYTPEHHUX CPEACTB aKTUBHOMW 3aLIIUTHI;
OrnpezeneHne U XxapakTepUCTUKAa OCHOBHBIX BHEIIHUX CPEJICTB aKTUBHOM 3aILUTHI;
Knaccudukanus cpeacTs nacCHBHOM 3alIUTHI U XapaKTEPUCTUKA X OCHOBHBIX
COCTAaBJISIIOLIHUX;

HaznaueHnue 1 OCHOBHBIE IPUHIIUIIBI OPTaHU3AIUH UICHTU(UKAIIIH ITPOTPaMM;
Hasnauenue 1 OCHOBHbBIE TPUHIUIIBI IOCTPOCHUS YCTPOMCTB KOHTPOJIS;

OO6muii cocraB TpeboBanuii mo odecneuenuro Ub;

TpeGoBaHMsI K MPOrpaMMHO anMapaTHbIM CPEACTBAM;

TpeboBanMs K MoiCUCTEME UICHTH(PHUKALINN U ay TCHTH(QHUKAIINH;

TpeGoBaHus K MOACUCTEME yIPABICHUS TOCTYIIOM;

TpeboBaHMsI K MOJCUCTEME TPOTOKOJIIMPOBAHUS Ay ANUTA;

TpeGoBaHwMsI K MOACUCTEME 3aIUTHI TOBTOPHOT'O UCMOIB30BaHUs OOBEKTOB U K 3aIIUTE
KPUTHYHOI MHpOpMaINy;

TpeGoBanus K cpeficTBaM oOecTeueHus IIeIOCTHOCTH;

TpeboBanus k cpeacrBam ynpasienus Ub;

OO6muit coctaB TpeOOBaHMI K MEKCETEBOMY IKpaHy;



58. [loacucrema ynpaBiaeHHs JOCTYIIOM B aBTOMAaTU3UPOBAHHON CUCTEME U OCHOBHBIE
TpeboBaHus K Hell s 3amuthl oT HCJL;

59. Iloacucrema perucTpanyy U y4yera B aBTOMaTU3MPOBAHHOM CUCTEME U OCHOBHBIE
TpeboBaHus K Helt s 3amutel oT HC/;

60. Kpunrorpaduueckas moacucrema 31 B aBTOMaTU3upPOBAaHHOM CHCTEME  OCHOBHBIE
TpeboBaHus K Hell s 3amuthl oT HCJ;

61. IToncucrema obecredeHus 1IETOCTHOCTH B aBTOMAaTU3UPOBAHHON CHCTEME U OCHOBHBIC
TpeboBaHus K Hell s 3amuthl oT HCJL;

62. Ilokazarenu 3amumeHHocty nHpopmaruu ot HCJI 1711 KOMITBIOTEPHBIX CUCTEM U MX
KpaTkas Xxapakrepuctuka. [lokazarenu 3alUIIeHHOCTH MEXKCETEBBIX HIKPAHOB U UX KpaTKas
XapaKTEPUCTHKA.

63. Borpoch! 17151 HOATOTOBKY K IK3aMEHY.

64. CymiHocTh 1 noHsATHe nHpopMannonHoit 6e3omacHoctu (UB);

65. XapakTepucTuka OCHOBHBIX cocTaBistomux 1b;

66. 3nauenue Ub misa cyObekTOB MHGOPMAITMOHHBIX OTHOIIICHUH;

67. Mecto Ub B cucTeMe HallMOHAILHOM OS30IMaCHOCTH;

68. OcHoBHBIC MpUHIHIIBI 0OecrieueHus b;

Kpurepun onenuBanus:
MaxkcumanbHOe KOJTUYECTBO 0aJuI0B, KOTOpoe o0yJaromuiicst MoxkeT HaOpaTh — 40 6amioB (3a 40
OTBETOB).
OTBeT Ha BOIIPOC OLIEHUBAETCS:
- 1 Gant — mpaBWIBHBIN W TIOJIHBIN OTBET;
- 0 GanIoB — HENMPABUJIBHBIM OTBET WJIM OTBET HE MPECTABIICH.

10.

11

12.

HpaKTI/IKOOPI/IeHTI/IPOBaHHbIe 3adaHusA

Hanucanue ckpunToB Ha s3bike SQL 115 BeINOJIHEHUs oniepaliuii ¢ 0a30il JaHHbBIX, HAIIPUMED,
co3/1aHus TabJUIL, JOOABICHHS 3aMKCeil, U3MEHEHHS U YIaJICHHS JaHHBIX.

Hactpoiika cuctembl MOHUTOpUHTA COOBITUH B cBoell UT-uHPpacTpyKType U IpocMOTp
YKYPHaJIOB COOBITUM I BBISIBJICHUSI TOTEHIIMAIBHBIX YTPO3 0€30IaCHOCTH.

TectupoBanue 6ezonacHocTu web-nipunoxxkenuit u API, ucnomns3ytomnuxcs B cBoeit
OpraHu3aliy, ¢ IOMOIIbI0 aBTOMAaTU3UPOBAHHbBIX CPeACTB, Takux kak OWASP ZAP unu Burp
Suite.

Pa3paboTka nonutuk u nmpoueayp no UCnoiab30BaHuio BHEMHUX USB-ycTpoiicTB u Apyrux
CBEMHBIX HOCUTENEH B CBOCH OpraHU3alliH.

HacTpoiika cucteMbl mudpoBaHus JAHHBIX HA AUCKAX JKECTKOTO drives U B 00JIa4HbIX
XPaHMJINILAX.

CocraBieHne Ype3BbIYAIHOTO IJIaHa OTBETA Ha KHOEPYTPO3bI U TIPOBENICHIE YUEHHI MO €ro
pean3anuy.

N3yuenue u TecTupoBaHNE MEXAHU3MOB JIBYX(AaKTOPHOM ayTeHTHU(PHUKALUH 171 TOCTYIIa K
CHUCTEMAaM M CEpBHCAaM CBOEH OpraHHU3aliH.

Hacrpoiika cucreMsl ynpaBiieHHs Y4ETHBIMM 3aIIMCSMH U APOJIAIMU U1 COTPYAHUKOB CBOEH
OpraHM3aliy.

N3yuenue u TecTUpoBaHUE MEXAHU3MOB IIEYATHBIX MAapPKEPOB U TOKEHOB JJIs ayTEHTU(UKALIUU
II0JIb30BaTENEN B CBOEH OpraHU3allu.

Pa3zpaboTka moauTuk u mpoieayp no ucnonb3zoBanuio Wi-Fi cereit B cBoet opranusaiuu.

. M3yuenue u HacTpoiika cuctem npenorspaieHus sropxenuit (IDS/IPS) nus croeit UT-

UHPPACTPYKTYPHI.
TecTupoBaHue 6€30MMaCHOCTH CBOMX MOOMIJIBHBIX YCTPOICTB M pa3paboTKa MOJIUTHK UX

HCIIOJIB30BaHUS B CBOCH OpraHu3alru.
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25.

26.

27.

28.

29.
30.

31.

32.

33.

34.

35.

N3yuenune n HacTpoiiKa CUCTEM OOHAPYKEHHS M KOPPEKINH yss3BUMocTel B cBoerd UT-
UHPPACTPYKTYpE.

Pa3paboTka MoNUTUK U IPOLEAYp M0 HUCIOIb30BAaHUIO O0IaYHBIX CEPBUCOB B CBOEH
OpraHM3aliHy.

Hacrpoiika cucteMbl yrpaBieHUs BEpCUAMH JIJIs KoJa U KoHpurypanuii B cBoeit UT-
UHPPACTPYKTYpE.

TectupoBanue 6€30MaCHOCTH COOCTBEHHOTO CaiiTa MIIM BEO-TIPUIIOKECHHSI ITyTEM MPOBEACHUS
penetration testing'a wiun vulnerability scanning'a.

N3yuenune n HacTpoiika cuctem 3amuThl oT DDoS-atak mis coeit UT-uHGpacTpyKTypHl.
Pa3paboTka monuTHK 1 po1eyp 1Mo 6e30macHOMY UCIOJIb30BaHUIO e-mail B cBoei
OpraHu3aIuu.

W3ydenue u HacTpolika CUCTEM JIOTUpOBaHM U ayauTa ais cBoeil UT-undpacTpyKTyphl.
Pa3zpaboTka monuTuk 1 npoueayp no 0e30macHOMy UCIOIb30BAaHUIO COLIMAIBHBIX CETEN U
MECCEH]KEPOB B CBOCH OpraHU3alliH.

TectupoBaHue 6€30MaCHOCTH YJAIEHHOTO IOCTYIa K CUCTEMaM U CepBUCaM CBOEH
OpraHu3aIiy IyTeM IpoBeIeHHs remote access testing'a.

W3ydenue n HacCTpoiika cCCTeM aBTOMaTH3alMK yIpaBiieHus patches u oOHOBIEHUAMH I
cBoert UT-undpacTpyKTyphl.

Pa3zpaboTka monuTrk u mpoueayp mno ucnoib3oBanuio VPN B cBoelt opraHuzaimm.
TectupoBanue 6e3omnacHocT ctopoHHero [10 U cepBHCOB, UCIIONB3yEMbIX B CBOCH
opraHu3aIyy, myteM nposeacHus code review'a mm black box testing'a.

W3ydenue u HacTpolika cucTeM (PUILIMHTOBOM 3aIIUTHI U OpaHaMayspoB Juist cBoeit UT-
UH(DPACTPYKTYPHI.

Pa3zpaboTka MonmuTHK U IPOLEAYP MO OE30MACHOMY MCIOIB30BaHUIO 0OJAYHBIX XPaHUITHIIL]
JTAHHBIX B CBOEH OpraHu3aluu.

TectupoBanue 6e3onacHOCTH 0a3 TaHHBIX CBOCH OpraHHU3aIiH IMyTeM mpoBeaeHus database
security testing'a.

W3ydenne u HacTpoiika cucteM 0e30macHOCTH KoHpurypanuit ais cBoeit UT-
UHPPACTPYKTYPHI.

Pa3pabotka monutuk u npoueayp mo ucnoias3oBanuio loT-ycTpolCTB B CBOEH opraHu3aiuu.
TectupoBanue 6€30MMaCHOCTH OECTIPOBOTHBIX CETEH CBOEH OpraHU3aluy IyTeM MPOBEACHUS
wireless network security testing'a.

N3yuenne u HacTpoiika CUCTEM KOHTPOJIS JOCTYyIIa K (aitiam u mankam B cBoeid UT-
uHPPACTPYKTYpeE.

Pa3paboTka moauTHK U poreayp mo 6€30MacHOMY HCTIOIB30BaHUIO (DIIEII-HAKOTTUTENECH 1
JIPYTUX CbEMHBIX HOCUTEJIEN B CBOEU OpraHU3aLUH.

TectupoBaHue 6€30MACHOCTH CETEBBIX YCTPOUCTB CBOCH OpraHU3alvy IyTeM MTPOBEACHUS
network device security testing'a.

Nzydenune u HacTpolika cucteM O6e30macHOCTH 00avHOi HHGpacTpyKTyphI auist cBoeit MT-
UHPPACTPYKTYPHIL.

Pa3paboTka moauTHK U TIPOLIEAYp MO UCIIOIB30BaHUIO Al 1 MalIMHHOTO 00y4YEHHUs B CBOCH
OpraHu3aIy.

Kpurtepun oneHnBanus:
MakcumanabHOE KOJIMYECTBO OAIIJIOB, KOTOPOE 00ydaromuiicss MoxkeT HabpaTth — 60 6awioB (3a 12
3a/IaHUH ).
Kaxmoe 3amanme onieHuBaeTCs:

- 5 GayIoB. — 3aJ]aHKE BBIIIOJHEHO BEPHO;

- 4 GayIoB. — P BBITTOJIHEHUH 33JJaHNUS OBUIH JIOMYIICHBI HETOYHOCTH, HE BIUSIOIINE HA
pe3yJbTar;

- 3 6aIoB. — MPH BBINIOJIHEHUH 33aHUsI ObLIU TOMYIEHBI OIINOKH;

- 2 - 1 GayuIOB. — MPH BHITIOJTHEHUU 3a/1aHUs ObLTH JIOMYIIECHBI CYIIECTBEHHBIE OIIMOKH;



- 0 OayUIOB. — 3ajaHH€E HE BBIIOIHEHO.

3 MeToauyeckne MAaTepHAaJibl, ONpeeJsONIde NPoUeAyPbl OLEHUBAHUS 3HAHWH, YMEHHI,
HABBIKOB M (MJHM) ONBITA [eSTeJbHOCTH, XaPaKTePU3YOIIUX J3Tanbl GopMupoBaHUS
KOMIIeTeHII M

[Iponenypbl OlIEHUBAHUS BKJIIOYAIOT B ¢€0sI TEKYIIUI KOHTPOJIb ¥ IPOMEXKYTOUHYIO aTTECTALHUIO.
Texkymmii KOHTPOJIb YCIIEBAEMOCTH IMPOBOAMUTCS C HCIOJIb30BAHUEM OLIEHOYHBIX CpEICTB,
IPEJCTaBICHHBIX B II. 2 JAHHOIO MNPWIOXKEHMs. Pe3ylnbTaThl TEKYLIEro KOHTPOJIS AOBOASATCS OO
CBEJICHHSI CTYICHTOB /10 IPOMEXXYTOYHOM aTTECTALINH.

IIpoMe:kyTouHasi aTTECTALUS IPOBOIUTCA B (hOpME 3aueTa, IK3aMeHa.

3adeT MPOBOIUTCS IO PACIHMCAHHUIO MPOMEXKYTOUYHOW arrectanuu B ycTHOM (opme. KommuectBo
BOIPOCOB B 3aU€THOM 33JaHuU — 3 (2 TeopeTudeckux, | NpakTHKO-OPHEHTUPOBAHHOE 3a/IaHUE).
Pe3ynbTaThl aTTecTany 3aHOCATCS B BEAOMOCTb M 3a4€THYIO KHUXKKY CTylaeHTa. CTylIeHThl, He
NPOILIEAIINE MPOMEXYTOUHYIO aTTECTAIMIO 0 TpaduKy, JOKHBI JTUKBUAMPOBATEH 33J0JKEHHOCTH B
YCTaHOBJICHHOM MOPSJIKE.

DK3aMeH MPOBOIMTCS 1O PACIHMCAHUIO MPOMEXKYTOUHOH aTTecTanuu B yCcTHOH (opme. KommuectBo
BOIIPOCOB B 3K3aMCHAIMOHHOM 3aJaHuu — 3 (2 TeopeTndeckux, | MpaKTUKO-OPUEHTUPOBAHHOE
3azaHue). Pe3ynpTaThl aTTeECTallMK 3aHOCATCS B BEIOMOCTD U 3aUETHYIO KHWKKY cTyAeHTa. CTyIeHTHI,
HE MPOLIEAIINE MPOMEKYTOUHYIO aTTECTAUIO MO0 rpauKy, JOKHBI TUKBUAUPOBATH 3a/10JKEHHOCTh
B YCTaHOBJICHHOM IOPSJKE.



IIpuioxenne 2

METOANUYECKHUE YKA3AHUA 11O OCBOEHHUIO JUCHUIIJINHBI

Y4eOHBIM IIAHOM MPETYCMOTPEHBI CIICTYIOIINE BU/IBI 3aHSTHIA:

- JIEKIINU;

- MPAKTUYECKUE 3aHATHSI.

B xone NeKIMOHHBIX 3aHATUN pacCMaTPHUBAIOTCS OCHOBHBIC MOHSTHUS B 00JACTH MH(OPMAIIMOHHOM
0€30MacHOCTH U 3alUThl HH(OPMALIUY, METOIbI OOHAPYKEHUS M OPraHU3alluY TPOTUBOICHUCTBHUS aTaK
Ha WH(POpPMAIMOHHBIE CETH, TPeOOBaHUS IO 3alUTe KOH(PHICHIMAILHOH HH(GOpMAIMH, JAIOTCS
PEKOMEHIANNHY JJI1 CAMOCTOSTEIbHON pa0OThI U TOATOTOBKU K MPAKTUIECKUM 3aHSATHSIM.

B Xome mpakTHYeCKHX 3aHATHH YTIIyOJISIIOTCS W 3aKPEIUISIOTCS 3HAHHUS CTYJIEHTOB IO PSITy
PAacCMOTPEHHBIX Ha JICKIUSAX BONPOCOB, PA3BUBAIOTCS HABBIKM PEIICHUS 3aJad [0 3alluTe
UH()OPMAITMOHHBIX 0OBEKTOB.

[Tpu moAroTOBKE K MPAKTUYECKUM 3aHSATUSAM KaXKAbIH CTYJEHT JOJIKEH:

- U3YYUTh PEKOMEHOBAHHYIO YUEOHYIO JTUTEpaTypy;

- U3YYUTh KOHCTIEKTHI JICKIIHIA;

- O3HAKOMHUTHCS C OMHUCAHUEM MPAKTUYECKOM pabOTHI;

- MOATOTOBUTH OTBETHI HA KOHTPOJIBHBIE BOTPOCHI IO U3Y4aeMOM TeEMeE.

B mpomecce TOArOTOBKM K TPAKTHUYECKHM 3aHSATHUSM CTYJCHTHI MOTYT BOCIIOJIB30BAThCS
KOHCYJIbTAIMSIMH TTPETIOIaBaATEIS.

Bormpockl, HE pacCMOTpPEHHBIE HA JICKIHSIX M MPAKTHYCCKUX 3aHATHUSAX, JOJDKHBI OBITh H3yYCHBI
CTYJICHTaMH B XOJIE CaMOCTOSITEIIbHOW paboThl. B x0/1e camocToATeNbHON pabOThl KaXKAbId CTYIEHT
00s3aH MPOYUTATh OCHOBHYIO U, IO BO3MOKHOCTH, IOIMOJHUTEIbHYIO JUTEpATypy IO H3ydaeMoi
TeMe, JOTMOJHUTh KOHCIIEKTHI JIEKIIUI HEeAOCTAIONINM MaTepruaIoM, BHITUCKAMU U3 PEKOMEHIOBAHHBIX
UCTOYHUKOB. BBIIenuTh HENMOHATHBIE TEPMHUHBI M HAaWTH MX 3HAYEHHE B SHIUKIONEIUYECKHX
CJIOBapsiX.

JIJist TOATOTOBKM K 3aHATHUSAM, TEKYIIEMY KOHTPOIIO M MPOMEXKYTOYHON aTTECTAIlMH CTYJCHTHI MOTYT
BOCTIOJIL30BATLCS JICKTPOHHO-OMOIMOTEYHBIMU CHUCTeMaMH. Taxke o0ydaroniuecs: MOTYT B3ATh Ha
JIOM HEOOXOJUMYIO JIUTEPaTypy Ha aOOHEMEHTE YHUBEPCUTCTCKOW OMOIIMOTEKU WITH BOCIIOJIB30BATHCS
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