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1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 |m3yunTh TeopeTHUeckHe OCHOBBI HH(popmammonHOH Oe3omacHoctn (MB) m MeTomonmormdeckwe HOPMBI CHCTEMHOTO

obecrieueHH s 3aUThl HH(YOPMAILIMOHHBIX IPOLIECCOB B KOMIBIOTEPHBIX CUCTEMAX.

2. TPEBOBAHMUA K PE3YJIBTATAM OCBOEHUA JUCITUAIIJINHBI

OIIK-6. CnocoGeH uCNoOab30BATH COBpPeMeHHble MH(pOPMAINMOHHbIE TEXHOJIOTHH W MPOrpaMMHbIE CpPeACTBA NMPH pelleHUU
npogeccuoHaJbLHBIX 3a71a4.

MMK-2. CnocodeH HMCNOIb30BATH B MPO(ecCHOHAIBLHOH IeSTeJIbHOCTH KOMMYHUKAIMOHHBIE TEXHOJIOIHH, roCyIapCTBeHHbIE
H MYHHOUOAJIbHbIE WH(OPMAIHOHHBIE CHCTEMBI; OCYIIECTBJIATH BHYTPHOPTAaHU3AIMOHHbIE W MeKBeIOMCTBEHHbIE
KOMMYHHKAIIHA HEO0X0IHMBIE ISl pelIeHus: MPodecCHoHAIbHBIX 32124

B pe3ysbTaTe ocBOeHUS AUCHUILINHBI 00y YAIONINTICS TOJKEH:

3HaTh:

CoBpeMeHHbIe HHPOPMAIIMOHHBIE TEXHOJIOTHH U IPOrpaMMHbIE CpelICTBa (COOTHeceHO ¢ nuankaropom OITK-6.1)
KoHmenmuio ©W TPUHIUIBI [MOCTPOSHHS IMPOTPaMMHOTO OOCCIICUCHHs, B TOM YHCIE KPUITOrpadUIecKoro.
naankaropom I1K-2.1)

(cooTHECEHO ¢

YMeThb:

OLICHWBAaTh PUCKH 0€30MaCHOCTH HMH(GOPMAIUH, BBIABIATH ySI3BUMOCTH M pa3pabarhiBaTh IUTAHBI MO0 WX YCTPaHEHHIO (COOTHECEHO C
urgukaropom OIIK-6.2)

YCTaHaBJIMBaTb

U KOH(QHIYpHPOBaTh OINEPALMOHHBICE CHCTEMBI,

(cooTtrHeceHo ¢ maauKaropom [1K-2.2)

CepBEpHOE IIPOrpaMMHOE OOecreYeHHe U  Oasbl

JAHHBIX.

Bnagern:

HaBbIKAMU IIPOrPaMMMpPOBaHUs W QITOPUTMHU3ALMU JUIS CO3JaHMS KOMIIBIOTEPHBIX IPOrpaMM, HANpaBICHHBIX Ha 0OOecIeueHue
Oe3omacHOCTH MHpOopMarmHu (cooTHeceHo ¢ mHAMKaTopoM OITK-6.3)
uH(popMarmeil o AeHCTBYIONMX CTaHIapTaXx M HOPMAaTHBHBIX TPeOOBaHMII B 00IacTH MHGOPMAIMOHHOW 0e30macHOCTU (COOTHECEHO
¢ unaukaropom I1K-2.3)

3. CTPYKTYPA U COAEPKAHUE TUCIUIIJINHBI

Pa3znen 1. OcHoBHBIE cocTaB/sAIONINe H YTPo3bl HHGopManuoHHoil Ge3onacHoctu (UB).

Bua 3ansaTus / Cemectp /| KosmmuectBo
Ne HaumMeHoOBaHMe TeMbl, KPATKOE COIep:KaHUe Komnerenuuu
patotsl / popma ITA Kype 4acoB
L1 Beenenue: cymuocts u nonstue Mb; 3nauenne Wb u ee mecro B| CamocrosTenbHas 5 2 OIIK-6
: CHCTEME HAMOHAILHON 0€30I1aCHOCTH pabota TIK-2
Sammra 0a3 naHHbBIX: co3maHue SQL — cepBepa ¢ mcnosb3oBanmeM |  CamocrosiTensHas OIIK-6
1.2 Ry 5 4
nakera Firebird pabora IK-2
13 VYnpasnenne 3amurod 06a3 maHHbIX: ynpasienne SQL — cepBepom ¢ IIpaktuueckue 5 2 OIIK-6
’ ucrosb3oBanneM nakera Firebird 3aHSATHUS IK-2
1.4 OcobOeHHOCTH TOCTPOEHNH HMH(OPMAIMOHHON O€30MMacHOCTH: aHAIN3 CamocrosTenbHas 5 3 OIIK-6
) YTp03 OCHOBHBIM cocTaBisttonM 1b. pabota [1K-2
P33Zle.]'l 2. AHaan3 ue.ﬂeﬁ U CPEACTB 3JIOYMBIIVICHHUKOB B KOMIIBIOTEPHBIX CETHAX
Buja 3ansaTus / Cemectp /| KosmyectBo
Ne HanmenoBaHue TeMbl, KpaTKoOe COAep:KaHHe Komnerenuun
pa6otsl / popma ITA Kype 4acoB
2.1 | CucTeMbl KOHTPOJIS AOCTYIIA: YIPABICHUE PaBaMH JJOCTYIIa Cavocrosrensuas 5 4 OIIK-6
. oIt 1ocTyma: ymp p A0CTY! paGora K-2
2.2 | Cucremsl ynpasiaeHus JOCTYIIOM: yIIpaBJIEHHE npaBaMu goctyna B JIBC CamocTosrensHas 5 2 OIIK-6
’ yip YHOM: yrip P y pabota IK-2
3amuTa JTOKATbHON BBIYUCIHTENBPHON CETH: HEaBTOPH30BAHHBIM JOCTYII
an P Aoty CamocrosTenbHast OIIK-6
2.3 [k JIBC. HCOA x pecypcam JIBC, packpbiTHE ¥ HEaBTOPHU30BaHHas aGora 5 4 K2
MOAM(BUKALKS TAHHBIX M TIPOTPaMM. P

Paznen 3. 3ammuTa onepanmoHHBIX CUCTEM: cienn(puKa 06€30MaCHOCTH JIOKAJIbHBIX BIYHCINTENbHBIX ceTeil (JIBC) u
HH(POPMALMOHHBIX CHCTEM.

Buja 3ansaTus / Cemectp /| KosmuectBo
Ne HaumeHoBaHHE TeMbl, KPATKOE CO/lep:KaAHHE Komnerenuuu
pa6otsl / popma ITA Kypce 4acoB
31 Pe3epBHOe  KOnMpoOBaHHE  JAHHBIX:  IOATOTOBKA K  PE3EPBHOMY IpakTuyeckue 5 2 OIIK-6
: KOIHMPOBAHMIO 0a3bl JaHHBIX 3aHATHSA T1IK-2
3.2 [ HdecTpyKkTuBHBIE BO3IEHCTBUS HAa JIOKAIbHYIO BBIYHCIHUTENbHYIO ceTb:| CaMocTosTenbHas 5 4 OIIK-6




paspywenne ¢ynkuumit JIBC, omubku B mporpaMMHOM 0OECICUCHHUH.
KoHnTponb ynaneHHbIX BEIYUCICHHH.

pabota

[K-2

Paznen 4. IlporpaMMHO-TeXHHYECKAsl 3aL[ATA: OCHOBHBIE MPOrPAMMHO-TeXHHYECKHE MEPbI 3allIUTHI HH(POPMANOHHBIX
NnpoueccoB U nporpaMmmMHoro odecrieyenus (I10)

Bup 3austus / Cemectp /| KommuecTBo
Ne HauMeHoBaHue TeMbl, KPATKOE COePKAHHE KomnereHnuuu
pa6otsl / popma ITA Kype 4acoB
IMpakTuyeckue OIIK-6
4.1 |3ammura CYB/I: pe3epBHOE KOMMPOBaHHE 0a3bl JaHHBIX 5 4
. AL: pesep p a 3aHATHUS TIK-2
. . IMpakTuyeckue OIIK-6
4.2 | 3ammurta B *nix-crcremax: ymupasienne Unix — ogoOHOM CHCTEMOIA. 5 4
. yup a 3aHATHUS TIK-2
4.3 [ CobGcTBeHHas 3aIUTA; CPEACTBA COOCTBEHHOM 3aIlIUThI CamoctoarensHas 5 8 OLIK-6
. - Cpea : pabora IK-2
Pa3nen 5. Ctpykrypa Tpe0oBaHHUii K CpeICTBaM 3allIUTHI: OCHOBHbIE KATErOpUU TPeOGOBaAHMII K IPOrPAMMHON U
NMPOrpaMMHO-aNNAPATHOI peaju3aliu CPpeACcTB 3alUThHI HHGOpMaI UK.
Bua 3ansaTus / Cemectp /| KosmuectBo
Ne HauMeHoOBaHMe TeMbl, KPATKOe COIep:KaHUe Komnerenuun
patotsl / popma ITA Kype 4acoB
5.1 | Bupryanuzamnus: ycraHOBKa CEpBEpa Ha BUPTYATbHYHO MalllMH Hpaxriieckue 5 4 OIIK-6
. pTy: AUy pBEp pTy: y y. e — K-2
59 BerpoenHble  cpeacTBa  3alMTBI:  CPEACTBA  3alIUTBI B COCTaBE CamocrosTenbpHast 5 4 OIIK-6
) BBIYHMCIUTEIILHON CHCTEMBI. pabota [1K-2
Paznen 6. TpeGoBanus Kk 3amuTe aBToMaTH3MpPOoBaHHBIX cucTeM (AC) ot HCI.
Buja 3ansaTus / Cemectp /| KosmyectBo
Ne HanmenoBaHue TeMbl, KpaTKoOe Cofep:KaHHe Komnerenuun
pa6otsl / popma ITA Kype 4acoB
6.1 AHanyM3 3alIMIICHHOCTH: IOKa3aTelu 3allUIEHHOCTH HH(OpPMAIlMU OT [IpaxTuueckue 5 5 OIIK-6
: HC]J] nnst KOMIIBIOTEPHBIX CUCTEM 3aHATHSA T1IK-2
6.2 MeskcereBble  SKpaHbBI:  IIOKa3aTesM  3alMINEHHOCTH  MEKCETEBBIX [IpaxTunyeckue 5 5 OIIK-6
’ JKpaHOB. 3aHATHS TIK-2
6.3 | 3amuTa OT CeTeBBIX aTak: OPraHU3alMsl U OTPHKEHHE CETEBBIX aTakK Tpaxruacciie 5 4 OIIK-6
’ i -op an p 3aHATHS TIK-2
6.4 AxTHBHas uHTepdeiicHas 3alMTa: CpENCTBA 3AIUTBL € 3aPOCOM [pakTuyeckue 5 ] OIIK-6
: uHpopmarin. CpeIcTBa aKTUBHOM 3aIlUTHI. 3aHATHSA T1IK-2
Ny OIIK-6
6.5 |[IToaroroBka K MPOMEXKYTOYHOMN aTTECTALHU 3auer 5 0 K2

4. ®OH/JI OLIEHOYHBIX CPEJICTB

CrpykTypa M copepkaHue (OHIA OLEHOYHBIX CPEACTB Ul IPOBEACHMS TEKYIIErO KOHTPOJII M IIPOMEKYTOYHOH arTecTanuu
npezcTaBieHsl B [Ipunoxxernn 1 k pabodeid mporpaMMe JUCIIUIIIAHEL.

5. YAEBHO-METOJHUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCIUIIJINHBI

5.1. YueOHble, HAYYHbIC H MET

OJUYECCKHUEC U3JAHUA

ABTODBI, bubnmoreka /
3arnasue UznarenscTBO, TOX
COCTaBUTEIHN Konmnuaectso

1 Tumenxko E. H. OcHOBbI HHPOPMAIIMOHHO# Oe3omacHocTH: yueo.- Pocros u//1: 3n-Bo PI'OY OnexTpoHHAs

METOJ. pa3pabd. (PUHX), 2012 OnOIMoTeKa U3 IAHUH
PI'DY (PUHX)

2 Xopes II. B. ITporpamMMHoO-araparaast 3amura HHbOopMaImu: M.: ®OPVYM, 2015 Brubmmorexa PI'DY
yue0. mocobue Iyt CTyICHTOB BEICII. yuel. (PUHX) / 25 3k3.
3aBeZieHuH, oOydJaronuxcs o Harp. "Mapopm.
6e3omacHOCTB"

3 3asropouuii B. 1. KommuiekcHas 3amura vHQOpMaIuy B M.: Jloroc, 2001 bubnuoreka PIDY
KOMIIBIOTEPHBIX cHcTeMax: Yuel. nmocodue (PUHX) / 49 aks.

4 Aptemos A. B. HNudopmanmonHas 6e30MacHOCTb: KypcC JCKIIUI: Open: MexpernoHaipHast OBC «YHuBepcureTckas
KypC JICKIHH akameMusi 6€30MacHOCTH U OHOIMOTEKA OHJTANHY

BbDKUBaHMs, 2014
5 [poxopoga O. B. HNudopmannonHas 6€30MacHOCTb U 3aIluTa Camapa: Camapckuit OBbC «YHuBepcuTeTCKas

nH(popManun: yaeOHIK

rOCYAapCTBEHHBIN
apXUTEKTypHO-
CTPOUTENBHBIN
yHuBepcurer, 2014

OHOIMOTEKA OHJIANH)




5.2. HpO(l)eCCHOHa.]I])H])le 0a3bI JAHHBIX U HH(l)OpMaIIl/IOHHl)Ie CIIPaBOYHBbIE CUCTEMBI

WudopmarmonHas cripaBouHas cucrema "[apant"

Baza nannpix OegepanbHoil CiTyKOBI IO TeXHHYECKOMY U SKcopTHOMY KoHTpoIto (PCTIK Poccun) https:/fstec.ru/

baza JTaHHBIX JIeHCTBYOMIHNX CTaHJapTOB o HaIpaBJICHUIO "WudopmarmonHas be3onacHocts"
https://www.gost.ru/portal/gost/home/standarts/InformationSecurity

5.3. [lepeyeHpb MPOrpaMMHOro odecreyeHust

Onepanunonnas cucrema PEJ] OC
MexcereBoii 3kpan PFSense
Firebird

OmnepannonHas cucrema RedOS
LibreOffice

5.4. Y‘IE6HO-MeT0£[H‘[eCKI/Ie MaTepHaJbl 1JIsA 06y'{aloumxca C OrPAHUYCHHBIMHA BO3MOKHOCTHMHU 3/10POBbA

IIpu HeoOXOAMMOCTH MO 3aiBJACHHIO OOYYAIOIIErocsl C OrPaHHMYEHHBIMH BO3MOXHOCTSIMU 370pPOBbS  y4eOHO-METOAUUYECKHE
Marepualbl MPeOCTaBISIOTCS B (pOpMax, amanTHPOBAaHHBIX K OTPaHMUYCHHAM 370pOBbS M BocupusaTHs uH(MopManmu. s mwmi c
HapyImIeHUSIMA 3peHus: B (opMme aynuodaiina; B medaTHOH (opMme yBeTHUCHHBIM ImIpupToM. s JTUI ¢ HapymICHWSMH CIyXa: B
(opMe INIEKTPOHHOTO JOKYMEHTa, B medarHod ¢Qopme. ns JIUI ¢ HapyMIEHUSMH OIOPHO-IBHUIATEIFHOTO ammapara: B (opme
JIEKTPOHHOTO JIOKYMEHTA; B I1e4aTHOM (opMe.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

ITomemenns s BceX BHAOB pabOT, MPETyCMOTPEHHBIX y4eOHBIM IUIAHOM, YKOMIUIEKTOBAaHBI HEOOXOIMMOM CHEenMaTn3HpOBAaHHOMN
yueOHOI MeOeNbI0 U TEXHUYECKIMU CPECTBAMHU O0YICHUS:

- CTOJIBI, CTYJIBS;

- IEPCOHAITBHBIA KOMITBIOTEP / HOYTOYK (TIEPEeHOCHOI);

- IPOEKTOP;

- 9KpaH / MHTEpaKTHBHAs JOCKA.

7. METOANYECKHUE YKA3ZAHUSA JJI1 OBYYJAIOIUXCA 11O OCBOEHUIO JUCIHTUIIJIMHBI

Metoanyeckue YKa3aHus 10 OCBOCHHUIO AUCHUIUIMHBI IPEACTABICHBI B HpI/IHO)KCHI/II/I 2k pa6oqel71 mnmporpamMme qUCHUITIUHBI.




®OH/I OHEHOYHbBIX CPEJACTB

IIpniaoxenne 1

1 Onucanne moxkasarteJieil u KPUTEPUEB OUCHUBaAHUA KOMIIeTeHIIMii Ha PA3JINYHBIX 3Tanax Mx

(hopmMupoBanus, onucaHue MIKaJ OUeHUBAHUS

1.1 Iloka3arenu u KPpUTCpHUH OICHHUBAHU A KOMIIETCHITHM:

3VH, cocrapugroniue IToxazarenu
KOMIICTCHIIUIO OILICHUBAHUA

Kpurepun
OLICHHUBAHUS

CpenctBa
OLCHUBAHUA

OIIK-6: Cnoco0eH HCIOJB30BaTh COBPEMEHHBIE

CpEJICTBA IPHU pelieHuH NpodecCHOHATbHBIX 3a/1a4.

MH(POPMALIMOHHBIE TEXHOJOTUU U TPOTPAMMHBIE

3HaTh: COBpPCMCHHBIC n3y4acT OCHOBHBIC

UH(POPMALIMOHHBIE MIOHATUS, TEXHOJIOTUH U
TEXHOJIOTHH U AITOPUTMBI
IIPOTrPaMMHBIE

JUIS TIOATOTOBKH K
cpeacrsa

3a4eTy, Onpocy

HOJHOTA U
COOTBETCTBUE
npeIaraeMbIxX
CIoco00B peleHus
CTaHJAPTHBIX 33724
npodeccuoHaIbHON
JesITeIbHOCTH B
obnactu
UH(POPMALIMOHHOM
0€30MMacHOCTH

TpeOoBaHUSIM

HOPMAaTUBHO-IIPABOBLIM

AKTOB IIPpU OTBETC HA
OIIpocCeE, 3a4€TEC

Ormpoc (Borpocst 1-68)

Bompocsl k 3x3ameny

(Bompocsr 1-101)

YMeTb: OLIeHUBAaTh AQHAJIM3UPYET U

PUCKH 0€301TacHOCTH OIICHUBAET YPOBCHB
uH(popmaIuu, 0€30MacHOCTH
BBISIBIISITh YSI3BUMOCTH | HH(OPMAIIMOHHBIX
U pa3pabaThIBaTh

IIJIaHbI 110 UX

CHUCTEM, BBIABIIACT
OCHOBHBIC YI'PO3bI U

COOTBETCTBHE
pe3yIbTaTOB aHAIH3a
TEKYIIEMY COCTOSTHUIO

CUCTEMBI 3aLIUTHI
nH(popMaLuU IPH

[Ipaktuxo-
OPUEHTHPOBAHHBIE
3amanus (3aganus 1-35)

[Ipaktuxo-
OPHUEHTUPOBAHHBIE

YCTPAHEHHMIO YSI3BIMOCTH BBIIIOJIHEHUH 3a/1aHUS K DK3aMEHY
MIPAKTHUKO- (3amanus 1-8)

IIPY BBITIOJTHEHUH OPUEHTUPOBAHHOIO U

MIPaKTHKO- IIPaKTUYECKOTO

OPHUEHTUPOBAHHOTO U 3a/laHus

MIPAaKTHYECKOTO

3a1aHUS
Bnaners: HaBpIkaMu Pa3pabatbiBaer COOTBETCTBUE [IpakTuxo-
IIPOrpaMMHUPOBAHUSA U | AITOPUTMBI, KOTOPBIE TEXHOJIOTMYECKOT O OPHUEHTHPOBAHHBIE

AJTOPUTMUBAIINY JIJISI 00ecIIeunBaIoT

Imponecca 3alluThI




CO3IaHUs
KOMIIBIOTEPHBIX
porpamm,
HaIpaBJICHHBIX HA
obecneueHne
0e30IMacHOCTH
UHpOpMaLIUU

0e30IMacHOCTh
nHpOpMaIny,
YUUTBIBAs CIICUPUKY
3a/1a4u U TpeOOBaHMS K
3aIUTe JaHHBIX

UHpOpMALIUU
TpeOOBAHUAM
HOPMAaTHUBHO-
METOINYECKUX
nokymeHToB @Ch
Poccun u ®CTOK
Poccun

3amanus (3aganus 1-35)

IIpakTuko-
OpUEHTUPOBAHHBIE
3a/1aHus K DK3aMEHY
(3amanus 1-8)

[1K-2: Cnioco6eH ucnonb30BaTh B NPO()eCCHOHANBHOM JAesITeIbHOCTH KOMMYHUKAI[MOHHBIE
TEXHOJIOTUH, TOCYJapCTBEHHbIE U MYHUILUIAJIbHbIE HH(OPMAILIMOHHBIE CUCTEMBI; OCYIIIECTBIATh

BHYTPUOPraHU3allUOHHBIC U MCKBECAOMCTBCHHBIC KOMMYHUKAIIUH HGO6XOIII/IMBIG A PCIICHUA

npodecCHOHATBHBIX 3a1a4

3HaTh KOHIIENLHIO U
MIPHUHIIUATIBI TIOCTPOCHHUS
MIPOTrPaMMHOTO
obecreyeHus, B TOM
YHCIIe
KpUITOTrpaduaecKkoro.

W3y4daeT MPUHLUIIBI
KOH(UICHINATLHOCTH,
LEJOCTHOCTH U
JOCTYITHOCTH TaHHBIX,
pasIHYms MEXIy
TEXHUYECKUMU U
OpraHu3aIMOHHBIMU
MepaMu 3aIlUThI
uHpopMaIuu

JUTSL IOJITOTOBKH K
3a4eTy, Onpocy

HOJHOTA U
COOTBETCTBUE
npeIaraeMbIxX
CIoco00B peleHus
CTaHJAPTHBIX 33124
npodeccuoHaTbHON
JeSITeIIbHOCTH B
obnactu
UH(POPMALIMOHHOM
0e30macHOCTH

TpeOoBaHUSIM
HOPMAaTUBHO-IIPABOBLIM
AKTOB IIPpU OTBETC HA
orpoce, 3a4eTe

Ormpoc (Borpocsl 1-68)

Bomnpock! k 3k3aMeHy
(Bompocsr 1-101)

YMeTh yCTaHaBIMBATh
Y KOH(PUTYpUpPOBATh
OTIepaIIMOHHBIE
CHCTEMBI, CEpBEPHOE
pOrpaMMHOE
obecrnieueHue u 6a3bl
JTAaHHBIX.

AQHAJIM3UPYET U
BbIOMpaeT cpescTBa
3aIINUTHI B 3aBUCUMOCTH
OT crieupuKu
npogecCHOHATBHBIX
3a/1a4 U yrpo3 npu
BBIIIOJIHEHUH
MIPaKTHUKO-
OPHUEHTUPOBAHHOTO U

COOTBETCTBUE
pe3yIbTaTOB aHAIH3a
TEKYIIEMY COCTOSTHUIO

CUCTEMBI 3aLUTHI
nH(popMaLUU TPH
BBIMIOJTHEHUH
MIPaKTHKO-
OPUEHTHUPOBAHHOTO U

[IpakTuxo-
OPUEHTUPOBAHHBIE
3amanus (3aganus 1-35)

[Ipaktuxo-
OpUEHTUPOBAHHBIE
3a/laHus K HK3aMEHYy
(3amanus 1-8)

MPAKTUYECKOTO

MPAKTUYECKOTO

3aJaHus

3aJIaHUs
Bnaners undopmanueit | HICOIb3yeT Ka4yeCTBO NMOJy4YeHHbIX | [IpakTuko-
() JEUCTBYIOIINX UHCTPYMEHTHI ISt pE3yJIbTaTOB, TOYHOCTh | OPUEHTUPOBAHHBIE
CTanAapTax 1| OLeHKH YA3BUMOCTEN M | M TIOJHOTA 3anaHus (3aganus 1-35)
HOPMAaTHBHBIX

. aHanM3a UHIUACHTOB BBISIBIICHHEIX
TpeOoBaHUi B 00JacTH . IIpakTuko-
9 ySI3BUMOCTEH B

MH()OPMALHOHHOH OpUEHTUPOBAHHBIE

0€e30I1aCHOCTH

COOTBCTCTBHHU C




MOCTaBJICHHBIMU 3aJjaHus K 9K3aMEHY
npodeccuoHanbHbiME | (3amaHus 1-8)
3aja4amMu

1.2 IIIxanbl OLlEHUBAHUS:

Texymuii KOHTPOJIb YCIIEBAEMOCTH M MIPOMEKYTOYHASI ATTECTAIMS OCYIIECTBISIETCS B PaMKaX
HaKOIMUTEIbHON OAJIITbHO-PEUTUHTOBOM crcTeMbl B 100-0aibHOM IKase:

84-100 6annoB (OLIEHKA «OTIUYHOY)

67-83 6aioB (OIIEHKA «XOPOIIIO0Y)

50-66 6a1oB (OLIEHKA «YOBICTBOPUTEIHLHOY)

0-49 6annoB (o1eHKa «HEYAOBICTBOPUTEIHHOY)

2 TunoBbie KOHTPOJIbHBIE 3a]aHUS WM WHbIE MaTepHaJbl, He0OX0AMMBbIe /1JIsl OLeHKH 3HAHUIA,
YMeHHIi, HABBIKOB U (MJHM) ONBbITA JAeATeJIbHOCTH, XapaKTePU3yIOIIUX 3Tanbl (GopMUpoOBaHUS
KOMIIeTEeHI[HIl B Npoiecce 0CBOCHUsI 00Pa30BaTeJIbHOM MPOrpaMMbl

BOHPOCLI K 3K3aMEHY

1. Yro Takoe Mudopmarnmonnas bezomacuocts (Mb), kak oHa oTHOCHTCS kK HanmoHnansHO#M

besonacuoctu?

[Touemy Baxkxna b B coBpeMeHHOM Mupe?

Kaxkue sBnsitoTcss OCHOBHBIMH cOCTaBHbIMU yacTsiMu B?

MoskeTe 11 BbI IEPEUUCTUTh OCHOBHBIE IPUHIIUIIBI 0OecnieueHust Mb?

Kaxkosa xmaccuduxarms yrpo3z Ub?

Kakwue sBISIOTCSI OCHOBHBIMU YTPO3aMH JOCTYIMHOCTH HHPOpMAIIH?

Kak co3zngate SQL-cepBep ¢ momomrsio nakera Firebird?

Kaxk ynpasiars SQL-cepBepom ¢ momormpto nakera Firebird?

MeTto/1bl aHaIM3a YTPO3 OCHOBHBIM KoMnioHeHTaMm 1B?

0. Kto Takue xakepsl (370YMBIIUIEHHUKH) U YTO SIBISIETCS UX LIETIAMU?

1. Kak oprannsoBaHbl OprpaHU3allMOHHO-KOMMYHHUKATUBHBIE cpefcTBa HanronansHoM

Cuctems 3amuTsl (HC3) B KOMITBIOTEPHYIO CUCTEMY?

12. Kakue mepst HCJI cymiecTByIOT AJ1s1 3a1IUThl KOMIIBIOTEPHBIX CHUCTEM?

13. Yto HY’>KHO 3HATh 00 Yyrpo3ax CeTeBOro B3auMOJICHCTBUS?

14. Kak kaccuuuupyroTcsi CeTEeBbIEC aTaKH U KaK OHU OPTaHU3YyIoTCs?

15. Kak ynpaBisTe mpaBamMu JOCTyMa B cucteme?

16. Kak nmpe1oTBpatuTh HeaBTOpU30BaHHbIN gocTyn K JIBC?

17. Kak 3aliuTUTBCS OT PACKPBITUS U HEABTOPU30BAaHHON MOAU(UKAIINY JaHHBIX U IPOTPAMM
B JIBC?

18. Kak roTOBUTBCS K pe3epBHOMY KOITUPOBAHUIO 0a3bl JaHHBIX?

19. Kak 60poThcs ¢ JeCTpYKTUBHBIMU Bo3aeicTBUsIME Ha JIBC?

20. Yto Takoe nporpaMMHO-TeXHUYECKUN ypoBeHb 1B?

21. KakoBa poJib apXUTEKTypHOI O€30MaCHOCTH B COBpeMeHHBIX MC?

22. Kak yCTaHOBUTH CEpBEP Ha BUPTYaAIbHYIO MAIIUHY?

23. Kakue TpeOoBaHUs NMPEAbIBIAIOTCS K IPOrpaMMHO-aNIapaTHBIM CPEICTBAM,
nH(GOPMaIMOHHBIM MOJCUCTEMaM, cpelcTBaM ynpasienus b, MexceTeBbIM dKkpaHam?

24. Yrto npencTaBisioT coO00# cpeicTBa COOCTBEHHOM 3aIUTHI?

25. Kakue cpencTBa 3alIUThl BKIIOYEHBI B COCTAB BHIYMCIUTEIBHBIX CUCTEM?

ol AN



26.
27.
28.

29

35

41

47

55.
56.
57.

58.
59.

60.
61.

62.

63.
64.
65.
66.

67.
68.

69.
70.

Kakue noacucreMsl 3alIUThI CyIIECTBYIOT 111 ABTOMaTU3upoBaHHbIX Cuctem (AC)?
Kakue TpeOGoBaHMs NPEeIbABIAIOTCSA K 3TUM HoAcucTeMam?
Kak nzmepsiercs 3amumieHnocts nHGpopmanuu or HCJI 17151 KOMIBIOTEpHBIX cucTem?

. Kak onieHuBaTh 3a1MIIIEHHOCTh MEKCETEBBIX IKPAHOB?
30.
31.
32.
33.
34,

Kak oprannzoBaTh 1 OTpa3UTh CETEBbIE ATAKU?

Kakwue cpenctBa nCnonb3yroTcs AJis 3alUThI ¢ 3apocoM uHpopmanuu?
Kaxkue cpencTBa akTHBHOM 3allIUTHI CYIIECTBYIOT?

Paznuuure Mex1y akTUBHOM U maccuBHOM 3amurton [10.

Kak mpou3sBoautcs pe3epBHOE KOMUpOBaHUE 0a3bl JaHHBIX?

. Kak ynpapmsate Unix-mogo0HbIMu cucTeMaMu?
36.
37.
38.
39.
40.

Kakwue cpencTBa cOOCTBEHHOM 3aIIUTHI CYIIECTBYIOT?

Kakue nokasareny 3alMIIEHHOCTH UMEIOT MEKCETEBBIE JKPaHBbI?

Kak BbINoJIHAETCS IUIAaHUPOBAHUE MEPOIIPUATHIM 110 MPOTUBOAEICTBHIO yrpo3am UB?
Kak npoucxoauT MOHUTOPUHT U aHanu3 yrpo3 Ub?

Kakue HOpMaTuBHBIE TIPABOBBIE aKTHI peraaMeHTupytoT oonacts b B Poccun?

. Kak Benercs paccienoBanue u cOop yiauk mocie Hapyuenus Mb?
42.
43.
44.
45.
46.
. CocTaB ¥ KpaTkas XapakTepHUCTUKa OCHOBHBIX yIPO3 TOCTYITHOCTH;
48.
49.
50.
51.
52.
53.
54.

Kak mpoucxonuT BoccTaHoBlIeHHE paO0TOCTIOCOOHOCTH CUCTEMBI mociie HapytieHus: Mb?
Kax dhopmupyercs crpykrypa otaena b B komnanun?

Kakoii nepconan neooxoaum i pabotsl B otaene Mb?

Knaccudukanus yrpos Ub;

CocTtaB ¥ KpaTKasi XapaKTepUCTUKa BHYTPEHHUX U BHEITHUX UCTOYHUKOB yrpo3 Ub;

CocTtaB ¥ KpaTkasi XapaKTepUCTUKa OCHOBHBIX yIPO3 LIEJTOCTHOCTH;

CocraB u KpaTkas XapakTepUCTHKa OCHOBHBIX YIP0O3 KOH(PHIECHIIMAIbHOCTH;
Knaccugukarus kaTeropuii XakepoB U UX IeJIeH;

CocraB ¥ KpaTKas XapakKTEepUCTHKA OPraHU3allMOHHO KOMMYHUKaTUBHBIX cpeactB HC/;
CocraB 1 KpaTkas XapakTepucTuka Texundeckux cpencts HC/L;

CocraB 1 KpaTkas XxapakTepucThka nporpammHsix cpeacts HC/I;

XapakTepHucTuka OCHOBHBIX yrpo3 Mb npu B3aumoaeiicteun ¢ Internet; TpeboBanus K
noJicucTeMe 3aluThl oT yrpo3 1b npu B3aumonenicteum ¢ Internet;

Knaccugukaius ceTeBbIX aTakx;

Onpenenenue cHuddepa MakeToB U XapaKTEPUCTUKA OCHOBHBIX CPEJICTB 3aILUTHI OT
cHud¢uHra;

Onpenenenue IP ciyuHra n XxapakTeprucTuKa OCHOBHBIX CPEJICTB 3aLIUThI OT HEro;
Omnpenenenne atak tuna DoS ("oTka3 B 00caykuBaHuU") U XapaKTEPUCTUKA OCHOBHBIX
CPEJICTB 3alUTHI OT HUX;

Omnpenenenye NapojabHbIX aTakK U XapaKTEPUCTHKA OCHOBHBIX CPECTB 3aIIUThHI OT HUX;
OmnpezneneHue aTak Ha ypoBHE MPUIIOKeHUH 1 Tha Man in the Middle u xapakrepucruka
OCHOBHBIX CPEJICTB 3aIUTHI OT HUX;

Omnpenenenue ceTeBOM pa3BeIKU U NIEpeagpecalii IOPTOB U XapaKTEPUCTHKA OCHOBHBIX
CPEJICTB 3alIUTHI OT HUX;

OcHOBHBIE METO/IBI U YCIIOBHSI HEABTOPU30BaHHOT O AocTyna k JIBC;

Kpatkas xapakrepructruka ocHOBHbIX ycinoBuil HC/I k JIBC;

KpaTkast xapakTepucTHKa OCHOBHBIX YCJIOBUH pacKkpbITHs faHHBIX JIBC;

KpaTkas xapakrepucTuka HEaBTOPU30BaHHON MOIU(UKALINY JAHHBIX U IPOrpaMM U
OCHOBHBIX yCJIOBHI1 €€ BOSHUKHOBEHUS;

Kpatkas xapakreprucTrka OCHOBHBIX YCIIOBUH PacKpBITUA U ToaMeHbI Tpaduka JIBC;
Ocnousie yrpo3sl b JIBC npu pacnpeneineHHOM XpaHeHUH (aillioB U yTaleHHBIX
BBIUNCJICHUSX;

OcHOBHBIE CEpBHCHI 0€30MTACHOCTH;

OCHOBHBIE IPUHIIMIIBI APXUTEKTYPHOIN 0€30MaCHOCTH M UX KpaTKasi XapaKTepPUCTHKA;
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71. CtpykrypHas cxema cuctembl 3U 1st TUTIOBOM MH()OPMAIIMOHHOW CUCTEMBI U KpaTKas
XapaKTepUCTHKA €€ OCHOBHBIX OJIOKOB;

72. OcHOBHBIC (DYHKIIUU IIEHTPATHU30BAHHOTO YIIPABICHUS PUCKAMHU U aJIMUHUCTPHPOBAHUS
CHCTEMBI 0€30IMaCHOCTH;

73. OcHOBHBIE (DYHKIMH 3aIUTHI YIIPABICHUS PUIIOKEHUSIMH;

74. OcHoBHBIC (GYHKIIUU 3AIIUTHI CUCTEMBI CETEH;

75. OcHOBHBIC (DYHKIIUU 3aITUTHl KOHEYHBIX MOJIb30BATEIICIH;

76. Knaccuduxanus cpecTB 3allUThl IPOrPAMMHOT0 0OECIIEUEHHUS U XapaKTEPUCTUKA UX
OCHOBHBIX KaTE€TrOpHii;

77. Knaccudukanus cpeACcTB 3alIUThl B COCTaBe BeIUUCIUTENBHOM cucTeMbl (BC)
XapaKTEpUCTHKA UX OCHOBHBIX COCTaBJISAIOIINX;

78. 1IpyHIMIIBI OPraHU3aMy U TEXHUYECKOTO UCIIOJHEHHUS 3allUThl MArHUTHBIX JUCKOB U
3alUTHBIX MEXaHU3MOB ycTpoiicTB BC;

79. lIIpyHIMIIBI OPraHU3alUU U TEXHUYECKOr0 UCIIOJHEHHUS 3aMKOB 3aIUThI U 3aIUATHI TUIA
"uzMeHeHune GyHKIUR";

80. Knaccudukanus cpecTsa 3aliuThl C 3alIpOCOM UH(OPMALIUU U XapaKTEPUCTUKA UX
OCHOBHBIX COCTaBJISIOLIMX;

81. Haznauenue u nmpuHIMN GOpMHUPOBAHUS IMAPOJICH, MU(POB, CUTHATYD;

82. Ha3HaueHue 1 OCHOBHbIE IPUHIUIIBI IOCTPOECHHUS aIlllapaTyphl 3aIUThI;

83. Knaccudukanus cpeicTB aKTUBHOM 3aIIUTHI U XapaKTEPUCTHKA UX OCHOBHBIX
COCTaBJISIOLIMX;

84. OnpeneneHue U XapakKTEPUCTUKA OCHOBHBIX BHYTPEHHHUX CPEACTB aKTUBHOMW 3aILUTHI;

85. OmnpeneneHue U XapakKTepUCTUKA OCHOBHBIX BHEIIHUX CPEACTB aKTUBHOM 3alUTHI;

86. Kiaccudukanus cpeicTB aCCUBHOM 3allIUThI U XapaKTEPUCTHUKA UX OCHOBHBIX
COCTaBJISIOLIMX;

87. Ha3zHaueHue 1 OCHOBHbIE MPUHIUIIBI OpraHU3aUU UIEHTU(UKALIUN TPOTPaMM;

88. Ha3zHaueHue 1 OCHOBHBIE PUHIUIIBI TOCTPOEHUS YCTPOMCTB KOHTPOJIS;

89. O6muii coctaB TpeboBanwmii mo odecneuenuro 1b;

90. TpeboBaHUs K MIPOrpaMMHO amapaTHbIM CPEJCTBAM;

91. TpeboBaHus K mojacucTEME UICHTU(UKALNY U ayTEeHTU(DUKALINN;

92. TpeboBaHUs K MMOACUCTEME YIIPABIICHUS JTOCTYIIOM;

93. TpeboBaHus K MOJICUCTEME MPOTOKOIMPOBAHUS AyAHUTA;

94. TpeboBaHUs K MOJACUCTEME 3aIIUTHI TOBTOPHOT'O UCIIOIb30BAHUSA OOBEKTOB U K 3aIIUTE
KPUTHYHOI MHOpMaINH;

95. TpeboBaHus K cpeicTBaM 00ECIIEUeHHUS [IETOCTHOCTH;

96. TpeboBanus k cpenctsaM ynpasieHus 1b;

97. O6umii coctaB TpeOOBaHUI K MEKCETEBOMY IKpaHY;

98. [loacucrema ynpaBiaeHHUs JOCTYIIOM B aBTOMAaTH3UPOBAHHON CUCTEME U OCHOBHBIE
TpeboBaHus K Hell s 3amutel oT HCJ;

99. Iloacucrema perucTpauyy U y4yeTa B aBTOMaTU3MPOBAHHOM CUCTEME M OCHOBHBIE
TpeboBaHus K Hell s 3amutel oT HC/;

100. Kpunrorpaduueckas noacucrema 31 B aBTOMaTU3UPOBAHHONW CUCTEME U OCHOBHBIC
TpeboBaHus K Hell s 3amutel oT HC/;

101. TIloacucrema obecriedeHHsl IeJIOCTHOCTH B aBTOMAaTU3UPOBAHHOM CHCTEME U OCHOBHbIE
TpeboBaHus K Hell s 3amutel oT HCJL;

IIpakTUKO-0pUEHTHUPOBAHHBIE 3a1aHNUS K IK3aMeHY
Cosmanue cBoer 0a3pl JaHHBIX C HOMOIIBIO makeTa Firebird.

VYnpasieHue noiabp30BaTeNIMU U ITpaBaMu AOCTyNa B created 0a3ze JaHHBIX ¢ TOMOIIBIO TTAKeTa
Firebird.
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Amnanus yrpo3 ceouM IT-undpactpykrype u pazpaboTka 1uiaH AeHCTBHA 0 60pb0E ¢ HUMH.

4. HW3yuyeHue pa3nuyHbIX KaTErOPHil XaKepoOB U UX LIEJIEH, a TAKKE MPOBEICHUE TECTOBBIX
YAAJIEHHBIX CETEBBIX aTaK HAa CBOIO CHCTEMY.

5. Hactpoiika TEXHUYECKUX U MPOrPaMMHBIX CPEACTB 3aIUThl OT HECAHKIIMOHUPOBAHHOT O
JI0CTyIa K CBOE€H KOMIIBIOTEPHOM CUCTEME.

6. U3zydeHue ys3BUMOCTEH cBOel MH(POPMAIIMOHHON CHCTEMBI U ITPOBEICHUE aHAJIN3a PUCKOB.

7. W3yueHue pa3au4HbIX TUIIOB CETEBBIX aTakK U pa3paboTKa IJaHa OTPAKEHUS aTaK Ha CBOIO
CUCTEMY.

8. Hacrpoiika cuctembl KOHTPOJIS JOCTyIa U YIPaBJIEHUS IPaBaMHU JOCTyNa B CBOEH JIOKaJIbHOU
BBIYMCIIUTEIIHON CETH.

9. Hacrpoiika Mep 1O 3alIUTe JaHHBIX U IPOrPAMM B CBOEH JIOKAIbHON BBIUMCIUTEIBHONU CETH OT
HECAaHKI[MOHUPOBAHHOI'O JJOCTYIIA U U3MEHEHHUSI.

10. Hactpoiika mep 1o 3amute Tpaduka B CBOCH JTOKAIBHON BBIYUCITUTEIHLHON CETH.

11. BeimonHeHnue pe3epBHOI0 KOMUPOBAHUS CBOMX JaHHBIX U pa3palboTKa IjlaHa BOCCTAHOBIICHUS B
cllydae Kpa)Kyu WM YHUYTOXKEHUS IaHHBIX.

12. VI3yueHue apXuTeKTyphbl CBOCH HH(POPMAIIMOHHON CUCTEMBI M pa3padoTKa IjIaHa 110 ee
3aluTe.

13. Uzyuenue ocobennocteit coppemeHHbix MIC u pazpaboTka 1ruraHa 3ayThl OT HOBBIX YIPO3.

14. Pa3zpaboTka NOJUTHK ¥ MPOLETYp N0 0OecredeHII0 HHPOPMAIIMOHHOW 0€30ITaCHOCTH B CBOCH
OpraHu3aIuu.

15. VI3yueHue MexceTeBbIX IKPaHOB U BBIOOP MOAXOIALIETO PEIICHUS Ul CBOEH OpraHu3altH.

16. 3ydyeHue BCTPOCHHBIX CPEJCTB 3aLIUTHI B CBOCH BHIYMCIUTEILHON CUCTEME U UX HACTPOMKA.

17. Ananu3 3a0IMIIEHHOCTH CBOECH KOMITBIOTEPHOM CHCTEMBI M pa3padoTKa IJIaHa M0 YIIyYIICHUIO

ee 0e30IacHOCTH.

DK3aMeHaIMOHHOE 3a/IaHHe BKIIIOYAeT 2 TEOPETUYECKUX Borpoca (pasznen «Bompocs! k
9K3aMeHY») U | MpaKTUKO-OpUEHTUPOBAaHHOE 3a7aHue ((popMupyeTcs u3 nepedns 3aJaHui,
IpeJICTaBICHHBIX B pa3zeine «IIpakTHKo-opueHTHPOBaHHbBIE 3aJaHUS K DK3aMEHY» ).

Kpurepun ouenuBanus:

MaxkcumanbHOe KOJTMUECTBO 0aJUIOB 3a 9Kk3aMeHaloHHoe 3aaanue — 100 (30 6amioB
MaKCHMaJIbHO 3a Ka)KJbli TeOpeTHUecKHii Borpoc, 40 0amioB MaKCUMaIbHO 32 IPAKTHKO-
OpPUEHTUPOBAHHOE 33JIaHUE).

Kpurepun onieHMBaHMsI OAHOIO TEOPETUUECKOIO BOIIPOCa:

- 25-30 6aJI0B BBICTABIISIETCS CTYIEHTY, €CIIM U3JI0’KEHHBIM MaTepual (akTUYeCKH BEPEH,
IPOIEMOHCTPUPOBAHBI ITyOOKHE NCUEPIIbIBAIOIINE 3HAHUS B 00beMe TPOHICHHOM porpaMMbl B
COOTBETCTBUU C ITOCTABJIEHHBIMH NIPOTrPaMMON Kypca HENISIMH U 3ajadyaMU 00y4eHHUsI, U3TI0KEHUE
MaTepuasa Ipu OTBETE - TPAMOTHOE U JIOTUYECKU CTPOIHOE;

- 20-24 6aoB BBICTABIISIETCS CTYIEHTY, €CJIM IPOJEMOHCTPUPOBAHBI TBEP/IbIE U JOCTATOUYHO
MOJIHBIE 3HAHUS B 00beMe MPOUIEHHOI MPOrpaMMbl AUCIUIIMHBI B COOTBETCTBHH C LIETSIMU
00y4eHus; MaTepHuall U3JI0KEH JIOCTATOYHO MOJIHO C OTJAEIbHBIMH JIOTHYECKUMU 1
CTHWJINCTUYECKUMHU MOTPELIHOCTSIMUY;

- 15-19 6anoB BbICTaBISIETCS CTYNEHTY, €CIIH IPOJEMOHCTPUPOBAHBI TBEP/IbIE 3HAHUS B
o0BbeMe MPOJIEHHOTO Kypca B COOTBETCTBUE C LENAMU O0YUYEHHUS, OTBET COAEPIKUT OT/IEIbHbIE
OIIMOKH, YBEPEHHO UCIPABIIEHHBIE MTOCIIE ONOIHUTENIBHBIX BOIPOCOB;

- 0-14 Gamia BBICTaBIIACTCS CTYIEHTY, €CIM OTBETHI HE CBSI3aHBI C BOIPOCAMH, JIOMYILIECHBI
rpyOble OIMOKH B OTBETE, IPOAEMOHCTPUPOBAHBI HEIOHUMAaHHUE CYLIHOCTH U3J1araéMoro BoIpoca,
HEYBEPEHHOCTb U HETOYHOCTh OTBETOB Ha JIOIIOJHUTEIBHbIE U HABOASIIME BOIIPOCHI.

Kpurepun onieHMBaHMsI IPAaKTUKO-OPUEHTUPOBAHHOIO 33 JaHUS:



- 35-40 GayIoB BBICTABISIETCS, €CIH 3aJaHHE PELICHO MOJIHOCTHIO, B MPEICTABICHHOM
peleHnH 000CHOBAHHO MOJTyY€Hbl IPABUIIbHBIE OTBETHI.

- 25-34 Ganna BBICTABISETCA, €CITHU 3a/laHUE PEIICHO MOJIHOCTHIO, HO IPU OTBETE JIOMYIIEHBI
HE3HAYUTENIbHbIE OLIMOKU.

- 11-24 Ganna BbICTaBISAETCA, €CIH 3a/laHUE PEIICHO YaCTHYHO.

- 0-10 6am10B BBICTABIISACTCSI, €CIIN PELIEHUE HEBEPHO WU OTCYTCTBYET.

HToroBelii pe3ysabTaT GOpMHUPYETCS U3 CyMMbI HAOpaHHBIX 0AJIOB 32 BBIIOJHEHHUE 3a4E€THOTO
3aJJaHHsI U COOTBETCTBYET IIKAJIE:
- 84-100 GamioB (OIIEHKA KOTIUYHOY)
- 67-83 O6ayoB (OLIEHKA «XOPOILIO»)
- 50-66 6annoB (OLIEHKA «YAOBJICTBOPUTEIHHOY)
- 0-49 6anoB (OlLIEHKA «HEYIOBICTBOPUTEIHLHOY)

Omnpoc

CyurHocTh ¥ moHaTre nHpopmannonHoit 6e3onacHoctu (Ub);
XapakTeprucThKa OCHOBHBIX cocTaBisitomnx Ub;
3nauenne Wb mist cyObekToB HHOOPMAITMOHHBIX OTHOLIEHU;
Mecto Ub B cucTteMe HalMOHAILHONW 0€30IaCHOCTH,
OcHoBHbIE TPUHIUIBI 0O0ecieueHus b;
Knaccudukamus yrpos Ub;
CocTtaB ¥ KpaTkasi XapaKTepUCTHUKa BHYTPEHHUX U BHEIIHUX UCTOYHHUKOB yrpo3 Ub;
CocTtaB ¥ KpaTkasi XapaKTepUCTUKa OCHOBHBIX YIPO3 JOCTYITHOCTH;
CocTtaB ¥ KpaTkasi XapaKTepUCTHKa OCHOBHBIX yIPO3 LIEJIOCTHOCTH;
. CocTtaB u KpaTKkasi XapaKTepUCTHKA OCHOBHBIX Y03 KOHPHUIECHIIHATHLHOCTH;
. Kimaccudukanus kareropuii XakepoB U UX LeJeH;
. CocTaB ¥ KpaTkasi XapakTepHUCTUKa OpraHU3allMOHHO KOMMYHUKAaTUBHBIX cpenctB HC/;
. CocTaB 1 KpaTKas XxapakTepucTuka Texunaeckux cpeacts HC/I;
. CocTaB ¥ kpaTkas XapakTepucTuka nporpaMMHusbix cpeacts HCJL;
. XapaKTepucTuKa OCHOBHBIX yrpo3 Wb mpu B3anmonetictBuu ¢ Internet; TpeboBanus K
IoJIcUCTEME 3aluThl 0T yrpo3 1b npu B3aumonenictsuu ¢ Internet;
16. Knaccudukanus ceTeBbIX aTak;
17. Onpenenenue carddepa MakeToB U XapaKTESPUCTUKA OCHOBHBIX CPEJICTB 3alTUTHI OT
cauddunra;
18. Onpenenenue [P cydunra u xapakTepucTKa OCHOBHBIX CPEJICTB 3aIIUTHI OT HETO;
19. Onpenenenue arak tTumna DoS ("oTka3 B 00CTyKUBaHUH'") M XapaKTEPUCTUKA OCHOBHBIX
CPEJICTB 3alIUTHI OT HUX;
20. Onpenenenne NapoJIbHBIX aTaK U XapaKTEPUCTHKA OCHOBHBIX CPEJICTB 3aILUTHI OT HUX;
21. Onpenenenue aTak Ha ypoBHE pUiIokeHU# u Tunia Man in the Middle u xapakrepucTuka
OCHOBHBIX CPEJICTB 3alIUTHI OT HUX;
22. OnpeziesieHHe CETEBOM pa3BeIKU U TIepeaipecaliiy MOPTOB U XapaKTEPUCTHUKA OCHOBHBIX
CPEJICTB 3alIUTHI OT HUX;
23. OcHOBHBIE METOJIbI M YCIIOBHUS HEaBTOPU30BaHHOTO nocTyma Kk JIBC;
24. Kparkas xapakrepuctuka ocHoBHbIX yciosuii HCJI k JIBC;
25. Kparkas XxapakTepHUCTHKa OCHOBHBIX YCIIOBUHM pacKpbiTus nqaHHbIX JIBC;
26. Kparkas xapakTepucTUKa HEaBTOPU30BAHHON MOAM(PUKAIIUY TaHHBIX U POTPaMM H
OCHOBHBIX yCJIOBUI €€ BOSHUKHOBEHHS;
27. Kpatkas XxapakTepHUCTHKa OCHOBHBIX YCIIOBUH pacKpbITUs U ToaMeHbl Tpaduka JIBC;

W XA W=

— e
N B W= O



28.

29.
30.
31.

32.
33.
34.
35.
36.

37.

38

39.

40.

41

44,
45,
46.

47.
48.
49.
50.
51.
52.
53.
54.

55.
56.
57.
58.
59.
60.
61.

62.

Ocnosusie yrpo3sl b JIBC npu pacnpeneineHHOM XpaHeHUH (aillioB U yTaleHHBIX
BBIYHCIICHUSIX;

OcHOBHBIE CEpBHCHI 0€30MTACHOCTH;

OcHOBHbBIE IPUHLIUITBI APXUTEKTYPHON 0€30MaCHOCTH U UX KpaTKas XapaKTepUCTHKA;
CtpykTypHas cxema cucteMbl 31 it TUTIOBOM MH(POPMAITMOHHOMN CUCTEMBI U KpaTKast
XapaKTePUCTHKA €€ OCHOBHBIX OJIOKOB;

OcHoBHBIE (YHKIINHU IIEHTPATMIOBAHHOTO YIPABJICHUS PUCKAMH U aIMUHUCTPHUPOBAHUS
CUCTEMBbI O€30M1aCHOCTH;

OcHoBHBIE (DYHKIMH 3AIIUATHI YIIPABICHUS MPHIOKECHUSIMU;

OcHoBHbIe (DYHKIIUU 3AIIUTHI CHCTEMBI CETEH;

OcHoBHBIE (DYHKIINH 3aIIUTHI KOHEYHBIX MTOJIb30BATENICH;

Knaccudukanus cpecTB 3aIUThl IPOIPAMMHOTO 00€CTIEUeHHS U XapaKTePUCTHKA X
OCHOBHBIX KaTE€TrOpHii;

Knaccudukanus cpeacTB 3alIUTH B COCTaBe BhIuucauTeabHoU cuctemsl (BC) u
XapaKTEPUCTUKA UX OCHOBHBIX COCTABIIAIOLINX;

. HpI/IHHI/IHBI opraHu3ali 1 TEXHUYECKOI'O UCITOJIHEHUA 3alIU Tl MAarHUTHBIX IUCKOB U

3alUTHBIX MEXaHU3MOB ycTpoiicTB BC;

ITpyHLIMIIBI OPraHU3aLUK U TEXHUYECKOTO UCIIOJIHEHUS 3aMKOB 3aIUTHI U 3aLUTHI TUIIA
"uzmeHeHue GyHKIun";

Knaccugukanus cpenctsa 3aluThl € 3aIpoCOM HHPOPMALIUU U XapaKTEPUCTHKA UX
OCHOBHBIX COCTaBJISIOIIUX;

. Haznauenue u npunumn gopmupoBaHus maposei, mudpos, CUTHATYD;
42.
43.

HasnadyeHue 1 OCHOBHBIE IPUHIIUIILI IOCTPOCHHUS ANIIAPATYPbI 3ALIUTHI;
Knaccudukanus cpeicTB akTUBHOM 3aIUTHI U XapaKTEPUCTHKA UX OCHOBHBIX
COCTaBJIAIOIHUX;

Ornpenenenne U XapakTepUCTUKA OCHOBHBIX BHYTPEHHUX CPEJCTB aKTUBHOM 3aIUTHI;
Omnpenenenne U XxapakTepUCTUKA OCHOBHBIX BHEILIHUX CPEACTB AKTUBHOM 3alUTHI;
Knaccudukanus cpeicTB HacCCUBHON 3alUTHI M XapaKTEPUCTUKA UX OCHOBHBIX
COCTaBJIAIOLINX;

HazHnaueHue 1 OCHOBHbIE IPUHIUIIBI OpPraHU3aMK UACHTU(PUKALMU TPOTpamMM;
Ha3nauenue 1 0OCHOBHBIE IPUHIUIIBI TIOCTPOEHUS YCTPOMCTB KOHTPOJIS;

OO6mmit coctaB TpeboBanuit o ooecnevyenuto Ub;

TpeboBaHMs K IPOrpaMMHO anmapaTHbIM CPEICTBAM;

TpeboBanus K mojcucTeMe UACHTU(PUKAIIMY U ayTEeHTU(DUKAIINH;

TpeboBaHUs K MOCUCTEME YIIPABIICHHS TOCTYTIOM;

TpeGoBaHus K MOJCUCTEME TPOTOKOJIIMPOBAHUS Ay IUTA;

TpeboBaHUs K MMOJACUCTEME 3AIIUTHI TOBTOPHOTO UCIOIb30BAHUS OOBEKTOB M K 3aIUTE
KPUTHYHOI HHpOpMaINH;

TpeboBaHus K cpesicTBaM 0becreueHus! 1eJI0CTHOCTH;

TpeboBanus k cpeacrBam ynpasienus Ub;

OO0uwmii coctaB TpeOOBaHMI K MEXCETEBOMY SKpaHy;

IToacucrema ynpaiieHHs JOCTYIIOM B aBTOMAaTH3UPOBAHHONW CHCTEME U OCHOBHBIE
TpeboBaHus K Hell s 3amutel oT HC/;

IToacucrema perucrpanuy 1 yuyera B aBTOMaTU3UPOBAHHON CUCTEME U OCHOBHBIE
TpeboBaHus K Hell s 3amutel oT HCJL;

Kpuntorpaduueckas noacucrema 31 B aBTOMaTU3MpOBAaHHOW CUCTEME U OCHOBHBIE
TpeboBanus K Hell s 3amuthl oT HCJL;

[Toncucrema obecrieueHus 1EIOCTHOCTH B aBTOMAaTU3UPOBAHHON CUCTEME U OCHOBHBIE
TpeboBanus K Hell s 3amuthl oT HC/L;

[TokazaTrenu 3amumennoctd nHGopmaiuu oT HCJ{ a1 KOMIBIOTEPHBIX CUCTEM U UX
KpaTKasi XxapakrepucTuka. [loka3areny 3alMIEHHOCTH MEXXCETEBBIX IKPAaHOB U UX KpaTKas
XapaKTEePUCTHKA.



63. Bornpoch! 17151 HOATOTOBKY K DK3aMEHY.

64. CymiHocTh 1 noHsTHe nHpopmanuonHoit 6e3omacHoctu (Ub);
65. XapakTepucTuka OCHOBHBIX cocTaBistomux 1b;

66. 3nauenue Ub misa cyObekTOB MHGOPMAITMOHHBIX OTHOIICHUH;
67. Mecto Ub B cucTeMe HallHOHAILHOM OE30IMaCHOCTH;

68. OcHoBHBIC MpUHIKIBI 0OecrieueHus Mb;

Kpurepuu oueHuBanmus:
MakcuManbHOE KOJTHYECTBO 0AIOB, KOTOpOE o0yUaronuiicst Moxet HaOpats — 40 G6amos (3a 40
OTBETOB).
OTBeT Ha BOIIPOC OLIEHUBAETC:
- 1 Gaym — npaBUIILHBIN U TIOJTHBIN OTBET;
- 0 GayI0B — HEMPABUIIbHBINA OTBET WJIM OTBET HE MPE/ICTABIICH.

10.
11.

12.

13.

14.

15.

16.

17.
18.

19.

HpaKTHKOOPI/IeHTI/IPOBaHHBIe 3adaHusA

Hamucanue ckpuntoB Ha si3bike SQL 1151 BRITTOJIHEHUS OTIepalyii ¢ 0a30il JaHHBIX, HAPUMED,
co3/1aHus Tabull, 100aBIeHHs 3aMuceil, U3MEHEHUS U YAAJICHHs JaHHBIX.

HacTpoiika cuctremMbl MOHUTOpUHTA COOBITHIA B cBoel U T-undpactpykType u mpocMoTp
KYPHAJIOB COOBITUH JUIsl BBISBJIEHUS IOTEHLUAIBHBIX YIpO3 0€30MaCHOCTH.

TectupoBanue 6e3onacHocT web-nipunokenuit 1 API, uconb3yronmxcs B CBOCH
OpraHu3aliy, C TOMOIIBI0 ABTOMATU3UPOBAHHBIX CPeACTB, Takux kak OWASP ZAP unu Burp
Suite.

Pa3paboTka MoauTHK U IPOLEIyp 10 UCII0JIb30BaHUI0 BHEITHUX USB-yCTpONCTB 1 ApyTrux
CHEMHBIX HOCUTEJIEH B CBOEH OpPraHU3ALUU.

HacTtpoiika cuctemsl mu@poBaHus TaHHBIX Ha TMCKAX jkecTKOro drives U B 00JIauyHbIX
XpaHUJIUILAX.

CocraBieHre Ype3BbIYaiiHOTO TIaHa OTBETA Ha KHOEpyTpo3bl U IPOBEJCHUE YUSHUI IO €ro
pean3anuy.

W3ydeHue u TecTUpoBaHHE MEXaHU3MOB JIBYX(aKTOPHOM ayTeHTU(DUKAIMH JIIs TOCTyIa K
CHUCTEMAaM U CEpBUCAM CBOEH OpraHHU3aliH.

HacTtpoiika cuctemsl yrpaBieHHs YUETHBIMU 3alUCSIMU U TAPOJISIMU JIJIs1 COTPYAHUKOB CBOEH
OpraHH3alIiHy.

W3ydeHue u TecTUpOBaHHE MEXaHM3MOB IEUATHBIX MApPKEPOB M TOKEHOB JIJIsl ayTeHTU(UKALUN
MI0JIb30BaTENEN B CBOEH OpraHU3alnu.

Pa3zpaboTka monuTuk 1 mporeayp 1o ucnoib3oBanuto Wi-Fi cereli B cBoei opraHu3aIiiu.
N3yuenne n HacTpoiika cucteM npenorspaieHus sropxenuit (IDS/IPS) ms croeit UT-
UHGPACTPYKTYPHI.

TectupoBaHue 6€30MaCHOCTH CBOMX MOOMIIBHBIX YCTPOMCTB U pa3paboTKa MOJUTHK HX
HCIIOJIb30BaHUs B CBOEH OpraHu3aluy.

N3yuenne n HacTpoiika cucTeM OOHapyKEHUsI M KOPPEKIUH ysi3BUMocTel B cBoeit UT-
UH(ppaCcTpyKType.

Pa3paboTka mosuTHK U MIPOILeyp MO UCTIOJIB30BAaHUIO 00JIAaYHBIX CEPBUCOB B CBOEH
OpraHH3aIiH.

HacTpoiika cucteMsl ynpaBieHus: BepCcUsIMH Ui Koja ¥ KoHurypanuii B ceoeit UT-
UHppaCTpyKType.

TectupoBaHue 6€30MaCHOCTH COOCTBEHHOTO CaiiTa WM BEO-TIPUIIOKEHHS ITyTEM IPOBEICHHS
penetration testing'a unu vulnerability scanning'a.

W3yuenue u HacTpoiika cucteM 3amuThl oT DDoS-arak ans cBoeit UT-undpacTpykTypsl.
Pa3zpaboTka monuTuK 1 mpoueayp 1mo 6€30macHOMyY HUCIIOIb30BaHUIO €-mail B CBOCH
OpraHH3aIiHy.

N3yuenne n HacTpoKa CUCTEM JIOTUPOBAaHM U ayauTa 1 cBoerd UT-undpactpykTyphl.



20. Pa3paboTka MOJIMTHK U MPOLEAYp N0 O€30MaCHOMY UCIOJIb30BaHUIO COLMATIBHBIX CETeH U
MECCEH/I)KEPOB B CBOEH OpraHu3aluu.

21. TectupoBanue 0€30MaCHOCTH YAANEHHOTO IOCTYNa K CUCTEMaM M CEpPBHCAM CBOEH
OpraHU3aIMy MyTeM MMPOBEACHUS remote access testing'a.

22. 3y4eHue 1 HaCTpOWKa CUCTEM aBTOMAaTH3alluu yIipaBieHus patches 1 0OHOBIEHUSAMHE 15
cBoeit UT-uHppacTpyKTypHI.

23. Pa3paboTka MoJIUTHK U TIpoLeayp 1o ucnoiibzoBanuto VPN B cBoelt opranuzaium.

24. TectupoBanue 6e3omacHocT ctopoHHero [10 u cepBHCOB, UCIIOIB3YEMBIX B CBOCH
opraHu3aium, myrem nposeaeHus code review'a mwnu black box testing'a.

25. V3yuenue u HaCTpoWKa cUCTeM (DUITMHTOBOM 3aIUTHI M OpaHaMay3poB uist cBoeit UT-
UHPPACTPYKTYPHI.

26. Pa3zpaboTKa NOJUTHK U MPOLETyp M0 6€30MaCHOMY MCIIOJIb30BAHUIO 00JIAYHBIX XPAHUIIUILL
JTaHHBIX B CBOE€H OpraHU3aLHH.

27. TectupoBaHue 6€30MacHOCTH 0a3 JaHHBIX CBOEH OpraHM3aluy MyTeM rpoBeneHus database
security testing'a.

28. 3yueHnue n HacTpoiKa CUCTEM 0e30macHOCTH KoHuUrypanuid 1uist ceoeit MT-
UHPPACTPYKTYPHI.

29. Pa3paboTka MoauTHK ¥ IPOIIEayp 1O UCIIOIB30BaHUIO [0T-yCTpOMCTB B CBOEH OpraHU3aIlyH.

30. TectupoBanue 6e30MaCHOCTH OECIPOBOAHBIX CETEH CBOSH OpraHU3aluy IyTEM MPOBEICHHUS
wireless network security testing'a.

31. Vzydenue u HaCTpOHKa CHCTEM KOHTPOJIA AOCTyIA K (aiinam u nankam B cBoerd UT-
uH(dpacTpykType.

32. Pa3paboTKa MOJIUTHK | MPOLETYP MO OE30MaCHOMY HCIIOJIb30BAHUIO (pIIeHI-HAKOMTUTENICH U
JIPYTUX CbEMHBIX HOCUTENEH B CBOCH OpraHU3aIiH.

33. TectupoBaHue 6€30MACHOCTH CETEBBIX YCTPOUCTB CBOCH OpraHU3aIMy IyTEM IIPOBEICHHUS
network device security testing'a.

34. Uzydenue 1 HacTpoiika cucteM 0e3onacHOCTH 00auHoi HHGpacTpyKTypsl st cBoelt UT-
UHGPACTPYKTYPHI.

35. PazpaboTka MOJUTHK U IPOIETyp MO HCIOIb30BaHI0 Al 1 MamMHHOTO 00yUYeHHs B CBOEH
OpraHH3aIiH.

Kpurtepun onennBanus:
MaxkcumanbHOe KOJMYECTBO 0aI0B, KOTOpoe o0yJaromuiics MokeT HabpaTh — 60 GamioB (3a 12
3a/TaHU ).
Kaxnoe 3aanue oieHuBaeTcs:

- 5 6anoB. — 3a/1aHNE BBHIIIOIHEHO BEPHO;

- 4 GayI0B. — IIPU BBHIMIOJHEHUH 3aJjaHUsl ObUIN JIOMYIIEHBl HETOYHOCTH, HE BIUSIOIINE HA
pe3yibTarT;

- 3 GaJIJIOB. — IIPH BBHIIIOJHEHUH 3aaHUs ObUIN JIOMYIIEHBI OITUOKH;

- 2 - 1 6anIoB. — NMPH BHITIOJTHEHUH 3aJIaHMsI OBLIH JOMYIIEHBI CYIIECTBEHHBIC OIINOKH;

- 0 GayI0B. — 3371aHKE HE BBINOJIHEHO.

3 MeToauyeckne MaTepHaJibl, ONpedeJsIONIde TMPoueAyPbl OLEHUBAHUS 3HAHWHA, YMEHHI,
HABBIKOB M (WIH) ONbITA JAeATEJbHOCTH, XAPAKTePU3YKIUUX IJTanbl (OPMHUPOBAHUSA
KOMIIeTeHI M

[Tpoueayps! OlIeHUBaHMS BKJIIOUAIOT B ¢€0s1 TEKYIUI KOHTPOJIb U MPOMEKYTOUHYIO aTTECTAIIHIO.
Texkymuii KOHTPOJIb YCIIEBAEMOCTH TMPOBOAUTCS C HCIOJIB30BAHUEM OIEHOYHBIX CPEACTB,
MPEJICTABICHHBIX B M. 2 JaHHOTO MPWJIOXKEHHs. Pe3ynbTaThl TEKYIIEro KOHTPOJS IOBOASATCS 0
CBEJICHHSI CTYICHTOB JIO TIPOMEXKYTOUYHOM aTTECTAIIHH.

IIpome:xyTOouHAsA aTTecTALMSA IPOBOIUTCS B pOpME 3a4eTa, IK3aMEeHa.



3ayeT NMPOBOAMUTCS MO PACIHCAHHIO NMPOMEXKYTOYHOW aTTecTaluu B YCTHOH ¢opme. KommuectBo
BOIIPOCOB B 3a4€THOM 3aJaHuu — 3 (2 TeopeTuyeckux, | TPaKTUKO-OPHMEHTHPOBAHHOE 3aJIaHHUE).
PesynpraTel arrecTanMy 3aHOCATCS B BEJOMOCTb M 3aUETHYIO KHUXKKY cTylaeHTa. CTylneHThl, He
MpOUIeIIINe MPOMEKXYTOUHYIO aTTeCTalUIO M0 TpaduKy, JOHKHBI JIUKBUIUPOBATH 33J0JKEHHOCTh B
YCTaHOBJIEHHOM HOPSIKE.

DK3aMeH MPOBOJUTCS MO PACIUCAHUIO MPOMEKYTOUHOU aTTecTanuud B ycTHOUM (opme. KomnyectBo
BOIIPOCOB B 3K3aMEHAIlMOHHOM 3aJaHuu — 3 (2 TeopeThyecKux, | NpaKkTUKO-OpUEHTHPOBAHHOE
3aganue). Pe3ynabTaThl aTTecTalliy 3aHOCSATCS B BEJOMOCTh U 3a4ETHYIO KHIDKKY cTyneHTa. CTyIeHThI,
HE TPOIIEANINE TPOMEKYTOUHYIO aTTECTALUIO 10 TpaduKy, JOJKHBI JUKBUAUPOBATH 33J0JDKEHHOCTh
B YCTaHOBJICHHOM MOPSIJIKE.



IIpuniaoxenne 2

METOIANUYECKHUE YKA3AHUSA 11O OCBOEHUIO JJUCHUTIJIMHBI

VY4eOHBIM MIIaHOM MPEAYCMOTPEHBI CIICAYIOLINE BUAbI 3aHITHHI:

- JIEKLIUH;

- IPAKTUYECKUE 3AHATUS.

B xone NeKIMOHHBIX 3aHATUN paccMaTpUBAIOTCS OCHOBHBIE MOHSTHUS B 00JAaCTH MH(DOPMAIIMOHHOM
0€30MMacCHOCTH U 3alUThl HH(OPMALIMU, METObI OOHAPYKEHHS U OpraHU3alluy IPOTUBOICHCTBUS aTaK
Ha MH(pOpPMAIMOHHbIE CETH, TPeOOBaHUS IO 3allUTe KOH(PHUIEHIMAIbHOH HMH(OpMAIMM, AAIOTCSA
PEKOMEHIALUH JUIsl CAMOCTOATENNBHOM paboThl ¥ NOATOTOBKU K IPAKTUYECKUM 3aHATHSIM.

B xonme mnpakTHYecKMX 3aHATHH YIrIyOdsoTcs M 3aKpeIUsIIOTCS 3HAHUS CTYJIEHTOB IO PAIY
PaCCMOTPEHHBIX Ha JICKUUAX BOIPOCOB, pPAa3BUBAIOTCS HABBIKM pEIIEHUA 3a1ad [0 3aluTe
UH(POPMALMOHHBIX 0OBEKTOB.

[Ipu nOAroTOBKE K NMPAKTUYECKUM 3aHATHUAM KaXKIbI CTYICHT JIOJIKCH:

- U3YYHUTh PEKOMEHIOBAHHYIO YUE€OHYIO JIUTEPATYPY;

- U3y4YUTh KOHCIIEKTHI JICKIIUI;

- O3HAKOMUTBCS C ONMKMCAHUEM MPAKTUYECKOM pabOThI;

- IOATOTOBUTBH OTBETHI HA KOHTPOJIbHBIE BOIPOCHI 110 U3Y4aEMOM TEME.

B nmnpomecce mNOATOTOBKM K IPAaKTHYECKUM 3aHATHSAM  CTYIEHTBI MOIYT BOCIOJIB30BaThCs
KOHCYJIbTAllUSIMU IIPENIOIaBATEIIA.

Bonpocbl, HE paccMOTpeHHBIE Ha JIEKUUSAX M MPAKTUYECKUX 3aHATHUSAX, JOJDKHBI OBITh H3y4YEHBI
CTYJIEHTaMH B XOJI€ CaMOCTOSTENIbHON paboThl. B Xo1e camocTosTenbHOM paboThl KaXKAbIH CTYIEHT
00s13aH MPOYUTATb OCHOBHYIO M, IO BO3MOKHOCTH, JOIOJIHUTEJBHYIO JIMTEPATypy IO H3ydaeMoun
TE€ME, JIOIOJIHUTHh KOHCIIEKTHI JIEKIIUI HEJOCTAIOLIUM MATEpHaIoOM, BEITUCKAMH U3 PEKOMEHIOBaHHBIX
VMCTOYHHMKOB. BBIIENNTh HENOHATHBIE TEPMHMHBI M HAWTH WX 3HAYEHUE B HHUUKIONEANYECKUX
CJIOBapsiX.

JI11 MOATOTOBKM K 3aHATHUSAM, TEKYIIEMY KOHTPOJIIO M IPOMEXYTOYHOM aTTECTALIMU CTYJEHTBHI MOTYT
BOCITIOJIB30BaThCSl JIEKTPOHHO-OMOIMOTEUHBIMU CUCTEMaMH. Takke oOydyarolmuecsi MOTYT B3ATh Ha
JIOM HE0O0XOAUMYIO JINTepaTypy Ha aOOHEMEHTE YHUBEPCUTETCKON OMOIMOTEKH UM BOCHOIB30BATHCS
YUTAIbHBIMU 3aJIaMHU.



