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1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 |IIpunobpererne 3HaHWH B 00MacTH WH(GOPMAIMOHHON O€30MacHOCTH W 3alUTHl HWH(OpPMAIMKM IO OpPTaHU3A[MOHHO-
MIPaBOBOM 3alUTe KOMMEPYECKOH, Ciy:keOHOH, NpodecCHOHATBHON TalHbI, MEePCOHATBHBIX NaHHBIX; (OPMHUPOBAHUE
YMEHHH M TPAKTUYECKUX HABBIKOB I10 MPaBOBOMY, OpraHM3alMOHHOMY W TEXHHYECKOMY OOECIICUCHHUIO 3aIlUThI
nHpOPMAIIHN TIPH PEIICHUH 3a1ad MPo(eCCHOHATBHON e TENEHOCTH.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUA TN CHUIIJINHBI

OIIK-7. CnocofeH MOHMMATH NPHUHIMNBI PadoTbl COBPEMEHHBIX HMH(OPMAIMOHHBIX TEXHOJIOTHii M MCIOJbL30BATh UX MJIs
peleHus1 3aaa4 NpogecCHOHAIbHO AeATeJTbHOCTH.

IIK-2. CnocobdeH HMCnoib30BaTh B NMPOGecCHOHAIBLHON /1eiTeIbHOCTH KOMMYHHKAIMOHHBIE TEXHOJOIMU, TOCYAapCTBEHHbIE
H MYHUMIUNAJIbHBbIC l/IHq)OpMalIl/IOHHbIe CUCTEMbI; OCYIIECTBJIATH BHYTPUOPTAaHU3AIMOHHDbIC U MEKBCIAOMCTBCHHBIC
KOMMYHHUKAIIMA HEOOX0TUMbIe /IJIsl pelieHus mpogeccuoHAIbHBIX 32124

B pe3yabTrare OCBOCHUA JUCHUIIIIHHBI 06y!{amumﬁc51 JOJIZKEH:

3HaTh:

- OCHOBHBIE MPUHIIUTIBI pa0OTHI CUCTEM 3alIUTHI HHPOpManuu (cooTHeceHo ¢ nHankaropom OITK-7.1)
- METOOBl M CpEICTBA 3allMThl HH(OPMAIMH B paMKaX TOCYAAPCTBEHHBIX M MYHHLUNAIbHBIX HHPOPMAIMOHHBIX CHCTEMax
(cootHeceno ¢ unaukaropom [1K-2.1).

YMeTh:

- NIPUMEHATH CPE/CTBA 3aIUTHl MH(OPMAlMU B paMKaxX pEIIeHHs NpopecCHOHATBHBIX 3amad (cooTHeceHO ¢ uHaukaropom OIIK-
7.2)

- WCHONB30BaTh HWHCTPYMEHTHI JUI aHaIM3a W MOHHTOPHHTa WH()OPMAIMOHHON OE30ImaCHOCTH B TOCYJApCTBEHHBIX U
MYHUIUNATEHBIX HHPOPMALIMOHHBIX CHCTEMaX (COOTHECeHO ¢ uHauKaropoM [1K-2.2).

Bnagern:

- HaBBIKAMHU PabOTHI CO CHEHUATH3UPOBAHHBIMM IPOTpaMMaMH IS 3alIUTHl M YHPABICHUS JaHHBIMU (COOTHECEHO C WHAUKaTOPOM
OIIK-7.3)

- TIPEMCHEHHS COBPEMEHHOTO KOMIIBIOTEPHOTO OOOPYAOBAaHMS W COOTBETCTBYIOIIETO ITPOTPAMMHOTO OOECHEYCHHS B paMKax HX
6€301acHOT0 HMCIOIB30BAHHUSA U B COOTBETCTBHH CO CTAHAAPTAMM OE30IIaCHOCTH B paMKax MPUMEHCHUS TEXHOJIOTHU 3JIEKTPOHHOTO
MIPaBUTENbCTBA U NIPEIOCTABICHUS TOCYIapCTBEHHBIX (MYHHULIMNATBHBIX) YCIyT) (cooTHECEHO ¢ uHaukaropom [1K-2.3).

3. CTPYKTYPA U COAEP KAHUE JUCIIUIIJINHBI

Pazgen 1. IIpaBoBoe 1 opranu3anoHHoe obecrieueHue HHGOPMALUOHHOM 0€3011aCHOCTH

Bup 3ansaTus / Cemectp /| Kommuectso
Ne HaunmMeHoBaHHe TeMbl, KPaTKoe CoAepKaHue KomnereHuun
pa6otsl / popma ITA Kype 4acoB
IIpaBoBoe obGecrneueHne WHOOPMAMOHHOW OE30MAaCHOCTH B CHCTEME
HaIlMOHATEHOU 6e3omacHOCTH PoO". OcCHOBHBIE ~ HaNpaBICHHS OIIK-7
1.1 o JIeKIIMOHHBIE 3aHATHS 3 2
obecrieueHnss MHPOPMALMOHHOW 0E30MacCHOCTH W 3alIUThl MHGOPMALUH IK-2
B PO.
IIpaBoBoe obGecrneuenne WHOOPMAIMOHHOW OE30MaCHOCTH B CHCTEME
HallMOHAIbHOM Oe3omacHoctd P®. baszoBele cBoiicTBa 0€30IacHOCTH
12 undopmarmu. HopmaruBHo-npaBoBas 0a3a ¢yHKIHMOHUpOBaHUsI cucteM | CamocTosTenbHas 3 2 OIIK-7
’ 3amuTel nHpopMmaruu. [IpaBoBas 3amuTa HpOrpaMMHOrO oOECIICUCHHMS pabota [IK-2
ABTOPCKUM IpaBoM. KOMIBIOTEpHBIC MPECTYIUICHHS W OCOOCHHOCTH HX
paccie/10BaHusL.
IIpaBoBoe oOecmeuenre WHPOPMAIMOHHOW OE30MaCHOCTH B CHCTEME
13 HalMOHATbHOM  0e3  omacHoctn P®. Opraauzaumst  paboTel  CO CamocTosiTenbHast 3 2 OIIK-7
’ CBEICHUSMH, OTHECEHHBIMU K roCyJapCTBEHHOU TaliHe u pabota TIK-2
KOH(UICHIIMATBHOM nH(pOpMaImu.
. . CaMocTosTeabHas OIIK-7
1.4 | BeimonHenwue 3ananuii ¢ ucrnois3oBanueM LibreOffice. 3 2
pabota IK-2
Pazgen 2. Texnuueckasi 3amura nHopmanuu
Bupn 3ansitus / Cemectp /| KonmuecTBo
Ne HaumeHoBaHHe TeMbI, KPAaTKOe CO/IepKaHHe Komnerenuuu
pabotsl / popma ITA Kype 4acoB

Yrpo3sl yTeuku HH(pOpPMaLMM MO TeXHWYecKnM KaHamtam. Hocutenun u
21 ¢dopMel  3ammmaeMoil uHpopMarmu. OCHOBHBIE OOBEKTHI  3allUTHI OIIK-7

JlexunoHHbIE 3aHATHA 3 2
uHdopmaru. Bunsl yrpos OeszomacHoctn uH(popmanuu. TexHHueckue 1 IK-2
KaHIbl YTeYKH HH()OPMALIH.
29 Vrpo3sl yreukn HHGOpPMAUMH 10 TeXHUYeCKUM KaHamam. @opmbl| CamocrosTenbHas 3 ’ OIIK-7

samumaemMoit  uagopmarmu. OO0bekThl 3auuThl. DHU3NYECKUE OCHOBBI padora T1IK-2




osuukHoBeHuss TKYU. Kinaccuduxanus TCP.

23 CnocoObl M cpelcTBa TexHHYecKoil 3ammTbl uHpopmanuu. Cpexncta| CamocrosiTenbHas 3 2 OIIK-7
’ 3alUThl 00BEKTOB OT yTeuku HHpopmanuu 3a cueT [IDMU u HaBoIOK. pabota IK-2
CriocoObl M CpencTBa  TEXHHYECKOM  3alUThl  MH(GOPMALUH.
IIpenorBpaiienue TCYKHW HH@POpMAaALUU 110 CIIM  DJICKTPOIIUTAHUA H
pesoTBpart Y (opan H P CamocTosTenbHas OIIK-7
2.4 |3azemiteHus. Cpencra 3BYKOU30JIALUHI u 3BYKOIOIVIOLICHHUS aGora 3 4 MK-2
aKyCTHYECKOTO CHUTHaTa, oueHka ux d¢dexTuBHOCTH. Cpencrsa moucka p
CPEJICTB HErIACHOTO CheMa MH(OpMALIH.
. . CamocrosTenbHast OIIK-7
2.5 | BemosHenue 3anaanii ¢ ucnoib3osadrueM LibreOffice. 3 2
pabota TIK-2
Pazgen 3. Opranusanus 3aliuThl MHGOPManui B HHPOPMALMOHHBIX CHCTEMAaX
Bup 3ansrus / Cemectp /| KomuectBo
Ne HaunmenoBaHHne TeMbl, KpaTKoe cofep:KaHue Komnerenuuu
pa6otsl / popma IMA Kypc 4acoB
Opranuzanust  3auThl  MHPOPMAUUK B HH(POPMAIMOHHBIX CHCTEMax.
Hcroynuky u BHABI Yyrpo3 MHGOpMAUUK B MHOOPMALMOHHBIX CHCTEMax.
31 CTpykTypa  TOCYHAapCTBEHHOH  CHCTEMBI  TEXHHYECKOM  3alIUThI CamocrosTenbHas 3 5 OIIK-7
’ uHpopmanuu. Opranuzauust 3amurTsl  “HGopMaru. Mepsl  3alUThI pabora [K-2
nHpopMali B MHPOPMAUMOHHBIX cUcTeMax.OpraHu3auust  3aliuThl
oowvexroB KMN.
VYrpo3el  HECaHKIMOHHPOBAHHOTO octyna K uHbopMauum B
P vI-l P foery (bopwmat CamocrosTenbHast OIIK-7
3.2 |uHdopmManMOHHON cucTeMe. YTpo3bl HEMOCPEACTBEHHOIO [JOCTyNa B aGora 3 4 K2
OTIEPAIMOHHYIO Cpety NH(OPMAIIMOHHON CHCTEMBI. P
Yrpo3sl  HECaHKIIMOHHPOBAHHOTO octyma K uHOpMaMu B
P K P froery bopman CamocrosTenbHas OIIK-7
3.3 |undopmanuonHoii cucreme». Yrpo3bl HpPOrpaMMHO-MaTeMaTH4ecKuX aGora 3 4 K-
BO3JICHMCTBHUI. p
Yrpo3sl  HECaHKIMOHMPOBAaHHOIO  JocTyna K  uHopmaiuum B
34 nHpopMauoHHO cucreme. IlocTpoeHue THHOBBIX Mogjeneid yrpos | CamocrosTtensHas 3 5 OIIK-7
’ 6e3omacHocTr  mHbOpPManuK, o00padarsiBaeMOil B MH()OPMAIIMOHHBIX pabota IK-2
CHCTEMaX.
TpeboBaHMsi K OpraHU3alMM 3al[UThl MH(GOpPMAaUK B MH(MOPMALMOHHOM
P p a - (opwan bopma CamocrosTenbHast OIIK-7
3.5 |[cucreme. OOecrnedyeHne 3amUThl HHPOPMAMM B XOJAE AKCIUTyaTaluu aGora 3 2 K2
“HPOPMAITMOHHON CHCTEMBI. P
Pazgen 4. Metonnbl u cpeAcTBa KpUNTorpaguyeckuii 3ammTbl
Bupn 3ansitus / Cemectp /| KommuectBo
Ne HanmenoBaHue TeMbl, KPaTKoe coep:KaHue Komnerenuuu
pabotsl / popma ITA Kype 4acoB
Metonsl u  cpencTBa  Kpunrorpapuyeckoi  3amuThl  MH(pOpMauu.
A pen P rpad - opan CamocrosTenbHast OIIK-7
4.1 |(IIpuHuMOBI (QYHKIMOHMPOBAHUS CHMMETPUYHBIX M aCHMMETPHUYHBIX aGora 3 2 MK-2
KpUOTOCHCTEM. AyTEHTH(UKAIHUS C MCTIOIb30BaHHEM OTKPBITOTO KITHOYa. P
49 CumMerpuunble  kpunrocucrembl. Cucrema mmdpopaHus —Ilesaps. CamocrosTenbHast 3 5 OIIK-7
’ Iudps! mepecTaHOBKH. pabota IK-2
ACHMMETpHUYHBIE KPUNTOCHCTEMBI. Peann3aius JBYCTOPOHHEro oOMeHa
P P o AL ABYCTOD CamocrosTenbHast OIIK-7
43 |wmoueBoit  uHpopmauumedt. [lomstme M Ha3HaueHMe  LIGHTpa aGora 3 2 K2
pacnpenenenus kioue. Tpebosanus Juddu n Xemwmana. P
AcuMMeTpUYHbIE KpHNTOCHCTEMBL. Anroput™m mmdpoBaHus RSA.
P P . P bp CamocrosiTenbHast OIIK-7
4.4 |Ilpouecc GpopMHpOBaHUs KIIOYEBOH Mapbl IoJydareieM, udpoBaHue u aGora 3 2 K->
nemrdpoBanie cooduieHuit B kpunrocucreme RSA. P
ACHMMETPHUYHBIC  KPHIITOCHCTEMBbl.  [IPpHHIMIIBI W [pPOLEIYpPHbIE
p P N DHHLIHIS poueayp CamocTosTenbHas OIIK-7
4.5 |acmexkThl ~aIropuTMa  3JIEKTPOHHOW 1wM¢poBoil mommuen  (DLIII). aGora 3 2 MK-2
I{emocTHOCTD MepeaaBacMbIX JaHHBIX. ABTOPCTBO COOOIICHHUI. p
Paznen 5. JluneH3upoBaHue U cepTuukanusa B 00/1aCTH 32U ThHI HHGOpMAITUK
Bupn 3ansitus / Cemectp /| KonmuectBo
Ne HanmenoBaHue TeMbl, KpaTKoe colep:KaHue Komnerenuuu
pabotsl / popma ITA Kype 4acoB
IIpaBoBbIE OCHOBBI JMIEH3MPOBAaHUS B OOJACTH 3alUThl HMHQOpMAaIMu.
51 CTpyKTypa CHCTEMBl TOCYAApCTBEHHOrO JuneH3upoBanus. [lopsmok| CamocrosrenbHas 3 2 OIIK-7
’ MPOBE/ICHUsI JIMLIEH3UpoBaHusl. JIMIeH3HnOHHbIe TpeOoBaHHsS B 00JAaCTH pabota TIK-2
3auuThl MHGopMmaruu. CepTrudukanus CpeiCcTB 3auMTh THGOPMAIHH.
[IpaBoBbIE OCHOBBI JIMLIEH3UPOBAHUS B OOJIACTH 3alIUTHI MHGOPMAIUU».
59 OpraHu3zanys JWLICH3UPOBaHMA B OOJIACTH  3alIUTHl  MH(pOPMAIUH. CamocrosTenbHas 3 2 OIIK-7
’ OCHOBHbIC JHIICH3UOHHBIC TPEOOBAaHMSA M YCIOBHA B OONACTH 3alllUTHI pabota [IK-2

“HPOPMAITUH.

Pazgen 6. OcHOBBI 3a1IUTBI KOMMePYeCKOil TaliHbI




Bupn 3ansitus / Cemectp /| KonmmuectBo
Ne HaumeHoBaHUe TeMbl, KPaTKOe CO/lep:KaHue KoMnereHuun
pabotsl / popma ITA Kype 4acoB
IIpaBoBbIC OCHOBBI 3alIUTHl KOMMeEpueckoil TaiiHbl. CyIIHOCTH W
6.1 |conepxatne KOMMepYeckol TaiHbl. [IpaBoBoe oOecrieueHne 3aluThI CamocrosTenbHas 3 2 OIIK-7
’ KOMMepUecKkoi TalHbl. CBENEHHs, COCTaBIAIOIINE KOMMEPUECKYIO pabora [IK-2
TaiiHy.
DopMHpOBaHHE TE€pPEeYHs] CBEJIEHHH, COCTaBISIIOUIMX KOMMEPUYECKYIO
taiiHy. [Topsinok pa3spaboTku epeyHs CBeJCHUIT
6.2 COCTZBHSII(?HIiX ﬁOI\EMe YECK! KI; TaifH Z[CBe E’EHI/ISI KOTOpbIE HE MOTYT Hpaxruacciue 3 2 OIIK-7
’ P Y Y A ’ P Y 3aHATHUS [IK-2
COCTaBIISITh
KOMMEPUYECKYIO TaliHy.
IIpaBoBbie OCHOBBI 3alUTHl KOH(MUACHIMATEHOH nH(opManmu. [pasa u
p ant (punenn bopmau p CamocTosTenbHast OIIK-7
6.3 | o0Gs3anHOCTH paboTHHKA u paboToxarens o 3alUTE aGora 3 2 K2
KOH(HICHIIMATBHOM nH(pOpMaImu. p
Paznen 7. [IpaBoBbie OCHOBBI 3ALIUTHI NEPCOHAJIBHBIX AAHHBIX
Bupn 3ansitus / Cemectp /| KotmuectBo
Ne HanmenoBanue TeMbl, KpaTKoe colep:KaHue Komnerenuuu
paborsl / popma ITA Kype 4acoB
CymHocTh M coiepKaHue OOpabOTKM ¥ 3alUTHl  MEPCOHATBHBIX
aHHBIX. [IpaBa W 00s3aHHOCTH CyObEKTa MEPCOHATBHBIX JAHHBIX U
A p y p a CamocrosiTenbHas OIIK-7
7.1 |omeparopa, oOpabaThIBaIOLIETO MEPCOHAIbHbIE NaHHble. OpraHu3arus aGora 3 2 K2
3alUTBl NEPCOHATBHBIX JAHHBIX B OpPraHU3allMAX, YUYPESKICHHIX M Ha p
MPEANPHSITHSIX.
CymHOCTs W cofiepkaHue OO0pabOTKM ¥ 3allUTBl  EPCOHATBHBIX
72 naHHbpiX. OpraHm3anus 3alidThl TEPCOHATBHBIX NAHHBIX B OpPTaHU3aIlHU. CamocrosTenbpHas 3 4 OIIK-7
’ Ionoxenne 00 00paboTKe W 3allUTe MEPCOHATBHBIX JaHHBIX B pabota IK-2
OpraHU3alHH.
Paznen 8. Opranuzanus 3aMThl KOH(UAEHINAIbHOI HHPOpMAaNMH HA 00beKTaX HH(popMaTU3A U
Bua 3ansaTus / Cemectp /| KosmmuectBo
Ne HaunmeHoBaHHe TeMbl, KPaTKoe CoAepKaHue Komnerenuun
pa6otsl / popma IMA Kype 4acoB
Opranu3zaiysi 3aluThl KOHOHUICHIUATPHOW HH(pOpMaluu Ha OOBEKTax
nndopmaruzayy. CyLHOCTh M COAEP)KAHHE OPraHU3alMOHHBIX OCHOB
bop att yim Aep P alt CamocrosTenbpHast OIIK-7
8.1 [3amuTsl nHdopmaruu. OpraHu3aloHHbIe MEpONPUATHA  TIO aGora 3 2 MK-2
obecriedeHH0  3amUThl  uHpopmanuu.  OpraHusaius  KOHTPOJIS p
COCTOSIHHMSI 3allIUTHI HH(OPMAIHH.
[IpakTudeckue OIIK-7
8.2 | PazpaboTka moimMTHKN O€3011aCHOCTH MPETPHSTHSL. P 3 2
3aHATHUS I1K-2
eSITENIbHOCTD KOBOJICTBA U JIOJDKHOCTHBIX JIMII IO IPOBEpKe
A Py A AOJDKR . POBCp CamocrosTenbHast OIIK-7
8.3 |cocTosiHMS 3amWUTHl KOHQHICHIMATBHOW wHHpOpMaruu. OpraHuszanus aGora 3 2 MK-2
ayuTa nH(GOpMAaIOHHOM 0e30IacHOCTH. P
. . CamocrosTenbHas OIIK-7
8.4 | BeinosiHeHHeE 3amaHuii ¢ ucnoyb3oBanueM LibreOffice. 3 2
pabota [1K-2
Paznen 9. Ilpome:kyTouHas aTTecTALMSA
Bupn 3ansitus / Cemectp /| Komuectso
Ne HaumeHoBaHMe TeMbl, KPaTKOe COAepPKaHHe Komnerenuun
pa6otsl / popma IMA Kypce 4acoB
. OIIK-7
9.1 |[IloaroroBka K MPOMEKYTOYHOW aTTeCTalluN 3auer 3 4 MK-2

4. ®OH/JI OLIEHOYHBIX CPEJICTB

Crpykrypa M cozpepxaHue (OHIA OLECHOYHBIX CPEACTB JUI IPOBEACHUS TEKYLIErO KOHTPOJII M IIPOMEKYTOYHOW arTecTaluu
npezcTaBieHsl B [Ipunoxxernn 1 k pabodeid mporpaMMe JUCIIUIIIAHEL.

5. YAEBHO-METOJHUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJINHBI

5.1. YueOHble, HAYUHbIEe U MeTOAUYECKHE H3TAHUS

ABTODBI,
COCTaBUTEIH

3arnasue UznarenscTBO, TOX

Bubnmoreka /
KomnuectBo




ABTODHI, Bubmmotexa /

3arnasue WznarenscTBO, 1O
COCTaBUTEIHU KomnngectBo
1 Pynenxos H. A., TexHonoruu 3amuTel HHGOPMAUK B Mocksa: HarnoHansHbIi OBC «YHUBepcUTETCKas
Iponerapckuit A. B.,, | KOMIIBIOTEPHBIX CETAX: yueOHOE mOcoOne OTKpBITEIA Y HUBEPCUTET OHMOIMOTEKA OHJTANHY
Cwmupuosa E. B., «MHTYUT», 2016
CypoBoB A. M.
2 BectHuk MHCTHTYTa 3aKOHOIATENILCTBA U Wpkyrck: MacTuTyT OBC «YHuBepcHUTETCKAs
paBoBOi HH(pOpMaKuy nMeHr M. M. 3aKOHOaTeNbCTBA U OnOIMoTEKA OHIANH
Criepatckoro: xypHai npaBoBoit uHdopMaruu,
2017
3 Poro3suw, B. 1O., OcHOBBI HHPOPMALIMOHHOH OE30MaCHOCTH: Mocksa: FOHUTHU- 9BC «IPR SMART»
lanymkun, U. b., y‘le6HI/IK JIUIA CTYJIEHTOB BY30B, 06yl1a10mnxcs{ no I[AHA, 2017
Hosuxkos, B. K., HAIPAaBJICHUIO MIOATOTOBKH «IIPAaBOBOE
Bermpes, C. b. o0ecreueHre HallMOHAILHON 0€30II1aCHOCTI
4 Kosanes /I. B., HNudopmanmonHas 6e30macHOCTb: yueOHOe PoctoB-na-Jlony: FOxusiit | O5C «YHuBepcuTeTCKas
Bbornanosa E. A. nocobue (benepanbHbIN OubIMoTEKA OHJIATHY
yHuBepcuret, 2016
5 Karanosa, T. H., HNudopmanmonHas 6e301macHOCTb: 1a00paTOPHBIH [Tepms: ITepmckuit 3BC «IPR SMART»
Tankuna, JI. C., MIPaKTUKYM roCyIapCTBEHHBIN
)KHaHOB, P A. I'yMaHI/ITapHO-
e aroruyecKui
yHuBepcureT, 2018
6 IIwmos, A. K. VYrpasnenue HHPOPMAITHOHHOM 6¢30MaCHOCTHIO: Pocros-na-/lony, 9BC «IPR SMART»
yueOGHOoe nocodue Taraapor: U3arenscTBo

OxHoro (heneparbHOrO
yHuBepcureta, 2018

7 IHanerusn, B. ©. NudopmainronHas 6€30MacHOCTb U 3aluTa Caparos: OBC «IPR SMART»
UHpOopMAanUu Ipodobpazosanue, 2019
8 Ky6amesaE. C., WHdopmaruka 1 BEIYUCIUTENbHAS TEXHUKA. Womkap-Omna: OBC «YHuBepcUTeTCKas
Manamkesuy U. A., HNudopmanmonHas 6e30macHOCTb TToBOKCKUHA OnOIHMoTEKA OHIANH
UYexynaesa E. H. aBTOMAaTU3UPOBAHHBIX CUCTEM: YIeOHO- roCy1apCTBEHHBIH
METOMIECKOE ITOCOOUE K IIPOXOIKICHUIO TEeXHOJIOTHYCCKHIA
MPOU3BOACTBEHHON NPAKTUKY: yIeOHO- yHuBepenter, 2019
METOUYEcKoe mocodne
9 BUT. buznec & MHoOpMalOHHBIC TEXHOIOTHH: Mocksa: [Tonoxesen u OBC «YHuBepcureTckas
KypHal nmaptHepbl, 2019 6ubnuorexa oHIAH»
10 CygBopoga, I'. M. HNudopmanmonHas 6e30MacHOCTb: yuyeOHOe Caparos: By3osckoe 3bC «IPR SMART»
nocobue oOpazoanue, 2019

5.2. IIpodeccuonanbHbie 0a3bl JAaHHBIX U HH(POPMALMOHHBIE CIIPABOYHbIE CHCTEMbI

Wudopmarmonnas cripaBodnas cucrema "KoucymsrantlLioc”

Baza ganabix ®enepanbHOi ci1ykOBI IO TEXHUYECKOMY U 9KcriopTHOMY KoHTpoutto (DCTOK Poccun) https://fstec.ru/

baza JIaHHBIX JEHCTBYIOMNX CTaH/IapTOB 1o HaIpaBJICHHUIO "NupopmannoHHas besomnacHocT"
https://www.gost.ru/portal/gost/home/standarts/InformationSecurity

5.3. IlepeyeHb NporpaMMHOro odecrneqdeHust

Onepanuonnas cucrema PEJI OC
LibreOffice

5.4. YueOHO-MeTOAUYECKHE MATEPUAJIBI /ISl 00y4aIOIINXCS C OTPAHUYEHHBIMH BO3MOKHOCTSIMH 3/10POBbSI

Ilpn HeoOXOOMMOCTH MO 3asBICHHUIO OOYYAIOMIETOCS C OTPAaHWYCHHBIMH BO3MOXHOCTSMH 37I0pPOBBS  y4eOHO-METONUYECKHE
MaTepHaIbl MPEAOCTABIAIOTCA B (OpPMax, agaNTHPOBAHHBIX K OTPAHWYCHUSIM 30pOBbS M BocHpusTus uH(popmammu. [ns mmi c
HapyLIeHUsIMUA 3peHus: B ¢opMme aynuodaiina; B medaTHOH (opme yBemHMUeHHBIM IIpudToM. s TUI ¢ HapyLNIEHUSIMHU CIyXa: B
(opMe 3NIEKTPOHHOTO JOKYMEHTa; B IedarHoi Qopme. s JuIl ¢ HapymIEHHSMH OIOPHO-ABUIATENBHOIO amnmapara: B (opme
3NIEKTPOHHOTO TOKYMEHTa; B TIEYaTHOH (opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCITUIIJIMHbBI

IMomeruennst 1uist Bcex BHJOB pabOT, MPELyCMOTPEHHBIX Y4EOHBIM IIAHOM, YKOMIUIEKTOBAaHBI HEOOXOJMMOI ClIeNHaTn3MPOBaHHOM
yueOHON MeOEIbIO N TEXHUUYECKUMHU CPEACTBAMH OO0YUCHUSL:

- CTOJIB, CTYJIbS;

- IePCOHAITBHBIA KOMITBIOTEP / HOYTOYK (IIEpEeHOCHOIT);

- IPOEKTOpP;

- 9KpaH / THTEePaKTHBHAS JIOCKa.

7. METOJUYECKHUE YKA3AHUS /U151 OBYYAIOIIIUXCSA IO OCBOEHUIO U CHUITIJINHBI

MGTOJII/I‘-IGCKI/IC YKazaHus 110 OCBOCHUIO JUCHHUIIIIMHBI IIPEACTABJICHBI B HpI/IJ'IO)KCHI/II/I 2K pa60‘ICI>‘I nporpamMmme JUCHUIIIIUHBI.







IIpunoxenne 1

®OHJA OUEHOYHBIX CPEJACTB
1 Onucanue mokasatejedl W KPUTEPHEB OLCHUBAHMS KOMIIETCHIMII Ha Pa3IMYHBIX JITAmax HX
(opmupoBaHus, onucaHue MIKAJ OLleHUBAHUSA

1.1 Tlokazarenu M KpUTEPHH OLIEHUBAHMSI KOMITETEHIIMMN:

3VH, cocrasisrole KOMIIETEHIINIO

TToka3aTenu oneHUBaHUSA

Kpurepuu onenuBanust

CpencrBa
OIIEHUBAHUS

IIK-2: CnocoGeH HCIOIb30BATH B NMPO(ECCHOHAIBLHON e TeJIbHOCTH KOMMYHUKANMOHHBIC TEXHOJIOTHH, I'OCYAAPCTBECHHbIC H
MYHUIUNAJIbHbIEe HHPOPMALMOHHBIE CHCTEMbI; OCYLEeCTBJISITH BHYTPHOPTraHU3ALMOHHbIE U MEKBEIOMCTBEeHHbIe KOMMYHHKALUU
Heo0XoANMble /sl pelieHUs MPo(ecCHOHAJIbLHBIX 33/1a4;

3HaTh: METOJBI U CPEACTBA 3AIIUTHI
nHpOpMAIAN B paMKax
TOCYZapCTBEHHBIX u
MYHHUIUIAIBHBIX HH(OPMAIIOHHBIX
cucTeMax

U3y4aeT TePMHUHOJOTHIO, CBS3aHHYIO C
HHPOPMAITMOHHOM 0e30MacHOCTEIO,
AJITOPUTMEI paboTEI
CIIELHATI3UPOBAHHOTO IIPOTPAMMHOTO
obecnieuennst B odmactu Ub B pamkax
TOCYyJapCTBEHHBIX M MYHHIHIIAIbHBIX
MH(OPMAIMOHHBIX CHCTEMaX

JUISL TIOAATOTOBKY K 3a4€Ty, OIPOCY

MOJTHOTA u COOTBETCTBHE
MpeTaraeMbIX CIOCOOOB pELICHHS
CTaHIapPTHBIX 3amad
poeCCHOHANBHON eATeTbHOCTH
B obmacth  WMHPOPMAIIMOHHOU
6e3omacHoCTH

TpeOOoBaHUIM HOPMAaTHBHO-

IIpaBOBbBIM AKTOB IIpU OTBETC Ha
OIIpOCE, 3a4YCTEC

omnpoc (BOMPOCHI
1-57)
BOIPOCHI K
3a4eTy (BOIPOCH
1-78)

YMeTh: UCHOIb30BaTh MHCTPYMEHTHI | aHATM3UPYeT M OICHUBAaET YPOBEHB | COOTBETCTBHE PE3yJIbTATOB aHAJIM3a | IPAKTHUKO-

JUIs  aHalu3a W MOHHUTOpHWHra | 0€30IacHOCTH  TOCYJapCTBEHHBIX U | TEKYIEMY COCTOSIHHIO OpUEHTHUPOBAHH

nH(popMaMOHHOI 0e30MacHOCTH B | MyHHIMNIAJIBHBIX ~ MH(OPMAIMOHHBIX | CHCTEMBI 3alIUTHl MHPOPMAIIMH IIPH | ble  3aJaHusl K

TOCYZapCTBEHHBIX U | cuctem, BBISBISIET OCHOBHBIE YI'PO3bI U | BHINOIHEHUH MIPaKTHKO- | 3a4eTy (3amaHus

MYHHUIUTIAJIBHBIX MHGOPMAIMOHHBIX | YSI3BUMOCTH OpPUEHTUPOBAHHOTO u | 1-9)

cucTemMax npu BBINOJTHEHUH MPAKTUKO- | IPAaKTUYECKOro 33aJaHUs MIPAKTUYECKOE
OPHEHTHPOBAaHHOTO M TPAKTHYECKOTO 3a7aHue
3aaHus (3amanms 1-2)

Brnagers: HaBBIKaMH IIPUMEHEHHUS | UCIIOJIB3YeT METOAbl M CPEACTBA [ COOTBETCTBHE  TEXHOJIOTMYECKOTO | MPAKTHKO-

COBPEMEHHOTO KOMITBIOTEPHOTO | 3aIIUTHI MH()OPMALIMK B COOTBETCTBHH C | TIpoliecca 3aIluThl  MH()OPMALUH | OpHEHTHPOBAHH

000py/IOBaHUS U COOTBETCTBYIOIIETO | IPaBOBBIMH HOPMATHBHBIMH aKTaMu M | TpeOOBaHMSIM HOPMAaTHBHO- | ble 3aJaHHsi K

MIPOTPaMMHOTO  OOecredeHuss B | HOPMAaTHBHBIMHU MeToIruecKuMH | Metoaudeckux aokymeHTtoB @DCB | 3auery (3amanust

paMKax ux 6e3omacuoro | mokymenTaMu @Cb Poccnn 1 @CTOK | Poccnn 1 @CTIK Poccun 1-9)

UCTIONIb30BaHMA U B COOTBETCTBUH cO | Poccum B pamMkax — IpHMEHEHUS MIPaKTHYECKOE

CTaHAapTaMH  OE30MAacCHOCTH B | TEXHOJIOTHH JIEKTPOHHOTO 3a7jaHue

paMKax IPUMEHEHUs TEXHOJOTUM | IPaBUTENbCTBA UM IPELOCTABICHUS (3amanus 1-2)

3JIEKTPOHHOTO  TPAaBUTENIBCTBA M | TOCYHAPCTBEHHBIX  (MyHHIIUTAIBHBIX)

MPEJOCTABICHHSI TOCYJapCTBEHHBIX | yciyT)

(MYHHIMTIAIGHBIX ) YCITYT)

OIIK-7: Cnioco6eH MOHUMATH MPUHIUNBI PA0OTHI COBPEeMEHHBIX HH()POPMAIMOHHBIX TEXHOJIOTHIi U HCIOJIBL30BATH UX LIS
peuienus 3a1a4 NpodecCuOHAJIBLHOM 1esITeJIbHOCTH

3HaTh: OCHOBHBIE PUHIMITBI PAOOTHI
CHCTEM 3aIUTHl HHPOPMAIUU

nu3ydaeT NPUHIUTIBI
KOH(UAECHIIMANBLHOCTH, 1IEIOCTHOCTH U
JIOCTYTIHOCTHU JAHHBIX, PA3INUUS MEXKITY
TEXHHYECKUMH M OpraHH3alMOHHBIMU
MepaMH 3aluThl HHQOopMaLuK

JUIsl HOATOTOBKH K 3a4€Ty, OIPOCY

MOJIHOTA u COOTBETCTBUE
npeaaraeéMbIX CIoco0OB pEIIeHUs
CTaH/IapTHBIX 3a1aq
MPOECCHOHATIBHON  JICSITENEHOCTH
B obsacth  WHGpOPMAIMOHHON
6e3omacHoCTH

TpeOOBaHUAM HOPMaTHBHO-

TIpaBOBBIM aKTOB IIPU OTBETE Ha
OIIPOCE, 3a4YCTE

onpoc (BOMPOCHI
1-57)
BOIPOCHI K
3a4eTy (BOIPOCKH
1-78)

YMmerts: MIPUMEHSTH CPENCTBA | aHANMM3UPYEeT W BBIOMPAET CPEICTBA | COOTBETCTBHE PE3YNIBTATOB AHAIN3A | MPAKTHUKO-
3ammTel  MHGOpMAnMM B paMKax | 3alIMTHl B 3aBUCHMOCTH OT CIIEIM(UKH | TEKYIIEMY COCTOSTHHIO OPHEHTHPOBaHH
petieHus mpoQecCHOHANBHBIX 331a4 | MPOQECCHOHANBHBIX 3a/1a4 U Yrpo3 MPH | CUCTEMBbI 3aIUThl MHOPMAIIMY NIPH | bIe  3aJaHus K
BBITTOJTHEHUH MPAaKTHUKO- | BBITIOJIHCHUH MIPAaKTHUKO- | 3a4eTy (3aJaHus
OpPHUEHTUPOBAHHOTO WU MPAaKTUYECKOI'O | OPUEHTUPOBAHHOIO ul1-9)
3aaHUs MPAaKTUYECKOT0 3alaHuUs MIPaKTUYECKOE
3aJjaHue
(3amanus 1-2)
Brnaners: HaBbikamMM pa0OTHl €O | UCIIONB3YET ~ MHCTPyMEHTaMH ISl | Ka4eCTBO MOJIyYEHHBIX | MPaKTHKO-
CHelMaIu3UPOBAHHBIMU OLIGHKM ySI3BUMOCTEHl M  aHanM3a | pe3ylbTaToB, TOYHOCTH U TOJIHOTA | OPUEHTHPOBAHH
oporpaMMaMu Ui 3allUTBl U | MHIUACHTOB BBISIBIIGHHBIX  YyA3BUMOCTEH B | ble 3afaHus K

yHrpaBJiCHUS JaHHBIMU

COOTBETCTBUM C IOCTaBICHHBIMU
podecCHOHATBHBIMY 3aJa4yaMu

3a4ery (3amaHus
1-9)
MIPAKTHYECKOEe




3alaHue
(3amanus 1-2)

1.2 IIIkaje!l OLICHUBAHUS:

Texkymmii KOHTPOJIb YCIIEBAEMOCTHM M IPOMEXKYTOUHAs aTTecTalllsl OCYILECTBIAETCS B paMKax
HaKOIHUTEJIbHON OAJITEHO-PEUTUHTOBOM crcTeMbl B 100-0auibHOM 1IKare:

50-100 6aymoB (3auTeHO)

0-49 GamnoB (HE 3a4TEHO)

2 TunoBble KOHTPOJbHBbIE 32JaHUSl WM HHbIe MaTepUaJbl, HeOOXOAUMbIe Il OIEHKH 3HAHWIA,
YMeHUii, HABBIKOB W (WJIH) ONBITA AeATEJbHOCTH, XApPaKTEePHU3YKWIIHX 3Tanbl (OPMHUPOBAHUS
KOMIIeTeHIIHil B Mpolecce 0CBOEHUsI 00Pa30BaTe/IbHOI MPOrpaMMbl

BOl'[pOCLI K 3a49€Ty

1. Hudopmanus kak 00BEKT MPABOBOTO PEryIMpOBaHUS.

2. Crpykrypa 3akoHoaarenscTBa PO B o0mactu nHGOpMAIIOHHOM 6€301IaCHOCTH U 3aIIUTH UHPOPMAITUH.
3. OcnoBnbie enu 1 MeTo bl obecrieuenus b PO. Mcrtounuku u Buas yrpo3 Ub PO.

4.  OcHOBHBIC HamlpaBlieHUs! oOecTieueHUs UHHOPMAIIMOHHOW 6€30MaCHOCTH M 3aIUThI HHPopMaIuu B PO.
5. CrpykTypa OpraHu3allMOHHON 3a1UThl HH(OPMALIUH.

6. Bunbel uaopmanmm, 3anmmaeMoi 3aKkoHOJaTeILCTBOM PD.

7.  llepeueHb cBeeHHI KOHPHUICHIIMATBLHOTO XapaKTepa.

8.  Opranu3zamus paboTHI CO CBEICHUSIMH, OTHECEHHBIMU K KOH(pHUICHIIMATBHON HH(OpMAIIHH.

9. TIpaBoBOii pexuM 3amUThl KOHGUASHITUATLHON HH(POPMAITIH.

10.  Yrpo3ssl yTeuku HHPOPMALIUH 110 TEXHUYECKHM KaHAJIaM.

11. ®opmsl 3anumiaeMor HHPOPMAIIHH.

12. OcHOBHBIC 00BEKTHI 3aIUTH HH(POPMATIHH.

13. Kiaccudukanus TeXHUYECKUX KaHAJIOB YTeYKH HHPOpMAIUH.

14. TexHuueckre MEPOIPHUITHS 10 3aIIUTE HHPOPMAIIUU OT YTEUKU MO0 TEXHHYECKUM KaHaJlaM.

15. OpraHuzanoHHBIE MEPOIIPHUATHS 10 3aIUTe HHGOPMALIUU OT YTEYKU MO TEXHUUECKUM KaHaJlaM.
16. Krnaccudukamus yrpo3 6e30macHOCTH HH(OpMAIK B MHPOPMALIMOHHBIX CUCTEMAX.

17. TpeOGoBaHus K OpraHu3aliy 3alKuThl HHGOpMaUK B HH(OPMALIMOHHON CUCTEME.

18. ®opmupoBanue TpeOOBaHUH K 3amKTe HH(GOPMAIMH B MHPOPMALIMOHHON CUCTEME.

19. OGecneudenue 3aUThHl HTHPOPMAIIUH B X0J1€ IKCIUTyaTal[Ml UH(POPMAIIMOHHOM CHCTEMBI.

20. TpeboBaHMs K MepaM 3alIUThI HH(OPMAIIMH, COAEpIKAIIeHcs B MHPOPMAIIMOHHOW CUCTEME.

21. OmpeneneHue Kiiacca 3allMIICHHOCTH HH()OPMAITMOHHOW CUCTEMBI.

22. JluneH3upoBaHue B 00JIACTH 3aIIUTHI MH()OPMAIIHH.

23. CTpyKTypa CUCTEMBI TOCYIaPCTBEHHOTO JIMIIEH3UPOBAHUS.

24. Tlopsinok mpoBeAEHUS JTULEH3UPOBAHHUS.

25. OcHOBHBIE JUIICH3UOHHBIE TPEOOBAHNUS U YCIOBHS B 00JIACTH 3AIUTH HHPOPMAITHH.

26. IlepedeHb BUAOB AEATEIBHOCTH B 00JIACTH 3alIUTHI HH(GOPMAIINH, TTOAIEKANINX JTUIICH3HPOBAHUIO.
27. CTpyKTypa CUCTEMBI CEPTHU(PHUKAIIIH.

28. Tlopsmok mpoBeneHus cepTU(UKAIIIHN CPEJICTB 3aUTH HH()OPMAITIH.

29. CepruuKalMOHHBIC UCIIBITAHUS CPEICTB 3AIIUTH HHPOPMAIIH.

30. Tlopsimox oTHeceHHs WHpOpManUK K WH(POPMAIMU, COCTABISAIOMIEH KOMMEpPYECKYI0 TalHy, W ee
IIPEIOCTABIICHUE.

31. TlousTHe KOMMepUecKoii TaifHbl. [IpaBoBOe oOeceueHne 3amuThl KOMMEPUECKOH TaifHBbI.

32. CaeneHusi, COCTaBJIAIOIINE KOMMEpYECKYX0 TaliHy. CBeAeHHs, KOTOpblE HE MOTYT COCTaBIAThH
KOMMEPYECKYIO TalHY.

33. TlpaBa oGnamarenss KOMMEPUYECKOM TalHBI.

34. Opranuzanus 3alUThl THPOPMALUU HA TPEANPUSITHH.

35. ObecnieueHre COXPAaHHOCTH JOKYMEHTOB, /1€ U U3JJaHUM.

36. OO0s3aHHOCTH JIUI], JOMYIIEHHBIX K CBECHUSIM, COCTABIISIOIINX KOMMEPUYECKYIO TaliHy.

37. OpraHuzaiusi KOHTPOJs 3a OOECIeYeHHEM pEXHMa IMpu paboTe CO CBEACHHUSAMH, COJIEPIKAIUMH
KOMMEPYECKYIO TalHY.
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38. OO0s3aHHOCTH MEpPCOHANIa OPraHU3ALMU IO COXPAHEHUIO KOMMEPYECKOM TaliHBI.

39. Ilomutuka 0€30MaCHOCTH MPEANPUATUS KaK OCHOBA OpPraHU3allMOHHOIO YIIPABJIECHMS 3allluTOM
nH(pOpMAIIUH.

40. IIpaBa u 00s3aHHOCTH PaOOTHHKA M PabOTONATENS 110 3AIINUTE KOHOUACHINAIEHOW HHPOPMALINH.

41. OTBeTCTBEHHOCTH 3a HapyllIeHUE KOH(UACHIMAIBHOCTH HH(OpMAIUH.

42. TlpaBa u 00s3aHHOCTH CYOBEKTa NEPCOHAIBHBIX JJAaHHBIX M OIleparopa, 00padaTHIBAIONIETO
NEPCOHAJIbHbIE JTaHHBIE.

43. Opraauzanus 3alIUThl IEPCOHATIBHBIX ITaHHBIX B OpraHU3all|H.

44. TlnanupoBaHHE MEPONPUATHNA O OPraHU3AMOHHON 3aIIUTe UH(OPMALIMU Ha TIPEPUATHH.

45. CrpykTypa U OCHOBHOE COJEpXaHHE IUJJaHAa MEpPONpUATUN 10 3aliuTe KOHQUACHIHMAIbLHOU
uHpOpMaLUH.

46. OpraHuzanys aHaTUTHYECKON paboThI B 00JIaCTH 3aIUTHI HHPOPMAIMK HA IPEANPUITHH.

47. OcHOBHBIE OOBEKTHI U (HOPMBI KOHTPOJIS 32 COCTOSIHMEM 3aIUThl HHPOPMALIUU.

48. OcHOBHBIE 33J]a4l U METOJII KOHTPOJIS.

49. OcHOBHBIE HaNpaBJICHUS AHAJTUTUYECKON paboTHI.

50. Opranuzamus ayaura “HQOPMaMOHHON 0€30MacHOCTH MPEATIPUSITHS.

51. ®OyHKIUM aHAIUTHYECKOTO MOJPA3/IeIeHUs B 00JACTH 3alUThl HH(GOPMAIIMK Ha MIPEIIPUITHH.

52. OcHOBHBIE ATalbl aHATUTUYECKON PadOTHI B 001aCTH 3alIUTHl UHPOPMALIUU HA MPEATIPUSTHH.

53. ConeprkaHue U OCHOBHBIE BU/Ibl AHAIMTUYECKUX OTUETOB.

54. Knaccudukauys MeTo10B aHaIn3a HH(OpMaLIUH.

55. KoMmbroTepHBIE IPECTYIUIEHUS B 2JIIEKTPOHHON KOMMEPLIUH.

56. WndopmarnmonHas 6€30mMacHOCTh B JIEKTPOHHON KOMMEPITHH.

57. KOpuauueckas OTBETCTBEHHOCTh 3a HapyLICHUE MPaBOBBIX HOPM 3alUThl HH)OPMAIIH.

58. OO6ocHOBaTh OCHOBHbBIE HaIlpaBJICHUA oOOecredeHuss HHPOPMAIMOHHOM O€30MacHOCTH M 3alllUThl
uHpopmanuu B POD.

59. BeiABneHHE Yrpo3 yTE€YKH HMH(POpPMALMU MO KaHAlIaM MOOOYHBIX AJIEKTPOMATHUTHBIX M3ITyYEHHH H
HaBOJIOK.

60. BrlsiBIeHUE yrpo3 yTEUKH aKyCTHUECKOH (peueBoil) HHPpOpMaIIH.

61. BrisgBIeHHE yrpo3 yTEUKH BUIOBOM HH(POPMAIIHH.

62. CdopMynupoBaTh TEXHHUECKUE U OPTaHU3ALMOHHBIE MEPOTIPHUSTHS 110 3aIIUTE HHPOPMALIUHU OT YTECUKH
[0 TEXHUYECKUM KaHaJlaM.

63. BrIABIEHHE UCTOYHUKOB M YTPO3 HECAHKIIMOHUPOBAHHOTO JIOCTYIA B MH()OPMAIIMOHHON CHCTEME.

64. OmnpenesneHUe TUTIOB HAPYIITUTENEH.

65. BrlsiBneHHE HOCUTENEH BPETOHOCHBIX TPOIPaMM.

66. BplaBineHHe ysA3BUMOCTEH HMH(OPMAIMOHHONW CHUCTEMBI, CHCTEMHOIO IMPOIPaMMHOI0 obOecredeHus,
MIPUKJIATHOTO MPOrPaMMHOI0 00€CIIEYEHMS.

67. TloctpoeHue THUTNOBBIX MOJENeH yrpo3 Oe3omacHOCTH HH(pOpManuu, o0OpabdaThIBaeMON B
MH(POPMAIIMOHHBIX CHCTEMaX.

68. OmnpeneneHre Kiacca 3alUIIEHHOCTH HHHOPMAITMOHHOW CHUCTEMBI.

69. CdopmupoBath TpeOOBaHUS K 3aIIuTe HHPOPMAIMK B HHPOPMAITMOHHOW CHCTEME.

70. PaspaboTka TpeGOBaHUI K MepaM 3alTuThl HH()OPMAIIUH, CoIepKaIIeicsi B ”HPOPMAIIMOHHOMN CHCTEME.
71. OpraHuzanus JUIEH3UPOBAHUS B 00JIACTH 3aLIUTHI HH()OPMAIIHH.

72. Opranuzanus cepTu(UKanny B 00J1aCTH 3aLIUThI HH(OPMALHH.

73. IlpaBoBoe oOecrieyeHHe 3alUThl KOMMEPUYECKOMN TaliHbI Ha MPEANPHUATHH.

74. Pa3paboTka NOJUTHUKU OE€30MACHOCTH MPEIIPUATHSL.

75. Omnpenenenue mpaB U 00I3aHHOCTEH orepaTopa, 00padaTHIBAIOLIETO MTEPCOHANIbHBIC JaHHBIE.

76. Omnpenenenue ypoHs 3amuiieHHocTd UCII/IH.

77. Omnpenenutb OCHOBHBIE OOBEKTHI U (POPMBI KOHTPOJIS 32 COCTOSIHUEM 3aIUTH HH()OPMAITUH.

78. CdopMyaupoBaTh OCHOBHBIE 3214 U METOJIbI KOHTPOJIS.

IIpaKkTHKO-OpHEeHTHPOBAHHBIE 3aJaHHUS K 3a4eTy

1. Pa3zpaboTka KOHLIETIINY, TPOTPAMMBI U TJIaHA UCCIICIOBAHMUS.
2. Beibop MeTo/1a MCCIIeIOBAaHUS HA PA3IMIHBIX dTarax padoThL.
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3. [Tony4yenue nepBUUHON HHPOPMAITH 00 0OBEKTE UCCIETOBAHUS C UCIIOIb30BAHUEM WHCTPYMEHTAIBHBIX
METOJIOB.

4. O6paboTka nepBUYHOM HH(popMaIMK 00 00BEKTE UCCIIETOBAHMUS.

5. Pa3paboTka Mojenu yrpo3 HapymieHUs: HHPOPMAITMOHHOM 0€30MTacCHOCTH CUCTEMBI JIEKTPOHHOTO
JOKYMEHTO00O0poTa

6. Pa3zpaboTka Mojenn HapyIHTes s HHPOPMAITMOHHON 0€30MacCHOCTH CUCTEMBI 3JIEKTPOHHOTO
JOKYMEHTO00O0poTa

7. PazpaboTKa KOMILJIEKTA TUITOBBIX SKCIUTYaTAllMOHHBIX JOKYMEHTOB CUCTEMBI SJIEKTPOHHOTO
JOKYMEHTO00O0poTa

8. [Tog6op u o6ocHOBaHKE BEIOOPA CPENICTB 3aIIUTHI MHPOPMAIIUK U UX KOMIIOHEHTOB HA OCHOBAaHUU
MOJEJIN yIpo3

9. IlpoBenenue ayauTa 3alIUIIEHHOCTA CUCTEMBI JJIEKTPOHHOTO JJOKYMEHTOO0OpOTa IO TPEOOBAHUSIM
KOHTPOJIUPYIOIINX OPraHOB

Kputepun ouenuBanus:

MaxkcumanbsHoe konundectBo 6amioB 100. Kaxknoe 3auetHoe 3aganue cofaepkut 2 Boripoca u 1 3aganue. OTBeT
Ha KaXIbI BOMPOC OIICHUBACTCA OTACIBbHO, MakCcUMaiabHO 30 OamioB Kaxabld. 3alaHWE OILEHUBACTCS
MakcuManbHO 40 GaoB.

Kpurepuu onieHuBaHus 0TBETa HA OTAEIBHBIN BOTIPOC:

o 25 — 30 OamioB BBICTABISAETCS CTYAEHTY, €CIIM M3JIOKEHHbI Marepual (PaKTHUEeCKH BEPEH,
MPOJIEMOHCTPUPOBAHBl TIyOOKHE MCUEPNBIBAIONIME 3HAHUS B O0O0BEME MPOWIECHHOW MPOrpaMMbl B
COOTBETCTBHUH C MOCTABJIICHHBIMU MTPOTPAMMOM Kypca HEeJIIMH U 3aJa9aMy 00ydeHHUsI, U3JI0KEHNE MaTepraia
IIPU OTBETE - IPAMOTHOE U JIOTHYECKHU CTPOHHOE;

o 20 — 24 6anioB BBICTABISETCS CTYICHTY, €CIIU MPOJIEMOHCTPUPOBAHBI TBEP/IBIC U JOCTATOYHO MOJTHBIC
3HaHUS B 00BbEME MPONJACHHOW MPOTPAMMBbl JUCIUIIMHBI B COOTBETCTBUU C IEJISAMH OOYYCHHS; MaTepuasl
M3JI0KEH J1I0CTaTOYHO MOJIHO C OTJEIbHBIMU JIOTHYECKUMU U CTUIMCTUUYECKUMU MOTPEITHOCTSIIMHU;

o 15-19 GamioB BBICTABISIETCS CTYACHTY, €CIH IMPOJEMOHCTPUPOBAHBI TBEpHAbIC 3HAHUS B 0ObEeMe
MIPONJICHHOT'O Kypca B COOTBETCTBHE C LIENSIMU O0yUYEHUS, OTBET COAEPIKUT OTIEIbHbIC OIIHMOKH, YBEPEHHO
HCIIPaBJIEHHBIE TOCTIE JOMOTHUTEIBHBIX BOIPOCOB;

o 0-14 Ganna BbICTaBIISE€TCA CTYJEHTY, €CIIM OTBETHl HE CBSI3aHbI C BONPOCAMM, JOIYILEHbI IpyOble
OLIMOKHU B OTBETE, MPOJIEMOHCTPUPOBAHBI HEMTOHUMAaHKE CYIITHOCTH U3J1araéMoro BoIpoca, HEYBEPEeHHOCTh U
HETOYHOCTb OTBETOB Ha JOMOJIHUTEIbHBIC U HABOSIIUE BOIIPOCHI.

Kpurepuu onieHuBaHus 3a1aHus:

o 35-40 GannoB BBICTABISETCS, €CIU 3aJaHUE PEUICHO IOJHOCTBbIO, B IPEICTAaBICHHOM pEIIEHUN
00OCHOBAHHO IOJTyY€HbI IPABUIIbHBIE OTBETHI.

J 25-34 OGanna BbICTABISETCA, €CIM 3a/laHUE PELICHO IOJIHOCThIO, HO IPU OTBETE JOMYIIEHBI
HEe3HAYUTEJILHBIE OIINOKH.

o 11-24 Gamnia BbICTaBISICTCS, €CITU 33JJaHNE PEIICHO YaCTUYHO.

o 0-10 6aI0B BBICTABIISIETCS, €CJIM PEIICHUE HEBEPHO WU OTCYTCTBYET.

HToroBelii pe3ynbtar GOPMHPYETCS U3 CyMMbI HaOpaHHBIX OA/UTOB 3a BBIMOJIHEHHE 3a4€THOTO 3aJaHUs U
COOTBETCTBYET IIKAJIE:

— 50-100 6amnoB (3a4TEHO);

— 0-49 GamnoB (He 3a4TEHO).

Onpoc

Bomnpocs! quist onpoca:

WNudopmaniusa kak 00bEKT MPABOBOTO PEryIHPOBAHUS.

Crpykrypa 3akoHoaarenscTBa PD B 00mact mHGOPMAITMOHHON 0€301TaCHOCTH ¥ 3aIUTHI HHPOPMAITUH.
OcHosHnble 11e11u U1 MeTob! o0ecnieuenus b PD. Mctounuku u Buasl yrpo3 Ub PO.

OcHOBHBIC HaNpaBJIeHUs 0OeCTICUeHUST HHPOPMAITMOHHON 0€301MaCHOCTH U 3alIUThl HHpopMaIuu B PO.
CTpyKTypa OpraHU3alMOHHON 3aIUTHl HHPOPMAITIH.

Bunel nadopmanny, 3anumaeMoi 3akoHoaaTeabcTBOM PO.
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7. Ilepeuyensb cBepeHu KOH(UACHINAIBHOTO XapaKTepa.

8. Opranm3anus pabOTHI CO CBEICHUSMH, OTHECEHHBIMH K KOH(PHUICHIINATLHON HH()OpMAIIH.

9. IIpaBoBoii pexkKuM 3alUThl KOH(DUACHINAIBHON HHpOPMALIHK.

10. Yrpo3sl yreuku nHGOpMAIIUU M0 TEXHUYECKUM KaHaJIaM.

11. ®opwmsl 3anuimaeMoit HHGOpMAaITHIH.

12. OcHOBHbIE OOBEKTHI 3aLIUTHI HHPOPMALIUH.

13. Knaccudukanus TeEXHUUECKUX KaHAJIOB YTEUKU HHPOPMALIUH.

14. TexHuueckue MEPONPUATHS MO 3alUTe UHOOPMALIUU OT YTEUKH 10 TEXHUUECKUM KaHaJIaM.

15. OpraHu3zaiioHHbIE MEPOIIPUATHS 10 3AIIUTE UH(OPMAIIMH OT YTEUKH 110 TEXHUYECKUM KaHaIaM.

16. Knaccuduxanum yrpo3 6e3omnacHocTd nHGOpManuy B ”HGOPMALMOHHBIX CHCTEMAX.

17. TpeGoBaHus K OpraHU3alMU 3alIUTHl HHOPMAUK B MH(POPMAITMOHHON CHCTEME.

18. dopmupoBanue TpedOBaHUH K 3a1uTe HH(POpMaK B HHHOPMALIMOHHON CUCTEME.

19. O6ecnevyenue 3amuThl THPOPMALIUHU B XOJI€ IKCIUTyaTalluu HH()OPMAITMOHHONW CUCTEMBI.

20. TpeboBanus K MepaM 3alUTHl HHPOPMAIUH, COAEPKALLEHCS B MHPOPMALIMOHHON cUCTEME.

21. Ompenenenue Kjacca 3alUIIEHHOCTH HH(POPMALIMOHHON CUCTEMBI.

22. JluueH3upoBaHUE B 00JIACTH 3aIIUTHI HH()OPMAIUH.

23. CrpyKTypa CUCTEMBI FOCYAAPCTBEHHOTO JIUIICH3UPOBAHUS.

24. Tlopsaok NpoBeneHUs JTULEH3UPOBAHUSI.

25. OcHOBHbIE JUIIEH3MOHHbIE TPEOOBAHUS U YCIOBHS B 001aCTH 3aIIUThHI HHPOPMALIUH.

26. IlepeueHb BUIOB AESATENLHOCTH B 00JACTH 3aIIUTHI HH(DOPMALMU, TOJIEKATUX JTULIEH3UPOBAHUIO.

27. CTpyKTypa CUCTEMBI CEPTUDHUKALIHIH.

28. Ilopsaok npoBeneHus cepTudUKaIK CPeCTB 3alUThl HH(OPMALIUU.

29. CepTu(HKaIMOHHbIE UCIIBITAHUS CPEJICTB 3aIUTHl HH(POpMAIUH.

30. Iopsimok oTHecenust mHbOpMANUU K HHGOPMAIMH, COCTABIAIONICH KOMMEPYECKYI0 TalHYy, U €€
IIPEIOCTABIICHUE.

31. Ionarue komMmMmepueckoii TaitHbl. [IpaBoBoe obOecreueHne 3amuThl KOMMEPUYECKOM TaitHbI.

32. CBeneHusi, COCTABJISIONIME KOMMEPYECKYHO0 TaiiHy. CBeAeHHs, KOTOpble HE MOIYT COCTaBIISTh
KOMMEPYECKYIO TalHY.

33. IIpaBa obmagaTenst KOMMEPUYECKON TalHBI.

34. Opranusanus 3alMThl THPOPMAIMK Ha IPEIIPUSITHH.

35. ObGecrnieyeHue COXpaHHOCTH IOKYMEHTOB, JIe]T U U3JIaHUM.

36. OO0sA3aHHOCTH JIMLI, TOMYIIEHHBIX K CBECHUAM, COCTABIIAIOIMX KOMMEPUECKYIO TaliHy.

37. Opranuszanus KOHTpOJs 3a OOecHeueHHEeM peXuma IMpH paboTe cO CBEICHHSIMH, COAEpPKALIMMU
KOMMEPYECKYIO TalHY.

38. OO0s3aHHOCTH MEepCOHAIa OPTaHU3AIUH TI0 COXPAHCHUIO KOMMEPUYECKON TalHBI.

39. lonmuTtuka O€30MacCHOCTH MPEANPUATHS KaK OCHOBAa OPTaHU3AI[MOHHOTO YIPABJICHUS 3allUTON
nHpopmanuu.

40. TIpaBa u 00s13aHHOCTH paOOTHHKA U pabOTOIATENS 110 3aIUTE KOHPHUISHIIMATHLHON HHDOpMAIUH.

41. OTBeTCTBEHHOCTb 3a HapylIeHHE KOH(PUIECHIMAIbHOCTH HHPOPMALIHH.

42. TlpaBa u 00S3aHHOCTH CYObEKTa IEPCOHAJIBHBIX JAHHBIX H OmepaTopa, 00padaThIBAIONIETO
NepCOHAJIbHbIE JaHHBIE.

43. Opranu3zanus 3aliUThl IEPCOHATBHBIX JAHHBIX B OpraHU3aluu.

44. TInanupoBaHUE MEPOIPUATHUI 110 OPraHU3ALMOHHOM 3a1UTe HUHPOPMALIUU HA TPEIIPUATHH.

45. CrtpyKTypa M OCHOBHOE COJIepKaHue IJIaHa MEPONIPUITHH T10 3aIUTe KOH(UICHIINATEHOW HHPOPMAITUH.
46. Opranu3zaiys aHaIUTHIECKOM paboThI B 00JaCTH 3aIIUTHI HHPOPMALIUU HA TPEIIPUATHH.

47. OcHoBHBIE OOBEKTHI M (POPMBI KOHTPOJIS 32 COCTOSTHUEM 3aIUTHI HH(OPMAIIHH.

48. OcCHOBHBIE 33J]Ja41 U METOJIbI KOHTPOJIS.

49. OcHOBHbIE HaNpPaBICHUS AHATTUTUYECKON pabOTHI.

50. Opranuzanus ayuTa HHGOPMALMOHHON 0€301MacHOCTH NMPEeANPUATHS.

51. ®yHKUMK aHATUTUYECKOTO MOAPA3EIECHNs B 00JaCTH 3aIlUThl HH)OPMALIMK HA TPEAIPUITHH.

52. OCHOBHBIE 3Talbl AaHATUTUYECKOM pabOThI B 0071aCTH 3aIIUTHl HHPOPMALIUU HA TPEIIPUATHH.

53. CopaepkaHue U OCHOBHBIE BUbI AaHATUTUYECKUX OTYETOB.

54. Knaccudukanus MeTo10B aHanu3a HHGOpMaIHH.

55. KoMneroTepHBIE NPECTYIUIEHUS B JJIEKTPOHHON KOMMEPILIUH.
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56. WndopmannonHas 6€30MacHOCTb B IEKTPOHHONH KOMMEPIIHH.
57. YOpunnyeckas OTBETCTBEHHOCTb 3a HapyILIEHUE MPABOBBIX HOPM 3aIMThI HHPOPMAIIUH.

Kpurepun onenuBanus:

NIPaBUJIBHBIN U NOJHBIN OTBET Ha 1 Bompoc — 2 6aa;
HEeNpaBWIbHBIN 0TBET Ha 1 Bompoc — 0 6asios.
KonnuectBo 6annoB 3a cemectp — 40 6aninoB.

[IpakTnyeckue 3agaHus

3ananue 1.
Pabora ¢ CIIC "Koncynerant Ilmroc": Ba3oBble cBoiicTBa Oe3omacHocTH uH(popmaiuu. HopmatusHo-
npaBoBasi 6a3za (YHKIMOHHPOBAHMS CUCTEM 3aliuThl uMHpopMauuu. [IpaBoBas 3ammra HpPOrpaMMHOIO
obecreyeHus: aBTOPCKUM IMpaBoM. KoMIbroTepHbIE MPECTYIUIEHUS U OCOOEHHOCTH MX pacciieI0BaHMs.
3ananue 2
Pa6ora ¢ CIIC Koncynbrant+, ®CTOK Poccuu/fstec.ru, 9bC «IPR Books» http://www.iprbookshop.ru/,
bubmmokmny06.py http://biblioclub.ru/ : ®opmer 3amumaemoi nadopmarmu. OOBEKTH 3aUThL. DU3NYECKHE
ocHoBbI Bo3HukHOBeHHsI TKYU. Knaccudukanus TCP.
Kpurtepuu onenuBanus:
- (U1 KaXKI0TO 3a/1aHus):
30 6ayToB. — 3a1aHUE BBHITIOJIHEHO BEPHO;
21 - 29 GannoB. — MpH BHIMOJIHEHUH 3a/1aHUs OBUTH JOMYIIEHB HETOYHOCTH, HE BIMSIONINE HA Pe3yJIbTarT;
20 - 11 GanyoB. — HpY BHINOJIHEHUH 3a/1aHUs ObUIH JOIMYIIEHbI OLINOKHY;
10 - 1 6ay10B. — NpH BBHIOJHEHUH 33aHUS ObUIN JIOMYIIEHBI CYIIECTBEHHbIE OLITHOKH;
0 6aioB. — 33aJaHKE HE BBIIOJIHEHO.
MaxkcumanbHOe KOJMYECTBO 0aI0B, KOTOPBIE MOTYT OBITh MOJIy4eHbl 00yyatomumcs - 60.
3 Meroanveckue MaTepuaJibl, ONpee/siiolue Mpoue1ypbl OLeHUBAHUS 3HAHUI, YMEHU, HABBIKOB M
(11M) ONbITA JeATeJIbHOCTH, XapAKTEePU3YIOIIUX 3Tanbl GOPMHUPOBAHUSA KOMIIEeTeHIN A
IIpouenypsl OlleHMBaHMsI BKJIIOYAIOT B c€0S1 TEKYILIUH KOHTPOJIb U IPOMEXKYTOUHYIO aTTECTAIIHIO.
Texymmii KOHTPOJIb YCTIEBAEMOCTH MPOBOUTCS C UCTIOIB30BAHUEM OILEHOYHBIX CPEACTB, MPEICTABICHHBIX
B M. 2 JaHHOTO MNpPWJIOXKEHHUA. Pe3ynpTaTbhl TEKYLIETrO KOHTPOJSI AOBOASTCS JO CBEIEHUS CTYAECHTOB [0
MPOMEXYTOYHOM aTTeCTaIUH.

IIpoMe:kyTOUHAasl aTTECTALMS IPOBOIUTCA B (hOpME - 3a4eTa.
3aueT MpPOBOAUTCS IO PACIUCAHUIO TPOMEKYTOUHOM aTTecTanuu B ycTHOUM Gopme. KomuuecTBo BOmpocos B
3a4€THOM 3aJlaHuu — 3 (2 TeopeThuuecKux, | mMpakTUKO-OpUEHTUPOBAHHOE 3a7aHue). Pe3ynbrarsl aTTecTaium
3aHOCSITCS B BEJOMOCTh M 3a4ETHYIO KHIDKKY cTyneHTa. CTyIeHTBI, HE MPOIIEIINe MPOMEKYTOUHYIO
aTTeCTalUIO M0 rpauKy, JOIKHBI JIMKBUAUPOBATH 3a/10JKEHHOCTD B YCTAHOBJIEHHOM HOPSJIKE.



IIpunoxenne 2
METOAUYECKHUE YKA3AHUSA 11O OCBOEHUMIO JUCHUITJIMHBI

Y4eOHBIM MJIaHOM MPETyCMOTPEHBI CIICTYIOIINE BUIbI 3aHATHH:
- JICKIIUH;
- IPaKTUYECKUE 3aHATHSL.
B Xone neKIMOHHBIX 3aHATHA PACCMATPUBAIOTCS OCHOBHBIC TIOHATHS B 00JIACTH HH(OPMAIIMOHHOM
0€30MacHOCTH U 3aIIUTHl MH)OpPMAIIMK, METOIbI OOHAPYKEHHUSI U OpPraHU3allii MPOTUBOACUCTBUS aTak Ha
MH(pOpPMAIIMOHHBIE CETH, TPEOOBAHUS IO 3aIIUTEe KOHPUICHIINATLHON HHPOPMAIINH, TAI0TCS PEKOMEH AN
JUISL CAMOCTOSITEIbHON pabOTHI M MMOATOTOBKH K MPAKTUYECKUM 3aHSATHUSM.
B xone npaktrueckux 3aHATHIA yriayOJstoTCs U 3aKPEIUISIOTCS 3HAHMSI CTYICHTOB TI0 PSTY PACCMOTPEHHBIX
HA JICKIHMSIX BOIPOCOB, Pa3BUBAIOTCS HABBIKU PEIICHUS 337124 M0 3aIUTe HHPOPMAITMOHHBIX 00BEKTOB.
[Ipu moAr0TOBKE K MPAKTHUECKUM 3aHSITHSIM KaXKIbIM CTYJCHT JTODKCH:
- U3YYUTHh PEKOMEHIOBAHHYIO YYEOHYIO JTUTEPATyPY;
- U3yYHUTh KOHCTICKTHI JICKITUH;
B npouecce noAroToBKu K MPakTUYECKUM 3aHITHSAM CTYAEHThl MOTYT BOCIOJIB30BaThCS KOHCYJbTALUSAMHU
MIPENo1aBaTelIs.
Bompocsl, He paccMOTpeHHbIE Ha JIEKIUAX U MPAKTUYECKUX 3aHSATHUSIX, TOJKHBI ObITh U3yYeHBI CTYJCHTAMHU
B XOJIE CaMOCTOSITeNIbHOM paboThl. B xone camocTosTenbHOM pabOoThl KaKbli CTYIEHT 00s3aH MPOYUTATh
OCHOBHYIO U, [0 BO3MOKHOCTH, JOMOJHUTENbHYIO JIUTEPATYPY MO U3y4aeMOU TEME, JOMOJTHUTh KOHCIEKTHI
JEKIUH HEJOCTAIONIUM MaTepHUajioM, BBIITMCKAMU W3 PEKOMEHJIOBAHHBIX HWCTOYHHMKOB. BbimenuTh
HETMOHSATHBIE TEPMHUHBI U HAUTU UX 3HAUEHHUE B YHIIUKIIONEINUECKUX CIOBapPsIX.
JIisi TIOATOTOBKM K 3aHATHSM, TEKYIIEMY KOHTPOIIO U TPOMEKYTOYHOM aTTECTAIMU CTYACHTBI MOTYT
BOCIIOJIb30BaThCS JJIEKTPOHHO-OMOIMOTEYHBIMU CHCTEMaMU. Takke oOydaromiuecss MOTYT B3siTh Ha JIOM
HEOOXOAUMYIO JIMTEpaTypy Ha aOOHEMEHTE YHUBEPCUTETCKOW OMOJMOTEKH WM BOCIOJIb30BATHCS
YHUTANbHBIMH 3aJ1aMH.



