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KADE/IPA HNudopmannonnas 6e30macHoOCTb

PacnpenesieHne 4acoB JUCHHUILINHBI 110 ceMecTpaM / KypcaMm

Cemectp
(<Kypc>.<CemecTtp Ha 531 6@3.2)
Kypce>) Hroro
Henens 165/6 | 162/6
Bun 3ansaruii vio| pr| v | P | vim | PO
Jlexmu 161616 |16 |32 (32
IIpaxkTuueckue 16 (16 ({32 |32 |48 |48
Hroro ay. 32132148 [48 |80 |80
KonTtaktHas padota 3213248 |48 |80 |80
Cam. pabora 40 (40|60 |60 (100 (100
Yacel Ha KOHTPOJIb 36 (36 |36 |36
HUroro 72 (72 | 144 | 144 | 216 | 216
OCHOBAHMHME

YueOHbIH TUTaH YTBEPKIIEH YUEHBIM coBeTOM YHmBepcuteTa (mpotokoi Ne 9 ot 03.03.2026 1.).

[IporpamMmy cocraBmi(u): K.T.H., JoueHT, CeBactbsiHoB M. T.
3aB. xadenpoii: k.3.H., moreHt I0.B. Paguenko

Metonuveckuii coBeT: 11.3.H., mpodeccop E.H. Tumenko



1. HEJIX OCBOEHUSA TUCIUITJINHBI

1.1| IIpunoGpeTenue 3HaHMI B 0OmacTH HHPOPMAMOHHON OE30MTaCHOCTH M 3aIUTH HHYOPMAIINH 110 OPTaHU3AI[IOHHO-TIPAaBOBOM
3alIUTe KOMMEpPYECKOH, CIykeOHOH, mpodeccHoHanbHOW TaiHBL, NEPCOHANBHBIX MAaHHBIX; (OPMHUPOBAHHE YMEHUH U
IPaKTUYECKUX HABBIKOB 110 MPABOBOMY, OPraHU3ALIOHHOMY M TEXHHMYECKOMY OOECIICUCHHIO 3alMThl MH(GOPMALMU TIPU
pelIeHny 3a1a4 NpoheCCHOHANBHON eI TEbHOCTH.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUSA JUCHUIIJINHDBI

OIIK-3. cnocofeH pemaTh CTaHAApTHbIE 3a4a4d NPoGecCHOHATBHON NesiTeJbHOCTH HAa OCHOBe HH(OPMANMOHHOW M
ondimorpaduyueckoi KyJabTypbl ¢ NPpAMeHEHHeM HH(OPMAIOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHA M C y4eTOM OCHOBHBIX
TpeboBaHnii MH(POPMALIMOHHON 6e30MacHOCTH

B pe3ysibTaTe 0CBOCHHS JUCUMILIUHBI 00yYAIOIMIICS NOJIAKEH:

3HaTh:

- MOPUHOMIBL  PabOTBl  COBPEMEHHBIX TEXHONOrMi obecneveHns WHGOPMALMOHHONH O0€30MAaCHOCTH MpPU  PEIICHHH  3a/ad
poeCCHOHATTFHOM e TeNFHOCTH (CooTHECeHO ¢ nHankaTtopom OITK-3.1).

Ymern:

- pemlate CTaHOAPTHBIE 3aJadd TNPOQGECCHOHANBHOM NEATENFHOCTH C YYeToM TpeOOoBaHMI WH(MOPMAIMOHHON 0e30MacHOCTH
(cootreceno ¢ naankaropom OIIK-3.2).

Baanern:

- HABBIKAMH HCIIONB30BAHUS CIIOCOOOB M CPE€ACTB 3AIUTHI HHq)OpMaLII/IH Ipu pEHICHUU 3aaa4 HpO(bCCCHOHaHBHOﬁ JCATCIBHOCTH
(cootreceno ¢ unaukaropom OIIK-3.3).

3. CTPYKTYPA U COOEPKAHUE JUCHUITJIMHBI

Paznen 1. Cucrema 3amuTthbl JaHHbIX B Poccniickoii @enepaunu

Bua 3ansitus / Cemectp /| KonuuectBo
Ne HaunmeHoBaHHe TeMbl, KPAaTKOe codep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB

BBoanas nexuus. BaxkHocTh 3amuThl HHGOPMAIMU B COBPEMEHHOM MHpE.
1.1 . n - (opman . P P JIex1MoHHbIE 3aHATHSA 5 2 OIIK-3

KitroueBble IpUHLUIIBI 00ecTieyeH s HHPOPMAIMOHHON 0e30IacHOCTH

Bunsr wmHbOpManmum B 3aBHCUMOCTH OT €€ COAEpXKaHUS, IOCTYIIA.
1.2 A (bop Acp > AocTyna, JIeK1IMOHHBIE 3aHATHS 5 2 OIIK-3

oOuanarens
1.3 | OcHOBHBIE MOZIENH 3AIIUTHI HH()OPMALIH. JIexkIIMOHHBIC 3aHATHSA 5 2 OIIK-3
14 W3ydeHne OCHOBHBIX MOJOXKEHHH mo 3amure uHpopmanuu: Jokrpuna| CamocrosTenbHas 5 5 OIK-3
"' | uadopmarmonHoii 6e3onacHoct Poccuiickoit @enepanu. pabora

OcHoBHble mnonoxkeHns @enepanbHoro 3akoHa "OO uHpopManuy,

“HPOPMAMOHHBIX TEXHOJIOTHAX ¥ O 3amuTe nHpopmanuun" ot 27.07.2006

CamocrosiTesbHast

1.5 |N 149-®3. OcHoBHble HPUHLUNBI U TPEeOOBaHUS K CHCTEME 3alUThI aGora 5 4 OIIK-3

JTaHHBIX. p

Poyu 1 OTBETCTBEHHOCTD YYaCTHUKOB CHCTEMBbI 3aIIIUTHI JAHHBIX.

N . CamocrosiTesbHas
1.6 |Beinonaenue 3aganuii ¢ ucnonszosanueM LibreOffice. paGota 5 4 OIIK-3
Paznea 2.
OcHOBBI 321IMTHI HH(POBBIX JAHHBIX B KH0OEPIPOCTPAHCTBE
Bun 3ansitus / Cemectp /| KonmuectBo
Ne HaumeHnoBaHue TeMbl, KPAaTKOe colep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB

IlonsTHE M BUIBI yrpo3 MH(GOPMAIMOHHON 0€30MacHOCTH. YS3BUMOCTH.
2.1 ABL YT hopmar JIeK1IMOHHBIE 3aHATHS 5 2 OIIK-3

VYnpaBneHue ys3BUMOCTSIMHU.
2.2 | KomnbloTepHble ataku. Busl 1 kiaccupukanys KOMIIbIOTEPHBIX aTak. JlekunoHHbIE 3aHATHSA 5 2 OIIK-3
2.3 | Opranu3zanms naponsHOit 3amuThl. [laponsHble aTaky. JlexoHHbIE 3aHATHSA 5 2 OIIK-3
24 IIpoBepka HAaOEKHOCTH MApOJBHOW  3aIUTHl C  HUCIIOJB30BaHHEM [Ipaxtudeckue 5 8 OIK-3
’ BCTpoeHHbIX nHCTpyMeHToB Kali Linux. 3aHATHS

. IIpakTuyeckue

2.5 | W3yyeHHne OCHOBHBIX MHCTPYMEHTOB JUISl BBISABICHUS yA3BUMOCTEH. p SaHsTHS 5 8 OIIK-3
26 OCHOBHBIE THIBI yrpo3 W WX Kiaccuukanus. Yrpo3sl 0e30MacHOCTH CamocTosiTenpHas 5 5 OIK-3
" | obnaunbIx cepBuCcOB. pabora

Knaccudukanusa ys3BuMocTell. YA3BUMOCTH OIEPAIlMOHHBIX CHCTEM
2.7 b . y pant ’ CamocTosiTenpHas 5 2 OIIK-3

HPHIIOKEHUH.




CETeBOro 00OPYIOBaHUS U IPOTOKOJIOB. pabora
KomrmprotepHble aTaki Ha O€CIIPOBOAHBIE CETH U MOOMIIBHBIE YCTPOHCTBA.
CamMocTosTenbHast
2.8 | Araku Ha BeO-mpUIOKECHUS U 0a3bl TaHHBIX. aGora 5 2 OIIK-3
ATaxu Ha CHCTEMBI YIIPABJICHHSI JOCTYIIOM H ITApOJISIMH. P
N . CamMocTosTenbHast
2.9 | BeimonHeHue 3agaHuii ¢ ucroyb3oBanneM LibreOffice. pabora 5 4 OIIK-3

Pa3nen 3. KomnblotepHbie BUpycbl. OCHOBHBIE IPHHIMIBI 1eTEKTHPOBAHHS BPEIOHOCHOTO IPOrPaMMHOIO0 00ecreyeHust

(BIIO)

Buj 3ansitus /

Cemectp /

KosmuecTBo

Ne HauMeHoBaHHe TeMbl, KPaTKoe coepKaHne Komnerenuuun
) KP ep pa6otsl / popma ITA Kypc 4acoB n
Bunel u ucropus pa3sBUTHS KOMIBIOTEPHBIX BHpPYcoB. COBpEMEHHBIE
3.1 A p p p py P JIeKIIMOHHBIE 3aHATHS 5 2 OIIK-3
TEHACHLUH IPUMEHEHHS KOMITBIOTEPHbIX BUPYCOB.
IMpuHnun paboTel aHTUBUPYCHBIX NporpamM. CrocoOsl JeTeKTUPOBAHUS
3.2 PHHLWAT P Py porp A P JIeKIIMOHHBIE 3aHATUSA 5 2 OIIK-3
BpEOHOCHOTO IporpamMmHoro obecrieuenus (BI1O)
CamocrosiTesbHast
3.3 | BpemonocHoe mporpaMMHOe 0OecrieueHre U METO/IbI €r0 OOHAPYKEHHSL. pabora 5 6 OIIK-3
CurHaTypHbII aHAJIN3 M 9BPUCTUYECKUI aHaIu3 st oOHapysxenus BITO.
CamocrosTenpHas
3.4 | OGHapyXeHHue U yJaJeHHe PyTKUTOB U TPOSIHCKUX PO PaMM. aGora 5 4 OIIK-3
OOGHapyxeHHe U OIOKHPOBKA (DUIIMHTOBBIX aTaK. P
. . CamocrosTenbHas
3.5 |Beinonaenue 3aganuii ¢ ucnonszosanueM LibreOffice. paGota 5 10 OIIK-3
3.6 |IloaroroBka K MPOMEKYTOYHOM aTTECTALUH 3auer 5 0 OIlIK-3
Pa3;[e.11 4. Opraﬂmauuﬂ 3alHUTHI MEPCOHAJTBHBIX JAaHHBIX
Buj 3ansaTus / Cemectp /| KoamuectBo
Ne HanmenoBaHue TeMbl, KpaTKoe coepKaHue Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB
Iepconanbuble nanubie (I1[H). Bunbl, knaccudukanus nepcoHaIbHBIX
4.1 P A (I171n) BT Grxant P JIeKIIMOHHBIE 3aHATHSA 6 4 OIIK-3
JaHHBIX. [lopsnok o6paborku I1/H B MHGOPMAITHOHHBIX CHCTEMAX.
O6paboTKa MepCOHATBHBIX JaHHBIX: OCHOBHI U IIPAKTHKA OT3bIBA COITIACHS
[IpaxTHyeckue
4.2 |Ha 00OpabGOTKy NPEeKpaTUTh 0OPabOTKY CBOMX INEPCOHAJIBHBIX JAHHBIX Y SAHSTHS 6 4 OIIK-3
oneparopa [1/11.
OCHOBBI 3aKOHOJATENBCTBA O 3allUTE NEPCOHAIBHBIX NaHHBIX: IIpaBa
IpaxTyeckue
4.3 | cyObeKTOB MepCOHANbHBIX AaHHBIX.OTBETCTBEHHOCTh 3a HapyIICHHE saHsTHS 6 2 OIIK-3
3aKOHOJIATENILCTBA O 3ALIUTE NEPCOHANBHbIX JAHHBIX.
OOpaboTKa TIEpCOHANBHBIX JAHHBIX: TEXHHYECKHE MEphl  3allUTh
[Ipaxtuyeckue
4.4 | nmepcoHanbHBIX HaHHBIX. OCOOEHHOCTH 3aIUTHI NIEPCOHAIBHBIX JAaHHBIX B SaHsTHS 6 2 OIIK-3
PA3IHYHBIX OTPACISIX S9KOHOMUKH.
. . CamocrosiTesbHast
4.5 | BelmoaHeHHe 3aqaHuii ¢ ucnoabs3oBanueM LibreOffice. paGora 6 8 OIIK-3
Pa3gen 5. Opranusanus 3aiuThl HHGOpPManuy B HHPOPMAaLMOHHBIX CHCTEMAX
Buna 3ausitus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KpaTKoe coJep:kaHue Komnerenuun
pa6otsl / popma ITA Kypc 4acoB
5.1 | MHdopManmoHHbIE CUCTEMbI U OPraHU3aLMs 3alUThl HHOPMAMY B HUX. | JIeKIMOHHBIE 3aHATHS 6 2 OIIK-3
52 VipaBieHHe AOCTYNOM M KOHTPOJb aBTOPU3ALMH B HH(OPMAaIMOHHBIX IpaxTuueckue 6 5 OIK-3
) cucTeMax. 3aHATHSA
53 OcHOBHBIE =~ NpPUHIUIBL M METOABl  3allUTHl  HHpOpPMAIMU B IpakTuueckue 6 5 OIK-3
"~ | undopmanmonnsix cucremax. 3aHATHSA
54 ITporpamMmHbIe cpescTBa 3amuThl MHGOpManuu B HHGOPMAIMOHHBIX IpakTuueckue 6 5 OIK-3
) cUCTEMax. 3aHATHSA
55 OOyueHue InepcoHana M IIOBBILIEHHE OCBEIOMICHHOCTH B Bompocax| CamocTosTenbHas 6 3 OIK-3
"~ | uadopmannonHOi 6e30MaCHOCTH. pabora
Paznes 6. OcHOBBI KpUNITOrpadgpuyecKkoi 3alMThHI M OPraHU3aMA MCIO0JIb30BAHUS 3JI€KTPOHHBIX MOJMHUCEH.
Buna 3ansitus / Cemectp /| KonmmuectBo
Ne HaumeHoBaHMe TeMbl, KPaTKoe ColepiKaHue Komnerenuuu
pabotsl / popma ITA Kypc 4acoB
Meronsl M cpexncrtBa  KpunTorpaduueckod  3amuTbhl  MH(GOpPMALUH.
6.1 [IlpuHiunel  (yHKIMOHHPOBAHHS OCHOBHBIX  Kpunrorpaduueckux | JIeKIMOHHbIE 3aHATHS 6 2 OIIK-3
aJITOPHTMOB.
Onekrponnas noanuch (DI1). OcHorubie moustus u Buabl JI1. [Topsimox
6.2 |Bbiaun u nposepku OII. ocobennoctn npumenenust OI1 B anexrpoHHOM | JIeKIMOHHbIE 3aHATUS 6 2 OIIK-3
JOKYMEHTO00O0pOTe.
6.3 | Kpunrorpadguueckue INpoOTOKOIBI M MX IpUMEHEHHE.XDIHIUPOBaHUE U IIpaxTHyeckne 6 2 OIIK-3




111 (POBBIE MOITHCH. 3aHATHSA
6.4 FOpuanyeckue acneKTsl HCTIONB30BAHMUS dJIEKTPOHHBIX TOAMUCEH. [Ipaxtuyeckue 6 5 OIK-3
" | BezonmacHocTs XpaHeHUs M nepenayun Kiodel muppoBaHus. 3aHSTHS
Aytentudukanys W UISHTHQHUKAIMS B CHCTEMax C MCIIOJIb30BaHUEM
6.5 | ICKTPOHHBIX MOITHCEH. [Ipaxtuyeckue 6 5 OIK-3
"~ | YnpaBnenue kmouamm M cepTHHKaraMud B CHCTEMAaX C JIEKTPOHHBIMU 3aHSTHS
TOIIHCSIMU.
. . CamocTosiTenpHas
6.6 |Beinonnenue 3aganuii ¢ ucnonszosanueM LibreOffice. paGora 6 10 OIIK-3
Paznea 7. OcHOBBI 6€301aCHOCTH 00bEKTOB KPUTHYECKOM
HH(POPMaLMOHHON HHPPACTPYKTYPHI.
Bun 3ansitus / Cemectp /| KonmuectBo
Ne HaumeHoBaHHe TeMbl, KPAaTKOe coep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB
OObeKThl U CyOBEKTHI KPUTHYECKOW MH(POPMALMOHHON MHOPACTPYKTYPHI
7.1 | (KHN) Ipenbssnsemsle TpedoBanus k obecneuenuto 6e3onacnoctu KUU. | JlekiuonHsle 3ansTust 6 2 OIIK-3
IIposenenue kareropuposanust KMH.
TocymapcTBeHHass  cucreMa — OOHAapyKeHHsT M HPEAYyNPekICHHS
7.2 | xommpioTepHbix arak [ocCOIIKA. Ilenu wu 3amaun  [oCOIIKA.| JlekuuoHHBIE 3aHATHS 6 2 OIIK-3
TexHuueckoe OCHAICHUE U IIEPCOHAI.
73 3aKOHOAATENILCTBO M HOPMAaTHBHBIE aKThl B 001acTH 0e30MacHOCTH [Mpaxtryeckue 6 5 OIK-3
" | 0OBeKTOB KpUTHUYECKOH HHDOPMAIIMOHHON HHPPACTPYKTYPHI. 3aHATHS
74 Opranu3anMoHHbIE  Mepbl  0e30MacHOCTH  OOBEKTOB  KPHUTHUECKOM [IpaxTugeckue 6 5 OIK-3
) MH(POPMALIMOHHONH UH(PPACTPYKTYPBI. 3aHATHSA
75 MoHHUTOPUHT ¥ ayAUT  OE30MacHOCTH  OOBEKTOB  KPUTHYECKON [Ipaxtuyeckue 6 5 OIK-3
"~ | undopmanmonHoit uappactpykTypsl. 3aHSTHS
76 Mertoabl U cpencTBa 3amUThl 00BEKTOB KPUTHYECKOH HH(GOPMAIMOHHON [IpaxTuyeckue 6 5 OIK-3
" | undpacrpykrypsi. 3aHSTHS
o . CamocTosiTenpHas
7.7 | Bemmonnenue 3amanuii ¢ ucnons3oBanuem LibreOffice. paGota 6 10 OIIK-3
Pasnen 8. Opranuszanus aynura uHGOPMALMOHHOH 0€30NaCHOCTH
Buna 3ansitus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KpaTKoe coJep:kaHue Komnerenuun
pabotsl / popma ITA Kypc 4acoB
Aynut uHpopMaunoHHON OezonmacHOCTH. Buabl aynuta, npenHasHaueHue
8.1 |m ocobennHoctn nposenenus Aymura WB. Puck-menemxmeHT (Monens| JIEKIMOHHBIE 3aHATHS 6 2 OIIK-3
yrpo3). --
32 MeTo/bl M HHCTPYMEHTBI JUIsl aHAINW3a PUCKOB HH(POPMALMOHHBIX CHCTEM. [pakTHyeckue 6 2 OIK-3
| Coznanue Mozenu yrpo3 Ha IpeIIpHUsTHH. 3aHSTHS
[IpakTryeckue
8.3 | MOHUTOPHHT M ayauT 6€30MacHOCTH HH(POPMALIMOHHBIX CUCTEM. P SAHSTIS 6 2 OIIK-3
CamocTosiTenpHas
8.4 | MOHMTOPUHT U ayIuT 6€30MacCHOCTH MH()OPMALIMOHHBIX CHCTEM. pabora 6 4 OIIK-3
. . CamocrosiTenbHast
8.5 | BeimmonneHwue 3amanuii ¢ ucnonb3oBanueM LibreOffice. pabora 6 20 OIIK-3
Paznen 9. [IpomeskyTouHasi aTTecTALUS
Buj 3ansitus / Cemectp /| KoauuectBo
Ne HaumeHoBaHHe TeMbl, KPaTKoe CodepKaHue Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB
9.1 |IloaroroBka K MpOMEKyTOYHOM aTTeCTaLlUU DKx3amMeH 6 36 OIIK-3

4. ®OHJ OHEHOYHbBIX CPEACTB

CrpykTypa u coaepkaHue (OHAA OLEHOYHBIX CPENCTB A HPOBEACHMS TEKYLIEro KOHTPOJNS M TMPOMEXKYTOYHOH arTecTalnuu
npencrasieHsl B [Ipunoxennn 1 x pabodeit mporpaMMe TUCIUTLIHHBL

5. YYHEBHO-METOAUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. YueOHble, HayYHbIEe H METOAMYECKHE H3TAHUS

ABTODBI,
COCTaBHUTENU

3arnaBue WznarenscTBO, TOJI

Bubnuoreka /
Konuuectro




ABTODBI,
COCTaBUTEIU

3arnnaBue

I/I3I[3.T€HI>CTBO, rog

bubauoreka /
KomuecTBo

1 Pynenkos H. A.,
[Iponerapckuii A. B.,
Cwmupnosa E. B.,
CypoBoB A. M.

TeXHONOrUY 3alUTHI HHPOPMALIHH B
KOMIIBIOTEPHBIX CEeTAX: yueOHoe mocodue

Mocksa: HanmoHasbHbI
OTKpHITHIN YHUBEPCHTET
«MHTYUT», 2016

OBC «YHuBepcureTckas
O6ubIMoTEeKa OHJIANHY»

BectHuk MHCTHTYTa 3aKOHOAATENBCTBA U IIPABOBOM
nHpopManuy umean M.M. CriepaHCcKOro: KypHalI

Wpkyrck: UHcTUTYT
3aKOHOJATeNIbCTBA U
npaBoBoil nHGopMaruy,
2017

OBC «YHuBepcureTckas
OuOIMOTEKa OHJIANHY

3 Koganes /1. B.,
Bormanosa E. A.

HNudopmannonnas 6e3onacHoCTs: yueOHOE mocodne

PoctoB-Ha-/lony: FOxHbIH
benepanbHbIi
yuuBepcuret, 2016

OBC «YHuBepcureTckas
OuOIMOTEKA OHJIANHY

4 Karanosa, T. H., HudopmarmonHas 6€30MacHOCTh: 1a0OpaTOPHBIiA [Tepms: Ilepmckuit 9BbC «IPR SMART»
Tankuna, JI. C., MPaKTHKYM rOCYIapCTBEHHBIN
)K,Z[aHOB, P.A. r'yMaHHUTapHO-
TeAarornIeCcKuit
yHuBepcuter, 2018
5 [umos, A. K. Vrpasienue HHPOPMAIMOHHOH 630MacHOCTHIO: PocroB-Ha-/lony, Taranpor: 3BC «IPR SMART»

yaeGHOe mocobue

W3zparensctso KOxHOTO
(benepaabHOTO
yHuBepcutera, 2018

6 Ky6amresa E. C.,
Manamxkesnu U. A.,
Yekynaesa E. H.

HNudopmarnka U BEIYACIUTEIbHAS TEXHUKA.
HNudopmarmonnas 6e30nacHOCTh
aBTOMATU3UPOBAHHBIX CUCTEM: YUEOHO-
METOAMYECKOE TOCOOHE K TIPOXOKICHHIO
MPOU3BOICTBEHHON MPAKTHKHU: yueOHO-
METOANYECKOE Ioco0une

Womkap-Ona: [ToBomxckuii
roCyJIapCTBEHHBII
TEXHOJIOTHYECKHUH
yHuBepcutet, 2019

OBC «YHuBepcureTckas
OubnmoTeka oHIaANH)

BUT. buznec & MHdpopmannoHHbIe TEXHOIOTHH:
KypHAI

Mocksa: ITonoxeser u
maptaepsl, 2019

OBC «YHuBepcureTckas
OuOIMOTEKa OHJIANHY

5.2. IIpodeccuonanbHble 0a3bl JAHHBIX U HHPOPMALMOHHBIE CIIPABOYHbIE CHCTEMbI

HNudopmanmonnas cnpaBodnas cucrema "Koncynprantl Iiroc”
baza nannpix @enepanabHO CITy)KOBI IO TEXHUYECKOMY U 3kcriopTHOMY KoHTpouto (DCTIK Poccun) https://fstec.ru/
Basza maHHBIX AEHCTBYIOIIMX CTaHIAPTOB Mo HampasieHuo "MHdopmanmonnas besomacHocts" https://www.gost.ru/portal/gost/home/

standarts/InformationSecurity

5.3. IlepeyeHs NpPOrpaMMHOro odecreyeHnst

OnepaunonHas cucrema PEJ[ OC

LibreOffice, Kali Linux

5.4. YueOHO-MeTOAMYECKHE MATEPUAJIBI TSI 00YYAIOIINXCS ¢ OTPAHNYEeHHBIMH BO3MOKHOCTSIMH 310POBbS

ITpr HEOOXOIMMOCTH I10 3asBJICHUIO 00Y4YaroOLIerocsi ¢ OrpaHMYEHHBIMH BO3MOXKHOCTSMH 3[J0pOBbSI Y4eOHO-METOANUECKHE MaTepHaIIbl
MPEIOCTABIAIOTCA B (OpMax, aJaiTHPOBAHHBIX K OTPaHUYCHHSAM 3IO0POBBS M BOCHPHUATHSA WH(popMmarwd. s JHIl ¢ HapyIICHHSIMH
3peHus: B popme ayauodaiina; B medaTHOH GopMme YBEIHUCHHBIM mpudTOM. [l U] ¢ HApYIICHUAMH CIyXa: B (hopMe IIEKTPOHHOTO
JOKYMEHTa; B IeyaTHol ¢opme. Jlist ULl ¢ HApYIICHUSIMH OIIOPHO-/IBUraTeIbHOIO armapara: B (opMe 3JIeKTPOHHOTO JIOKYMEHTa; B
neyaTHoOM opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI

ITomemenus At BceX BHIOB PadoOT, MPEXyCMOTPEHHBIX YYEOHBIM IUIAHOM, YKOMIUICKTOBAaHBI HEOOXOMMMOM CIICIMAIN3NPOBAHHON
y4eOHOIl MeOesbl0 U TEXHUYECKUMH CPEACTBAMH O0yUIEHUSI:

- CTOJIBI, CTYJIbS;

- IePCOHAIBHBIA KOMIIBIOTEP / HOYTOYK (TIepEeHOCHOMH);

- IIPOEKTOD;

- 9KpaH / UHTEPaKTHBHAs JOCKa.

ITomemeHus A CaMOCTOATENBHON pabOTHI 00yJaIOIMXCS OCHAIIEHB! KOMITBIOTEPHON TEXHUKOW C BOSMOXKHOCTBIO HOIKITIOUEHHS K
cetr "MHTepHeT" u o0ecriedeHneM J0CTyTa K 2JIeKTPOHHON HH(DOpMalMOHHO-00pa30BaTeIbHOM cpere.

7. METOANYECKHUE YKA3AHUA JJIAA OBYYAIOIIIUXCSA 110 OCBOEHHUIO JTUCITUITJINHBI

Metonuueckre ykazaHusl 10 OCBOCHHUIO TUCIMIUIMHBI TpeAcTaBiensl B [Ipuioxkennu 2 k paboueil mporpaMme AUCHUILTHHEL.




1.1 Tloka3zaTenu ¥ KpUTEPUH OLICHUBAHUS KOMIIETEHLIUI:

®OHJA OHEHOYHBIX CPEJACTB
1 Onucanme mnokasatejeili W KpPUTEpPHEB OLCHHBAHUA KOMIECTEHUMH HA Pa3jMYHBIX JTamax HX
dopmupoBanus, onMcaHue MIKAJI OeHUBAHUS

IIpunoxenne 1

3VH, cocrasisroniyue

KOMIICTCHIIUIO

Iloxazarenu OLICHUBaHUA

Kputepuu onienuBanus

CpencTBa olicHUBaHUS

OIIK-3: ciocoOeH pemarh cTaHAapTHBIC 33/1a4k MPO(eCcCHOHAIBHOM IeATEThHOCTH Ha OCHOBE
uHGOpMallMOHHOHN 1 Oubnorpaduveckoi KyabTypbl C MPUMEHEHHEM HH()OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHH U C Y4€TOM OCHOBHBIX TpeOOBaHUI MH(OPMAIIMOHHON 06€30IacHOCTH

3HaTh NPUHIIMIIBI
paboThl COBPEMEHHBIX
TEXHOJIOTUI
olecrnieyeHus
UH(POPMALIMOHHOM
0€30MacHOCTH NPU
pelLIeHnH! 3aa4
npodeccCuoHaIbHON
JIeSITeIbHOCTH

OmnuceiBaeT criocoobl
peIICHHsI CTAaHIAPTHBIX 3314
npodeccuoHanbHOMI
JIeATeTLHOCTH B 00JaCTH
MH(POPMALIMOHHOM
0€30MacHOCTH MPU
(OpMHUPOBAHUU CUCTEMBI
3alMThl HHOPMALMH TIPU
OTBETE Ha BOMPOCHI

[Tonusii, pa3BEPHYTHIN
OTBET Ha MOCTABJICHHBIN
BOIIPOC, U3JIOKECHUE
Marepuana pu OTBETE —
IPAMOTHOE U JIOTUYECKU
CTpOITHOE

Omnpoc (Bompocsr 1-57)
Bompocs! k 3adety
(Bompocsr 1-22)
Bomnpocs! k 3x3ameny
(Bompocer 1-19)

YMeTsh pemarb
CTaH/JIapTHBIC 3a]]a9H
npodeccuoHaIbHON
JESTEIIbHOCTH C yU4EeTOM
TpeOoBaHM
UH(POPMALIMOHHOM
0e30MacHOCTH

AHanu3upyeTr COCTOSHHUE
CUCTEMBI 3aIUThI
nH(pOpMalnH, BBISBIIAET €€
ySI3BUMBIE MECTa U
OIpeessieT HallpaBJIeHUs e
COBEPILIEHCTBOBAHUS MPU
BBIITOJIHEHUH TTPAKTHKO-
OPUEHTHUPOBAHHOTO 3aIaHUS

IlonHora Hu
MPaBUIBHOCTh  PEIICHUS
MPaKTHUKO-
OPUEHTUPOBAHHOTO
3aJlaHHUs 3aJaHUA

[TpakTuko-
OpPUEHTHPOBAHHBIC
3aganus (3aganus 1-8)
IIpakTuxo-
OpUEHTUPOBAHHbBIE
3aJlaHus K 3a4eTy
(3amanus 1-24)
IIpakTuxo-
OpUEHTHPOBAHHbBIE
3aJlaHusl K DK3aMCHY
(3amanus 1-23)

Bnagets HaBbIKaMK
UCTIONB30BaHUS
Croco0O0B U CPEJCTB
3amuThl HH(OPMALIUU
IIPH PEIICHUU 3a1a9
npodeccuoHaNbHOM
JESITSIIbHOCTH

Hcnons3yer MeTonbl U
CPEICTBA 3aIUTHI
nH(pOpMallUU B COOTBETCTBUU
C MPaBOBBIMH HOPMAaTUBHBIMU
aKTaMU 1 HOPMAaTHBHBIMU
METOINYECKUMH
nokymentamu ®Cb Poccun n
OCTIK Poccun npu
BBITIOJTHEHUH MTPAKTUKO-
OpPUEHTUPOBAHHOTO 3a/1aHUs

OO00CHOBaHHOCTE U
MIPaBUIILHOCTh
oOpareHus K
HOPMAaTHUBHBIM
HUCTOYHHUKaAM, ME€TOdAaM U
CpeICcTBaM Mpu
BBITTIOJIHCHU U HpaKTI/IKO-
OpPUEHTUPOBAHHOTO
3a7aHus

[IpakTuxo-
OpPUEHTUPOBAHHbBIE
3aganus (3aganus 1-8)
IIpaktuxo-
OpUEHTHPOBaHHbBIE
3aJ1aHus K 3a4eTy
(3amanus 1-24)
IIpaktuxo-
OpUEHTHPOBAHHbBIE
3aJlaHus K DK3aMEHY
(3amanus 1-23)

1.2 lIkasel OLIEHUBAHUS

TCKYIHI/Iﬁ KOHTPOJIb YCIICBACMOCTH U IMPOMCIKYTOUHAA ATTCCTAMA OCYIICCTBIIACTCA B paMKax HaKOITMUTEIIbHON

OaIbHO-PEUTHHIOBOM cucTeMbl B 100-0abHOMN MmIKane:

84-100 6ayoB (OLIEHKA «OTIMYIHOY )

67-83 6a/muI0B (OILIEHKA «XOPOIII0Y)

50-66 6amioB (OlLEHKA «YOBIETBOPUTEIHHOY)
0-49 GaioB (OIEHKA «HEYIOBICTBOPHTEIHLHOY )

50-100 GamoB (3a4TeHO)
0-49 6annoB (HE 3a4TEHO)




2 TunoBbie KOHTPOJIbHBIE 3aJaHUSI HJIM WHbIE MAaTepHAJIbI, He00X0ANMbIe 1151 OLeHKH 3HAHUH, YMeHMIid,
HABBIKOB W (WJIM) ONBITA JeATEJILHOCTH, XapaKTePU3YIOLIUX Tanbl (OPMHPOBAHHS KOMIETEHIMiT B
npoiecce 0OCBOEHNsI 00pa3oBaTebHON MPOrpaMMbl

Bomnpocsl k 3a4ery

1. Tlomarue u Buasl umHpopmanuu. Knaccudukaiuss B 3aBHCHMOCTH OT Kareropuu noctymna. CBeneHUs
KOH(MUIEHIINATBHOTO XapakTepa. Busl 3anuimaeMoii utHGopmarum.

2. TlonsTue, mpenHa3HauEHUE, BUJIBI U KIIACCU(PUKALIUS TOCYNaPCTBCHHBIX HH()OPMAIIMOHHBIX CHCTEM.

3. OcHOBHOE 3aKOHOJATENLCTBO B oOmacT wuHGOpMarmoHHOW Oe3omacHoct B P®. JlokTpuHa
nHpopMaMoHHO# 6e3omacHocTu PO.

4.  OcHoOBHbIE MOZIeNTM UHPOPMAITMOHHOM 0€30MaCHOCTH: OCOOCHHOCTH, OTJIMYUSI.

5. OpraHu3anuroHHBIC YPOBHU 3alIUThl HHPopMarmu: CpencTBa 6€30MacHOCTH 3aKOHOAATEIILHOTO YPOBHH.
6. OpraHu3allMOHHBIE YPOBHHU 3alIUThl HMHGOpMauu: AJIMHHHUCTPATUBHBIA YpPOBEHb HH(POPMAIMOHHOM
0€30MaCHOCTH.

7. OpraHu3alMOHHBIE YPOBHU 3alIUTHI HHPopMaiuu: CpenctBa 6€30MacHOCTH MPOLEIYPHOTO YPOBHSI.

8.  OpraHuzanuoHHBIC yPOBHU 3amuThl HHPOpMarmu: CpeacTBa 6€30MacHOCTA TEXHUYECKOTO YPOBHSI.

9.  V¥Yrpossl. Bunsl u kiaccudukanus yrpos.

10. Vsa3Bumoctu. Buabl ys3BUMOCTEH, MOUCK U BBISBICHHUE YSI3BUMOCTEH.

11. Araxa. OcCHOBHBIE BUJIbI KOMITBIOTEPHBIX aTaK, UX KJIacCU(PUKAIMS.

12. AXTuBHBIC U TACCUBHBIC aTaKku. Bupl peanu3anuu aTak.

13. Monuens noctpoenus ataku Cyber Kill Chain: npeanasHadeHnue, coctaB, CoJiep>kaHUE OCHOBHBIX 3TaIlOB.
14. Marpuua MITRE ATT&CK: npenHazHaueHue, COCTaB, OCHOBHBIE TAKTHUKH.

15. KomnbroTepHbIe BUPYCHI: ONpeiesieHne, OCHOBHAs Ki1accu(uKalysi, BUIbl KOMIIbBIOTEPHBIX BUPYCOB.

16. OCHOBHO¥ «KU3HEHHBII» UK KOMITBIOTEPHBIX BUPYCOB, MPU3HAKH UX PACIIPOCTPAHCHUS U TIPOSBICHHSL.
17. AwnTUBUpYCHBIE MPOTPAMMBI: TUIIBI, COCTAB OCHOBHBIX W JOMOJHUTENIBbHBIX MOIYJEH, MPUHIUI PabOTHI.
OcCHOBHBIE METOJIMKH OOHAPYKECHHSI U 3aIUTHI OT KOMITBIOTEPHBIX BUPYCOB.

18. MeTtoauku NpoTHUBOICHCTBUS aHTUBUPYCHBIM MTPOrPaMMaM.

19. Tlapombnas 3ammrta. llaposibHBIE METONBI ayTeHTU(UKANUU TMob3oBaTeneil. OCHOBHBIE (AKTOPHI,
BJIMSIIOIINE HAa KPUITOCTOMKOCTH MapOJIsl.

20. Unentudukamus (monap3oBateneil) u ayreHTudukanys. [[BycTopoHHss ayTeHTU(UKANS. ABTOPU3AIIHSL.
21. Bwuasl maponbHBIX aTak JUIsl TIO100pa MapoJis.

22. Pexomennann @CTOK Poccun 1o mpakTHYECKON pean3aiuy apoIbHBIX CUCTEM.

HpaKTI/IKO-OpI/IeHTHPOBaHH])Ie 3a/IaHUA K 3a9€Ty

1. Pa3paboTka KOHIENIUHN U IPOrpaMMbl oOecrieueHns: HHOPMaIlMOHHON 0€30MacHOCTH B PaMKax
HallMoHaJIbHOM Oe3omacHocTu PO.

2. BeiOop MeTo1a rccnea0BaHrs HOPMAaTUBHO-TIPAaBOBOM 0a3bl PYHKIIMOHUPOBAHUS CUCTEM 3aIlIUTHI
MH(pOpMAaLINH.

3. [Tonyyenue nepBUYHON HHPOPMAIUH O TIPABOBBIX aKTaX, PETYIUPYIOMUX HHPOPMAIIMOHHYIO 0€30MacCHOCTh
B Poccum.

4. O6paboTka nepBUUHOM MHPOpPMAINK U pa3padOTKa MPEATIOKEHUN IO COBEPILICHCTBOBAHUIO HOPMATHBHO-
MIpaBOBOM 0Aa3bl.

5. N3yuenue ocobeHHOCTEN 3alTUTHI IPOrPAMMHOTO 0OECTIeUeHHs C TOMOIIBI0 aBTOPCKOTO MPaBa.

6. Pa3zpaboTka MeToa HCCIeIOBAaHUS CITy9aeB HAPYIICHHS aBTOPCKUX MPaB HA MPOTrPAMMHOE O0eCTICUeHue.
7. Ilony4yeHue nepBUYHON HHPOPMAIIUHN 00 U3BECTHBIX HAPYIIEHUSX aBTOPCKUX MTPaB HA MPOTrPAMMHOE
o0ecrnievyeHue.

8. O6paboTka nepBUYHOM HH(DOPMALIUU U pa3pabOTKa MPEATOKEHUN M0 YCUIICHUIO 3alUThl TIPOTPAMMHOTO
obecrieueHus.

9. Pa3zpaboTka KOHIIETIIIUU U MPOTPaMMbl OpraHU3aIH paObOTh ¢ KOHGUACHIIMATHHONU HH(pOpMaLuel 1
TOCTalHOM.

10. Br16op MeToma uccienoBaHus TPEOOBaHMM K XpaHEHHIO, 00pab0OTKe U TPAaHCTIOPTUPOBKE
KOH(HUIESHIINATbHON HHpOpMaIUH.



11. Tlonmyuenue nepBUYHON HH(pOpPMAIHA 00 OCOOEHHOCTSIX pabOTHI ¢ KOH(MUACHIIMAIEHOW HHPOpPMAaLUEii B
Pa3IMYHBIX OpraHU3aIUIX.

12. OO6paboTka nepBUUHON HHPOPMALIUU U Pa3pabOTKa peKOMEHJAIM IO OpraHu3alul paboThl ¢
KOH(pUACHITNATBHOU HHPOPMAIIUCH.

13. Pazpabotka Mozenu yrpo3 yTeuku HH(GOpMAIMK IO TEXHUUECKUM KaHaJlaM.

14. Br16op MeToaa uccienoBanus GU3NIECKUX OCHOB BOSHUKHOBEHHS TEXHHUECKUX KAaHAIOB YTEUKH
uHpOpMaInH.

15. Tlomydyenue nepBuvHON HHPOpPMAIIUK 00 U3BECTHBIX CIyYasiX yTEYKH HH(OOPMAITUHU TI0 TEXHUYECKUM
KaHaJaM.

16. O6paboTka rnepBUYHON MHGOPMAITMH B pa3padOTKa MPEII0KEHUH 110 MPEAOTBPAIICHUIO YTEUKH
nHpOPMALIUY TI0 TEXHUYECKUM KaHaJIaM.

17. Pa3paboTka MOje/M PUCKOB, CBSI3aHHBIX ¢ yTeuKkaMu nH(popManuu n3-3a [I9MU u HaBo10K.

18. Bribop meTona uccnenoBanust 3p(HEeKTUBHOCTH CpencTB 3amuTsl oT [I9MMU u HaBoaoK.

19. Tlomyyenue nepBuvHON MHPOpPMALIUKU 00 UMEIOIITUXCS HA PBIHKE CpeACcTBax 3amuThl oT [IDMU u HaBOIOK.
20. OO6paboTka nepBUYHOI HH(pOPMAIMK U pa3padOTKa PEKOMEHIAINH 10 BEIOOPY ONTUMAIBHBIX CPEICTB
s3amuThl oT IIDMMU 1 HaBOIOK.

21. Pa3paboTka MOAENTH PUCKOB, CB3aHHBIX C yTEUKaMH HH(POPMALINHU H3-32 XaKEPCKUX aTaK U
BMeENIATENIbCTBA B MPOIIECC MEePEAaYH TaHHBIX.

22. BpiO0Op MeTOa MCCIIEOBAHUS TPUHIMIIOB (PYHKIIMOHUPOBAHHS CHMMETPHUUHBIX U ACHMMETPUYHBIX
KPHUIITOCUCTEM.

23. Tlomydenue nepBUYHON MHPOPMALUU 00 UMEIOMIMXCS HA PhIHKE KPUNTOCHCTEMaX U UX 3()(peKTuBHOCTH.
24. OO6paboTka nepBUYHON MH(POpPMaLIUU U pa3pad0TKa peKOMEH/IAIMH 110 BEIOOPY ONTUMAJIBHBIX
KPUITOCHCTEM JUISI 3aLIUTHI UH()OPMAIIHH.

3aueTHOe 3aJaHME BKIIOYAeT 2 TEOpeTHYecKux Bompoca (pazzen «Bompocsl k 3aueTy») W 1 mpakTuKoO-
OpUEHTHpPOBAaHHOE 3ajaHue (hopMmupyeTcs W3 TepeuHs 3aJaHuii, MpeICTaBICHHBIX B pazaene «lIpaktuko-
OpPUEHTUPOBAHHBIC 3aJJTaHUS K 3aUETY»).

Kputepuu oneHuBanus:
MakcumanbHOe KOJIMYeCcTBO OauioB 3a 3adeTHoe 3amgaHue — 100 (30 OammoB MakCHMaIbHO 3a KaXKIbIH
TEOPETUIECKHI Borpoc, 40 0aIoB MaKCHMAJIBHO 33 IPAKTHKO-OPHEHTHPOBAHHOE 3a/I1aHHE).

Kpumepuu oyenusanus 00Ho20 meopemuiecko20 60npoca:

— 25-30 OamnoB  BBICTABNSETCA  CTYJCHTY, €CJIM  UW3JIOKEHHBIA  MaTepuan  (akTHUECKH  BepeH,
MIPOIEMOHCTPHUPOBAHBI TTyOOKHE NCUEPIIBIBAIOIINE 3HAHHSI B 00BeMe MPOiiIeHHON POTPaMMBbI B COOTBETCTBUHU
C TIOCTaBJICHHBIMHM TPOTPAMMOM Kypca LEeNsIMHU U 337adaMu 0Oy4YeHUs, M3JI0KEHWE MaTepuana Mpu OTBETE -
IPAMOTHOE U JIOTHYECKU CTPOHUHOE;

— 20-24 6anmioB BBICTABISIETCS CTYJICHTY, €CITH TPOIEMOHCTPUPOBAHBI TBEP/IbIC W TOCTATOYHO MOJTHBIC 3HAHUS
B 00beMe MPOIIEHHON MpOrpaMMbl AMCHHUILIMHEI B COOTBETCTBUU C LENIMHU OOy4YEeHHS; MaTepHal U3JI0KEH
JOCTATOYHO IMOJIHO C OTAEIHHBIMH JIOTHUYECKUMH U CTHIIMCTUYECKUMHU TIOTPEIIHOCTSMHU;

— 15-19 OGamnoB BbICTaBISETCS CTYACHTY, €CIM TPOJEMOHCTPUPOBAaHbl TBEpAblEe 3HAHUS B oO0bEME
MPOIIEHHOT0 Kypca B COOTBETCTBHE C IIEISAMH OOyYeHUs, OTBET COJCPKHUT OTJENIbHbIE OLUIMOKH, YBEPEHHO
WCTIPaBJICHHBIC TIOCIIE JIOMOTHUTEIHHBIX BOTIPOCOB;

— 0-14 Gana BeICTaBIISICTCS CTYJCHTY, €CJIM OTBETHI HE CBSA3aHBI C BOIPOCAMH, JIOIMYIIEHBI TPyOble OMMOKH B
OTBETE, MPOJIEMOHCTPUPOBAHBI HETOHUMAHKE CYIIIHOCTH M3JIaraéMoro BOIPOCa, HEYBEPEHHOCTh U HETOYHOCTD
OTBETOB Ha JIOTIOJTHUTEIILHBIC ¥ HABOJISAIINE BOTIPOCHI.

Kpumepuu oyenusanus npakmuxo-opuenmupo8anio2o 3a0aHusl:

— 35-40 6ayI0B BBICTABIISIETCS, €CIM 33JaHHE PELICHO MOJHOCTbIO, B IPEACTABICHHOM pEIlIeHMH 000CHOBAaHHO
MIOJTyYEeHBI MPABUIIbHBIC OTBETHI.

— 25-34 Gana BBICTABIISICTCS, €CIIH 3aJIJaHUE PEIICHO MOJHOCTHIO, HO TIPU OTBETE JIOMYIICHBI HE3HAYNTEIbHBIC
OILIMOKHU.

— 11-24 Ganna BeICTABISIETCS, €CIH 3aJaHUE PEUICHO YaCTUYHO.



— 0-10 6any10B BBICTABISETCS, €CIIU PEIIEHUE HEBEPHO MU OTCYTCTBYET.

WroroBelii pe3ynbraT (GOpMUpYETCSs W3 CyMMbl HaOpaHHBIX OaJJIOB 3a BBIMIOJIHEHUE 3a4ETHOTO 3aJaHUs U
COOTBETCTBYET IIIKAJIE:

— 50-100 6anoB (3a4TeHO);

— 0-49 GannoB (He 3a4TEHO).

Bomnpocs! k 3xk3aMeny

1. [Tonsitre u Buap!l nHGopManuu. Buasl 3amuimaemoit ungopmaru. OCHOBHBIE TOJIXO/IbI B 3aILIUTE
uHpOpMalUu.

2. VYrpo3sl. Bunel v kimaccugukanus yrpos.

3. YassumocTu. Bubl yA3BUMOCTEH, IIOUCK U BBISBICHUE YSI3BUMOCTEH.

4. ATtaka. OCHOBHbIE BU/Ibl KOMIIBIOTEPHBIX aTaK, UX KJIaCCUPUKALUS.

S. AKTHBHBIE U ITACCUBHBIE aTaku. Bupl peasin3anuy aTax.

6. Monens noctpoenus araku Cyber Kill Chain. Marpunia MITRE ATT&CK. [Ipennaznauenue, cocTas,
COJIepKaHNUE OCHOBHBIX 3TAIOB (TAKTHK).

7. KommbrotrepHsie Bupychbl. Busibl KOMIIbIOTEpHBIX BUPYCOB. MeTOIMKN 00HAPYKEHUS U 3aIUTHI OT
KOMIIBIOTEPHBIX BUPYCOB.

8. [TaponbHas 3amura. [laponbHble MeTOABI ayTeHTUGUKALKK TToJb30BaTened. OCHOBHbIE (PAaKTOPHI,
BIIUSIOLIUE HA KPUIITOCTOMKOCTD MapoJIsl.

9. CrniocoOp! naeHTHGUKALMS U ayTeHTUPUKanuu (rosb3oBareneil). JAByxdakropHas u MHOTO(paKTOpHas
ayreHTH(uKanus. Crnocobbl 00X0a ayTeHTH()UKALIUY.

10. Bunbl u criocoObl peanu3aluy NaposibHbIX aTak.

11.  Ilepconanbusie nanusie (I1{H). Buasl nepconanbHbIx AaHHBIX. CIOCOOBI 00pabOTKU MEPCOHAIBHBIX
JTAHHbIX.

12. 3amura nepconanbHbIx AaHHbIX ([11H). Yponu 3ammmennoctu [1/1H.

13. Kpunrorpadus. Kpunrorpapuueckue Kiitouu U anroputMbsl. Buasl mmdpoBanus.

14.  Dnextponnas noanuck (II1). Buasl u npennasnauenue 11, [IpuHuun ¢GyHKIHOHUPOBAHUS, TOPSAIOK
BeImaun OI1.

15.  Kpurnueckas unpopmanuonnas uappactpykrypa (KMHU) — o0bexThl, CyOBEKTHI, KpUTEPHUH,
onpeAestonne npuHaiexxHocTs k KUN.

16.  Copeprkanue u nopsiiok 3tanoB kareropuposanust KUW. Kpurepun u nokasaresnn 3Ha4UMOCTH.

17. ['ocCOIIKA. IIpennasnaueHue, pemaeMble 3a1a4i ¥ HAIPaBICHUE EATEIbHOCTH.

18. OcHosHnble niporpammHo-anmnapatsbie cucteMsl ['ocCOIIKA. Cocrtas, mpeiHa3HauUEHUE.

19. SIEM-cucrema. Ilpeanasnadenne, mpuMEeHEHNE, OCHOBHBIE pellIaeMbIe 3a1a4H.

IIpakTHKO-OpHEHTHPOBAHHBIC 33/1aHUS K IK3aMeHY

1. [Tpoananu3upyiTe 3aKOHOAATENBCTBO, PETYIHPYIOIIEe JTUIEH3NPOBAHIE B 00JIACTH 3aIUTHI
uHpOopMaIuu.

2. Onwummmte mporenypy MoJydeHHs JTUIEH3UU Ha OKa3aHHUe yCIyT B 00J1aCTH 3aIlIUTHl HHPOPMAIINH.
3. PazpabotaiiTe miaaH AeiicTBUI 110 MOATOTOBKE U MOJa4e JOKYMEHTOB JUIs JTMLIEH3UPOBAHMS.

4. Onwummmte mporenypy MoJydeHHs JTUIEH3UU Ha OKa3aHHUe YCIyT B 00J1aCTH 3aIIUTHl HHPOPMAIINH.
5. PazpabotaiiTe niuaH qeiicTBU 10 MOATOTOBKE M M0JIaue JOKYMEHTOB JUIs JTUIIEH3UPOBAHUSL.

6. Omnpenenute CynIHOCTh U COJECPKaHNE KOMMEPUYECKOW TaiHBI B COOTBETCTBUH C

3aKOHOAAaTCIIbCTBOM.

7. Onumure npasa ¥ 0043aHHOCTH CTOPOH MPU OXpaHEe KOMMEPUECKON TailHBbI.

8. Pa3paboraiiTe nporenypy onpeaencHus CucKa CBeICHUH, COCTABIISIFOIINX KOMMEPUYECKYIO TaiHY.
9. OnumuTe paBa ¥ 00s3aHHOCTH CYOBEKTa MEPCOHABHBIX TAHHBIX M OllepaTopa, 00padaThIBAIOIIETO
MepPCOHATBHBIE TaHHBIC.

10. PazpabotaiiTe mporieypy 3aluThl IEPCOHATBHBIX JAHHBIX B OpTraHU3AIIH.

11. Pazpaboraiite nomnoxxenre 00 00pabOTKe U 3alIUTE EPCOHATBHBIX JAHHBIX B OpraHU3alllu.

12. OnuimTe OpraHU3alMOHHBIE MEPOTIPUATHS, HEOOXOAUMBIC JIJIs1 00ECTICUEHHUS 3aIUThI

uHpOpMaInu.



13. PazpabotaiiTe mporierypy KOHTPOJISE COCTOSIHUS 3alTUThI HH(POPMAIIUH.

14, PazpabotaiiTe nponieypy pa3paboTKu MOJUTHKHA 0€30TTaCHOCTH TIPEATIPHUSATHS.

15. Onwumure TpeOOBaHMS K 3aIUTE IEPCOHATBHBIX JAHHBIX B AJICKTPOHHBIX KOMMYHUKAIIHSX.

16. Pa3pabotaiiTe pekoMeHAAINN IO 00ECTICYCHHIIO OE30MTaCHOCTH Mepelau ePCOHATBHBIX JaHHBIX
yepe3 MHTepHeT.

17. PaspaboraiiTe pekoMeHIAIMH TT0 3alUTE TEPCOHATBHBIX JAHHBIX B COITMATBHBIX CETAX U
MOOUITBHBIX TPUITOKEHUSIX.

18. OmnummuTe TpeOOBaHUS K 3aIUTE TIEPCOHATBHBIX JaHHBIX B 00JIAYHBIX CTyK0ax ¥ OOJIBIINX
JIAHHBIX.

19. PazpabotaiiTe pekoMeHAAIINHN TI0 00ECTICUCHHIO O€30TIaCHOCTH MEPCOHAIBHBIX JAHHBIX B 00JIaUHBIX
ciryx0ax v OOJIBIINX JAHHBIX.

20. Onwuirre TpeOOBaHMS K 3aIUTE IEPCOHAIBHBIX JaHHBIX B HCKYCCTBEHHOM MHTEJUICKTE,
OMOMETPHH U MHTEPHETE BEICH.

21. PazpabotaiiTe pekoMeHAAIINHN TI0 00ECTICUCHHIO OE30TIaCHOCTH MEPCOHATBHBIX JaHHBIX B
HCKYCCTBEHHOM HHTEIICKTE, OMOMETPUU ¥ HHTEPHETE BEIICH.

22. Onwuirre TpeOOBaHMS K 3allUTE IEPCOHAIBHBIX JAHHBIX B BHICOHAOIOCHHH.

23. PazpaboraiiTe pekOMEHAALNH 110 3AIIUTE EPCOHATBHBIX JaHHBIX B BUICOHAOIIOICHHH.

DK3aMEHAIlMOHHOE 3aJlaHhe BKJIIOYAeT 2 TEOpeTHYEeCKuX Bompoca (paszen «Bompockl k sk3ameHy») u 1
MIPaKTUKO-OPUEHTUPOBAHHOE 3ajaHue (dopMupyercs M3 MEepeyHs 3aJaHui, MPEACTAaBICHHBIX B pazJene
«IIpakTHKO-OpUEHTUPOBAHHBIE 33JJaHUS K DK3AMEHY).

Kpurepun oueHuBaHus:

MakcumanbHOE KOJIMUECTBO 0auioB 3a dk3ameHanmonHoe 3aganue — 100 (30 6amioB MakCUMaIbHO 3a KaKIbIi
TeOpeTHUeCKuil Bonpoc, 40 6aJIJI0B MaKCUMAJIBHO 3a MPAKTUKO-OPUEHTUPOBAHHOE 3a/1aHUE).

Kpumepuu oyenusanus o0no2co meopemuyeckozo 60npoca:

— 25-30 ©OamioB  BBICTaBISETCA CTYACHTY, €CIM  M3JOXKEHHBIH Marepual (aKTHUECKU BEpeH,
MIPOJIEMOHCTPUPOBAHBI TITyOOKHE NCUESPIBIBAIOIINE 3HAHUS B 00beMe TPOIICHHOM MPOrpaMMbl B COOTBETCTBUU
C MOCTaBJICHHBIMU TPOTPAaMMOM Kypca LEeJIsIMH W 3aJa4aMu 0OydYeHHUs, MU3JI0KCHHE MaTepuaja Mpu OTBETE -
IPAMOTHOE U JIOTHYECKU CTPOUHOE;

— 20-24 6amioB BBICTABISACTCS CTYICHTY, €CIIM IPOJAEMOHCTPUPOBAHBI TBEP/BIC U JOCTATOYHO TIOJTHBIC 3HAHHS
B 00BeMe MPOMIEHHOW MPOrpaMMbl TUCIUILUIMHBI B COOTBETCTBUU C IEISIMH OOYYECHHS, MaTepHUal H3JI0KECH
JIOCTATOYHO TOJTHO C OTACIBHBIMU JJOTUYECKUMH M CTHJIMCTUYECKUMHU TIOTPEIITHOCTSIMU;

— 15-19 OGamioB BBICTABISAETCS CTYIEHTY, €CIM TMPOJEMOHCTPUPOBAHBI TBEpJble 3HAHHUA B OOBEME
MPOUJIEHHOTO Kypca B COOTBETCTBHE C IENSIMH OOYYECHHs, OTBET COACPKHUT OTACIbHBIC OMIMOKH, YBEPEHHO
HCTIPaBIIEHHBIE TIOCTIE JOTIOTHUTEIIBHBIX BOTIPOCOB;

— 0-14 Gamta BeICTaBISETCS CTYJICHTY, €CJIM OTBETHI HE CBSI3aHBI C BOIPOCAMHU, JIOMYIICHBI TPyObIe ONTUOKU B
OTBETE, MPOJIEMOHCTPUPOBAHBI HEMOHUMAaHUE CYITHOCTH U3JIaraeMOTro BOINPOCA, HEYBEPEHHOCTh U HETOUYHOCTh
OTBETOB Ha JIOMIOJIHUTEIIbHBIE U HABOISIINE BOPOCHI.

Kpumepuu oyenusanus npakmuxo-opueHmuposanHoeo 3a0aHUsL:

— 35-40 Gay10B BBICTABIISAETCS, €CIIHM 33JJaHUE PEIICHO MOJHOCTHIO, B IIPECTAaBICHHOM PEIICHUH 000CHOBAaHHO
MIOJTyYEeHBI PaBUIIbHBIE OTBETHI.

— 25-34 Ganna BBICTABIISICTCS, €CIIM 3aJIJaHUE PEIICHO MOJHOCTHIO, HO TIPU OTBETE JIOMYIICHbI HE3HAYNTEIbHbIC
OILIMOKHU.

— 11-24 Ganna BeICTaBISIETCS, €CIH 3aJJaHHE PELICHO YaCTHYHO.

— 0-10 6any10B BBICTABISAETCS, €CIIU PEIIEHUE HEBEPHO UM OTCYTCTBYET.

HroroBelii pe3ynbraT (GOpMUpYETCSs M3 CyMMbl HaOpaHHBIX OaJJIOB 3a BBIMIOJIHEHUE 3aYETHOTO 3aJaHUs U
COOTBETCTBYET IIIKAJIC:

— 84-100 6anoB (OLIEHKA «OTIUIHOY)

— 67-83 GanoB (OIEHKA «XOPOIIIO»)

— 50-66 GamoB (OIEHKA «YAOBIECTBOPUTEIHLHOY)

— 0-49 6annoB (oLleHKA «HEYOBIECTBOPUTEIHHOY)



Omnpoc

Bonpocsl aJis1 onpoca 5 cemecTpa:

Nudopmanus kak 00bEKT MPABOBOTO PETyJIUPOBAHUS.

Crpykrypa 3akoHonaTenscTBa PO B 06macTu mHGOPMALMOHHOM 6€301MacHOCTH U 3alIUTHl HH(POPMALIUH.
OcHoHbIe 1ieu 1 MeTobl ooecnieuenust Ub P®. Microunnku u Buasl yrpos b PO.

OcHoBHbBIE HamnpaBiieHUs oOecrieueHust HHYOPMAITMOHHON 6€30acCHOCTH U 3aIuThl HHpopManuu B PO.
CtpyKTypa OpraHu3aIMOHHON 3aIIUThI HH(POPMAITUH.

Buner nuadopmanmu, 3ammimaeMoi 3aKk0HOJaTeIbCTBOM PD.

[lepeuens cBeaeHMI KOH(MUISCHIIMATBHOTO XapaKTepa.

Opranuzanust paboThl CO CBEICHUSIMH, OTHECEHHBIMH K KOH(PHUISHIINATLHON HH(DOpMAITIH.
[IpaBoBO#i pexkuM 3alIUThl KOHPHUACHINATHLHOU HHPOPMALIUH.

0. Yrpo3ssl yTeukn HHPOPMAIIUH 110 TEXHUYECKUM KaHAIaM.

11. dopwmsl 3amuimaemMoi nHGOpMaIUK.

12. OcHoBHBIC 00BEKTHI 3AIIUTH HH)OPMAIIHH.

13. Knaccudukamnust TEXHIYECKUX KaHAJIOB YTEUKH HH(POPMAIIUH.

14. TexHuuecKue MEPONPHUATHS 10 3aIUTEe HHPOPMAIUU OT YTEUKH [0 TEXHUYECKUM KaHaJIaM.

15. Opranu3anuoHHbIe MEPOIPUSITHS I10 3aIIUTe HHPOPMALIUU OT YTEUKU MO0 TEXHUYECKUM KaHajaM.
16. Knaccudukamuu yrpo3 6e30mnacHoCTH HHPOpMAMK B HHPOPMALTMOHHBIX CUCTEMAX.

17. TpeGoBaHus K OpraHU3aIlMU 3aIUTH HHGOPMAITMH B HTHGHOPMAITMOHHONW CHCTEME.

18. ®opmupoBanue TpeOOBaHUH K 3aIuTe HH(GOPMAIMK B MHPOPMALIMOHHOW CUCTEME.

19. Obecneuenune 3ammThl HHOOPMAITUU B X0/ AKCILTyaTallud HH)OPMAITMOHHONW CHCTEMBI.

20. TpeGoBaHus K MepaM 3aIUTHl HH(POpMAINH, coaepKaleiics B MHPOPMALIMOHHOHN CUCTEME.

21. Omnpenenenue Kiacca 3allMIIEHHOCTH HHPOPMAIIIOHHON CHCTEMBI.

22. JluueH3upoBaHHUE B 00JACTH 3aIIUTHI HH()OPMAIIUH.

23. CTpyKTypa CUCTEMbI TOCYIapCTBEHHOTO JIMIICH3UPOBAHUS.

24. Tlopsaok MpoBeACHUS TNICH3UPOBAHNUS.

25. OCHOBHBbIE JIMIICH3UOHHBIC TPEOOBAHUS U YCIIOBUS B 00JIACTH 3aIUTHI HH()OpMAITUH.

26. IlepeyeHb BUIOB ACSATEIHHOCTH B OOJIACTH 3aIUTH HH()OPMAITUH, TIOUICKAIIX JIUIEH3UPOBAHHIO.
27. CTpyKTypa CHCTEMbI CepTHU(UKAIUH.

28. Tlopsnok mpoBeaeHus cepTu(GUKANU CPEACTB 3AIUTH HHPOPMALINH.

29. CeprudukanMoHHbIC HCTIBITAHUS CPEJICTB 3aIUTH HH(GOPMAITUH.

ROoo~NoaM~LNE

Bonpocs! 1151 onpoca 6 cemectpa:

30. Mopsimoxk oTHeceHus: uH(poOpMAMKM K WHGOPMAIMH, COCTABISIOMIEH KOMMEpPYECKYyI0 TalHy, U ee
IIPEJOCTaBIIEHUE.

31. Ionsrue koMmMepueckoii TaiHbl. [IpaBoBoe oOecTieueHne 3amuThl KOMMEPYECKOM TaitHbI.

32. CeneHusl, COCTaBISIOLIME KOMMEpUecKyro TaiiHy. CBelneHMs, KOTOpble HE MOIYyT COCTaBJITh
KOMMEPYECKYIO TalHY.

33. IIpaBa obmagaTenss KOMMEPYECKOM TaHBI.

34. Opranuzanus 3auUThl HHOOPMAIMH Ha MPEANPUATHH.

35. ObecneyeHne COXpaHHOCTH JOKYMEHTOB, 1€l U N3JaHHM.

36. OO0s3aHHOCTH JIMII, JOMYIICHHBIX K CBEJICHHUSIM, COCTABIISIONINX KOMMEPUECKYIO TalfHY.

37. Opranuszanus KOHTPOJs 3a oOOecledeHHeM pexuma Ipu pabdoTe €O CBEACHUSMH, COJCpPKALUMU
KOMMEPYECKYIO TalHY.

38. O0s13aHHOCTH IIEPCOHAJIA OPraHU3ALMH 110 COXPAaHEHUI0 KOMMEPYECKOH TalHbI.

39. Momutrka 0€30MacHOCTH MPEONPUATHS KaK OCHOBAa OPTaHU3AI[MIOHHOTO YMPABJICHUS 3alllUTOU
nH(popMmanuu.

40. TIpaBa u 00s3aHHOCTH paOOTHHUKA U pabOTOATES 110 3aIUTE KOHPHUICHIIMATHLHON HH(OpMAITIH.

41. OTBeTCTBEHHOCTH 3a HapyllleHHE KOH(PUICHIMATbHOCTH HHPOPMALIUH.

42. TlpaBa u 00s13aHHOCTH CYOBEKTa NIEPCOHAIBHBIX JIAHHBIX H OlepaTopa, 00padaThIBAIOIIETO TIEPCOHATBHEIC
JIAHHBIE.

43. Opranu3zanys 3a1uThl IEPCOHAIBHBIX TaHHBIX B OpPraHU3aIUH.

44. TInanupoBaHUE MEPOIPUATHUI 110 OPraHU3ALMOHHOM 3a1UTe HHPOPMALIUU HA IPEIIPUATHH.

45. CTpyKTypa ¥ OCHOBHOE COJICpXKaHHE TIaHa MEPOIPUATHH 10 3aIuTe KOHPHUIACHIIMATILHON HH(OpMAIIH.



46. OpraHu3zaiys aHATUTHIECKOH paboThI B 00JaCTH 3aIIUTHI MHPOPMALIUU HA TIPEIIPUSTHH.

47. OcHOBHBIC 00BEKTHI U (POPMBI KOHTPOJISI 32 COCTOSTHUEM 3aIUThI HH(DOpMaIny.

48. OcHOBHBIC 321241 U METOJIbI KOHTPOJIS.

49. OcHOBHBIC HaIIPaBJICHUS AHATUTUIECKON pabOTHI.

50. Opranuzanus ayauTta HHOPMAIMOHHON 0€301MaCHOCTH MPEATIPUATHS.

51. OyHKIMM aHATUTUIECKOTO MOAPaA3IeTICHUs B 00JIaCTH 3aIUTHl HH()OPMAITUK HA TIPEANPHUSATHH.
52. OCHOBHBIE JTalbl AHATUTUYECKOH paboThI B 00JaCTH 3aIIUTHI MHPOPMALIUU HA TIPEAIPUSTHH.
53. CopepkaHue U OCHOBHBIE BH/Ibl aHATUTHUECKUX OTYETOB.

54. Knaccudukanus METo0B aHajan3a HH()OPMAIIHH.

55. KomnproTepHsle NpecTyIUIEHUs B AIEKTPOHHON KOMMEPLIMH.

56. MudopmarnmonHas 6€30MacHOCTh B 3JICKTPOHHOW KOMMEPIIHH.

57. KOpuanyeckast OTBETCTBEHHOCTb 33 HapyILIEHUE ITPABOBBIX HOPM 3allIUThl HH(POPMALIUU.

Kputepuu oneHuBaHus:

MakcuManbHOE KOJIHYECTBO OAIOB, KOTOPOE O0yUaIONIUiics MOXET HaOpaTh 3a cemectp — 20 6amioB (3a 20
OTBETOB).

OTBeT Ha BOIIPOC OLIEHUBAETC:

— 1 Gaymt — mpaBUIIBHBINA U TTOJTHBIA OTBET;

— 0 6an10B — HeMPaBUJILHBINA OTBET WJIM OTBET HE MPE/ICTABJICH.

IIpakTHKO-OpMEeHTHPOBAHHbIE 3aJaHUS
IIpakTHKO-OpHEHTHPOBAHHBIE 3aaHus VI 5 ceMecTpa:
3ananue 1.
Pa6ora ¢ MCC "KoncynsranT Ilmtoc": ba3zosbie cBoiicTBa OezonacHoctu uHpopmanuu. HopMaTtuBHO-nipaBoBast
0a3za (yHKIMOHUPOBAHHUS CHCTEM 3amuThl WHpopManuu. [IpaBoBas 3ammTa MPOrpaMMHOTO OOECIICYCHUS
aBTOPCKUM TpaBoM. KoMIIBIOTEpHBIE MPECTYIIICHUS 1 OCOOEHHOCTH UX PACCIICIOBAHMUS.
3ananue 2
Pa6ora ¢ UCC «KoncynbrantlIntocy, BJ] @enepaiibHoil ciiyKObI 10 TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOIIIO
(OCTOK Poccun) https://fstec.ru/: @opmbl 3amumaeMmoit uHbopmaruu. OObEKTH 3amUTH. DU3HUECKUE
ocHoBbI Bo3HuKHOBeHHs TKYU. Knaccudukanus TCP.

3aganue 3.

Pa6ora ¢ UCC «Koncynprantlntocy, BJ] @enepanibHoil ciryk0bl 10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
(OCTOK Poccun) https://fstec.ru/: TlocTpoeHne TUHOBBIX Mojeneil yrpo3 0e30macHOCTH HH(OpMaLUH,
oOpabateiBaeMOl B UHQOPMALIMOHHBIX CUCTEMAX.

3aganue 4.

Cucrema mmdposanus Lesaps. Hudper nepecTaHOBKHY.

1. PeanuzoBats cuctemy mmgposanusa llesaps. Cuctema mmdposanus Llezaps, B KOTOpOM KaKIblii
CHUMBOJI B OTKPBITOM TEKCTE CIIBUTAETCsl Ha OINpEeJeJIEHHOE YUCIIO MO3ULUI BIepes Wwin Hazaj. Peamu3oBathb
¢byHKIMY UG POBaHUS U ACMHUPPOBAHNS TEKCTA C HCIIOJIb30BaHHEM CUCTeMBI ImdpoBanus Llesapsi.

2. PeanuzoBaTh mUQphI IepecTaHOBKU, B KOTOPBIX MOPAJOK CUMBOJIOB B OTKPBITOM TEKCTE MEHSAETCS
COTJIACHO HEKOTOpoW (yHKIMU. Peann3oBars GyHKINM MUGPOBAHUS U ACIIH(PPOBAHUS TEKCTA C
HCIOJIb30BaHUEM IIU(PPOB NEPECTAHOBKH.

3. PeanuzoBath cuctemy mudpoanus Llezapst ¢ Kirodom.

4. PeanuzoBaTh QpyHKIMM IHPpOBaHUS U eMH(POBAHUS TEKCTA C UCIOIb30BAHUEM CUCTEMBbI
mmdpoanus Llesaps ¢ kiroyom.

IIpakTHKO-OpHEHTHPOBAHHbIE 3aaHusA 115 6 cemecTpa:

3amaunne 5.

Peanmm3anmst nBycTOopoHHEro oOMeHa KiIroueBOW uwHpopmanmed. [loHatme w© Ha3HaueHHWE IEHTpa
pacnpenenenus kimoueil. TpeboBanus Juddu u Xennmana.

PeannzoBaTh (GpyHKIIUM U TEHEPALUHU MPOCTHIX YUCEI M BEIYMCIICHUS] HANOOJIBIIETO OOIIETO JeTUTEs.

1. PeanuzoBaTh QpyHKIUM U1 T€HEPALUU KJIIOUEBOW apbl 1 0OMeHa KIH04eBOi nHpopmaruei ¢
McroJib30BanueM npotokona Jnddu-Xemmana.



2. PeanuzoBath TecThl Uil PyHKIMI FreHepauy KII0YE€BOM Hapbl U1 0OMEHa KIII0UeBOM HH(OpMaLUeH.
3. PeanuzoBath TecThl 11 PYHKIINN TeHEPAIMK KITFOYEBOM Mapbl 1 0OMEHa KIIFOUeBOW MH(POPMAIIHEH.

3aganue 6.
Anroputm mmdpoBanus RSA. Ilporecc ¢dopmupoBaHus KIIOYEBOW Maphl IoiiydaTeneM, IU(pOBaHUE U
nemppoBaHue coOOIIeHUI B Kpuntocucteme RSA.

1. PeanuzoBaTh (GyHKIMM AJIS TEHEpAMU MPOCTHIX YMCEN, BEIYUCICHHSI HAaHOOJBIIEro O0IIero AeuTens,
HaXO0XXJEHHUs 00pPATHOTO IEMEHTA M0 MOIYJIIO.

2. PeanuzoBaTh (GpyHKIIUM U1 TeHEPALUH KIIOYEBOW Naphl U MU poBaHus/ emudpoBaHus cooOIIEeHHi ¢
HCMOJIb30BaHUEM anroputma RSA.

3. PeanuzoBaTh TeCTHI 118 (PyHKIMI reHepanuy KIF04UeBOH napsl U mudpoBaHus/aemdpoBanus
COOOILIEHUN.

3aganue 7.

@opMUpOBaHUE NIEPEYHS CBEACHUM, COCTABIIAIOIINX KOMMEPUYECKYIO TalHY.

1. BriOepure BBIMBIIUIEHHYIO KOMIIAHHMIO, Ul KOTOpod Oyzaere (opMHUpOBaTh IEpPEeYeHb CBEICHUH,
COCTABJIAIONINX KOMMEPUYECKYIO TalHY.

2. OnuimTre BUAbI CBEIEHHUM, KOTOPbIE MOTYT COCTaBJIATh KOMMEPUECKYO TaliHy AJIs BBIOpAaHHOM
KOMITaHHUU.

3. CocraBbTe nepeueHb CBEJCHUH, COCTABIAIONIMX KOMMEPUYECKYIO TaiiHy, Uil BBIOpAaHHOM KOMIIAHUU.

4. Odopmurte pe3ynbTaThl B BUJIE OTYETA

3ananue 8.

Pa3paboTka nonutuku 6€30MaCHOCTU HPEAIPUATHS.

Omnpenenure HeNH U 3aa41 MOJUTUKUA OE30MIACHOCTH MPEATIPUSTHSI.

OnwuimTe MepsI 1Mo 3amUTe HHPOPMAaLKU, COOCTBEHHOCTH U TIEPCOHANA TPEATIPHUSITHS.

Pa3paboraiiTe mporeaypbl 0OTBETa Ha Yyrpo3bl 0€30MaCHOCTH MPEIIPUITHS.

. Odopmurte pe3ynbTaThl B BUIE TOKYMEHTA IMOJUTHKH O0€301MaCHOCTH MPEATIPUATHSI.

Kpurepun oneHuBanus:

MakcuManbHOE KOJUYECTBO 0aJIJIOB, KOTOpPOE OOydJarommiics MOXeT HabpaTh 3a cemectp — 80 GamwioB (3a 4
3aJlaHusl B CEMECTP).

Kaxnoe 3aanue oneHuBaeTcs:

— 20 6ayToB. — 3a/1aHKE BBHIMTOJIHEHO BEPHO;

— 19-14 GanoB. — pH BHITOJIHEHUH 33JaHHsI OBUTH JOMYIIEHB HETOYHOCTH, HE BIUSIONINE HAa PE3yJIbTAT;

— 13-6 GamnoB. — pH BBHITOTHEHUH 3aJJaHUs OBLIN JOMYIIEHBI OIITHOKH;

— 5- 1 GayyIoB. — MpU BBINOJHEHUH 33JJaHUs ObUTH JOIMYIIEHbI CYIIECTBEHHbIE ONIHOKH;

— 0 6anoB. — 3a/1aHKE HE BBIMTOJIHEHO.

3 Meroanyeckue MaTepuasbl, onpeaeisonie Npoueaypbl olleHUBAHUS 3HAHMII, YMEeHUIl, HABLIKOB H
(1JIM) OoNBITA 1eATEIbHOCTH, XaPAKTEPU3YIOLIUX ITANBI (POPMUPOBAHUSA KOMITETEHIIUI

[Iponetypbl OlIeHUBaHMSI BKJIFOYAIOT B ¢€0s TEKYIUI KOHTPOJIb U MIPOMEXYTOUHYIO aTTECTALUIO.

Texkymmii KOHTPOJIb YCIIEBAEMOCTH MPOBOJIUTCS C MCIOIb30BAaHUEM OLIEHOUHBIX CPEACTB, MPECTABIECHHBIX B
II. 2 JaHHOTO IpPWIOXKEHHS. Pe3ynbTaTbl TEKyIIEro KOHTPOJIS JOBOISTCS 1O CBEIEHHUS CTYAEHTOB [0
MIPOMEXYTOYHOM aTTeCTalUH.

IIpoMe:kyTouHasi aTTECTALMSI IPOBOIUTCA B hopMe 3aueTa, IK3aMeHa.

3aueT MpPOBOAMTCA MO PACHHCAHUIO MPOMEXYTOUHOM arrecTauu B ycTHOW gopme. KonnyecTBo BOpocoB B
3a4eTHOM 3a/1aHuM — 3 (2 TeopeTudeckux, 1 MpakTUKO-OpPUEHTHPOBAHHOE 3aJlaHKe). Pe3ynpTaThl arTecTanuu
3aHOCSATCS B BEJOMOCTb M 3aU€THYI KHIDKKY cTyAeHTa. CTyIeHTbl, HE TMpOLIEANINe MPOMEXKYTOUHYIO
aTTECTAIMIO 1O IpauKy, JOJKHBI IUKBHIMPOBATH 3a/I0JKEHHOCTh B YCTAHOBJICHHOM TOPSIKE.

DK3aMeH MPOBOIUTCS O PACTIMCAHUIO MTPOMEXKYTOYHON aTTecTanuu B ycTHOH hopme. KonmmuecTBo BOIIPOCoOB B
9K3aMEHALIMOHHOM 3alaHuu — 3 (2 TeopeTHyeCcKuX, | NMpaKTUKO-OpPUEHTHPOBAHHOE 3aJaHueE). Pe3ynbTarhbl
aTTECTAallMM 3aHOCIATCS B BEAOMOCTh M 3a4ETHYK KHWXKKY CTyaeHTa. CTyneHTbl, HE MpOoIIeAlne
MIPOMEKYTOUHYIO aTTECTalUI0 N0 TpaduKy, IODKHBI JHKBHIMPOBATH 3aJ0JKEHHOCTh B YCTAHOBJICHHOM
MOPSIAKE.

NS>



IIpuniaoxenne 2
METOAUYECKHUE YKA3AHUSA 11O OCBOEHHUIO JIUCHUIIJIMHBI

VY4eOHBIM MJIaHOM MPETYCMOTPEHBI CIETYIOIINE BUbI 3aHITUMN:

- JICKLIUH;

- IPAKTUYECKUE 3aHATUS.

B Xone IeKIMOHHBIX 3aHATHHA pacCMaTPUBAIOTCS OCHOBHBIE TMOHATHA B 00JacTH MHGPOPMALMOHHOM
0€30MacHOCTH ¥ 3allUThl MHPOPMAIH, METOJbl OOHAPYKEHHS U OpraHU3alMu MPOTHUBOACHCTBUS aTaKk Ha
nH(POPMAIMOHHbBIE CeTH, TpeOOBaHMA MO 3aIUTe KOH(PHUICHIMAILHONH WH(POpPMAIMU, JAIOTCS PEKOMEHIAuN
JUISL CAMOCTOSITEIbHON pabOThI U MOATOTOBKH K MPAKTUYECKUM 3aHSATHUSM.

B xo/1e mpakTH4ecKuX 3aHATHH yriyOIsioTCs U 3aKPEeIUIAIOTCS 3HaHUS CTYACHTOB TI0 PsiIy PAaCCMOTPEHHBIX Ha
JICKIUSAX BOIIPOCOB, PA3BUBAIOTCS HABBIKHM PEIICHUS 3a/1a4 110 3alIUTe HH()OPMALIMOHHBIX OOBEKTOB.

[Ipy noAroTOBKE K NPAKTUYECKUM 3aHATUAM KaXKIbI CTYJEHT JOJKCH:

- U3YYUTh PEKOMEHJIOBAHHYIO YUYEOHYIO JTUTEPaATypY;

- U3y4YUTh KOHCIIEKTHI JICKIIUH;

- 03HAaKOMUTBCS C OMUCAHUEM MPAKTUYECKOM paboThI;

B mponecce nmoaAroToBKM K INPAaKTHYECKUM 3aHATUAM CTYJIEHTBI MOTYT BOCIOJIB30BAaThCS KOHCYJIbTAL[USMU
IIpEIoJaBaTes.

Bonpocel, He pacCMOTpEHHBIE Ha JISKIUSAX U MPAKTHUYECKUX 3aHATHSX, JOJDKHBI OBITh M3Y4YEHBI CTYJCHTaMH B
XO0JIe CaMOCTOSITeNIbHOI paboThl. B xonme caMocTosTenbHOM pabOThl KaKIblii CTYACHT 00s3aH MPOYUTAThH
OCHOBHYIO M, II0 BO3MO>KHOCTH, AOIIOJIHUTEJIBHYIO JINTEPATYpy [0 U3y4acMOM TeMe, JONOJIHUTb KOHCIEKTHI
JEKIHMM HEOCTAIOUUM MaTEepHaJOM, BBIMMCKAMH U3 PEKOMEH/IOBAHHBIX NCTOYHUKOB. BBIIENNTh HEMOHATHBIE
TEPMUHBI 1 HAUTU UX 3HAYCHHUE B DHLUKIIONECINYECKHUX CIOBAPsX.

Jns MOArOTOBKM K 3aHATHUAM, TEKYLIEMY KOHTPOJIIO M IPOMEKYTOYHOM AaTTeCTallMM CTYIAEHThl MOTYT
BOCIIOJIb30BaThCS  DJIEKTPOHHO-OMOIMOTEYHBIMUA cUCTeMaMu. Takke oOydwaromuecss MOTYT B3ATh Ha JIOM
HE0OXOIUMYIO JIUTEPaTypy Ha a0OHEMEHTE YHUBEPCUTETCKOW OMOIMOTEKHN WIIM BOCIOJB30BATHCS YUTAIbHBIMU
3aJIaMH.
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