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KADE/IPA HNudopmannonnas 6e30macHoOCTb

PacnpenesieHne 4acoB JUCHHUILINHBI 110 ceMecTpaM / KypcaMm

Cemectp
(<Kypc>.<Cemectp Ha 7 4.1)
Kypce>) Htoro
Henens 16 1/6
Bun 3anaruit vy | PO | VI PII
Jlexmu 6 6 6 6
IIpaxkTuueckue
Hroro ayx. 10 (10 |10 |10
KonTtaktHas padota 10 (10 |10 |10
Cawm. pabora 1251125125 | 125
Yacsl Ha KOHTPOIb 9 9 9 9
Hroro 144 | 144 | 144 | 144
OCHOBAHHE

YueOHbIH TUTaH YTBEPKIIEH YUEHBIM coBeTOM YHmBepcuteTa (mpotokoi Ne 9 ot 03.03.2026 1.).

[IporpaMmy coctaBmi(#): K.C.H., JOUEHT, JuneHko A.A.
3aB. kadeapoit: k.3.H., noueHt F).B. Paguenko

Metonuveckuii coBeT: 11.3.H., mpodeccop E.H. Tumenko



1. HEJIX OCBOEHUSA TUCIUITJINHBI

1.1| IIpunoGpeTenue 3HaHMI B 0OmacTH HHPOPMAMOHHON OE30MTaCHOCTH M 3aIUTH HHYOPMAIINH 110 OPTaHU3AI[IOHHO-TIPAaBOBOM
3alIUTe KOMMEpPYECKOH, CIykeOHOH, mpodeccHoHanbHOW TaiHBL, NEPCOHANBHBIX MAaHHBIX; (OPMHUPOBAHHE YMEHUH U
IPaKTUYECKUX HABBIKOB 110 MPABOBOMY, OPraHU3ALIOHHOMY M TEXHHMYECKOMY OOECIICUCHHIO 3alMThl MH(GOPMALMU TIPU
pelIeHny 3a1a4 NpoheCCHOHANBHON eI TEbHOCTH.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUSA JUCHUIIJINHDBI

OIIK-5. CnocoGen HHCTAUIMPOBATH M CONPOBOKAATH MPOrpaMMHOe odecrieyeHne HHPOPMALMOHHBIX CHCTeM U 0a3 JaHHBIX, B
TOM YHCJIe 0Te4eCTBEHHOT0 MPONCX0KACHHUS, C y1eToM HH(popMannoHHoii He30macHOCTH

B pe3ynbTare 0cBOeHHS JHCHHILTMHBI 00yJAIOIIHIACS TOJIKEH:

3HaTh:

- TOpuHIMIIBL  paboThl COBPEMEHHBIX TEXHOJOrMH oOecredeHuss WHGPOPMAMOHHOM O€30HMacHOCTH TMpHU pelleHHH 3aaady
PO eCCHOHATTLHOMN eATENLHOCTH (COOTHECeHO ¢ nHankaTtopom OITK-5.1).

YmeTb:

- pewmiaTh CTaHIapTHHIE 3a7a4d NPO(ECCHOHANBHOH NEATENBHOCTH C YydYeToM TpeOoBaHMi WH(OpPMAUMOHHONH O€30IacHOCTH
(cootreceno ¢ maanKaropom OIIK-5.2).

Baanernb:

- HaBBIKAMH HCIIOJIb30BaHHsI CIOCOOOB M CPEICTB 3al[UThl MHGOPMALMU NPH PELICHUH 3a/ad NPOPEeCCHOHANBHON AEATENLHOCTH
(coorneceno ¢ uanukaropom OITK-5.3).

3. CTPYKTYPA U COAEP) KAHUE ITUCIUITJINHBI

Pazgen 1. Cucrema 3ammThl JaHHBIX B Poccuiickoii @enepanuu

Buj 3ansitus / Cemectp /| KoauuectBo
Ne HaumeHoBaHHe TeMbl, KpaTKoOe COAep:KaHHE Komnerenuun
pa6otsl / popma ITA Kypc 4acoB
BBoanas nexuus. BaxkHocTb 3amuThl HHGOPMAIMU B COBPEMEHHOM MHpE.
1.1 A 1 m (hopman . P P JIeXIIMOHHBIE 3aHATHSA 7 2 OIIK-5
KiroueBble npuHLUIEI 0OecriedeH s HHPOPMaLMOHHON 6e301acHOCTH
12 Buznel uHbOpManuMu B 3aBHCHUMOCTH OT €€ coiepxaHus, Jnocryna,| CamocrosrenbHas 7 2 OTTK-5
| obnaparens pabora
CamocrosiTesbHast
1.3 | OcHOBHbBIE MOZIEIH 3AIUTHI HH)OPMALHH. 7 2 OIIK-5
pabora
1.4 M3yyeHne OCHOBHBIX MONOXKEHWH 1o 3ammre uHMopManmu: JloxrpuHa| CamocrosiTenbHast 7 ) OIK-5
" | undopmanmonnoit 6ezonacHoctu Poccuiickoit deneparyn. pabora
OcHoBHble monoxkeHuss DenepanbHoro 3akoHa "OO6 uHbopmanum,
nH(MOPMALVIOHHBIX TEXHOJOTHAX H 0 3ammTe nHpopMmarmu" ot 27.07.2006
CamocrosiTesbHas
1.5 |N 149-®3. OcHOBHbIC TPHUHIUIBI U TPEOOBAHMS K CHCTEME 3al[UThI aGora 7 2 OIIK-5
JIaHHBIX. p
Posy 11 OTBETCTBEHHOCTH YYaCTHHKOB CHCTEMBbI 3aIIUTHI JAHHBIX.
Paznen 2.
OcHoOBBI 321U THI HHU(PPOBBIX JAHHBIX B KHOEPIIPOCTPAHCTBE
Buj 3ansitus / Cemectp /| KoauuectBo
Ne HaumeHoBaHHe TeMbl, KPaTKoOe COAep:KaHHE Komnerenuun
pa6otsi / popma ITA Kypc 4acoB
Ionsitne u BUABI yrpo3 MHGOPMALMOHHOH 0€30MacHOCTH. YS3BUMOCTH.
2.1 ABL YIP hopman JIeXIIMOHHBIE 3aHATHSA 7 2 OIIK-5
YnpaBneHue ys3BUMOCTSIMU.
CamocrosiTesbHast
2.2 | KomnbrotepHblie araku. Buabl n KitaccubHKaIisT KOMITBIOTEPHBIX aTakK. paGora 7 2 OIIK-5
. CamocrosiTesbHast
2.3 | Opranuszanus napoabHOH 3amuThl. [1aponbHbIe aTaky. pabora 7 2 OIIK-5
IIpoBepka HagEKHOCTH MApOJBHOM  3alIUTHl  C  HCIOJIB30BaHUEM
. . [paxTHyeckne
2.4 |BcrpoeHHblx uHCTpyMeHTOB Kali  Linux. M3yueHume  OCHOBHBIX SaHSTHS 7 2 OIIK-5
HHCTPYMEHTOB JUISl BBISIBIICHUSI YSI3BUMOCTEII.
25 OCHOBHBIE THIBI yrpo3 W WX Kiaccudukanus. Yrpossl 0e30MacHOCTH CamocTosiTenpHas 7 5 OIK-5
"~ | obnmaunbIx cepBHCcOB. pabora
Knaccudukarus ysa3BUMOCTEH. YA3BUMOCTH OIEPAIIMOHHBIX CHCTEM,
o CamocTosiTenpHas
2.6 | mpusoxeHuii. aGora 7 4 OIIK-5
CEeTeBOro 000PyI0BaHMsL M IPOTOKOJIOB. P
KommnbrorepHble araku Ha GeCTIPOBOAHBIC CETH M MOOMIIBHBIE YCTPOHCTBA.
CamocrosiTesbHast
2.7 | Araku Ha BeO-pUIOKECHUS 1 0a3bl TaHHBIX. aGora 7 2 OIIK-5
ATaky Ha CHCTEMBI YIIPABJICHHUSI JOCTYIIOM M IaPOJISIMH. P




Paznen 3. KomnblotepHasie BUpychl. OCHOBHBbIC IPHHIUIIBI JeTEKTHPOBAHNS BPEIOHOCHOI0 IPOrPAMMHOIO o0ecneyeHust

(BIIO)

Buj 3ansitus /

Cemecrtp /

KosmmuecTBo

Ne HauMmeHoBaHHe TeMbl, KPaTKoe COAep:KaHue Komnerenuuu
o KP Aep pabotsl / popma ITA Kypc 4acoB !
31 Bunpl n wuctopus pa3BHTHS KOMIBIOTEpPHBIX BupycoB. CoBpemennbie| CamocrosiTenbHast 7 2 OTIK-5
" | renmeHIMM IpUMEHEHHS KOMITBIOTEPHBIX BUPYCOB. pabora
32 Ipunimn paboTsl aHTUBHPYCHBIX mporpaMM. CriocoObl nerekrupoBanusi|  CaMocTosTenbHas 7 2 OTIK-5
" | BpemoHOCHOTO NporpamMmHOro obecnederus (BI1O) pabora
CamocrosiTenbHast
3.3 | BpenoHocHoe nporpaMMHOE 00ecriedeHHe U METOIbI ero OOHAPYKEHUSL. pabora 7 6 OIIK-5
CurHatypHBbIif aHaJIU3 U 9BPUCTHYECKUH aHamu3 a1 oOHapyxkenus BIIO.
CamocTosiTenpHas
3.4 | OGHapyXeHHE U yJaJeHHEe PYTKUTOB M TPOSIHCKHX HPOTrPaMM. aGora 7 8 OIIK-5
OOHapyxeHHe 1 OJIOKHPOBKA (PUIIIMHIOBBIX aTakK. P
Pa3gen 4. Opranusanus 3alMThI IEPCOHAJILHBIX JAHHBIX
Bua 3ansitus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KPaTKoe coJep:kaHue Komnerenuun
pabotsl / popma ITA Kypc 4acoB
41 Iepconanbubie mannbie (I1[H). Bumpl, kmaccudukanus nepcoHaIbHBIX CamocrosiTebHast 7 5 OITK-5
" | nannsix. [Mopsaok o6padotku [1/H B HHGOPMALIMOHHBIX CHCTEMAX. pabora
OCHOBBI 3aKOHOJATENbCTBA O 3alUTE IIEPCOHANBHBIX NaHHBIX: [IpaBa
CamocTosiTenpHas
4.2 | cyObeKTOB MEpCOHANBHBIX HAaHHBIX.OTBETCTBEHHOCTh 3a HapyIICHHE aGora 7 4 OIIK-5
3aKOHOJIATENBCTBA O 3ALIUTE MEPCOHANBHBIX TaHHBIX. P
OO0OpaboTKa TEepCOHANBHBIX JaHHBIX: TeXHHYECKHE MEphl 3allUThI
MEePCOHANBHBIX JaHHBIX. OCOOCHHOCTH 3alUTHl IIEPCOHANBHBIX JaHHBIX B
4.3 | pa3znuuHbIX OTpacisAX 3KOHOMUKH. OCHOBBI M IPaKTUKA OT3bIBAa comlacus| JIEKIMOHHBIE 3aHATHSA 7 2 OIIK-5
Ha 00pabOTKy MpEeKpaTuTh 0OpPabOTKYy CBOMX MEPCOHANBHBIX JAHHBIX Y
oneparopa [1/1n.
Pazgen 5. Opranusanus 3aiuThl HHGOpPManuy B HHPOPMAaLMOHHBIX CHCTEMAX
Bupa 3ausitus / Cemectp /| KonmyectBo
Ne HanmeHoBaHUe TeMbl, KPaTKoe CoAepKaHue Komnerenuun
pa6otsl / popma ITA Kypc 4acoB
CamocTosiTenpHas
5.1 | MudopManmoHHBIE CHCTEMBI U OPraHU3aLHs 3alUThl HHYOPMALUU B HUX. pabora 7 2 OIIK-5
59 VYnpasneHue JOCTYNOM W KOHTPOJIb aBTOpHu3anuu B uHpopmanuoHHbix| CamocrosTenbHas 7 4 OIK-5
| cucremax. pabora
53 OcHOBHbIE ~ HPUHLIMIBI M MeToxsl  3ammThl  uHpopmanuu  B|  CamocTosTenbHas 7 6 OIK-5
™ | uH(QOPMAIIMOHHBIX CHCTEMAX. pabora
54 IIporpammuble cpeacTBa 3amuTel HHpOpManuu B uHpopManuoHHbIX |  CaMocrosiTenbHast 7 6 OIIK-5
) cUCTEMax. pabora
55 OOyueHue IepcoHana M IIOBBILIEHHE OCBEIOMICHHOCTH B Bompocax| CamocTosTenbHas 7 6 OIIK-5
"~ | undopmanmonnoit 6ezonacHocTu. pabora
Paznes 6. OcHOBBI KpUNITOrpaduyecKkoi 3alMThHI M OPraHU3aLHA UCI0JIb30BAHUSA 3J1eKTPOHHBIX MOAMHUCEHH.
Buna 3ausitus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KPaTKoe coJep:KkaHue Komnerenuun
pa6orsl / popma ITA Kype 4acoB
Meronel u cpeicTBa  KpHITOTpaUUECKOM  3aIUThl  MH(OpPMAIHH.
A Pe P pag LLI popmait [Ipaxtuyeckue
6.1 |IlpuHuunel  (yHKIHOHUPOBAHUS OCHOBHBIX  KpHITOrpaduueckux SaHsTHS 7 2 OIIK-5
QJITOPUTMOB.
OnekrponHas noanuch (DI1). OcHorHble monsaTHs u Buabl JI1. [Topsmok
CamocrosiTenbHast
6.2 |Bbmaun u npoBepku DII. ocobeHHocTn npumeHeHust JI1 B 3eKTpOHHOM aGota 7 2 OIIK-5
JIOKYMEHTO000pOTE. P
63 Kpunrorpapuueckue npoTtokonsl M ux npuMeHenue.Xsmmpoanue u| CamocrosTenbHas 7 6 OIK-5
| mu¢poBbIe MOAIICH. pabora
6.4 IOpuanueckre acteKThl UCTIOIb30BAHMUS AIECKTPOHHBIX TOIHCEH. CamocTosiTenpHas 7 3 OIIK-5
"' | BezonmacHocTs xpaHeHUs U nepeaayn KIOYeH mnuppOBaHHUS. pabora
AyteHTHdUKaMd W UISHTH(QHUKALMSA B CHCTEMax C MCIIOIb30BaHHEM
6.5 |>VICKTPOHHBIX TIOATTUCEH. CamocrosiTesbHast 7 3 OIK-5
"~ | YnpaBnenue kiarouamm u cepruukaraMud B CHCTEMaX C JJIEKTPOHHBIMU pabora

TIOAITUCSAMM.

Pazgen 7. OcHOBBI 6€30112CHOCTH 00bEKTOB KPUTHYECKOI
MH(pOpManOHHON HH(PPACTPYKTYPBHI.




Buj 3ausitusi /

Cemectp /

KoauuecTBo

Ne HauMeHoBaHHe TeMbl, KpaTKoe CoAep:KaHue Komnerenuuu
o KPp Aep pabotsl / popma ITA Kypc 4acoB !
OOBEeKTBl U CYOBEKThl KPUTHUECKOH MH(OPMALMOHHONH HHPPACTPYKTYpHI
Y P opma bpactpyxTyp CamocrosiTenbHast
7.1 | (KHI) Ipenbssnsemsle TpeOoBaHus k obecneuenuto 6e3onacuoctu KMH. aGora 7 2 OIIK-5
IIpoBenenue kareropupoBanuss KHU. P
locynapcTBeHHass — cucrema — OOHAapyXeHHMsT M HPEayNpexICHHs
yaap Py PEAYIPEA CamocTosiTenpHas
7.2 | xommeiotepHbix arak [ocCOIIKA. Ilenu wu 3amaun  [oCOIIKA. aGota 7 2 OIIK-5
TexHU4eCKoe OCHAIICHHE 1 TIEPCOHAI. P
73 3aKkOHOJATENbCTBO M HOPMATHBHBIE akThl B oOnacTu OesomacHocTH| CamocTosTenbHas 7 5 OIK-5
"~ | 0OBEKTOB KpUTHUYECKOW HHDOPMAIIMOHHON HHPPACTPYKTYPHI. pabora
74 OpraHu3anMoHHbIE  Mepbl  0e30MacHOCTH  OOBEKTOB  KPHUTHUECKOM CamocTosTenpHast 7 5 OIK-5
" | undopmanmonHoit uappactpykTyphI. pabora
75 MoOHHUTOPUHT W ayAuT  OE30MacHOCTH  OOBEKTOB  KPUTHYECKOM CamocTosiTenbHas 7 4 OTIK-5
| undopmanmonnoit uappacTpykTyphl. pabora
76 MeToapl U CPEACTBA 3allUThl OOBEKTOB KpUTHYECKOW HH(popManmoHHoi| CamocrosTenbHast 7 2 OIK-5
" | uadpacTpyxrypsL. pabora
Pasnen 8. Opranuszanus aynura uH(GOPMaLIHOHHOI 0€30MaCHOCTH
Bun 3ansiTus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KpaTKoe coJepKaHne Komnerenuun
pab6otsl / popma ITA Kypc 4acoB
Aynut undopmanronHoi Oe3onacHocTH. Buasl ayaura, npegHasHadeHUE
YA bopva /AL ayJTa, Hpe CamocTosiTenpHas
8.1 |u ocobenHoctu mposenenuss Ayaura MbB. Puck-meHemxMeHT (Monenb 7 2 OIIK-5
pabora
yrpo3). --
3.2 MeTo/bl M HHCTPYMEHTBI JUIsl aHaIn3a PUCKOB HH(OPMAIMOHHBIX CHCTEM. CamocrosiTesibHast 7 2 OIK-5
| Co3nanune mozmenu yrpo3 Ha mpennpusTam. pabora
CamocTosiTenpHas
8.3 | MOHHUTOpPHUHT U ayAuT 6€30MacHOCTH HH()OPMAIIMOHHBIX CHCTEM. pabora 7 2 OIIK-5
CamocTosiTenbHas
8.4 | MOHUTOPUHT U ayTUT 6€30MaCHOCTH MH()OPMAIIMOHHBIX CHCTEM. pabora 7 4 OIIK-5
N . CamocTosiTenpHas
8.5 | BeinosiHeHMeE 3a1aHMi ¢ ucnoyib3oBanueM LibreOffice. pabora 7 9 OIIK-5
Paznen 9. [IpomeskyTouHasi aTTecTAIUS
Buj 3ansiTus / Cemectp /| KonmyectBo
Ne HaumMeHoBaHHe TeMbl, KPaTKoe CoAepKaHue Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB
9.1 |IloaroroBka K MPOMEKyTOYHOH aTTeCTaLlUU DK3aMeH 7 9 OIIK-5

4. ®OHJ OHEHOYHbBIX CPEACTB

CrpykTypa u conepkaHue (OHAA OLEHOYHBIX CPEACTB A TNPOBEACHUS TEKYLIEro KOHTPOIS M IIPOMEXYTOYHON aTTecTalHuu
npencrasieHsl B [Ipunoxennn 1 x pabodeit mporpaMMe TUCIUTUIHHBL

5. YYHEBHO-METOAUYECKOE 1 THO®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. Ylle6m>le, HAy4YHbI€ U METOAUYECCKHUE U3TaHUA

ABTODBI,
COCTaBHUTEIU

3arnaBue

I/IBJIaTCJTLCTBO, rona

Bubnuoreka /
KomuuecTBo

Pynenkos H. A.,
IIponerapckuit A. B.,
CwmupHoBa E. B.,

TexXHONOrHY 3alUTHl HHPOPMALIHH B
KOMITBIOTEPHBIX CETSAX: y4eOHoe mocobue

Mocksa: HarnonanbHBIH
OTKpHITHIN YHUBEPCHUTET
«MHTYUT», 2016

OBC «YHuBepcuTeTcKas
OubnmoTeka oHIaANH)

CypoBos A. M.
2 Becraux MHcTuTyTa 3aK0HOAaTENbCTBA U IpaBoBoii | Mpkytck: MHCTUTYT OBC «VYHuBepcuTeTCKas
uHpopmanun uMenn M.M. CriepaHCKOro: )XypHa 3aKOHO/IATEIHCTBA U OHMOJIMOTEKA OHIIAH»
MpaBoOBOM MH(pOPMALIUH,
2017
3 Kosanes /I. B., Mudopmannonnas 6e30macHoCTb: yueOHoe nocodue | Poctos-ua-J{ony: FOxHbIH OBC «YHuBepcureTckas
borganosa E. A. (benepanbHbIi 6ubnuoTeka oHIaNH»
yHuBepcuter, 2016
4 Karanosa, T. H., HudopmanmoHHas 6e301MacHOCTb: 1a00paTOPHBIH ITepmb: [lepmckuit 9BbC «IPR SMART»

lankuna, JI. C.,
XKnanos, P. A.

MPaKTUKYM

rocyAapCTBEHHBIN
TYMaHUTapHO-
elaroru4eckuit
yHuBepcuret, 2018




ABTODBI,
COCTaBUTEIU

3arnnaBue

I/I3I[3.T€HI>CTBO, rog

bubauoreka /
KomuecTBo

Iunos, A. K.

VYnpaeienue HHPOPMAIIMOHHOI 6€30M1aCHOCTBIO:

yueOHOe nocobue

PoctoB-Ha-/lony, Taranpor:
WznarensctBo FOxHOTO
(benepaiabHOTO
yHuBepcureta, 2018

9BC «IPR SMART»

Ky6amesa E. C.,
Manamxkesnu U. A.,
Yexynaesa E. H.

Wudopmarika 1 BEIYACIUTEIbHAS TEXHUKA.
HudopmanronHas 6e300acHOCTh
ABTOMAaTH3UPOBAHHBIX CUCTEM: Y4eOHO-
METOJJMYECKOE ITOCOOUE K MPOXOXKICHUIO
HPOM3BOACTBCHHOM NMPAKTUKU: y4eOHO-
MeToJH4ecKoe ocooue

Womkap-Ona: [ToBomkckuii
rOCyHapCTBEHHBIN
TEXHOJIOTMYECKUH
yausepcuret, 2019

OBC «YHuBepcureTckas
OuOIMOTEKa OHJIAHY

BUT. buznec & MHpOpMaOHHBIE TEXHOIOTHHI:

JKypHaI

Mocksa: Ilonoxesen u
naptHepsl, 2019

OBC «YHuBepcureTckas
OubnmoTeKa OHIANH»

5.2. IIpoeccnonanbHbIe 6a3bl JAHHBIX U HH(OPMAINOHHBIE CIPABOYHBIE CHCTEMBI

MNudopmanmonnas crnpaBoyHas cucrema "Koncynsrantllmoc"

baza nannbix denepaiabHO CITy)KOBI O TEXHUYECKOMY U 3KcriopTHOMY KoHTpoutto (DCTIK Poccun) https://fstec.ru/

basza maHHBIX MEHCTBYIOMMX CTaHIAApTOB IO Hampaeienuto "MHpopmanmonnas bezomacHocTs" https://www.gost.ru/portal/gost/home/
standarts/InformationSecurity

5.3. [lepeyenn MporpaMMHOro odecredeHust

Onepanuonnas cucrema PEJ] OC
LibreOffice, Kali Linux

5.4. y‘leﬁHO-MeTO}ll/l‘IECKI/le MaTepuaJbl 1151 06y‘lalOIIIl/IXCﬂ C OrpaHUYE€HHBIMHU BO3MOKHOCTHAMM 3/10POBbA

IIpu HEOOXOAMMOCTH 1O 3aSBICHUIO 00YYAIOIIETOCS ¢ OTPAaHHMYCHHBIMHA BO3MOXKHOCTSAMH 340POBbS yUeOHO-METOIUUECKHE MAaTEPUAIIbI
HPENOCTaBIAIOTCS B (hOpMax, aJanTHPOBAaHHBIX K OIPAHMYEHHSM 30POBbS M BOCHPHUATHA MH(popManuu. s ML ¢ HapyIICHUSIMH
3peHus: B Gopme ayauodaiiia; B meyaTHOH GopMme yBENHUeHHBIM MpH(TOM. 11 JIHI] ¢ HApYIICHUAMH CIyXa: B (hopMe IEKTPOHHOTO
JOKyMEHTA; B Ie4aTHOH ¢opme. J[is uIl ¢ HapymIeHUSIMHA OIIOPHO-JBUIATEIIFHOTO ammapara: B ()opMe 3JIeKTPOHHOTO JOKyMEHTa; B
neyaTHou opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHUE IUCIIUITJINHBI

IMomemenust s BceX BUAOB padoT, MPEIXyCMOTPEHHBIX YYEOHBIM IUTAaHOM, YKOMIICKTOBAaHBI HEOOXOOMMOW CHEIHAIM3HPOBAHHON
y4eOHOIT MeOeIbI0 U TEXHHYECKUMH CPEICTBAMH 00y ICHUSI:

- CTOJIBI, CTYJIBS;

- MEPCOHATBHBIN KOMITBIOTEP / HOYTOYK (TMTIEPEHOCHOI);

- POEKTOP;

- 9KpaH / HHTEepaKTUBHAS JJOCKa.

IMomemeHust AT CaMOCTOSTEIBHON PabOTHl 00YYAIOIINXCS OCHAIICHBI KOMITBIOTCPHOH TEXHUKOW C BO3MOKHOCTBIO TONKITIOUYEHHS K
cetn "MHTepHET" M1 0OECTIEUCHNEM JIOCTYTIA K SJIEKTPOHHON HH(DOPMAIIMOHHO-00pa30BaTeIbHON cpee.

7. METOAUYECKHUE YKA3ZAHUSA JJIS1 OBYYAIOIIUXCSA 11O OCBOEHHUIO JTUCITUITJINHBI

Meroandeckue yKa3aHHS 10 OCBOSHHIO AUCIUIUIIHEI peicTaBieHs! B [Ipunoxennn 2 k pabodeil mporpaMMe JTUCIIUIIIHHEL




OOHJ ONEHOYHBIX CPEJACTB
1 Onucanue nokasaresieii ¥ KpUTEpPHEB OLCHUBAHMS KOMIICTEHUMI HA pa3IMYHBIX 3Tanax ux (popmuposanus,
ONMCAHNUE IIKAJ OLlCHUBAHUS

1.1 TlokazaTtenu u KpUTCpHUU OLICHNBAHUA KOMHGTCHHHﬁ:

IIpunoxenue 1

3VH, cocrasisrolye
KOMIIETEHIINIO

IToka3aTenu onleHUBaHUSA

Kpurepuu orienuBanus

Cpencrsa OIlCHUBaHUS

OIIK-5: CtocobeH HHCTaUTHPOBATh M COMMPOBOXKIATH MPOTPaMMHOE o0ecTiedeHe HHPOPMAITMOHHBIX CHCTEM U 0a3
JTAHHBIX, B TOM YHCJIC OTCYSCTBEHHOTO IPOUCXOKICHHS, C YI€TOM HH)OPMAIIMOHHON 0€301aCHOCTH

3HATH - IPUHITATIBI
paboTHl COBPEMEHHBIX
TEXHOJIOTHI oOecredeHus
WHPOPMALTUOHHON
0e301acHOCTH MPH
peleHun 3a1a4
npoecCuoHaIbHOMN
JeSITENbHOCTH

OmnuceiBaeT crocoObl peIeHus!
CTaH/APTHBIX 33124

PO eCCHOHATTEHOM
NesITeNbHOCTH B 0071aCTH
WHPOPMALTHOHHON
0€30IacHOCTH TIPH
(hOpMUPOBAHUHU CHCTEMBI
3alIUTHl THPOPMAITUH TTPU
OTBETE HA BOIPOCHI

ITonusli, pa3BEPHYTHIN
OTBET Ha MOCTaBJIECHHBIN
BOIIPOC, U3JI0KECHHE
MaTepuana pHu OTBETE —
TPaMOTHOE U JIOTHYECKU
CTpoitHOE

Bompocsr k sx3ameny (1-
19), nmpakTuko-
OPHEHTHUPOBAHHBIE
3aJlaHus K 3k3ameny (1-
23), ompoc (1-57),
IIPAKTUKO-
OpPHCHTHUPOBAaHHBIE
3ananus (1-8)

YMeTsb - pemath
CTaH/apTHBIC 3a/1a91
npoecCuoHaIbHOMN
JEATEITLHOCTH C YIETOM
TpeboBaHUi
WHPOPMALTHOHHON
0e30macHOCTH

AHaMM3UpyeT COCTOSTHIE
CHCTEMBI 3alIUTHI HH(POPMAIIHH,
BBIABICT €€ YA3BUMBIC MCCTA U
OIIpe/IeNIsIeT HAaIPaBJICHHS ee
COBEPIICHCTBOBAHUS IIPH
BBITTOJIHCHUU ITPAKTUKO-
OPHUEHTUPOBAHHOIO 3aJaHUs

[lonHoTa W HPaBUIBHOCTH
peLeHus MPAaKTHUKO-
OPHUEHTUPOBAHHOTO 3aJaHUs
3aJaHUs

Bompocsr k sx3ameny (1-
19), mpaxTuko-
OPHUCHTUPOBAHHBIC
3a/aHus K dk3ameny (1-
23), onpoc (1-57),
NPaKTHUKO-
OPHUCHTUPOBAHHBIC
saganus (1-8)

Bnanetr - HaBBIKaMu
HCIIOJIB30BaHMs CIIOCO00B
Y CPEJICTB 3alUThI
nH(GOPMAITUH TIPH
peleHnH 3a/1a4
npoecCuoHaIbHON
IEATEILHOCTH

Hcnonb3yer meToasl U cpencTsa
3alIUTHl MHPOPMAITUH B
COOTBETCTBHH C TPABOBBIMU
HOPMAaTUBHBIMH aKTaMH U
HOPMAaTUBHBIMH METOJHMYECKHUMU
noxymenTamu @Cb Poccun u
OCTIK Poccun mpu
BBINOJIHEHUHU TTPaKTHKO-
OpPUEHTHPOBAHHOTO 33/1aHUS

O060CHOBaHHOCTb U
MPaBUIIBHOCTH OOpaIleHHs
K HOPMaTUBHBIM
MCTOYHUKAM, METOJaM H
Cpe/ICTBaM IIpH
BBITTOJIHEHUHU TPAKTHKO-
OPHEHTHPOBAHHOTO
3aaHus

Bompocsr k sx3ameny (1-
19), npakTHKo-
OPUCHTHPOBAHHBIC
3a/1aHus K dk3ameny (1-
23), onpoc (1-57),
PaKTHUKO-
OpUCHTHPOBAHHBIC
saganus (1-8)

1.2 IlIkabl OLlEHUBAHUS:

TGKYI]_IHﬁ KOHTPOJIb YCIICBACMOCTHU U MPOMCEIKYTOYHAA aTTECCTALIUA OCYILICCTBIICTCA B paMKax

pelitraTOBOM crictembl B 100-0amipHOM 1mIKane:
84-100 6aioB (OlEHKA «OTIUUHO)

67-83 GaioB (OIEHKA «XOPOIIIO)

50-66 6anoB (OIEHKA «YAOBIETBOPUTEIHLHOY)
0-49 GamoB (OleHKA «HEYIOBJICTBOPUTEIILHO)
2 TunoBble KOHTPOJIbHBIE 3aJAHUSI MJIV HHbIE MAaTePHAJIbI, HEOOXOIUMBIE JUIST OIIEeHKH 3HAHMI, yMEHHUI1, HABBIKOB
U (MJIH) ONMBITA AeATeILHOCTH, XapaKTePU3YWINHUX 3Tanbl (JOPMUPOBAHHS KOMIETEHIHII B Mpolecce OCBOEHUSs
o0pa3oBaTeJIbHOM NPOrpaMMbl

ogakrwndE

Bonpocsl k 3k3amMeHy

CoJIep’KaHNEe OCHOBHBIX 3TAIOB (TAKTHK).

HAKOIHUTEILHON 0aIbHO-

[Nonsitue u Bunbl nHGOp™Maruu. Bunsl 3amuniaemoit nadpopmaiiuu. OCHOBHBIE TOAXOIBI B 3alIUTEe HHOOPMAITUH.
VYrpo3ssl. Bujbl v ki1accudukanus yrpos.
VYsa3BumocTu. Buabl ysi3BUMOCTEH, OUCK U BBISBICHUE YSI3BUMOCTEH.
Artaka. OCHOBHEIE BUJIbI KOMIIBIOTEPHBIX aTaK, X KJIACCH(UKAIIHSL.
AKTHBHBIC U TaCCUBHBIC aTaku. BUbl peaiu3aliuu aTax.

Monens noctpoenus ataku Cyber Kill Chain. Matpunia MITRE ATT&CK. [Ipennasnavenue, cocTas,




7. Kommbrorepasie Bupychl. BUapl KOMIBIOTEPHBIX BUPYCOB. METOAMKH OOHAPYKEHUS U 3aIIUTHI OT
KOMITBIOTEPHBIX BUPYCOB.

8. [NaponbHas 3amuTa. [laponbHbIe METO/IBI ayTEHTU(UKAINY [T0JIb30BaTeneld. OCHOBHBIC ()aKTOPHI, BIUSIONINE HA
KPUNTOCTOMKOCTD MapoJIsl.

9. Crioco0b! uaeHTuUKaIUA 1 ayTeHTUhUKauy (mojib3oBaTeiieit). JIByxdakropHas 1 MHOTO(haKTOpHas
ayrenTudukausa. Criocoosl 00X0/1a ayTeHTU(UKALINY,

10. Bunet v criocoObI peasin3anyy mapoiibHbIX aTak.

11. [Tepconanbubie nannbie (I1/{H). Buas mepcoHanbHBIX JaHHBIX. CITOCOOBI 00paOOTKH MEPCOHATBHBIX TaHHBIX.
12. 3ammra nepcoranbHbIX JaHHBIX ([1JIH). Yponu 3amumennoctyu I1/1H.

13. Kpunrorpadus. Kpunrorpadudeckue Kioun ¥ anroputMbl. Bunel mmdppoBanus.

14, Onextponnas nmoanuck (O11). Buasr u npennaznayenne DI1. [Ipuaimm GyHKIMOHUPOBAHUS, TOPATOK BRIIAYN
OIL

15. Kputnueckas nadopmanmonnas uappactpykrypa (KNMN) — 00beKThI, CyObEKThl, KpUTEPHH, ONPEACTISIOIINe
npuHaanexHocts k KUU.

16. ConeprkaHre 1 IOPsIOK 3TaroB kKateropupoanus KM, Kpurepun u mokazaTem 3HAYUNMOCTH.

17. I'ocCOIIKA. Ilpenna3zHauenue, pelaeMble 3aJa4d U HarpasieHUE ACATETbHOCTH.

18. OcHoBHbIe nporpaMmMHo-anmnapaTHsie cucteMbl ['ocCOIIKA. CocrtaB, npegHazHauyeHue.

19. SIEM-cucrema. IIpeanasnaueHue, mpuMEeHEHHE, OCHOBHBIC PEIIacMbIC 3a1a4H.

HpaKTI/IKO-OpHeHTI/IpOBaHHI)Ie 3aJaHUA K IK3aMEHY

1. [Tpoananu3upyiiTe 3aKOHOAATEIBCTBO, PETYIUPYIOIIee JTUIECH3UPOBAHNE B 00JIACTH 3aIIUTHI HH()OPMAIIUH.
2. Ommiure nporeaypy NOTyYeHHUS JTMIEH3UN Ha OKa3aHUE YCIyT B 00JIaCTH 3alUThl HH(OPMAIIHH.

3. PazpaboraiiTe nan qe#cTBHIA IO TOATOTOBKE U TIOAa4Ye JOKYMEHTOB JJIs TMIICH3UPOBAHUSI.

4. Onuiure npoueaypy NOTyUYeHHUs JTUIIEH3UH Ha OKa3aHUE YCIYT B 00JIaCTH 3alUThl HHPOPMAIIHH.

5. PaspaboraiiTe ruran AecTBUH MO IOATOTOBKE U M0J/Ia4e JOKYMEHTOB IS JINIIEH3UPOBAHUSI.

6. Omnpenenure CymHOCTb U COACPKaHHE KOMMEPUYECKON TallHBI B COOTBETCTBHH C 3aKOHOATEIHCTBOM.

7. Onuiure npasa U 00SI3aHHOCTH CTOPOH MPH OXpaHe KOMMEPYECKOW TaliHBI.

8. PaspaboraiiTe mporieaypy onpeneneHus CIIcKa CBeeHHA, COCTABIISIONMINX KOMMEPUECKYIO TalHY.

9. OnummTe mpaBa 1 00s13aHHOCTH CyOBEKTa IIEPCOHANBHBIX JAaHHBIX U OllepaTopa, 00pabaThIBArOIIEro
MepCOHANBHBIC TaHHbIE.

10. PazpaboraiiTe mporieaypy 3alIUThI IEPCOHANBHBIX JaHHBIX B OPTaHU3AIIH.

11. Pazpaboraiite monoxxeHue 06 06paboOTKe ¥ 3aIIUTe MEPCOHANBHBIX JaHHBIX B OPTaHU3AIIH.

12. Onwuimre opraHu3allnOHHBIE MEPONPUSTHS, HeOOXOAUMBIE JIJIsl 00ECTIeYeHUS 3aIUTHl HHPOPMALIUH.
13. Pazpaboraiite npoieaypy KOHTPOJISI COCTOSIHUS 3aIIUThl HHPOPMAITUH.

14. PazpaboraiiTe mporieaypy pa3pad0TKH MOJUTHKH O€30ITaCHOCTH TIPEIPUSTHSI.

15. Omnmmute TpeOOBAHMS K 3aIIUTE EPCOHANBHBIX TAHHBIX B 3JICKTPOHHBIX KOMMYHHKAIIHSX.

16. PaspabotaiiTe pekoMeHaMu 0 00eCIeUeHUIO 0€30IaCHOCTH Mepeiadu IePCOHAIbHBIX JIAHHBIX Yepe3
WNutepner.

17. PazpaboTaiiTe peKOMEHIAIHH 110 3aIIUTE NEPCOHANBHBIX JIaHHBIX B COLMAIBHBIX CETSIX 1 MOOMIIBHBIX
MPUIOKEHUSIX.

18. Onwumnte TpeOOBaHMUS K 3aIUTE IEPCOHATBHBIX JaHHBIX B 00JIAYHBIX CITy)0aX U OOJBINNX JaHHBIX.
19. PazpaboraiiTe pexomeHgaMN 10 00ECIEYeHHI0 OE30MACHOCTH MIEPCOHATBHBIX JAHHBIX B 00JaUHBIX
ciyx0ax 1 OONBIINX JaHHBIX.

20. Onwuinte TpeOOBaHMUS K 3aIUTE IEPCOHATBHBIX JaHHBIX B UCKYCCTBEHHOM MHTEIIEKTE, OMOMETPHH U
MHTEpHETE BEIIei.

21. PazpaboTaiiTe peKOMEHIAINHN 110 00eCTIeYeHHIO 0€30MaCHOCTH IEPCOHANBHBIX IAHHBIX B ICKYCCTBEHHOM
WHTEJUIEKTe, OMOMETPUN ¥ UHTEPHETE BElIeH.

22. Ommmute TpeOOBAaHMS K 3aIIUTE NEPCOHANBHBIX IAHHBIX B BHJICOHAOIIOICHHH.

23. PaspaboraiiTe pekoMEeHIaLMH 10 3alIUTE MEPCOHATBHBIX JaHHBIX B BUICOHAOIIOICHHH.

OK3aMEHAIIMOHHOE 3aJIaHhe BKIIOYAET 2 TEOPETHYECKMX Bompoca (pazmen «Bompockl K 3K3aMeHy») M 1 IPakTHUKO-
OPUEHTHPOBAaHHOE 3anaHue (dopMupyeTcs W3 TepedyHs 3allaHuif, NpEeJACTaBlIeHHBIX B pazmene «lIpaktuko-
OPUEHTHUPOBAHHBIC 33JIaHUS K DK3aMEHY»).

Kpurtepun oneHnBaHusi:

MakcuMalbHOE KOJHYECTBO OalIOB 3a 3Kk3aMeHanuoHHoe 3amgaHue — 100 (30 OamioB MakCUMadbHO 3a KaXIbId
TeopeTudeckuii Bompoc, 40 0aIoB MaKCHMaIbHO 33 IPAKTUKO-OPUEHTUPOBAHHOE 33JJaHUE).

Kpumepuu oyenugarnus 00no2o meopemuuecko2o 80npoca.

— 25-30 GayIoB BBICTABISAETCS CTYICHTY, €CIH HM3JIOKCHHBIN Marepuall ()aKTUYeCKH BEpEeH, MPOJIEMOHCTPHUPOBAHEI
rIyOOKHE MCUYEPIBIBAOIIUE 3HAHUS B 00beMe MPOHACHHON MPOTrpaMMbl B COOTBETCTBUH C TTOCTABICHHBIMU POTPaMMOI
Kypca HeJSIMH U 331a4aMi 00y4eHUs1, H3JI0KEHNUE MaTepHalla IIPU OTBETE - TPAMOTHOE U JIOTHYECKU CTPOHUHOE;



— 20-24 6ayyIoB BHICTABIISCTCS CTYJCHTY, €CJIM MPOJIEMOHCTPHUPOBAHBI TBEP/IbIE U IOCTATOYHO TIOJIHBIC 3HAHHS B 00BEMe
MPOIEHHOI MpOorpaMMbl TUCIUTUIMHBI B COOTBETCTBUHU C IEJSIMA OOYYCHUS; MaTepHai M3JI0XKEH JOCTATOYHO TOIHO C
OTJCIHHBIMH JIOTUYECKAMH U CTHJIMCTHYECKUMH TIOTPEITHOCTSIMHU;

— 15-19 GannoB BBICTABISIETCS CTYACHTY, €CIIM MPOAEMOHCTPUPOBAHBI TBEPbIC 3HAHHUS B 00beMe MPOUISCHHOTO Kypca B
COOTBETCTBHE C IEJSIMH OOydYeHHs, OTBET COAEPKUT OTHeNbHbIE OIIMOKH, YBEPEHHO HCIPABICHHBIE IIOCIIE
JIOTIOJTHUTENILHBIX BOTIPOCOB;

— 0-14 Gamia BICTaBISAETCS CTYACHTY, €CIM OTBETHI HE CBSI3aHBI C BOIPOCAMH, JOMYIICHBI IpyObie OMMUOKKA B OTBETE,
MPOJICMOHCTPUPOBAHBl HEMOHUMAHUE CYINTHOCTH H3JIaraeMoro BOINPOCA, HEYBEPEHHOCTh W HETOYHOCTh OTBETOB Ha
JOTIOJTHUTENIbHBIE ¥ HABOZSIIIE BOIPOCHL.

Kpumepuu oyenusanus npakmuxo-opuenmupo8aHHo20 3a0aHusl:

— 35-40 6aysI0B BBICTABIISIETCS, €CIIH 33/IaHUE PEIICHO MOTHOCTHIO, B IPEACTABICHHOM PEIICHUU 000CHOBAHHO MTOTYYCHBI
MPaBUIBHBIC OTBETHI.

— 25-34 Ganna BBICTABIISETCS, €CJIN 3aIaHKE PELICHO MOJTHOCTHIO, HO TIPH OTBETE JOMYIICHB HE3HAYUTEIbHbIE OITHOKH.
— 11-24 6ania BBICTABISACTCS, €CIIN 33J]aHUE PEIICHO YaCTHYHO.

— 0-10 GaysIoB BBICTABISIETCS, €CIIH PELICHUE HEBEPHO WIIM OTCYTCTBYET.

UtoroBeiii pesynpTar (OpMHUpYETCS M3 CyMMBl HaOpaHHBIX OaJIOB 3a BBIMOJHEHHE SK3aMEHAIMOHHOTO 3aJaHusl |
COOTBETCTBYET IIKaJe:

— 84-100 6a1oB (OLICHKA KOTIHYHO)

— 67-83 0am1oB (OlLIEHKA «XOPOIIIO»)

— 50-66 6amnoB (OLIEHKA «YIOBIETBOPHTEIHHO)

— 0-49 GannoB (OIIEHKA «HEYAOBIETBOPUTEIHHO)

Omnpoc
HNudopmarnus kak 0OBEKT IPaBOBOTO PEryIUPOBAHUSI.
Crpykrypa 3akoHOaTenbcTBa PD B 001acT MHPOPMAIMOHHOH 6€30MaCHOCTH | 3alUTH HH(POPMAIINH.
OcHoBHbIe nienu 1 MeTob! ooecnieueHus b PO. Mctounnku u Buas yrpo3 b PO.
OCHOBHBIC HaIpaBJieHUs 00ecTIeYeHHs MHGOPMAIMOHHOM O€30MMaCHOCTH U 3aIlUThl HH(popMalu B PD.
CTpyKTypa OpraHu3allMOHHON 3aIIUTHl HH)OpMAIIUH.
Buner nadopmarum, 3anumaeMoil 3aKOHO1aTeTbcTBOM PO.
[Nepevens cBeeHni KOHPHUIESHIIMATHHOTO XapaKTepa.
Opranun3zanyst paboThI CO CBEICHUSAMH, OTHECEHHBIMU K KOH(GHUACHIIMATHHOW HHPOPMAIHH.
[IpaBoBO#i pexuM 3aUThl KOHPHUISHITNATEHOW WHPOPMAIIHH.
0. VYrpo3sl yreuku HH)OpMALUH 110 TEXHUIECKUM KaHAIaM.
1. ®opmsl 3amuiaeMoit nHGOpMAaIUH.
12. OcHoBHBIE 00BEKTHI 3aIUTH HHPOPMAIIHH.
13. Knaccuduxkarys TEXHHIYECKUX KaHAIOB YTEUYKH HHPOPMAIIHH.
14. TexHuveckre MEPONPHUATHS 10 3AIIUTE HHPOPMAITUK OT YTEUKH TI0 TEXHHYESCKUM KaHaJlaM.
15. OpraHuzanoHHBIE MEPOIIPUSTHSI MO 3aIUTE HHPOPMALIUH OT YTEUKH M0 TEXHUUECKHM KaHallaM.
16. Kunaccuduxkarmu yrpo3 6e30macHOCTH HHGOPMAIH B MHHOPMAITMOHHBIX CHCTEMAX.
17. TpeOoBaHMs K OpraHH3AIMHU 3alIUTH HH(pOpMauu B HH()OPMAIIMOHHOHN CHUCTEME.
18. dopmuposanue TpeOOBaHMI K 3alIMTe HHPOPMALTUK B MTHPOPMAIIIOHHOM CUCTEME.
19. OGecneuenne 3anUTH HHPOPMALINN B XO/I€ FKCILTyaTalluid HHPOPMAIIMOHHON CHCTEMBI.
20. TpeOoBaHms K MepaM 3amUThl HHPOPMAIINH, COJepxKaleiics B HH)OPMAIMOHHON cUCTEME.
21. OmpenerneHue Kiacca 3alUIeHHOCTH HHOOPMAIIMOHHON CUCTEMBI.
22. JluneHsupoBaHue B 001aCTH 3alUTh HH(DOpMALIUK.
23. CtpyKTypa CHCTEMBI FOCYJapCTBEHHOTO JINLEH3UPOBAHUSL.
24. TlopsimoK MpOBeACHUS JTUIICH3UPOBAHUSI.
25. OcHOBHBIE JMIIEH3NOHHBIE TPEOOBAHUS U YCIIOBHS B 00JIACTH 3allIUTHl HHQOPMAIIHH.
26. IlepeueHb BUJOB AEATEILHOCTH B 00JIACTH 3aIMTHI HHOOPMALHH, MOJIEKALTNX JTUIIEH3UPOBAHHMIO.
27. CTpyKTypa CHCTEMBI CepTUDHUKALHH.
28. Tlopsiok MpoBeneHUsl CePTUPHKAIINN CPEJICTB 3alIUTHI HHPOPMAIHH.
29. CeprudukauroHHBIE UCTIBITAHHUS CPEACTB 3aIIUTHI HH)OpMAIIHH.
30. Tlopsimok oTHecenus: HHGOpMAMU K HHQOPMALIMH, COCTaBIIIONIEH KOMMEPUYECKYIO TaliHy, U €€ IPEAOCTaBIICHHUE.
31. TlousTre KoMMepueckoi TaitHbl. [IpaBoBoe obecrieueHre 3anuThl KOMMEPYECKOM TaifHEbI.
32. CsezeHnusi, COCTABISIIONIME KOMMepUECKyto TaliHy. CBeJleHHs, KOTOPbIE HE MOTYT COCTABIISITH KOMMEPYECKYIO TaiHY.
33. IlpaBa obnanaTesnst KOMMEPUECKOW TalHBI.
34. Opranuzanys 3aiuThl THGOPMAIMH Ha MPEANPHUITHH.
35. ObecnieueHne COXPaHHOCTH JJOKYMEHTOB, JIeJ U U3/IaHHH.
36. OO0s3aHHOCTH JIML, TOMYIIEHHBIX K CBEACHHUSIM, COCTABIISIOMINX KOMMEPUECKYIO TalHY.
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37. Opranuzanys KOHTPOJIA 32 O0ECIICUCHHEM PEKHMMa IMPH pabOTe CO CBEACHHSIMHU, COJACPIKAIIMMU KOMMEPUYECKYIO
TailHy.

38. O0s3aHHOCTH TIEpCOHAJA OpTaHU3aIMH M0 COXPAHCHUIO KOMMEPUYECKOW TaifHEbI.

39. Tlonutuka 6€30MACHOCTH NPEANPHUATHS KaK OCHOBA OPraHU3AIIMOHHOTO YIIPABICHHS 3aIIUTON HH(MOpMAIINH.

40. TlpaBa u 00s13aHHOCTH paOOTHHKA K PabOTOAATEIS 10 3aAIIUTE KOH(PHUIACHIIMATLHOW HH(POPMAIIIH.

41. OTBETCTBEHHOCTSH 32 HapylleHHe KOH(PHUICHINATEHOCTH HH(OpMAIHH.

42. TlpaBa u 00s13aHHOCTH CYOBEKTa NIEPCOHATBHBIX JJAHHBIX U OIIEPaTopa, 00padaThIBaIOIIETO EPCOHALHBIC JaHHEIC,
43. OpraHuzaiys 3amuThl NEPCOHATBHBIX TAaHHBIX B OPTaHU3allHH.

44. TInanupoBaHWE MEPONPHUITUH 11O OPraHU3aAIMOHHON 3amuTe HH)OPMAIMK HA TIPEATIPUITHH.

45. CTpyKTypa ¥ OCHOBHOE CO/CpKaHHE IJIaHa MEPOIIPHUATHI MO 3alIKMTe KOHPHUICHINAILHOH HHQOpMAIIHH.

46. OpraHuzanus aHAIUTHYECKOH paObOoThI B 001aCTH 3aIMThl HH()OPMAIIUK HA IIPEIIPHUITHH.

47. OcHOBHBIC 00BEKTHI H (DOPMBI KOHTPOJIS 32 COCTOSTHAEM 3aIIATH HHPOPMAITHH.

48. OcHOBHBIE 321241 ¥ METOABI KOHTPOJISL.

49. OcHoBHbIC HANPaBJICHUS aHATUTHYECKON pabOoTHI.

50. Opranuzanys ayauta HHGOPMAIIMOHHON 0€30MaCHOCTH MPEIIPUSATHS.

51. ®yHKIMM aHATUTUYCCKOTO TIOpa3IeiCHUs B 001aCTH 3alUThl HHOOPMAIIUU HA TIPEIIPUITHY.

52. OcHOBHBIE 3Tallbl AaHATUTUICCKON pa0OThI B 001aCTH 3aIMTH HHQOPMAIIUU HA TIPEIIPUITHY.

53. ConepxaHne U OCHOBHBIC BUJIbI aHATUTUICCKUX OTYECTOB.

54. Knaccubukarus METOIOB aHaIN3a HHPOpMAITHH.

55. KoMmbroTepHbI€ MPECTYIICHHSI B JIEKTPOHHON KOMMEPIIUH.

56. HudopmanmonHas 6€30MacHOCTh B IEKTPOHHOW KOMMEPITHH.

57. HOpuaunueckasi OTBETCTBEHHOCTh 332 HAPYIICHUE MPABOBBIX HOPM 3alIUTHI HH()OPMAIIHH.

KpuTtepuu oueHuBaHUsA:

MakcuManbHOE KOJTHUYSCTBO OAJIJIOB, KOTOPOE O0YYArOIIUICA MOXKET HabpaTh 3a cemecTp — 20 6ayuioB (3a 20 OTBETOB).
OTBeT Ha BOMPOC OICHUBACTCS:

— 1 6ay1 — npaBWIIBHBIN U TIOJHBIN OTBET;

-0 63JIHOB — HeraBI/UH)HI:Jﬁ OTBET WUJIK OTBCT HE IIPCACTABJICH.

IIpakTNK0-OpHEHTHPOBAHHBIE 3aJaAHUS
3ananue 1.
Pabora ¢ MCC "KoncynbranT Ilmroc": ba3oBeie cBoiicTBa OezomacHocTH mH(popmanuu. HopmaTuBHO-TIpaBoBasi 0a3a
(YHKIMOHUPOBaHUS CHUCTEM 3aiuThl HHpopmanuu. [IpaBoBas 3amuTa mporpaMMHOTO 00ECTIEYEHHUS] aBTOPCKUM TPABOM.
KoMmbroTepHsie mpecTymieHus 1 0COOCHHOCTH UX PacCiie0BaHUsL.
3aganue 2
Pabora ¢ UCC «Koncynsrantllnrocy, B/l ®enepansHoii ciy)Obl 10 TEXHUYECKOMY M dKCIOpTHOMY KoHTpoito (PCTIK
Poccun) https://fstec.ru/: @opmsl 3amumaemoi uapopmaiyu. OObeKThI 3aIuThl. OU3NUYECKUEe OCHOBBI BO3ZHUKHOBEHHS
TKYU. Knaccudukarnus TCP.

3ananue 3.

Pabora ¢ UCC «Koncynsrantllmoc», BJ] ®enepanbHoii iy Obl 10 TEXHUYECKOMY M 9KCHOPTHOMY KoHTpodto (PCTOK
Poccum) https://fstec.ru/: IlocTtpoeHune THUMOBBIX Mojenell yrpo3 OezomacHocTH wWH(pOpMmammu, oOpadaThIBaeMOi B
WHPOPMAITMOHHBIX CHCTEMaX.

3ananue 4.

Cucrema mudpoanus Lezaps. [Ludps nepectaHoBKH.

1. PeanuzoBare cucremy mudposanus Llesaps. Cucrema mmdpoBanus Llezaps, B KOTOPOM KaxIblii CUMBOJ B
OTKPBITOM TEKCTE CIBUTAETCS Ha ONPEAEICHHOE YHCIIO MO3UIMHI Brepes win Ha3al. PeannszoBats GyHkumu mmdppoBaHus
u nemrppoBaHUs TEKCTaA C UCIIOJIB30BaHUEM cHCTEMBbI ndpoBanus Llezaps.

2. PeanmzoBath mmdpe! mepecTaHOBKH, B KOTOPBIX MOPSIOK CHMBOJIOB B OTKPBITOM TEKCTE MEHSIETCS COTJIACHO
HeKoTopoi ¢pyHKuun. PeannzoBath QpyHKIMK KpOBaHUS U JEIIUPPOBAHUS TEKCTA C UCIIOIb30BaHUEM MINH(POB
MIEPECTAHOBKH.

3. PeanmuzoBats cucremy mmdposanus Lle3aps ¢ kirodom.

4. PeanmzoBark GpyHkimy mmudpoBaHus U IemM(POBAHUS TEKCTA C UCTIOIL30BAHUEM CUCTEMBI N POBAHUS
He3aps ¢ kimouom.

3ananue 5.

Peanuzanus nBycropoHHero ooMeHa kitoyeBod nHpopmanmeit. [lonsTue 1 Ha3HaUeHUE LEHTPaA PacHpeAeICHUs KI0UeH.
TpeboBanus Auddu n Xemnmana.

PeanuzoBath GyHKIUM JUIs TEHEPAIIMU TIPOCTHIX YHCEN M BEIYUCIICHHS HANOOJBILET0 00IIEro IeIUTeNsI.



1. PeanuzoBarh GyHKIMH TSI TeHEPALMK KIIIOYCBOM Iapbl 1 0OMEeHa KIII0UeBOi HH(POpMAIUEH ¢ UCIOIb30BAHUEM
nporokoia Juddu-Xemmmana.

2. Peanu3zoBath TecThI A QYHKIMN Te€HEpAIUK KIFOYEBOH aphl 1 0OMEHa KITFOUCBOW HH(GOPMAITUEH.
3. PeanuzoBath TecThl A1 GYHKINN I'eHEpalMy KJIYEBOM Mapsl 1 0OMEHa KIIIOUCBOM HH(POPMAIUCH.
3ananue 6.

Anroputm mudposanus RSA. Ilpouecc ¢popMupoBanus KIFOYEBOH Haphsl MoayvaresieM, IuppoBanre U AemudpoBaHie
coo0rmmeHui B Kpunrocucteme RSA.

1. Peanm3oBate (QyHKIMM I TeHEpalid MPOCTHIX YHCEN, BBIYMCICHHS HaWOOJBIIEro OOMEero JemuTens,
HaXOKACHHUSI 00paTHOTO AIIEMEHTA [0 MOIYJIIO.

2. Peanm3zoBath (yHKINH 1T TeHEpAMH KITFOYEBOW Napsl U mm(ppoBanus/ nemmdpoBaHns COOOIEHHI ¢
HCITONTb30BaHUEM anroputMa RSA.

3. PeanuzoBath TecThl A pyHKIMI TeHepaly KITIOUEBOH Mapbl 1 MH(POBaHUS/ I PPOBAHUS COOOIICHHUH.

3ananue 7.

dopMupoBaHHE MEPEYHS CBEJIEHUI, COCTABIAIONINX KOMMEPUYECKYIO TailHy.

1. BribepuTe BBIMBIIICHHYIO KOMITAHHIO, JUIsI KOTOPOH OyneTe popMUpOBaTh MEepedeHb CBEJCHUMN, COCTABIISIOMINX
KOMMEPYECKYIO TallHy.

2. Omnuimre BUIBI CBEICHUH, KOTOPBIE MOT'YT COCTABIISITh KOMMEPUYECKYIO TalHY AJIsl BHIOPAHHONW KOMITaHHH.

3. CocraBbTe nepedeHb CBEACHHUI, COCTABISIONINX KOMMEPUECKYIO TaiHy, A7l BHIOPaHHOW KOMITAaHHH.

4. OdopmuTe pe3ynbTaThl B BUAE OTYETA

3amanue 8.
Pa3zpaboTka noauTHKN 0€30MaCHOCTH MPEIIPUSITHS.

Onpenenure EIU U 33]]a94 TOJUTUKY 0€30IIaCHOCTH TIPS IIPUSTHS.

Onummre Mepsl 1o 3amuTe HHGopMaIuy, COOCTBEHHOCTH U TIEpCOHAIIA MPEIIPUSITHSI.

Pa3paboraiiTe mporienypbl OTBETa Ha YTPO3bl 0€30TTACHOCTH TIPEIPHUSATHS.

. OdopmuTe pe3ynpTaTsl B BUAE JOKYMEHTA MOTUTHKU 0€30TIACHOCTH MTPEITPHUSTHS.

Kputepun ouennBanus:

MaxkcruManbHOE KOJIMYECTBO 0aIIOB, KOTOpOe OO0ydaromuiics MokeT HaOpath 3a cemecTtp — 80 OaiioB (3a 4 3amaHus B
CeMecT)).

Kaxnoe 3aganue oneHuBaeTcs:

— 20 GayuIoB. — 3a/IaHUE BBIIIOJHEHO BEPHO;

19-14 GannoB. — npu BHIMOJHEHNUH 3a/1aHKsI ObUTH JIOMYIIIEHBI HETOYHOCTH, HE BIHUSIONINE HA PE3YIIbTAT;

13-6 GayTOB. — MPU BBHIMIOJHEHUH 33JaHUS ObLUTH JIOMYIICHBI OIIHMOKH;

5- 1 GaJiI0B. — IIPH BBINIOJTHEHUH 33J[aHusI ObLIH JIOMYIIECHbI CYIIECTBEHHBIC ONIHOKH;

— 0 GayyIoB. — 3a/1aHKE HE BBITOTHEHO.

3 MeToauuecKkne MaTePUAIbI, ONPe/eIsSIIONIAE MPOIeTYPhl OIeHUBAHUS 3HAHU, yMeHUIl, HABBIKOB U (MJIN) ONBITA
NesITeJIbHOCTH, XapaKTepHU3yIIHX 3Tanbl GOPMUPOBAHUSA KOMIETEHIIHIt

[pouenypsl OlleHUBaHMSI BKITIOYAIOT B c€0sI TEKYIIMI KOHTPOJIb ¥ TPOMEXYTOUHYIO aTTECTAIHIO.

Texkymmii KOHTPOJIb yCIIEBAGMOCTH IMPOBOJUTCS C HCIOJIB30BAHHMEM OIICHOUHBIX CPEJCTB, NMPEACTABICHHBIX B II. 2
JNAaHHOTO TIPWIOXKEHHS. Pe3ynbTaThl TEKYIIEro KOHTPOJS JIOBOISATCS JI0 CBEICHHS CTYJIEHTOB A0 IPOMEKYTOUHOM
aTTecTaluu.

IIpomesxyToUuHasi aTTECTAIMS MPOBOIUTCS B JOPME IK3aMEHA.

DK3aMeH NPOBOIUTCS IO PACIUCAHUI0 TPOMEXKYTOUYHOW arTecTalMd B YCTHOH Qopme. KommdecTBo BOmpocoB B
SK3aMEHAIMOHHOM 3a/laHun — 3 (2 TeopeTnyeckux, | MpakTHKO-OpPUEHTHPOBAHHOE 3a/laHue). Pe3ynmpTaThl arrecTanun
3aHOCATCS B BEJJOMOCTh W 3a4E€THYIO KHIDKKY cTyaeHTa. CTyIeHTHI, He MPOUIEIINe MPOMEKYTOUHYIO aTTECTAIUI0 10
rpaduKy, TOJDKHBI THKBHHPOBATH 3a/I0JDKEHHOCTh B YCTAHOBIICHHOM MOPSIJIKE.

PR



IIpunoxerHue 2
METOIUYECKHUE YKA3AHHWS IO OCBOEHUIO JUCHUIIJINHBI

Y4eOHBIM MIaHOM TPETyCMOTPEHBI CIIEIYIONINE BUIIbI 3aHATHIA:

- JICKIINH;

- IPaKTUYECKHE 3aHATHS.

B Xome nmeKknnOHHBIX 3aHATHH PacCMAaTPHBAIOTCS OCHOBHBIE MOHSTHA B 00JacTH WH(GOPMAIMOHHOW O€30macHOCTH
3amuTel MH(GOPMAIMH, METOIbl OOHApY>KEHHS W OpPraHW3alW{ IMPOTHUBOJEHCTBHS aTak Ha HWH()OPMAIMOHHEIE CETH,
TpeOOBaHU MO 3amuTe KOHOUACHIMAILHON MH(OpMALWH, NAIOTCS PEKOMEHIAIMU IJIi CaMOCTOSTEIbHOW paboThl H
MTOATOTOBKU K IPAKTHIECKUM 3aHITHSM.

B xozxe mpakTHuecKuX 3aHATHIA YIIIyOJNSIOTCS W 3aKPETUIIOTCS 3HAHUS CTYJEHTOB IO PSAY PACCMOTPEHHBIX Ha JIEKIHSIX
BOIIPOCOB, Pa3BUBAIOTCS HABBIKH PELICHUS 3a/1a4 M0 3aIIUTe WHPOPMAITHOHHBIX O0BEKTOB.

[Ipu moAroToBKe K MPaKTUYECKUM 3aHATHAM KaXKABIN CTYIEHT TOJIKEH:

- I3YYHUTH PEKOMEHJIOBAaHHYIO YI€OHYIO JTUTEPATYPY;

- U3yYUTh KOHCIICKTHI JICKIUH;

- 03HAKOMUTHCS C OMMCAHUEM MPAKTHYECKOH padoThI;

B mporecce moAroTOBKY K MPaKTHYECKUM 3aHITHSAM CTYACHTHI MOTYT BOCIIOJIB30BATHCS! KOHCYIBTAIMSIME MPETT01aBaTEIS.
Bompocel, He paccMOTpeHHBIE Ha JEKIUSIX W MPAKTUYECKUX 3aHATHSX, MOJDKHBI OBITh M3yUeHBI CTYyIEHTaMH B XOe
CaMOCTOSITEIbHON paboThl. B Xome camocTosATensHON paboThl KaXIbli CTyIEHT 00s3aH MPOYUTATH OCHOBHYIO H, MO
BO3MOXKHOCTH, JIOTIOJTHHUTENBHYIO JHUTEPaTypy IO W3y4aeMOil Teme, NOTOIHHUTH KOHCIIEKTHI JIEKIMA HEIOCTAIOIUM
MaTepraIoM, BEIIICKAMH W3 PEKOMEHOBAHHBIX NCTOYHUKOB. BBIIETUTh HETIOHSITHBIE TEPMUHBI M HAWTH WX 3HAYCHHE B
SHIMKJIONEINYECKUX CIOBapIX.

JIJ1g MOATOTOBKYU K 3aHATHUSAM, TEKYIIEMY KOHTPOJIIO M MPOMEXYTOUYHOM aTTeCTalluu CTYAEHTHI MOTYT BOCIOJIb30BaThCs
ANIEKTPOHHO-OMOIMOTEYHBIMU crcTeMaMu. Takke oOydaromiuecss MOTYT B3STh Ha JOM HEOOXOIMMYIO JUTEpaTypy Ha
aboHEeMEeHTe YHUBEPCUTETCKON OMOIMOTEKH WIIM BOCIIONB30BATHCS YHTAILHBIMH 3aJIaMH.
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