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1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 |IIpunobpererne 3HaHWH B 00MacTH WH(GOPMAIMOHHON O€30MacHOCTH W 3alUTHl HWH(OpPMAIMKM IO OpPTaHU3A[MOHHO-
MIPaBOBOM 3alUTe KOMMEPYECKOH, Ciy:keOHOH, NpodecCHOHATBHON TalHbI, MEePCOHATBHBIX NaHHBIX; (OPMHUPOBAHUE
YMEHHH M TPAKTUYECKUX HABBIKOB I10 MPaBOBOMY, OpraHM3alMOHHOMY W TEXHHYECKOMY OOECIICUCHHUIO 3aIlUThI
nHpOPMAIIHN TIPH PEIICHUH 3a1ad MPo(eCCHOHATBHON e TENEHOCTH.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUA TN CHUIIJINHBI

OIIK-3: cmoco0eH pemaTbh CTaHAAPTHbIe 3aJa4d NPogecCHOHAILHONH AesTeIbHOCTH Ha OCHOBe HMHGOPMALMOHHON U
OouOMorpaguyeckoii KyabTypbl ¢ NpHMeHeHHeM HHGOPMANHOHHO-KOMMYHHKALIMOHHBIX TEXHOJIOTMI M € y4eTOM OCHOBHBIX
TpeOGoBaHM HH(POPMALMOHHON 0e30MacHOCTH

B pe3yibTarte ocBOeHUS IMCHUIIIMHBI 00Y4AIOLIMIICS JOJIAKEH:

3HaTh:

- OPUHIUIBI PabOThl COBPEMEHHBIX TEXHOJOTHH obecriedeHuss HHPOPMAIMOHHON OE30MacHOCTH IPU  PEIICHUH  3a1adq
podecCHOHATFHON TesATeNbHOCTH (cooTHECeHO ¢ mHauKaropoM OITK-3.1).

YMmeTh:

- pcfuiartb CTaHJAapTHBIC 3adaqu HpO(l)eCCHOHaJTBHOﬁ ACATCIBHOCTU C YUCTOM Tpe6OBaHI/II71 I/IH(i)OpMaHI/IOHHOI\/'I 0€30I1aCHOCTH
(cootreceno ¢ naaukaropom OIIK-3.2).

Binagern:

- HaBBIKAMHU HCIOJB30BaHUS CIOCOOOB M CPEICTB 3alIMTHI WHGOPMAIMH IMPH pPENICHUM 3amad MpodeCCHOHATFHON AeATEIIbHOCTH
(cootreceno ¢ uaaukaropom OIIK-3.3).

3. CTPYKTYPA U COAEP KXAHME JUCHUIIJINHBI

Pa3nen 1. Cucrema 3ammThl 1aHHBIX B Poccuiickoii @enepannu

Ne HaumenoBanue Temsbl / Bua 3ansatus C/elnél;c;p Yacos KON:;:;:eH_ JlutepaTtypa
JI1.1, J11.2, JI1.3,
BBopnas nexkums. BaxHOCTh 3amuThl MHPOPMAMA B COBPEMEHHOM
1.1 |mupe. KiroueBple mnpuHUMIBI —oOecreyeHduss HHPOPMAIMOHHOM 5 2 OIIK-3 1.4, 1.5, 2.1,
oe3onacHocTH / Jlek / 2.2, 712.3, J12.4,
JI2.5
JI1.1, J11.2, JI1.3,
12 Bunpsl uwHboOpManu B 3aBUCUMOCTH OT €€ COJepXaHHs, IO0CTYIIa, 5 ) OITK-3 JI1.4,J11.5, JI2.1,
’ ob6mamarens / Jlex / J12.2,J12.3, J12.4,
JI2.5
JI1.1, J11.2, JI1.3,
JI1.4, J11.5,J12.1,
1.3 | OcHoBHBIE MOZIENH 3aITUTHI HHPopMauu. / Jlek / 5 2 OIIK-3 122, 123 2.4,
JI2.5
JI1.1, J11.2, JI1.3,
1.4 W3yueHre OCHOBHBIX TOJIOKEHHH MO 3amure uHopManuu: JJokTprHa 5 5 OIK-3 JI1.4, J11.5,J12.1,
" | mrbopManmoHHOI 6e3omacHOcTH Poccuiickoit denepannm. / Cp / J12.2,J12.3, J12.4,
J2.5
OcHoBHble mONOkeHHss @enpepanpHOoro 3akoHa "OO6 wH(OpMarwH,
MH(GOPMAIIMOHHBIX TEXHONOTHAX W O 3amure uHopMmamuu" ot JI1.1, J11.2, JI1.3,
15 27.07.2006 N 149-®3. OcHOBHBIE MNPUHLIUNBI W TpeOOBaHUSA K 5 4 OIK-3 JI1.4,J11.5, JI12.1,
’ CHCTEME 3allIMThI JTAHHBIX. J12.2,J12.3, J12 .4,
Pony ¥ OTBETCTBEHHOCTh YYaCTHUKOB CHUCTEMBI 3alllUTHl JTAHHBIX. / JI2.5
Cp/
JI.1, JI1.2, JI1.3,
N . JI1.4, JI1.5, J12.1,
1.6 | BeimosHeHue 3ananuii ¢ ucnons3oBanueM LibreOffice. / Cp / 5 4 OIIK-3 2.2, 2.3, 2.4,
JI2.5
Paznen 2.
OcHoOBBI 321U THI HH(POBBIX JAHHBIX B KHOEPIIPOCTPAHCTBE
Ne HanmeHoBanue TeMbl / Bua 3ansitus C/ell\él;lc)zp Yacos KONII::Ie“TEH- Jlutepartypa
21 IMonsatne w Buabl yrpo3  WHPOPMAHMOHHON  OE30MacHOCTH. 5 2 OITK-3 JI1.1, J11.2, JI1.3,
’ Vsa3BuMocTH. YpaBiaeHue ys3BUMOCTIMH. / JIek / JI1.4,J11.5, JI2.1,




J12.2,J12.3, J12.4,
J2.5
JI1.1, J11.2, J11.3,
Kommerorepupie araku. Bumsl W kimaccuuKanys KOMITBIOTEPHBIX JI1.4,J11.5,J12.1,
2.2 arak. / Jlek / > 2 OIIK-3 J2.2,12.3, 12 .4,
2.5
JI1.1, J11.2, J11.3,
. JI1.4, J11.5, J12.1,
2.3 | Opraumzanus naposnbHoi 3auutsl. [Taponbheie araku. / Jlek / 5 2 OIIK-3 2.2, 2.3, 2.4,
2.5
JI1.1, JI1.2, J11.3,
24 [IpoBepka HamEKHOCTH TMAPOJBHOW 3alllMTBI C  KCIOJIB30BAHHUEM 5 3 OITK-3 JI1.4, J11.5,J12.1,
" | Bcrpoennsix nHCTpYMeHTOB Kali Linux. / IIp / J12.2,J12.3, J12.4,
2.5
JI1.1, JI1.2, J11.3,
W3ydeHre OCHOBHBIX HMHCTPYMEHTOB JJIsl BBISBJICHHS YSI3BHUMOCTEH. / JI1.4, J11.5,J12.1,
23 Ip/ > 8 OIIK-3 J12.2,J12.3, J12.4,
2.5
JI1.1, JI1.2, J11.3,
26 OCHOBHBIC THITBI YTPO3 W HX Kiaccu(uKanusa. YTpo3bl 0€30MacHOCTH 5 5 OIK-3 JI1.4, J11.5,J12.1,
’ 00aunbIX cepBucos. / Cp / J12.2,J12.3, J12.4,
J2.5
. JI.1, JI1.2, JI1.3,
Krnaccnduxamms ysa3BEMOCTeH. VYSI3BUMOCTH OIEPAI[IOHHBIX CHCTEM,
2.7 |npunoxxeHui. 5 2 OIIK-3 o114, 7115, 2.1,
J12.2,J12.3, J12.4,
ceTeBoro 000pyAoBaHus U MPOTOKOIOB. / Cp / 5
Kommbrotepable araku Ha OECHPOBOJHBIE CETH U MOOMIBHEIE JI1.1, J11.2, JI1.3,
YCTpOKCTBA. JI1.4,J11.5, JI12.1,
2.8 ATaku Ha BeO-TIPUIIOKEHHS U 0a3bl TaHHBIX. > 2 OIIK-3 J12.2,J12.3, J12 .4,
ATaKy Ha CHCTEMBI YIPaBJICHHU JOCTyIIoM u napoisimu. / Cp / J2.5
JI1.1, JI1.2, JI11.3,
. . JI1.4, J11.5, J12.1,
2.9 |Bemonnenue 3ananuii ¢ ucnonbzoBanueM LibreOffice. / Cp / 5 4 OIIK-3 2.2, 2.3, 2.4,
J2.5
Paznen 3. KomnbiorepHbie BUpychl. OCHOBHBbIE IPMHIUIIBI JeTEKTHPOBAHMSI BPEIOHOCHOI0 IPOrPaMMHOI0 o0ecnie4eHust
(BIIO)
Ne HaumenoBanue Temsbl / Bun 3ansatus C/ellglc)zp Yacos Kow:ll:;:eﬂ- Jlutepatypa
JI1.1, J11.2, J11.3,
3] Bunbl 1 uctopus pasBUTHS KOMIBIOTEPHBIX BHUPYCOB. COBpEeMEHHBIC 5 5 OIK-3 JI1.4, J11.5,J12.1,
" | TeneHIMH IPUMEHEHNS KOMITBIOTEPHBIX BHPYCOB. / JIek / J12.2,J12.3, J12.4,
J2.5
JI1.1, JI1.2, J11.3,
[MpuHwI paboTHI AHTHBUPYCHBIX IIpOTpaMM. Crroco051
JI1.4, J11.5, J12.1,
3.2 | meTexTHpOBaHHSA BPEIOHOCHOTO mporpamMmHoro obecmeuenus (BITO) / 5 2 OIIK-3
Tex / J12.2,J12.3, J12.4,
J2.5
JI1.1, J11.2, JI11.3,
33 BpenonocHoe  mporpammMHOe — o0OecniedeHMe M METOABI  €ro 5 6 OIK-3 JI1.4, J11.5,J12.1,
"~ | obnapyxenus. / Cp / J12.2,J12.3, J12 4,
J2.5
CurHarypHBIf aHaMM3 ¥ ABPUCTHUYCCKUI aHANM3 I OOHApy>KeHUS JI1.1, J11.2, JI1.3,
BIIO. JI1.4, JI1.5, J12.1,
34 OOHapy»XeHHE U yJIaIeHUEe PYTKUTOB U TPOSIHCKUX MPOTPaMM. 3 4 OIIK-3 J12.2,712.3,J12.4,
OO0Hapy>xeHne 1 OITOKHpOBKa (UITMHTOBEIX arak. / Cp / J2.5
JI1.1, J11.2, JI1.3,
. . JI1.4, J11.5, J12.1,
3.5 |Brmonnenue 3ananuii ¢ ucnonszoBanueM LibreOffice. / Cp / 5 10 OIIK-3 2.2, 2.3, 2.4,
J2.5
JI1.1, JI1.2, JI11.3,
. JI1.4, JI1.5, J12.1,
3.6 | /3auér/ 5 0 OIIK-3 2.2, 2.3, 2.4,
J2.5

Pa3znen 4. OpraHu3anus 3alIUTHI NEPCOHATBHBIX TAHHBIX




Cemectp

Komneren-

Ne HaunmenoBanue Temsl / Bua 3ansitust / Kype Yacos i Jlureparypa
[lepconanbHbIe JIaHHEIe (I1dn). Bungr, KIacCH (UKL L1, 1.2, J11.3,
JI1.4, J11.5, J12.1,
4.1 |nepcoHaTbHBIX JTAHHBIX. [Mopsmox 00paboTku JUPIL:S B 6 4 OIIK-3
J12.2,J12.3,J12.4,
nH(pOpMAaIMOHHBIX cucTeMax. / JIek / 2.5
JI1.1, JI1.2, JI1.3,
OO0paboTka TeEepCOHATBHBIX JJAaHHBIX: OCHOBBHI W TMPAaKTHKA OT3bIBa
JI1.4, J11.5, J12.1,
4.2 |cormacuss Ha  00pabOTKy NpEeKpaTuTh  OOpabOTKYy  CBOUX 6 4 OIIK-3
J12.2,J12.3,J12.4,
MEPCOHATBHBIX JaHHBIX y oneparopa [1/Ix. / Ip / 5
JI1.1, JI1.2, JI1.3,
OCHOBBI 3aKOHOJATENBCTBA O 3alIUTE MEPCOHATBHBIX NaHHBIX: [IpaBa
JI1.4,J11.5,J12.1,
4.3 | cyOBEKTOB NEPCOHATBHBIX JAaHHBIX.OTBETCTBEHHOCTh 3a HapYIICHUE 6 2 OIIK-3 2.2 T3 J12.4
3aKOHO/IATEIbCTBA O 3aIUTE MEPCOHATBHBIX JaHHBIX. / [1p / - J'[Z‘ 5’ oY
JI.1, JI1.2, JI1.3,
OO0paboTka TMEepPCOHATBHBIX JAaHHBIX: TEXHUYECKHE MEephl 3allUThI
JI1.4,J11.5,J12.1,
4.4 |mepcoHaTbHBIX JAaHHBIX. (OCOOCHHOCTH  3alIUTBl  IIEPCOHATBHBIX 6 2 OIIK-3 22 23, 2.4
JTAHHBIX B PA3IMIHBIX OTPACAX SKOHOMHUKH. / IIp / - J'[2' 5’ oY
JI.1, JI1.2, JI1.3,
. . JI1.4,J11.5,J12.1,
4.5 | Bomonnenue 3ananuii ¢ ucnonb3oBanueM LibreOffice. / Cp / 6 8 OIIK-3 122, 123, 2.4,
J2.5
Pazgen 5. Opranmnsanus 3amuThl HHGopMALMHU B HHGOPMALMOHHBIX CHCTEMax
Ne HaunmenoBanue Tems! / Bua 3ansitust Cemecrp Yacos Komneren- JlutepaTtypa
/ Kype HUH
JI1.1, JI1.2, JI1.3,
51 WudopmManroHHBIE CHCTEMBl W OpPTaHW3alWsA 3alluThl MHOOPMAaIUN B 6 ) OITK-3 JI1.4,J11.5,J12.1,
" |nnx. /Jlex/ i J12.2,J12.3, J12.4,
J12.5
JI1.1, JI1.2, JI1.3,
59 VYnpasienue JIOCTYIIOM u KOHTPOJIb aBTOpH3ALNN B 6 ) OITK-3 JI1.4, J11.5,J12.1,
| mrbopManmoHHEIX cuctemax. / Ilp / J12.2,J12.3, J12. 4,
J12.5
JI1.1, JI1.2, JI1.3,
53 OCHOBHBIC  TPUHIMIBI W METOABl  3aUIMThl  MHpOpManuu B 6 ) OITK-3 JI1.4, J11.5,J12.1,
"~ | mHbOopManmoHHEIX cuctemax. / Ilp / J12.2,J12.3, J12.4,
J12.5
JI.1, JI1.2, JI1.3,
54 IIporpaMMHBIe CpeCTBa 3allUThl WHPOPMAIMKA B HHOOPMAITUOHHBIX 6 5 OIK-3 JI1.4, J11.5,J12.1,
’ cucremax. / IIp / JI12.2,J12.3, J12.4,
J2.5
JI.1, JI1.2, JI1.3,
55 OOyueHue TepcoHana U TOBBINIEHUE OCBEJIOMJICHHOCTH B BOMIPOCAx 6 3 OIK-3 JI1.4, J11.5,J12.1,
"~ | mrdopmManmonHOI 6e3omacHoCcTH. / Cp / J12.2,J12.3, J12.4,
J2.5
Paznen 6. OcHoOBBI KpUNTOrpaduuecKoii 3al[UTHI U OPTAaHU3ALHA UCI0JIH30BAHUS YIEKTPOHHBIX MOANHCEI.
Ne HanmenoBanue Tems! / Bua 3ansitust Cemecrp Yacos Komneren- JlutepaTtypa
/ Kype HUH
. JI1.1, JI1.2, JI1.3,
Meroasl W CpencTBa KpUOTOrpadhUUecKoil 3ammThl  HWH()OpPMAIIHH.
JI1.4, J11.5, J12.1,
6.1 |Ilpuniunsl  (HYHKIMOHUPOBAHUS  OCHOBHBIX  KPUOTOIPahHUECKUX 6 2 OIIK-3
J12.2,J12.3,J12.4,
amroput™oB. / Jlek /
J12.5
OnextponHas moxamuch (JI1). OcHoBHBle TOHATHA W Bunel DIl L1, 1.2, JI1.3,
JI1.4,J11.5,J12.1,
6.2 |Ilopsimox Beimaun u mpoBepku OII. ocobenHoctn npumenenus Ol B 6 2 OIIK-3 2.2 2.3 J12.4
ANIEKTPOHHOM JOKyMeHTooOopoTte. / Jlek / - J'[Z‘ 5’ v
JI.1, JI1.2, JI1.3,
63 Kpunrorpapudeckre MpoOTOKONBI M MX MNPUMEHEHHE. X3IIHUPOBAHUE WU 6 5 OIK-3 JI1.4, J11.5,J12.1,
| madpossie moamucwu. / Ip / J12.2,J12.3, J12.4,
J2.5
(0] €CKHE acIieK CII0JIb30BaHMUsI AIEKTPO onmnucen L1 1.2, 7113,
6.4 PUINYECKUE aCTIeKThI UCIIOIb30BaHUS SJIEKTPOHHBIX MOIMUCEH. 6 5 OIK-3 1.4 J11.5 JI2.1,

BesomacHOCTE XpaHeHHs 1 iepenaq Kitodei mudposanust. / [p /

J12.2,J12.3, J12.4,




JI2.5

AyTeHTH(QHKAINSA W WACHTH(UKAMSA B CHCTEMax C HCIIOIb30BaHHEM JI1.1, JI1.2, JI1.3,
JJIEKTPOHHBIX MMOANUCEN. JI1.4,J11.5, J12.1,
6.5 VYrpaBneHue — KIIO4aMH M CcepTU(HKataMd B CHUCTeMax ¢ 6 2 OIIK-3 J12.2,712.3, J12.4,
AIIEKTPOHHBIMH TToxnucsamu. / Ip / JI2.5
JI1.1, J11.2, JI1.3,
. . JI1.4, JI1.5, J12.1,
6.6 | Beimonnenwue 3ananuii ¢ ucrmonszoBanueM LibreOffice. / Cp / 6 10 OIIK-3 2.2, 2.3, 2.4,
J2.5
Pa3nes 7. OcHOBBI 6€30MACHOCTH 00HEKTOB KPUTHYECKOH
uH(pOPMALUOHHON HHPPACTPYKTYPHI.
Ne HaunmenoBanue Temsl / Bua 3ansitus C/ellzl;lc)zp Yacos KOB:IlLe:eH_ Jlutepatypa
OOBEKTHI u CyOBEKTHI KPUTUYECKOI nH(pOPMAITMOHHOH JI1.1, J11.2, JI1.3,
71 UH(PACTPYKTYpHI (K1) [Ipenpsasnsemble  TpeOoBaHUS K 6 5 OIK-3 JI1.4,J11.5, J12.1,
" |obecnieuenuto Oezomacnoctn KMU. [lpoBemeHue KareropupoBaHUS J12.2,712.3,J12.4,
KHWU. / Jlex / J2.5
JI.1, JI1.2, JI1.3,
TocymapcTtBeHHas ~ cucTeMa  OOHapy>KCHHS W NPEOyNPEeKICHHS 1.4 115 2.1
7.2 |kommblorepHbix arak TocCOIIKA. Iemn wu 3agaum  ToCOIIKA. 6 2 OIIK-3 H2.2’ H2.3’ HZ. 4’
TexHuueckoe ocHauieHue u nepconan. / Jlex / - J'[2. 5’ o
JI1.1, JI1.2, JI1.3,
73 3aKOHO/ATENbCTBO W HOPMAaTWBHBIE aKThl B 00JiacTH 0€30MacHOCTH 6 5 OIK-3 JI1.4,J11.5, JI2.1,
"~ | 0OBekTOB KpUTHUECKOW HHPOPMAITMOHHOW HHPpacTpyKTYphL. / I1p / J12.2,J12.3, J12 .4,
J2.5
JI1.1, J11.2, J11.3,
74 Opranu3aioHHbBle  Mepbl  0E30MacHOCTH  OOBEKTOB  KPUTHUECKOU 6 2 OITK-3 JI1.4, JI1.5, J12.1,
" | uadopmanmonnoit nudpactpykrypsl. / Ip / J12.2,J12.3, J12 .4,
J2.5
JI1.1, JI1.2, JI1.3,
75 MoHHTOPHHT ®  ayAuT OE€30MacHOCTH OOBEKTOB  KPHUTHUECKOH 6 5 OIK-3 JI1.4, JI1.5,J12.1,
"~ | urdopmannonHoit uHGpacTpykTypsl. / Ilp / J12.2,J12.3, J12 .4,
J2.5
JI1.1, J11.2, J11.3,
76 Mertonst u CpeacTBa 3aIUTHL 00BEKTOB KpUTHYECKOU 6 ) OITK-3 JI1.4, JI1.5, JI2.1,
" | uadopmanmonnoit nundppactpykrypsl. / Ip / J12.2,J12.3,J12.4,
J2.5
JI1.1, J11.2, J11.3,
. . JI1.4, JI1.5, J12.1,
7.7 | Beimonnenwue 3ananuii ¢ ucnons3oBanueM LibreOffice. / Cp / 6 10 OIIK-3 2.2, 2.3, 2.4,
J2.5
Paznea 8. Opranusanus aynura nHGopMaluOHHOI 0e301aCHOCTH
Ne HaumenoBanue temsl / Bua 3ansitus Cemecrp Yacos Komneren- Jlutepartypa
/ Kype MU
. JI1.1, JI1.2, J11.3,
Ayt nH(pOPMAIIMOHHON 0€30ITaCHOCTH. Bunsr ayuTa,
8.1 |mpenHa3sHaueHwe © ocoOeHHOCTH TpoBenenus Aymura Wb. Puck- 6 2 OIIK-3 1.4, 1.5, 2.1,
J12.2,J12.3, J12.4,
MEHEIKMEHT (MOJIeNb yTpo3). -- / Jlex / .5
JI1.1, JI1.2, J11.3,
82 Meroasl M WHCTPYMEHTHI IS aHAIN3a PHUCKOB HH(OPMAIMOHHBIX 6 2 OITK-3 JI1.4, JI1.5,J12.1,
| cucrem. Co3nmanue Mozaenu yrpo3 Ha npenupusitan. / [p / J12.2,712.3,J12.4,
J2.5
JI1.1, J11.2, J11.3,
MOHHTOPHHT W ayauT 0e30macHOCTH HH(GOPMAIMOHHBIX CHCTEM. / JI1.4,J11.5,J12.1,
8.3 p / 6 2 OTIK-3 J12.2,712.3, 2.4,
J2.5
JI1.1, J11.2, J11.3,
MOHHTOPHHT W ayauT O0e30macHOCTH WH(GOPMAIMOHHEIX CHCTEM. / JI1.4,J11.5,J12.1,
8.4 Cp/ 6 4 OTIK-3 J12.2,J12.3, J12.4,
J2.5
JI1.1, J11.2, J11.3,
8.5 | BeimonHeHue 3aianuii ¢ ucnosb3oBanueM LibreOffice. / Cp / 6 20 OIIK-3 JI1.4, J11.5, J12.1,

J12.2,J12.3,J12.4,




JI2.5

Pa3nen 9. IIpomexkyTouHast aTTecTanust

o Cemectp Komneren-
Ne HanmenoBanne Temsl / Bua 3ansitust / Kype Yacos - Jluteparypa
JI1.1, J11.2, J11.3,
JI1.4, JI1.5, J12.1,
9.1 | /DOx3amen / 6 36 OIIK-3 122, 123, J12.4.
J2.5

4. POHJ OHEHOYHBIX CPEJICTB

CrpykTypa u conepkanue (OHAA OLEHOYHBIX CPEACTB JUIS MPOBEICHUS TEKYIIEH M IPOMEKYTOUHOW arTeCTAllMM IPE/ICTABICHBI B
IMpuoxennn 1 x pabodeii mporpaMme AUCIUTUIIHBL

5. YAEBHO-METOJUYECKOE U THOOPMAIIMOHHOE OBECIIEYEHUE JUCIUITIJINHBI

5.1. OcHoBHasi 1uTEpaTYpa

ABTOpBI, 3arnasue WznarenscTBo, roa Konug-Bo
JI1.1 | Pynenkos H. A., TexXHOJIOTHH 3aIUTHl HHPOPMAIUH B Mocksa: HanmonanbHbIH https://biblioclub.ru/inde
[ponerapckuit A. B., | KOMIIBIOTEPHBIX CETAX: yueOHOE mocodne OTKpBITEI YHUBEPCUTET x.php?
Cwmupnosa E. B., «MHTYUT», 2016 page=book&id=428820
CypoBoB A. M. HEOTpaHUYEHHBIN
JOCTYII JUTst
3apEeruCTPUPOBAHHBIX
0JIb30BaTeNeH
JI1.2 | Koganes /I. B., HudopmannonHas 6e30MacHOCTb: yueOHOe PoctoB-Ha-ony: FOxubiii | https:/biblioclub.ru/inde
bormanosa E. A. nocob6ue (enepanbHbIH X.php?
yHuBepcutet, 2016 page=book&id=493175
HEOTPaHMYCHHBIIT
JOCTYII JUTst
3apEeruCTPUPOBAHHBIX
T10JIb30Barenen
JI1.3 [Karanosa, T. H., HNudopmarronHas 6e3011acHOCTh: 1ab0PaTOPHEIH IIepms: Ilepmckuit https://www.iprbooksho
lankuna, JI. C., MIPaKTUKYM roCyJJapCTBEHHBIH p-ru/86357.html
Knanos, P. A. I'yMaHHUTapHO- HEOrpaHUYEHHBIN
eJIarOrH4eCcKuil JOCTYyM 1A
yauBepenter, 2018 3apETHCTPUPOBAHHBIX
T0JIb30BaTeNei
JI1.4 |Ilunos, A. K. VYnpasnenue HHPOPMALUOHHOH 0€30aCHOCTHIO: PocroB-Ha-/Iony, https://www.iprbooksho
yqe6ﬂoe nocooue TaraHpor; 3marenscTtBO p.ru/87643.html
FOxHoOTO enepanbHOro HEOTPAHHICHHBIi
yHuBepcureTta, 2018 AOCTYI JUist
3apErUCTPUPOBAHHBIX
T10JIb30Baresnen
JI1.5 |1lanbrun, B. ©. Hudopmanronnas 6€30IacHOCTE | 3alUTa Caparos: https://www.iprbooksho
HHpOPMAIUU IMpodobpazosanue, 2019 p-ru/87995 html
HEOTpaHUYEHHBIN
JIOCTYTI [Tt
3aperuCTPUPOBAHHBIX
T10JIb30BareNnen
5.2. lonoaHuTe/IbHAS JIUTEpaTypa
ABTOpBI, 3arnasue WznarenscTBO, ros Konua-Bo
2.1 Bectauk MHCTUTYTa 3aKOHOATENBCTBA U Hpkyrtck: MHCcTUTYT https://biblioclub.ru/inde
paBoBOi HH(pOpMauy nMeHr M. M. 3aKOHOATeNIbCTBA U X.php?
CriepaHCcKOro: XypHAT NpaBoBoil UH(OPMAIUH, page=book&id=457912
2017 HEOrPaHUYEHHBIA
JOCTYII JUTst
3apEeruCTPUPOBAHHBIX
M0JIb30BaTeNen
JI2.2 | Porosun, B. 10., OcHOBBI HH(GOPMAIIMOHHOW 0€30MaCHOCTH: Mocksa: OHUTH- https://www.iprbooksho
Tanywkus, U. B., Y4eOHHK JUTS CTYJICHTOB By30B, 00YYaroIIUXCs [0 JIAHA, 2017 p-ru/72444 html
Hosuxkos, B. K., HaIpaBJIeHUIO IIOATOTOBKHU «IIPABOBOE HEOTPaHUYEHHBIN
Bempes, C. b. obecrieueHue HATMOHATEHON 0€30MacHOCTI» JOCTYII IS
3apEruCTPUPOBAHHBIX
T0JIb30Barenen




ABTODBI, 3arnaBue H3parenscTBO, 1O Komnnu-Bo
JI2.3 | Ky6amesaE. C., Wudopmarika 1 BEIYUCIUTENbHAS TEXHUKA. Womkap-Ona: https://biblioclub.ru/inde
Manamkesuu U. A., HNudopmanmonHas 6e30macHOCTb TToBOmKCKUH x.php?
Yexymnaesa E. H. ABTOMAaTH3UPOBAHHBIX CHCTEM: y4eOHO- rOCy1apCTBEHHBIN page=book&id=562246
METOINYECKOE MOCOOHE K IPOXOKIACHHUIO TEeXHOIOTHYECKHI HEOTrpaHNYCHHBIN
MPOU3BOICTBEHHOM MPAKTUKH: yIeGHO- yHuBepeuTet, 2019 JOCTYII TS
METOINYECKOE Ocoone 3aperHCTPUPOBAHHBIX
T0JIb30Baresnen
2.4 BUT. busrec & VHpOpMannoHHBIE TEXHOIOTUH: Mocksa: [lomoxxeser n https://biblioclub.ru/inde
Ky pHAT naptHepsl, 2019 x.php?
page=book&id=562409
HEOrpaHUYEHHBII
JOCTYII JUTst
3aperUCTPUPOBAHHBIX
T10JIb30BaTeNnen
JI2.5 | CyBoposa, I. M. Nudopmarmonnas 6e30macHOCTh: yueOHOe Caparos: By3oBckoe https://www.iprbooksho
nocooue 06pa30]33HI/Ie, 2019 p-ru/86938.html
HEOTpaHNYECHHBIH
IOCTYII IS
3aperHCTPUPOBAHHBIX
T10JIb30Baresnen
5.3 lIpodeccuonanbubie 6a3bl JAHHBIX U HHPOPMALMOHHBIE CIIPABOYHBIE CHCTEMbI
MNudopmanmonnas cripaBoynas cuctema "Koncynsrantllmroc"
baza nanubpix degepanbHOM CITYKOBI O TEXHUYECKOMY U SKcropTHOMY KoHTpoitio (PCTIK Poccun) https://fstec.ru/
baza JIaHHBIX JIEHCTBYIOMIUX CTaH/IapTOB o HAaIIPaBJICHUIO "NndopmaronHas be3onacuocts"

https://www.gost.ru/portal/gost/home/standarts/InformationSecurity

5.4. [lepeyeHb MPOrpaMMHOI0 00eceYeH st

Onepauuonnas cucrema PEJ] OC

LibreOffice, Kali Linux

5.5. YueOHO-MeTOAMYECKHE MaTepuaJibl 1JI1 CTYA€HTOB ¢ OrPAHUYC€HHBIMU BO3MOKHOCTHAMMU 3/10POBbA

IIpn HeoOXOMMMOCTH IO 3aiBICHUIO OOYYAOMETOCs C OrPaHMYCHHBIMH BO3MOXHOCTSIMH 37I0pPOBbS  y4eOHO-METONUYECKHE
MaTepHanbl MPeAOoCTaBIAI0TCA B (OpMax, agalTUPOBAHHBIX K OIPaHMYEHHUSIM 3I0pOBbs M BocHpusaTus uH(opmarmu. [ns mui c
HapyIICHUSIMU 3peHus: B Qopme ayanodaiina;, B nedarHoidl ¢opme yBenudeHHbIM mpudrom. s num ¢ HapyIIEHHSIMH CIyXa: B
(opMe HIICKTPOHHOTO TOKYMEHTa, B IedarHod Qopme. s U ¢ HapyMICHHSMH OIOPHO-IBHTATENIFHOTO ammapara: B (opme
3JIEKTPOHHOTO JOKYMEHTa; B IeUaTHOH opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHbBI

ITomemieHus Ui BceX BUIOB pabOT, MPEITyCMOTPCHHBIX yYCOHBIM IUIAHOM, YKOMIUICKTOBaHBI HEOOXOAWMON CHEeNHaTn3UpOBaHHON
y4eOHOI MeOeIbIO M TEXHUIECKUMU CPEIICTBAMH O0yUCHHS:

- CTOIIBI, CTYJIBSI;

- MEPCOHATBHBIN KOMITBIOTEP / HOYTOYK (TIEpEeHOCHOH);

- TIPOCKTOP;

- 9KpaH / THTEPaKTUBHAS JIOCKA.

7. METOAUYECKHUE YKA3AHUSA 1JIS1 OBYYAIOIIUXCS IO OCBOEHHIO JUCIIUITJINHBI

Mertoamueckne yKa3aHuUs 10 OCBOSCHHIO UCIMILUIMHEI IPEACTaBIICHbI B [Ipunoxkernn 2 k pabodel mporpaMMe JUCIUILUINHEL.




1.1 Iloka3zaTenu u KpUTEPUHU OLEHUBAHUS KOMIIETEHLIUNI:

®OH/I OHEHOYHbIX CPEJICTB
1 Onucanme mnokasaresjeil W KpUTEPHEB OLECHUBAHUS KOMIETEHUMH Ha Pa3sjJMYHBIX 3TAnax HX
(popmupoBanus, onucaHue MKAJ OLeHUBAHUA

IIpuaoxenne 1

3VH, cocrasisioniyue

KOMIICTCHIIUIO

Ilokazarenu OLICHUBaHUA

Kpurepuu onienuBanust

Cpe,Z[CTBa OLICHHNBAHUA

OIIK-3: ciocoOeH pemarh cTaHAapTHBIC 3a/1a49u MPO(EeCCHOHATBHOMN IeITeIHHOCTH Ha OCHOBE
WHPOPMAIIMOHHOKN 1 OHOIIMorpaduIecKoi KyabTyphl ¢ IPUMEHEHHEM HH()OPMAITHOHHO-KOMMYHUKAITUOHHBIX
TEXHOJIOTUH U C Y4€TOM OCHOBHBIX TpeOOBaHUH HH(POPMAITMOHHOW 6€30MaCHOCTH

3HaTh TPUHIIUIIBI
paboThI COBPEMEHHBIX
TEXHOJOTHI
obecneyeHus
UH(POPMALIMOHHOM
0€301acHOCTH MpHU
pelICHUH 33129
npodecCHOHATbHON
JIEATEIbHOCTH

OmnwuceiBaeT criocoObl
peIIeHHsI CTaHIAPTHBIX 32144
npodeccnoHaTbEHOMI
JeSITeIbHOCTH B 00J1aCTH
MH(POPMAIIMOHHOM
0€30MacCHOCTH TIPU
(hOpMUPOBAHUH CUCTEMBI
3alUThl HH(OPMAIMH TIPU
OTBETE Ha BOIPOCHI

[TonnsliA, pa3BEPHYTHIN
OTBET Ha IIOCTABICHHBIN
BOIIPOC, U3JIOKEHUE
MaTepuasa Ipu OTBETE —
IPAMOTHOE U JIOTUYECKHU
CTPOMHOE

Omnpoc (Bompocsl 1-57)
Bormpocs! k 3auery
(Bompocsr 1-22)
Bormpocsl k 9k3aMeHy
(Bompocer 1-19)

YmMeTs pemath
CTaHIapTHBIC 337291
npodeccuoHanbHOM
NESTSIILHOCTH C YUETOM
TpeOOBaHMI
UH(POPMALMOHHOM
0e30MacHOCTH

AHanu3upyeT coCTOsIHUE
CHUCTEMBI 3alUThI
nH(OpMALINY, BBISIBIISIET €€
YSA3BUMBIE MECTA U
ONPEACIISIET HAIIPABJICHUS €€
COBEpUICHCTBOBAHHUS NIPU
BBIIIOJIHEHUH IIPAKTUKO-
OPUEHTUPOBAHHOTO 33/IaHUS

ITonnora u
MPaBUWIBHOCTh  PELICHUS
MPaKTUKO-
OPUEHTUPOBAHHOTO
3aJIaHus 3aIaHns

[Ipaktuko-
OpPUEHTUPOBAHHBIC
3aganus (3amganus 1-8)
IIpakTuxo-
OpUEHTUPOBAHHbBIC
3aJlaHus K 3a4eTy
(3amanus 1-24)
IIpakTuxo-
OpUEHTHPOBAHHbBIC
3aJIaHus K DK3aMEHY
(3amanus 1-23)

Bnaners HaBbIKaMH
UCTIOJTb30BaHUS
CHoco0OB U Cpe/ICTB
3aluThl HHOpMaLIUK
IpY PELIeHUH 33134
npodecCuoHATbHON
JeSITeIbHOCTH

Hcnonb3yer MeToasl U
CPEZICTBA 3aIIUTHI
nH(OpMAaILIUY B COOTBETCTBUU
C IPaBOBBIMU HOPMAaTUBHBIMH
aKTaMH 1 HOPMaTUBHBIMU
METOJIUYECKUMH
nokymentamu @Cb Poccun n
OCTIK Poccum npu
BBINIOJIHEHUH ITPAKTUKO-
OPHUEHTHPOBAHHOTI'O 3a/IaHUS

OOOCHOBaHHOCTH U
HpaBI/IJ'II)HOCTB
oOpalieHus K
HOpMaTI/IBHBIM
HCTOYHHKAM, METOaM M
CpecTBaM Tpu
BBITOJIHEHUH MTPAKTUKO-
OPHEHTHPOBAHHOT'O
3a1aHMs

IIpakTuxo-
OpPUEHTUPOBAHHBIC
3aganus (3amganus 1-8)
[IpakTuxo-
OpUEHTHPOBAHHbBIC
3aJJaHus K 3a49eTy
(3amanus 1-24)
[IpakTuxo-
OpUEHTHPOBAHHbBIC
3aJJaHus K SK3aMEHY
(3amanus 1-23)

1.2 Ikajsl OlLIEHUBAHWUS:

TCKyn.IHfI KOHTPOJIb YCIICBACMOCTHU U IMMPOMEKYTOUHAA ATTCCTAllUA OCYHICCTBIIACTCA B paMKax HaAKOIIUTEIbHOM

OayIbHO-peUTHHTOBOM cucTeMbl B 100-0ayuibHOM 1IKae:

84-100 6anoB (OIIEHKA «OTIUYIHO)

67-83 0auIoB (OIIEHKA «XOPOIIIO»)

50-66 6annoB (OleHKa «YAOBIECTBOPUTEIHHO)
0-49 GamnoB (OIIEHKA «HEYIOBICTBOPHTEIHLHO))

50-100 GamoB (3a4TeHO)
0-49 6annoB (He 3a4TEHO)




2 TunoBble KOHTPOJIbHBIC 32JaHUS WM HHbIE MATePHAJIbl, He00OX0AMMBbIe 1JIsl OLleHKH 3HAHWI, YMEeHHIi,
HABBIKOB M (MJIM) ONBITA JEATEJIbHOCTH, XapAKTEPHU3YIOIIHUX 3TAanbl (POPMHPOBAHUS KOMIIETCHIHI B
npouecce 0CBOCHUs1 00pa30BaTeJbHOM NPOrPaMMbl

BOHpOCLI K 3a49€Ty

1. Tlomstue u Bumsl uHpopmanmu. Kiaccudukanus B 3aBHCHMOCTH OT Kareropuu jaoctymna. CBemeHus
KOH(UIEHIMAIBHOTO XapakTepa. Buabl 3anumaeMoi tHQopMaIuu.

2. TlonsTue, mpenHa3HaueHUE, BUJIBI U KIIACCU(PUKAIUS TOCYIaPCTBEHHBIX HH()DOPMAIIMOHHBIX CHCTEM.

3. OcHOBHOE 3aKOHOJATEILCTBO B oOmacT uHMoOpManmoHHOW Oe3omacHoct B P®d. JlokTpuHa
nHpopMaMOHHOH Ge3omacHocTH PO.

4.  OcHOBHbIE MO/IETT HH(POPMAIIMOHHOM 0€30MaCHOCTU: 0OCOOCHHOCTH, OTJINYHSL.

5. OpraHuzanuoHHBIC ypOBHU 3amuThl nHGopMammu: CpeacTBa 6€30MacHOCTH 3aKOHOIATEIFHOTO YPOBHSL.
6. OpraHu3alMOHHBIE YPOBHHU 3alIUTHl MH(pOpMANUU: AJIMHUHUCTPATUBHBIA YpPOBEHb HH(OPMAIIMOHHOMN
0€30MacHOCTH.

7.  OpraHu3alnMoOHHbIE YPOBHH 3aIUThl HHpopManuu: CpeacTBa 6€30MaCHOCTH MPOLETYPHOTO YPOBHSL.

8.  OpraHuzanuoHHbIC ypOBHU 3amuThl nHGopMammu: CpeacTBa 6€30MacCHOCTH TEXHUYECKOTO YPOBHSI.

9.  VYrpossl. Bunel u knaccudukanus yrpos.

10. VYs3BumocTH. Buapl y13BUMOCTEH, MOUCK U BBISABICHHE YSI3BUMOCTEH.

11. Araka. OCHOBHBIE BH/IbI KOMIIBIOTEPHBIX aTaK, UX KJIacCH(PHUKAIHS.

12. AKTHBHBIC ¥ TACCUBHBIC aTaku. BUbI peanu3anuu aTak.

13. Mopnens noctpoenus atraku Cyber Kill Chain: npennaznauenue, cocta, cojiep>KkaHie OCHOBHBIX ATAIOB.
14.  Marpuua MITRE ATT&CK: npenHazHaueHue, cOCTaB, OCHOBHbIE TAKTUKH.

15. KomneioTepHble BUPYCHI: ONpe/esieHrne, OCHOBHAs Kiaccu(uKaIlus, BUIbI KOMIIBIOTEPHBIX BUPYCOB.

16. OCHOBHOW «OKU3HEHHBII UK KOMITBIOTEPHBIX BUPYCOB, MPU3HAKU HX PACIIPOCTPAHCHUS U TIPOSBICHUS.
17. AwuTHUBUpYCHBIE NMPOTPAMMBI: THIIbI, COCTAB OCHOBHBIX M JOIMOJHUTENBHBIX MOJIYJCH, MPUHIUI PabOTHI.
OCHOBHBIE METOAMKH OOHAPYKCHHS U 3aITUTHI OT KOMITBIOTEPHBIX BUPYCOB.

18. MeToauku NPOTUBOACUCTBUS AaHTUBUPYCHBIM MTPOrPaMMaM.

19. TlaponpHast 3amuta. llaposbHBIE METONBI ayTeHTHU(UKAIMH TOJb30BaTeleld. OCHOBHBIC (DAKTOPHI,
BIIUSIIOLIUE HA KPUTITOCTOMKOCTD MapoJsl.

20. Wnentuduxanus (monp3oBaTeneil) U ayreHTuduKanys. IBycTOpoHHSS ayTeHTU(UKAIS. ABTOPH3AIIHSL.
21. Bwuasl maposbHBIX aTak JIsl O00pa Mapodis.

22. Pexomennann @CTOK Poccnn 1o mpakTHYECKON peaTi3aiuy MapOTbHBIX CHCTEM.

IIpakTHKO-OPpHEHTHPOBAHHBbIE 32JaHUS K 324eTy

1. Pazpa0GoTka KOHIETILMU U IPOrpaMMbl obecrieueHust MHGOPMAIIMOHHON 0€30IacHOCTH B paMKax
HalMOHAJIbHOU 6e3omacHoCTH PD.

2. Boibop MeTos1a uccneioBaHusi HOpMaTUBHO-TIPaBOBOi 0a3bl (PYHKIIMOHUPOBAHUS CHCTEM 3aILlUThI
nH(pOpMaLINH.

3. [Nomyuenne nepBUYHOIN HH(OPMAIMH O MTPABOBBIX aKTaxX, PEryIUpYyIOIUX HH(POPMAIIMOHHYIO 0€30acHOCTh
B Poccun.

4. O6paboTka NepBUYHOM HH(pOpMAIMU U pa3paboTKa MPEJIOKEHHH 10 COBEPIIEHCTBOBAHNIO HOPMATUBHO-
IIpaBOBOM 0Aa3bl.

5. Uzyuenune ocobeHHOCTEH 3aIUThI IPOrPaMMHOTO 00ECIIEYeHHs ¢ TIOMOLIBIO AaBTOPCKOTO MpaBa.

6. PazpaboTka MeTo/1a McCIIeIOBaHUS CIIy9aeB HApYIIEHUS aBTOPCKUX MPaB Ha MPOrpaMMHOE 00ecIieYeHuE.
7. llomyuenue nepBUYHOM HH(OPMAIMK 00 N3BECTHBIX HAPYLICHUAX aBTOPCKUX MPaB Ha MPOrpaMMHOE
obecrieyeHue.

8. O6paboTKa nepBUUHON HHPOPMALIUU U Pa3padOTKa MPEAT0KEHUN O YCUIICHUIO 3aIIUThl IPOTPAMMHOTO
o0ecrnieueHusl.

9. PazpaboTka KOHIENIIMU U TPOrpaMMbl OpraHu3aly paboThl ¢ KOH(PUIEHIMAIBHON nHpOopManuel 1
TFOCTalHOM.

10. Br16op meTona uccnenoBanus TpeOOBaHUN K XpaHEHUI0, 00paboTKe U TPAHCTIOPTUPOBKE
KOH(pHUACHIIMAIBHON HH(pOpMAIUy.



11. Tonyuyenue nepBUYHON HH(MOpMAIK 00 0COOEHHOCTSIX PabOTHI ¢ KOH(UACHIMAIBHOW HHpOpMaLueil B
Pa3IMYHBIX OpraHU3aIUIX.

12. O6paboTka nepBUYHOM HHPOPMALIUU U pa3padOTKa peKOMEHJAIMHA M0 OpraHu3aluu paboThI C
KOH(pUACHIIMAIbHON HH(pOpMaIuei.

13. Pa3paboTka Mojenu yrpo3 yTeuku HHPOPMAIUH 10 TEXHUYSCKHM KaHallaM.

14. BsiOop MeTona HccneaoBaHus (PU3NUECKHX OCHOB BOSHUKHOBEHUSI TEXHUYECKUX KaHAJIOB YTEUKH
uHpopManuu.

15. Tlonyuyenue nepBuYHON MHGOPMAIUU 00 U3BECTHBIX CIydYasX YTeUKH MHGOPMAIUHU 10 TEXHUYECKUM
KaHaJaMm.

16. OG6paboTka nepBruYHON HH(MOPMAITUU U pa3pabOTKa MPEIIOKEHUH 10 MPETOTBPAIICHUIO YTCUKH
nHGOPMAIIUY TI0 TEXHUUECKUM KaHaJIaM.

17. Pa3paboTka MOJenH pUCKOB, CBSI3aHHBIX C yTeUKaMu nH(popManuu u3-3a [I9MU u HaBoaOK.

18. Br16op metona uccnenoBanus 3hdekTuBHOCTH cpencTB 3amuThl oT [IDMU 1 HaBOJOK.

19. Ilonmydyenue nepBUYHOM HHPOPMALIMKA 00 UMEIOITUXCS HA PIHKE cpeAcTBaxX 3anuThl oT [IDMMU u HaBOIOK.
20. OO6paboTka nepBUYHOI HH(pOpMAIMK U pa3paboTKa PEKOMEHIAINI 110 BEIOOPY ONTUMAIBHBIX CPEACTB
3amuThl oT [IDMU 1 HaBOIOK.

21. Pa3paboTka MOAETH PUCKOB, CBI3aHHBIX C yTEUKAaMU MH(POPMALIMHU U3-32 XaKEPCKUX aTaK U
BMeEIIATENIHCTBA B IIPOIECC Mepe/iayyl TaHHBIX.

22. Bp100Op MeTOa NCCIIeAOBAaHUS IPUHIUIIOB (PYHKIIMOHUPOBAHUS CUMMETPUYHBIX U aCHMMETPUYHBIX
KPHUIITOCHUCTEM.

23. Tlomyuenue nepBUYHON HHPOPMAITUN 00 UMEIOMIMXCS HA PIHKE KPUITOCHCTEMAX M UX 3()()HEKTUBHOCTH.
24. O06paboTka epBUYHON HH(POPMAINH U pa3paboTKa peKOMEHAAINA 110 BBIOOPY ONTHUMAIBHBIX
KPUITOCHCTEM IS 3aLIUTHI HH()OPMAIIHH.

3aueTHOe 3aJaHME BKIIIOYAeT 2 TEOpPEeTUYECKUX Bompoca (pasmen «Bompocsl k 3aueTy») U 1 mpakTUKO-
OpUEHTHUPOBAaHHOE 3anaHue (popMHUpyeTCs M3 TEepPEUHs 3aJaHui, MpelcTaBleHHbIX B pasnaene «lIpakTuko-
OpPUEHTUPOBAHHBIC 33aJJaHUS K 3aYETY»).

Kpurepun oueHuBaHmsi:
MaxkcuManbHOe KoInm4decTBO OamioB 3a 3adetHoe 3amanwe — 100 (30 OamioB MakCHMAalbHO 3a Ka)IbIid
TeopeTudeckuii Borpoc, 40 6am10B MaKCHUMaIbHO 3a MIPAKTUKO-OPUEHTUPOBAHHOE 3aJaHHeE).

Kpumepuu oyenusanus 00H020 meopemuyecko2o 60npoca:

— 25-30 OammoB  BBICTABISIETCA  CTYIACHTY, €CJIM  W3JIOKCHHBIM  MaTtepual  (aKkTHUYECKH  BEpeH,
MIPOIEMOHCTPHUPOBAHBI TITyOOKHE NCUYEPITHIBAIOIINE 3HAHHS B 00bEMe MPOHICHHONW IPOTPAMMBI B COOTBETCTBUHU
C MOCTaBJIIEHHBIMHU MPOrpaMMOM Kypca LEIsIMHM M 3ajjauaMu o0y4deHMs, U3JI0KEHHE MaTepuaia Ipu OTBETe -
IPAMOTHOE U JIOTUYECKHU CTPOHHOE;

— 20-24 6am1oB BBICTABISIETCS CTYJCHTY, €CIH MPOJIEMOHCTPUPOBAHBI TBEP/IbIE U JOCTATOYHO MOJIHbIE 3HAHUS
B 00beMe NMPOUEHHOM NporpaMMbl JUCLHUIUIMHBL B COOTBETCTBUU C LENSAMU OOYYEHUS; MaTepuan U3JI0XKeH
JOCTATOYHO IOJIHO C OTACTHHBIMH JIOTHUYECKUMH U CTHIIMCTUYECKUMU TIOTPEITHOCTSMHU;

— 15-19 OGannoB BBICTABISIETCS CTYJAEHTY, €CIM NPOJEMOHCTPUPOBAaHbBI TBEpAble 3HaHUS B OObeMe
IPOIIEHHOI0 Kypca B COOTBETCTBHE C LEISIMU OOydeHHsI, OTBET COJIEPKUT OT/ENbHbIE ONIMOKU, YBEPEHHO
WCTIPaBJICHHBIC TIOCIIE JOTOJTHUTEIBHBIX BOIIPOCOB;

— 0-14 Ganna BbICTaBISETCS CTYAEHTY, €CIM OTBETHI HE CBSI3aHBI C BONPOCAMH, JOMYIIEHBI TPyObIe OIINOKHU B
OTBETE, MPOJIEMOHCTPUPOBAHBI HEMOHUMAHKE CYIITHOCTH M3JIaraeMoro BOIPOCa, HEYBEPEHHOCTh U HETOYHOCTH
OTBETOB Ha JIOTIOJIHUTENIbHBIE  HABOJISIIME BOTIPOCHI.

Kpumepuu oyenusanus npakmuko-opueHmupo8anHo2o 3a0aHus:

— 35-40 6amnoB BBICTABISIETCS, €CIIU 33[JaHUE PEIIICHO MOTHOCTHIO, B MIPEICTABICHHOM PEIIeHUH 000CHOBAHHO
MOJTYYEHBI PABUIIbHBIE OTBETHI.

— 25-34 Ganna BBICTABISETCS, €CIIU 33/IaHUE PEIICHO MOTHOCTHIO, HO TIPU OTBETE JIOMYIICHBI HE3HAYUTEIbHbIC
OIIIHMOKH.

— 11-24 6anna BBICTABISIETCS, €CIIN 3a/IaHUE PEIICHO YaCTUYIHO.



— 0-10 GanoB BBICTABISETCSA, €CTIH PEIICHHE HEBEPHO UITH OTCYTCTBYET.

UtoroBeiii pe3ynbTar (hopMHUpyeTCs M3 CyMMbl HaOpaHHBIX OajuIOB 3a BBIMOJIHEHHE 3a4€THOTO 3a/aHus U
COOTBETCTBYET LIKAJIE:

— 50-100 6annoB (3a4TE€HO);
— 0-49 GamnoB (He 3a4TEHO).

Bomnpocel k 3xk3aMeny

1. [Tonsitue u Buasl nHGopmanuu. Busl 3ammimaemoit ungopmaryv. OCHOBHBIE MTOJIXO/IbI B 3aIIUTE
uHpopMaLuu.

2. VYrpo3sl. Bunel u kiaccudukanus yrpos.

3. Vas3sumocTu. Bubl ya3BUMOCTEH, IOUCK U BBISBICHUE YSI3BUMOCTEH.

4, ATtaka. OCHOBHBIE BH/IbI KOMIIBIOTEPHBIX aTaK, MX KJIaCCHPHUKAIH.

S. AKTHBHBIE U TACCUBHBIE aTaKu. BUIbI peanu3aiuuy aTak.

6. Mopaenb noctpoenns atraku Cyber Kill Chain. Marpunia MITRE ATT&CK. [Ipeanaznauenue, cocras,
coJiepKaHUEe OCHOBHBIX 3TAIOB (TAKTHK).

7. Kommbrotepasie Bupychl. Bubl KOMIIBIOTEpHBIX BUPYCOB. MeTOMKN 0OHAPYKEHUSI U 3alIUThI OT
KOMITBIOTEPHBIX BUPYCOB.

8. [TaponpHas 3amura. [laponbHbie MeTOABI ayTeHTUGUKALMK TToNb30BaTesneld. OCHOBHbIE (PaKTOPHI,
BIIMSIFOIIME HA KPUITTOCTOMKOCTH ITApOJIsL.

9. CrnocoOsl uaeHTHGUKAIMS U ayTeHTUPHUKAIUK (TTofb30Bartesei). JIByxdakTopHas u MHOTO(paKTOpHAs
ayreHTudukanus. CrocoOsl 00X0/1a ayTeHTU(DUKALIIH.

10. Buipl 1 criocoObl peaan3aiuy MmapoJIbHbIX aTak.

11. [lepconanbubie nannbie (I1H). Buasl nepconanbHbIx JaHHBIX. CI0COOBI 00paOOTKH NEPCOHATBHBIX
JAHHBIX.

12. 3amuTa nepcoHanbHbIX AaHHbIX (II{H). Yponu 3amumennoctu I1/1H.

13. Kpunrorpadus. Kpunrorpaduueckue Kiro4uu U alropuT™bl. Buasl mudpoBanus.

14. OnexrponHas noanuck (I11). Buasr u npennaznadenne D11, [Tpuammn GyHKINOHUPOBAHUS, TOPSIOK
BbLmaun OII.

15. Kputnueckas nundopmanronnas nappacrpykrypa (KMN) — o0bekThl, CyObEKTHI, KPUTEPHH,
onpeaestomue npuHapiexkHocts k KNUN.

16. Coneprxanue u nops 1ok stanoB kateropupoBanus KMW. Kpurepuu u nmokasarenyn 3Ha4MMOCTH.

17. I'ocCOIIKA. TIpeanasHauenue, peniaemble 3aa4y U HalpaBiIeHUE e TEIbHOCTH.

18. OcHosHble nporpammHo-annaparHeie cucteMsl ['ocCOIIKA. Cocras, npeiHa3HauYCHHE.

19. SIEM-cuctema. Ilpennasnadenne, mpuMEeHEHNE, OCHOBHBIE PEIIaeMbIe 3a/1a4H.

HpaKTI/IKO-OpI/leHTI/IPOBaHHbIe 3alaHusl K IK3aMEHY

1. [Tpoananu3upyiiTe 3aKOHOAATENBCTBO, PETYINPYIOIIEE JTUIEH3NPOBAHHUE B 00TACTH 3aIIUTHI
uHpOpMaluu.

Omnwumure nporexypy NOTydeHUs JIUIEH3NN Ha OKa3aHHUe YCIyT B 00JIACTH 3aIIUThl HH(POPMAITUH.
PazpaOoraiiTe niaH AeiicTBUI 110 MOATOTOBKE U MOJaue JOKYMEHTOB JJIs JIMLIEH3UPOBAHMSL.
Onwumure nporexypy NOJydeHUs JIUIEH3UN Ha OKa3aHUe YCIyT B 00JIaCTH 3aIIUuThl HHPOPMAITUH.
PazpaOoraiiTe niaH qeiicTBU 10 MOATOTOBKE U MOJa4€ TOKYMEHTOB IS JIULIEH3UPOBAHMSL.
Omnpexpenute CyIIHOCTD U COAEPKaHUE KOMMEPYECKON TaliHBI B COOTBETCTBHUH C
3aKOHOJIATEIILCTBOM.

ook own

7. Onumure npasa v 00A3aHHOCTH CTOPOH MPU OXPaHE KOMMEPUECKOH TaiHBbI.

8. PazpaboraiiTe npoueaypy onpeaenaeHus Cucka CBEACHNH, COCTABISIOIINX KOMMEPYECKYIO TalHy.
9. Onumure npasa U 0043aHHOCTH CYObEKTa MEPCOHATBHBIX IaHHBIX U OnepaTtopa, 00padaThIBAIOIIETO
MIEPCOHANIbHBIE IaHHBIE.

10. Pa3paboraiiTe npouenypy 3aliuThl IEPCOHATBHBIX JaHHBIX B OpraHU3aIIH.

11. PaspabotaiiTe nonoxxenue 06 00pabOTKe U 3aIUTE MEPCOHATBHBIX JAaHHBIX B OPraHU3aIMH.

12. Onummre opraHu3alOHHbIE MEPOIIPHUATHS, HEOOXOIUMBIE [Tl 00eCTIeYeH s 3aIIUThI

uHpopMaLuu.



13. PaspaboTaiiTe npoueaypy KOHTPOJISE COCTOSIHUS 3aIIUTHI HHPOPMALIUH.

14. PazpabotaiiTe mpouenypy pa3pabOTKH MOJTUTHKHA O€30MTaCHOCTH TIPEATIPHUSATHS.

15. Onummre TpeOOBaHMS K 3aIIUTE IEPCOHAIBHBIX JAHHBIX B JIEKTPOHHBIX KOMMYHUKAIIHSX.

16. PazpaboTaiiTe pekoMeHAAINH IO 00ECTICUCHUIO O€30TIaCHOCTH TepeIadyl ePCOHATBHBIX JaHHBIX
yepe3 uTepHer.

17. PazpaboraiiTe peKOMEHIAINY 110 3aIUTE IEPCOHATBHBIX JAHHBIX B COIIMAIBHBIX CETIX U
MOOUITBHBIX MPUITOKCHHUSIX.

18. Ornumute TpeOOBaHUSI K 3alIUTE IEPCOHATBHBIX JJAHHBIX B O0JIAYHBIX CITYK0axX ¥ OOIBIINX
JTAHHBIX.

19. PazpaboTaiiTe pekoMeHAAIMHN IO 00ECTICUCHUIO O€30TIaCHOCTH MEPCOHATBHBIX JAHHBIX B 00JaYHBIX
ciryx0ax v OOJIBIINX JAHHBIX.

20. Onwumute TpeOOBaHUS K 3aIIUTE MEPCOHATBHBIX JAHHBIX B HCKYCCTBEHHOM MHTEIUICKTE,
OMOMETPHH U MHTEPHETE BEICH.

21. PazpaboTaiiTe pekoMeHaAaIMH MO0 00eCTICUeHUIO O€30MaCHOCTH MEPCOHATBHBIX JaHHBIX B
MCKYCCTBEHHOM HHTEJUIEKTE, OMOMETPUU M HHTEPHETE BEIICH.

22, Onwumute TpeOOBaHUS K 3aIUTE IEPCOHATBLHBIX JJAHHBIX B BUICOHAOIIIOICHHH.

23. PazpaboraiiTe peKOMEHIAIMH 10 3aIIUTE IEPCOHAITBHBIX JaHHBIX B BHICOHAOTIOICHIH.

DK3aMEHAIlMOHHOE 3aJlaHie BKJIOYAaeT 2 TEeOpeTHYecKuX Bompoca (paszen «Bompocel k sk3ameHy») u 1
MPAKTUKO-OPHUEHTUPOBAHHOE 3ajaHue (dopMupyeTcss M3 MepeyHs 3aJaHuild, MPEACTABICHHBIX B pasJene
«[IpakTuKO-OpUEHTHUPOBAHHBIE 3aJJaHUS K DK3aMEHY»).

Kputepuu oneHuBanus:

MakcumanbHOE KOJIMUECTBO 0aToB 3a 3K3ameHanmonHoe 3aganue — 100 (30 6amtoB MakCUMaIbHO 33 KaXKIbli
TeopeTrudeckuit Bonpoc, 40 6aioB MaKCUMaJIBHO 32 MPAKTUKO-OPUEHTUPOBAHHOE 3aJJaHuE).

Kpumepuu oyenusanus oonoeco meopemuueckoeo 6onpoca:

— 25-30 OammoB  BBICTABISIETCS  CTYJACHTY, ©CIM  HW3JIOXKECHHBIM MaTepuan (aKTUYeCKH  BEpEH,
MIPOJIEMOHCTPUPOBAHBI TNIYOOKHE UCUEPITIBIBAIOIINE 3HAHUS B 00beME MPONUJIEHHON MPOrpaMMbl B COOTBETCTBUU
C MOCTaBIEHHBIMH IIPOrpaMMOM Kypca IesIMU U 3a/ladaMu OOyueHHs, U3JI0KEHHE MaTepuaia Mpu OTBETE -
IPaMOTHOE U JIOTUYECKU CTPOMHOE;

— 20-24 6annoB BBICTABISETCS CTYACHTY, €CJIH MPOJAEMOHCTPUPOBAHBI TBEP/IbIE U JOCTATOYHO MOJIHBIC 3HAHUS
B 00BbeMe MPOMIEHHON MPOrpaMMbl TUCIUIUIMHBI B COOTBETCTBUU C LEISIMH OOYYECHHMSI, MaTepHall H3JI0KEH
JIOCTATOYHO TMOJHO C OTACIbHBIMU JJOTUYECKUMH U CTUITMCTUIECKUMHU MTOTPEITHOCTIMU;

— 15-19 OGannmoB BBICTABISIETCS CTYAEHTY, €CIH TPOJEMOHCTPUPOBAHBI TBEpAbIE 3HAHUS B OO0BEME
MPONJIEHHOTO Kypca B COOTBETCTBHE C IENSIMH OOYYECHHsI, OTBET COICPKHUT OTAENbHbIE OMIMOKH, YBEPEHHO
WCIIPaBJIEHHBIE TOCTIE JOTOTHUTEIBHBIX BOIIPOCOB;

— 0-14 Ganna BeICTaBISETCS CTYIEHTY, €CIIM OTBETHI HE CBSI3aHBI C BOIMPOCAMHU, JTOMYIICHBI TPyObie OIIMOKH B
OTBETE, MPOJIEMOHCTPUPOBAHBI HETIOHUMAHHUE CYIIHOCTH M3JIaraéMoro BOIPOCa, HEYBEPEHHOCTh U HETOYHOCTh
OTBETOB Ha JIONOJIHUTENIbHBIE U HABOJSIIIHE BOIPOCHI.

Kpumepuu OYECHUBAHUA NPAKMUKO-OPUEHMUPOBAHHO20 3a0aHUA:

— 35-40 6anmnoB BBICTABIISACTCS, €CIIN 33aJJaHNE PEIICHO MOJHOCTHIO, B MPEICTABICHHOM PEIIEHHH 000CHOBaHHO
IMOJIYYCHBI IPAaBUJIBHBIC OTBCTHI.

— 25-34 Gayna BBICTABISETCS, €CJIN 33JaHUE PEILIEHO MOJHOCTHIO, HO IIPU OTBETE JIOMYIEHbl He3HAUUTENIbHbIE
OLINOKH.

— 11-24 6anna BBICTABISIETCS, €CIIN 3a/IaHHUE PEIICHO YaCTUIHO.

— 0-10 GatoB BBICTABIISIETCS, €CITH PEIICHIE HEBEPHO WM OTCYTCTBYET.

WtoroBeiii pe3ynbTar (hopMHpyeTCs M3 CyMMbI HaOpaHHBIX OajUIOB 3a BBIMIOJIHEHHWE 3a4€THOTO 3a/laHUs H
COOTBETCTBYET IIIKAJIE:

— 84-100 6annoB (OlIEHKA OTIMYHOY)

— 67-83 GanoB (OIEHKA «XOPOIIIO»)

— 50-66 6ayuToB (OIICHKA «YIOBICTBOPUTEIIHHOY)

— 0-49 6amnoB (oleHKa «HEYJOBICTBOPUTEIHHO)



Omnpoc

Bonpocsl 1151 onpoca 5 cemecrpa:

Nudopmanus kak 00bEKT MPABOBOTO PEryIUPOBAHUS.

Crpykrypa 3akoHoaarenscTBa PO B 06acTi mHGOPMAIMOHHON 0€30MaCHOCTH U 3alUTH HHPOPMAITHH.
OcHoBHbIe e 1 MeToAbl ooecnieuenust Ub P®. Mictounnku u Buasl yrpos Ub PO.

OcHoBHBIE HaMpaBJIeHU 0OeceueHUsT THPOPMAITMOHHOMN 0e30macHOCTH U 3amuThl nHGopmarwu B PD.
CtpyKTypa opraHu3allMOHHOMN 3aIIUTHl HHPOPMAIIUH.

Buner nuadopmanmm, 3anmimaeMoi 3aKk0H01aTeIbcTBOM PD.

[lepeuens cBeeHU KOH(MUICHIIMATBEHOTO XapaKTepa.

Opranuzanus paboThI CO CBEICHUSIMH, OTHECEHHBIMU K KOH(PHICHIIMATBHON HH(OpMAIIHH.
[IpaBoBoii pexxuM 3aiUThl KOHGUACHIINAILHOW HH(OPMALIUH.

0. Yrpo3ssl yreuku HHPOPMAITUH 110 TEXHUYESCKUM KaHaIaM.

1. ®opwmpbl 3amuiaeMoit HHGOpPMaIUH.

OcHOBHBIE O0BEKTHI 3aIUTH HH()OPMAIIH.

13. Knaccudukanus TeXHUYECKUX KaHAJIOB YTCUKH HH(GOPMAIIHIH.

14. TexHWdYeckre MEPOIPHUATHSI 110 3aIUTE HHPOPMAIIUU OT YTEYKU MO0 TEXHUYECKUM KaHaIaM.

15. OpranuzanioHHble MEPOIIPHUATHS 110 3alIUTe HHGOPMALIUU OT YTEUKH [0 TEXHUYECKUM KaHaJlaM.
16. Knaccudukanuu yrpos 6e3omacHoCcTH HHOOpMAIMH B UHPOPMALIMOHHBIX CHCTEMaX.

17. TpeGoBaHus K OpraHU3alUK 3aIIUTH HHOOPMAITUK B HHOOPMAITMOHHOM CHCTEME.

18. ®opmupoBanue TpeboBaHMH K 3amuTe HHGOpMAIK B THPOPMALIMOHHON CUCTEME.

19. OGecneuenue 3auUThl UHGOPMAIIUU B XO€ IKCILTyaTallui HHPOPMAIIMOHHON CUCTEMBI.

20. TpeGoBaHus K MepaM 3alUTH HH(OpMAINH, coaepKalieiics B MHPOPMALMOHHOW CUCTEME.

21. Omnpenenenue Kiacca 3alUIIEHHOCTH MHPOPMAIIMOHHOM CUCTEMBI.

22. JluueH3upoBaHHE B 00JACTH 3aIIUTHI HH()OPMAIIHH.

23. CTpyKTypa CUCTEMBI TOCYJapPCTBEHHOT'O JIMIIEH3UPOBAHMUSI.

24. TlopsaoK MPOBEICHUS JTHIICH3UPOBAHUSI.

25. OCHOBHBbIE TUIIEH3NOHHBIE TPEOOBAHUS U YCIOBHS B 00JIACTH 3alIUTHl HHPOPMAIIH.

26. IlepedeHb BUJIOB JACATEILHOCTH B 00JaCTH 3aIUTHI HH(POPMAITUH, TTOICKAIINX JIUIIEH3UPOBAHUIO.
27. CTpyKTypa CUCTEMBI CEPTUDUKAITIH.

28. Tlopsnok mpoBeaeHus: cepTH(HUKALNN CPEICTB 3aIIUTH HHPOPMALIUH.

29. CeprudukaliMOHHBIC HCTIBITAHUS CPECTB 3aIIUTHI HHGOPMAITHH.

RRO©oOoNoO O ~LNE
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Bonpocs! 1u1s1 onpoca 6 cemectpa:

30. Mopsimoxk oTHeceHuss uHpOpMAMKM K WHGOPMAIMH, COCTaBISIOMIEH KOMMEpPYECKYl0 TaiHy, U ee
IpeOCTaBIICHHE.

31. IonsTue xomMMepueckoi TaifHbI. [IpaBoBOe 0OecreueHne 3amnuThl KOMMEPYECKOH TaitHbI.

32. CeneHusi, COCTaBISIOLIME KOMMEpUecKyro TailHy. CBeJeHMs, KOTOpble HE MOTYT COCTaBJIATh
KOMMEPYECKYIO TalHY.

33. IIpaBa oOnagaTenss KOMMEpUYECKON TalHBI.

34. Opranuzanus 3aUTel HHOOPMAIMH Ha PEINPUATHH.

35. ObecrieueHne COXpaHHOCTH JOKYMEHTOB, A€ U U3JaHHH.

36. OO0s3aHHOCTH JIHII, IOMYIIEHHBIX K CBEJICHHUSM, COCTABIISIONINX KOMMEPUYECKYIO TalHY.

37. Opranuszanus KOHTPOJS 3a OO0ecliedeHHeM pexumMa Opu paboTe CO CBENEHUSIMM, COAEp)KaLIMMU
KOMMEPYECKYIO TalHY.

38. O0s13aHHOCTH ITEPCOHAJIA OPTaHU3alUHU 110 COXPAHEHUIO KOMMEPYECKOM TaitHbI.

39. MNomutrka 0Oe€30mMacHOCTH TPEONPHUATHS KaK OCHOBA OPraHU3allMOHHOTO YIPaBIICHHS — 3aIIUTON
uHpopMaIUu.

40. TIpaBa u 00s3aHHOCTH paOOTHHUKA U padOTOATES 1O 3aIUTE KOHPHISHIIHATHHON HH()OPMAITHH.

41. OTBeTCTBEHHOCTH 3a HapylIeHne KOH(PUIECHIIMATBbHOCTH HHPOPMALIUH.

42. TIpaBa u 00s13aHHOCTH CYOBbEKTa NIEPCOHABHBIX JIAHHBIX M OllepaTopa, 00padaTHIBAOIIETO MEPCOHATBHBIC
JIaHHBIE.

43. OpraHu3zaiys 3auThl IePCOHATBHBIX TAHHBIX B OPTaHU3aIlHH.

44. TInaHupoBaHUE MEPONPUATHUH 110 OPraHU3ALMOHHOM 3a1uTe HHPOPMALIUU HA TPEAIPUSTHH.

45. CTpykTypa ¥ OCHOBHOE COJIepKaHUe TUTaHa MEPOIIPHUATHH TI0 3aIUTe KOHPUICHITMATHFHON HHPOPMAIIHH.



46. Opranu3zaiys aHaAIUTHYECKOH paboThl B 001aCTH 3aIIUTHI HHPOPMALIUU HA TIPEATIPUATHH.

47. OcHOBHBIC 00BEKTHI U (POPMBI KOHTPOJISI 32 COCTOSTHHEM 3aITUThI HHPOPMAIIUH.

48. OcHOBHBIC 3a/1a41 U METOJIbI KOHTPOJIS.

49. OcHOBHBIC HaIIPaBJICHUS AHATUTHIECKON pabOTHI.

50. Opranuzanus ayauTa HHPOPMALMOHHON 0€301MacHOCTH MPEAPUATHSI.

51. ®yHKUIMU aHATMUTUYECKOT'O MOApa3eaeHHs B 001aCTH 3alUThl HH(MOPMALMKU Ha IPEANPHUITHN.
52. OcCHOBHBIE 3TaIbl AHATUTHYECKOH paboThI B 00JaCTH 3aIIUTHI HHPOPMALIMU HA TIPEANPUATHH.
53. CopeprkaHue U OCHOBHbBIE BU/Ibl aHATMTUUECKUX OTYETOB.

54. Knaccudukanus MeTo10B aHanu3a nHHOPMAIIHH.

55. KomnproTepHble NPecTyIICHUs B 3JIEKTPOHHON KOMMEPLIUH.

56. NndpopmanronHas 6e30MacHOCTb B AIEKTPOHHONW KOMMEPIIHH.

57. KOpuanueckast OTBETCTBEHHOCTb 33 HapyLLIEHHE ITPABOBBIX HOPM 3aLUThI HH(OPMALIHH.

Kpurepun oueHuBanmsi:

MaxkcruManbHOE KOJIMYECTBO OaJIJIOB, KOTOpOE O0YyJaromuiics MOKeT Habpath 3a cemectp — 20 6amioB (3a 20
OTBETOB).

OTBeT Ha BOIIPOC OLIEHNUBAETC:

— 1 Gayut — mpaBUIIBHBINA U TTOJTHBIA OTBET;

— 0 0aJyu10B — HENPABUJIBHBIM OTBET WJIM OTBET HE NPECTABJICH.

I[IpakTHKO-OpMEeHTHPOBAHHBbIE 321aAHUSA
IIpakTuKO-0pHEHTHPOBAHHbBIE 3a1aHUs VI 5 ceMecTpa:
3ananue 1.
Pa6ora ¢ UCC "Koncynbrant [1mtoc": bazoBbie cBoiicTBa 6e30macHocTH nHpopmaiuu. HopmatusHo-1ipaBoBast
0a3a (YHKIIMOHMPOBAHMS CHUCTeM 3ammThl WH(popmanuu. [IpaBoBas 3ammTa TPOrpaMMHOTO OOECTICUCHUS
aBTOPCKUM IpaBoM. KoMIbIOTEepHBIE MPECTYIICHUS B OCOOEHHOCTH UX PAcCIeI0BaHMUS.
3ananue 2
Pa6ora ¢ UCC «Kouncynprantllmtocy, b/l @enepanbHoii Ciry>kKObl IO TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO
(®CTIK Poccum) https://fstec.ru/: dopmbl 3amummaemoit maGopmarmu. OOBEKTHI 3amUTH. Du3NUECKue
ocHoBbl Bo3HMKHOBeHHsI TKYU. Knaccudukarus TCP.

3aganue 3.

Pa6ora ¢ UCC «Koncynbrantlntocy, b/l ®enepanbHoil ciiy:k0bl 10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
(®CTIK Poccun) https://fstec.ru/: TlocTtpoeHue THHOBBIX MoAene yrpo3 Oe3zomacHOCTH HHGMOpMaIUH,
oOpabaTeiBaeMOl B HHGOPMAIIMOHHBIX CUCTEMAX.

3ananue 4.

Cucrema mmdposanus Lesaps. Lludps nepecranoBku.

1. PeanuzoBats cucremy mmudposanus llesaps. Cuctema mudpoBanus Llezaps, B KOTOpoM KaxKiblit
CHUMBOJI B OTKPBITOM TEKCTE CIBHUIaeTCsl Ha ONPEIEICHHOE YMCIIO MO3ULUI BIepen Win Ha3aja. PeanmsoBaTh
¢byHkuy mudpoBanus U AeminGpoBaHUs TEKCTa ¢ UCIIOIb30BaHUEM cucTeMbl mudpoBanus Lle3aps.

2. Peann3oBaTh mMQphI IEPECTAHOBKU, B KOTOPBIX MOPSAIOK CUMBOJIOB B OTKPBITOM TEKCTE MEHSIETCS
COTJIACHO HEKOTOpo# QyHKIMH. Peann3oBaTh QyHKIMM IIM(PPOBAaHUS U TSI PPOBAHUS TEKCTA C
HCIOJIb30BaHUEM HIH(PPOB NEPECTAHOBKH.

3. PeanuzoBats cucremy mudposanus Llesaps ¢ kirogom.

4. PeanuzoBaTh QpyHKIIMM IMPpPOBaHUS U eI (POBAHUS TEKCTA C UCTIOIb30BAHUEM CUCTEMBI
mdposanus Llezaps ¢ kiouom.

IIpakTHKO-OpHEHTHPOBAHHbIE 3a1aHus 1J15 6 cemecTpa:

3ananue 5.

Peamuzamust  nBycTOpoHHEro oOmeHa KitoueBod wuHpopmammei. [loHatTme © Ha3HaueHWE IIEHTpa
pacripenenenus kmoueil. TpeboBanus Juddu u Xemnmana.

PeanmzoBaTh GpyHKIINH TSI TEHEPAIIMH MPOCTHIX YMCEI M BEIYUCIICHHS] HANOOJIBIIET0 O0IIEeTo JeTUTEs.

1. PeanuzoBaTh pyHKIIUM U1 TeHEpALUU KITIOUEBOM Mapbl 1 0OOMeHa KJII04eBOi nHpopmanuei ¢
HcIonb30BaHueM npotokoia uddu-Xenmmana.



2. PeanuzoBath TecTh A PYHKIMI reHepanuy KII0UeBoi mapbl 1 0OMeHa KIII04eBOi HH(OpMaIHeH.
3. PeanuzoBath TecThl A1 PYHKITMI TeHEpallUK KIIFOUEBOU Mapbl K 0OMEHa KITF0oueBOr WH(OpMaIue.

3ananue 6.
Anroput™m mmppoBanus RSA. Ilpouecc ¢dopmMupoBaHHs KIIOUEBOW Maphl IMoiydaTeneM, IU(poBaHUE U
nemudpoBaHue COOOIICHUI B KpuntocuctemMe RSA.

1. PeanuzoBaTh hyHKIMM A7 TeHEPALMU MPOCTHIX YKHCEN, BRIYUCICHHSI HAaHOOJBIIEro O0IIEro JeuTes,
HaXO0XXJEHHUs 00paTHOTrO AJIEMEHTA 110 MOYIIIO.

2. PeanuzoBaTh QpyHKIMM U1 TeHEPALMH KIIIOYEBOW Taphl U MU poBaHus/ 1emr(poBaHus COOOIIECHUI ¢
KCIMOJIb30BaHWEM ainroputma RSA.

3. PeanuzoBaTh TecThl s QYHKIHIA TeHEpaLMU KIIOYEBOW Haphl U MU pOBaHUs/ IemrGpoBaHUs
COOOILIEHU.

3ananue 7.

DopMHUpOBaHUE NTEPEYHS CBEIACHUM, COCTABIIAIOIINX KOMMEPUYECKYIO TAlHY.

1. BeiOepure BBIMBIIUIEHHYIO KOMIIAHHIO, JUIsl KOTOpoW Oyzaere (opMHpOBaTh IEpEYeHb CBEACHUH,
COCTABIISFOLINX KOMMEPUECKYIO TalHYy.

2. Onuumre BUAbI CBEICHUM, KOTOPbIE MOTYT COCTABJIATh KOMMEPUYECKYIO TaliHy JUIsl BHIOpaHHOM
KOMITaHUH.

3. CocraBbTe nepeueHb CBEJCHUN, COCTABIISAIOINX KOMMEPUYECKYIO TaiHy, /Ui BBIOPaHHOM KOMIIaHUU.

4, Odopmute pe3ynbTaTsl B BUIE OTYETA

3amanue 8.

Pa3pa60TKa IIOJINTHKH 0€30IaCHOCTHU MMpCAIPUATHA.

Onpenenure 1enu U 33Ja4 MOJIUTUKU 0€30IaCHOCTU IPEANPHUITHS.

Onwummre MepHI Mo 3auTe HHPOpManU, COOCTBEHHOCTH U TIEPCOHANA TIPEATPUSITHSL.

PazpaOoraiiTe npoueaypsl OTBeTa Ha yrpo3bl 0€30MaCHOCTH MPEAPUATHS.

. Odopmurte pe3ynbTaTsl B BHIE JOKYMEHTA MOJUTHKH 0€301TaCHOCTH MPEITPUATHSI.

Kpurepun oueHuBaHmsi:

MaxkcruManbHOE KOJUYECTBO 0AJJIOB, KOTOpPOE OOydJaroIuiics MOXeT HabpaTh 3a cemectp — 80 Oaymos (3a 4
3aJJaHUs B CEMECTD).

Kaxxnoe 3amanne onenuBaercs:

— 20 6annoB. — 3a/1aHUE BBIIIOJIHEHO BEPHO;

— 19-14 GannoB. — mpH BINOJIHEHUH 33JaHHUsl OBUIM JOMYIIEHbI HETOYHOCTH, HE BIUSIONINE Ha Pe3yibTarT;

— 13-6 6annoB. — pH BBHITIOJIHEHUH 3aJaHHs ObLTH TOMYIIEHBI OIINOKY;

— 5- 1 GayJI0B. — IpU BBIMOJHEHUHU 33JJaHUs ObUIN JIOMYIIEHBI CYIIECTBEHHbIE OLIMOKH;

— 0 6anoB. — 3a/1aHKE HE BBIIIOJIHEHO.

3 Meroauyeckne MaTepualibl, ONpeesomue MpoueIypbl OHCeHUBAHUSA 3HAHMI, YMEHHH, HABLIKOB H
(MJI1H) ONBITA JEATEJIbHOCTH, XaPAKTEPU3YIOIIUX 3TAaNbl (JOPMUPOBAHUA KOMIIETCHIIU I

[Ipoueayps! OlleHUBaHMSI BKJIIOYAIOT B ¢€0s1 TEKYILUN KOHTPOJIb U POMEKYTOUHYIO aTTECTALIMIO.

Texymmii KOHTPOJIb YCIIEBAEMOCTH MPOBOJUTCS C UCIIOJIB30BAaHUEM OLIEHOYHBIX CPEACTB, NPEACTABIECHHBIX B
I. 2 JaHHOTO MPWIOXKEHHs. Pe3ynbTaThl TEKyIIEro KOHTPOJSI JOBOJSTCS N0 CBEIEHUS CTYJIEHTOB [0
IIPOMEXYTOYHOM aTTeCTaluu.

IIpomexyTouHas aTrecTanms NPOBOAUTCS B GopMe 3a4eTa, IK3aMEHa.

3ayeT MpOBOAMUTCS MO PACIHUCAHUIO MPOMEXKYTOUHOU aTTecTaluu B ycTHOH (opme. KommuecTBo BOIpocoB B
3a4eTHOM 3aaHuu — 3 (2 TeopeTHyeckux, | MpakTUKO-OpPUEHTHUPOBAHHOE 3a/JaHue). Pe3ynbTaTel arTecTaluu
3aHOCATCS B BEJOMOCTb U 3aUETHYIO KHIKKY cCTyAeHTa. CTYyIEHTbl, HE MpOLIEAIINE IMPOMEKYTOUHYIO
aTTeCTaluIO MO rpa@uKy, JOHKHBI JIMKBUAUPOBATH 3a/10J5KEHHOCTD B YCTAHOBJICHHOM TOPSIKE.

DK3aMeH IPOBOIUTCA MO PACIIMCAHUIO TPOMEXKYTOYHOM aTTecTaluu B YCTHON Gopme. KonnuecTBo BOpocoB B
HK3aMEHAllMOHHOM 3aJlaHuu — 3 (2 TeopeThyeckux, | MpaKTUKO-OpUEHTHUPOBAHHOE 3ajlaHue). Pe3ynbrarhbl
aTTeCTallMM 3aHOCATCS B BEIAOMOCTb M 3a4E€THYK0 KHIKKY cTylaeHTa. CTyAeHTbl, HE MpoulealIne
MPOMEXYTOUHYIO aTTECTAlMI0 MO TpaduKy, JODKHBI JIMKBUAUPOBATH 3a/J0JDKEHHOCTh B YCTAaHOBJIEHHOM
MOPSJKE.

el NS



puioxenne 2
METOANYECKHUE YKA3AHUSA 11O OCBOEHUIO ITNCHUIIJIMHBI

VY4eOHBIM IJIAHOM HPEAYCMOTPEHBI CIIETYIONIIE BUBI 3aHATHHI:

- JICKIIH;

- IPAaKTHYECKHE 3aHSITHUS.

B xone NeKIMOHHBIX 3aHATHHA pacCMaTPUBAIOTCS OCHOBHBIE MOHATHS B 00MacTH HMH(DOPMAITMOHHOU
0€30MacHOCTH M 3aluThl WHGOPMAIMH, METOIbl OOHAPYKEHHS W OpPraHU3alui IPOTHUBOJCHUCTBHS aTaK Ha
MH(POPMALMOHHbBIE CeTH, TPEOOBAHUS MO 3alIUTe KOH(PHUICHIMAIBHONH MHPOpPMALNU, JAIOTCS PEKOMEHIANN
IUISL CAMOCTOSITEIBHOM PadOTHI M HOATOTOBKH K PAKTHYECKUM 3aHATHSIM.

B XoJ1e mpakTUYeCKUX 3aHATHH YTIyOJIIIOTCS U 3aKPEIUIAIOTCS 3HaHUS CTYACHTOB IO PSIy PAaCCMOTPEHHBIX Ha
JIEKIMAX BOTIPOCOB, Pa3BUBAIOTCS HABBIKU PEIICHUS 33/1a4 1O 3aIIUTe HH(POPMAMOHHBIX 0OBEKTOB.

[Tpu mOATOTOBKE K MPAKTUYECKUM 3aHATHAM KaKIBIH CTYIEHT JOJKEH:

- U3y4YUTh PEKOMEH/I0OBAHHYIO YUEOHYIO JTUTEPATYPY;

- U3YYUTh KOHCIIEKTHI JICKIIHI;

- 03HAKOMHTHCSI C OIMCAHHEM IPAKTUIECKOH PabOTHI;

B mporecce MOATOTOBKM K MPAKTHUYECKUM 3aHATUSAM CTYASHTHI MOTYT BOCIOJIB30BATHCS KOHCYJIbTALUSIMHU
IpernoaaBaTeIs.

Bomnpockl, HE paccMOTpeHHBIE Ha JIEKIUSAX U MPAKTHUYECKUX 3aHSATHSX, JODKHBI OBITh M3YYEHBI CTY/ICHTAMH B
XO/Ie CaMOCTOATENIFHON paboThl. B xoxe camocrosiTenbHONW PadOTHl KaKABIH CTYIGHT O0s3aH MPOYUTATH
OCHOBHYIO M, 110 BO3MO>KHOCTH, JIOTIOJHHUTEIBHYIO JUTEPATYpy MO MU3y4aeMOH TeMe, JOTOJTHUTH KOHCIEKTHI
JIEKIMH HEJOCTAIOIIUM MaTepUaJIOM, BBINMMCKAMH U3 PEKOMEHJOBAaHHBIX UCTOYHUKOB. BBIIEINTH HETIOHSATHBIC
TEPMUHBI U HAUTH WX 3HAYCHHUE B DHIUKIIONIEAMUECKIX CIIOBAPSIX.

JIns TOATOTOBKM K 3aHATHSAM, TEKYIIEMY KOHTPOIIO M TIPOMEKYTOYHOH AaTTeCTAallid CTYICHTBI MOTYT
BOCIIOJIB30BaThCSl  DJICKTPOHHO-OMOIMOTEYHBIMUA CUCTEMaMH. Takxke oOydJaromuecss MOTYT B3ATh Ha JIOM
HEOOXOJMMYIO JTUTEpaTypy Ha aDOHEMEHTE YHHBEPCUTETCKOH OMOIMOTEKN MM BOCIIOJIB30BATHCS YUTATbHBIMU
3aaMu.



