[lokyment noammcaViHMCTOPOTRO AP U BBICIIEro 00pg3oBanus Poccuiickoit eneparnun

NUHdopm :
o0, M%&éﬁ%@ﬁ%ﬁ?& rOCY/IapCTBEHHOE GIODKETHOE POPasOBaTENbHOE yIPEXKIeHHE BHICILIETO

Tomnd@OPa3QBaHNs «POCTOBCKHH rocynapcTBEHHBIN 3KOHOMIYeCKUH yHuBepeuTeT (PYIHX)»

[ata nognucanus: 24.04.2023 09:45:32
YHUKANbHBIA NPOTrPAMMHbIA KITHOY:
c098bc0c1041cb2a4cf926cf171d6715d99ab6ae00adc8e27b55cbele2dbd7c78

YTBEPXJIAIO

Hupextop 1 Ta MarucTpaTypsl
WBanosa E.A.

«29 » ol 20 J1 T.

PaGouasi nporpamMmma JHCLHUIIIHHBI
3amuienHbie HHGOPMAHOHHbIE CHCTEMBI

Hamnpasnenue 10.04.01 MudopmanuonHas 6€301aCHOCT
maructepckas nporpamma  10.04.01.02 "IIporpaMMHo-anmapaTHbeie METOIBI PacCiIeIOBaHUs
KOMITBIOTEPHBIX MTPECTYIICHUN"

Jlnst Habopa 2022 roga

Kpanuduxamus
MarucTp



KA®E]JIPA HugopmanuoHnbie TEXHOIOTHH H 3aIIHTA HHPOPMANHH

Pacnpene.ﬂeﬂne YacoB JHCHHIIJIHHBI 110 ceMecTpam

Cemectp
(<Kypc>.<Cemecrp Ha 1(1.1)
Kypee>) Hroro
Henenp 16
Bun zanatui v | P | vI Pl
Jlekuuu 10 |10 |10 |10
JlaGopatopHeie 20 120 (20 (20
[MpakTuieckue 20 |20 |20 |20
Hroro ayn. 50 |50 |50 (50
KouTtakThas pafiota 50 (50 (50 |50
Cam. paGota 121 121 (121 [121
Yacsl Ha KOHTPOJIB 9 9 9 9
Htoro 180 |180 [180 (180
OCHOBAHHUE

YueOHBIA 11aH YTBEPKIEH y4€HbIM COBETOM By3a oT 22.02.2022 mpoTok 4 Ne 7.

,/0
[Iporpammy coctaBun(u): K.T.H., poul. , Cepnennnos O.B, = /KZ/ "Z%/;//

5 o4
B
7 7

3aB. kaenpoii: k.3.H.,001. Edbumosa E.B.

- i

MeToauyeckuM COBETOM HAIPaBNEeHUs: [.3.H., mpod., Tumenko E.H.



1. IEJIX OCBOEHUA JUCHUTTINHBI

1.1|OBnageHne OCHOBHBIMHM METOAAMHU HayYHOT'O HCCIIE0BAaHHS; 03HAKOMIICHHE C METOJaMU M CIOCO0aMK OpPTaHU3aluH 3aIUThI
UH()OPMALIMOHHBIX CHCTEM.

2. TPEBOBAHUSA K PE3YJIBbTATAM OCBOEHMUS AU CHHUILIJINHBI

OIIK-1:Cnoco0eH 000CHOBBIBATH TPeOOBaHUsI K cUcTeMe o0ecrnedeHUus HH(POPManMoHHOIi 0e30MaCHOCTH U pa3padaTbIBaTh MPOEKT
TeXHHYECKOI'0 32JaHHs HA ee CO3/IaHHe;

OIIK-2:Cnoco6en pa3padaTbIBaTh TEXHHYECKHIi MPOEKT CHCTEMBbI (MOACUCTEMbI JIH00 KOMIIOHEHTA CHCTEMBI) 00ecnedeHnst
HH(OPMALMOHHOIT 6e30MaCHOCTH;

B pe3yjabTaTe 0CBOCHUS U CHUITIHHBI oﬁyqamumiicsn JOJIZKCH

3HaThb:

3HaTb METOBI MPOEKTHPOBAHUS U MIOCTPOEHHS CHCTEM HHPOPMALMOHHON 0€3011aCHOCTH, BKIIIOUAs METOJIBI TECTUPOBaHUS () (HEKTUBHOCTH
Y OIICHKH HaJEKHOCTH; COBPEMEHHYIO HOpMaTHBHYIO 6a3y 1 ['OCTEI, periaMeHTHPYIOLIHE MPOIECC Pa3padOTKH TEXHUUECKOTO 3a/1aHHUs;
MpaBwiIa, CIOCOOBI M METO/IbI OPTaHM3AINH COBMECTHBIX pa3paboTok.(cooTHeceHo ¢ mHanKaropom OIMTK- 1.1.)

3HAaTh METO/Ib KOHIENITYaJIbHOTO MTPOSKTHPOBAHKS TEXHOJIOTUH obecnieueHuss HHPOPMAIIOHHO# 6e30MacHOCTH.(COOTHECEHO C
unaukaropom OIIK-2.1.)

YMeTh:

YMeTh 000CHOBBIBATH MPUHIIMIIBI OPTaHU3AIIH TEXHUUECKOTO, TIPOrPAMMHOTO 1 HH)OPMAIIMOHHOTO 0OecTeueHnsT HHPOPMAITUOHHOM
6e3omacHocTH.(cooTHECEHO ¢ mHaMKaTtopom OITK-1.2.)

YMeTh BRIOUPATh U 000CHOBBIBATH MPEHMYIIIECTBA METOIOB PEIICHNUS 33424 TS 3alIUThl HHPOPMAIIUK KOMIBIOTEPHBIX CUCTEM U CETeH U
crcTeM obecrieuenus (cooTHeceHo ¢ mHanKaTopom OITK-2.2. )

Buaagern:

Brnajers HaBbIKAMU IUTAHKPOBAHUS U OIICHKH TPYIOEMKOCTH MPOEKTa, BKII0YAsk TEXHHUECKOE, KapoBoe U (PUHAHCOBOE 0OeCIIeueHHE,
TIPUHSATHE COBMECTHBIX peleHni(CooTHECEHO ¢ mHankaropom OITK-1.3.)

Brnagets HaBbIKAMHU BBITIOTHEHUS PabOThI MO OCYIIECTBICHUIO P U3TOTOBICHUH, MOHTAXe, HAJIAJIKe, HCTIBITAHUSX U Cla4ye B
SKCILIyaTaIuio CHCTEM U CPEACTB 0OecTieueHnsT HHPOPMAHOHHOM 6e3omacHocTH(CooTHECeHO ¢ nHauKaTopom OITK-2.3.)

3. CTPYKTYPA U COAEP KAHUE JUCHUIIJIMHbI

Kon HaunmenoBaHue pa3/ie/ioB U TeM /BUJ 3aHATUS/ Cemectp / | Yacos Komnerten- Jlutepatypa
3aHATHS Kvnc IHH

Paznen 1. Pazpen 1. lpyHnunsl opranusanuu
3aIUIEHHBIX HH(POPMAIIHMOHHBIX CHCTEM

11 Tema 1 "OcHOBHBIE IPUHLIUIIBI OPraHU3ALUH 3ALIUIIEHHBIX 1 2 OIIK-1 OIIK-2 JI1.1J11.2J11.3
NC". KoHuenius co3MaHus 3allUIIeHHbIX HHPOPMAIIHOHHBIX JI1.4J12.1 J12.2 J12.3
crcTeM. 3alMIIEHHOCTD KaK MOHIATHE. 3alUIlCHHBIC JI2.4

TEXHOJIOTUH B LICJIIOM. 3aH.II/IH_[eHHBI€ I/IH(bOpMaHI/IOHHLIe
CI/ICTCMbI.MOﬂCJ’[b 3alUIICHHBIX I/IH(i)OpMaL[I/IOHHbIX CUCTEM.

/JIex/

1.2 Tema 1 "OcHOBHBIE IPUHLIUIIBI OPraHU3ALUH 3AUIUIIEHHBIX 1 6 OIIK-1 OIIK-2 JI1.1J11.2J11.3
NC". KoHuernius co3IaHus 3allUIIeHHbIX HHPOPMAIHOHHBIX JI1.4J12.1 J12.2 J12.3
crcTeM. 3alMIIEHHOCTD KaK MOHITHE. 3al[UIICHHBIC JI2.4

TEXHOJIOTUH B LICJIIOM. 3aH.II/IH_[eHHBI€ I/IH(bOpMaHI/IOHHLIe
CUCTCMBI. MOZ[CJ'I]) 3alUIICHHBIX l/lH(i)OpMaLlI/IOHHI)IX CHUCTEM.

/J1ab/

1.3 Tema 2 «Ysa3BuMocTh 3amumEHHBIX MCy». AHAIN3 IPUYNH 1 2 OIIK-1 OIIK-2 JI1.1 J11.2 J11.3
yszsumoctd DUC. Metoas! u Mmexanu3msl 3auutel or HCJI. JI1.4J12.1 J12.2 JI2.3
Mounens cucreMsl 6e3onacHoctu POUC /JIex/ J12.4

1.4 Tema 2 «Ys3BuMocCTh 3amumIEHHBIX UCy». AHamN3 Npuana 1 4 OIIK-1 OIIK-2 JI1.1 J11.2 J11.3
yszBumoctd DUC. Metoas! u Mmexanu3msl 3auiutel or HCJI. JI1.4J12.1 J12.2 JI2.3
Mogens cucremsl 6e3omacaocta POUC. PenOC /J1ab/ J12.4

15 Tema 2 «Ys3BuMocTh 3amumiEHHBIX UCy». AHamN3 npuana 1 4 OIIK-1 OIIK-2 JI1.1 J11.2 J11.3
yszBumoctd DUC. Metoas! u Mmexanu3msl 3auiutel or HCJI. JI1.4J12.1 J12.2 JI2.3

Monens cuctemsl 6e3onacuoctu POUC /Tlp/ J12.4




1.6 Tema 2 «Ys3BUMOCTb 3ammEHHBIX MCy». AHAN3 NpUYNH 20 OIIK-1 OIIK-2 JI.1J11.2 J11.3
ys3eumoct OVIC. Metozas! u Mmexanu3mbl 3auiutel or HCJI. JI1.4J12.1 J12.2 J12.3
Mopens cuctemsl 6e3onacaoctu POUC. PenOC /Cp/ 2.4

1.7 Tema 3 «TpeboBanus k apxurektype UC mist obecrnieueHus 2 OIIK-1 OIIK-2 JI.1J11.2 J11.3
Oe3onacHoCTH ee GYHKIMOHUPOBaHUMY. M eonorus JI1.4J12.1 J12.2 J12.3
OTKPBITBIX HHPOPMAIIMOHHBIX CHCTEM. AHaIN3 0€30MaCHOCTH 2.4
NC npu OTCYTCTBUU 3JI0YMBIIIJICHHBIX (PaKTOPOB.

CraHgapTu3anys NOAX0A0B K 00eCIeYeHHUIO
UH()OPMAIIMOHHON 0€30I1aCHOCTH.
/JTex/

1.8 Tema 3 «TpeboBanus k apxurekrype UC nist obecrnieuenus 4 OIIK-1 OIIK-2 JI.1J11.2 J11.3
6e3omacHOCTH ee PYHKIIHOHHUPOBaHUs». M neonorus JI1.4712.1 J12.2 J12.3
OTKPBITHIX HHPOPMAIIOHHBIX CHCTEM. AHaIN3 0€30I1aCHOCTH 2.4
HUC npu OTCYTCTBHH 37I0yMBIIITIEHHBIX (aKTOPOB.

CrannapTu3anus NoAX010B K 00eCIIeUeHUI0
uH(popMaonHol 6e3onacHocTy. /J1ad/

19 Tema 3 «TpeboBanus k apxurektype MUC mist obecrnieueHus 4 OIIK-1 OIIK-2 JI.1J11.2 J11.3
Oe3onacHoCTH ee GYHKIMOHUPOBaHUY. M eonorus JI1.4J12.1 J12.2 J12.3
OTKPBITBIX HHPOPMAIIMOHHBIX CHCTEM. AHaIN3 0€30MaCHOCTH 2.4
N C npu OTCYTCTBUU 3JI0YMBIIIJICHHBIX (PaKTOPOB.

CrannapTu3anys NoAX00B K 00eCTIeUeHUI0
uH(popmaronHoi 6e3onacHoctu. /I1p/

1.10 Tema 3 «TpeboBanus k apxurektype UC mist obecrnieueHus 20 OIIK-1 OTIK-2 JI.1J11.2 J11.3
Oe3omacHoCTH ee GYHKIMOHUPOBaHUY. Meonorus JI1.4J12.1 J12.2 J12.3
OTKPBITHIX HHPOPMAITHOHHBIX CHCTEM. AHaIH3 0€30MaCHOCTH 2.4
NC npu 0TCYTCTBUU 3JI0YMBIIIJICHHBIX (aKTOPOB.

CrannapTu3anys NoAX00B K 00eCTIeUeHUI0
uH(popMaIoHHoi 6e3onacHocTH. /Cp/

Paznean 2. Pazgen 2. TexHosioruu odecneyeHust
0e3o0macHOCTH

2.1 Tema 4 «TeXHOJOTUN ¥ HHCTPYMEHTBI 00CeCTICUCHUS 2 OIIK-1 OTIK-2 JI.1J11.2 J11.3
Oe3omacHOCTH HH(POPMALIMK B CUCTEMAX U CETAX). JI1.4J12.1 J12.2 J12.3
Ocob6eHHoCTH ceTeBbIX cucTeM. OOIIHe Yrpo3bl CETEBBIX 2.4
cucteM. TpeOoBaHMs 1 3aIUThl KOHGUISHIIATbHON
rH(OpMaLUK B OpraHax UCIIOTHUTENbHON BracTH. CpeacTsa
3alIUThl THPOPMAIUH I KOMMEPYECKHUX CTPYKTYP.

/JTex/

2.2 Tema 5 «TexHOIOTUU U HHCTPYMEHTHI 00eCIIeUeHUs 20 OIIK-1 OIIK-2 JI1.1 J11.2 J11.3
6e3omacHOCTH HH(POPMAIIUU B CHCTEMaX M CETsIX». 3aliura JI1.4J12.1 J12.2 J12.3
uHpOpMaIK B HH)OPMAIIMOHHBIX CUCTEMaX U J12.4
KOMITBIOTEPHBIX ceTsiX. OCOOEHHOCTH, KOTOPBIE IENAf0T CETH
YSI3BUMBIMH. [IpUYIHHBI, TPUBOASAIINE K KPYITHBIM
npobiemam. Hanbomnee 4acto BcTpeyaroniuecs 1e(eKThl
3amuThl. [IpHunHamMy MosIBIEHUS ya3BUMOCTel B ceTsix. /Cp/

2.3 Tema 5 «TexXHOIOTUU U HHCTPYMEHTHI 00eCIIeUeHUs 2 OIIK-1 JI1.1 J11.2 J11.3
6e3omacHOCTH HH(POPMAIIUU B CHCTEMaX M CETsIX». 3aliura JI1.4J12.1 J12.2 J12.3
uH(pOopMaIy B HHGOPMALMOHHBIX CHCTEMAX U J12.4
KOMITBIOTEPHBIX ceTsiX. OCOOEHHOCTH, KOTOPBIE IENaf0T CETH
YSI3BUMBIMHE. [IpUIHUHBI, TPUBOASIINE K KPYITHBIM
npobiemam. Hanbonee wacto BcTpeyaroniuecst 1e(eKThl
3amuThl. [IpHunHaMy NOsIBIEHUS ya3BUMOCTeil B ceTsx. /Jab/

24 Tema 5 «TexXHONOTHU U HHCTPYMEHTHI 00ecieueHust 4 OIIK-1 OIIK-2 JI1.1J11.2 J11.3
6e30macHOCTH HH(POPMAIIUU B CHCTEMaX M CETsIX». 3aliura JI1.4J12.1 J12.2 J12.3
nH(OpMAIK B HHPOPMALMOHHBIX CHCTEMaX U J12.4

KOMIIBIOTEPHBIX CeTsX. OCOOEHHOCTH, KOTOPBIE JIENAt0T CETH
ysI3BUMBbIMU. [IpuunHbI, TPUBOAALINE K KPYITHBIM
npobnemam. Hanboinee yacTo BeTpeuaromuecs AeeKThl
3amuThl. [IpuunHamMu nosiBiIeHus ys3BUMocTel B cetsix. /IIp/




25 Tema 5 «TeXHOJOTUH ¥ HUHCTPYMEHTBI 00ECTICUCHUS 1 19 OIIK-1 OIIK-2 JI1.1J11.2J11.3
6e3onacHOoCcTH MH(POPMALIMHU B CUCTEMAX M CETSIX». 3aliuTa JI1.4J12.1 J12.2 J12.3
uHPOpMAIH B MHPOPMAIIMOHHBIX CUCTEMaX U 2.4
KOMIIBIOTEPHBIX CeTsX. OCOOEHHOCTH, KOTOPBIE JIENat0T CETH
YA3BUMBIMH. [IpHYMHBI, TPUBOASIINE K KPYITHBIM
npo6nemam. Haubonee uacto BeTpeuaromuecs AeheKThl
3amuThl. [[puurHaMK TOSIBJICHUS Ys3BUMOCTEH B ceTsix. /Cp/

2.6 Tema 6 «TexHOMOrHIECKasi MOJETb MOACHCTEMBI 1 2 OIIK-1 OIIK-2 JI1.1J11.2J11.3
uH(OPMaIMOHHON Oe30IacHOCTIY. TEXHOIOrMH HUXKHETO JI1.4J12.1 J12.2 J12.3
YPOBHS 3aIlIUThl HH)OPMAIMK B JIOKAJIBHBIX CETAX: J12.4
MEXKCeTeBbIe KpaHbl. KOHIISTIIUS 3aIlUICHHBIX
BUPTYaJIbHBIX YaCTHBIX CETEH.

/JTex/

2.7 Tema 6 «TexHOMOTHYIECKasi MOJEIb TOACHCTEMBI 1 4 OIIK-1 OIIK-2 JI1.1J11.2J11.3
uH(OPMaIIMOHHON Oe30ImacHOCTY. TEXHOIOrMH HUXKHETO J1.4J12.1 J12.2 J12.3
YPOBHS 3aIIUThl HH)OPMAIMK B JIOKAJIbHBIX CETAX: J12.4
MeXKCeTeBbIe KpaHbl. KOHIISTIIUS 3aIlUICHHBIX
BUPTYaJIbHBIX YaCTHBIX ceTeid. /J1ab/

2.8 Tema 6 «TexHOMOTHYIECKasi MOJEIb TOACHCTEMBI 1 8 OIIK-1 OIIK-2 JI1.1J11.2J11.3
UHPOPMAaIIOHHOH 0e30macHOCTH». TeXHOIOT U HH)KHETO JI1.4J12.1 JI2.2 J12.3
YPOBHS 3aIIUTHl HH)OPMAIMK B JIOKAJIBHBIX CETAX: J12.4
MeXKCeTeBbIe dKpaHbl. KOHIISTIIUS 3aIlUICHHBIX
BUPTYaJbHBIX YaCTHBIX ceTeid. /TIp/

29 KypcoBas pabota. Tembl KypcOBBIX pabOT IPEe/ICTaBIEHBI B 1 42 OIIK-1 OIIK-2 JI1.1J11.2J11.3
TIpunoxenun 1. /Cp/ JI1.4J12.1 J12.2 J12.3

J12.4
2.10 /Ox3amen/ 1 9 OIIK-1 OIIK-2 JI1.1J11.2J11.3
J1.4J12.1 J12.2 J12.3
J12.4

4. ®OHJ OHEHOYHBIX CPEJICTB

CrpykTypa u conepxanue GpoH/Ia OUEHOYHBIX CPEJCTB AJIS IPOBEIACHUS TEKYIIEH U IPOMEXYTOYHOM aTTeCTalluH IIPECTABICHbI B
TIpunoxenun 1 k paboueit mporpaMme TUCIUTUIAHBL.

5. YH4EBHO-METOJNYECKOE H UTHO®OPMAIIMOHHOE OBECIHEYEHUE JUCIIUIIJINHbBI

5.1. OcHoBHas AUTEpPaTypa

ABTOpBI, COCTaBUTENHN 3arnaBue WznarenscTBO, TOX Konuu-Bo
JI1.1 |Tpumnxom B. A., OnexTpoHHas NH(pPOBAs MOANKCH B AeaTenbHOCTH  |OpenOypr: OpenOyprekuit | https://biblioclub.ru/inde
Marsees A. T MPEANPUSTHI ¥ OPraHU3aIuii: yuebHOe mocooue rOCyJapCTBEHHBIN X.php?
YHUBEPCUTET, 2012 page:bOOk&Id:270314
HEOrpaHUYEHHBIH TOCTYI
JUISL 3apETHCTPUPOBAHHBIX
noJjb30BaTesei
JI1.2 |Pymenkos H. A., TexrHomOTNM 3amUTH HHPOPMAINK B KOMIBIOTEPHBIX [ MockBa: HanproHamsHbIiMH https://biblioclub.ru/inde
[Iponerapckuii A. B., CeTAX OTKpBITBIH YHUBEPCUTET x.php?
Cwmupnosa E. B., «MAHTYUT», 2016 page=book&id=428820
CyposoB A. M. HEOrpaHWYEHHbIH 10CTy
JUISL 3apETHCTPUPOBAHHBIX
MI0JIb30BaTeICH
JI1.3 |IIpoxoposa O. B. WudopmarronHas 6€30MacHOCTh U 3aIUTa Camapa: Camapckuit https://biblioclub.ru/inde
l/IH(bOpMaLLI/II/II yqe6H1/11< FOCYHapCTBeHHLIﬁ Xphp7
ApXHUTEKTYPHO- page=b00k&ld=438331
CTPOMTENbHBII HEOrpaHUYEHHBIH TO0CTYI
yHuBepcutert, 2014 JUISt 3apETHCTPHPOBAHHBIX
OJIB30BaTENCH
JI1.4 |Cysoposa, I'. M. WndopmarmonHas 0e30macHOCTh: yaebHoe nocodue |Caparos: Byszosckoe http://www.iprbookshop.r

oOpazoBanue, 2019

u/86938.html
HEOTpaHWYCHHBII JOCTYT
IUTS 3aPETHCTPUPOBAHHBIX
M0JIb30BaTEIICH




5.2. lonosHuTe/IbHAS JIMTEPaTypa

ABTODBI, COCTaBUTEIH 3arnaBue W3naTenbcTBO, TOI Konuy-Bo
m.1 NupopmarmoHHas 6€30MaCHOCTb: KypHAI Mocksa: I'porek, 2014 https://biblioclub.ru/inde
x.php?

page=book&id=364894
HEOTPAHWYEHHBIA JOCTYII
JUIA 3apEruCTPUPOBAHHBIX

TI0JIb30BaTEIICH
JI2.2 |HyxHos E. B. KommbrotepHbie ceTn: ydeOHoe mocodue Taranpor: FOxHbIT https://biblioclub.ru/inde
(enepanbHbIl YHUBEPCUTET, X.php?
2015 page=book&id=461991

HEOTPaHWYEHHBIN JOCTYI
JUIS 3apETUCTPUPOBAHHBIX

T0JIb30BaTeNei
JI2.3 |Iyroskuu A. B. CerH niepeiaun JaHHBIX: yaeOHOE mocobue Tomck: DakynbTeT https://biblioclub.ru/inde
JUCTAHIIMOHHOTO 00yYeH s X.php?
TYCVPa, 2015 page=book&id=480793

HeOFpaHH‘leHHLII?I JAOCTYIL
JJIA 3apETUCTPUPOBAHHBIX

TOJIE30BaTEeIIeH
J12.4 |llly6unckuii, M. U. Hudopmarrionnas 0e30MacHOCTb U PaOOTHUKOB Cankr-IleTepOypr: http://www.iprbookshop.r
OropKeTHOH cephl. 3amuTa NepcoHaNbHBIX JaHHBIX: | VHaupepcuter UTMO, 2013 u/68654.html
y4eOHoe mocobne HEOTpaHWYEHHBIN JOCTYI
UTS 3aPETHCTPUPOBAHHBIX
TOJIb30BaTEICH

5.3 IIpodeccuonanbHble 6a3bl JAHHBIX U MH(POPMANIOHHBbIE CIIPABOYHbIE CHCTEMBI

CIIC «Koncymsrautllimoc» http://www.consultant.ru/

denepanbHas ciryk0a M0 TEXHHYECKOMY U OKCIIOpPTHOMY KoHTpoJIro https://fstec.ru/

denepanbHas ciryx06a 1Mo Haa30py B chepe cBA3M, HHHOPMAITHOHHBIX TEXHOJIOTHI W MACCOBBIX KOMMYHHMKanu#t https://rkn.gov.ru/

5.4. IlepeyeHb MPOrpaMMHOI0 oGecrieYeHust

PenOC

5.5. YueOHo-MeTOANYECKHE MATEPHAJIBI ISl CTYAE€HTOB ¢ OTPAHUYEHHBIMH BO3MOKHOCTSIMH 310POBbSI

IIpu HEOOXOAMMOCTH MO 3asBJIICHHIO OOYYarOLIErocs ¢ OrpaHHMYEHHBIMH BO3MOXHOCTSIMU 3/I0POBbsI y4€OHO-METOAMYECKHE MaTepHalIbl
NPENOCTABIAIOTCS B (OpMax, aIalTUPOBAHHBIX K OTPAaHUYEHHSIM 3I0POBbS M BOCTIPHATHA HHMopMarmu. st U1 ¢ HapYIIEHUSIMA 3pEHHS: B
(dhopme ayauodaiina; B neyaTHol Gopme yBenuueHHBIM mpudToM. s JuIl ¢ HAPYHICHUSIMH Cllyxa: B OpMe JIEKTPOHHOTO JOKYMEHTa; B
neyatHo# (opme. [1Jist U1 ¢ HAPYIISHUSIMU OTIOPHO-JIBUTATEILHOTO anmapara: B JopMe 3JIeKTPOHHOTO JOKYMEHTa; B IeUYaTHOH GopMe.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCIIUIIJIMHBI (MOAY JIST)

Iomemenust 1u1st Bcex BUAOB pabOT, IPETyCMOTPEHHBIX YI€OHBIM IUIAHOM, YKOMIUIEKTOBaHBI HEOOXOIMMOH CIIeNUaTM3UPOBaHHOM yUeOHOM
MeOenbi0 U TEXHUYECKUMHU CPEJICTBAMU 00yUeHUS:

- CTOJIbI, CTYJIbS,

- IEPCOHANBHBII KOMITIBIOTEP / HOYTOYK (IIEPEHOCHOIN);

- IPOEKTOD;

- OKpaH / HWHTCpPAKTUBHAA JOCKa

JIabopaTopHbIe 3aHATHS IIPOBOAATCS B KOMIBIOTEPHBIX KIIACCAX, pabodre MecTa B KOTOPEIX 000pYIOBaHB! HEOOXOJUMBIMH JTHIIEH3HOHHBIMH
u/unu cBOOOJHO PacIpOCTPaHAEeMbIMU IPOrPaMMHBIMU CPEJICTBAMHU U BBIX0JI0M B MHTEpHET.

7. METOAUYECKHUE YKA3AHUWSA JJI OBYYAIOIIAXCSA 11O OCBOEHUIO JUCHUTIIJIMHBI (MOY JIS)

MeTO,HI/I‘-IGCKI/Ie YKa3aHus 10 OCBOCHUIO JUCHUITJIMHBI IPEACTABJICHBI B HpI/IJ'IO)KeHI/II/I 2k pa60qel?1 nporpaMme JUCHUITIINHBI.




1 Onucanune

®OH/JI OLIEHOYHDLIX CPEJICTB

nokasarejieu "

KpuTepueB

OIICHUBAHUA

Ha pa3s/iIMYHbIX 3TAallax UX (l)OpMHpOBaHI/Iﬂ, OIIHCAHHC IIKAJ OHCHUBAHUA

1.1 Iloka3arenu u KPUTCPHUH OLICHUBAHUWA KOMHGTGHHHﬁ:

Kputepun Cpeactaa
YH, coctapnsitomme komnereHimtoo | Ilokasarenu oueHuBaHuUs
OLICHUBAHUS OLICHMBAHUS
[IK-1 Crioco6eH 000CHOBEIBATH TPeOOBAHUS K cHCTEMe obecrieueHns HH()OPMAITMOHHOM 0€301TacHOCTH 1
pa3pabaTeIBaTh MPOEKT TEXHUYECKOTO 33JaHNUs HA €€ CO3JaHNe
3HaTh METOJbl MPOCKTUPOBAHHUS U | OPUEHTHUPOBKA B MOJTHOTA 1 | DK3aMeHaIOHH
TPOCHUS CUCTEM MH(OPMALMOHHOH | IOHSTUSIX OCHOB COJEePKATENILHOCTh | ble BOMPOCH 1-
OIIACHOCTH,  BKJIIOYas  METO[bI | aDCTPAKTHOI'O MBILIUIEHUS], | OTBETA; ymenue | 30
THpoBaHus  3(QdexkTuBHOCTH W | aHaNM3a, CUHTE3a NPUBOIUTH TecroBble
HKH  HaAEKHOCTH; COBPEMEHHYIO MpUMEPHI BOMpPOCHI 1-6
yMatuBHYIO 0asy u  ['OCThi, Kypcogoit
JTAMEHTHPYIOLIHE nporecc MIPOEKT
pabOTKM TEXHUYECKOTO 3ajaHus; KII(1-15)
\BUJIA, CrocoObl ¥ METOJbI
"aHM3aLMH COBMECTHBIX Pa3paboToOK
YMeTh 00OCHOBBIBATH TIPUHIIMIIEI | POSIBIIEHUE YMEHHH MOJTHOTA u [ IT03D (1-5)
"aHU3aLUN TEXHUYECKOTO, | a0CTPaKTHO MBICIIHTH, conepxaresnbHOCTh | JJabopaTopHoe
rPaMMHOTO ¥ HMH(OPMALIMOHHOTO | aHATH3UPOBATH U OTBETAa, ymeHue | 3anstue 1-5
>CIICUCHUS HHGOPMALMOHHOH | CHHTE3UPOBATh NPUBOIUTH [IpakTuueckoe
OTIACHOCTH. WH(POPMAITIIO pUMepsl; yMeHue | 3anarue 1-4
CaMOCTOSITETTLHO KIT (1-15)
HaXOJIUTh pELICHUE
MOCTaBJICHHBIX
3a7a4
Bragers HaBBIKaMH TUIAHUPOBAHMUS | JEMOHCTpAITUS HABBIKOB IMOJTHOTA u | 1035 (1-5)
OLICHKK TPYIOEMKOCTH TMPOEKTa, | abCTpaKTHOTO MBIIUIEHUS, | cofepkarenbHocTh | JlabopaTopHoe
[foYasi TEXHWYECKOe, KaJpOBOE U | aHaIM3a, CHHTE3a OTBETA; ymeHue | 3ansatue 1-5
HAaHCOBOE O0OecIieueHne, NpPUHSITHE NPUBOIUTH [IpakTuueckoe
MECTHBIX PELICHUM. MpUMEepHl; yMeHue | 3ausTue 1-4
CaMOCTOSITEITEHO KII (1-15)
HaxOJIUTh DELICHUE
MOCTaBJICHHBIX
3a7a4

DIIK-2 CniocoGen pa3padaTbIBaTh TEXHHYECKHI MPOEKT CHCTEMBbI (MOACHCTEMBI JIM00 KOMIOHEHTA
cucTeMbl) o0ecniedeHust HHGOPMALMOHHOI 0€30I1ACHOCTH

3HaTh METO/Abl KOHLENTYaJbHOTO | OPUEHTUPOBKA B | mOJIHOTA u | DK3aMeHaOHH
)eKTUPOBAHHUS TEXHOJIOTHH | TOHSITHSAX OCHOB | coZiepKaTeNIbHOCTh | ble Bompockl 30-
>CIICYEH NS UHGOPMAIIMOHHOM | pa3pabdoTKu CHUCTEM, | OTBETA; ymenue | 57 TectoBbie
OTIACHOCTH KOMIIJIEKCOB, CPEICTB | | MPUBOIUTH BOIPOCHI 7-12
TEXHOJIOTHH 00eCTedeHus! | MpUMephl KIT (1-10)
UHPOPMAITMOHHOH
0e30macHOCTH
VYMeTh BeIOMpaTh U OOOCHOBBIBATH | IPOSIBICHUE YMEHHH | TOJIHOTA u [ [103D (1-5)
MMYILECTBA METOJOB  pELICHHUs | pa3padaTbiBaTh CHUCTEMBI, | coAepkaTenbHOCTh | JIabopaTtopHoe
a4y Juis  3alMThl  MH(OpMAIMK | KOMIUIEKCHI, CpEeICTBA H | OTBETA, ymeHwue | 3anstue 1-5
MIILIOTEPHBIX CHCTEM W CeTell W | TEXHOJIOTUH o0ecneueHus | IPUBOUTh [MpakTudeckoe
TEM obecrieueHus | ”HGOPMALMOHHON npuMepsl; yMeHue | 3ansartue 1-4
popmanmonHo#t 6€30NMacHOCTHIO. Oe3omacHOCTH CaMOCTOSITEITLHO KIT (1-15)
HaXOJIUTh pEIICHNE
MIOCTaBJICHHBIX

IHpuiaoxenue 1

KOMIIeTeHIINH



3a1a4

Brnamers HaBBIKAMH BBITOJTHEHHS | JEMOHCTpAITUSl  HABBIKOB | ITOJIHOTA u | I1I035 (1-5)
OTBl TI0  OCYLICCTBICHHIO MpPHU | pa3pabOTKu cucrtem, | conepxkarensHocTh | JlabopaTopHoe
OTOBJICHUM, MOHTa)K€, HaJajKe, | KOMIUIEKCOB, CpPEACTB H | OTBETa, ymeHue | 3ansatue 1-5
ILITAHHUSIX M Cllade B DKCILTyaTallUIO | TEXHOJIOTHI oOecrieueHus | IPUBOIUTh [MpakTudeckoe
TeM cpenctBs  obecrieueHus | ”HOOPMAITMOHHOMH MpUMEpH;, yMeHue | 3aHsaTue 1-4
popmanronnoit 6e3onacuocty. 0e30macHOCTH CaMOCTOSITETILHO KIT (1-15)

HAXOJUTh pEIICHUE

MOCTABJICHHBIX

3aga4y

2 TunoBble KOHTPOJbHbIE 33/IaHUSI WIN WHbIE MaTepHAJIbl, He00X0AMMbIe /ISl OLlEeHKU 3HAHWIA,
YyMeHHUii, HABLIKOB M (WJIHM) ONbITA JAeATEJbHOCTH, XapPaKTEePU3YIOIIMX 3Tanbl (popMUpOBaAHUA
KOMIIeTEHIIUIl B MpoLecce 0CBOeHHs 00pa30BaTeIbHO MPOrpaMMbl

RBOooNoorwDE

e
N PO

13.

14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
217.
28.
29.

30.
31.

32.
33.

Teopeanecmle BOIIPOCHI K 9K3aMECHY

DKOHOMHYECKHUE aCTIeKThI MPOOJIeM 3alUThl HH()OpMAIIUK.
OO0BbeKTh HHPOPMALIMOHHOM 3aIUTHI.

OcHOBHEBIE IPUHIIHTIE HH)OPMAITMOHHOH 0€30TTaCHOCTH.
OO61mue podIeMbl 0€30MaCHOCTH.

HanmonanbHast 6€301acHOCTD U YPOBHH €€ oOecrieueHusl.
Buas! nadopMaryu, moasiexaniie 3anmre.

KomrutekcHsrit moaxon k o0ecrieueHuio 6€30MacHOCTH.
[MoTeHunanbHbIe YTpO3bl 0€30MACHOCTH.

CrydvaiiHble yTpO3bl: IPHYHMHBL. Y SI3BUMOCTh HH(POpMAIIHH.

. Kananbl HecaHKIMOHMPOBAHHOTO NMOTY4YEHUs] HHPOPMALIMHU B MHPOPMALIMOHHBIX CHCTEMAX.
. IIpenHaMepeHHbIe yIpO3bl: 110 LENH dKCIUTyaTal|u, 110 IIPUHIUAILY BO3ACHCTBUSA, 10 XapaAKTEPY BO3ACHCTBUSI.
. 3amuTa HHPOPMAIH B COBPEMEHHBIX HH(QOPMAIIMOHHBIX CHCTEMaX: MEKCETEBbIE IKPaHbl, OpaHAMayIpbl, TPOKCH-CEPBEPHI,

CHCTEMBbI aKTUBHOTO ayHTa.
Metoapl kpunrorpaduyeckoil 3amurbl uHGOpMauuu: (GYHKUMM W 3aaddl 3alldTbl; MOAEIM W CHCTEMbl 3aIlUTHI
UHPOPMAITUH.

Kpunrorpaduueckoe npeodpazoBanre HHGOPMALUK METOJOM ITOACTAHOBKM 1 MOHO(OHHYECKON 3aMEHBI.
Kpunrorpaduuekoe npeodpazoBanue HHGpOpMaLMKU METOIOM IIEPECTAHOBKH.

Kpunrorpadudeckoe npeodpazoBanre HHYOPMAIIMU METOJOM FraMMHUPOBAHHS U aHATUTHYECKHUX MPEOOpPa30OBaHHMH.
[ToaTBeprkIeHNE TOATMHHOCTH MOJIb30BaTENIEH U pa3rpaHUUEeHUE UX J0CTyIa K KOMIIBIOTEPHBIM pecypcam.

MeToab!l HACHTUPHUKALNY U YCTAHOBIECHHUS OJIMHHOCTU CYOBEKTOB M Pa3InYHBIX OOBEKTOB.

[NonsTHe cepBrcoB 6e3onmacHocTH. CTaHIAPTHI O6E30IaCHOCTH.

ApXUTEKTypa MEXaHU3MOB 3alIUThl HHpopManmu B coBpeMeHHBIX AUC.

Merto et TMpOBOI MOATIHCH.

Buomerpuueckue cucteMbl HACHTUDHUKALNH.

AJZIMHHUCTPATUBHBIE H OPTaHU3AIMOHHBIC MEPOITPUSATHSI 10 00ecTIeYeHNI0 HHHOPMAIIMOHHOW 0€3011aCHOCTH.
MeToponoruueckue moaxobl K OLEHKE YS3BUMOCTH HH(POPMALIUH.

Mopensb 3alnThl CUCTEMBI € TOJTHBIM NEPEKPBITHEM.

PekoMeHIanmu 1o NCnoinb30BaHHUIO MOJIEINEH OIIEHKH YSA3BUMOCTH HH(POPMAIIUH.

JlonymieHus: B MOJIENISIX OIIGHKH YS3BUMOCTH WH(POPMAITUH.

AHanu3 CyIEecTBYIOIMINX METOANK ONpeiesieHHs TpeOOBaHMH K 3amuTe HHpopManuu.

Crangapt CIHA "Kputepun OLeHKH rapaHTHPOBAHO 3alIUIIEHHBIX BBIYUCIUTENBHBIX CHCTEM B WHTEpecax MUHHCTEPCTBA
o6oponsl CIITA". OcHOBHBIC TTOJIOKEHHUS.

PyxoBogsmem nokymente I'ocrexkomuccuu Poccum "Knaccudukanus aBTOMaTu3MpoOBaHHBIX CHUCTEM M TpeOOBaHUH IO
3amure nHGopmanun', BeImyIieHHOM B 1992 rony. Yacts 1.

Kiacce 3amumeHHOCTH CPeICTB BEIUMCIUTENBHON TEXHUKH OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

OyHKIMK 3aUTH HHQOpMAaIyy.

Crpareruu 3amuThl HHPOPMALHIH.



34. CnocoOsl 1 cpeacTBa 3alIUuThl HHQOpMAaLUH.

35. ApXUTEKTypa CHCTEM 3alIUThHl HHPOPMAIIHH.

36. TpebGoBaHus 3alTUTH HH()OPMALIUK.

37. OOIIEeMETOIOIOTUIECKUX TIPUHIIUTIOB apXUTEKTYPhl CHCTEMBbI 3alIIUTHI UHPOPMAIHH.
38. CpenctBa 3amuThl HHPOPMALIUH.

39. AHTUBHPYCHI, CPEJICTBA aHAIIN3a 3AIUINEHHOCTH, CPEJICTBA OOHAPYKECHUST BTOPIKESHUH
40. ToaxoIbl K OpraHU3aINU CUCTEMBbI 3alHTHI.

41. Dranbl MOCTPOCHHS CUCTEM 3aIHTHI.

42. MeTtopl IPOTUBOJCHCTBUS Pa3IUYHBIM yrpo3aM HHPOPMAIOHHOH 6€30MacHOCTH.
43. BO3MOXHOCTHU CPEJICTB OOHAPYKEHHS BTOPIKCHHUSL.

44, Knaccudukaius cpeicTB 00HAPYKCHUS ySI3BUMOCTEH.

45. MeTo/ibl BBISIBIICHHS CETEBBIX aTaK.

46. CriocoObl MPOTUBOACHCTBHUS CETEBBIM aTaKaM

47. OOmue MPUHITAIEI TOCTPOCHUS HHPOPMAITMOHHBIX CETEH.

48. Tononorus GU3NUECKUX CBsI3ei HHPOPMAIMOHHBIX CETEH.

49. CemuypoBHeBasi MOZienh opranu3anuu cetu. Oomas xapakrepuctuka mojaeiu OSI.
50. Knaccudukaius JuHui CBsi3H. VIX OCHOBHBIE XapaKTEPHCTUKH.

51. Ceresrie IP-anpeca. ®opmar IP-agpeca. Mcmons3oBanue macok npu IP-agpecarum.
52. Ilportokomnsl TpancnoptHoro ypoHs TCP u UDP.

53. O6mue cBoiicTBa U KiaccupUKaIys TPOTOKOJIOB MapIIPYTH3AIUH.

54. BecnipoBoanbie nH(popMalMoHHbie ceTH ctanaapTa 802.11. MoowuibHbIe TenedonHbie cetn. CITyTHUKOBAs CBSI3b.
55. CeteBble cityKOBI: 2JI€KTPOHHAS TI0YTa, BeO-ci1yk0a, mpotokon HTTP.

56. MeToapl oOecrieueHus KauecTBa OOCITyKUBaHUS B HH(POPMAIIMOHHBIX CETSX.

57. CereBas 6e301MacHOCTb.

IpaKkTUKO-OPUEHTHPOBAHHBIE 32JaHUsI K IK3aMeHY

YCTaHOBUTH YTPO3bI, ATAKU M PUCKU CETEBOH O0€30TTaCHOCTH.

Y CTaHOBHTH aHTUBHPYCHOE TIPOTPaMMHOE 0OecTIeUeHHE.

YcranoBuTh LINUX-110100HYI0 OMEpainoOHHYIO CHCTEMY.

HacTpouts BriepBble YCTaHOBJICHHYIO LINUX-TI0100HYI0 OMEPAllMOHHYIO CUCTEMY.
Y CcTaHOBHTH IUPPOBATHLHYIO CHCTEMY.

arwbdE

Kiarou AJIH KOHTPOJIA NIPABAUJIBHOCTH BBINNOJHCHHUA NTPAKTHYICCKUX 3anaHn171 K 9K3aMEHy
Y CcTaHOBHTH YIPO3bI, ATAKH U PUCKHU CETEBOI O€30MacHOCTH:

Hudopmaunonubie yrpo3bl

— I T

Jlns rocynapersa Jlns koMnanuu Jlnsa IHYHOCTH
(HopuIHYecKOro IMua) ((pu3nueckoro nnua)
n Huopmaunonnas — Pasrnawenue — Kubepcnexka
BOHHA
] Vreuka - OunaiinoBoe
1 HHdprmauT{Hm"e MOLIEHHHYECTBO
TpoTROAe e HecaHkuHoHHPOBAHHEII (noanensHbIe MHCEMA)

Hudopmaunontoe AocTyn

] opy#He, knbepaTaku DumHHr (packpeITHe

[EPCOHAIBHBIX JAHHBIX:
JIOTHHA, HNAPOIIH, HOMEpa
0aHKOBCKOI KapThl)

— Kubepumuonas

PacnpocTtpanenne
CEKPETHOI cmyebHOil
HHOpMaLHH
(HHCaligoBCcKOi
HH(OpPMALLI)

L dancumesle caiiTo

YcTaHOBHTH AaHTHBHPYCHOE MPOrpaMMHOe o0ecreyeHne:
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Bac mpMBeTcTByeT MacTrep yoTarmose
A"T"B"pyc ArsTmEanpyca Kacnepocxoro 2011

Hacnepcwxoro

2011

MacTep SomMo/mia1IT yoCTaHosSKy AnTmsmpyca Kachepa<coro
2011 (11.0.2.556) a Saw KoMMsroTep.

MeEpen HASANOM YOTaHOBIN DECOMEHA YETOR SacheiTs Sce
Pporpares: .
ANs NPOACIDKEISIR YOTaHOSIKHM HETIHATE Ha Hormcy ~Aance ™.

ANA SsixXoaa 13 MacTepa yoT aroOsici HAKMIMT e Ha IKHOMmK Yy
TOTMmenaT.

EcCrii St XOTHTE MSMEHMTE CTaHASPTHOIE NapamMeTPs,
yor e dn < 1 T NAPaMEeTDO! YOT SO~
(PerOMErAYyeTCR ONBITHbLIM NONL30SaT =) .

{ Aance — ] [ Oxrmena J

VYCTaHOBUTH M HACTPOHUTH LINUX-11000HYIO ONIEpaHOHHYO CHCTEMY.

Ceanc [Mpasxa Bug HacTtpofka [Momouwb

o
2
Hms Hyg= -7
i /tmp
[Anux:
/dev /var
/etc ~wine
/home
/initrd
/1ib sl 1y o«
> /lost+found [)\ ]t ’IIE 9
> /misc
» /mnt
Jopt
[l iend. letter /proc
» g
»
»

& Instant Messenger
‘s Kom
# redhat-web
» B Buneokorcpepesumy L
~ g ;enaxmp saknanok naxas Entar ua et
p SASIECTR, CHTE,

drwxr-xr-x

Y CcTaHOBHTH IUPPOBATHLHYIO CHCTEMY.

[X2) LAY RPUOUT ST L TV YR LT
Encryption Algorithm: AES 128 bt Symmetrickey Algorthm ~
Input Data as Text nput Data as< File
Text To Encrypt/Decrypt: Password To Encrypt/Decrypt u

Remember the name of the encryption algorithm and
password. These data wil be needed to decrypt the fie.

function tp_handle_up

Encryption Algorzhm: ~
AES 128bit

Entered text size: 381 symbols
Password:
Encrypted/Decrypted Text (HE

Corfirm password

Entered text siz

N Encrypt Decrypt Settings Ede D=ta -

1.2 [lIxanel OLICHUBAHUSL:

Texymmuii KOHTPOJIb YCIIEBAEMOCTH U NMPOMEKYTOUHAsS aTTECTAllUsl OCYIIECTBISIETCS B paMKaX HaKOMHTEIbHOW OaiibHO-
peiituaroBoit cuctembl B 100-0ayipHON IIKalle, B COOTBETCTBUM C KOTOPOW IPOBOAUTCS CIIEAYIOIIEE COOTBETCTBHE MEXIY
KOHCOJIWIMPOBAHHBIM KOJIMYECTBOM OaJlIOB, MOJYYEHHBIM MO0 IUCHUIUIMHE «3amuTa MHPOPMAIMOHHBIX CHCTEM», M OLIEHKOM,
MOJTYYEHHOH 110 aTTecTaly 00y4alonierocs 1o JaHHOMY MPeIMeTY:

- 84-100 GayutoB (OIEHKA «OTJIMYHOY») - W3JIOKEHHBIN MaTephail (aKTHYECKH BEpEeH, HAMUUE IIyOOKHX HCUEPITHIBAIOIINX
3HaHUH B 00beMe NPOHAEHHOH NpOorpaMMbl JUCIMIUIMHBI B COOTBETCTBHHM C IMOCTaBJIEHHBIMH IIPOrpaMMON Kypca LENsIMH U
3agayaMi OOy4eHUs; NpaBWIbHBIE, YBEPEHHBIE ACHCTBHS 1O NPUMEHEHHUIO MOJYYECHHBIX 3HAHMH Ha IMPAaKTUKE, TPaMOTHOE H
JIOTHYECKHU CTPOMHOE M3IIOKEHNE MaTepHaa Py OTBETE, YCBOSHHE OCHOBHOW M 3HAKOMCTBO C JIOTIOJIHUTEIBHOM JIUTEPATYPOii;

- 67-83 6ayI0B (OLIEHKA «XOPOILIOY») - HAJIMYKME TBEP/IBIX M JOCTATOUYHO MOJIHBIX 3HAHWH B 00beMe MIPOMICHHON TPOrpaMMbI
JUCLUIUIMHBL B COOTBETCTBUM C LEISIMA OOYYEHUs, NpaBWIbHBIE NEHCTBUS MO NPUMEHEHHUIO 3HAHMH Ha TPAKTHKE, YETKOE
U3JI0)KEHUE MaTepHaa, JOMYCKAIOTCS OTAETbHBIC JIOTHYECKUE M CTHIMCTHYECKHE TOTPEITHOCTH; YCBOGHA OCHOBHAs JUTEPATypa,
peKoMeHIoBaHHas B pabouei mporpaMme JTUCIUTUTAHBI;

- 50-66 OGamioB (OLEHKA «YIOBIETBOPUTEIBLHO») - HaJMYME€ OCHOBHBIX 3HAaHMK B 00beMe NPOWAEHHOIO Kypca B
COOTBETCTBUHU C ILIEISIMU OOYYEHHs, M3JI0KEHHUE OTBETOB C OTHECIBHBIMH OLIMOKaMH, HCHPABICHHBIMH TIOCIE TOMOTHUTEIBHBIX
BOIPOCOB; BBITIOJHSIOTCS B IIEJIOM KOPPEKTHBIE JICHCTBHSI 10 MPUMEHEHUIO 3HAHUI Ha MPAKTHKE;



- 0-49 GannoB (o1eHKa «HEYTOBICTBOPUTEIHLHO») - OTBETHI HE CBA3aHBI C BOIIPOCAMH, HATMYHE TPYOBIX OIIHMOOK B
OTBCTC, ACMOHCTPUPYIOIIUC HCIIOHMMAHHUC CYIMIHOCTH MH3JIaracMoro BOIIpOCa W HCYMCHHC HNPHUMCHATH 3HAHUSA HaA
NPaKTHUKE; OTCYTCTBUE YBEPEHHOCTH W HETOYHOCTh OTBETOB HA JIOTIOTHUTEIILHBIC M HABOISIIINE BOTIPOCHI.

TecToBBIE BOPOCHI
1. BaHk TecTOB MO0 MOAYJAM U (MJIM) TEeMaM

IIpuHOUNBI OPraHM3auny 3AMMIIEHHBIX MH(POPMANMOHHBIX CHCTEM.

Tema 1 "OcHoOBHBIE mpUHLMIB opraHu3anuu 3amuiéHHbix MC". KoHuenuust co3gaHusi 3allMIIEHHBIX
WH(POPMAIMOHHBIX CHUCTEM. 3alMIIEHHOCTh KaK TOHSATHE. 3allWIIEHHBIC TEXHOJOTHMH B IEJOM. 3allUIcHHBIC
nH(OpMaIMOHHBIE CUCTEMBI. MOJ1e/Th 3aIUIIEHHBIX HH(POPMAITMOHHBIX CUCTEM.

1. C Touxu 3penus ' TK ocHOBHOI 3aaueii cpeicTB 0€30MacCHOCTH SBIISETCS 00ecIeueHue:

COXPaHHOCTH MHGOPMAITH

3amuTel oT HC/J

MPOCTOTHI peaTnu3aluu

HAJCKHOCTH (DYHKIIMOHUPOBAHUS

2. CornacHo «OpaHKeBOM KHUT'E)» IUCKPELMOHHYIO 3aLUTY UMEET rpyIa KpUTEPUEB:

QwW>»>0

3. IIpu KaueCTBEHHOM I10/IX0/I€ PUCK U3MEPSETCSA B TEPMUHAX
JCHEIKHBIX MOTEPh:

3aJaHHBIX C MMOMOINBIO IIKAJIBI WJIW PAHXUPOBAHUA

OLICHOK IKCIICPTOB

o0beMa HHpOpMaTuu

4. HpI/I [IOJIHOMOYHOM ITOJIMTHKE O€30I1aCHOCTH COBOKYITHOCTb METOK C OIMHAKOBLIMU 3HAYCHUSAMUA 06pa3yeT:
00J1aCTh PaBHON KPUTHYHOCTH

00J1acTh paBHOTO JIOCTYTA

ypOBEHB 0€30MacCHOCTH

YPOBEHb TOCTYITHOCTH

5. CornacHo «EBpomneiickuM KputepusiM» popmasibHOE onucaHue pyHKIHUNA 6€30MacHOCTH TpeOyeTcsl Ha ypOBHE:
E5
E7
E4
E6

6. CreneHp 3alIMIEHHOCTH MH(OPMALMU OT HETaTUBHOTO BO3AEMCTBMS Ha HEE C TOUKHU 3PEHUS HapyIICHUs €€
(bu3MUecKoil 1 TOrHYecKOl LEeTOCTHOCTH WM HECAHKIIMOHUPOBAHHOTO UCIIOJIb30BAHUS — 3TO:

ySI3BUMOCThH MH(pOpMaAIUN

Ha/IeXHOCTh HH(pOpMaIUU

3alUIIEHHOCTh UH(pOpMaLUU

6e30macHOCTb HH(POPMALIUU

Tema 2 «Ysa3sumocTs 3anuiméHHbIX UCy». Ananus npuuul ysa3suMoctd DMC. MeToibl 1 MEXaHU3MBI 3alUThI OT
HC/I. Mopgens cuctemsl 6e3onacaoctu POUC.

7. IlpoBepka NOUIMHHOCTH CYOBEKTa IO MPEIbSIBICHHOMY UM HWACHTHU(MHUKATOPY JUIsl MPHUHATUS PEILICHUs O
IIPENOCTABIEHUH €MY J0CTyNa K PECypcaM CHCTEMBI — 3TO:

ayJInT

ayTeHTU(UKaLus

aBTOPH3aLUS

uaeHTH UKL

8. CornacHo «EBpOHCfICKHM KpUTCpUAM>»> MUHUMAJIbBHYIO a/ICKBATHOCTb 0003HayaeT YPOBCHbL:



El
E7
EO
E6

9. CornacHo «OpaH)XeBOW KHUTE» YHHKAJIbHBIC UICHTH(PHUKATOPHI TOJIKHBI UMETh:
Han0oJiee BaXKHbBIE CyOBEKTHI

HanboJee BaKHbIE OOBEKTHI

BCE CYOBEKTHI

BCE OOBEKTHI

10. IIporpaMMHBI MOAYJb, KOTOPBI UMUTHPYET IpPUIJIAILIEHUE I10JIB30BATEII0 3aPETUCTPUPOBATHCS I TOTO,
YTOOBI BOUTH B CUCTEMY, SIBJISIETCS KIABUATYPHBIM ILIITHOHOM THUIIA:

¢bubTp

3aMECTUTEIND

IepexBaTYUK

UMUTATOP

11. Cornacno «EBpomeiickuM KpUTEpUSM» MPEIbsSBISET MOBBIIICHHBbIE TPeOOBAaHUS U K IEIOCTHOCTH, U K
KOH(HUICHIIMATLHOCTA HH(POPMAITUHU KJIacc:

F-IN

F-AV

F-DX

F-DlI

12. CooTBeTcTBHE CPEACTB OE30MACHOCTH PEIIAEMbIM 3a]]a4aM XapaKTepU3yeT:
3¢ PeKTUBHOCTH

KOPPEKTHOCTh

aJICKBaTHOCTh

yHH(pUKanus

13. C moMomIpo 3aKphITOTO KIItoYa HH()OPMAIHSL:
KOIIUPYEeTCs

TPaHCITHPYETCSI

pacu(poBbIBaeTCS

3amu(poBbIBAETCS

14. CoBOKYIIHOCTb CBOMCTB, OOYCJIOBIMBAIOIIUX MPUTOJAHOCTh HMH(OPMALMU YIOBJIETBOPSITH OINpPEIEICHHbBIE
NOTPeOHOCTH B COOTBETCTBUU C €€ Ha3HAYCHHUEM, Ha3bIBAETCS:

aKTyaJIbHOCTbIO HHPOpMAIUU

JIOCTYIHOCTBIO

KayecTBOM MH(pOpMaLuu

L[EJIOCTHOCTBIO

Tema 3 «TpeboBanus k apxurekrype UC mis obecrnieyeHns 6e€30MacHOCTH ee (PyHKIUMOHUpPOoBaHMs». Vaeonorus
OTKPBITHIX HH(OpPMAMOHHBIX cucteM. AHanmm3 Oe3omacHocth WMC mpu OTCYTCTBUU 3JIOYMBIIUICHHBIX (DaKTOpPOB.
CranpapTusanus Noaxo10B K obecneueHno HH(HOpMaIIMOHHON 0€30IacHOCTH.

15. Cornmacno «OpaHkeBOW KHUT€» MUHAUMAIIBHYIO 3aIIUTY UMEET TpyIna KpUTEPUEB:

oOw>»0O

16. Konkperuzanueit mogenu benna-Jlallagyna siBisieTcss MOeIb MMOMUTHKA 0€30MTACHOCTH:
LWM

Ha ocHoBe ananu3za yrpo3

Jlennsepa



C noJIHBIM NEPEKPHITUEM

17. HegoctaTkoM MOIEIA KOHEYHBIX COCTOSIHUN ITOJIMTUKN O€30IIaCHOCTH SIBIISETCS:
W3MEHEHHE JIMHUM CBS3H

CTaTUYHOCTh

CJIOXKHOCTH peaiu3aiuu

HHU3Kas CTENCHb HaJACKHOCTH

18. ITo noxkymentam I'TK xonmdecTBo kiaccos 3amuineHHocTd AC or HC/:

8
7
9
6

19. Meron ympaBieHHs OCTYIIOM, IPH KOTOPOM KaXJAOMy OOBEKTYy CHCTEMbI IPHCBAWBACTCS METKA
KPUTHYHOCTH, OTPEACIISAIONIAasi IEHHOCTh NH(POPMAIUH, Ha3bIBACTCS:

n30HUpaTeIbHBIM

MaHJaTHBIM

MIPUBHJICTUPOBAHHBIM

UICHTH(DHUIIPYESMBIM

20. Opranu3anMoHHbIe TPEOOBAHUS K CUCTEME 3aIHUTHI:
yIIPaBJICHYCCKUAE ¥ UCHTU(DUKAIUOHHBIC
aJIMHHHUCTPATHBHBIC U aIlllapaTypHbIS
aJIMUHUCTPATUBHBIC U TIPOLICYPHBIC

anmapaTypHbIe U (PU3HYSCKUC

21. Ha MHOrOIIOJB30BATEILCKAE CUCTEMBI C HHQPOPMAIUEH OJHOTO YPOBHS KOH(DHIIECHIIMAIBHOCTH COTJIACHO
«OpaHKeBOU KHUTE» PACCUUTAH KJIacC:

C1

B2

C2

Bl

TexHosiornu odecnevyeHuss 6e30MACHOCTH.

Tema 4 «TexHOJIOTMM W HHCTPYMEHTBI obOecrieueHus 0e30macHOCTH MH(GOpMalUu B CHCTEMax U CETAXN.
OcoOenHoctu ceTeBbIX cucTeM. OOImMe yrpo3sl CeTeBbIX cUCTeM. TpeboBaHus Ui 3alIUThl KOH(HIEHIIUATBHON
uH(oOpMaIuK B Opranax UCIOJHUTEIbHOM BiaacTH. CpeicTBa 3alUThl MHPOPMAIUHU ISl KOMMEPUECKUX CTPYKTYP.

22. OCHOBY MOJUTHKHU O€30MaCHOCTH COCTABIISET:

IIporpaMMHOe oOecrieueHue

YIPABIEHUE PUCKOM

CIoco0 yMpaBIICHHS TOCTYIIOM

BBIOODP KaHAJIOB CBSI3U

23. Ilpu n3buparenbHON MOIUTHKE OE30MACHOCTH B MATPHUIIE JOCTYMA CYOBEKTY CHCTEMBI COOTBETCTBYET:
stueika

CTpOKa

MPSIMOYTOJIbHAsL 00J1aCTh

cToJoert

24. Haumenee 3aTpaTHBIN KpUIITOAHANN3 JUIs Kpunrtoanroputma DES:
nepedop 1o BHIOOPOYHOMY KIFOYEBOMY MPOCTPAHCTBY

pa3ioKeHUE YUCIia Ha CII0KHBIE MHOXKHUTEIH

nepe0op 1Mo BceMy KIIFOYEBOMY ITPOCTPAHCTBY

pasiioKeHue YUCIia Ha IPOCThIE MHOKUTENN

25. Hegoctatok cucteM mU(GPOBaHUS ¢ OTKPBITHIM KIIOUOM:



TIPH UCTIOJIB30BaHUH ITPOCTOM 3aMEHBI JIETKO MPOU3BECTH TIOJJMEHY OTHOTO MU(PPOBAHHOTO TEKCTa IPYTUM

OTHOCHUTCIIbHO HU3KAasd IMPOU3BOAUTCIIBHOCTDH

HEOOXOMMOCTh PAaCIIPOCTPAHEHUS CEKPETHBIX KITFOUeH

Ha OJJHOM M TOM € KJII0YE€ OJMHAKOBbIC 64-OMTHBIE OJIOKM OTKPBITOTO TEKCTa MEpPEHIyT B OAMHAKOBBIC OJIOKU
mPOBAHHOTO TEKCTA

26. ITo noxkymentam I'TK camplii Beicokuii kinace 3amumennoctd CBT or HCJI k uadopmarnym:
1

6
9
7

27. HaykoW, u3y4aromieii MaTeMaTu4ecKie METOIbI 3aIUThl MHPOPMALIUH ITYTEM €€ MPeoOpa30BaHMs, SIBISICTCS:
KPUNTOAHAIH3

KPUITOJIOTUS

creranorpadus

Kkpurnrorpadus

28. OGecneyeHre 1EeI0CTHOCTH HH(OPMAIUK B YCIOBUAX CIy4alHOIO BO3JEHCTBUS U3ydaeTCs:
creranorpaduei

TeopHel MOMEX0yCTOMYMBOIO KOJAUPOBAHUS

KPHIITOJIOTUEN

KPUNTOAHAIU30M

Tema 5 «TexHOIOrUM U MHCTPYMEHTHI oOecrieueHus: 0€30MacHOCTH UH(OpMAIMK B CHCTEMaX U CeTsIX». 3aluTa
uHpopManuu B HWHPOPMALMOHHBIX CHUCTEMaX W KOMIIBIOTEPHBIX ceTsiX. OCOOEHHOCTH, KOTOpBIE JIENal0T CETH
ys3BUMbIMU. [lpuunHbl, npuBojsmue K KpynHbIM IpobiemaMm. HambGonee wyacto BeTpewaromuecs Ae(eKThl 3aIIUTHI.
[IprunHamu nosiBIEHUS ySI3BUMOCTEN B CETSIX.

29. Ilo3BoseT NOay4aTh AOCTYH K HH(POPMALIUH, IEPEXBAYSHHOM IPYTUMHU IPOrpaMMHBIMU 3aKJIaIKaMHU, MOJIEIb
BO3/ICICTBUS MPOrPaMMHBIX 3aKJIaJ0K TUIA!

nepexBar

ybopka Mycopa

HabmroeHne

KOMITpOMETAIHs

30. KoHeuHOE MHOXKECTBO HCIOIB3YEMBIX JIJISI KOJUPOBAHUS HHPOPMALIUU 3HAKOB HA3bIBACTCS:
mudpom

KOZIOM

anpaBUTOM

KITIOYOM

31. HemocTaTkoM AMCKPETHBIX MOJICICH IMOJIUTUKHA O0€30TTaCHOCTH SIBIISICTCS:
M3HaYaJbHOE JOMYLIEHUE BCKPBIBAEMOCTH CUCTEMBI

HE00XO0IMMOCTb JIOTIOIHUTEIBHOIO 00y4eHHUsl IepcoHalIa

CTaTUYHOCTD

CJIOKHBIM MEXAHU3M peaTN3aIuu

32. IlepBbIM 3Tanom pa3zpaboTku cuctemsl 3amuThl MC sBusercs:
aHaJIN3 TMOTEHIMAIBHO BO3MOXKHBIX YTP0O3 HH(pOpMaLUU
M3y4eHHue HH(OPMALMOHHBIX TOTOKOB

CTaHJapTH3ALMs IPOrPaMMHOTO 0OecTIeueHHs

OLICHKA BO3MOJKHBIX ITOTEPh

33. Maremarnveckne METOABl HapyImeHHs KOHQUACHIIMAILHOCTH M ayTCHTUYHOCTH WHGpopManuu 0e3 3HaHHSA
KJII04el 00beUHSIET:

KPUITOJIOTHS

creraHorpadus



KPHUIITOAHATIN3
Kpunrorpadus

34. HepocTaTkoM MOJIEIH MOJUTHKHN 0€30MIaCHOCTH Ha OCHOBE aHAJIM3a YIPO3 CUCTEME SIBIISICTCS:
M3HAYaJbHOE JIONMYILEHHE BCKPBIBAEMOCTH CUCTEMBI

CTaTUYHOCTh

HE00XO0AUMOCTb JIONOJIHUTEIBHOTO 00yUeHHMsI [TepCcoHasa

CJIOKHBIN MEXAaHU3M pealln3aluu

35. o nokymentam I'TK konmmuectBo kiaccoB 3amuiiennoctd CBT ot HC/I x undopmanuu:
9

6
8
7

Tema 6 «TexHonoruyeckass MOJENb IMOACUCTEMbl WH(GOPMAIMOHHON O€30macHOCTH». TEeXHOJIOrMH HHYKHETO
YPOBHSI 3allUThl MH(DOPMAIMK B JIOKAJIbHBIX CETSAX: MEXKCETeBble 3KpaHbl. KOHIENIus 3aIlMIIEHHBIX BUPTYaJIbHBIX
YaCTHBIX CETEH.

36. OCHOBHBIM ITOJIO)KEHHUEM MOJIEJIM CHUCTEMbl O€30MaCHOCTH C MOJHBIM IEPEKPHITUEM SBIISIETCS HAJIUMYUE HA
KQKJIOM IIyTH IPOHUKHOBEHHUSI B CUCTEMY:

BCEX CPEICTB OE30I1aCHOCTH

aynura

aposst

XO0Tsl OBl OTHOTO CpeACTBA OE30MaCHOCTH

37. Ilpu n3bupaTensHON MOIUTHKE OE30MaCHOCTH B MATPHIIE AOCTYIA OOBEKTY CHCTEMBI COOTBETCTBYET:
syerKa

cronbery

IPSIMOYTOJIbHAsE 00J1aCTh

CTpOKa

38. Hanexnocts C3U onpenensercs:
yCpeHEHHBIM IT0Ka3aTesleM

CaMbIM CJIa0BbIM 3B€HOM
KOJINYECTBOM OTPAKEHHBIX aTaK
CaMbIM CHJIBHBIM 3B€HOM

39. Ilonutuka nHGOPMAITMOHHOM 0€30MTaCHOCTH — 3TO:

MpO(UITH 3aIIUTHI

WTOTOBBI JOKYMEHT aHaJi3a PUCKOB

CTaHJapT 0€30MMacCHOCTH

COBOKYITHOCTh 3aKOHOB, TPaBHWJI, OMPEICISIONINX YIPABICHYECKHE U TPOCKTHBIC PEIICHUs B OOJACTH 3aIlUTHI
uHpOpMaLIUu

40. OGecriedeHrneM CKPbITHOCTH HHPOPMALIMHU B HH(OPMAILIMOHHBIX MaCCUBAX 3aHUMAETCs
Kpunrorpadus

KPUNTOAHAIHN3

KPUITOJIOTHS

creraHorpadus

41. Moaenu MoNMUTUKU O€30MacCHOCTH HAa OCHOBE aHAJIM3a Yyrpo3 CUCTEME HCCIENYIOT BEPOSTHOCTD MPEOI0JICHUS
CHUCTEMBI 3alllUThI:

OrpaHMUYEHHOW KOMIIETEHIIUEN 3JI0yMBIIIJIEHHUKA

3a OIpeIeIEHHOE BpeMs

(UKCUPOBaHHBIMU 3aTpaTaMH

(UKCUPOBaHHBIM PECYPCOM



TecTtoBOe 3aaHue BBINOJHSIETCA HAa OTAeIbHOM Jucte. Jlucr moanmuceiBaetca OO, HoMep rpymnmbl, HOMEp
3aUeTHOW KHIKKHU, YKa3bIBa€TCsl BAPUAHT TECTOBOTO 3amanus. Hibke oOydaromuiics yka3eiBaeT 1upoid HoMep Bompoca
U PSIOM CTaBUT HOMEP NPABWIBHOIO, HAa €ro B3IJISJ, BapuaHTa OTBeTa. TecToBoe 3agaHue colaepkuT 20 BOIPOCOB ¢
BapraHTaMu O0TBeTOB. Eciu oOyuaronuiics 1o caayu MpernojaBaTeli0 TECTOBOTO 3aaHUsI U JTUCTA C OTBETAMH, CUUTAET,
YTO HE NPAaBUJIBHO OTBETWJ HAa TOT WM WHOW BONPOC TECTA, TO 3a4EPKUBAET NPEAbIAYIIUN BapUaHT OTBETA U PSIOM
YKa3bIBaeT HOBBIM. 3a ommOKy 3TO He cuuTaercs. Bpems mpoxoxaenus tectupoBanus 20 munyT. [locie okoHuaHUsS
BBITNIOJTHEHHS TECTOBOTO 3a/IaHusl 00YUaIOLIUICs CIaeT MPEeroAaBaTeso BApHaHT TECTOBOIO 3aJaHuUs U JIUCT C OTBETAMH.

3. Kpurepum oueHku:

- 32 Ka)KIbIi BEPHBIH OTBET 00yJaronIeMycsi BBICTABIsIeTCs 2 Oasuia;

- 30-40 6amioB «3auTeHO» BBHICTABISIETCS O0y4aeMOMY, €CIIM MM JaHbl BEpHbIe OTBETHl Ha 15-20 TeCTOBBIX
BOITPOCOB;

- 0-29 GannoB «He 3a4T€HO» BHICTABIIETCS 00y4aeMOMYy, €CIIM OH OTBETHJI MIPABHIBHO Ha 15 TECTOBBIX BOIPOCOB
U MEHee.

JlabopaTopHbIe 3a1aHus
1.TemaTuka J1a00paTOpPHBIX padoOT N0 pa3faejiaM U TeMaM:

Paznen 1 «lIpuHUMNbI Oprauu3anuu 3alUIIEHHBIX HHPOPMALMOHHBIX CHCTEM.

Tema 1 "OcHoBHble npuHIUIBE opranu3anuu 3amuiméaubix MC". Konmenmmst co3maHus 3allUIEHHBIX
UH(GOPMAILMOHHBIX CHUCTEM. 3aIlIMIIEHHOCTh KaK TOHATHE. 3allUIleHHbIE TEXHOJOTMH B IEJIOM. 3allUIICHHbIE
uH(OPMAIMOHHBIEC CHCTEMbI. MOJIeNh 3alMIIEHHBIX HHPOPMAITMOHHBIX CUCTEM.

Jlaboparopnas pabota 1. YcraHoBKa aHTUBUPYCHOTO MTPOTPAMMHOTO O0ECTICUEHUSI.

Tema 2 «Ysa3sumocTs 3auuiéHabix UC». Ananus npuuul ya3sumoctu DWC. Merosbl 1 MeXaHU3MBbI 3alllUThl OT
HC/I. Mogens cucremsl 6e3onacuoctu POUC.

Jlaboparopnas padota 2. [Tonp30oBaTeNbCcKast MOJUTHKA.

Tema 3 «TpebGoBanus k apxutektype MC nns oGecniedenus 6e30macHOCTH ee HYHKIIMOHUPOBaHUs». Mneonorus
OTKPBITBIX HH(OPMAMOHHBIX cUCTeM. AHaim3 Oe3zonacHoctd WMC mpw OTCYTCTBHHM 3JIOYMBIIUICHHBIX (DaKTOPOB.
CrangapTu3anus Moaxo/10B K o0ecnedeHno nH(HpOpMalMOHHONW 6€30MacHOCTH.

Jlabopatopnas pabora 3. YcranoBka LiNUX-11000HOM OnepariiOHHON CHCTEMBI.

Pa3nen 2. «TexHoJsorum odoecneyeHus: 0€30MacHOCTH.

Tema 5 «TexHONOrMM U UHCTPYMEHTHI OOecrieueHus: 0e30MacHOCTH HH(OPMaLMK B CUCTEMAX M CETAX». 3aluTa
uHbopMalui B HMHPOPMAILMOHHBIX CHCTEMax M KOMIBIOTEPHBIX ceTsX. OCOOEHHOCTH, KOTOpbIE [ENalT CeTH
ysi3BUMBIMU. [IpuunHbI, TpUBOAAIIMEe K KpymHBIM mpobiemam. Hambonee dacto BcTpeuaroniuecs: Me(eKThl 3alluThI.
[TprunHaMu NOSIBIIEHUS YA3BUMOCTEH B CETSX.

JlabopartopHnast pabota 4. YcraHoBKa IIU(POBATHHBIX CUCTEM.

Tema 6 «TexHomormyeckas MoAelb MOJACUCTEMbl HH(YOPMAIIMOHHOW 0€30MacCHOCTH». TEXHOJOTHH HUKHETO
YPOBHS 3alUTHl MHOOPMAIMK B JIOKAIBHBIX CETAX: MEXKCETEBbIC JKpaHbl. KOHIEMIHS 3allUICHHBIX BUPTYATbHBIX
YaCTHBIX CETEH.

Jlaboparopnast pabota 5. YcTaHOBKA MEKCETEBOT0 IKpaHa.

2. Kputepuu oneHku:

- KaKJ1asl BEPHO BBIMOJIHEHHAs JabopaTtopHas paboTa olieHHBaeTcs B 6 6aioB;

- 18-30 Ga/utoB — OIICHKA «3aYTCHO» — BBICTABIACTCS OOYYArOIIEMYCs, €CJIM BEPHO BBIIOJIHEHO COTJIACHO
TpeOoBaHUsAM 3-5 3a1aHUH, IPU ITOM OOYUAIOUTHIICS OOBSICHUTD €€ BHIMIOTHEHUE;

- 0-17 GamnoB — OIEHKA «HE 3a4YTE€HO» — BBICTABISAETCS OOYYArOIMIEMYCs, €CIIM BEPHO BBITOJHEHO COTJIACHO
TpeboBanusm 0-2 3aaHuil.

IMpakTuyeckue 3a1aHus

1. TemaTuka npakTH4YeCKUX 3aJaHUI 10 pa3iejiaM U TeMaMm:

Paznen 1 « I IpyHUMIIBI OPraHU3anMH 3AIUIIEHHBIX HHGOPMALMOHHBIX CHCTEM).

Tema 1 "OcHoBHble npuHLMINBI opraHu3auuu 3amuméHHbIXx MC". Konnenmust co3naHus 3allMIIEHHBIX
MH(GOPMALIMOHHBIX CHUCTEM. 3alIMIIEHHOCTh KaK TIOHSATHE. 3allUIIEeHHblE TEXHOJOTUM B ILEJOM. 3alllilIeHHbIE
UH(POPMALIMOHHBIE CUCTEMBL. MO/IeTh 3aIIUIIEHHBIX HH(OPMAIIMOHHBIX CHCTEM.

[IpakTuueckas pabora 1. Hactpoiika aHTUBHPYCHOT'O TPOrPaMMHOT0O OOEeCTIeUeHusI.

Tema 2 «Ysa3Bumoctsb 3amumERHbIX MCy». Ananu3 npuunn ys3sumoctu OUC. MeTonbl 1 MeXaHU3MBbI 3aLTUTHI OT



HCJI. Monens cuctemsl 6e3onacaoctu POUC.

[TpakTryeckas padora 2. Hactpoiika monb30BaTeIbCKUX TPYIIIL.

Tema 3 «TpebGoBanus k apxurektype UC mis obecrieuenust 6e30macHOCTH €€ (PyHKIIMOHUpOBaHus». Maeomorus
OTKPBITBIX WH(POPMAIMOHHBIX cucTeM. AHanmu3 Oe3omacHoctTh MC mpu OTCYTCTBHM 3JIOYMBIIUICHHBIX (DaKTOPOB.
CranmapTuzamus moIX0/10B K 00ecniedeHr 0 HHPOpMaIMOHHON 0€301MacHOCTH.

[pakTrueckas padota 3. HacTpolika BriepBbie ycTaHOBIEHHOH LINUX-110100HOM OniepalimOHHON CUCTEMBI.

Paznen 2. «TexHoJgorum odecneyeHus: 0€30MacCHOCTH.

Tema 5 «TexHOMOTUU U MHCTPYMEHTHI oOecrieueHus: 0€30MacHOCTH MH(OpMAIMK B CHCTEMaX M CeTsIX». 3alluTa
uHbopMalluu B HMHMOPMALMOHHBIX CHCTEMaX M KOMIBIOTEPHBIX ceTsX. OCOOEHHOCTH, KOTOpbIE EeJaloT CeTH
ys3BUMBIMU. [IpuunHbl, npuBosAIIME K KPYHHBIM mpobiemam. Hambonee yacto BeTpewaromuecs Ae()eKThl 3aIIUTHL
[TprunHamMu NOSBIIEHUS YA3BUMOCTEN B CETSX.

[TpakTuyeckas padota 4. Mcnonb30BaHue MHPPOBATBLHBIX CUCTEM.

Tema 6 «Texnomornyeckass Mozellb MOJACUCTEMbl HH(POPMAIIMOHHON Oe30macHOCTH». TEeXHOIOrMU HHXKHETro
YPOBHSI 3aIUTHl MH(QOPMAIMM B JIOKAJIBHBIX CETSAX: MEXKCETeBbIe KpaHbl. KOHIEMIUS 3aIMIIEHHBIX BHPTYAIbHBIX
YaCTHBIX CETEH.

[TpakTuyeckas padora 5. HacTpoiika MeKCEeTeBOTO 3KpaHa.

2. Kputepum oueHkmu:

- KaXJ1asl BEPHO BBIITOJTHCHHAS MTPaKTUYeCcKasi paboTa OlleHUBAeTCs B 6 OAILJIOB;

- 18-30 GamnoB — OIEHKA «3aYTEHO» — BBICTABISETCS OOY4YarOIIEMYCs, €CIId BEPHO BBIMIOJIHEHO COTJIACHO
TpeGoBaHUAM 3-5 3aaHUM, IPH ITOM 00YJAIOIIUIICS OOBSCHUTD €€ BBHITIOJTHEHUE;

- 0-17 GannoB — OIEHKA «HE 3a4TE€HO» — BBICTABIIAETCS OOYYAIOUIEMYCs, €CIU BEPHO BBIMIOJHEHO COTJIACHO
TpeboBanusm (-2 3aaHUN.



TeMbl KypcoBbIX padoT

B kypcoBoii paboTe B COOTBETCTBHH C IMOJyYSHHBIM BAPUAHTOM HEOOXOJIUMO BBITIOHUTH ATAll KOHIIENTYAILHOTO MPOSKTUPOBAHUS
CUCTEeMBI HH()OPMAIIMOHHOHN 0€30IaCHOCTH:
MaTepHaIbl UCCIICIOBAHUS, pa3padOTKH, aHATIN3a PA3IMIHBIX METOIOB, METOIUK, CTIOCOOOB, aJITOPHUTMOB B 00J1acTH 00pabOTKH H
3aIATH HH)OPMAITHH

BapuanTsl KypcoBoii paboThbI

1 OTtneneHne KOMMEPUECKOTO OaHKa.
2 TlonuKIMHUKA.

3 YHuBepcurer.

4 Odwuc cTpaxoBO KOMITAHHH.

5 UHTepHeT-MarasuH.

6 O¢uc angBokara.

7 ATEHTCTBO HEABHKHMOCTH.

8 TypucTtrdaeckoe areHTCTBO.

9 N3natenbcTBO.

10 Otnenenne HaJIOrOBOW CITYKOBI.
11 I'octuaUMA.

12 XKenezHnonoposkHas Kacca.

13 Oduc HOTapmyca.

14 ApMmuHHCTpanus 3aBoja.

15 AnmuHHCTpaIys roposa.

IIIxanpl OllecHUBAHMA:

- 84-100 GamnoB (OIEHKA OTIUYHOY») - M3IOKEHHBIA MaTepuall (pakTUYeCKH BepeH, HaJHdue TITyOOKHX FCUEPITBIBAIOIIINX
3HAHWK B 00beMe MPOHIEHHOW MPOrpamMMbl JUCIUIUIMHBI B COOTBETCTBHHM C TOCTAaBICHHBIMH IPOTPaMMON Kypca WENsIMH U
3afjayaMu OOY4YEHHsI, TpaBWIbHBIE, YBEpEHHBIE JCHCTBHS IO TNPUMEHEHHIO TONYyYEHHBIX 3HAHMH Ha MPAKTHKE, 'PaMOTHOE MU
JIOTUYECKU CTPOMHOE U3N0KEHUE MaTepHralia IpHU OTBETE, YCBOEHUE OCHOBHOM U 3HAKOMCTBO C JIOIIOJHUTENBHON JTUTEPATYPOil;

- 67-83 6amIoB (OLEHKA «XOPOIII0Y) - HAIMYHE TBEP/BIX M JOCTATOYHO MOJHBIX 3HAHUH B 00heMe MPOIIEeHHON TPOrpaMMBbl
JUCHUIINIMHBI B COOTBETCTBHHU C LCISAMU O6y‘ICHI/IH, IIPpaBUJIbHBIC IICf/iCTBPIS[ Mo MPUMCHCHUIO 3HAaHUM Ha MMPAaKTHUKE, YCTKOC
M3JI0)KEHUE MaTepuana, JOMYCKAIOTCs OTAEIbHbBIC JIOTHUECKUE M CTHIMCTHYECKHE IOTrPEIIHOCTH; YCBOCHA OCHOBHAs JIUTEpATypa,
PEKOMEHI0BaHHasl B pabodeli mporpaMme AUCLUIIIHHEL,

- 50-66 OaynnoB (OIICHKA «YyJIOBJICTBOPUTEIILHO») - HAJIMYME OCHOBHBIX 3HAHHM B O0BbEME MPOWICHHOTO Kypca B
COOTBETCTBHUHU C ILCIISIMHU 06yquI/IH, HU3JI0KEHUE OTBETOB C OTACIIbHBIMU OHII/I6K3MI/I, HCIPAaBJICHHBIMU TIOCJIC JOIOJHUTCIbHBIX
BOIIPOCOB; BBITIOJIHAIOTCA B LIEJIOM KOPPEKTHBIE JEHCTBUS 110 MPUMEHEHHUIO 3HAHUI Ha MPaKTHKE;

- 0-49 GannoB (OLEHKA «HEYAOBJIETBOPUTEILHOY») - OTBETH HE CBSI3aHBI C BOIIPOCAMH, HAJIMYKE IPyOBbIX OIIMOOK B OTBETE,
JACMOHCTPUPYIOIHUE HEIIOHMMAHUE CYIIHOCTH H3JIara€Moro BOIIPOCa WU HCYMCHHE NPHUMCHATH 3HAHHA HA IMPAKTUKE, OTCYTCTBUC
YBEPEHHOCTU M HETOYHOCTh OTBETOB HA JIOTOJIHUTEIbHBIE U HABOSIINE BOIPOCHI.

3 Meroan4yeckue MaTepualibl, onpeaesioiiie NpoueaAypbl OLeHUBAHUS 3HAHUN, YMEHUI,
HABBIKOB W (WIH) ONbITA [JAeSTEJbHOCTH, XAPAKTEePU3YWIUMX JTanbl (opMupoBaHus
KOMIIeTeHIINI

ITpornetyps! OlleHUBaHMSI BKIIOYAIOT B c€0s TEKYLUI KOHTPOJIb M IPOMEKYTOUHYIO aTTECTALHIO.
Texymmii KOHTPOJIb YCIIEBAEMOCTH IPOBOJUTCS C UCIOIb30BAaHUEM OLICHOUYHBIX CPEJCTB, IPEICTABICHHBIX B II.
2 NaHHOrO NPUIIOKEHUA. Pe3ynpTaTsl TEKYLIEro KOHTPOJISA AOBOAATCA IO CBEACHMS CTYIEHTOB O IPOMEXYTOUHOHN
aTTeCTallUU.
IIpoMeskyTOUHast aTTECTALUS IPOBOIUTCA B (hOpME IK3aMEHa.
DKk3aMcH MMPOBOJAUTCA IO pACTIMCAHUIO HpOMe)KYTO‘lHOﬁ aTTCCTalluu. KonuuectBo BOIIPOCOB B 3alaHUU — 3: JABa TCOPCTUYCCKUX U
OUH HpaKTH‘IeCKHﬁ. OObsBIEHUE PE3YIBTATOB IIPOU3BOANTCA B JICHb DK3aMCHA. PeSyJ'II)TaTBI aTTeCTalluy 3aHOCATCA B
QJICKTPOHHYIO BEAOMOCTD U 3aUCTHYHO KHUKKY CTYACHTA. CTy,Z[eHTBI, HEC MpOoHICAMINEC IMTPOMEKYTOYHYHO aTTCCTALUIO 10 T’ pa(bmcy,
AOJDKHBI JIMKBUUPOBATH 3a10JDKCHHOCTD B YCTAHOBJICHHOM ITOPSAJKE.



Ipuiaoxenue 2

METOINYECKHUE YKA3AHUA
110 OCBOCHHUIO JMCUMINIMHBI «3a1MTa HH(POPMALMOHHBIX CHCTEM)

VY4eOHbBIM MJIAHOM MPEAYCMOTPEHBI CASAYIOIINE BUIbI 3aHATUIA:

- JICKITMOHHBIC 3aHSITHSI;

- 1a00OpaTOpHBIC 3aHSITHS,

- IPaKTUYECKHEC 3aHSTHS,

- CaMOCTOSITENIbHBIE PAOOTHI.

B xome mabGopaTOpHBIX M MPAKTHYECKUX 3aHATUN YIUIYONSAIOTCA W 3aKpEIUIIOTCS 3HAHUS
CTYJIEHTOB TIO PSALY PAaCCMOTPEHHBIX BOIPOCOB, PAa3BUBAIOTCA HABBIKH 3alIUTHl MH()OPMAIIMOHHBIX
CHUCTEM.

[Ipu moAroToBKeE K 1aOOPATOPHBIM U MPAKTUYCCKUM 3aHATUSAM KaXIbIH CTYIACHT JOJKCH:

— U3yYUTh PEKOMEHIOBAHHYIO YUEOHYIO JTUTEPATYypy;

— TIOJATOTOBUTH OTBETHI HA BCE BOIIPOCHI 110 U3y4aeMoOil TeMe.

B mnporecce moAroToBkH K Ja0OPATOPHBIM W MPAKTHUYECKUM 3aHSITHSM CTYACHTBl MOTYT
BOCIIOJI30BATHCSl KOHCYJIBTAIMSIMU TIPETIOaBaTesIsl.

Borpocsl, He pacCMOTpEHHbIE Ha JIEKIUAX, TA0OPATOPHBIX M MPAKTUYECKUX 3aHSITHUSIX, JTOJKHbI
OBITh M3y4Y€HBl CTYJIEHTAaMHU B XOJE CAMOCTOATEIbHOW paboThl. KOHTpPOJIb caMOCTOSATENbHON pabOThI
CTYJCHTOB HaJ y4eOHO mporpamMmoil Kypca OCYLIECTBISETCA B XOJE 3aHATUNH METOJOM YCTHOIO
OIpoca WM MOCPEACTBOM TECTHUPOBaHUSA. B Xxoae caMoCTOsTeNbHOM pabOThl KaX/blil CTYAEHT 00s13aH
IPOYUTATh OCHOBHYIO W TIO BO3MOXXHOCTH JIOMOJHUTENIBHYIO JHUTEpaTypy IO H3y4aeMoll TeMme.
Bb1ienuTh HETOHSATHBIC TEPMUHBI, HAWTH X 3HAYCHHUE B SHIIUKIIOTIETUIECKIX CIOBAPSIX.

CTyIeHT JO0DKEH TOTOBUTHCA K MPENCTOSIIEMY MPAKTUIECKOMY M JaO00paTOpHOMY 3aHSTHUSM 10
BCeM, 0003HAUYECHHBIM B paboYeil mporpaMMe TUCIUILIMHBI BOITPOCAM.

Jlis TOTOTOBKU K 3aHATHAM, TEKYIIEMY KOHTPOJIO M MPOMEXKYTOYHOW aTTECTAllMU CTYJICHTHI
MOTYT BOCIOJIb30BaTHCS AJIEKTPOHHO-OMOIMOTEYHBIMU CHCTeMaMu. Taxke 00ydaromuecs MOTYT B3SITh
HA JIOM HEOOXOIMMYIO JIMTepaTypy Ha aOOHEMEHTE YHUBEPCUTETCKOW OMOIMOTEKH WM
BOCIIOJI30BATHCS YUTAIILHBIMU 3aJIAMU.



