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1. IEJIX OCBOEHUA JUCHUTITINHBI

11 Pa3sBUTHUC TBOPYECCKUX MOAXOO0B IPU PECIICHUU CJIOKHBIX HAYYHO-TEXHUYCCKUX 3a/1av, CBA3AHHBIX C obecrieueHreM
3alIUIICHHOCTH I/IH(i)OpMaI_[I/IOHHLIX CHUCTEM OT YAAJICHHBIX CETCBBIX aTaK; Pa3BUTHUC HpO(beCCI/IOHaJ'ILHLIX KOMITCTCHITUH ISt
HaXOXJACHUA OIITUMAJIBHBIX peH.IeHI/Iﬁ IIpH MOCTPOCHUH 3aTNIICHHBIX I/IHCbOpMaHI/IOHHLIX CHUCTEM; ITIPUBUTHEC HABBIKOB
HCIIOJIb30BaHUs CIICIUAIU3UPOBAHHBIX CPEACTB 3allIUTHI.

2. TPEBOBAHUA K PE3YJIbTATAM OCBOEHUA JTUCITUITIJIMHBI

YK-1:CnocobeH ocymecTBIATh KPUTHYECKUH aHATU3 MPOOJeMHBIX CUTYal[Hil HA OCHOBE CHCTEMHOI0 MOAX0/1a, BLIpadaThIBaTh
CTpaTeruio AeicTBuii

IK-4:CnocodeH ocylecTBJIATh aHAJIN3 Pe3yJIbTATOB IKCIIEPHMEHTAIBHBIX HCCJIEJ0BAHUIT ¢ IPUMEHEHHEM MaTeMATHYe€CKUX H
(pu3nYeCKHX METOI0B, BLIOOP TEXHHYECKHX CPEICTB HHCTPYMEHTAILHOTO MOHUTOPHHTA 3aIIIHIIIEHHOCTH 00HEeKTOB
HH(poOpMaTH3ALHH

B pe3yjabTaTe 0CBOCHUS TUCHUIIIHHBI oﬁyqamumiicsn JOJIKCH

3HaTh:

MIPOLIEAYPHI KPUTHUECKOTO aHAIN3a, METOJUKY aHAIIN3a Pe3yIbTaTOB HCCIECOBAHUS U pa3pabOTKU CTpaTeruii MpoBeAeHHs HCCIIeT0BaHHT,
OpTaHU3aIMH MpoIlecca MPUHSITHS pelIeHHs.(COOTHeCeHO ¢ nHanKaTopoM YK-1.1.)

(opmanpHBIe MOIeNN HHPOPMATMOHHOH 0€30MaCHOCTH 00BEKTOB HHPOPMATH3AIMN;0CHOBHBIE XapaKTEPUCTUKH U TTOKa3aTeIH

3¢ EKTUBHOCTU CPENICTB U CHCTEM ODOecriedeHns: HHYOPMALMOHHONW 0€3011aCHOCTH;

HCTOYHHKH M KJIACCU(DHUKAINIO YIpo3 HHHOPMAIIHOHHOH 0€30I1aCHOCTH;0CHOBHBIE XapaKTEPUCTUKHI TEXHUIECKHX CPEACTB 00eCIIeueH s
UH()OPMAIIOHHON 0€30MaCHOCTH OT YTEUeK M0 TEXHUUECKUM KaHallaM;

METO/Ibl 00pabOTKH JaHHBIX MOHUTOPHHTA HH()OPMAIIMOHHOM 0€30MacHOCTH 00BEKTOB HH(DOPMATH3ANH;TIOPSIOK CO3IaHHS U CTPYKTYPY
0TYeTa, CO3/IaBacMOro M0 pe3ysIbTaTaM HCCIIeI0BaHus (COOTHECEHO ¢ nHaukaTopoM I1K-4.1.)

YMeTh:

MIPUHAMATh KOHKPETHBIE PELIeHHS s HOBBIIECHHS 5 (HEKTUBHOCTH MPOLIEAYP aHaIH3a IPOOIIeM, IPUHATHS PEIISHUH U pa3paboTKu
cTpareruii.(cooTHeceHo ¢ HHAnKaTopoM YK-1.2.)

(hopmanu3oBaTh 3aauy odecreueHus HHGOPMAIIMOHHOM 0€30MacHOCTH 00beKTa HHPOPMATH3AIMN; AHATM3UPOBATh U IIPOTHO3HUPOBATH
kputepuu 3¢ dekTUBHOCTH oOecnieueHust HHPOPMaLMOHHON 0€3011acHOCTH 00beKTa HHGOPMATH3aLNY;KIACCU(PUIPOBATD 3alHIIAEMYIO0
“H(OPMALIUIO IO BUAAM TaiHEI U CTETICHAM KOH(UASHINAILHOCTH, OLEHUBATE YTPO3bl HHPOPMAMOHHONW 0€3011aCHOCTH;ONIPEIeIATh BUABI
Y THIIBI TEXHUYECKHUX CPEJCTB obecedeHusI HHHOPMAIOHHOM 0€30I1aCHOCTH; IPUMEHATh HHCTPYMEHTANIBHEIC CPEICTBa MOHUTOPHHTA
3aIIUIIEHHOCTH 00BbEKTa HH(POPMATH3AINHU;CTPYKTYPHPOBATh AaHATUTHIECKYIO HHPOPMAIINIO JUIS BKIIIOUSHHS B OTYET(COOTHECEHO C
uaankaropom I1K-4.2.)

Baanerts:

METOJaMH YCTaHOBJICHUS IPHINHHO-CIEACTBEHHBIX CBA3CH M OTpeNeNIeHUs Hanboee 3HAUNMbIX CpeJH HUX; METOINKAaMH OCTaHOBKH IeH
U OIIpeJieIeHNs CIOCO00B €€ TOCTIDKEHUS;METOIUKAaMU Pa3pabOTKH CTpaTeruil AefCcTBUH IpH MPOOJIEMHBIX CUTYaIUsAX.(COOTHECEHO C
naaukatopom YK-1.3.)

HaBBIKaMH Pa3pabOTKH MOAeNN HHPOPMALMOHHOM 6e30macHoCTH 00beKTa HHOPMaTH3aluY; HaBBIKAMU OIPeJeIeHuUs KIacca
3aIUIIEHHOCTH HH()OPMAIOHHBIX CHCTEM;HAaBBIKAMH OIIEHKH KPHTEePHEeB 3(Q(HEKTHBHOCTH CHCTEMbI 00eCTIeUeHIS HH(POPMAITHOHHON
6€e30MacHOCTH; HABbIKAMH MOATOTOBKY aHAJMTHYECKUX OTYETOB IO pe3yIbTaTaM MPOBEAECHHOr0 aHanu3a (cooTHeceHo ¢ unaukaropom I1K-
43)

3. CTPYKTYPA U COJEPKAHUE JTUCITUITJIMHBI

Kon HaumeHnoBanue pa3jiesioB U TeM /BUA 3aHATUS/ Cemectp / | Yacos Komneren- Jlutepatypa
3aHATHSA Kvpe 107051

Pa3nen 1. MeToabI 1 cpeacTBa 3aIUTHI OT YAAJTEHHBIX
CceTeBbIX aTaK

11 AHanu3 CyIecTBYIOIIHUX METOA0B M MOJIeNeH 4 2 YK-1IIK-4 JI1.1J11.2 J11.3 JI1.4
MPOTUBOEHCTBUS KOMIIBIOTEPHBIM aTakaMm. CTpyKTypa JI1.5J12.1 J12.2 JI2.3
METOJ0B U MOJIeJIel NPOTUBOAECHCTBUS KOMITBIOTEPHBIM J12.4 J12.5

atakaMm. [Toxxon k pa3paboTKe METOOB U MOAEINEH
IIPOTHBOJICHCTBHSA KOMIBIOTEPHBIM aTakaM. /JIex/




1.2 DopMupOBaHHE MOAEIH HAPYLIUTENA KOMIIBIOTEPHBIX CETEH 2 YK-1IIK-4 JI1.1J11.2 J11.3 JI1.4

Ha 6a3e mogemn ®CTOK /IIp/ JI1.5712.1 J12.2 12.3
J2.4J12.5

1.3 OCHOBHBIE IOHATHUSA B 00J1aCTH UHPOPMALUOHHOM 2 YK-1IIK-4 JI1.1J11.2 J11.3 JI1.4

6e3omacuoctu /Cp/ JI1.5J12.1 J12.2 J12.3
J12.4J12.5

14 CriocoObl pean3aiiy KOMIBIOTEPHBIX aTak B 0000IIEHHBIH 2 YK-1TIK-4 JIL.1J11.2 J11.3 J11.4
crieHapuil npotuBojeiicTBs uM. Kiaccngpukarys JI1.5J12.1 J12.2 J12.3
KOMIIBIOTEPHBIX aTaK Ha KPUTHIECKH BaYKHBIC J12.4J12.5
UH(OPMAaIMOHHBIE CUCTEMBL. /JIex/

15 Artaku Tuna "oTka3 B 00CIy)KHHAHUHU": IPAKTHUECKUE 2 YK-1TIK-4 JIL.1J11.2 J11.3 J11.4
3aHATUA 110 TeMe aexuuu. /IIp/ JI1.5J12.1 J12.2 J12.3

2.4 J12.5

1.6 AHanu3 cpejiCTB MPOTUBOJCHCTBHS KOMITBIOTEPHBIM aTaKaM. 10 YK-1TIK-4 JIL.1J11.2 J11.3 J11.4
TexHonorus NPOTUBOJEUCTBHUS KOMIBIOTEPHBIM aTaKaM Ha JI1.5J12.1 J12.2 J12.3
KPUTHUYECKU BaKHbIC HH(OpMAIMOHHBIC cucTeMbl. /Cp/ J12.4 J12.5

1.7 Jlornyeckue 00bekThl — aapecHas kaura (Address Book), 2 YK-1TIK-4 JIL.1J11.2 J11.3 J11.4
cepsuchl (Services), uarepdeiicsl (Interfaces). IIpasuna JI1.5J12.1 J12.2 J12.3
(Rules). [1Inr03 yposHst npuioxkenuii (Application Layer J12.4 J12.5
Gateway).LibreOffice /TIp/

1.8 Mexanu3Msbl 3amuThl nHGopmarmu. [IporpamMmHo- 2 YK-1IIK-4 JI1.1J11.2 J11.3 J11.4
anrmaparHble cpelcTBa oOecTiedeHus 6€30MacHOCTH JI1.5J12.1 J12.2 J12.3
UH(OPMAIIMOHHBIX ceTel. /JIex/ J2.4J12.5

1.9 " MexaHHU3MBI 3alUThl HH(GOPMaUK'", BEIIOJTHEHUE TECTOB 2 YK-1IIK-4 JI1.1J11.2 J11.3 J11.4
Mp/ JI1.5712.1 J12.2 J12.3

J2.4J12.5

1.10 IlonkaroueHre 1 OCHOBHBIE HACTPOUKU MEXKCETEBOTO KpaHa, 2 YK-1IIK-4 JI1.1J11.2 J11.3 JI1.4
yIpaBjieHue uepe3 korcoab, Web-uurepdeiic, SSH. Copoc JI1.5J12.1 J12.2 J12.3
MEKCETEBOro 3KpaHa K 3aBOJICKMM HAcTpOikaM 1o J2.4J12.5
yMorgaauio. OGHOBJIEHHE NPOIINBKY, COXPAaHEHUE
koH¢uryparuu. Pexums! admin, audit. MS Office /JIa6/

111 IlonkroueHre ¥ OCHOBHBIE HACTPOUKH MEKCETEBOI0 IKpaHa 2 YK-1IIK-4 JI1.1J11.2 J11.3 J11.4
mocpeacteom Web-unrepdeiica. Kondurypuposanmne JI1.5J12.1 J12.2 J12.3
MEKCETEeBOro 3kpaHa nocpeactsom Webunrepdetica /IIp/ J2.4J12.5

1.12 Hacrpoiika DHCP-cepsepa, DHCP-knuenta, PPPOE- 2 YK-1IIK-4 JI1.1J11.2 J11.3 J11.4
KJIMEHTa JI1.5J12.1 J12.2 JI12.3
Mapuipyruszanus J12.4 J12.5
Mp/

1.13 Pesepeuposanue mapipyros (Route Failover). Hactpoiika 2 YK-1IIK-4 JI1.1J11.2 J11.3 J11.4
MapmpyTusanuu Ha ocHose mpasui (Policy-Based Routing) JI1.5J12.1 J12.2 J12.3
Mp/ J2.4J12.5

1.14 Hactpoiixa cereBoii 3ammThl ¢ nomouisto cucrtems! IDP/IPS 2 YK-1T1IK-4 JI1.1J11.2 J11.3 J11.4
VIS TIPO3PAYHOTO PEeXMMa paboThl HHTEpEHCOB JI1.5J12.1 J12.2 J12.3
MEXKCeTeBOro 3kpana /J1ad/ J2.4J12.5

1.15 VYupaenenue Mapmpyruzanueii, mporokos OSPF Ha 2 YK-1 [IK-4 JI1.1J11.2 J11.3 J11.4
MexceTeBoM dkpane. Ha mexcereBoM skpane cepun DFL JI1.5J12.1 J12.2 J12.3
MOKeT OBITh HACTPOEHA JMHAMHUYECKas MapIIPyTH3AIHs Ha 2.4 J12.5
ocHoBe npotokosa OSPF. Takum 06pa3zoM, MOXKHO
00€eCIIeUnTh aBTOMATHYECKHH BEIOOP ONTHMAIBbHOTO
MapIIpyTa B KPYIHBIX CETSIX MM HACTPOUTH MEXKCETEBON
9KpaH, kak Mapupyru3arop OSPF B HeKOTOpO#t OTHETBHOI
obnactu cetu. /J1ab/

Pa3znen 2. AnnapaTHble 4 IPOrpaMMHbIe TeXHOJIOTHH
3aI0ATHI OT CETeBBIX aTaK

2.1 IIpoToxons! ¥ HyHKIMY, IPUMEHSIEMBIE B MEXCETEBBIX 2 YK-1 [IK-4 JI1.1J11.2 J11.3 JI1.4
9KpaHax U HHTEepHeT-MapmpyTu3aropax. [Iporokonsr IGMP JIT.5J12.1 J12.2 J12.3
u UPnP. KauectBo obcnyxuBanus u Texnomnorus SharePort. JI2.4 J12.5
/JTex/

2.2 TexHonornu 6€30MacHOCTH OECIIPOBOIHBIX CETEH U 10 YK-1TIK-4 JIT.1J11.2 J11.3 JI1.4

yHUHUIUpoBaHHbIe pemenus /Cp/

JI1.5J12.1 J12.2 J12.3
J12.4 J12.5




2.3 IIpoToxonsl ¥ HyHKIMU, IPUMEHSIEMBIE B MEKCETEBBIX 2 YK-1IIK-4 J1.1J11.2 J11.3 J11.4
9KpaHaxX U MHTEPHET-MapIIpyTH3aTOpax, BHIIOIHEHUE TECTOB JI1.5J12.1 J12.2 J12.3
/Mp/ J12.4J12.5

24 Hacrpoiika Syslog-cepsepa. SNMP Trap. LibreOffice /JTa6/ 2 YK-1IIK-4 J1.1J11.2 J11.3 J11.4

JI1.5J12.1 J12.2 J12.3
J12.4J12.5

2.5 Ounbrpanus Tpapuka U BUPTYaIbHbIE CETH. TEXHOIOTUS 10 YK-1TIK-4 JI.1J11.2 J11.3 J11.4
npeoOpa3oBaHUsI CETEBBIX ajpecoB, MexaHu3Mel PAT u NAT JI1.5J12.1 J12.2 J12.3
/Cp/ J12.4J12.5

2.6 TexHoorus MPeoOpa30BaHUs CETEBBIX a/IPECOB, BHITOJTHCHUE 2 YK-1TIK-4 JI.1J11.2 J11.3 J11.4
tecros /I1p/ JI1.5J12.1 J12.2 J12.3

J12.4J12.5
2.7 DHCP-kment, DHCP-cepsep, DHCP Relay, IP Pool. /J1a6/ 2 YK-1IIK-4 J1.1J11.2 J11.3 J11.4
JI1.5J12.1 J12.2 J12.3

J12.4J12.5

2.8 OCo0EHHOCTH TPUMEHEHUS] MEKCETEBBIX AKPAHOB U 2 YK-1IIK-4 JI1.1J11.2 J11.3 J11.4
MmapupytusatopoB D-Link. Yopaenexne mexcereBbIMu JI1.5J12.1 J12.2 J12.3
skpanamu D-Link NetDefend. /Jlex/ JI2.4 J12.5

2.9 VYupasnenue mexcereBbiMu 9kpanamu D-Link NetDefend, 20 VK-1IIK-4 JI1.1 J11.2 J11.3 J11.4
BbIIIOJIHEHUE TecToB /Cp/ JI1.5J12.1 J12.2 J12.3

J12.4J12.5

2.10 OrpaHuveHue pa3mepa MakeToB TPAHCIIOPTHBIX U 2 YK-1TIK-4 JI.1J11.2 J11.3 J11.4
JMarHOCTUYECKUX NPOTOKOJIOB, 3ampeT U paspemenue |ICMP. JI1.5J12.1 J12.2 J12.3
Honnepxka IPv6. LibreOffice /J1ad/ J12.4J12.5

211 ATpHOPHBII METO] TPOTHBOACHCTBUS KOMITBIOTECPHBIM 9 VYK-1TIK-4 JI.1J11.2 J11.3 J11.4
aTakaM B TEPMUHAX PacIIMPEHHbIX ceTel netpu. /Cp/ JI1.5J12.1 J12.2 J12.3

J12.4J12.5

2.12 [IupoxoBewmarensHble paccsuikd. Multicast Routing. IGMP. 2 YK-1IIK-4 JI1.1J11.2 J11.3 J11.4
Multicast GRE over IPSec. Yupasienue JI1.5J12.1 J12.2 J12.3
MIUPOKOBEIATEILHBIM TPA(GUKOM B COBPEMEHHBIX CETSIX — J12.4J12.5
HEeoOXOIMMas COCTABIISIONIAst 0OeCTIeueHH s
UH(POPMAIMOHHO} Oe3omacHoCTH. MexceTreBsle 3kpaHnbl D -

Link mpemocTaBisifoT MEXaHU3MBI YIIPaBICHUS
HMIMPOKOBeIaTeIbHBIM TpadukoM. /TIp/

2.13 Ounbrpanus Tpaduka U BUPTyallbHble ceTH. BupTyanbHble 8 YK-1IIK-4 JI1.1J11.2 J11.3 J11.4
nokanbHble ceTd VLAN.  BupryasnbHble 4acTHBIC CETH JI1.5J12.1 J12.2 J12.3
(VPN) /Cp/ J12.4J12.5

2.14 Herpoiika VLAN B mexcereBom skpane. Coznanne PPTP- 4 VK-1 IIK-4 JIT.1JI1.2 JI1.3 JI1.4
COEIMHEHUS JI1.5J12.1 J12.2 J12.3
Cosnanue IPSec-TyHHens ¢ UCIoJIb30BaHUEM KITFOUEH J12.4 JI12.5
/J1ab/

2.15 Hacrpoiika NAT, NAT Pool, SAT, PAT, DNS Relay, 4 YK-1 [IK-4 JI1.1J11.2 J11.3 J11.4
nepeHanpasieHue noptos. unsrpanus no MAC-anpecy. JI1.5J12.1 J12.2 J12.3
Co3aHue HECKOJIBKUX TOjIceTel Ha uaTepdeiice /J1abd/ J12.4 J12.5

2.16 Hacrpoiika NAT, NAT Pool, SAT, PAT, DNS Relay, 16 YK-1 [IK-4 JI1.1J11.2 J11.3 J11.4
nepeHanpasieHue noptos. unsrpanus no MAC-anpecy. JI1.5J12.1 J12.2 J12.3
Co3anue HECKOJIBKHX MojiceTel Ha uatepdetice /Cp/ J12.4 J12.5

2.17 /Ix3amen/ 9 VK-1IIK-4 JI1.1J11.2 J11.3 J11.4

JI1.5J12.1 J12.2 J12.3
J12.4J12.5

4. POHJ OHEHOYHBIX CPEJACTB

CrpykTypa 1 coaepxaHue (poHIa OLIEHOUHBIX CPEJCTB JUIs IPOBENCHUS TEKYILEH U IPOMEXYTOUHOH aTTecTaluu PeCcTaBICHbl B
Ipunoxenuu 1 x pabodeil mporpamMme TUCIUILINHEL.

5. YYHEBHO-METOJNMYECKOE U TH®OPMAIIMOHHOE OBECHEYEHUE JUCHUIIIMHBI

5.1. OcHoBHas IUTEpaTypa

ABTOpBI, COCTaBUTEIH

3armaBue

W3narenscTBO, TOM

Komanua-Bo

Menpaukos B. I1.,
Kieiimenos C. A.,
[TerpaxkoB A. M.,
Kneiimenos C. A.

WndopmarmonHas 6€30MacHOCTS U 3aMUTa
rHpOpMaHH: yaed. mocoOue s CTYAEHTOB BY30B,
oOyuatonuxcs 1o cre. "MHadopM. cucteMs u
TEeXHOJOruu"

M.: Akagemus, 2012
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ABTOpBI, COCTaBUTEIIH 3arnaBue W3natenscTBo, TOX Kommnu-Bo
JI1.2 |Pynenxos H. A., TexHosoruu 3amuTsl ”HGOPMALMU B KOMIBIOTEPHbIX [MockBa: HarpoHanbHbI#i https://biblioclub.ru/inde
Iponerapckuii A. B.,  [ceTsx OTKpBITBI YHUBEPCUTET X.php?

Cmuprosa E. B.,
CypoBoB A. M.

«MHTYHUT», 2016

page=book&id=428820
HeOl"paHI/I‘leHHHﬁ JAOCTYIL
JJIA 3apETUCTPUPOBAHHBIX
TOJIb30BaTENeH

JI1.3 |Ceparok B. A.

OpraHmaLu/m U TEXHOJIOTYH 3allIUThI I/IH(bOpMaIII/II/IZ
06Hapy>KeHHe U MpeAOTBpAlICHUE I/IHq)OpMaIII/IOHHI)IX
aTaK B aBTOMAaTU3UPOBAHHBIX CUCTEMAX

MpeanpHATHiL: yueOGHOe mocodue

Mocksa: M3naTenbckuii oM
Briciieli mKkoJist
3KOHOMHUKH, 2015

http://biblioclub.ru/index.
php?
page=book&id=440285
HEOTPAHUYEHHBIA JOCTYII
JUIA 3apErUCTPUPOBAHHBIX
T0JIb30BaTeNeH

JI1.4 |TomukoB A. M.

3amura HHGOpPMALUK B HHPOKOMMYHHKAIIMOHHBIX
CHCTEMax U CeTsX: yueOHoe mocobue

Tomck: Tomckuit
roCyJapCTBEHHBIN
YHHUBEPCUTET CHCTEM
yIpaBJICHUs U
panuosnekrponuku, 2015

https://biblioclub.ru/inde
x.php?
page=book&id=480637
HEOTPAHUYEHHBIA JOCTYII
JJIA 3apETUCTPUPOBAHHBIX
TOJIh30BaTENCH

JI1.5 |Pynenxos, H. A.,

TexHONOTMH 3aIUTH HHPOPMALUH B KOMIIBIOTEPHBIX

Mocksa: UaTepner-

http://www.iprbookshop.r

[ponerapckuid, A. B., |cersax YHuBepcurer u/73732.html
CwmupHoBa, E. B., HHpOpMAIHOHHBIX HEOTPaHUYCHHBIH JOCTYII
Cyposos, A. M. Texuonoruit (MHTYHT), |18 3aperuCTPUPOBAHHBIX
2016 N0JIb30BaTeNeH
5.2. lonoiHUTEIbHASA JIUTEPATypa
ABTOpBI, COCTaBUTENN 3arnaBue H3patenscTBO, IO Konuu-Bo
JI2.1 |MenbuukoB [I. A. NudopmarmonHas 6e30macHOCTs OTKPBITHIX cucteM: |M.: daunra, 2013 20
y4e0. ATt CTYACHTOB, 00 yUYarOIIUXCs 10 Harp.
"[lpuknan. nuapopmaTuka”
JI2.2 |Tumenxko E. H. HHcTpyMeHTaNbHbIEe METOIbI aHATH3a Pocros v/[1: U3n-Bo PTOY 68

MOTPEOUTENIBCKOTO KaYeCTBa 3alIUIICHHBIX
HH(OPMAIMOHHBIX CUCTEM: yued. mocodue

(PUHX), 2016

J2.3 |Cerues IO. H. OcHoBBI HHQOPMAIMOHHO# Oe30macHOCTH: yueOHO- |MockBsa: EBpasuiickuii https://biblioclub.ru/inde

[pakTHYECKoe nmocobue: yueOHoe mocobre OTKPBITBIA HHCTHUTYT, 2010 X.php?

page=book&id=90790
HEOTpaHWYEHHBIIH JOCTYI
IUTSL 3aPErHCTPUPOBAHHBIX
TIOJIB30BaTEIIeH

JI2.4 |IIpoxoposa O. B.

Hudopmarronnas 0€30MacHOCTh U 3aIIuTa

WHpOPMAINH: YIeOHHK

Camapa: Camapckuit
roCyJapCTBEHHBIN
ApXUTEKTYPHO-
CTPOUTENBHBIN
yHUBepcuteT, 2014

https://biblioclub.ru/inde
x.php?
page=book&id=438331
HeOFpaHI/IquHBIfI JA0CTyIl
JJIA 3apETUCTPUPOBAHHBIX
MOJIb30BaTENEH

JI2.5 |IIpoxopoga, O. B.

WudopmarmonHas 6€30macHOCTb U 3aIUTa

nHpopmarmn: yaeGHuK

Camapa: Camapckuit
rocyapCTBEHHBIN
apXUTEKTYPHO-
CTPOUTEIBHBIN
yauBepcutet, ObC ACB,
2014

http://www.iprbookshop.r
u/43183.html
HeOFpaHI/IquHBIﬁ JA0CTyIl
JJIA 3apETUCTPHUPOBAHHBIX
MOJIb30BaTEIICH

5.3 IIpodeccuonanbHbie 6a3bl JAHHBIX U HH(POPMANIOHHBIE CIIPABOYHBIE CHCTEMBI

Odunnanshsiii caitt ®CTIK Poccnu / fstec.ru

CIIC Koncynbrantlmoc

CIIC I'apant

OBC «IPR Books» http://www.iprbookshop.ru/

bubnnoxny6.py http://biblioclub.ru/

Apxus xypranoB PAH https://www.elibrary.ru/, https://www.libnauka.ru

5.4. IlepeyeHs MPOrpaMMHOT0 00ecTeYeHust

LibreOffice




5.5. Y4eOHo-MeTOAUYECKHE MaTepuaJabl 1Jl CTYACHTOB ¢ OrpaHUYC€HHBIMH BO3MOKHOCTSIMHU 310POBbS

IIpu HEOOXOAMMOCTH IO 3asABJICHMI0 O0YYAIOIIETrOCs C OrPaHHMYEHHBIMU BO3MOXHOCTSMU 3[0POBbS y4eOHO-METOAUYECKHE MaTepuaibl
HPEeNOCTaBIAIOTCS B (hopMax, afanTUPOBAHHBIX K OTPAHUUCHUSAM 310POBbS M BOCIIPUATHS MHGOpManuy. it UL ¢ HAPYIIEHUSIMA 3PEHUSL:
B popme aynuodaiina; B nedaTHoi hopMe yBenudeHHbIM MIpUGTOM. I ULl ¢ HapyLIEHUAMU ClIyXa: B ()OpME 3JIEKTPOHHOIO JOKYMEHTA; B
ne4yatHo# ¢opme. [ U1 ¢ HapYIISHUSIMU OTIOPHO-IBUTATEIFHOTO anmapara: B (hopMe 2IeKTPOHHOTO JOKYMEHTa; B IIEYaTHOH (opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYHEHHWE JTUCHUIIJIMHBI (MOAY JISI)

TToMemeHust 47151 BCeX BUAOB pabOT, IPETyCMOTPEHHBIX YUCOHBIM IUIAHOM, YKOMIUICKTOBAHBI HEOOXOIMMOH CIICNUATH3UPOBAHHOM yueOHOI
MeOeNBI0 U TEXHUYECKUMH CPEIICTBAMU O0YUCHUSI:

- CTOJIBI, CTYJIbS;

- IEPCOHANBHBII KOMIIBIOTEP / HOYTOYK (IEPEHOCHOI1);

- IPOEKTOP, KpaH / HHTEPAKTHBHAS TOCKA

JlaGopaTopHbIe 3aHATHS IPOBOIATCS B KOMIIBIOTEPHBIX KiaccaX, pabodne MecTa B KOTOPBIX 000pYyA0BaHBI HEOOXOAUMBIMHU
JIMLIEH3UOHHBIMH W/WJIA CBOOOJIHO paclpoCTpaHsIeMbIMHU IPOrPAMMHBIMU CPEIICTBAMHU M BBIXOJIOM B MIHTEpHET.

7. METOAUYECKHUE YKA3ZAHUA JJIAA OBYYAIOIIIUXCA ITO OCBOEHUIO JUCHHUIIIMHBI (MOY JIST)

MCTO)II/I‘{eCKI/Ie YKa3aHus 110 OCBOCHUIO JUCHUIITIMHBI TPEACTABJICHLI B HpI/IJ'IO)KeHI/II/I 2K pa6oqel71 IporpaMme JUCHUITIINHBIL.




IIpunoxenue 1

®OHJA ONEHOYHBIX CPEACTB

1 OnucaHue NoKa3aTeJiel U KpUTepUeB OLleHUBAaHUS KOMIIETEHI M HA pa3/IMYHbIX 3Tanax
ux ¢opMHpOBaHMS, ONIMCAHUE IIKaJ OlleHUBAHUA

1.1 Iloka3aresnu u KpUTEPUH OLIEHUBAHUS KOMIIETEHIUNI:

3VYH, cocraBistomue kommnereHiuoo | [Tokazarenu onienuBanus | Kpurepuu onennBanus CpencrtBa
OLICHUBAHUS
YK-1:CnocobGeH oCyIecTBIATh KpUTUYECKUM aHATTU3 MPOOJIEMHBIX CUTYaIllMi HA OCHOBE CUCTEMHOTO
M0JIX0/1a, BbIpadaThIBaTh CTPATETHUIO ACHCTBUIMA
3 nporeaypbl KpUTHYECKOTO aHalu3a, | mouck u coop COOTBETCTBHUE O (BompocsI
METOAMKH  aHalM3a  pe3yJbTaToOB | HEOOXOIMMOM npobieme 1-10, ...),
UCCJIEJIOBAHUS u pa3paboTku | mureparypsl, UCCJIEIOBAHMUS, T (TecTsl
CTpaTeruii MIPOBE/ICHUS | HCIIOIB30BAHHE MOJIHOTA U MonyJb | Tema
UCCIICJIOBAHUIA, OpraHM3alK | COBPEMEHHBIX COJIEPKATENBHOCTh 1 Bompoc 1;
nporiecca NPUHITHS PEIICHUS UH(POPMAIIMOHHO- OTBETA; YMCHHE MOJyJb 2 TeMa
KOMMYHHKAITHOHHBIX MPUBOJIUTH 1 Bompoc 1,
TEXHOJIOTHH | PUMEPbI;YMEHHE TeMa 3 BOIpoc
I00ATBHBIX MOJIb30BATHCS 3), 3 (Bompocsl
WH(POPMAIIMOHHBIX JIOTIOJTHUTEIILHON 4, 9-10)
pecypcoB JUTEPaTypou npu 3 (1-33)
MOJITOTOBKE K
3aHATHUSM;
COOTBETCTBUE
MPEJICTAaBICHHON B
OTBeTaxX MHPOpMAIUU
VY. npUHUMaTh KOHKPETHBIE PELICHUs] | pelleHue 00BEM BBINOJIHEHHBIX JIPI, T (TecTsl
JUTSL TIOBBIIIEHUS (P PEKTUBHOCTH TEMaTUYECKHX 3a/1a4d 10 | paboThI (B MOJTHOM, HE MOIyNh |
Ipoleyp aHanu3a nmpobiem, COOTBETCTBYIOLIUM MIOJTHOM 00beMe); Tema 1
NPUHATHS PEIIEHUH U pa3paboTKu paszzenam Kypca; COOTBETCTBUE OTYETA Bompoc 1;
CTpaTeruit BBINOJIHEHHE TpeOOBaHUAM MOJYJb 2
71a00paTOPHBIX M3JI0KEHHBIM B 33J[aHnu | Tema 1
9KCIIEPUMEHTOB 110 K J1abopatopHoii pabote | Bompoc 1,
TeMaTHKe Kypca ull3 Tema 3
Bompoc 3), 3
(Bompockl 4,
9-10)
B. MeronaMu ycTaHoBIeHUS pelieHue 00BEM BBINOJIHEHHBIX JIP1,?2
NPUYHHHO-CIIEICTBEHHBIX CBSI3€H 1 TEMAaTUYECKHX 33/1a4 110 | pa®oTHI (B OJTHOM, HE
orpeieNieHus1 HanboJsee 3HaYMMBbIX COOTBETCTBYIOLIUM IIOJTHOM 00beMe);
CpeaH HUX; METOJMKAMH MTOCTAaHOBKH | pasjienaM Kypca; COOTBETCTBUE OTYETA
IIeJI U ONPEIETICHNUs CIIOCO00B ee BBINOJIHEHHE TpeOOBaHUAM
JOCTHKEHUS ;METOTUKAMHU nmabopaTOPHBIX U3JI0KCHHBIM B
pa3paboOTKu cTpaTeruii JeNCTBUM NpH | SKCIIEPUMEHTOB IO 3aJJaHUU K
MPOOJIEMHBIX CUTYAITUSIX TEMaTHKe Kypca nmabopaTopHoi paboTe
u [13
[IK-4:CnocoGeH ocyiiecTBIsATh aHAIU3 PE3YIbTAaTOB SKCIIEPUMEHTAIBHBIX UCCIIEA0BAHUN C IPUMEHEHUEM
MaTeMaTHYeCKUX U (PU3UYECKUX METOJI0B, BEIOOP TEXHUYECKHX CPEACTB MHCTPYMEHTAIHHOIO MOHUTOPUHTA
3alMIIEHHOCTH 00bEKTOB MH(OpMaTU3alIUN
3. popMmanbHBIE MOJIETH TTOUCK U cOOp COOTBETCTBHUE O — ompoc
UH(POPMALIMOHHOM O€30MaCHOCTH HE00X0AuMOn npobieme (Bompocsl 1-




00BEKTOB JUTEpaTypHl, HCCIICIOBAHUA; 10, ...),, T
UH(POPMATHU3ALMN;0CHOBHBIC UCTIOJIb30BAHUE MOJTHOTA U (TecTsl
XapaKTePUCTUKU U MOKa3aTeIn COBPEMEHHBIX COJIEP’KATENbHOCTh MOJyJIb 2
3P PEKTUBHOCTH CPEJCTB U CHCTEM nH(pOPMAIMOHHO- OTBETA; YMEHHE Tema 4
obecneueHus HHHOPMALIMOHHON KOMMYHHKAIIMOHHBIX MPUBOJIUTH IPUMEPHL; Bompoc 1;
0€301acHOCTH; TEXHOJIOTHH U YMEHUE MOJIb30BaThCSl | MOJIYJb 2
MCTOYHUKU U KIaccU(PUKAIMIO yIpo3 | riao0anbHBIX JIOTIOTHUTEILHOM Tema 5
UH(POPMALIMOHHOM MH(POPMALMOHHBIX JUTEPaTypoi pu Bompoc 1, 4-
0€30MacHOCTH;0CHOBHBIE pecypcoB MOJITOTOBKE K 7),3
XapaKTEPUCTUKHA TEXHUYECKUX 3aHATUSAM; (Bompock! 4,
CpencTB oOecredeHUs COOTBETCTBHUE 9-10)
UH(POPMALIMOHHOM OE30MaCHOCTH OT NPE/ICTaBICHHOM B 3 (1-33)
yTeUeK [0 TEXHUUYECKUM KaHallaM; oTBeTax UHpopMaIun

METOJIbI 00paOOTKH JaHHBIX

MOHHUTOPHHTa HHPOPMAITHOHHOMN

0€301acCHOCTH OOBEKTOB

H(}OPMaTU3ALUU;TOPIIOK CO3/IaHUS

U CTPYKTYpY OTYETa, CO3/IaBaeMOI0

0 pe3yJbTaTaM HCCIEI0BaHUs

VY. popmanmzoBare 3a1a4qy YKa3bIBACTCS BU/]I COOTBETCTBHUE T (tectnl
obecrieueHnss ”HPOPMAITMOHHON paboThI, KOTOPHIi npoOeme MOJyJIb 2
0e3011acHOCTH 00BEKTA JIOJIKEH CACIATh HCCIICAOBAHUS, Tema 4
uH(pOpMaTU3ALIUN; aHATU3UPOBATH U CTYIEHT MOJIHOTA U Bomnpoc 1-6;
POTHO3UPOBATH KPUTEPHU (cocraBneHHBII 0030p, | COIEPKATEIBHOCTD MOJTYyJb 2

s dexTrBHOCTH OOecTieueHus aHHOTAaLUA, OTBETAa; YMCHHE Tema 5

UH(POPMALIMOHHOM O€30MaCHOCTH
o0BeKTa
UH(POPMATU3AUH;KITaCCU(PUITIPOBATH
3alIMIIaeMyIo HH(OPMALIUIO 110
BUJIaM TaHbI U CTETICHSIM
KOH(UACHIIMATBHOCTH, OLICHUBATh
yrpo3bl HH(OPMAITHOHHON
0€30I1aCHOCTH;0NPEAEIATh BUBI U
THUIIBI TEXHHYECKUX CPECTB
oOecrnieyeHns THPOPMALIMOHHOM
0€30MacHOCTH; MPUMEHSATh
UHCTPYMEHTAJIbHBIE CPE/ICTBA
MOHHUTOPHHTA 3aIUIIIEHHOCTH
00BeKTa
UH(POPMATU3AIUH;CTPYKTYPUPOBATH
aHAJTUTUYECKYI0 HHPOPMALIUIO IS
BKITIOYCHUS B OTYET

MHCHbMEHHBIN NIEPEBOJ,
TTOMCK U cOO0p

HE00X0 1Mo
JTUTEPATYPHI,
WCIIOJIb30BaHUE
pas3IUYHbIX 0a3
JaHHBIX,
HCIOJIb30BaHNE
COBPEMEHHBIX
UH(pOpPMAaIMOHHO-
KOMMYHHKAITHOHHBIX
TEXHOJIOTUM U
JI00aTBHBIX
MH(OPMAIIMOHHBIX
pecypcoB, IpoBeIeHNE
MOJIETTUPOBAHUS ...)

MIPUBOJIUTH TIPUMEPHL;
YMEHHE OTCTauBaTh
CBOIO TIO3UIIHIO;
YMEHHE I0JIb30BAThCS
JIOTTOJTHUTEIIbHOM
JIATEPATYpPOU IpHU
MOJITOTOBKE K
3aHATHUSM;
COOTBETCTBHUE
MIPEJICTAaBICHHON B
OTBeTax MHpOpMaLUN
MaTepuaam JeKIHH U
yueOHOI TUTepaTyphl,
CBEJICHHSIM U3
UH(pOPMaITMOHHBIX
pecypcoB HTEPHET;
000CHOBAaHHOCTh
oOpareHus k 6azam
JTAaHHBIX;
I[eJICHAIIPaBICHHOCTh
MOMCKA U 0TOOpA;
00BEM BBITTOJTHEHHBIX
paboTHI (B IOJTHOM, HE
MOJTHOM 00beMe);
COOTBETCTBUE OTYETA
TpeOOBaHUSM. ..

Borpoc 5-10),
3 (Bompockl 4,
9-10) .

B. HaBbIKamMu pa3zpaboTKU MOJIENIN
nH(pOpMaIMOHHOM 0€30MMacHOCTH
o0bexTa nH(pOpMaTU3ALINY;
HaBBIKAMU OTpEIeNICHHsI KJlacca
3aLIUIEHHOCTH HHPOPMALIMOHHBIX
CHCTEM;HaBBIKAMH OIIEHKU KPUTEPHEB

pelieHue
TEMAaTUYECKHX 33124 T10
COOTBETCTBYIOLIUM
paszenam Kypca;
BBINOJIHEHHE
71a00PaTOPHBIX

00BEM BBITTOJIHEHHBIX
paboTHI (B IOJTHOM, HE
MOJTHOM 00beMe);
COOTBETCTBHUE OTYETA
TpeOoBaHUAM
N3JI0OKECHHBIM B

JIP 3,4




3 PEKTUBHOCTH CUCTEMBI AKCTIEPUMEHTOB T10 3aJIaHAH K
oOecrieyeHns UHPOPMALIMOHHOM TEMaTHKE Kypca nabopaTopHoii pabote
0€30IacHOCTH; HaBBIKAMU u 113

HOJArOTOBKU aHATMTHYECKUX OTYETOB
0 pe3yJIbTaTaM MPOBEIACHHOTO
aHaym3a

O — onpoc, T — mecm, JI3 — nabopamopuvie pabomul, D —80NpoOChl 011 IK3AMEHA

1.2 [lIxanel OlIeHUBAHUS:

Texymmii KOHTPOJb yCHEBAEMOCTH U MPOMEKYTOYHASI aTTECTAlMs OCYIIECTBIISIETCS B PaMKax HAKOMUTEIbHOU
OaJTbHO-PEUTHHTOBOM cucTeMbl B 100-0aibHON 1IKae:

84-100 GasioB (OIIEHKA «OTIMYHOY)

67-83 6aiToB (OLIEHKA «XOPOIIO)

50-66 6amI0B (OLIEHKA «YIOBIETBOPUTEIHLHO)

0-49 GamnoB (OIIEHKA «HEYIOBIECTBOPUTEIIHHO)

2 TunoBble KOHTPOJIbHbIE 33aJaHUSI WJIU HWHbIe MaTepua/ibl, HEO6X0AUMbBbIEe AJIS OLEHKH
3HAaHUM, YMEHUM, HAaBbIKOB M (MUJIH) ONBITA AEATEJbHOCTH, XapaKTepPU3YIOLIUX 3Tambl
dopmMupoBaHUs KOMNETEHIMII B MpoLecce 0CBOEeHMs1 06pa30BaTe/IbHON MPOrpamMMbl

Bomnpocsl 1J1s 3K3aMeHa

. OcHOBHBIE IOHATHUS UH(OPMALTMOHHON O€30M1aCHOCTH.

. OcHoBHbIE cocTaBistonIe. Jl0CTyMHOCTD, IETOCTHOCTh U KOH(UICHIIMAIBHOCTh HH(OPMALIHH.
. JoxTpuHa undopmarmonHoit 6ezonacuoctu PO.

. Kinaccuduxkanus 3amumaemMoid uHGoOpMaIuu 1o CTENeHu BaXKHOCTH U IIEHHOCTH.

. OCHOBHBIE OIpPEEIICHNS U KPUTEPUU KIIACCU(DUKALIUU YTPO3.

. 3aKOHOJIaTeNbHBIN YPOBEHb MH(POPMALIMOHHON 0€30MacHOCTH.

. AIMUHUCTpaTUBHBIN YpOBEHb UH(OPMAITMOHHON O€30MaCHOCTH.

. Coneprxkanue nonutuku 6ezonacHoctu. [Iporpamma 6e30nacHOCTH.

. YrpaBnenue puckamu. OCHOBHbIE MOHATHUSA. [I0ArOTOBUTENBHBIN ATall YIIPaBICHUS PUCKAMHU.
. YrpaBnenue puckamu. OCHOBHBIE 3Tallbl YIIPABICHUS PUCKAMU.

. MeTronbl M MOJIENN aHAJIN3a YIpo3.

. [lonnepxanue paborocnocoOHOCTU. PearnpoBaHue Ha HapyIIEHUs PeXUMa O€30MaCHOCTH.
. OCHOBHBIE IPOIPAMMHO-TEXHUYECKUE MEPBI.

. ApXuTeKTypHas 6€30MacCHOCTb.

. Unentuduxanus u ayreHTUPUKALMS, YIPABICHUE TOCTYIIOM.

. MOHUTOPUHT U ayJIHT.

. llludppoBanne, KOHTPOJIb UETOCTHOCTH.

. DKpaHUPOBAHUE, aHAIN3 3AIUIIEHHOCTH.

. Kitaccudukanus MexxcereBbIX 3KpaHOB.

. OCHOBHbIE IPUYMHBI BO3MOXKHOCTHU MTPOBEACHUS aTaku ThUNa Mubexkuus.

. AITOpUTM NOBEICHUSI aTaku TUNa MIHbeKUKs Ha CKPUIT-KOIBI.

. Anroputm npoBenieHus atraku tuna SQL-uHbeKIus

. Kimaccudukanus XSS arak.

. OTnnuusg Mexay XpaHuMo# U BpeMeHHo XSS atakaMu.

. Honsitust u cymHocts Flood-aTaku.

. Paznmnuna mexay DoS u DDoS arakamu.

. Meroas! npoBenenusi DNS-aTak.

. Metonbl npoBenenus ataku BruteForce.

O 00 1N DN K~ W —
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29. Ycnous ycnemHoro nposeaenus arak tuna DoS/DDoS/Flood.

30 IIpuumHBI aKTYaTbHOCTH CETEBBIX y/IAJICHHBIX aTaK.

31. CyuiHOCTh aKTHBHOTO CKaHHPOBaHHSI aTAKyeMOT'0 CETEBOTO pecypca.
32. CyniHoCTh TaCCUBHOTO CKAHUPOBAHUS aTAKyeMOTO CETEBOTO pecypca.
33. MeTo/pl aHaIM3a aTaKyeMOTO y3Ja.

Kpurepuu oneHuBaHusi:

- 84-100 OGamioB (OIICHKA «OTIWYHO») - H3JIOKEHHBIM Marepuan (PaKTUYECKH BEPEH, HAJTUYHE TITYOOKHX
UCUEPIBIBAIONINX 3HAHUH B O0BEME MPOHAEHHONW NpPOTrpaMMbl TUCHMIUIMHBI B COOTBETCTBHU C TIOCTAaBJICHHBIMH
IporpaMMoil Kypca LeNsIMHU U 3aJadaMyd OOydYeHHMS; NPaBUIbHBIC, YBEPEHHBIC JCHCTBUS MO NMPUMEHEHUIO MOTYYEHHBIX
3HaHUHM Ha MPAKTHKE, IPAMOTHOE U JIOTMYECKH CTPOMHOE H3JIOKEHHE MaTepualia MpH OTBETE, YCBOGHHE OCHOBHOH M
3HAKOMCTBO C JOTIOJIHUTEIBHON JINTEpaTypou;

- 67-83 OamoB (OLIEHKA «XOPOIIO») - HAIWYHME TBEPABIX M JOCTATOYHO MOJHBIX 3HAHUN B 00beMe MPOAeHHON
pOrpaMMbl JUCHHIUIMHBI B COOTBETCTBUU C IENSIMHM OOy4YEeHHS, MPABHIbHBIC ICHCTBUS MO NPUMEHEHHMIO 3HAHMH Ha
NpPaKTUKe, YETKOE HM3JI0KEHHWE MaTepHala, JOIYCKAIOTCS OTAEIbHBbIE JIOITMYECKHE M CTUJIMCTUYECKHE MOTPEHIHOCTH;
YCBOCHA OCHOBHAsI JINTEPATypa, PEKOMEH/I0BaHHasl B paboyeii mporpaMme TUCIUILINHEI,

- 50-66 6annoB (OIEHKA «YIOBJIETBOPUTEIBHOY) - HAIMYME OCHOBHBIX 3HAHHMN B 00beMe NMPOWJCHHOTO Kypca B
COOTBETCTBHM C LEISAMH OOYYCHHS, W3JIOKEHHE OTBETOB C OTICIBHBIMH OIIMOKaMH, HCIPABICHHBIMHA II0OCTE
JIOTIOJTHUTENIBHBIX BOIPOCOB; BBITIOIHSAIOTCS B LIEJIOM KOPPEKTHBIE JICHCTBUS 110 MPUMEHEHUIO 3HAHUI Ha MPAKTHKE;

- 0-49 GamoB (OLEHKA «HEYAOBICTBOPUTEIHHO») - OTBETHI HE CBSI3aHBI C BOIPOCAMH, HAINYKE TPYOBIX OUIHOOK B
OTBETE, JIEMOHCTPUPYIOLINE HETMOHMMAaHUE CYITHOCTH H3J1araéMoro BOMpOCAa W HEYMEHHE IPHMEHSATh 3HAaHUS Ha
NPaKTHKE; OTCYTCTBUE YBEPEHHOCTH M HETOYHOCTH OTBETOB HA JIOTIOJIHUTENBHBIC U HABOASAIINE BOIPOCHL.

TecTbl

1. BaHk TecTOB MO MOAYJISIM U (MJIM) TEMaM

Moayas 1. Pazgea 1. MeToasl U cpeAcTBa 3aIIMTHI OT YIAJEHHBIX CETEBBIX ATAK
Tema 1. «@opMHupoOBaHHE MO/1eJIM HAPYIINTEISI KOMIIBIOTEPHBIX ceTei.

3aganme 1:

Kakoli aciekT nH(pOpMaIMOHHOM 0€30IMacHOCTH OBLT HAPYIIICH, €CJIU B Pe3yJIbTaTe aTaKu Ha CalT aBTOPU30BaHHBIC
MOJIb30BATENIM HE MOTYT MOJIyYUTh TOCTYI K HEOOXOAUMBIM JTaHHBIM?

(OTMeTbTe OMH MPaBUIILHBIA BAPHAHT OTBETA.)

IO
Bapuanr 1 KOH(UACHIINATBHOCTD

{
Bapwuanrt 2 AyTEHTHUYHOCTh

{
Bapmuanr 3 JIOCTYITHOCTh

-
Bapwuant 4 LI€JIOCTHOCTh
3ananne 2:
Kakum TepmuHOM 0003Ha4YaeTCsl LEIOCTHOCTh HH(OPMALIUH, TIOAJTMHHOCTD (haKTa, YTO AaHHbIE OBUIM CO3JaHbl 3aKOHHBIMH
y4aCTHUKaMH HH(GOPMALMOHHOTO MPoLiecca, U HEBO3MOKHOCTh 0TKa3a OT aBTOpCTBa?
(OTmeTpTe OMH MPaBUIBHBIA BapHAHT OTBETA.)

{
Bapuanr 1 JIOCTYITHOCTh

-
Bapuanr 2 ayTEeHTUYHOCTh

-
Bapmuanr 3 aBTOPU30BAaHHOCTH

Bapuant 4f KOH(QHUICHINATEHOCTD

3aganne 3:

Kaxue u3 HIKenepeunciIeHHbIX YTPO3 OTHOCITCS K BHEITHUM yrpo3aM?

(OT1Bet cunTaeTcst BEpHBIM, €CII OTMEYEHBI BCE MIPABUIILHBIE BAPHAHTHI OTBETOB.)

r o
BapI/IaHT 1 HCIIOJIb30BAHNUEC COTPYAHUKAMU cna0bIX napoJien 4jist J10CTyma K I/IH(i)OpMaLII/IOHHBIM cucreMam

r .
BapuanT 2 nepeaaya COTpyAHUKAMH KOHQHUICHINAIEHONH HH()OpMAMi KOHKYpEHTaM

r
Bapuanr 3 ataku u3 lutepHera

Iv
Bapwuant 4 pacrpocTpaHeHue BPeIOHOCHOTO IPOTPaMMHOTO 00ecTIeUeHHS



I .
Bapwmanr 5 npeHaMepeHHoe yaieHue KOHPHUICHIMAILHONH HHOpMAIIUN COTPYTHUKAMHU

Bapuant 6IF nepexBaT HHGOPMALIUU C UCIIOJIb30BAHUEM PaJIUOIPUEMHBIX YCTPOMCTB
3ananue 4:

UeM 4epBb OTIUYACTCS OT KOMITBIOTEPHOTO BUpyca?

(OTMeThTe OJIMH MPaBUIILHBINM BAPHAHT OTBETA.)

i .
BapuanT 1 pacrpocTpaHeHue YepBeil CAHKIIMOHUPOBAHO MOJIb30BaTEIeM

Bapuant 21” YepBb — 3TO KOJI, KOTOPBI BHEAPSAETCS B CYIIECTBYIOIMHKE (aiiiibl, a KOMITBIOTEPHBIA BUPYC — 3TO (haiin
-
Bapmanr 3 YepBH HE Pa3MHOKAIOTCS
Bapuant 41" YepBH Pa3MHOXKAIOTCS, HE 3apaxxasi Ipyrue (hanipt
3aganue 5:
Kak Ha3bIBaeTCsl BpeIOHOCHAS MTPOrpaMMa-TPOsH, PEAHA3HAUCHHAS ISl COKPBITHSI B CUCTEME OTPEACIICHHBIX O0BEKTOB JTNO0
aKTUBHOCTH?

(OTMeThTe OJTMH TIPABHIIBHBIN BapHaHT OTBETA.)
Bapuant 11.'_‘ Exploit

Bapuanr 2 O Backdoor

Bapuanr 3 O Rootkit

i . -
Bapuant 4 Trojan-Mailfinder
Kakyro aTtaky oCyImecTBIISeT 3I0yMBIIIJIEHHHUK, €CITH OH XKAET OT MOTEHIIHAILHOTO 00beKTa ataku nepenaun ARP-3ampoca?
(OTMeTbTe OUH MPaBUIIGHBIA BAPHAHT OTBETA.)

-

Bapmanr 1 araka mo 3ampocy oT aTakyeMoro o0beKTa
P

BapuanT 2 0e3yclioBHas aTaKa

Bapuanr 3 C aTaka o HACTYIJICHUIO OXKHJIAeMOTO COOBITHSI HA aTaKyeMOM 00bEKTe
3aganue 6:

Bbnaromaps uemy ctano BOZMOXKHBIM peaH3allys aTak TUTA «JI0KHBIN 00BEKT ceTn»?
(OTMeTbTe OMH MPaBUIILHBIA BAPHAHT OTBETA.)

r

Bapuanrt 1 Ha KIIMEHTCKUX MAIllMHAX CeTH HE YCTaHOBJICHO aHTHBUPYCHOE MMPOrpaMMHOE 00ecIieYeHUe
T .

Bapwuanr 2 YSI3BUMOCTH, TIPUCYIIKE IPOTOKOJIAM PAa3IHYHBIX ypoBHel creka TCP/IP

.
Bapuanr 3 CJIMIIIKOM OOJIBIIIOE KOJMYECTBO Y3JI0B B ceTH VIHTepHET MpUBENo K HEXBAaTKE MeCTa B TabIuIax
MapLIpyTH3aLUH

Bapuant 41" OrpaHUYEHHbIE BO3MOXXHOCTH CHCTEMHBIX PECYPCOB KOHEUHBIX Y3JIOB CETH

3aganue 7:

Kak Ha3piBaeTcst aTaka, Ipu KOTOPOH aTaKyOIUH MepeiaeT COOOIICHUS OT MMEHH JIETaIbHOTO 00BEKTa ceTh?
(OTmeTpTe OMH MPaBUIBHBIA BapHAHT OTBETA.)

-
Bapuanr 1 0TKa3 B 00CITy>)KUBaHUU

-
Bapuanr 2 aHaJm3 ceTeBoro Tpaduka

BapuanT 3 c MOJIMEHA JIOBEPEHHOT0 00HEKTA CETH

3ananmue 8:

Ha xaxom ypoBHe mojenu OS| peanusyercs aTaka THIIA «aHAIH3 CETEBOTO TpaduKay?
(OT™MeThTE OJIMH MPABUIILHBIN BAPHAHT OTBETA.)

r .
Bapwuanrt 1 TPAHCIIOPTHBIN

i N
Bapwuanrt 2 CeTeBOi

i .
Bapwuanr 3 MIPUKJIATHON

i N
Bapwuant 4 KaHaJIbHbIN
3aganue 9:

Kakoe TpeGoBanue k cucteMe 3auThl MHPOPMAIMK NPEATOaracT OpraHU3alMIo eANHOTO YIIPABICHUS 110 00eCeueHHIO
3alUTHl THPOpMALH?
(OTmeTbTe OMH MPaBUIIBHBIA BApHAHT OTBETA.)

-
Bapwuant 1 IIEHTPAIN30BAHHOCTh



.

Bapwuanrt 2 YHUBEPCATHHOCTD
.

Bapwuanr 3 aJIeKBaTHOCTh

.
Bapwuanr 4 HEIMPEPHIBHOCTH
3aganue 10:
Kak Ha3biBaeTcs aTaka, mpyu KOTOPOU 370yMBIIIICHHUK TEHEPUPYET OOJBIIIOE KOJUIECTBO COOOIICHUH C pa3HBbIX HCTOYHUKOB
JUTSI IOYTOBOT'O CEpBEpa, YTOOBI pean30BaTh OTPAHUYCHUE JOCTYIIA (MM MOJIHBIA 0TKa3) K 3TOMY IIOYTOBOMY CepBepy?
(OTMeThTEe OJTMH TIPABHIIBHBIN BapHaHT OTBETA.)

Bapuant 11.'_' Mailbombing
Bapuanr 21._ ICMP-flood
© SYN-flood

Bapwuanr 3
© UDP-flood

Bapuant 4
Tema 2 «AHAJIU3 CPeCTB NPOTUBOIEHCTBUS KOMIIBIOTEPHBIM aTAKAM.)

3aganue 1:
Kakue cuctembl npeiHa3HaueHbI U1l 00ECIIeYeH s CETeBOr0O MOHUTOPHHTA, aHAJIM3a M OMIOBEILCHHS B CITy4yae
0OHapyKCHHS CETCBOW aTaKu?
Otger:
(1) IDP
(2) AV
(3) WCF
(4) IPS
3aganue 2:
Uewm cucremsl IPS otimuarotcest ot cuctem 1DS?
Otger:
(1) onu criocoOHBI OOHAPYKUBATH aTaKU Ha CETh
(2) oHu crIOCOOHBI CO3/1aBaTh OMOBELICHHS B CIydac OOHAPYKEHHS CETEBOM aTaku
(3) oHM crIOCOOHBI GJIOKMPOBATH CETEBYIO aTaKy
(4) oM CTOCOOHBI OCYIIECTBIIATH peodpasoBanue IP-aapecos
3aganue 3:
Kakwe crctembl peqHa3HAYCHBI [T 00eCIeUeHHs CETEBOr0 MOHUTOPHHTA, aHAIN3a, OMOBEIICHHS B ClTyJae
oOHapyKeHHS CETEBOU aTaKH, a TAaK)Ke CITIOCOOHEI ee OJIOKUPOBATH?
OTBert:
(1) IDP
(2 AV
(3) WCF
(4) IPS
3aganmue 4:
B 4em 3akirouaeTcs OTIMYHE BTOPIKEHHUN OT BUPYCHBIX aTak?
OTBert:
(1) BTOpIKEHHST OOBIYHO COAEPIKATCS B OTJEIBHOM 3arpy304HOM (haiisie, KOTOPBIi 3aKauUBAETCS B CUCTEMY
MOJIb30BATES
(2) BTOpKEHHMS TI0 XapaKTepy BO3JCUCTBUS HA aTAKYEMYIO CETh MOTYT ObITh KaK HETaTHBHBIC, TAK U HEHTPaIbHBIC
(3) BTOpIKEHHMS TIPOSBIIAIOTCS KaK 00pa3iibl BUPYCa, HAIIEJICHHbIC Ha TIOMCK ITyTEH MPeo/10ICHHs MEXaHU3MOB
obecrnieveHus: 0€30MaCHOCTH
(4) BTOp)KEHHSI MOTYT OCYILECTBIIATHCS TTOCPESICTBOM CETH
3aganue 5:
Cucrema IDP npenna3HadeHa st OOHapyKEHUS. ..
OtBert:
(1) nedexToB B MpOrpaMMHOM 00ECTICYCHUH
(2) cmama
(3) BrOpKeHHI
(4) mapyeHns EAOCTHOCTH TEPEIABAEMBIX TAHHBIX
3aganue 6:
Kaxk cuctema IDP B NetDefend oO6napyxuBaeT BTopkeHHs?
OTBert:
(1) mo curHatypam BHPYCOB M aTak
(2) mo anpecy ornpaButens Tpapuka
(3) Ha OCHOBE CTaTHCTHYECKOTO aHAIIN3a
(4) ¢ momompro mosst ESP B coctaBe mepemaBaeMBIX JaHHBIX



3ananme 7:
Kaxk Ha3pIBaeTcs onpeneaeHHbIe 00pasIbl BUPYCOB U aTak, C UCIOIb30BaHuEeM KOTOPEIX IDP oO0HapyXKHBaeT BTOPKEHUS?
OrtBer:
(1) ceprudukaTer
(2) mpodru
(3) curnatypsi
(4) ayreHTHDHUKATOPEI
3ananue 8:
Ha xakoM TpHHITHIIE OCHOBaHO OOHapy)eHue Hen3BecTHbIX yrpo3 B NetDefendOS IDP?
OrtBer:
(1) oHa He cocoOHa 0OHAPYKHUBATH HEM3BECTHBIC YIPO3BI
(2) Ha OCHOBE CTATHCTHYECKOTO aHAIIN3a
(3) Ha ucnoNBE30BaHUM CEPTUPHUKATOB OTKPBITHIX KITIOYEH
(4) npu co3aannK BTOP)KEHHH 32 OCHOBY 4acTO OEpeTCsi MCIIOIb30BABILHICS paHee KO
3ananme 9:
Kaxkas nactpoiika B NetDefendOS IDP onpenensier aeiicTBre, KOTOpOe CleayeT NPeANPUHSTh IPU 00HAPYKEHHH BTOPKECHHS
BO BXOJsIleM Tpaduke?
Otser:
(1) Pipe Rules
(2) Threshold Rules
(3) IDP Rules
(4) IP Rules
3aganue 9:
Kakue curaatypsl 061a1al0T caMoid BBICOKOI TOYHOCTBIO?
Otser:
(1) curnaTypsl IPeOTBPAIICHHUS BTOPYKCHUIT
(2) curnatypsl 0OOHApYKEHHSI BTOPKCHHUSI
(3) momuTHKHM cUTHATYP
3aganue 10:
Kakue curatypbl 00Hapy>KHUBAIOT Pa3IMYHbIC THITbI IPHIOKEHUH TpaduKa U MOTYT IPUMEHSTHCS [UIs OJIOKMPOBKU
OTpeeICHHBIX MPUIOKEHUIA?
Otser:
(1) curnaTypsl IpeOTBPAIICHUS BTOPIKCHUIT
(2) curnatypsl 0OOHapYKEHHSI BTOPKECHHUS
(3) momuTHKHM cUTHATYP

Tema 3 «MexaHu3Mbl 321U THI HHGOPMALMI»

3ananue 1
Kakas cocrasnstomas WPA oTBeuaer 3a 3aMeHy oHOTO ctatiuyeckoro kioda WEP-kimogaMu, KOTopble aBTOMaTHYECKH
TeHEePHUPYIOTCS U PACCHUIAIOTCS CEpPBEPOM ayTeHTHpUKaumn?
BapuanTe! oTBETA:
(1) TKIP
(2) EAP
(3) MIC
3aganue 2
Kaxoii MmeToy mmdpoBaHus sBiseTcs Hanboee CTORKUM?
BapuanTe! oTBETA:
(1) WEP
(2) TKIP
(3) CCMP
3ananue 3
Yro mocklIaeT yCTPOWCTBO KIMEHTa BO BCE paJloKaHaNbl B OecripoBogHOH nokanbHoi cetr IEEE 802.11 B Hauane npouecca
OTKPBITON ayTeHTHpUKanuu?
BapuanTsl oTBeTA:
(1) Authentication Request
(2) Association Request
(3) Association Response
(4) Probe Request
3ananue 4
Kakoit meron ayrentudukanuu crangapta |IEEE 802.11 tpeGyet HacTpoiiku cratiuueckoro kmoya mmdposanus WEP,
OJIMHAKOBOTO TSI TOYKH AOCTYIIA M KIIMEHTCKOTO yCTpoiicTBa?
BapuanTsl oTBeTa:
(1) oTkpeITas ayTreHTHUKALUSL



(2) ayrenTrdHUKaIMs ¢ OOMIMM KITFOYOM

(3) HasHaueHre MaCHTH(UKATOPA OECIIPOBOIHOM JIOKATBHON CETH
(4) ayrentuduxanus kimenta mo MAC-aapecy

3aganue S

Kakoii mpoTOKOJI CTaj NepBBIM CTAaHAAPTOM IH(POBAHUS JAHHBIX B OECIIPOBOIHBIX CETSIX?
BapuanTe! oTBeTA:

(1) SsL

(2) TLS

(3) WEP

(4) WPA

3ananue 6
Yro Takoe ICV B coctare WEP-kaapa?

BapuanTsl oTBeTA:

(1) 3aronoBok 802.11

(2) BexTOp MHHUIMATH3AIIAN

(3) 3HaueHHE KOHTPOIIS [[ETOCTHOCTH

(4) xrou mmdposanus

3aganue 7

Ha xaxom anroputme mudposanus ocaoBan CCMP (Counter-Mode with CBCMAC
Protocol)?

BapuanTsl oTBeTA:

(1) RC4

(2) DES

(3) 3DES

(4) AES

3ananmue 8

Ha xakom anropurtme mudpoBanus ocHoBaH WEP?

BapuanTsl oTBeTA:

(1) RC4

(2) DES

(3) 3DES

(4) AES

3aganue 9

OO0s3aTeNbHON YaCcThIO KAKOTO CTaHIapTa OECpOBOAHBIX ceteil siBisieTcs metox mmudposanus CCMP (Counter-Mode with

CBCMAC Protocol)?

BapuanTsl oTBeTA:

(1) WEP

(2) WEP2

(3) WPA

(4) WPA2

3anganme 10

Kaxkoii mexanus3m B coctaBe WWPA 1o3BoJsieT IpeJoTBpaTuTh epexBat MakeToB, COIEPKaHNE KOTOPBIX MOXKET OBITh

WU3MEHEHO, 2 MOIM(UIIMPOBAHHBIN MAKET BHOBB Mepe/iaH 1Mo ceTH?

BapuanTe! oTBETA:

(1) TKIP

(2) EAP

(3) MIC

Monayus 2. Pa3nen 2. AnnaparHbie M IPOrPAMMHbIE TEXHOJIOTUH 3aIUTHI OT CETEBbIX aTAK

Tema 4. ®uabTpanus Tpaguka U BUPTYaJabHble ceTH. TexHoorus npeodpa3oBaHus ceTeBbIX aIPecoB,
MEXaHU3MbI

3aganue 1:

Kak Ha3piBaeTcs joruveckas rpymmna ycTpoicTB, UMEIOIINX BO3MOXKHOCTD B3aUMOACHCTBOBATh MEXY COO0H HAaNpsAMYyIO Ha
KaHAILHOM YPOBHE, XOTS (PU3UYECKH TPH STOM OHH MOT'YT OBITh IOJIKITFOYEHBI K pa3HBIM CETEBHIM KOMMYTATOpam?

Ortser:

(1) BupTyanbHas yacTHas ceTb

(2) BupTyanbHas TOKaIbHas CETh

(3) 3amtumieHHass MaruCTPaIbHAS CETh

(4) BupTyanbpHas KaHaJIbHAsA CETh

3aganue 2:

Bribepure Bepaoe yrBepkaenue B oTHomeHnn VLAN.

Ortser:



(1) Tpaduk ycrpoiicTs, Haxomsmuxcs B pa3Hbix VLAN’ax, MoTHOCTEIO H30JUPOBAH OT APYTUX Y3JIOB CETH Ha KaHAITHHOM
YPOBHE, TOJIBKO €CIIM OHH MOAKJIIOUCHBI K Pa3HBIM KOMMYTaTOpaM
(2) Tpacuk yctpoiicTs, Haxoxsammxcs B pa3Hbix VLAN’ax, MOMHOCTBIO H30MMPOBaH OT APYTHX Y3JI0B CETH Ha KAaHAJILHOM
YPOBHE, JaKe €CIIM OHU HOAKIIIOYEHBI K OMTHOMY KOMMYTaTOPY
(3) Tpaduk ycrpoiicTs, Haxomsmuxcs B pa3Hbix VLAN’ax, MoTHOCTEIO H30JUPOBAH OT APYTHX Y3JIOB CETH Ha KaHATHHOM
YPOBHE, TOJILKO €CJIM OHU MOJKIIIOUEHBI B pa3HBIM MapIIpyTH3aTOpaM
(4) Tpaduk yctpoiicTs, Haxoxsmmxcs B pasHbix VLAN’ax, He H30IMpOBaH OT IPYyruX yCTPOMCTB CETH
3amanue 3
Bribepute Bepaoe yrBepkaenue B oTHomeHnd VLAN.
Ortser:
(1) mepenaya kagpos Mexxay pasaeiMu VLAN ocymectnsiercs Ha ocHoBe MAC-anpeca
(2) mepenaya kagpos Mexay pazueiMu VLAN HeBo3MOkHA
(3) mepenaya kagpos Mexay pasHeiMu VLAN Bo3zMoxHa TOJIBKO Ha ocHOBaHWM WHAWBUAYansHOoro MAC-anpeca
(4) mepenaya kagpos Mexxay pasabiMu VLAN Ha ocHoBannu MAC-anpeca HeBO3MOXKHA
3amanue 4:
Kak HazpiBaeTCst cTaHAapT Il BUPTYAIbHBIX JIOKAJIBHBIX CeTei?
Ortser:
(1) IEEE 802.11
(2) IEEE 802.11i
(3) IEEE 802.1Q
(4) 802.1ad
3amanmue 4:
Kak Ha3piBaeTcst craHIapT, KOTOPHIH mo3BoisieT mpodpaceBath VLAN BHYTpH npyroro VLAN’a?
Ortger:
(1) IEEE 802.11
(2) IEEE 802.11i
(3) IEEE 802.1Q
(4) 802.1ad
3ananmue 5:
Bribepure Bepubie yrBepxkaeHus B otHoiueHnn VLAN u NetDefendOS.
Ortger:
(1) VLAN ID moskeT Ha3HAYaThCs TOJIBKO OJHOMY TIOPTY
(2) VLAN ID moseT Ha3HAYaThCs pa3HbIM MTOPTaM
(3) ecni Ha OJTHOM KOMMYTaTOpe pa3HbIM MopTaM MpucBoeHb! pasHeie 3HaueHus VLAN ID, tpaduk nogxmouennsix VLAN
He OyJeT N30JMpOBaH
(4) ecrtn Ha OJTHOM KOMMYTATOPE Pa3HBIM ITOpTaM NpucBoeHbl paszHbie 3HadeHuss VLAN 1D, tpaduk nonkmoyenabix VLAN
OyZIeT N30IMpOBaH
3ananmue 6:
Kakoe Ha3BaHMe IOJTy4dHIIa TEXHOJIOT U, O3BOJISIONIAs 00ECIIEYHTh OJTHO MIIH HECKOJIBKO CETEBBIX COSANHEHHH (JJOTMYECKYIO
CETb) MOBEPX JAPYrol CeTH ¢ MPUMEHEHHEM CPEJICTB Kpunrorpaduu?
Ortger:
(1) BUpTyanmpHas yacTHasI CETh
(2) BupTyanbHas JTOKaJlbHas CETh
(3) 3amumeHHass MarucTpaibHas CETh
(4) BupTyanbHas KaHaIbHAs CETh
3ananmue 7:
Kaxk Ha3zsIiBaeTcs kaHai Thna «rouka-toukay B VPN-coennuennn?
Ortser:
(1) o3
(2) Tpanx
(3) TynHens
(4) mocT
3ananmue 8:
Jis KaKoii eny MPUMEHSIIOTCSl BUPTYaJIbHbIE YACTHBIE CETH?
Ortger:
(1) st cHIKEHHST Harpy3KH Ha CETh
(2) nns obecriedeHust THGOPMAITMOHHOW 0E30MIACHOCTH
(3) s obecriedeHUst 0TKA30yCTONYUBOCTH
(4) st yMEHbBIIIEHUS KOJIMYECTBA IepeaaBaeMoro CiyxeOHoro rpadpuka
3ananue 9:
Ha xaxom ypoBHe Monienu OS| coznarot TyHHenu npotokoinsl L2TP u PPTP?
Ortger:



(1) xaHATHHBIIA

(2) TpaHCTIOPTHBIH
(3) cereBoit

(4) mpuknamHOM
3ananmue 10:

Ha xaxom ypoHe monenu OS| coznaercs ynpasisitoniee VPN-TyHHenem coequnenue npu pabote ¢ npotokonom PPTP?
Ortser:

(1) xaHATHHBIIA

(2) TpaHCTIOPTHBIH
(3) ceresoii

(4) mpukIagHOMH

3apanue 1:

Kak Ha3bIBaeTCs MPOTOKOJ HHKATICYJISIIIUN CETEBBIX MTAKETOB, 00ECTICYNBAIOIINN TYHHEINPOBaHHE TpaduKa yepe3 ceTH Oe3
mmdpoBaHus?

Ortser:

(1) PPTP

(2) GRE

(3) L2TP

(4) IPSec

Tema 5. YnpasJjieHue MeKceTeBbIMH IKPaHAMHU

3amanmne 1:
Kaxoii IP-anpec unrepdeiica ynpapiieHus: IpHU UCIIOJIb30BAHUN IIPOTOKOJIA
HTTP na3navaeTcs 1o yMOT4aHUIO HHTEpHET-Mapinpytuzaropy D-Link?
Otser:
(1) 192.168.0.0
(2) 192.168.0.1
(3) 192.168.0.3
(4) 192.168.1.0
3amanmne 2:
Kakoii 6pay3ep HEOOX0AMMO UCTIONB30BATH IS IPOCcMOTpa Web-untepderica mapuipyrtuzaropa D-Link?
Ortser:
(1) Internet Explorer
(2) Opera
(3) Google Chrome
(4) moboit 6payzep
3aganue 3:
Kakoe umst 1mosp30BaTeIsl HCIMOJIb3YETCs [0 YMOIYaHUI0 B MHTEpHET-MapiipyTtu3aropax D-Link cepun DSR-xxx?
Ortser:
(1) user
(2) admin nnu Admin
(3) admin
(4) mycroe mose
3ananmue 4:
Kak nassiBaercs ¢pynkuus DIR-100, kotopas mo3sosseT ¢punbTpoBatsh HexenarensHbeie URL-aapeca Web-caiiTos,
OJIOKMPOBATH JOMEHBI M YIIPABIISATH PACIICAHUEM I10 HCIIOIB30BAHMIO BbIX01a B IHTEpHET?
Ortser:
(1) moNMHBINA KOHTPOJIH
(2) ponurenbckuit KOHTPOIIb
(3) mpo3pauHbIii KOHTPOJIb
(4) morpaHUYHBINA KOHTPOJIb
3aganue S:
UYro HeoOXoauMO caenaTh Uit Toro, yro0sl Mapuipytuzarop DIR-100 mpeBpaTuiics U3 MIMPOKOIIOIOCHOTO
MapIpyTu3zatopa B mapuipyrusatop Triple Play?
OrtBer:
(1) 3apeructpupoBath ero Ha opurmansHoM caiite D-Link
(2) 3arpy3uts ¢ FTP-cepepa D-Link HeoOxoaumoe mporpaMmmHaoe obecriedeHue
(3) xymuTh B Marazune nonosHuTeNbHOE yerpoiictBo DIR-100/F u HacTpouTs ero



(4) nanHas MozeNb HE MOXKET ObITh MapipyTuzaTopom Triple Play
3ananmue 6:
UYro takoe Triple Play?
Otser:
(1) ciocoOHOCTH MapIIpyTH3aTOpa OJHOBPEMEHHO paboTaTh B PO3PAYHOM PEKUME U PEIKUME HEKOMMYTHPYEMBIX
MapIIpyToB
(2) ciocobHOCTH MaprpyTH3aTOpa 00padareiBaTh Tpaduk IP-Tenedonmnn
(3) mognepskka Tpex mpotokosos mmdposanus WEP/WPA/WPA2
(4) BO3BMOKHOCTB OJTHOBPEMEHHOI TIepeIau roJI0COBOTO, BUICO- U MHTEpHET-Tpaduka ¢ nomorinsio ognoro WAN-
COETMHEHUS
3aganue 7:
Kakas moaens maprupyruszaropoB D-Link paspaborana mis npumenenus B cetssx ETTH
(Ethernet To The Home)?
OTser:
(1) DIR-100/F
(2) DIR-100
(3) DIR-300/NRU
(4) DIR-620
3aganue 8:
B kakyto cepuro Mapiipytusatopos D-Link Bxoast mapiipyTtuszaropsl, noaaepxkupatomime 3G-cetu?
Otser:
(1) DIR-1xx
(2) DIR-2xx
(3) DIR-3xx
(4) DIR-3xx
3amanmne 9:
Kak Ha3bIBaeTCs onepanuoHHas CHCTeMa JIJIsl YIIPaBJICHUS MeXKCceTeBbIMU dkpaHamu D-Link?
Ortser:
(1) Cisco 10S
(2) NetDefendOS
(3) Microsoft Windows
(4) Unix
3aganue 10:
Kakast ¢pyHkuus MexxcereBbix 9kpaHoB D-Link oGecnieurBaeT orpaHuueHNE U paclpeIe/ICHUE MOIOCHI
IPOINyCKaHUs?
Ortser:
(1) Traffic Shaping
(2) Threshold Rules
(3) Server Load Balancing
(4) ZoneDefense
O3HaKOMHTBCS C COJIEpKAHUEM Borpoca. BrIOpaTh OTBET, 3 MPEATIOKEHHBIX, KOTOPBIN BBl CAUTAECTE TIPABUIIHHBIM,
OTMETHTH ero. Eciin B MHCTPYKIIUH K BOIIPOCY MpeaaraeTcs BbIOpaTh HECKOJIbKO BAPUAHTOB, TO HYKHO OTMETUTH BCE
BEPHBIE 10 BallleMy MHEHUIO.
Kpurepun onenkn:
e  OLIEHKA «OTJINYHO)» BBICTABISETCS CTYACHTY, eCU NPAGUIbHbIMU OKA3ANUCHL He MeHe 83% omeemos,
e OIIEHKA XOPOIIOY», eCiu NPasuIbHblMU OKA3aNUCh He MeHee 67% omeemos
e OLIEHKA «YJOBIETBOPUTENIBHO» , €CIU NPABUTbHBIMU OKA3AIUCL He MeHe 50% omeemos,
e OLIEHKA HEYJOBIIETBOPUTEIBHOY, eCaU NPABUTbHBIMU oKa3anuch mene50% omeemoes

Bonpocsl 1151 onpocos
1. Nonatme nepexsaTta yHkumi OC, kak anroputma paboTbl BUPYCOB
2. Knaccudukaums TpOSHCKMX NporpamMm.
3. Cpena pacnpocTpaHeHnst KOMMbIOTEPHbIX YePBEN.

4. OcoB6eHHOCTU DYHKLMOHMPOBAHNS 9KCMITOUTOB.



5. MeToabl 06HapyXeHs1 BUPYCHOM MHBa3UMN.

6. MNpuaHakun 3apaxxeHnss MIHPOPMALNOHHOM CUCTEMBI.

7. loCTOMHCTBa CUrHaTYpPHbIX METOA0B OGHapPYKEeHWUsi BUPYCOB.

8. HepocTtaTku CUrHaTypHbIX MeTO40B 06Hapy>i<eH|/|;| BMPYCOB.

9. [1oCTOMHCTBA HE CUrHaTYpPHbIX METOA0B OOHAPYXEHWNsI BUPYCOB

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
217.
28.

HepocTtaTkn He curHaTypHbIX METOA0B OBHApPY>KEHUS BUPYCOB

OnpepneneHne cTaTMyeckoro MeToaa aHanmsa UcnoriHAemMoro Kkoga

OnpepgeneHve AnHaMM4YecKoro MeToda aHanmsa UCNosTHAEMOro koaa

MapameTpbl BO3OENCTBUSA CETEBOWN aTakn Ha BHELUHWN NnepumMeTp MHGPOPMaLMOHHOMW CUCTEMbI
MapameTpbl BO3AEUCTBUA CETEBON aTaku Ha BHYTPEHHUIA NepuMeTp MHPOPMaLNOHHON CUCTEMBI
OTanbl NpoBeAeHNs CETEBOW aTaku.

OnpepneneHne caMoro CroXHOro no peanusaunm atana ceTeBon ataku

Llenu ceTeBon yganeHHOM aTaku.

MeTogbl aHanu3a atakyemoro ysna.

Knaccuduvkaums yaaneHHbIX atak no YpOBHKO BO34ENCTBUA Ha aTakyeMble 00beKTbl
CywHocTtb ataku Tuna Sniffing.

CywHocTtb ataku Tuna Spoofing.

CywHocTtb atakum Tuna Hijacking

Knaccudgukauus atak Tuna MHbekums.

OcCHOBHbIE MPUYMHBI BO3MOXHOCTU NpoBeAeHUst aTaku Tuna VIHbekyms.

AnropuTm noBeAeHus atakm Tuna MHbeknmnsa Ha CKpunT-KoAbl.

Anroputm nposefeHnsa atakm tuna SQL-mHbekumns

Knaccudumkaumsa XSS aTak.

OTnnumna mexagy XpaHMMon n BpeMeHHOM XSS aTakamu.

MoHaTna u cywHocTtb Flood-aTaku.

Paannuumsa mexay DoS n DDoS aTtakamu.

MeTtoabl npoBeaeHuss DNS-aTak.

MeToabl npoBeaeHus atakm BruteForce.

Ycnosuga ycnelwHoro nposegeHna atak tuna DoS/DDoS/Flood.

MpUYnHbBI aKTyanbHOCTU CETEBLIX yAaneHHbIX aTak.

CyLHOCTb aKTMBHOIO CKaHMPOBaHMS aTakyeMoro CETEBOro pecypca.

CyUJ,HOCTb NacCMBHOIo CKaHMpoBaHUA aTakKyemMoro ceTeBoro pecypca.

Kpurepun ouenkmn:
- 3-5 OawtoB (3a4T€HO) — HAJWYUE TBEPJbIX 3HAHHWKM, HM3J0KCHHE OTBETOB C OTICIbHBIMU



OIIMOKaMH, YBEPEHHO UCIPABIEHHBIMHU MOCIIE JOMOJHUTEIBHBIX BOIPOCOB;
- 0-2 Ganna (He 3a4TeHO) — OTBETHI HE CBSI3aHbI C BOMPOCAMH, HAJIMUKE IPyOBIX OIIMOOK B OTBETE,
HETMOHMMaHNe CYIIHOCTH MpPeIaraeMoro BOIpoca.

JlabopaTopHble 3a1aHuA

1.TemaTuka 1200paTOPHBIX PadoOT MO pa3jenamM U TeMaM

Pa3nen 1. MeToabl U cpeacTBa 3alUTHI OT YIAJEHHBIX CETEBBIX aTaK
Tema. «MexaHu3Mbl 3a1UMTHI HHPOPMALHID).

Jlaboparopnas padora 1. [loaxntoueHue 1 OCHOBHbIE HACTPOMKHU MEKCETEBOT0O IKpaHa, YIpaBiIeHUE Yepes3
KOHCOJTb.

Pa3zngen 2. AnnapaTHbie M IPOrpaMMHbIE TEXHOJOTHH 3aIIUTHI OT CeTEBbIX aTaAK
Tema. «IIpoToko0J/ibl U PYHKIHH, IPUMEHsIeMble B Me:KCeTeBbIX IKPAHAX U MHTEPHET-MaPLIPYTH3aTOB)
JlaGopaTopuas padora 2. Hactpoiika Syslog-cepsepa. SNMP Trap.

Tema. «@uabTpanus Tpaguka U BUPTyaJIbHbIe ceTH. TexHo10rus mpeodpa3oBaHus CeTEBbIX aJIPecoB,
MeXaHU3MbI»

JlaGopaTopnas padora 3. DHCP-knuent, DHCP-cepsep, DHCP Relay, IP Pool..
Tema. «OcoGeHHOCTH PUMEHEHHST MeKCeTeBbIX IKPaHOB U MapipyTu3aTopoB D-Link»

Jladoparopnas padora 4. OrpannueHue pa3Mepa MakeToB TPAHCIIOPTHBIX U IMATHOCTUYECKUX MPOTOKOJIOB, 3apeT
u pazpemenre |ICMP. TToxnepxka IPV6.

JlaGoparopuas padora 5. Hactpoiika NAT, NAT Pool, SAT, PAT, DNS Relay.
Kpurepumn onenkmu:

- 8-16 GaIOB «3aUTEHO)» BBICTABIISIETCS CTYICHTY, €CIIM pad0Ta BBHIMOIHEHA MTOJHOCTHIO B
COOTBETCTBUH C PYKOBOJACTBOM I10 BBIIIOJHEHHUIO JIAOOPATOPHOIO 3a/1aHUSI U JaHbI OTBETHI Ha
KOHTPOJIbHBIE 33JJaHUS;

- 0-7 6aninoB «He 3aU4TE€HOY» MPU OTCYTCTBUH BBITTOJIHEHUS ITYHKTOB 3aJaHUS

3 MeToauuyecKue MaTepuaJibl, onpejesgiiye npoueaypbl OeHUBAaHUSA 3HAHUM, YMEHUH,
HAaBbIKOB M (WIM) ONBbITA AesTe/JIbHOCTH, XapaKTepU3yKIUX I3Talbl (OpMHUPOBAHUS
KOMIIETEHIIUH

[Ipouenypsl OlIECHUBAHUS BKJIIOYAIOT B C€0s1 TEKYIIMI KOHTPOJIb U MPOMEXYTOUHYIO aTTECTALUIO.

Tekymuii KOHTPOJIb YCIIEBAEMOCTH IPOBOAUTCA C MCIOJIB30BAHUEM OLIEHOYHBIX CPEJICTB,
IPEACTABICHHBIX B II. 2 JAaHHOTO NPWIOXKEHHs. Pe3ynbraThl TEKYyIIEro KOHTPOJSA OBOIATCS [0
CBEJICHUS CTYACHTOB J0 MPOMEKYTOYHOU ATTECTALUU.

DK3aMeH MPOBOAUTCS M0 PACIIMCAHUIO TPOMEKYTOUYHON aTTECTALINU.
KonuuectBo BompocoB B 3amanuu — 3. OObsiBIEHUE pPE3yJbTaTOB MPOU3BOAMUTCS B JIE€Hb JK3aMEHA.
PesynbraTel arTrecTaliMM 3aHOCATCS B JJIEKTPOHHYIO BEJOMOCTb M 3a4ETHYH) KHUXKKY CTYZICHTA.
CTyneHThl, HE MPOIIEIIINE MPOMEKYTOUHYIO AaTTeCTAlUI0 MO Tpaduky, TOJKHBI JIMKBUAUPOBATDH
3aJ10JDKEHHOCTD B YCTAHOBJIEHHOM TIOPSIZIKE.



Ipuioxenue 2

METOINYECKHUE YKA3AHUA 11O OCBOEHUIO JUCLHUIIJIMHBI
VY4eOHBIM MJIaHOM IIPETYCMOTPEHBI CIAEAYIOLIUE BUAbI 3aHATHI:

- JICKLIUHU;

- IPAKTUYECKUE 3aHATHS;

- Ta0OpaTOPHBIE 3aAHATHSL.

B Xo1e neKIMoHHBIX 3aHATHI PacCMaTPUBAIOTCS OCHOBHBIC MOHSATHS M METOIbI OOHAPYKEHUS U
OpraHM3allii TPOTUBOJCUCTBUS aTak Ha HWH(POPMAIIMOHHBIC CETH, JAIOTCA  PEKOMEHIAIUM IS
CaMOCTOSATEIIbHON Pa0OTHI U MOATOTOBKE K MPAKTUYECKUM 3aHSATHUSIM.

B xojae mpakTHdyecKMX 3aHATHN YrayONSrOTCS WM 3aKPEIUISIOTCS 3HAHUS CTYIASHTOB II0  PSIY
PACCMOTPEHHBIX HA  JIEKIMSIX BOMNPOCOB, Pa3BHUBAKOTCSA HABBIKM PELICHUA 3a4a4 [0 3alluTe
nH(pOpMAIIMOHHBIX 00BbEKTOB. [Ipy MOATOTOBKE K MPAKTUYECKUM 3aHSATUAM KaXK/bIi CTYICHT JTOJKEH:

- U3YYUTh PEKOMEHJIOBAHHYIO YUEOHYIO JINTEPATYPY;

- U3YYUTh KOHCIICKTHI JICKIIUH;

- IOATOTOBUTH OTBETHI HA BCE BOMIPOCHI 110 N3Yy4YaEMOI TEME.

B mpounecce moaroToBKM K 3aHATHSAM CTYAEHTHI MOTYT BOCIIOJB30BAThCS KOHCYJIbTALIUSAMU
MpenogaBaTeIs.

Ilo cormacoBaHuio C TMpernojaBaTeieM CTYACHT MOXET MOJATrOTOBUTH pedepaT, AOKIa[ WU
COOOIIICHUE TTO TEME 3aHITHSL.

ITpu moAroToBKe K J1A0OPATOPHBIM 3aHATHUAM KaXKIbIH CTYICHT JOKEH:

- U3YYUTh PEKOMEHJIOBAHHYIO YU€OHYIO JINTEPATYPY;

- U3YYUTh KOHCIEKTHI JICKIIH;

- NOATOTOBUTH OTBETHI HA KOHTPOJIBHBIE BOIIPOCHI 110 U3y4aeMOM TEME.

Bompockl, He paccMOTpeHHBIE Ha JIGKIUAX MW IPAKTHYCCKUX 3aHATHAX, JOJDKHBI  OBITH
W3Y4YeHBbl CTYJICHTaMH B XOJI€ CaMOCTOATEJIbHOU paboThl. B Xx01e caMoCTOATEeNbHOM pabOThl KAk abIi
CTyJICHT 00s3aH MPOYUTATh OCHOBHYIO U, IO BO3MOXKHOCTH, JOMOJHUTEIBbHYIO JUTEpaTypy IO
M3y4aeMOM TEME, [IONOJHUTh KOHCHEKThl JIEKIMA HEJOCTAIIUM MAaTEPUAIOM, BBINUCKAMUA U3
PEKOMEHIOBAHHBIX, BBIJICIUTh HEMOHSITHBIC TEPMUHBI M HAWTH MX 3HAYEHUE B SHIUKIONEIUYECKUX



CJIOBapsX.

JIJist TOATOTOBKY K 3aHSATUSIM, CTYJEHTHI MOTYT BOCIIOJIb30BAThCS 3JIEKTPOHHO-OMOIMOTEUHBIMU
cucreMamu. Taxxe oOyyaromuecs MOTYT B3SITh Ha JOM HEOOXOJIMMYIO JUTEpaTypy Ha aOOHEMEHTE
YHUBEPCUTETCKON OMOTMOTEKH MIIM BOCIIONIb30BATHCS YNTATBHBIMU 3a1aMH.



