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KA®EIPA HNndopmannonHas 0e30MacHOCTD

Pacnpe)lene}me YacoB TUCHUILIMHBI IO CeMecCTpaM

Cemectp
(<Kypc>.<Cemectp Ha 3@2.0) 4(2.2)
Kypce>) Hroro
Henens 16 16
Bun 3anaruit vit | pn | v | pon | vo | pon

Jlexun 16 16 |16 |16 |32 (32
JlabopaTopHbIe 32 (32 (32 (32 |64 |64
Hroro ayn. 48 148 148 148 |96 |96
KonTaktHas pabora 48 148 |48 [48 196 |96
Cam. pabora 60 (60 [60 ([60 |120 |120
Yacel Ha KOHTPOJIb 36 |36 |36 |36
Hroro 108 | 108 | 144 |144 252 252
OCHOBAHUE

Y4eOHbIH I1aH yTBepKJIeH yU4EHBIM COBETOM By3a OT 25.06.2024 r. mpoTtokon Ne 18.
[Iporpammy cocraBui(u): K.3.H., 1oueHT, Paguenko FO.B.
3aB. kadempoii: kK.3.H., norieHT Paguenko HO.B.

Metoaudeckuii COBET HaIpaBIeHH: M1.3.H., mpodeccop Tumenko E.H.



1. HEJIX OCBOEHMA JUCHUTIINHBI

1.1

PCLICHNUIT; pacIIMPEHHE KPYro3opa.

WzyueHue AUCHUIIIMHBI HANIPABJIEHO Ha JIOCTHXKEHUE CIIENYIOIUX 1IeJIei: pa3BUTHE TBOPUYECKUX MOXOI0B MIPU PELICHUHN
3aj1a4, CBA3aHHBIX C CETEBBIM B3aMMOJCHCTBHEM; pa3BUTHE MPOdecCHoHaIbHON Ky IbTyphl, (HOPMHUPOBAHHE HAYYHOTO
MHUPOBO33PEHHs U Pa3BUTHE CUCTEMHOTO MBILIUICHHS; IPUBUTHE CTPEMJICHHS K TIOUCKY ONTHUMAJbHBIX, IPOCTHIX U HA/I€XKHBIX

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHMA U CIHUIIJIMHBI

IIK-2: Cnioco6en ynpapasats UT-ungpactpykTypoii npeanpusaTus ¢ yueToMm TpedoBanmii odecneyennst HHGOpPMaHOHHOM
0e30macHoOCTH

B pe3yabTaTe 0CBOEHHMS AUCHUTIMHBI 00YYAIOIIUICH J0JKEH:

3HaTh:

0COOCHHOCTH MPUMEHEHHUS MPOTOKOJIOB INIO0ATBHBIX M JIOKATBHBIX BBIYHCIUTEIBHBIX CETEH Pa3IMYHBIX THIIOB, a TAKXKe COBPEMCHHBIC
TpeOOBaHUs MpPEIbsBIsIEMbIC K JaHHBIM CETSM (COOTHECEHO ¢ uHauKaropom I1K-2.1)

YMeTh:

INPUMEHSTH MTOJy4YEeHHbIE 3HAHMS IPH aHAIM3E U pa3paboTKe CHCTEM M ceTel mepenadyn HHpOopManuy. (COOTHECEHO ¢ HHANKATOPOM
11K-2.2)

Baaners:

TEPMHUHOJIOTHEH W CHCTEMHBIM TOAXO0I0OM K PEHICHHIO 33/1a4 10 MOCTPOCHHIO TEJIEKOMMYHHKAMOHHBIX CETEH Pa3IMYHBIX THIIOB.
(cootHeceHo ¢ unankaropom I[1K-2.3)

3. CTPYKTYPA U COJAEPKAHUE JTUCHUIIJINHBI

Pa3gen 1. KomnboTepHbIe ceTH ISl A0MA M MAJIOT0 oduca

Ne HaumenoBanue Tembl / Bua 3ansitust Cemecrp / Yacos Kowmeren- Jlutepatypa
Kypc 1070
"AnmapatHoe o0ecrieueHHe IS IEPCOHAIBHOTO KOMIBIOTEPA.
11 OrnepanrioHHBIE CHCTEMBI" 3 2 MK-2 JI1.2, JI1.3, JI1.1,
"7 |Honynspusie OC, X XapaKTepUCTHKA, OTIMYUTEIbHbIE 0COOCHHOCTH / J12.1,J12.2
Jlex /
Homf’moquHe k cetu. [loaxmouenue k IHTEpHETY Uuepe3 mocTaBIINKa 1.2, 7113, 7111,
1.2 |ycmyr 3 2 TIK-2
J2.1,712.2
OCHOBHBIE CITOCOOBI MOKITIOUEHHS, PEUMYILECTBA, HeJOCTaTKU. / Jlek /
13 "CereBas aapecanus. CereBble ciyxOb1" 3 2 MK-2 JI1.2, J11.3, JI1.1,
: Tune! agpecos. basoseie nporokosl. / Jlek / J12.1, J12.2
"BecnipoBoiHbIE TEXHOIOTUN" 1.2, 711.3. 711
1.4 [IToxxons! k ki1accupukaunu. OTIHYUTENbHBIE OCOOCHHOCTH U 3 2 TIK-2 DA
J2.1,J12.2
XapakTepucTuku. / Jlek /
ArnmnapatHoe o6ecneqe1:1’1/1e JUIsl IEPCOHANILHOTO KOMITBIOTEpA. 1.2, 1.3, 7111,
1.5 |OnepaunoHHbIe CHCTEMBI 3 2 IIK-2
. . J2.1,J12.2
BazoBble onepanyy o yCTaHOBKE U HacTpoiike ycrpoiicts / Jlek /
"[Nopxmouenue k cetu. [logkmrouenne k THTEpHETY Yepe3 mocTaBIIMKa
16 yeayr" 3 5 K-> JI1.2, J11.3, J11.1,
"7 |Co3nanue u HacTpoika ogHOpaHroBoi cetu. Co3ganne KOMIBIOTEPHON J12.1,J12.2
CEeTH C MOMOIIIBI0 MapiryTu3zatopa / Jlek /
[ToaroToBKa K M3y4EHUIO MEKCETEBBIX YCTPOMCTB U UX MAPAMETPOB. JI1.2, J11.3, JI1.1,
1.7 . 3 4 IK-2
3HAKOMCTBO C BUJIaMH U THIIAMH MEXCETEBBIX YCTpOUCTB. / J1ab / JI2.1,J12.2
Homf’moquHe k cetu. [loaxmouenue k IHTepHETY Uuepe3 moCTaBIINKa 1.2, 7113, 7111,
1.8 |ycmyr 3 4 TIK-2 117122
OtcnexxnuBaHue naketoB B cetr / JIab / R
1.9 "CereBas aapecanus. CereBbie cy) Ob1" 3 4 MK-2 JI1.2, JI1.3, JI1.1,
" | bazoBsie HacTpoiiku [P-anpecaruu / JIa6 / JI2.1,J12.2
JI.2, JI1.3, JI1.1,
1.10 |Cny»x0b1 mocraBimnkoB ycuyr Muatepuera / Cp / 3 10 TIK-2 2.1, 7122
1.11 |O6s3anHOCTH MOcTaBUIMKOB yciyr Murepuera / Cp / 3 10 TK-2 J.2, 1.3, LA,
J2.1,J12.2
1.12 |Brimonnenue 3aganuii ¢ ucnons3oBanueM LibreOffice. / Cp / 3 10 TIK-2 1.2, 113, JIL.1,

J12.1




Pa3znen 2. Be3onacHOCTh KOMILIOTEPHBIX ceTell ISl J0Ma U MaJIoro ouca

Cemectp / Komneren-
Ne Hanmenosanne Tembl / Bun 3ansmust Kype Yacos i Jlutepartypa
"OCHOBEI CeTeBOI Oe30macHoCTH" JI1.2, JI1.3, JI1.1,
21 / Jlex / 3 2 TIK-2 J12.1,J12.2
"Ycrpanenue npobieM ¢ ceTsimu” JI1.2, JI1.3, JI1.1,
22 / JIab / 3 2 1IK-2 JI2.1,J12.2
WnTepuer VI/I BOSMO)KH’(')CTI/I ero ucnojip3oBanus. Ciayx0a 1.2, 113, 7111,
2.3 |TexHHYECKOH MOANEePIKKH 3 2 [1K-2
J12.1,J12.2
/ JIab /
"CereBas aapecanus. CereBbie cy) Ob1"
JI1.2, JI1.3, JI1.1,
2.4 |OcHOBHBIE KOMaH/BI AJIsI IPOBEPKU MOAKIIOUEHUs K IHTEpHETY. 3 2 IK-2
N J12.1,J12.2
[MonxiroueHne KOMITBIOTEPA K CETH € TIOMONIbI0 Kabeneii / Jlek /
"BecnipoBoiHbIE TEXHOIOTUU" 3HAKOMCTBO C OCHOBHBIMH CETEBBIMU
25 ciy)x0amMu 3 6 K-2 JI1.2, J11.3, JI1.1,
"~ |TIpocmotp BeG-3ampocoB. [Ipocmotp nnpopmaruu o PDU, JI2.1,J12.2
OTIPABJICHHOTO KJIMEHTOM cepBepy / JIab /
"OcHOBBI ceTeBoi 6ezonacHocTH" 1.2 711.3. 1.1
2.6 |Ucnonb3oBanue koMmanasl Ipconfig. Mcnonb3oBanue 3X0-3ampoca. 3 4 IK-2 a1 1h s
J12.1,J12.2
Ycrpanenue Henonanok 6ecnpoBoJHOTo coenuueHust / JIad /
"Verpanenue npooieM ¢ cersiMu” 1.2 711.3. 1.1
2.7 |Omnpenenenue norpedHocTell 6u3Heca. [louck u ycrpaneHue mpobiem B 3 6 IK-2 a1 T
J12.1,J12.2
pabore cetu / JIab /
JI1.2, JI1.3, JI1.1,
2.8 |CoBpemeennbie cepBuckl cetu Uurepuer / Cp / 3 10 [K-2 2.1, 2.2
2.9 |Peamu3anuus MeponpusaTuii no cereBoit 6esonacHoctu / Cp / 3 10 I1K-2 T J%I,2Hll ';[’Zgl'l’
2.10 |Brmmonnenue 3aganuii ¢ ucnonszoBanueM LibreOffice. / Cp / 3 10 I1K-2 T2, ?11231’ JLL
R JI1.2, JI1.3, JI1.1,
2.11 |/3auér/ 3 0 IK-2 2.1, 2.2
Pa3znen 3. KomnbloTepHble ceTH 1J1s Ou3Heca
Ne HaumenoBanue Tembl / Bua 3ansatus Cemectp / Yacos Kommeren- Jlutepatypa
Kypc K
HJ‘IaHPIpOB"aHI/Ie oOHoBNeHus ceTu. [ImaHupoBaHue CTPYKTYpbI 1.2, 113, 7111,
3.1 |agpecauuun 4 2 [K-2
J12.1,J12.2
/ Jlex /
"Hacrpoiika ceTeBbIX ycTpoiicTB" JI1.2, JI1.3, JI1.1,
32 |/ lex/ 4 2 TIK-2 JI2.1,J12.2
"Mapupyruzanus” JI1.2, JI1.3, JI1.1,
33 / Jlex / 4 2 TIK-2 J12.1,J12.2
34 "OCHOBEI CeTEBOI Oe30macHoCTH" 4 2 MK-2 JI1.2, JI1.3, JI1.1,
" |YcraHoBka u HacTpoiika OecnipoBoaHoi cetn / Jlek / JI2.1,J12.2
35 "Vcrpanenue npobiem c cetsimu” 4 2 K-2 JI1.2, JI11.3, JI1.1,
"~ |Hacrpoiika 06e30macHOCTH KOMIbIOTEPHOIL cetu / Jlek / J12.1,J12.2
"MHTepHET W BO3MOXHOCTH €ro UCMoJib30BaHus. Ciyxoa
36 TEXHUYECKOH nmoiepkkn" 4 6 K-2 JI1.2, JI11.3, JI1.1,
" |H3yuyeHue MeXCETEBBIX YCTPOKUCTB U UX MapaMeTpoB. OOMEH JaHHBIMU J12.1,J12.2
Mexay noacetsimu / JIab /
HJIaHI/IPOB"aHI/Ie oOHOBIIeHHUS ceTH. [ImaHupoBaHNEe CTPYKTYpHI 1.2, 1.3, 7111,
3.7 |agpecamuu 4 6 [IK-2 1.0
PaGora ¢ koMmannHOU cTpokoit bash / JIa6 / T
3.8 |Brinonnenue 3aganuii ¢ ucrnonszoBanueM LibreOffice. / Cp / 4 10 I1K-2 T2, ?11231’ JLL
3.9 |M3ydeHue OCHOB ajpecalnd B KOMIbIOTEpHBIX ceTsix. / Cp / 4 10 [K-2 L2, .]J111231, L1,
Pa3znen 4. BezonacHOCTh KOMIILIOTEPHBIX ceTeil
Ne HaumenoBanue Tembl / Bua 3anatus Cemectp / Yacos Kommeren- Jlutepatypa
Kypc K
4.1 |"CnyxObl moctaBIuKoB yciuyr MHTepHeTa" 4 2 [IK-2 JI1.2, JI1.3, JI1.1,




/ Jlex / J12.1,J12.2

"O0s13aHHOCTH [TOCTABIIMKOB yciyr MHTepHera" JI1.2, JI1.3, JI1.1,
42|/ e/ 4 2 TIK-2 JI2.1,J12.2

"[louck u ycrpaneHue HeucIpaBHocTeil B cetn" JI1.2, JI1.3, JI1.1,
4.3 / Jlex / 4 2 TIK-2 J12.1,J12.2

"UHTepHeT M BO3MOXHOCTH ero ucrosib3oBanus. Ciry:xoa 1.2, 113, 1.1
4.4 | TeXHUYECKOH MOOAEPKKH" 4 2 TIK-2 'H’Z | 'JI’2 5 o

Ilouck u ycrpaHeHue npo6ieM B KOMIbIOTEPHBIX ceTsix / JIab / o

"IlnanupoBanue oOHOBIEHUs ceTu. [lnaHupoBaHUE CTPYKTYpPbL

anpecatn” J11.2, J11.3, J11.1
4.5 |IlepBuunas HacTpoiika Mapupyrusaropa. Hacrpoiika wapmpyTtuszatopa 4 4 [1K-2 .H’2 1 .J'[’Z 2 o

C WHCIoJb30BaHWEM UHTepdelica KoOMaHIHO# IR

ctpokw bash / JIa6 /

"HacTpolika ceTeBbIX yCTPOHCTB"

Pa6ora ¢ mapuipyruzaropom. Pabora ¢ kommyraropom. Hactpoiika JI1.2, JI1.3, JI1.1,
4.6 o 4 6 IK-2

MOCJIEI0BATEILHOTO COSTMHEHUS MeX Ly KireHToM H [IpoBaiinepom / JI2.1,J12.2

JIa6 /

"Mapupyruzanus"
47 Hacrpoiika ctatmuecknx MapmpyToB u mpoBepka npoTtokoia RIP. 4 3 K2 JI1.2, JI1.3, JI1.1,

" |Hacrpoiixa 6pannmayspa. Hacrpoiika WEP Ha GecripoBogHOM J12.1,J12.2

Mapupyruzarope / JIab /
4.8 |Ilouck u ycrpaneHue HeucnpasHocTed B cetu / Cp / 4 10 IIK-2 T J%I,2Hll ';[’Zgl'l’

Bomnpocs! 11 caMOCTOATENBHON MTOATOTOBKH C y4ETOM HHTEPECOB

oOyyaromerocs:

1) IInanupoBaHue CTPYKTYpPhI TOKAIbHONM CETH U MOJKII0UEHHUE

YCTPOMCTB.

2) Ceresble ycrporictBa B NOC. Kabenu 1 KOHTaKThI.

3) B3aumoielicTBiE KJIMEHTOB U CEPBEPOB.

4) IpukiagHble TPOTOKOJIBI U CEPBHCHI.

5) OGecnieyeHne 6e30MaCHOCTH OECIIPOBOIHOM JIOKAIBHOM CETH. 1.2 T1.3. 7111
4.9 |6) IlonuTuka 6e30MacHOCTH. 4 10 TIK-2 'H’2 1 'J'[’Z 2 ”

7) Ucrionb30BaHNE MEKCETEBBIX HKPAHOB. R

8) IlepBoHauanpHas HacTpolika MapuipyTusaropa ISR.

9) IlonkitoueHye KIMEHTCKUX YCTPOUCTB K CETH IOCTaBIUKA HHTEPHET-

YCIYT.

10) I[IpuMeHEeHHE MPOTOKOJIOB MAPIIPYTU3AIHMH.

11) Cnyx6a nomMeHHbIX UMEH. CEepBUCHI H IPOTOKOJIBI.

12) Bonpockl 6e30nacHOCTH, aKTyalbHbIC JJIs IPOBAIEPOB.

/Cp/
4.10 |BeimonHenue 3aganuii ¢ ucnonb3oBanuem LibreOffice. / Cp / 4 10 IK-2 L2, JJ111231’ L1,
4.11 [IIpaxTuyeckoe Ucnoab3oBaHUe UHCTpyMeHTOB MHTepHeTa. / Cp / 4 10 I1K-2 T2, ?11231’ L
4.12 |/ Ox3amen / 4 36 IIK-2 T J%I,2Hll ';[’Zgl'l’

4. ®OHJ OHEHOYHBIX CPEJICTB

CrpyKTypa U cozepxaHue (poHa OLEHOYHBIX CPEJCTB IS POBEJCHHUS TEKYILEH U IPOMEXYTOYHOH aTTecTalluu MPeICTaBICHbI B
Ipunoxenuu 1 k paboueit mporpaMMe AUCIUIUIHHBL.

5. YYHEBHO-METOAUYECKOE 1 THOOPMAIIMOHHOE OBECIHEYEHUE JUCHUIIITUHBI

5.1. OcHoBHas JauTEepaTypa

ABTOpBI, COCTaBUTEIHN 3arnaBue W3narenbcTBO, TOX Konmu-Bo
JI1.1 |I'pomos 1O., Kapnos U. |Cucrems! u cetu nepenaun napopmanuu: yaeonoe |TamOoB: TaMOoOBCKHit https://biblioclub.ru/
I., Hypyrmmnaos T. H., |moco6ue rOCY/apCTBEHHBII index.php?
FpPIL[HCB B. A., TeXHUYECKUN YHUBEPCUTET page=book&1d=277938
Opnomnbko B. T. (TI'TY), 2012 HEOTPaHUYEHHBIN JOCTYII
IUTS 3aPETHCTPUPOBAHHBIX
I10JIb30BaTeNel




ABTODBI, COCTaBUTENHN 3arnaBue H3parenbcTBO, TOM Konnu-Bo
JI1.2 |Omudep B.T., Onudep |Komnbrtorepusie cetu. [IpHHIHIIBI, TEXHOIOTUH, CII6.: [Turep, 2014 50
H. A. MPOTOKOJIBL: y4e0. TOCOOHe I CTYACHTOB BY30B,
oOyuarommxcs 1o Hamp. "MHpopMaTHKa 1 BBIYUCIL.
TeXHHKA" U 110 crell. "BeIaucil. MammHel,
KOMIIIEKCHI,
CUCTEMBI U ceTH", "ABTOMAaTH3UP. MAILIUHBI,
KOMILIEKCHI, cucTeMsl 1 cetd", "IIporpam.
obecriedeHNe BBIYHCII. TEXHUKH U aBTOMATH3HD.
JI1.3 |IIpomerapckuii A. B., |becrpoBoxusie cern Wi-Fi: yue6Hoe mocobue Mocksa: UnTepHeT- https://biblioclub.ru/
Backaxos H. B., Yupkos VHHBEpCUTET index.php?
J1. H., ®enortos P. A., I/IH(I)OpMaL[I/IOHHI:IX page=book&id=233207
bobkoB A. B., Texuomnoruit (MHTYUT) HEOTPaHWYEHHBIN TOCTYI
IInatonos B. A. Burowm. JlaGoparopus JUIsL 3apErMCTPUPOBAHHBIX
sHanumit. 2007 N0JIb30BaTeINCH
5.2. lonosHUuTEeNbHAS INTEPATYpPA
ABTOpBI, COCTaBUTEIHN 3arnaBue W3narenscTBO, rox Konnu-Bo
JI2.1 |Tanenbaym 3. CoBpeMeHHBIE OlepallMOHHbIE CUCTEMBI CII6.: [Tutep, 2007 5
JI2.2 |Hecrepos C. A. OcHoBbl HHQOpMALMOHHOHK Ge3omacHocTH: yuebHoe |Cankt-IletepOypr: https://biblioclub.ru/
nocobue W3natenscTBO index.php?
[TonuTeXHUYECKOro page=book&id=363040

yHuBepcurera, 2014

HEOTpaHUYECHHBII 10CTyII
JUISL 3aperuCTPUPOBAHHBIX
MoJb30BaTeNeH

5.3 IlpodeccnonanbHble 6a3bl AAHHBIX U HH(POPMALHOHHBIE CIIPABOYHbIE CHCTEMbI

NCC "KoncynprantlLitroc"
NCC "Tapant"http://www.internet.garant.ru/
OcHoBbI KOMIBbIOTEPHBIX ceTell https://habr.com/ru/articles/307252/

5.4. IlepeyeHb MPOrpaMMHOro odecreyeHust

Onepannonnas cuctema PEJ] OC
LibreOffice
BUPTYaJIbHBIH MEXKCETEBO MapUIpyTHU3aTOP Opnsense

5.5. YueGHO-MeTOAHYeCKHE MAaTePHAJIbI LISl CTYJeHTOB C OTPAHMYEHHBIMH BO3MOKHOCTAMU 310POBbS

Ipn HEOOXOANMOCTH TI0 3asBICHUIO 00YYAOMIETOCS ¢ OTPAHMYEHHBIMH BO3MOKHOCTSIMH 30POBbs y1€OHO-METOANYECKIE MAaTEPUAIb]
IIPeAOCTaBIIOTCS B hOpMax, alalTUPOBAHHBIX K OTPAaHUYEHUSM 3/I0POBbsI U BOCIIPUSATUS MHGOpMauy. J{jis ULl ¢ HapyHIEHUAMHI
3peHust: B popMme ayauodaiina; B nedatHoi hopme yBeaudeHHbIM MIpUdTOM. [l JIULL C HApYLUIEHUAMHU CllyXa: B pOpMe 3IEKTPOHHOIO
JOKyMEHTa; B IledaTHOi ¢opme. s U1 ¢ HapyLUIEHUSIMU OIIOPHO-JBUIAaTENILHOIO anmnapara: B (GopMe 31eKTPOHHOIO JOKYMEHTa; B
neuaTtHoi (opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIHIEYHEHHME JIMCITUITJINHBI

TTomemeHust 17151 BceX BHIOB padoT, MPEAyCMOTPEHHBIX YYSOHBIM ITAHOM, YKOMIUIEKTOBAHbI HEOOXOMUMOM CIIeIHaTn3UpOBaHHOM
y4eOHOIT MeOENTbIO U TEXHHYESCKUMHE CPEICTBAMH O0YUCHUS:
- CTOJIBI, CTYJIBSI;
- IEPCOHABHBIN KOMITBIOTED / HOYTOYK (TIEpEHOCHOH);
- IPOEKTOD;

- 9KpaH / HHTEPAKTUBHAS JOCKA.
JIabopaTopHbIe 3aHsITHS IPOBOIATCS B KOMITBFOTEPHBIX KJIacCax, paboduue MecTa B KOTOPBIX 000pyI0BaHbl HEOOXOTUMBIMU
JMIECH3UOHHBIMUA ¥ CBOOOJHO PacpOCTPaHsIEMbIMU MPOTPaMMHBIMH CPEICTBAMH M BBIXOJI0M B MIHTEpHET.

7. METOAUYECKHUE YKA3ZAHUSA JJISA OBYYAIOIIUXCS IO OCBOEHHUIO TN CITUIIJINHBI

Meroaudeckue yka3aHHs 10 OCBOCHUIO AMCIMIUIMHEI IpecTaBiIeHs! B [Ipunoxennn 2 k padoueii mporpaMMe TUCHUIUINHEL.




OOH/] OHEHOYHBIX CPEACTB

[Tpunoxenue 1

1 Onucanue mnoka3areseil M KpPUTePHEB OIEHMBAHMS KOMIIETEHIMII HA Pa3JIUYHBIX 3Tanax HX
(opMupoBaHus, onKcaHUe KA OLlEeHUBAHUSA
1.1 [lokazaTenu v KpUTEPUU OIICHUBAHUSI KOMIIETCHITU:

3YH, cocrapnstomue Ilokazarenu oneHUBaHUS Kpurepuu Cpenctsa
KOMITETEHIIHIO OLICHMBAHMS OLICHUBAHMS

IIK-2: Cnocoben ympasusite WT-uHGpacTpyKTypoil mHpeanpusiTHs C ydeToM TpeboBaHWi oOecrieueHHss HH(OPMALMOHHOM
0€30IaCHOCTH
3HaTh ocobenHocTH | IlepcoHanbHblEe KOMITBIOTEPHI M IPHIIOKEHUSL. IIOJIHOTA u | O (cem. 1: 1-8,
NPUMEHEHHS  HPOTOKOJIOB | JIBOMYHOE MpEACTaBICHUE JaHHBIX. COJIEPKaTENbHOCTD cem. 2: 1-8)
ro0ANBHEIX W JIOKAJbHBIX | KOMITOHEHTHI  KOMIIBIOTEpa ©  TIepUQepHilHbIE | OTBeTa B3 (1-38)
BBIYUCITUTEIHHBIX ceTel | ycrpoiicTaa. yMmenne mpuBoaMThH | BD (1-49)
Pa3INYHBIX TUIIOB Bri0op, ycTaHOBKa M 00CITY)XHBaHHE ONCPAIIMOHHON | MPHMEPHI
a TaKkKe COBPEMCHHBIC | CHCTEMBI.
TpeboBaHUs [TpuHOMTIB! CBA3M M OOMEH DAaHHBIMH B JIOKAJIbHOH
npeabsBIseMble K JIaHHBIM | MPOBOJHOM CETH.
ceTsaM Co3nanue ypoBHS JOCTYIIa M PaclpeelicHUs] B CETH

Ethernet.

IInanupoBaHue CTPYKTYpbl JIOKaJbHOW CETH H

MIOJKJIIOUEHHUE YCTPOUCTB.

Ceresrle ycTpoiictBa B NOC. Kabenn 1 KOHTaKTHL

[poknamka xabeneii "Butas mapa".

IP-agpeca u Macku OJICETH.

Tumner IP-anpecos.

IMomyaenue |P-agpecoB u ynpaBieHHE UMU.

B3anmogeiicTBrE KIMEHTOB U CEPBEPOB.

[puknaaHbie TPOTOKOJIBI U CEPBHCHI.

MHoroypoBHeBast MOZIEJIb U TPOTOKOJIBI.

BecnpoBo/iHbIE JIOKAJIbHBIE CETH.
YmeTh npuMeHITh | ObecrieueHne 0e30MMacHOCTH 0CCIIpOBOTHON | MOJHOTA u | 113 (cem. 1: 1-5,
MOJydCHHblE 3HAHHUA MU | JOKAIBHOM CEeTH. COJIePXKATEIbHOCTh cem. 2: 1-5)
aHanu3e W paspaborke | Hactpoiika HMHTErpMpOBaHHON TOYKM JOCTYNa W | OTBETa 11033 (1-5)
CHUCTeM U ceTell mepemadd | OECIIPOBOIHOTO KIMEHTA. ymenue npuoauTh | [1033 (1-5)
HHPOPMALINH. CereBble yrpo3bl. MIPUMEPHI JI3 (cem. 1: 1-4,

MeTtonb! aTak. yMEHUE cem. 2: 1-4)

[NonuTHka 6e30macHOCTH. CaMOCTOSATEIIHLHO

Hcnonb30BaHNE MEKCETEBBIX SKPAHOB. HaxXOIWTh  pEIICHHE

YcrpaneHnue mpo0IeM ¢ CeTsIMH. MOCTABJIEHHBIX 3a/1a4

OOume npoOsieMbl, MPOLECC M 3aJayd YCTPaHEHUS

npoOJieMm.

YcrpaHeHHe HEToJIaIoK U CIIpaBOYHas CIyX0a.

IMocrasumku yeayr Uarepuera (1SP).

CBs13b C IOCTABIIMKOM HHTEPHET-YCIIYT.

Mopens OSI.

VYcTpaHeHHe HENOJAZOK Ha YPOBHE MOCTABIIHMKA

HUHTEPHET-yCIIyT.

O0mue npoOieMbl W IDIAHHPOBAaHHE OOHOBICHUS

ceTu.

[TpuobGperenue u o0cIykUBaHHE 000PYJOBAHHSI.

IP-angpecarms B JIBC.
Buagets TepmuHoiOrueit NAT u PAT. MOJIHOTA u | 113 (cem. 1: 1-5,
U CHUCTEMHBIM NojxojioM K | [lepBoHauanbHas HacTpoiika mapmpytuzaropa ISR. COJIEPKATEITBHOCTD cem. 2: 1-5)
PpELIEHnI0 3a1a4 mo | Hacrpoiika ISR B SDM. Hacrpoiika | oTBeTa 11033 (1-5)
MOCTPOSHHIO Mapuipyrusatopa ¢ ucnoib3oBanuem 10S CLI. ymenne mpuBoauTh | 11033 (1-5)
TEJIEKOMMYHUKAIIMOHHBIX [lepBonavanpHast  KOH(HIrypamuss  KOMMYTAaTopa | MpHUMEpEI JI3 (cem. 1: 1-4,
ceTeil pa3IuuHbIX THIIOB. Cisco 2960. yMeHHe cem. 2: 1-4)

IlopxinroueHne KIMEHTCKUX YCTPOMCTB K CETHU | CaMOCTOSTEIbHO

MIOCTABIIMKA HHTEPHET-YCIIYT. HaxOJWTh  pEIICHHE

[TpumeHeHne MPOTOKOIOB MapLIPYy TH3ALIUH. MOCTABJIEHHBIX 3a/1a4

[TpoToxounsl BHENIHEH MapIIpyTH3AIIH.

BBenenne B cepBHCHl  IIOCTABIIMKOB  YCIYT

Wntepnera.

ITpoTOKOMNBI, WCHONB3yeMbIE I MPENOCTABICHUS




CEPBHCOB IIpOBaiiiepamMu.

Crnyx0a noMeHHBIX nMeH. CepBUCHI U IIPOTOKOJIBL.
Bormpocet 0e30macHOCTH, aKTyaJIbHbIE JUTSt
MPOBaNIEPOB.

WHcTpyMeHTa bHBIE cpeacTBa 6€30MacHOCTH.
KonTponb ¥ ynpaBiieHHE CO CTOPOHBI MOCTABIIMKA
ycnyr MHTepHeTa.

PesepBroe KOIIUPOBaHUE u aBapHiiHOe
BOCCTaHOBJICHUE.

MeTonMKl ® CpEICTBa TMOWCKA H YCTPAaHCHUS
HETONAJOK.

INouck u ycTpaHeHHE HEMONAIOK Ha | U 2 ypOBHSIX
mopenu OSI.

INouck u ycrpanenue npobnem ¢ IP aapecanueit u
MapmipyTusaiueit Ha 3 yposHe moaenu OSI.

B3 — sonpocel k 3auemy, BO — eonpocwl k sxzameny, 113 — npaxmuueckue 3aoanus, 11033 — npaxmuxo-
opuenmuposannvie 3a0anus kK 3ademy, 110330 — npakmuko-opueHmupoganHvle 3a0anus K sK3ameny, JI3 —
nabopamopHule 3a0anus, O — onpoc

1.2 [Ixanbl OIICHUBAHUS:

Texkymuid KOHTPOJb YCHEBAEMOCTH U MPOMEXKYTOYHAs aTTECTalllsl OCYILECTBISETCS B paMKax
HAKOIUTENIbHOM OamibHO-peiTHHrOBOM cuctemsl B 100-0anipHoi 1mkane:

84-100 6aoB (OlIEHKA «OTIMYHO)

67-83 6ayuIoB (OIIEHKA «XOPOIIO»)

50-66 6anioB (OLEHKA «YAOBIECTBOPUTEIHHOY)

0-49 GanmnoB (OLEHKa «HEYIOBIETBOPUTEIBHOY)

50-100 GamoB (3auTeHO)
0-49 GamnoB (HEe 3a4TEHO)

2 TunoBble KOHTPOJbHbIE 3aJaHWs WM HHble MaTepHasbl, HEOOXOAMMBbIe /sl OLEHKH 3HAHWIi,
YMEHHUIl, HABBIKOB M (HM/IHM) ONBITA JAEATEIbHOCTH, XAPAKTEPHU3YIOIIUX 3Tanbl (POPMHPOBAHUA
KOMIIEeTEHIIUI B mpolecce 0CBOEHUs1 00pa30BaTeIbHOI MPOrpaMMbl
Bomnpocs! k 3auery
Kakne ocHOBHbIE KOMIIOHEHTBI COCTABIISIOT aIlapaTHOE o0ecledeHre NepCOHANIBHOI0 KOMIbIoTepa?
Kakwue THITbI OniepaiioHHBIX CUCTEM CYIIECTBYIOT U YeM OHU OTJIMYAIOTCS APYT OT Ipyra?
Kak ocymecTBisercs: ycTaHOBKa ONEPallMOHHON CUCTEMBI Ha KOMITBIOTEP?
Kakune 6a30Bble HACTPONUKH ONEPALIMOHHON CUCTEMBI HEOOXOANMO BBITIOJIHUTH MOCIIE YCTAHOBKU?
Kakwue cymiecTByloT OCHOBHBIE CITOCOOBI MoIKIItoueHust K uTepuery?
KakoBbl mpenMy1iecTBa U HEJOCTATKH MOIKIt0YeHus uepe3 DSL, kaGenbHbIi HHTEpHET U
OIITOBOJIOKHO?
7. UYro Takoe OIHOPAHIOBasl CE€Th U KaK €€ HaCTPOUTH?
8. KakoBbI 3Tamnsl co3AaHMSI KOMITBIOTEPHOM CETH C MIOMOIILI0 MapIIpyTU3aropa’?
9. Kakue (hakTopsl BAMSIOT HA CKOPOCTh HHTEPHET-COCTUHEHUS?
10. Yem oTiiMyaroTcs cTraTideckue u quHamudeckue [P-aapeca?
11. Kakue 6a30Bble IPOTOKOJIBI HCIIOIB3YIOTCSL B CETEBOM aapecanun?
12. Yro Takoe mojceTh U 3a4eM OHa HYXHA?
13. Kak nactpouts [P-afipec Ha KoMIIbloTEpE AJIS 1OCTYIIA K JOKAIbHOH ceTu?
14. Kakne KOMaH/Ibl MOXHO HCITOJIb30BaTh LISl JHATHOCTHKH CETEBBIX IMOIKIIOYCHU?
15. KakoBbI OCHOBHBIE TOAXO/IbI K KJIaccu(pUKaUu OECTIPOBOAHBIX TEXHOJIOTHIA?
16. Yem otimuarorcst texHonoruu Wi-Fi ot Bluetooth?
17. Kakue crangaptsl Wi-Fi cyIiecTByIOT U B UeM UX OCOOCHHOCTU?
18. KakoBbI mpenMymiecTBa U HEJJOCTATKH UCIIOIB30BAHUS OECIIPOBOTHBIX CETEH?
19. Kak HacTpouTh OE€CIIPOBOJHYIO CETh U 3AIUTHTD €€ OT HECAaHKIIMOHUPOBAHHOTO J10CTYIa?
20. Kakvie OCHOBHBIE YTPO3bI CYIIECTBYIOT JJISi CETEBOM O€301MacHOCTH?
21. Yro Takoe OpaHaAMay3p U Kak OH paboTaet?
22. KaxoBbl MephI O€30ITaCHOCTH JIJIS 3AIIUTHI OSCITPOBOTHOM ceTh?
23. Yro Takoe mu@poBaHue U 3a4e€M OHO HEOOXOIMMO B CETEBOM Oe30MacHOCTH?
24. Kakue peKoMeHIaIliy MOKHO JaTh JJIs TOBBIIICHHS 0€30TaCHOCTH B JIOKAJIBLHOM CETH?

ook wdE




25. Kakue 0CHOBHBIE 1Iary HY>KHO NPEANPUHATh IIPU BOSHUKHOBEHHUHU IPOOJIEM C CEThIO?

26. Kak npoBepuTh paboTOCIIOCOOHOCTh HHTEPHET-COCAMHEHUS ?

27.YTo Takoe «IIHUHI» U KaK OH UCIOJIb3YETCs JUIsl JUarHOCTUKU CETU?

28. Kakue nomnynsipHble ”HCTPYMEHTBI MOXHO HCIIOJIb30BATh I YCTPAHEHUS CETEBBIX MPodIiemM?
29. KakoBbl 001111€ TPUYUHBI IOTEPU COETUHEHUS C UHTEPHETOM?

30. Kakrie 0cHOBHBIE BO3MOKHOCTH MPEAOCTABISICT HHTEPHET IS TIOJIh30BATEICH ?

31. KakoBbl pyHKIMH CITy>KOBbI TEXHUYECKOM MOIJEPKKH B KOHTEKCTE OJKIIOUCHHSI K UHTEPHETY?
32. Kakue pecypchl MOXKHO HCIIOJIB30BaTh JUISl TOMCKA HHPOPMALIMU B PEeIIeHHus TpobeM B HHTepHeTe?
33. Yro Takoe «00JauHble TEXHOJIOTHUM» U KaK OHM MOTYT MCIIOJIb30BaThCsl B TIOBCEHEBHOM paboTe?
34. KakoBbI OCHOBHBIE IIIATH JIJIsI OOpAICHUS B CITY)KOY TEXHHUECKOH MOACPIKKH 110 TIpodieMam ¢
WHTEPHETOM?

35. Kak ¢ moMo1p10 KOMaHJHON CTPOKH MPOBECTU AUATHOCTUKY MPOOJIEM C CEThIO?

36. Uto Takoe DNS 1 kak ero Mo>xHO MPOBEPHUTH C IIOMOIIBI0 KOMaH/1?

37. Yro o3HavaeT KOMaHa tracert U Kakue JaHHbIe OHA MPEAOCTABISACT?

38. Kak noaxmro4YnTh KOMIBIOTEP K ceTu ¢ momombio Ethernet-kabemnsn?

IIpakTHKO-OPHEHTHPOBAHHbIE 3IaHNUS K 3a4eTy
3ananue 1: Co3naiiTe OTHOPAHTOBYIO CETh MEXAY ABYMs KOoMIbloTepamu. ONUIINTE Talbl HACTPOMKH,
BKJIFOYasl Ha3HaueHue [P-afpecoB v mpoBepKy MOJKIFOUEHHUS.
3amanue 2: Hactpoiite MapmpyTu3aTop, MOIKI0UMB ero K MiaTreprery. [IpoBenuTe quarHocTuky
COEIMHEHUS U IPOTECTUPYHTE pabOTy CETH C MOMOLIbI0 KOMaH/ ping u tracert.
3ananue 3: Hactpoiite crarnueckuii [P-agpec Ha cBoeM KOMIIBIOTEPE U ITPOBEPHTE €0 JOCTYIHOCTD B
JIOKAJIbHOM CETH C ITOMOIIBIO KOMaH/IHOW CTPOKH.
3ananue 4: OnpenenuTe U 3aI0KYMEHTUPYHUTE CBOIO ceTeByro KoHpuryparuto (IP-anpec, macka moacerw,
o3, DNS-cepBep) ¢ ucnonbp3zoBannem komanasl ifconfig ans Linux.
3amanwue 5: [IpoBeauTte 0630p METOIOB 3aIIUTHI OeCIIPOBOIHON ceTh. OnpenennuTe u peaan3yinTe He MeHee
TpeX PeKOMEHJallMi 10 MOBBIILIEHHIO 0€30IMaCHOCTH CETH.

Kputepun orieHUBaHMS:
MakcumanbHOE€ KOIMYeCTBO OayioB 3a 3auetHoe 3amanue — 100 (30 GayuioB MakCMMalbHO 3a KaKIIbId
TeopeTudeckuii Borpoc, 40 6am10B MakCHUMaIbHO 33 MPAKTUKO-OPUEHTHUPOBAHHOE 3a]aHHeE).

Kpumepuu oyenusanus o0no2o meopemuuecko2o 60npoca:

- 25-30 OamoB BBICTABIAETCS CTYACHTY, €CIM W3J0XKEHHBbIH Marepuan (aKTUUYECKH BEpeH,
MPOJEMOHCTPUPOBAHBI TIIyOOKHE WCUEPIBIBAIONINE 3HAHWS B O0bEME NPOMIEHHOW NpOTpaMMbl B
COOTBETCTBHUH C IIOCTaBJIIEHHBIMHU MPOTrPaMMOi Kypca LEIsIMU U 33/1a4aMU 00yUYeHHMsI, U3JI0KEHUE MaTeprana
IIPU OTBETE - TPaMOTHOE U JIOTUYECKU CTPOMHOE;

- 20-24 6ayioB BBICTABISIETCS CTYJCHTY, €CIH IMPOJEMOHCTPUPOBAHBI TBEPIbIE U JOCTATOYHO ITOJIHBIC
3HaHUS B 00beMe MpPOIIEHHON MPOTrpaMMbl TUCIUIUIMHBI B COOTBETCTBUU C LEISAMH OOYy4EHUs; MaTephai
M3JI0KEH JJOCTATOYHO ITOJTHO C OT/ACITBHBIMH JJOTHYECKIMH U CTHIIMCTUYECKUMHU ITOTPEITHOCTSIMH;

- 15-19 GannoB BbICTaBISIETCS CTYIEHTY, €CIIHM MPOJEMOHCTPUPOBAHbI TBEpIblE 3HAHHUS B 0ObeMe
MPOI/IEHHOT'0 Kypca B COOTBETCTBHE C LENISIMU O0YUYEHHUs, OTBET COAECPKUT OTAEIbHbIE OIIUOKH, YBEPEHHO
UCIPaBIIEHHBIE MTOCIIE JOMOJHUTENBHBIX BOIIPOCOB;

- 0-14 Gamna BBICTaBISETCS CTYACHTY, €CIIM OTBETHI HE CBS3aHBI C BOIPOCAMH, JIOMYIICHHI TpyObIe
OLIMOKH B OTBETE, MPOJIEMOHCTPUPOBAHBI HETOHUMAHUE CYITHOCTH M3JIaraéMoro BOINpOca, HEYBEPEHHOCTh
¥ HETOYHOCTBH OTBETOB Ha JIOTIOJHUTEIIHHBIE H HABOISIIINE BOITPOCHI.

Kpumepuu oyenusanus npakmuxo-opueHmupo8aHno20 3a0anus:

— 35-40 OamaoB BBICTABISAETCS, €CIM 33JaHUEC PEIICHO IOJHOCTHIO, B IPEACTABICHHOM pEIICHUN
00OCHOBAHHO TOJIyYEHBI PABUIIbHBIE OTBETHI.

— 25-34 Oannma BBICTABISETCA, €CIAM 33JaHUE PELICHO IIOJIHOCTBIO, HO TNPU OTBETE JIOMYIIEHBI
HE3HAYUTEJIbHBIE OLITHOKH.

— 11-24 Ganna BeICTaBIAETCS, €CIIM 33JJaHUE PEIICHO YaCTUYHO.

— 0-10 OanoB BBICTABISETCSA, €CIIH PEIICHHE HEBEPHO UM OTCYTCTBYET.



HToroBelii pe3ynbrar GOpMHUPYETCS U3 CyMMbI HaOpaHHBIX OAJIIOB 3@ BBITIOJHEHUE 3aYETHOTO 3aJIaHUS W
COOTBETCTBYET IIIKAJIC:
— 50-100 6amIoB (3a4TECHO);
— 0-49 6amnoB (HE 3a4TEHO).
Bomnpocskl Kk d3k3aMeHy

1) IlepcoHanbHble KOMIBIOTEPHI U MPUIIOKEHUSL.

2) JIBOMYHOE MPEICTABICHUE TAHHBIX.

3) KoMmnoHeHTHI KOMITbIOTEpA U TIepudepuiiHbIC YCTPOMCTBA.

4) BeiOop, ycTaHOBKa U 0OCITy>)KUBAaHHE OTNEPAIIMOHHON CUCTEMBI.

5) I[IpuHIUIIBI CBSA3U M OOMEH JaHHBIMH B JIOKJIbHOW TTPOBOJIHOM CETH.

6) Coznmanue ypoBHs JOCTyIa U pactpeaencHus B cetu Ethernet.

7) [InannpoBaHue CTPYKTYPHI JOKATBHON CETH M MOJIKIIOYCHUE YCTPOUCTB.

8) Cerenie ycrpoiictBa B NOC. Kabenu 1 KOHTaKTEHI.

9) [Ipoknanka kabeneit "BuTas mapa".

10) IP-agpeca u Macku moJceTy.

11) Tunwr IP-agpecos.

12) Ilonyuyenue IP-anpecoB u ynpaBieHUE UMH.

13) B3aumopeiicTBIE KIIMEHTOB U CEPBEPOB.

14) IlpuknagHble IPOTOKOJIBI U CEPBUCHI.

15) MHoroypoBHeBasi MOJI€JIb U IPOTOKOJIBI.

16) becipoBoiHbIE JIOKAIBHBIE CETH.

17) Obecnieuenue 6e30MaCHOCTH OECIIPOBOIHOM JIOKATHHON CETH.

18) Hactpoiika HHTErprupOBaHHON TOYKH JTOCTYIa M OECIIPOBOAHOTO KJIMEHTA.
19) CeteBbie yrpo3sl.

20) Metoas! aTak.

21) ITonutrka 6€30MaCHOCTH.

22) Vcnonb30BaHUE MEKCETEBBIX IKPAHOB.

23) YcrpaHenue npoOiieM ¢ CETSIMH.

24) O0ume npoOaeMbl, IPOIECC U 3aJa4l YCTPAaHEHUS MpooIIeM.

25) YcTpaHeHue HeNoJaoK U ClipaBoOYHas Ciysx0a.

26) IlocraBuku ycayr Martepuera (ISP).

27) CBs13b C MOCTABLIIMKOM UHTEPHET-YCIYT.

28) Mopens OSI.

29) YcTpaHeHHe HeMoIa 0K Ha YpOBHE MMOCTABUIMKA UHTEPHET-YCIIYT.

30) O6mume npobIeMbl ¥ TUIAHUPOBAHUE OOHOBIICHUSI CETH.

31) IIpuoGperenue u o0cyxuBaHNEe 000PYIOBAHHUS.

32) IP-anpecanus B JIBC.

33) NAT u PAT.

34) IlepBonauanbHast HacTpoiika Mapuipytuszaropa ISR.

35) Hacrpoiika ISR B8 SDM. Hactpoiika MapuipyTuzaTopa ¢ UCIojib30BaHHEM bash.
36) IlepBoHauanbHast KOHGUTYpAIKsi KOMMYTaToOpa opensence.

37) loakmtoueHne KIMEHTCKUX YCTPOMCTB K CETH MOCTABIIMKA HHTEPHET-YCIYT.
38) IIpumeHeHe MPOTOKOJIOB MapIIPYTU3ALIUH.

39) IIpoTOoKOIIBI BHELIHENH MapIIPyTH3AIUH.

40) Beenenue B cepBUCHI TOCTABIIMKOB yciyr MHTepHeTa.

41) IIpoTOKOIIBI, UCHIOTB3yEMBIE JJIsl IIPEAOCTABICHHSI CEPBUCOB IPOBANAEPaAMHU.
42) Cnyx6a noMeHHbIX uMeH. CepBHCHI U TPOTOKOJIHI.

43) Bonpocsl 0€30MacHOCTH, aKTyaJIbHBIE JJIS1 IPOBAIEpOB.

44) nctpymeHTaabHble cpeacTBa O0e3omnacHocTi. KOHTpoIb U yripaBieHHe cO CTOPOHBI TOCTABIIMKA YCIYT
HNHurepHera.

45) Pe3epBHOE KOMTMPOBAHKE U aBAPUIMHOE BOCCTAHOBJICHUE.

46) MeToaMKH U CpeACTBA IIOUCKA M YCTPAHEHUS HETIOJIAI0K.

47) Ilouck u ycTpanenue Henonaaok Ha 1 u 2 ypoBHsax monaenu OSI.

48) Ilouck u ycrpanenue mpobiuem ¢ IP anpecanueit u mapupytusanueit Ha 3 yposHe mojenu OSI.



49) Ilouck u ycTpaHneHue Henojaaok Ha 4 ypoBHe mozaenu OSI.
I[IpakTHKO-0pHEHTUPOBAHHBIE 32JaHUS K IK3aMeHY

3ananue 1: Co3naiiTe muiaH AeUCTBUI B ciydae 0OHApYKEHUSI HapyIlIeHUs 0€30MacHOCTH (HapuMep, pu
HECaHKLMOHMPOBAHHOM JOCTYIIE K BallIEH ceTn).

3ananue 2: Mcnonb3ys KOMaHAHYIO CTPOKY, BBIIIOJIHUTE HAOOP KOMaH/I JIJIsl IPOBEPKH CETEBOTO
MOJIKIIIOYEHUS], TAKUX KaK ping, tracert, nslookup. 3amokyMeHTUPYITE Pe3yabTaThl U IPOAHATH3UPYNUTE HX.
3ananue 3: [IpoBenuTe TecTUpOBaHUE JOCTYITHOCTH BeO-caiiTa ¢ MOMOUIbI0 KOMaHAHON CTPOKH U
uHCTpyMeHTa telnet. OnuiuTe CBOU BBIBOJIBI.

3ananue 4: Vcnonb3ys HHCTPYMEHTHI JJIs pa3pabOTUMKOB B Opay3epe, IpoaHATU3UPYHTE OTIPaBIIIeMble
BeO-3anpockl (Request) Ha mobOom caiite. OnuInTe, KaKMe JaHHBIC IEPEIAI0TCS U KaKHE 3ar0JIOBKH
UCIOJIb3YIOTCS.

3anmanue 5: Ucnons3ys Wireshark, 3axBaTure makeTsl, IepeiaBaeMble MEKIY BallliM KOMITBIOTEPOM U
cepBepoM. OtdubTpyiite ux no tumny npotrokoiaoB (HTTP, TCP) u npoananusupyiite coaepXxumoe.

Kpurepun oueHuBaHmsi:
MaxkcuManbHOE KOJMYECTBO OalToB 3a 3k3aMeHannoHHoe 3amanue — 100 (30 6amuioB MakCMMaJIbHO 3a
KKl TEOpETHUECKUid Bonpoc, 40 6aliyioB MaKCUMAIIbHO 32 MPAKTUKO-OPUEHTUPOBAHHOE 3a/1aHuUE).

Kpumepuu oyenusanus 00H020 meopemuyecko2o 60npoca:

- 25-30 OannoB BBICTABISCTCA CTYACHTY, €CIM M3JIOKCHHBIH Marepuan (aKTH4YeCKH BEpeH,
MPOJEMOHCTPUPOBAHBI TIIyOOKME MCUEPIIBIBAIOIIME 3HAHUS B O0bEME NPOMIEHHOW NpPOTpaMMbl B
COOTBETCTBHH C ITOCTABJICHHBIMH IIPOTPaMMO Kypca HENsIMH U 33/1a4aMi 00y4eHus1, U3JI0KEHIE MaTepraa
IIPU OTBETE - TPAMOTHOE M JIOTHYECKH CTPOIHOE;

- 20-24 6amnoB BBICTABISIETCS CTYJCHTY, €CIH MPOJEMOHCTPUPOBAHBI TBEP/bIEC U JOCTATOYHO IOJIHBIC
3HaHHA B 00bEeMe MPOHAEHHOI MPOrpaMMBbl AMCHHUILIMHBI B COOTBETCTBUH C LEISIMH OOy4YCHUs; MaTepHal
M3JI0KEH JJOCTATOYHO ITOJTHO C OTACTBHBIMH JOTHYECKIMHU U CTUIIMCTUYECKUMHU ITOTPEITHOCTSIMH;

— 15-19 OamnoB BBICTABISIETCS CTYACHTY, €CIHM IMPOACMOHCTPHPOBAHBI TBEPIbIC 3HAHHS B O0BEME
MPOIIEHHOTO Kypca B COOTBETCTBHE C LEJIIMU 00Y4YEHUs, OTBET COACPKUT OT/AEIbHbIE OIINOKHU, YBEPEHHO
WCTIPaBJICHHBIC TIOCIIE JOMOTHUTEIBHBIX BOIIPOCOB;

- 0-14 Gamna BBICTABISETCS CTYACHTY, €CIIM OTBETHI HE CBS3aHBI C BOIPOCAMH, JIOMYIICHHI TpyObIe
OLIMOKH B OTBETE, MPOJIEMOHCTPUPOBAHBI HETTOHMMAHUE CYLTHOCTH M3JIaraéMoro BOINpOca, HEYBEPEHHOCTh
Y HETOYHOCTh OTBETOB Ha JIOTIOJIHUTEIHHBIE H HABOISIINE BOIIPOCHL.

Kpumepuu oyenusanus npakmuxo-opueHmuposanno20 3a0aHUsL:

— 35-40 OamoB BBICTABISAETCS, €CIHM 3a/JaHUE PEIICHO TIOJHOCThIO, B TIPEACTABICHHOM pEIICHUH
000CHOBAaHHO ITOJIYYCHBI IPAaBUJIBHBIC OTBCTHI.

— 25-34 Oannma BBICTABISIETCSA, €CIHM 3aJaHWE pPEIIEHO TIIOJHOCTBIO, HO TIPH OTBETE JOMYIICHEI
HE3HAYUTEJIbHbIE OLITHOKH.

— 11-24 6anna BeICTaBIAETCS, €CIIM 33JJaHUE PEIIEHO YaCTUYHO.

— 0-10 OanoB BBICTABISIETCSA, €CIIH PEIICHHE HEBEPHO UM OTCYTCTBYET.

HtoroBsiii pe3ynbrar GpopMupyercs U3 cyMMbl HAOpaHHBIX OaJUIOB 3a BHITIOJHEHHE 3a4€THOTO 3aJaHUs U
COOTBETCTBYET IIIKAJIE:

— 84-100 6amioB (OIEHKA KOTIUIHOY)

- 67-83 6aToB (OIEHKA «XOPOIII0))

— 50-66 6aToB (OIEHKA «YIOBICTBOPUTEIIHHOY)

— 0-49 GayioB (OIICHKA «HEYIOBICTBOPUTEIHLHOY)

Omnpoc
Bonpocsl qiis onpoca 1 cemecrpa:

Bapnanr 1
IlepcoHanbHbIE KOMIIBIOTEPHI U IPUITOKEHHUS.



JIBOMYHOE ITPEICTAaBICHUE JaHHBIX.
KomnoneHTs! koMIbioTepa 1 nepudepuiiibie yCTpoicTBa.

Bapuant 2

Bri0op, ycTaHOBKa M 00CIIy’)KHBaHUE ONEPALIMOHHON CUCTEMBI.
[TpuHIUIBI CBSI3U 1 OOMEH JTaHHBIMH B JIOKAJIbHOM MMPOBOJIHOM CETH.
Co3pnanue ypoBHs ocTyna u pacupezaeneHus B cetu Ethernet.

Bapuant 3

[InanupoBaHue CTPYKTYpPBI JOKAIBHOM CETH U MOAKIIOYEHUE YCTPOMCTB.
Ceresnie ycTporictBa B NOC. Kabenu u KOHTaKTHI.

[Tpoknanka kabeneii "Butas napa'.

Bapuanr 4

IP-anpeca u Macku mojceTH.

Tunsl [P-agpecos.

[Tonyuenue IP-agpecoB u ynpaBiieHUE UMH.

Bapuant 5

B3anmoneiicTBre KIIMEHTOB U CEPBEPOB.
[IpukiiagHbie MPOTOKOJIBI U CEPBUCHI.
MHOroypoBHeBast MOJI€JIb U TPOTOKOJIBI.

Bapuant 6

BecnipoBo1HBIE TIOKAJIEHBIC CETH.

ObecrieueHre 6€30MaCHOCTH OECITPOBOIHON JIOKATLHOM CETH.

Hactpolika HHTerpupOBaHHOW TOYKH JIOCTYIA U OECIIPOBOJIHOTO KIIMEHTA.

Bapuant 7

CereBble yrpo3bl.
MeTtonpl aTak.

ITonuTrka 6€301aCHOCTH.

Bapuanr 8

Vcrnonb30BaHuE MEXKCETEBBIX SKPAHOB.

Ycrpanenue nmpo0iem ¢ CeTsIMHU.

OOu1re mpobaembl, MPOLECe U 3a/1a4K YCTPAHEHUS POOIIEM.

Bonpocs 1151 onpoca 2 cemecTpa:

Bapuanr 1

YcTpaHeHue HemoIaI0K U CpaBOYHas Ciryxo0a.

[TocraBumuku ycnyr Uutepuera (ISP).

CBsi3b C TOCTABIIMKOM UHTEPHET-YCIYT.

Bapnanr 2

Mogaens OSI.

YcTpaHeHre HeroIaI0K Ha YPOBHE MOCTABIINKA HHTEPHET-YCITYT.
Oo61mue npobieMbl U TUTAHUPOBaHUE OOHOBJICHUS CETH.

Bapuanr 3

[Ipuobperenue u obcmyxuBaHue 000PYIOBAHUS.
IP-anpecanus B JIBC.

NAT u PAT.

Bapuanr 4
[TepBonavanbHas HacTpoika mapuipytuzatopa ISR.



Hacrpoiika ISR B SDM. Hactpoiika mapuipyTu3aTopa ¢ UCIoJIb30BaHuEeM bash.
[TepBoHayanbHas KOH(MUTYpaIHs KOMMYTaTOpa opensence.

Bapuanr 5

[TonknroueHue KIMEHTCKUX YCTPOMCTB K CETH IOCTaBIMKA HHTEPHET-YCIYT.
[IpumeHeHne MPOTOKOJIOB MAPLIPYTH3ALUH.

ITpoTOoKOIIBI BHELIHEN MapIIpyTHU3ALUH.

BapuanT 6

BBenenue B cepBHCHI MOCTABIIMKOB yciIyr MHTEpHeTAa.

[IpoTOKOIIBI, HCTIOIB3YEMBIE JIJIs1 TPEAOCTABIEHUS CEPBUCOB IPOBAIEpaMHU.
Cnyx06a momeHHBIX UMeH. CepBUCH U TIPOTOKOJIBI.

Bapuanr 7

Bonpocsr 6e30macHOCTH, aKTyallbHbIE 715 TPOBAiAEpOB.

WuctpymeHTanbHbIe cpeicTBa OezonacHocT. KOHTpOb U ynpaBieHne co CTOPOHBI IOCTABIIUKA YCITYT
HnTepHerTa.

PesepBHOE KONMPOBaHKE U aBAPUIHOE BOCCTAHOBJICHUE.

Bapuanr 8

Meroauku U cpecTBa OUCKA U YCTPAaHEHUS HEIOMIAI0K.

[Touck u yctpanenue Henozianok Ha 1 u 2 ypoBHsax moaenu OSI.

[Touck u yctpanenue npobnem c I[P aapecanueit u mapuipyruzanueii Ha 3 yposHe moaenu OSI.

Kpurepun oueHuBanmsi:

MaxkcruMaabHOE KOJUYECTBO OAJIIOB, KOTOPOE 00yJarOIUiCcs MOKeT Habpath 3a cemectp — 10 GamioB (3a 2
OTBETA).

OTBeT Ha OJIMH BapUAHT OI[CHUBACTCS:

- 5 Gata — npaBUIIbHBIN U TTOJTHBIN OTBET;

- 2-4 GaJna - HETIOJIHO WJIM HETIOCIIEI0BATENEHO MPEOCTABICH OTBET

- 0-1 6annoB — HeMPaBUIILHBINA OTBET WJIM OTBET HE MPE/ICTABJICH.

IIpakTuyeckue 3axaHus

IIpakTHyeckue 3aganus 1 cemecTpa:
[TpakTnueckoe 3amanne Nel
Hcnons3zoBanne cumynsatopa opensence. Co3nanue NpoTOTUIIA CETH

[IpakTnueckoe 3ananue No2
OTtcnexxruBaHUE TAKETOB B CETH

[IpaxTnueckoe 3aganue Ne3

bazoBsie HacTporiku [P-anpecannu

[TpakTnueckoe 3aganue Ned

[TpocmoTp BeG-3ampocoB. [Ipocmotp nnbopmariuu o PDU, oTripaBieHHOTO KIHEHTOM CepBEpY

[Ipaktuueckoe 3ananue No5
Ucnons3zoBanne koMausl Ipconfig. Micnonb3oBanue sx0-3ampoca. Y CTpaHEHHE HEIMOoJIaI0K OECTIPOBOIHOTO
COEJIMHEHUS

IIpakTHyeckue 3a1aHus 2 ceMecTpa:
[IpakTuueckoe 3ananue Nel

Omnpenenenue norpedHocTelt 6usneca. [lonck u ycrpanenue npobieM B padboTe ceTn

[IpakTnueckoe 3ananue No2



N3ydeHne MexceTeBbIX YCTPOICTB U UX MapaMeTpoB. OOMEH JaHHBIMU MEXKIY MOJICETIMU

[IpakTrueckoe 3amanue Ne3
Pabora ¢ komaHIHO¥ cTpoKOii bash

[IpakTuueckoe 3aganue No4
Pabora ¢ mapmpyrtuzatopom. Pabora ¢ kommyraropom. Hacrtpoiika mocienoBaTelbHOTO COEAMHEHUS
Mexay KiIreHToM U [IpoBaitnepom

IIpaxTueckoe 3ananue NeS
Hacrpoiika cratudyeckux mapuipyToB W mpoBepka mporokoia RIP. Hactpotika O6panamayspa. Hactpotika
WEP Ha 6ecripoBOIHOM MapIIpyTHU3aTOpe

Kputepuu oneHuBanus:
MakcumanbHOE KOJIMYECTBO 0a/IoB, KOTOPOE OOYYAFOIIMIICS MOXET HaOpaTh 3a cemecTp — 50 GamioB (3a 5
3a/IaHUM B CEMECTP).
Kaxoe 3aiaHue OlleHUBaeTCS:
* 10 GayioB. — 3a1aHKE BBITIOIHEHO BEPHO;
* 9-7 GaJIJIOB. — P BBITIOJIHEHUH 33JJaHUsI OBUTH JIOTMYIIEHBI HETOYHOCTH, HE BIIHSIOIINE HA PE3yJIbTaT;,
* 6-4 GayIOB. — NIPH BBITOJIHCHUH 3aJaHMsI ObLTH JOMYIIECHBI OIUOKY;
* 3-1 GaJJIOB. — P BBIMIOJIHEHUH 3aJ]aHUsI OBUTH JIOTYIIEHBI CYIIIECTBEHHBIC OLITHOKH;
* 0 0ayuI0B. — 3aJJaHUE HE BHIIOJIHEHO.

JlabopaTopHble 3a1aHusl

JlabopaTopHble 3aganus 1 cemecrpa:
Jlaboparopnoe 3aganue Nel
ba3oBbie onepanyu o yCTaHOBKE U HACTPOMKE YCTPOMCTB

Jlaboparopnoe 3ananue No2
Coznanue u HaCTpoiika olHOpaHToBOM ceTn. Co3laHue KOMITBIOTEPHOM CETH C OMOIIBIO MapIIyTH3aTOpa

JlaGopatopHoe 3ananue Ne3
OcHoBHbIE KOMaHABI Ul MPOBEpKH NojkiItoueHus K MHrepHety. [lonkimtoueHne kommbploTepa K CETH C
MIOMOIIIBIO Kabeneit

JlaGopatopHoe 3ananue Ne4
3HaKOMCTBO C OCHOBHBIMHU CETEBBIMU CIIYKO0aMu

JlaGopaTopHble 3a1aHus 2 ceMmecTpa:
JlaGopatopHoe 3ananue Nel
YcTaHOBKa M HacTpoiKa OeCTpoOBOIHON CEeTH

Jlaboparopnoe 3amanue No2
Hactpoiika 6e30macHOCTH KOMITBIOTEPHOM CETH

JlaGopatopHoe 3ananue Ne3
[Touck u yctpaneHue npobyieM B KOMIBIOTEPHBIX CETIX

JlabopaTopnoe 3amanue Ned
[lepBuuHas HacTpoiika mapmipyTtuzatopa. Hactpoiika Mapmipytuszaropa ¢ HCIONIb30BaHHEM HHTepdeiica

KOMaHIHOU

Kpurepun onenuBanus:



MakcumanbHOE KOJIMYECTBO 0aIOB, KOTOPOE OOYJAIOIIMIICS MOXET HaOpaTh 3a cemecTp — 40 GamioB (3a 4
1a00paTOPHBIX 3a7aHuUsA).
Kaxmoe 3amanne olieHUBaeTCS:

* 10 GaytoB. — 3a7jaHKE BBITIOJIHEHO BEPHO;

* 9-7 GayIOB. — IPH BBIMOJIHEHUH 33JJaHHS OBUTH JOMYIIICHBI HETOYHOCTH, HE BIUSIONINE HAa PE3YJIbTAT;

* 6-3 OayIOB. — IPU BBIMOJIHEHUH 33JaHHUS OBUTH JOMYIICHBI OIINOKY;

* 2-1 GayyIOB. — IPH BBIMOJIHEHUH 33JJaHUSI OBUTH JOMYIICHBI CYIIECTBCHHBIC ONTUOKH;

* 0 GayyIoB. — 3aJ]aHKUE HE BHIMOJIHEHO.

3 MeToanuyeckne MaTepuaJbl, onpeae/siione npoue1ypbl OlleHUBAHUS 3HAHWH, YMEHHNIH, HABLIKOB U
(1J1M) oNBITA JeATEJIbHOCTH, XaPAKTEPU3YIOIIUX ITANBI (OPMUPOBAHUS KOMIIETECHIIUI

[Ipouenyps! olleHUBaHMSI BKIIOYAIOT B c€0s1 TEKYIIUH KOHTPOJIb U IPOMEXKYTOUHYIO aTTECTAIIHIO.

Texkymuii KOHTPOJIb YCIEBAEMOCTH MPOBOJAUTCS C  KCIOJIB30BAHMEM  OIICHOYHBIX  CPEJICTB,
MIPEJICTABICHHBIX B M. 2 JaHHOTO NPUJIOKEHUS. Pe3ynbTaThl TEKyHIEro KOHTPOJIS AOBOASTCS 10 CBEACHUS
CTYJICHTOB JI0 POMEXKYTOYHOM aTTeCcTalNH.

IIpomexyTouHas aTTecTanus NPoBOAUTCS B hopMe 3a4eTa, IK3aMeHa.

3a4ueT MPOBOJUTCS IO PACITUCAHHIO IPOMEKYTOUHOM aTTecTanuu B ycTHOU popme. KommaecTBo BOmpocos B
3ayeTHOM 3ajaHuu — 3 (2 TeopeTudeckux, | MPaKTUKO-OPUEHTUPOBAHHOE 3ajaHue). Pe3ynbraTsl
aTTECTallMl 3aHOCATCA B BEIOMOCTh M 3a4E€THYIO KHUXKKY cryiaeHTa. CTyAeHTbl, HE MpOIIeAne
MIPOMEXYTOUHYIO aTTECTAlMI0 MO TpaduKy, JODKHBI JUKBUAUPOBATH 33J0JKEHHOCTh B YCTAaHOBICHHOM
MOPSIIKE.

DK3aMeH MPOBOJUTCS MO PACIHUCAHUI0 MPOMEXKYTOUYHOM arrectanuu B ycTHOM ¢(opme. KomnuectBo
BOIIPOCOB B K3aMEHAIITMOHHOM 3aJlaHuu — 3 (2 TeopeTH4eckux, | MpaKkTUKO-OPUEHTUPOBAHHOE 3a[aHUE).
Pe3ynbpratrel aTTeCTallMM 3aHOCATCSA B BEAOMOCTD U 3a4ETHYIO KHUXKKY CTyAeHTa. CTyE€HThI, HE MPOLIEeAIINe
MIPOMEXKYTOYHYIO aTTECTAIMIO MO TpaduKy, JOJDKHBI JIMKBUIUPOBATH 330JKCHHOCTh B YCTAaHOBICHHOM
TOPsIKE.



Ipuiio:xxkenue 2
METOANYECKHUE YKA3AHUSA 1O OCBOEHUIO IUCHUITJIMHBI

Y4eOHBIM IJIAHOM MPETYCMOTPEHBI CIIEAYIONINE BUIBI 3aHITHH:

- ICKIIUY;

- 1abopaTopHbIC PAOOTHI.

B Xone neKIMOHHBIX 3aHATHHA PACCMATPUBAIOTCS OCHOBHBIC IOHSATHUS B 00JacTH WH(DOPMAIMOHHOMN
0€30MacHOCTH W 3alIMThl HH(OPMAIIMH, METO/IbI OOHAPYKECHUSI U OpPraHU3alMH MTPOTHBOJCHCTBUS aTak Ha
nH(OPMAIIMOHHBIC CETH, TPEOOBAHUS 110 3alTUTe KOH(DHUICHITMAITBHON HHPOPMAIINH, JAIOTCS PEKOMEHIAIHH
IS CAMOCTOSITEITLHOW Pa0OThI U MIOATOTOBKH K JIAOOPATOPHBIM 3aHSATHSIM.

B xone 1abopaTopHBIX 3aHATHIA YIIyOISIOTCS U 3aKPEIUISIOTCS 3HAHUS CTYICHTOB TI0 PSAY PACCMOTPEHHBIX
Ha JISKITUSIX BOIPOCOB, Pa3BUBAIOTCS HABBIKK PEILICHHS 3a]1a4 110 3alIUTe HH(POPMAITMOHHBIX 0OBEKTOB.

[Tpu mOATOTOBKE K JIAOOPATOPHBIM 3aHATUSM KOKIBIA CTYJICHT JTOJIKEH:

- U3YYUTh PEKOMEHIOBAaHHYIO YUEOHYIO JIUTEPATYpY;

- U3YYUTHh KOHCIICKTHI JICKIIHIA,

B mporecce noaroToBku K j1a00paTOPHBIM 3aHATHSAM CTYACHTBI MOT'YT BOCIIOJIb30BaThCS KOHCYJIBTAIIUSIMH
MIperoJaBaTelIs.

Bompockl, He pacCMOTPEHHBIC Ha JICKIUAX U JJA0OPATOPHBIX 3aHATHUSX, JODKHBI OBITh U3YUYCHBI CTYICHTaMHU
B XOJIC CAaMOCTOSITeNILHOM paboThl. B x0/1e caMoCTOSITeNhHOM paObOThl KOKIBIA CTYJISHT 0053aH MPOYUTATH
OCHOBHYIO U, TI0 BO3MOKHOCTH, JIOTIOJIHUTEIILHYIO JIUTEPATYPy 10 U3y4aeMOW TEME, TOTIOJIHUTh KOHCIIEKTHI
JEKIUHA HEJOCTAIONUM MaTepuajoM, BBIMUCKAMH W3 PEKOMEHIOBAHHBIX HCTOYHUKOB. BBIIETUTH
HETIOHSATHBIC TEPMUHBI U HAUTHU MX 3HAUYCHHUE B DHIIUKIIONICAMYECKUX CIIOBAPSX.

JUIss TIOATOTOBKU K 3aHATHSAM, TEKYIIEMY KOHTPOJIO M IPOMEKYTOYHOW AaTTECTAIMH CTYACHTHI MOTYT
BOCIIOJIB30BaThCs AJIEKTPOHHO-OUOJIIMOTEYHBIMH CHCTEMaMHU. Takke O0yYaroluecs MOTYT B3sSITh Ha JOM
HEOOXOUMYI0 JUTEpaTypy Ha a0OHEMEHTE YHUBEPCHUTETCKOW OWOIMOTEKH WM BOCIIOJIB30BATHCS
YUTATbHBIMH 3aJIAMH.
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