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KADE/IPA HNudopmannonnas 6e30macHoOCTb

PacnpenesieHne 4acoB JUCHHUILINHBI 110 ceMecTpaM / KypcaMm

Cemectp
(<Kypc>.<Cemectp Ha 1(1.1)
Kypce>) Htoro
Henens 15 1/6
Bup 3anaruit vy | PO | VI PIl
Jlexnun 10 |10 (10 [10
JlaboparopHbie 10 |10 |10 [10
IIpakTuueckue 10 (10 |10 |10
Hroro ayn. 30 |30 |30 |30
Konrakrnas pabora 30 |30 |30 |30
Cawm. pabora 105 | 105|105 | 105
Yacel Ha KOHTPOJIb 9 9 9 9
HUroro 144 | 144 | 144 | 144
OCHOBAHME

Y4eOHBIN TUTaH YTBEPKIEH YIEHBIM COBETOM YHUBepcuteTa (mpotokod Ne 9 ot 03.03.2026 ).

[Mporpammy cocraBui(u): 1.T.H., npodeccop, Coxonor C.B.
3aB. xadenpoii: k.3.H., moreHt I0.B. Paguenko
Metonudeckuii COBET HampaBieHusl: 11.3.H., npodeccop E.H. Tumenko

JupekTop MHCTUTYTa MarucTpaTypsl: A.3.H., mpodeccop E.A. MBanosa



1. HEJIX OCBOEHUSA TUCIUITJINHBI

1.1

KpUNTOrpaduiuecKkoi 3auThl HHPOPMAIHH.

PasBurne TBOPYECCKUX TIOAXOMOB IIPU PCIICHUN CJII0KHBIX HAYYHO-TEXHUYCCKUX 3a/ad, CBIA3aHHBIX C obecrneueHrneM

2. TPEBOBAHMUA K PE3YJIBTATAM OCBOEHUSA JUCHUILJTUHBI

IIK-1. Cnocoden pa3pabaTsiBaTh IPOrpaMMHO-aNNAapaTHbIE CUCTEMbI

0€30macHOCTH

H KOMILIECKCHI

obecrieyeHnss HH(OPMANMOHHOI

B pe3ysbTaTte 0CBOCHHS JUCUMILIUHBI 00y4AIOIMIICS NOJIAKEH:

3HaTh:

KpHIITOrpaMuecKie MPOTOKOJIBI, TUIBI M BAABI MH(PYIONNX Ipeodpa3oBaHN; CYIIECTBYIOMNE METOIB M CPEACTBA, IPHUMEHIEMBIC
JUI KpUNTOrpapuIeckoil 3amuTel HHPOPMALUH;, CHCTEMHBIC BONPOCH KPUNTOrpagudIeckoil 3ammuTel HHPOPMALIUH;, CHMMETPHIHBIH
cnoco6 mugppoBanus.(cooTHeceHo ¢ uuaukaropom I11K-1.1)

Ymernb:

MPOBOAMTH aHANW3 MH(OpMANNU C LENbI0 BHIPAOOTKA M MPHUHSITUS PEIICHHH W Mep MO 00ECleUYeHUI0 KPUNTOrpaduieckor 3amuThl
uHpopmayu 1 3Q(HEKTUBHOMY HCIIONBE30BAHHIO CPEACTB OOHAPYKEHHS BO3MOXHBIX KaHAJIOB B3JIOMA HIH()PTEKCTOB, MPECTABIISIOIIINX
TOCy/IapCTBEHHYIO, BOCHHYIO, CITY)KEOHYIO H KOMMEPUECKYIO TalHy.(cooTHeceHo ¢ uHaukaropom [1K-1.2)

Baanernb:

HaBBIKAMH MTPUMCHEHHS KPUITOrpapUIeCKUX IPOTOKOJIOB(COOTHECEHO ¢ mHAnKaropom [1K-1.3)

3. CTPYKTYPA U COAEPKAHUE IUCIUITJINHBI

Pasnea 1. TpaaguunonHble 1 KJIaccuyecKrue MeToabl IU(PPOBaHUS

Buj 3ansiTus / Cemectp /| KoauuectBo
Ne HaumeHoBaHHe TeMbl, KpaTKoOe COAep:KaHHE Komnerenuun
pa6otsi / popma ITA Kypc 4acoB
Tema 1 "BBenenue B kpunrorpaduro”. Beenenue. Mcropus passutus
1.1 P pa A P p JIeXIIMOHHBIE 3aHATHSA 1 2 TIK-1
kpunrorpadun. OCHOBHBIE MOHSTHS U ONPEICICHHS.
Tema 1 "Beenenue B kpunrtorpaduro". [Iporpammuas peanusanust mudpa
JlaboparopHsle
1.2 |3amensl. Pa3paborka 1O mmdpa 3amensl. [emmbpanus mudpoTekcTa. ARSI 1 2 IK-1
YacroTHbli Kpunroanaus ¢ ucrnonszosanueM LibreOffice
Tema 1 "Beenenne B xpunrorpaduro”. IIporpammHas peanu3sanus mudpa
[IpaxTuyeckue
1.3 |3amensr. Pa3paborka IO mudpa 3amens. [emmbpanus mudpoTekcTa. SaHsTHS 1 2 IK-1
YacToTHBIN KpunToaHaaus ¢ ucnonb3oBanueM LibreOffice
Tema 1 "BBenenue B xpuntorpaduio”. Hcropust kpunrorpaduu. Srarnsl
|4 |PasBHTHS KDUITONOTMH W €e OCHOBHbIC TOHATHS W OTpE/IENCHH. Poms|  CamocTrosiTenbHas 1 10 TK-1
"' |marematuku B pasButum MeronoB 3amuThl uH(opMmamuu. CMeKHbIC pabota
obnactu kpunrorpaduu. OCHOBHas KJIaCCU(DHKAIHSI KPUITTOCHCTEM.
Tema 2 "IloHstue O TpaJMLUMOHHBIX MeToAax mudpoBanus". Monenb
TpajuLMOHHOrO MKdpoBaHus. TpeOoBaHUS K KpUNTOrpaduIeCKUM
1.5 p bp p P pad JIexIMoHHbBIE 3aHATHS 1 2 TIK-1
cucteMaM. Kparkue cBemeHuss o0 kpunToaHanmse. Kiaccupukarms
METOJI0B KPUITOTPahHueCKOr0 3aKPBITHS HHOOPMAIHH.
Tema 2 '"TloHsTHe O TpagULUMOHHBIX MeroAax mHdpoBaHus".
leHepupoBaHHe W TECTHPOBAHHE ICEBIOCIYYaHHBIX  MIHU(PPYIOLMINAX
nocnenoBareabHocTeil.  [Iporpammuas  peanusaunus —reneparopa M-
MOCJIEIOBATeIbHOCTH  HAa  OCHOBE  IOJMHOMAa  OOpaTHOW  CBSI3M. JlaGoparopHbie
1.6 . 1 2 MK-1
TectupoBanue M-nocienosarensHoctd umHOH N 6ur (N < 10000) ¢ 3aHATHSA
MIOMOIIBI0 CepHaNbHOTO TecTa. TecTupoBaHme M-IOCIENOBATEIBHOCTH C
MOMOIIBI0  KOPPEALMOHHOTO TecTta. TecTHpOBaHME HCXOAHOIO H
3an(poBaHHOrO (aiija ¢ MOMOIIBI0 CTATUCTUYECKUX TECTOB.
Tema 2 '"TloHsTHE O TpagULUMOHHBIX MeroAax wmHdpoBaHus".
1.7 Kpunroananus TPaJUIHOHHBIX aNTOPUTMOB. Koadppumuenr| CamocrosrenbHas 1 6 MK-1
’ aBrokoppemsiuuu. Kputepuit x*2. CpoiicTBa mudpymommeil Kio4eBoi pabora
10CJIE/I0BATEIbHOCTH. M-TI0CIIe10BATEILHOCTb.
Tema 3 "Knaccuueckue ™eroasl mm¢ppoBanus”. MoHoandaBuTHbIE
umdpsl. [onuanpasuthsie mwudpbl. PoTopHbie MH(ppOBaIbHBIC MALIWHBL.
1.8 bp b bp P bp JIex1MoHHbIE 3aHATHS 1 2 TIK-1
Mertonsl  mepecTaHOBKH. biouynele mmdpbl. PexuMbel  npuMeHeHHs
610unbIX mudpo. Komnosurmu (komOuHaIwn) nmmdpos.
Tema 3 "Knaccuueckue wetonsl mudposanus". Iludpp Bukenepa.
JlaboparopHbie
1.9 |[IlomydeHne HaBBHIKOB CO3MaHUs 3alIM(pPOBAHHOTO COOOIICHUS HpPHU SaHsTHS 1 2 [K-1
MOMOIIM anroputMma mudposanus Brukenepa.
Tema 3 "Kmaccuueckne wmeromsl mudpoBanus’. Anroput™ Ilesaps.
" « o CamocTosiTenbHas
1.10 | Cekpernast cucrema "PyOuxon“. Cxema IOOIOYHON MOJICTAHOBKH n- paGora 1 6 IK-1

6urtoBbIx O10k0B. Lndp Paiicrerns. Hludp [neiideiiepa. Hlndp Xmmura.




Tema 4 "Craugapr mmudpoBanus panHeix DES (Data Encryption
Standard)".  Hcropus  cosmammsa  cranpapra. Crpykrypa DES.
1.11 ) P a P PyKTYp JIeKIIMOHHBIE 3aHATUSA 1 2 TIK-1
JemmdpoBanne DES. Pexumsr DES. AnmaparHble ¥ nporpamMMHble
peanuzanmu DES
Tema 4 "Craugapr mmudpoBanus panneix DES (Data Encryption TTaGopaTopHbIC
1.12 [ Standard)". Anroputm mmdpposanust DES. ®Oyakuus mmdposanus f s 3aI})1 a1 If}l 1 2 IK-1
anroputma DES. dopmuposanue noxkirodeit uis anropurma DES.
Tema 4 "Crangapr wmudposanus panubix DES (Data Encryption
Standard)". Cxema anropuT™Ma. Havanpnas MIePECTaHOBKA.
CamocrosiTesbHast
1.13 [IIpeobpa3oBanus kimtoua. [lepectanoBka ¢ pacimpenuem. [ToacraHoBka ¢ aGora 1 6 IK-1
nomomiplo  S-OnmokoB.  IlepecraHoBka ¢ momomipio  P-GiokoB. P
SaxirounrtensHast nepecraHoBka. Jlenmgposanue DES.
Pa3nen 2. AcuMMeTpUYHOe MU (poBaHUE
Buj 3ansTus / Cemectp /| KoamuectBo
Ne HanmenoBaHue TeMbl, KpaTKoe coepKaHue Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB
Tema 1 "Kpunrocucrembl ¢ OTKpbITBIM KitouoMm". OOmas cxema
WU(POBAHUS C OTKPBITHIM KIIIOYOM. DJIEKTpOHHAs LM(ppOBas MOAIKUCH U
CamocrosiTenbHas
2.1 |ayreHTH(UKALUS B KPUOTOCUCTEMAX C OTKPBITHIM KIIIOYOM. OCOOEHHOCTH aGora 1 2 IK-1
MIPUMEHEHHSI KPUIITOCHCTEM C OTKPBITBIM KItodoM. Kpunroananus cucrem p
C OTKPBITHIM KITIOYOM.
Tema 1 "Kpunrtocuctembl ¢ OTKPBITHIM KitouoM'. V3ydeHue NpPUHIUIIOB
paboThl aCUMMETPUYHBIX AJIITOPUTMOB IIU(PPOBAHUS C OTKPHITHIM KIIFOUOM.
JlaGopatopHbie
2.2 |Meronuka co3maHMS KOMOWHHPOBAHHBIX —aITOPUTMOB IIU(poBaHHMS, saHsTIs 1 2 [K-1
COBMEIIAIOIIAsl JOCTOMHCTBA METOJIOB CUHMMETPHYHON M aCUMMETPHYHON
Kpunrorpaduu.
Tema 1 "Kpuntocucrembl ¢  OTKpbITBIM  KimtouoM".  IIpoGiemsl
)3 |TPamHMUKOHHOrO mrdpoBanus. AyTeHTH(GHKAUMS C HCHOJIB30BAHHEM [Mpaxriyeckue 1 5 K-
™ |orkperToro kmroua. Kpunrocucrema ¢ OTKPBITBIM KJIIOUOM: 3alllUTa U 3aHATHSA
ayTeHTH(HUKALMS.
Tema 2 "OcHOBHbIE NOHATHS TEOPUH uKcen". JlenuTenan U MpocThle Yucia.
2.4 [Apudpmernka B Kiaccax BbIYeTOB. Teopema DOifnepa. Jluckpernsic| JIeKIHOHHBIC 3aHATUS 1 2 IK-1
norapumsl.
Tema 2 "OcHOBHBIE MOHATHS Teopuu umcen'. Anroput™m EBknupa.
CamocrosTenpHas
2.5 |[Cozmanne B MS Excel «MammHy» Ui aBTOMAaTHYECKOTO BBIYHCIICHHUS aGora 1 2 [K-1
HOJI nByx uncen no anropurmy EBkinpa. P
26 Tema 2 "OcHoBHbIC MOHATHA Teopuu uucen'. ApudMmeTnka B Kiaccax [pakTHyeckue 1 5 K-1
" | Berueros. Anropurm EBkinpa. JluckperHsie sorapumsl. 3aHATHSA
Tema 3 "Anroputm mmdpoBanust RSA". Crpykrypa amroputma RSA.
CamocTosiTesbHas
2.7 | BeraucnurensHas peanusanus anropurMa RSA. Kpunroananus anroputma 1 12 IIK-1
pabora
RSA.
Tema 3 "Anroputm mmdposanus RSA". AcuMMeTpHYHBIH anropuTM
- CamocrosiTesbHast
2.8 |mmdposanus RSA. Berancnenue xmroueid. llludpopanue ¢ moMombo 3THX aGora 1 12 IK-1
kirodeit. Jlenmdposanue. P
Tema 3 "Anroputm mm¢pposanus RSA". Cxema PaiiBecta-Illamunpa- paxmaeckue
2.9 |Apnemana (RSA). Kommonentsi cxembl RSA. Iudposanue u pSaHﬂTl/Iﬂ 1 2 [K-1
nemudpoBanHue.
Tema 4 "VYopaBneHue KIOYaMHd B aCHMMETPHYHBIX KPHITOCHCTEMax'.
o N CamocrosiTenbHast
2.10 | PacnpenesneHue OTKPBITHIX Kitouei. Pacnpenenenne ceKpeTHBIX KITIOUEH ¢ aGora 1 12 IK-1
HCIIOIb30BAHUEM KPHIITOCUCTEMBI C OTKPBITBIM KIIIOUOM. P
Tema 4 "YnpapineHue KiIOuaMH B aCHMMETPUUHBIX KpPHUNTOCHCTEMax'.
CamocrosiTesbHas
2.11 | AcuMMeTpUuHbIe KPHITOCUCTEMBI. Hccnenosanue OCHOBHBIX aGora 1 12 IK-1
XapaKTEePUCTHK aIropuT™Ma mudpoBaHusl. P
Tema 4 "YnpapieHue KiIlOYaMH B aCUMMETPUYHBIX KpUNTOCHCTEMax'.
212 Mertoxsl pacnpeneneHust OTKPBITHIX Kitouel. Ceprudukarsl OTKpHITEIX |  CaMocTosTeIbHAs 1 12 MK-1
’ wioueld. PacmpeneneHne CeKpeTHBIX KITIOUEH C TOMOIIBIO CHUCTEMBI C pabora
OTKPBITBIM KJIIOYOM.
Tema 5 "OnexrponHas mudposas noamuce". TpeboBanus K LU(GPOBHIM
[Ipaxtugeckue
2.13 |nmoamucsaiM U ux Knaccudukanys. OCHOBHBIE AJTOPUTMBI LU(POBBIX SaHSTIHS 1 2 [K-1
THOIHUCEN.
Tema 5 "DnekrponHas undpoBas NOAMKCH". DJNEKTPOHHAs UU(pOBas
o CamocrosiTenbHast
2.14 | moamuck Dnb-I'amans. McenenoBanue nporecca NOCTPOSHUS! HIEKTPOHHOM aGora 1 5 IK-1
nopnuck Oib-Iamarst. P
Tema 5 "DnexrporHas nudposas noamucs". HemocpencTsennas mudposas
515 |MoAMHCE. ApGutpaxnas uudposas moanuch. DiekrponHas uudpposas| CamocrosTenbHas | 3 K-1
’ nonnuck (DUIT) Dnp-Iamans. Dnekrponnas undposas noantcs [IHoppa. pabora
Cranpapr OLII DSS.
2.16 |IToaroroBka K MPOMEXYTOYHOH aTTeCcTalli DK3aMeH 1 9 TIK-1

4. ®OHJ OHEHOYHbBIX CPEACTB

CrpykTypa U comepkaHue (OHAA OLEHOYHBIX CPEACTB A INPOBEACHUS TEKYLIEro KOHTPOIS M IIPOMEXYTOYHON aTTecTalnu
npencrasieHsl B [Ipunoxennn 1 x pabodeii mporpaMMe TUCIUIUIHHBL




5. YYHEBHO-METOAUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. Y4eOHble, HayYHbIe U MEeTOAMYECKHE U3TAHUS

ABTODBI, bubnuoreka /
3amiaBue W3narenscTBO, roxg
COCTaBUTEIN Komnuectso
1 PeitenkoBa O. NudopmannonHas 6e30MacHOCTD: KypHAT Mocksa: 'POTEK, 2012 OBC «YHuBepcureTckas
O6ubnuoTeka OHIANH»
2 Kpunrorpadudeckue MeTons! 3amuTs! nHbopmMarmu: | CraBpomnois: CeBepo- OBC «YHuBepcuTeTckas
71a00paTOPHBIA MPAKTHKYM: TPAKTHKYM Kapkasckuii OenepanbHblii OMOIMOTEKa OHIIANHY»
yausepcureT (CKOY),
2015
3 CwmupHOB, A. D, ITpakTuKyM IO BHIITOTHEHUIO Ta00paTopHBIX paboT | MockBa: MOCKOBCKHIA 3BC «IPR SMART»
IMonomapéaa, 10. A. no aucuuminae Kpunrtorpadudeckue MeTonst TEXHUYECKHUI YHUBEPCUTET
3alu Tl HH(pOpPMALUHU CBSI3U U HHPOPMATHKHY,
2015
4 Memyxwn, O. U. VY4yeOHO-MEeTOaNYECKOE TOCOOHE 10 BHIIIOJIHEHUIO MocxkBa: MOCKOBCKHIA 9BC «IPR SMART»
KypCOBOU PabOTHI MO TUCIUILTAHE TEXHUYECKUH YHUBEPCUTET
Kpunrorpaduieckne MeTOMIbI 3aMMTH HHGOPMAIMH | cBsi3M 1 HHDOPMATHKH,
2015
5 Kortos, 10. A. Kpunrorpadudeckue MeTons! 3amuThl nHGopMarmy. | HoBocuGHpCK: 9BC «IPR SMART»
Craugaprasie wudpsl. [Indpsl ¢ OTKPHITHIM HoBocubupckuii
KITFOYOM: yueOHOe ocobue TOCYIapCTBEHHBIH
TEXHUYECKUH YHUBEPCHUTET,
2017
6 Koros, 10. A. Kpunrorpaduyeckue MeToss! 3amuThl HHGopmanuu. | HoBocubupck: 3BC «IPR SMART»
Iudpsr: yuebHoe mocodue Hoocubupckuit
rocyaapCTBEHHBIN
TEXHUYECKUH YHUBEPCHUTET,
2016

5.2. IlpojeccnonanbHbie 0a3bl JAHHBIX U MH(POPMaLIOHHBIE CIIPABOYHbIE CUCTEMbI

NCC "Koncynsrantllntoc"

NCC "Tapant” http://www.internet.garant.ru/
OBC «IPR Books» http://www.iprbookshop.ru/
bubmoky6.py http://biblioclub.ru/

5.3. IlepeueHb NpOrpaMMHOro odecrnedeHus

Onepanuonnas cucrema PEJI OC
LibreOffice

5.4. YueOHO-MeTOANYECKHE MATEPHAJIbI A1 00y4AIOLIHXCSH ¢ OTPAHMYEHHBIMHU BO3MOKHOCTSIMH 310POBbSI

ITpn HEOOXOMMMOCTH IO 3asIBIICHUIO 00YYArOIIETOCs ¢ OTPaHNYCHHBIMU BO3MOXXHOCTSIMH 3I0POBBS yIEOHO-METOIMYCCKHAE MaTepHaIbI
MPEIOCTABIAIOTCA B (hOpMax, aJaiTHPOBAHHBIX K OTPAHUYCHHAM 3IOPOBbS M BOCHPHUATHS MH(popMmarwy. [ JHIl ¢ HApyHIICHUSIMH
3peHus: B hopMme ayanodaiina; B meyaTHoi GpopMe yBeIWUYeHHBIM mpudToM. [ uI ¢ HapyleHUsAMHU ciiyXa: B (OpMe 3IEKTPOHHOTO
JOKYMEHTa; B IedaTHol (opme. [list ULl ¢ HApYILICHUSIMH OIIOPHO-/IBUraTeIbHOIO armapara: B (opMe 3IEKTPOHHOTO JIOKYMEHTa; B
neyaTHoU opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHUE JJUCIIUITJINHBI

INomewenust Juisi BcexX BUIOB palboT, NPEAyCMOTPEHHBIX YYeOHBIM IUIAHOM, YKOMIUICKTOBaHBI HEOOXOAMMOW CIELMAIN3HMPOBAHHON
y4eOHOI MeOEIbI0 U TEXHUIECKHMH CPEICTBAMH O0Y4EHHUS:

- CTOIIBI, CTYJIBS;

- IepCOHAIBHBIA KOMIIBIOTEP / HOYTOYK (IepEeHOCHOMH);

- IPOEKTOP;

- 9KpaH / MHTepaKTHBHAS JTOCKa.

JlaGopaTopHbIe 3aHATHSA MPOBOAATCA B KOMIBIOTEPHBIX KiaccaxX, pabodnme Mecta B KOTOPBIX OOOPYHOBaHBI HEOOXOAMMBIMH
JMUECH3MOHHBIMA W/WJIM  CBOOOJHO pacHpOCTPaHSAEMBbIMU NPOrPaMMHBIMH CPEACTBAMH M BbIXoZoM B MHTepHer, w/mwim B
CIIELMAIM3UPOBAHHBIX JIA0OPATOPUSIX, IPETYCMOTPEHHBIX 00pa30BaTEIbHON IIPOrpaMMOIi.

[TomemeHus s caMOCTOATENBHON pabOTHI 00yJaIOIMXCS OCHAIIEHB! KOMITBIOTEPHON TEXHHUKOW C BOSMOXKHOCTBIO TONKITIOYECHHUS K
ceru "MHTepHeT" 1 00ecTIeueHneM JOCTYTA K MIEKTPOHHON HH(OPMAIIMOHHO-00pa30BaTeIbHON Cpefe.

7. METOANYECKHUE YKA3ZAHUSA JJISA OBYYAIOIIUXCSA 11O OCBOEHHUIO JTUCITUITJINHBI

Meroandeckue yka3aHHs 0 OCBOSHHIO AUCIUILTHHEI IpecTaBieHs! B [Ipunoxennu 2 x paboueil mporpaMMe TUCIUIIIHHEL




Ipunoxenue 1

P®OH/I OONEHOYHbLIX CPEACTB

1 OnucaHue nNoKasaTeJsieil U KpUTepueB OlleHUBaHHUSI KOMIIETEeHIUI Ha
pa3/IMYHbIX 3Tanax uX OpMUPOBaAHUS, ONTMCAHHUE IIKAJI OLleHUBAHUS

1.1 Tloka3aTenu U KpUTEPUU OLIEHUBAHUS KOMIIETEHIIUI:

3VH,
COCTaBJIAOIIHNEC
KOMIICTCHIIHUIO

[loka3arenun
OLIEHUBAHUS

Kpurepun
OLICHUBAHUS

CpencrtBa

OLICHUBAaHUA

ITIK-1 - ciocoGen pa3padaTbiBaTh NPOrPAMMHO-aNNAPATHbIE CHCTEMbI M KOMILIEKCHI

o0ecnieueHusi ”HGOPMAIMOHHON 0€30MACHOCTH

3: kpunTorpapuuecKkue |3HAET OCHOBHBIC MOHATHA | cOpMHpOBABIICECS T
IIPOTOKOJIBI, THIIBI U KPHUIITOJIOTUH, TUIIBI U CHUCTEMaTHUYEeCKOe c)
BUIBI IUPPYIOMIHAX BUBI U PYIOIINX 3HaHUE OCHOBHBIX
npeoOpa3oBaHui; npeoOpa3oBaHuil; METOJbl | HOHATHI KPUITOJIOTUH,
CYILECTBYIOILIUE U CpPEJ/ICTBA, IPUMEHSEMbIC | THIIOB U BUIOB
METObI U CPEJCTBA, Juid Kpunrorpaguueckoit | mudpyrommx
IIPUMEHSIEMbIE IS 3alIUThl HH(POPMAIIHH; npeoOpa3oBaHuii;
Kpunrorpaduueckon CUMMETPHUYHBIH c110CO0 METO/0B U CPEJICTB,
3am|Thl HHGoOpMaMy; | mudpoBaHUS PU NPUMEHSIEMBIX 15
CHCTEMHbIE BOIIPOCHI HOJrOTOBKE OTBETOB K Kpunrorpaduyeckoi
KpUnrorpaduyeckon TECTa U 3a4eTy 3alIUTHl HH()OPMAIIHH;
3alIUThl HH(POPMAIIHH; CUMMETPHYHOTO
CUMMETPHUYHBIHN c110C00 crioco0a mudpoBaHus
mmdpoBaHus. P OTBETE HA BOTIPOCHI
TeCcTa U 3aueTa
VY npoBOIUTH aHATH3 AHAUTU3UPYET chopMupOBaHHBIE J3
MHGPOPMAIINY C LENbI0 | UHPOPMALIHIO C LIETTbI0 YMEHMS aHAIIN3a 11033 (1-5)
BBIPAOOTKH U MPUHSATHS | BBIPAOOTKHU U MPUHATHS nH(pOpMaLINK C IeNbI0 | D

peuieHui U Mep 1o
o0ecreyeHnIo
KpUnrorpaduyeckon
3a1uThl UHGOPMaLUU U
3pPeKTUBHOMY
MCIIOJIb30BaHUIO
CpeAcTB OOHApYKEHUs
BO3MOXKHBIX KaHAJIOB
B3JIOMa MHU(PTEKCTOB,
MPEICTaBISIOIINX
roCy/1apCTBEHHYIO,
BOCHHYIO, CITY>K€OHYIO 1
KOMMEPYECKYIO TaliHy

pelieHui U Mep 1o
o0ecreueHmIo
KpUnrorpaduyeckon
3aIuUThl UHOPMALIUU U
3pPEeKTUBHOMY
HCIIOJIb30BAaHUIO CPEJICTB
0OHapy>KeHHsI BO3MOKHBIX
KaHaJIOB B3JI0Ma
MHU(PTEKCTOB,
MPEJICTaBISIONINX
roCy/1apCTBEHHYIO,
BOCHHYI0, CITY>K€OHYIO U
KOMMEPYECKYIO TaliHy IIPU
BBINOJIHEHUH
71a00paTOPHBIX U
MPaKTUKO-

BBIPAOOTKH U IPUHATHA
pemeHui u Mep 1o
00ecreyeH o
Kpunrorpaguueckoin
3alIUThl HH(GOPMAIMU U
¢ dexTuBHOMY
UCTIOJIb30BaHUIO
CpeNCTB OOHAPYKEHUS
BO3MOXHBIX KaHAJIOB
B3JIOMa MHU(PTEKCTOB,
NPEeCTABIISAIOMINX
roCyJIapCTBEHHY!O,
BOCHHYIO0, CITy)KEOHYIO U
KOMMEPYECKYIO TallHy
IPY BBITOJTHEHUH
71a00paTOPHBIX U
PaKTUKO-




OPHUEHTHPOBAHHBIX OPUEHTHPOBAHHBIX

3aJaHul 3aJaHuN
B: HaBBIKAMH | AHAJTU3UPYET chopmupoBasieecs JI3
MIPUMEHEHHUS JIECTBYIOILIKE CHCTEMaTHYEeCKOe 11033 (1-5)
KpUNITOTpaPUIECKUX HOPMATHBHBIC U BJIaJIEHHE HABBIKAMU e}

IIPOTOKOJIOB METOANYECKUE JOKYMEHTBI | aHAIU3a JCHCTBYIOLIUX
o K31 nipu BbINOJIHEHUN | HOPMAaTHUBHBIX U
71a00paTOPHBIX U METOANYECKUX
[IPAKTUKO- nokymenToB o K31
OPUEHTUPOBAHHBIX IIPY BBIIOJTHEHUU
3a1aHUI 71a00paTOPHBIX U

IIPAKTHKO-
OPHUEHTUPOBAHHBIX
3a1aHUI

T — mecm, JI3 — naboparopusle 3aaanus, [1033 - npakTuko-OpueHTUPOBAHHbIE 3aJaHUSI K
3a4eTy, D — 6ONPOCHI K IK3AMEH)

1.2 IIIxansl OLIEHUBAHUA:

Texkymmuii KOHTPOJIL YCIEBAGMOCTH W TPOMEXKYTOYHAS aTTeCTaIlus
OCYILECTBIISIIOTCS B paMKaxX HAKOIMUTEJIbHOW OallIbHO-PEHTHHIOBON CHCTEMBI IO
100-6annpHOM HIKaIE:

84-100 6amnoB (OIIEHKA «OTIUIHO)

67-83 GasoB (OIeHKa «XOPOIIIOY)

50-66 6amToB (OIIEHKA «yAOBIETBOPUTEIIHHOY )
0-49 GamnoB (O1ICHKA «HEYTOBICTBOPUTEIHLHOY)

2 TunoBble KOHTpPOJIbHble 3aJaHUSA WM HHbIe MaTepHuaJbl,
Heo0XoAMMble AJis1 OLEeHKU 3HAHWM, YMEHUM, HAaBbIKOB U (MJIM) ombITa
AesTeJIbHOCTH, XapaKTepPHU3YIIUX 3Tanbl GOPMHUPOBAHUA KOMIIETEHLLUHU
B IIpol1ecce 0CBOEHHUsI 060pa30oBaTe/IbHOU POrpaMMbl

Bomnpocsl k 3k3amMeny

1. KpaTtkas xapakTE€pUCTHKa OCHOBHBIX 3TallOB pPa3BUTHUS «HAUBHOW» U
dbopmanibHON KpunTorpaduu.

2. Kparkas xapakTepucThka OCHOBHBIX JTallOB pa3BUTUS HAy4YHOU
Kpunrorpapuu.

3. CdopmynupoBarh OIpeACICHUS KPUMNTOJIOTUU, Kpunrorpapuu
KpunToaHanuza. OCHOBHBIE pa3eiibl COBPEMEHHOM Kpunrorpapuu.

4. OcHOBHBIC HaNPABJIECHUS HCIOIH30BAHUS COBPEMEHHON KpUNTOrpaduu.

5. ChopmynupoBaTh ONpeNeICHUS OCHOBHBIX MOHSITHI KPUNITOTpadudecKon
3a1uThl THGOpMALMK (KOHPUACHIIMAIBHOCTH, Ay TEHTUYHOCTH, ajipaBuTa, mudpa,
KJIF0Ya, TAMMHUPOBAHMSI, UMUTO3AIIUTHI, KPUOTOTrpapUUECKOM 3alUThI).




6. ChopmynupoBaTh OMpeNeICHUs] OCHOBHBIX MOHATHH KPUOTOrpaduyecKoit
3amuThl “HGOpMauK (IIEKTPOHHON (MUGPOBON) TOANMUCH, 3amU(DPOBLIBAHUS
JaHHBIX, pacU(pOBBIBAaHUS MaHHBIX, AemU(pPOBaHUs, MU(OPOBAHHS, TaAMMBI
mudpa, CHHXPOIIOCHUIKH).

7. Mopnenb TpagunuoHHOTO MmHudpoBaHus. JOMymeHHsT O BO3MOMXKHOCTSX
KPUIITOAHAIUTHKA.

8. OcHOBHBIE TPEOOBAHUS K KPUIITOCUCTEMAM.

9. CoBpeMeHHbIE TTOKA3aTeN KPUIITOCTOMKOCTH. Y POBHU KPUTITOATAKH.

10. OcHOBHBIEC HAMPABIEHUS COBPEMEHHOTO KPUIITOAHAIH3A.

11. Knaccubukamuss MeTONOB KpunTorpaduyeckoro mpeoOpa3oBaHUS
uHbOpMaIIu.

12. OcHOBHBIE METOBI CTATUCTUYECKOTO KPUITOAHAIN3a MOHOAT(PaBUTHBIX
¢ pos.

13. udp Buxkenepa: anroput™m mudpoBanus U aemndppoBaHusi; BapuaHThI
dbopMupOBaHUA KITFOUEH; OCHOBHBIE JOCTOMHCTBA U HEAOCTATKH.

14. CrpykTypHas cxemMa M OPUHIMUN ACHUCTBUS POTOPHOM MHM(PPOBATILHON
MAIIHHEI.

15. OcHOBHbBIE BU[IbI MEPECTAHOBOYHBIX MIHU(POB; CIOCOObI MOBBIILIEHUS UX
CTOMKOCTH.

16. Onpenenenue 6ioyHoro mudpa. Odmas cxema 0J09HOTO MIUGPOBAHUS,
OCOOEHHOCTH €€ MPAKTUYECKOT0 UCIIOIb30BaAHUA.

17. Tlomsatus wuneanpHoro mudppa, mauddysun u xoHby3uu. [Ipumeps
npuMeHeHus1 MeToaa nuddy3un.

18. Ilpumenenue O10YHBIX MUGPOB B PEKUME IIIEKTPOHHON KOJIUPOBOUYHOM
KHHTH.

19. Ilpumenenune OnMOYHBIX MMUGPOB B PEKUME CIEIICHUS OJIOKOB
(G POBAHHOTO TEKCTA.

20. IlpumeHenue ONOYHBIX IHPPOB B pPEKUME OOpPAaTHOW CBS3H TIO
mIPpPOBAHHOMY TEKCTY.

21. Ilpumenenue OJ0YHBIX U(GPOB B PEKUME 0OPAaTHOM CBS3H MO BBIXOJY.

22. OcCHOBHBICE METOABI KOMMO3UIMH MHUGPoB. [lpuMepsl KOMIO3UIIHIA
mudpoBs.

23. OcHOBHBIE TPeOOBAHMS K CTAaHAAPTY MU(PPOBAHUS TAHHBIX.

24. Ctpyxkrypa anroputma DES. AHanu3 oco6eHHOCTEH 0JIOKOB HA4aJIbHOW U
3aKJIFOYUTEIIBHON IEPECTAHOBOK.

25. OcHOBHBIE ATaMBI MpeodpazoBanus Kito4ei B anroputme DES.

26. Ananmu3 CTpyKTyphl OoKa mepecTtaHoBKH ¢ paciupennem (E—Omoka) B
anroput™Mme DES u ee ocobeHHoCTEM.

27. AHanu3 CTpyKTYyphI HOJCTAHOBKH C TOMOIIIBI0 S—0710K0B B anroputme DES
U €€ 0COOEHHOCTEH.

28. AHanu3 CTPYKTYphbl MEPECTAaHOBKHU C MOMOIIBI0 P—OJOKOB B airopuT™Me
DES u cTpyKTyphI alnropuTMa ero Aemu@poBaHusl.

29. Teopetnueckasi CTOMKOCTb KpunTocuctembl. HeoOxouMoe u JocTaTouHoe
YCJIOBHE COBEPIIEHHON CEKPETHOCTH IM(ppa, aHAIU3 Pa3MEPHOCTH COBEPILIEHHO
CEKPETHOTO KJII0Ya.



30. [IIpakTuueckass CTOMKOCTh KPHUINTOCHUCTEMBI W  TMapaMeTphl, €€
XapaKTepHU3yIOIIHeE.

31. Kitaccuduxanus airopuTMOB IO CTENEHU UX CII0KHOCTH.

32. ITpyHIIMI TOCTPOCHMS CXEMbI IIHU(PPOBAHUS C OTKPHITHIM KIIFOUOM.

33. IIpyHIMT TOCTPOCHMS CXEMBI JIEKTPOHHOUN U(PPOBON MOAMKCH.

34. IlpuHUUI TOCTPOCHHS CXEMBbl AyTEHTHU(PUKALHUKU B KPHUNTOCHCTEMAX C
OTKPBITHIM KJIHOYOM.

35. IlpuHumMm mMOCTpOEHUsS CXeMbl IMUGPOBAHUS M ayTeHTH(HUKAIUU C
OTKPBITHIM KJIIOYOM.

36. YcioBus NPUMEHEHUS KPUNTOCUCTEM C OTKPBITHIM KitodoM. [lonsTHe
OJIHOCTOPOHHEH (YHKITUU.

37. OcHOBHBIC BUJIBI KPUTITOATAK HA KPUIITOCHCTEMBI C OTKPBITHIM KITFOYOM.

38. CdopmynupoBaTh OMpeneTeHUsT HAWOOIBIIETO OOIIEero ACIUTENS W
B3aMMHO MPOCTBIX YUCEI, OCHOBHYIO TeopeMy apudmerukn. Anroput™ EBknmaa.

39. ChopmMynrpoBaTh ONPEACICHHS YHCEI, CPABHUMBIX IO MOJIYJIIO, BHIYETOB
1 KJIaCCOB BbIYE€TOB. CBOWCTBA CPABHEHUH 110 MOJTYJIIO.

40. Dyskums Diiepa — oOmmMi ciy4ad, s NOPOCTOTO YMCTA, s
NpOou3BeIeHUsT MPOCTHIX uucenl. DopMmynupoBKka Teopembl Diiepa U CISACTBHE U3
Hee KaK OCHOBa MOCTpoeHus aaroputma RSA.

41. Crpykrypa amroputma 1mudpoBanuss RSA. VYcioBus  ero
paboTOCIIOCOOHOCTH U UX TEOPETUUYECKOE 0OOCHOBAHHE.

42. Cxema (hopmupoBanus Kiaroueit B anroputme RSA.

43. MeToapl BBIYHCIUTEIRHON peanu3anuyd Mporeaypsl mudpoBaHus /
nemm@poBanus B anroput™me RSA.

44, Metonpl BBIYHUCIUTEIHHOW peanu3alud Mpoueaypsl (HOpPMUPOBAHUS
KJIroueit B anroputMe RSA.

45. OcHOBHbBIE HANPAaBIICHU U METOABI KpUIITOaHaIKM3a anropurmMa RSA.

46. MeTopl OBBIIICHNUS KPUTITOCTOMKOCTH anroputma RSA.

47. CXeMbl HepapXUIeCKOro U ICHEHTPATU30BAHHOTO YIPABICHUS KITFOYaMHU B
CUMMETPUYHBIX KPUIITOCUCTEMAX.

48. Tumbl ceaHCOBBIX Kitoueil. CxeMa yIpaBJIeHUs UCTIOIb30BAaHUEM KITFOUESH
Ha OCHOBE YITPaBJISIONIETO BEKTOPA.

49. OcHOBHBIE CMOCOOBI pacHpeNeNeHUs] OTKPBITHIX KIIOUeh. ANroputMm
pacnpeiesIieHUs] OTKPBITHIX KITIOYEH C MCIOJIb30BAHUEM aBTOPUTETHOT'O MCTOYHHKA
OTKPBITBIX KIIFOYEH.

50. OcHOBHBIE CHOCOOBI pPAacCHpPENCNICHUs] OTKPBITHIX KIIOYE. ANroput™m
pacnpeneneHuss OTKPBITBIX KIIOYEH ¢ MCIOJIb30BaHUEM CEPTU(UKATOB OTKPBITHIX
KJIFOYEH.

51. Bo3moxkHocTu 1U(GPOBBIX TOAMUCEH W TpeOOBaHUS K HHUM. AHAINU3
MPEUMYIIECTB U HEJOCTATKOB HETIOCPEICTBEHHOW TU(POBON TOIMUCH.

52. OCHOBHBIE CXEMbI OpraHU3alUK apOUTPANKHON LIUPPOBON MOAMHUCH.

53. Opranmzanust uudpopoit mnoanucu 1o cxeme RSA. Anamuz ee
MIPEUMYIIECTB U HEJIOCTATKOB.

54. ®opmupoBanue nudpoBoi noamnucu mo aaropurmy DSA.



55. Tlpumepsl TPOTOKOJOB B3aWMMHOW ayTEHTHU(UKAIMK HA OCHOBE
TPaJAMIIMOHHOTO MU POBaHUS. AHAIN3 UX MPEUMYIIIECTB U HETOCTATKOB.

56. Ilpumepsl MNPOTOKOJIOB B3aMMHOM ayTeHTU(UKAIUM HA OCHOBE
mUGPOBAHUS C OTKPBITBIM KIIFOYOM. AHAJIN3 WX TPEUMYIIECTB U HEAOCTATKOB.

57. TIpoToKOoa OAHOCTOPOHHEH ayTeHTU(UKAIUK HA OCHOBE TPAJAUIIMOHHOTO
mudpoBaHus. AHAJINU3 €ro IPEUMYIIECTB U HEJOCTATKOB.

58. IlpuMepsl TPOTOKOJIOB OJHOCTOPOHHEH ayTEeHTU(UKAIMU Ha OCHOBE
UG POBAHUS C OTKPHITHIM KIFOYOM. AHAJIN3 WX MPEUMYIIECTB U HEAOCTATKOB.

TunoBble NPAKTUKO-OPHEHTHPOBAHHbIE 32IaHUS K 3a4eTy

3amanne 1. Omnpenenute wimoun wmmbpa llezaps, ecnu wu3BeCTHHI
cieayomias napa OTKpbIThI TekcT — mudpoteket: ABJIIOKO — 31dYYY
(ucxoIHbIN andaBurT:
ABBI'JIEEX3UUKIMHOITPCTY O XU BEIHIO)

3amanue 2. Omnpenenute kmoun mudpa Llesaps, eciu H3BECTHBI
cieayroImas mapa OTKpBITBIA TekcT — mudporekct: 'PYIIA — FOJIOVYbI
(McxoaHbBIN angasur:
ABBTJIEEX3UMKIIMHOITPCTY ® XU HBIHIIO)

3ananue 3. Onpenenute kiatoun mudpa Lesapsi, ecnu n3BeCTHBI
cleyIomas napa OTKpbIThid TekeT — mudporekct: BUHOT'PAJ] —
HIAAELIDKID (ncxomnblii andaBur:
ABBI'JIEEX3UUKIMHOITPCTY ®XITUIIIIBEIHIO)

3ananue 4. Onpenenute karoun mmdpa Lesapst, ecmu n3BECTHBI
ciemytomas mapa oTKpheITeiid TekeT — mmdporekct: ABPUKOC — JIMb®IHD
(ucxonHbi andaBuT:
ABBIJIEEX3UUKIMHOITPCTY O XU BEIHIO)

3apanue 5. Pacmdpyiite coodmenune XKKWITBOBM, 3ammdpoBannoe
mdpom Llesaps, eciin U3BECTHO, UTO MCXOJHOE COOOILEHHE COCTABICHO W3
andaButa ABBI'JIEEXX3MUKIMHOIIPCTY®XIUILIBLIBAIOS. Otser
3aMMILINTE 3arJaBHbBIMU PyCCKUMH OyKBamMu 06€3 mpoOesioB

Kiawouu aisi npoBepkd NPAaBWJIBHOCTH BbINOJHEHHUS] NPAKTHKO-
OPHEHTHPOBAHHOIO 32 1AHUSA

3amanme 1. 23

3amanue 2. 28

3amanue 3. 12

3amanue 4. 16

3amganue 5. KomnbroTep

Kpurepun oneHuBanus:

- 84-100 GammoB (OIEHKA «OTIMYHO») - W3JIOKEHHBIH MaTepuall (paKTHYECKH BEpEH,
HaJIM4YKe TITyOOKHX MCUEPITBIBAIOIINX 3HAHUI B 00beMe MPOICHHON TPOrpaMMbl TUCIUILTUHEI B
COOTBETCTBMH C TIOCTAaBICHHBIMH MPOTpPaMMON Kypca LEIsIMH | 33JadaMH  OOYYCHHS,



MPAaBWIbHBIC, YBEPECHHBIC [EHCTBUS 10 TPHMCHCHHWIO IMOJyYCHHBIX 3HAHUH Ha TIPAKTHKE,
IPaMOTHOE W JIOTHYECKH CTPOWHOE M3JIOKCHHE MaTepualia MpHU OTBETE, YCBOCHUE OCHOBHOW W
3HAKOMCTBO C JONOJHUTEIBHON JIUTEPATYPOH;

- 67-83 OamioB (OIIEHKA «XOPOIIOY) - HAJTMUKE TBEPABIX U JOCTATOYHO MOJTHBIX 3HAHUH B
00BEME PO ICHHOM MPOTPAMMBI TUCITUILTAHBI B COOTBETCTBUH C IIEJISIMHA O0YUYCHHUS, IIPABUIILHBIC
JICHCTBUS TI0 TIPUMCHECHHUIO 3HAHWI Ha MPAKTHKE, YETKOE M3JI0KEHHE MaTepualia, OIMyCKArTCs
OTJICIbHBIC JIOTHYECKHE W CTHJIUCTHUYECKHE ITOTPEIIHOCTH; YCBOSHA OCHOBHAS JIUTEPATypa,
pEKOMEHI0BaHHAs B paboueil mporpaMmme IUCIUTUIMHEI;

- 50-66 6ayIoB (OIIEHKA «YIOBICTBOPUTEIHLHOY) - HAJTMYNE OCHOBHBIX 3HAHUH B 00hEME

MPONUICHHOTO Kypca B COOTBETCTBHUHU C IIENISIMU OOYYEHHUs, U3JI0)KEHUE OTBETOB C OTACIHHBIMU
OIMOKaMH, WCIPABICHHBIMH II0CJIC JIOTIOJTHUTEIBHBIX BOIPOCOB; BBITIOIHIIOTCS B IIEJIOM
KOPPEKTHBIC ACUCTBUS M0 MPUMEHEHHUIO 3HAHUI HA MTPAKTHKE;
- 0-49 GamtoB (OICHKA «HEYAOBICTBOPUTEIIEHOY) - OTBETHI HE CBSI3aHBI C BOIIPOCAMHU, HAJTHIHE
rpyObIX OMIMOOK B OTBETE, IEMOHCTPUPYIOIINE HETIOHUMAHUE CYIITHOCTH M3JIaraeMoro BOIpoca
¥ HEYMEHUE TIPUMEHSThH 3HAHUS Ha MPAKTHUKE; OTCYTCTBUE YBEPEHHOCTH U HETOYHOCTH OTBETOB
Ha JIONOJTHUTENIbHBIC U HABOSAIIUE BOIPOCHI.

Ipumep Tecra

Paznen 1 «TpaguuuoHHble M KIacCHYeCKUe MeTOAbI IIU(POBAHUA»
Tema 1 " BBegenne B kpunrorpapuio "
1. Uro B mepeBojie ¢ IPeUeCKOro si3bIKa 03HAYaeT CIIOBO «KPHUITOTpadus»?
1) mmmdp
2) TaHOTIHCH
3) mpeobpaszoBaHme
4) pacmudpoBka
2. Korna B kpunrorpaduu cTano UCIOIb30BATHCSI ACHMMETPUYHOE
g poBaHue?
1) B mepBoii mosoBuHe XIX
2)Bo BTOpOI TIostoBUHE XX
3) B mepBoii mosioBuHEe XX.
4)Bo BTOpPO¥ mosIoBUHE XX
3. Kak Ha3pIBaeTcs COBOKYITHOCTh 3apaHee OTOBOPEHHBIX CIIOCOO0B
npeoOpa3oBaHUsI HCXOJHOTO CEKPETHOTO COOOIIEHHUS C IIEIBI0 €T0 3allUThI?
1) anropurm
2) K104
3) mpoToKoI

4) mudp

Tema 2 «IloHsAATHE 0 TPAAMUMOHHBIX MeTOAaX IN(PPOBAHUN.
1.1lIudpoBanue — 310...

1)cmoco6  w3MeHeHuss  COOOIICHWsST  WJIM  APYyroro  JOKYMEHTA,
o0ecIeunBarollee NCKaXKEHUE ero COAEPKUMOTO.

2) COBOKYITHOCTh TEM WJIM WHBIM CIIOCOOOM CTPYKTYPHPOBAHHBIX JaHHBIX U
KOMILUIEKCOM aIllapaTHO-MIPOTPaMMHBIX CPEJCTB

3) ymoOHas cpena sl BBIMUCICHHUS KOHEYHOTO TIOJIh30BATEIIs



2 . Kak Ha3bpIBaeTcsi COBOKYITHOCTD 3apaHee OrOBOPEHHBIX CITIOCOO0OB
npeoOpa30BaHuUs KCXOHOTO CEKPETHOTO COOOIICHHMSI C TIEITBIO €T0 3aIlUThI?

1) anropurm

2) KITI0Y

3) mpoTokoI

4) mudp
3. Kak Ha3bIBaeTCs cOOOIICHUE, MTOTYYSHHOE MOCIIE TIPE0OPa30BaHUs C
HCIIOJIb30BaHuEM Jir000ro mudpa?

1) 3aKpBITHIM TEKCTOM

2) IMUTOBCTaBKOM

3) kirrouoM

4) OTKPBITBIM TEKCTOM

Tema 3. «Kiaccuueckue metoabl mugpoBaHus.
1. Kak Ha3bIBaeTCs «MCTOPUYECKUI» MHUPP, B KOTOPOM Kaxkaasi OyKBa UCXOIHOTO
TEKCTa 3aMeHsIach OYKBOM, CTOAIIEH HAa HEKOTOpoe (PMKCUPOBAHHOE YUCIIO MECT
nanpiie B andaBuTe, O NPUMEHEHHH KOTOPOTO HUMEIOTCS TOKyMEHTaJIbHBIC
CBHJIETEIbCTBA?

1) mudp Mapkosa

2)mmgp Lesaps

3) mudp DHurma

4) mudp badumka
2. CKOJBKO UCHOJb3yeTCs KIIOUYeH B CHUMMETPUUYHBIX KPUOTOCHUCTEMAX JUIs
mupoBaHUS U IeMuOPOBAHUS

11

2)2

3)3
3. 13 cKkoMbKY MOCIeI0BAaTEIbHOCTEH COCTOUT paciiu(poBKa TEKCTa MO TabIuIe
Bwxunepa

1)3

2)4

3)5

Tema 4. «Crangapt mudposanusi nanubix DES (Data Encryption Standard)».
1.1 vero ucnomnb3oBaincss DES-aaroputm u3-3a HeOONIBIIOTO pa3Mep KITr4a
1) 3aKpBITHSI KOMMEPUYECKOW HHPOPMAITUN
2) muppoBaHUs CCKPETHON HHPOPMAITHH
3) HEeT MPaBHUILHOTO OTBETA
2.0cHoBHBIE 00MacTu mpuMeHeHus: DES-anroputma
1) XpaHeHHE JaHHBIX Ha KOMITBIOTEpE
2) JIGKTPOHHAS CHCTEMA TUIaTekKEH
3) ayTeHTHdHKAIIS COOOIICHHIA
3.Uem omimuaercs 6sok-cxema anroputma ['OCT ot 6510k-cxembsr DES-anroputma
1) oTCYTCTBHEM HAYaIbHOM MEPECTAHOBKH U YHCIIOM IMKJIOB MIU(GPOBAHUS
2) JNTMHOM KITIoYa



3)MeTonoM mmppoBaHuUs
Paznen 2 «cAcuMMeTpUYHOE IIU(PPOBAHME»
Tema 1 «KpunrocucremMbl ¢ OTKPBITHIM KJIHY0M»
1. Kak cBsi3aHbI KJIFOUH JIPYT C APYTOM B CUCTEME C OTKPBITHIM KIIFOUOM
1) MaTeMaTHYECKU
2) TOTHYECKU
3) alropuTMHUIECKU
2. Kakue KIII0YH HCTIONB3YIOTCS B CUCTEMAaX C OTKPBITHIM KITFOYOM
1) OTKpBITHII
2) 3aKpBITHIT
3) HEeT MPaBUILHOTO OTBETA
3. Ckouib KITF04el UCIIONB3YEeTCsl B CUCTEMAaX C OTKPBITHIM KITFOYOM
1)2
2)3
3)1

Tema 2 «OCHOBHbBIC IOHATHS TEOPHHU YU CEI»
1.Kakoii octaTok ot aenenus Ha 5 nMeet yncio 2437 x 578 — 1035 x 47334577
14
2) 3
3)1
4) 2
50
2.Hatitu octaTok nipu aeneHur Ha 9 uncia 65 6k , k € N
1) 7
2) 3
3)6
4)1
5) 2
3.Pemenusimu cpaBuenus 339x = 452(mod7) sBisiroTCs Kiacchl:
1) 6
2)5
3) 10
4) 2
5)4

Tema 3. «Aaroputm muppoanus RSA».

1.BepHbl 11 yTBEpKACHUSA?

A) Anroput™m mudpoBanuss RSA sBiseTcs mepBbIM aJITOPUTMOM C OTKPBITHIM
KITFOUOM, KOTOPBIA MOKET padoTaTh KaK B pexkuMe mudpoBaHus JaHHBIX, TaK U B
peXKUME PIEKTPOHHON HUPPOBOU MOJIMUCH.

B) Hapexnocts anroputma mudpoBanuss RSA ocHOBbIBaeTCS Ha TPYJIHOCTH
dakTopuzanuu OOJBIIUX YHCET W BBIYUCICHUS JTUCKPETHBIX JIOrapu(pmMoOB B
KOHEYHOM I10JI€.

[TonOepute NpaBUIIbHBINA OTBET.



1) A—na,B—na
2) A —pna, B—mer
3) A —mwer, B—mner
4) A —mner,B-na
2.Ilycts monw3oBaTenb A XodeT mepenaTh moJib3oBarento b coobmenne m=10,
3amudpoBanHoe ¢ momotisio anroputma RSA Ilons3oBarens b umeer cienyromue
napametpel: P=7, Q=11, d=47. Beluuciaure 3HaueHHe C 3aMMUPPOBAHHOTO
COOOIIIEHNUS.
1)c=53
2)c=54
3)c=55
4)c=56
3. Ilycte monw3oBaTenbs A XoueT nepenarh mnojb3oBatento b coobmenne m=10,
3ammppoBaHHoe ¢ nmoMolbio anroputma RSA Tlonb3oBatens b umeer cienyronme
napametpbl: P=11, Q=17, d=71. Bpluucnure 3HauYeHHE C 3aMIU(PPOBAHHOTO
COOOIICHHS.
1)c=173
2)c=175
3)c=155
4)c=153

Tema 4. «YnpaBiieHHe KJIIOYaAMH B ACHMMETPUYHBIX KPHIITOCHCTEMAX).
1.bnok ynpaBiieHHs — 3TO...

1) anmapaTHO peayM30BaHHAs IPOrpaMMa, YIIPABJISIONIAsT BEIYACIUTEIIEM

2) A3BIK OTIMCAHHS TAHHBIX

3)mporiecc OmpeNeNIeHNsT OTBEYaeT Ha TEKYIIee COCTOSHHE pPa3padOTKH
TpeOOBaHUSIM JAHHOTO JTara
2.BpiOepuTe NpaBUIBLHOE YTBEP)KICHHE B OTHOIICHWM MMU(GPOBAHUS JAHHBIX,
BBITMOJIHSICMOTO C IICJIBIO WX 3aIIHUTHI:

1) oHO oOecrieunBaeT MPOBEPKY LEIOCTHOCTH U MPABUILHOCTH JaHHBIX

2)oHO TpeOyeT BHHUMATCIIBHOIO OTHOIICHUS K IIPOIECCY YIpPaBICHHS
KJITI0YaMH

3) oHO He TpeOyeT OOJIBIIOr0 KOJUUECTBA CUCTEMHBIX PECYypCOB

4)oHO TpeOyeT nepeaaun Kiroua Ha XpaHCHHE TPETheH CTOPOHE
3. l'apanTupoBaHre HEBO3MOKHOCTH HECAHKITMOHUPOBAHHOTO N3MEHEHUS
uH(dOpMAIUH - 3TO:

1) oOecrieueHune 1EeI0CTHOCTH

2) obecrieueHHe KOH(MUICHIIMATLHOCTH

3) obecrieucHue ayTCHTH(DHUKAIIH

4) obecnieuenue mudpoBaHUs

Tema 5. «uiekTpoHHAst HUGPPOBasi MOAMUCHY.

1.DJIeKTPOHHOM MOAIUCHIO HA3BIBAETCSL. . .
1) nprcoerHAEMOE K TEKCTY €ro Kpunrorpapuueckoe npeodpazoBaHme
2) TeKCT



3) 3ammQpoBaHHBII TEKCT
2.Kakue pyHkuuu Beinouser JLIT?

1)momoraer rapaHTHUpPOBaTh, YTO MMOCTABUBIIMKA MOAMHUCH — TOT, KEM OH
SIBIISIETCS B ICWCTBUTEIHHOCTH

2) IOMOTaeT rapaHTHUPOBATh, YTO COACPIKUMOEC JJOKYMEHTA HE MEHSIJIOCh U HE
MOJ1JIEIBIBAJIOCH TIOCIIE BBOJIA ITM(POBOI MOIITUCH

3)noMoraeT JoKaszaTh JIFO00W W3 CTOPOH aBTOPCTBO IOJIMCAHHOTO
COJIEP>KHUMOT0;

4)Bce (PYHKIIMH, IEPSUYUCIICHHBIC BBIIIIE.
3.Kakas undopmarnus xpaaurcs 8 L11?

1) ums daitsia 3aKphITOTO KITF0Ya IMOAIHCH;

2) TOJIbKO MH(POPMAITHS O JIHIIe, COPMUPOBABIIIEM ITOIITHCH;

3) nata popmMupoBaHUS MOIIUCH, HH(OPMAIUS O JUIIE, CHOPMHPOBABIIIEM
MOJIMUCH ¥ UM (paiiyia OTKPHITOTO KITF0YA MOAIHUCH.

TecToBoe€ 3a/1aHKE BBINOJIHAETCS HA OTAEIBHOM JIUCTE. JIUCT MOANUCHIBAETCS
®UO, HOMEp TPYyNIIbI, HOMEP 3a4€THON KHUXKH, YKa3bIBAETCSI BAPUAHT T€CTOBOTO
3ananus. Huxe oOyuaromuiics ykaspiBaeT 1udpoit HoMep BOIpoca U psijioM CTaBUT
HOMEp IIPaBWJIBHOIO, HAa €ro B3IJIAJ, BapuaHTa OTBETa. 1€CTOBOE 3aJaHue
conepkut 20 BompocoB ¢ BapuaHTamu OTBeTOB. Ecim oOywarommiics 10 cradu
IIPENOAABATEN0 TECTOBOIO 3aJaHHsl M JIMCTa C OTBETAMM, CYUTAET, 4YTO HE
MPAaBUJILHO OTBETUJI HA TOT WJIM MHOW BOIIPOC TECTA, TO 3aUEPKUBAET MPEAbI YN
BapUAHT OTBETA M PSJIOM YKa3bIBaeT HOBBIN. 3a OMMOKY 3TO HEe cunuTaetcs. Bpems
NpoxoxaeHusa TecTupoBanusi 20 MuHyT. [locne OKOHUYaHUS BBIMOJHEHUS TECTOBOTO
3aJlaHrs 00y4aroluics cIaeT MPErno/1aBaTellto BApUAHT TECTOBOTO 3a/IaHUsI U JIUCT
C OTBETaMH.

Kpurepuu ouenku:
MakcuManbHOe KOJU4ecTBO 0anioB — 10 6ajuioB.
- 1-10 GamioB BhICTaBIsIETCA 00y4aeMOMY B 3aBUCHUMOCTH OT MPaBUIBHOTO
OTBETa Ha BOINPOCHI TeCTa. 3a OJWH MPABWIbHBINA OTBET 00y4YaeMblil moaydaet 0,5
Oasna.

JlaGopaTopHble 3a1aHUA

1. TemaTuka J1a00paTOPHBIX 3aJaHUI 10 Pa3aeaM U TeMaM

Paznen 1 TpaguumoHHbIE U KJIacCHYeCKHE METOAbI IIM(PPoBaHMS

Tema 1 «BBeneHue B Kpuntorpapuio»

Jlabopatopuoe padota 1 «IIporpammuas peanu3anus mudpa 3aMeHbI».
Pazpabdorka I[1O mmdpa 3amensl. Jlemmdpanus mmdporekcra. YacToTHBIN
KPUIITOAHAJIN3.

Tema 2 «IloHsAaTHE 0 TPAAMIMOHHBIX METOAAX IIU(PPOBAHUA

Jlabopatopnass  pabora 2  «['eHepupoBaHme W  TeCTHPOBaHHUE
NMCEBAOCAYYAUHBIX MUPPYOIIUX MnocjaeaoBaregabHocTen». Ilporpammuas
peanu3zanusa reaeparopa M-1mocie0BaTeIbHOCTH Ha OCHOBE TOJIMHOMAa 00paTHOM



cBsa3u. TectupoBanue M-nocnenoBarenbHocTy JiauHod N out (N < 10000) c
NOMOILBIO cEpHAIBHOIO TecTa. TecTupoBanre M-110CI€10BATENBHOCTH € IIOMOIIBIO
KOPPENSLUOHHOTO TecTa. TecTupoBaHME MCXOHOTO U 3amu(poBaHHOrO (haiina c
MOMOILBIO CTATUCTUYECKUX TECTOB.

Tema 3 «Kimaccnueckue meroabl M GppoBaHUD).

JlaGoparopuas pabora 3  «llludp Bukenepa». IlonyueHne HaBBIKOB
CO3aHMs 3alIU(PPOBAHHOTO COOOIICHMS MPHU MOMOIIU AJITOPUTMA IHPPOBAHUS
Buxkenepa.

Tema 4. «Crampapt mudpoBanus nanHbix DES (Data Encryption
Standard)».

Jlabopatopuass pabota 4 «Aaroputm mmppoBanuss DESy». ®Oynkuus
mmdpoBanus f st anroputma DES. ®opmupoBanue moakitouen 1isi anroputMa
DES.

Paznen 2 AcummerpuyuHoe mudpoBaHue

Tema 1 « KpunrocucreMbl ¢ OTKPBITHIM KJIKY0M))

Jlabopatopnass  pabora 1  «M3yyeHMe  TNPUHHUMIOB  PadoOTHI
ACHMMETPUYHBIX AJITOPUTMOB HHU(PPOBAHUA C OTKPBHITHIM KJIIOYOM).
Meroguka  co3maHusi ~ KOMOMHMPOBAHHBIX  aJTOPUTMOB  MIKU(pOBaHUS,
COBMEIIAKMIasl JOCTOMHCTBA METOJOB CHMMETPUYHON M aCUMMETPUYHOMN
Kpurnrorpaduu.

Tema 2 «OCHOBHBIE IOHATHUS TEOPUU YUCED)

Jlabopatopnasi pabora 2 «Aaroputm EBkauga». Co3ganme B MS Excel
«MaluHy» JUisi aBTomatuyeckoro Beiunciienuss HOJ nByx yucen mo aaroputMmy
EBxmmna.

Tema 3. «Aaroputm mudppoBanus RSA».

JlabopaTtopHass pabota 3 «ACHMMETPHYHBIH AJropuT™M MHU(pPOBaAHUA
RSA». Beruncnenne xmrouei. [ludpoBanme ¢ mNOMOMBIO 3THX KITIOYEH.

JemmdpoBanue.
Tema 4. «YnpaBJ/ieHHe KJII0YAMH B ACHMMETPUYHBIX KPUIITOCHCTEMAX).
JlaGopatopnass pabora 4 «ACHMMETPUYHbIe KPUITOCUCTEMBI.

HccnenoBanrie OCHOBHBIX XapaKTEPUCTUK arOpUTMa Mu(poBaHusl.

Tema 5. «uekTpoHHasi HuGpoBasi NOAMUCH.

JlabopatopHass pabota 5. «JaekTpoHHas uHudpoBas NOANUCHL Jb-
I'amans». MccnenoBanue mpoiiecca MOCTPOCHUST BJCKTPOHHOM MOJNMUCH DJib-
I"'amams.

Kpurepuu ouenku:

MaxkcumManbHoe KomdecTBo 0amtoB — 90 6amnos.

(U1 KaXK10T0 3a/1aHKs )

10 6. — 3a7aHUE BHITIOTHEHO BEPHO;

9-8 0. — TpW BBIMOJTHCHUHW 3a7aHUS OBUTM JOMYIICHHI HETOYHOCTH, HE
BIIMAIOIIUE HA PE3YJIbTAT;

7-5 6. — TIpy BBITIOJTHEHUH 3a/1aHUs1 OBUIH JIONYIIICHBI OITUOKH;

4-1 0. — npy BBIMIOJIHCHHUH 3a/IaHUs ObUTH JOMYIIEHBI CYIIECTBEHHBIC OIIIMOKHU.

0 6. — 3a/1aHKe HE BBIITIOJHEHO.




3 MeToau4YecKre MaTepHaJibl, ONpeaesaioniye nNpoueaAypbl OlleHUBaHUA
3HAaHUW, YyMEeHMI, HaBbIKOB M (WiM) omnbITa [JeATeJbHOCTH,
XapaKTepMU3yUMX 3Talbl pOPpMUPOBAHUSA KOMIETEHI NI

[Ipouienypsl OIICHUBAHUA BKJIIOYAIOT B CeOsl TEKyIIUA KOHTPOJIb H
MPOMEKYTOUHYIO ATTECTAIUIO.

Tekymmii KOHTPOJIb YCIIEBAEMOCTH MPOBOJUTCS C MCIHOJIH30BAHUEM
OIICHOYHBIX CPEACTB, MPEACTABICHHBIX B M. 2 JAHHOTO MPUJIOKEHUS. Pe3ynbTarsl
TEKYILIETO KOHTPOJISI JOBOJSITCS JO CBEIACHHUS CTYJIEHTOB JI0 MPOMEXYTOUHOU
aTTECTallUM.

DK3aMeH TMPOBOAMUTCS IO PACHUCAHUIO TPOMEKYTOUYHOM aTTECTaIlMH.
KomnuectBo BompocoB — 3 (2 —TEOpEeTHYECKHX BOIPOCAa M OJHO MPAKTHUKO-
OpPHEHTUPOBAHHOE 33/IAHUE).

Pe3ynbTaThl aTTECTAllMM 3aHOCSATCA B BEAOMOCTh U 3aYETHYIO KHUXKKY
crynenta. CTy/IeHThI, He TIPOLIEAIINE TPOMEKYTOUHYIO aTTECTAIUIO TI0 TpaduKy,
JOJKHBI JTUKBUIUPOBATH 3a/10JIKEHHOCTh B YCTAHOBJICHHOM TOPSI/IKE.



IIpunoxenue 2

METOINYECKHUE YKA3AHUS 110 OCBOEHUIO JUCIIUIIJIMHBI

VY4eOHBIM IIaHOM NIPETyCMOTPEHBI CIeIYIOIINE BUIbI 3aHATHI:

- JICKIUY;

- TabopaTOpHBIC 3aHATHS.

B Xone NeKIMOHHBIX 3aHATHM paccMaTpUBAarOTCS KpUNTOrpaduyeckue MeTOoJibl
3amuUThl  MTHPOpPMAIMK, MAIOTCA  PEKOMEHJAIMU ISl CaMOCTOSITENIbHOW paboThl |
HOJIrOTOBKE K JJAOOPATOPHBIM 3aHATHUSIM.

B xone n1abopaTopHBIX 3aHATHH yIIyOJISIOTCS U 3aKPEIUIAIOTCS 3HAHUS CTY/IEHTOB
N0 PpAIy PAcCMOTPEHHBIX BOMNPOCOB, PpA3BHBAIOTCS  HABBIKH MPUMEHEHUS
KpUNTOrpaduuecKUX MPOTOKOJIOB.

[Ipu moAroTOBKE K JTA0OPATOPHBIM 3aHATHAM KaXKIBIA CTYJCHT JOJDKEH:

— U3YYUTHh PEKOMEH/IOBAHHYIO YUEOHYIO JINTEPATYPY;

— U3YYUTb KOHCIEKTHI JIEKIIHIA;

— MOATOTOBUTH OTBETHI HA BCE BOMPOCHI IO N3yIaeMOU TEME.

B npomecce mnoArotroBku K J1a0OpPaTOPHBIM 3aHATUSM CTYJAEHTBI ~ MOTYT
BOCIIOJIb30BATHCA KOHCYJIbTALUAMU IPENOIaBaTEs.

Bonpocsl, He paccMOTpeHHbIE HA JIEKIHSX, JOJKHBI ObITh W3YYEHBI CTyACHTaMH
B XOJIe CaMOCTOSTEeNbHOU paboThl. KOHTpOas camocTosTenbHONH paboThl CTYJIEHTOB
HajJ Yy4yeOHOW mporpaMMol Kypca OCYHIECTBIsSE€TCd B XojAe 3aHsATuil. B xone
CaMOCTOSITETIHHOW pabOThl KaXKIBIA CTyAEHT OOs3aH MPOYNTATh OCHOBHYIO H TIO
BO3MOKHOCTH JIOTIOJIHUTENIBHYIO JIUTEpaTypy IO H3yyaeMoW TeMme, JIOMOJIHHUTH
KOHCTICKTHI JICKIIMH HEJOCTAIONIMM MaTepHaJIOM, BBIMACKAMUA W3 PEKOMEHOBAHHBIX
NEPBOMCTOYHUKOB. BBIIENINWTh HENMOHATHBIE TEPMHUHBI, HAWUTH WX 3HAYECHUE B
SHIMKIIONEINYECKUX CIIOBApSIX.

CTyneHT JODKEH TOTOBUTHCS K TMPEACTOSIIEMY JaOOpaTOPHOMY 3aHATHIO TIO
BCceM, 0003HAYEHHBIM B paboyeil mporpaMme AUCHUILUIMHBI BOIPOCAM.

JUJ1sl TIOATOTOBKH K 3aHATHUSAM, TEKYIIEMY KOHTPOJIIO U IPOMEKYTOUHOM aTTecTaluu
CTYICHTBI MOTYT BOCIIOJIB30BATHCS IEKTPOHHO-OMOIMOTEYHBIME CUCTEeMaMHu. Taxoke
oOyuJarolecss MOTyT B35ATh Ha JOM HEOOXOIMMYIO JIMTEparypy Ha aOOHEMEHTE
YHHBEPCUTETCKON OMOIMOTEKH MITH BOCIIOJIB30BATHCS YNTAIBHBIMH 3aJIaMH.
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