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OCHOBAHMHE
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1. HEJIX OCBOEHUSA JUCIHUTIINHBI

1.1|Pa3BuTHE TBOPYECKUX MOIXOA0B IIPH PEHICHUH CIOKHBIX HAyTHO-TEXHHIECKHX 3a/]a4, CBA3aHHBIX C obecredeHneM
KpuUnTorpahHyeckoi 3aluThl HHGOPMAIUY.

2. TPEBOBAHUSA K PE3YJbTATAM OCBOEHUS JTUCITUIIJINHBI

IIK-1:Cnoco6en pa3padaTeiBaTh NPOrpaMMHO-ANNAPATHBIE CUCTEMBI H KOMILIEKCHI o0ecneyennsi HHGpOpMaHOHHOI 0e30macHOCTH

B pe3yJabTaTe 0CBOCHUS ITUCHUITIHHbI 06yllalou1m‘zic51 JIOJIZKCH

3HaTh:

KpUNTOrpadhmIecKre MPOTOKOIBI, THITBI U BUIBI MIH(BPYIOMIUX IPe0oOpa3oBaHHMil; CYILIECTBYIOIINE METOIBI U CPEACTBA, IIPUMEHSIEMBIC /IS
KpHUNTOrpadhHuecKor 3auThl HHOOPMAIIMH; CHCTEMHBIE BOPOCHI KPUITOTPpahHIeCKOM 3aiThl HHDOPMAIMU; CHMMETPHIHBIN CIIOCO0
¢ poBaHus.(cOoTHECEHO ¢ HHAMKaTopom TTK-1.1)

YMeTb:

MIPOBOJIUTH aHAIN3 HHPOPMALIUH C LENbI0 BEIPAOOTKH M NPUHATHS PEIICHUI U Mep 10 00eCIIeueHNI0 KPUITOTrpadhUueCcKoi 3aIUThl
uHpopmanuu 1 3G HEKTHBHOMY UCIIOJIB30BAHUIO CPEICTB OOHAPYKEHHS BO3MOXHBIX KaHAJIOB B3JIOMa IU(GPTEKCTOB, MPEICTABIISIOIINX
rOCyIapCTBEHHYIO, BOCHHYIO, CITy)KeOHYIO I KOMMEPUECKYI0 TaliHy.(cooTHeceHo ¢ uHaukaTopom [1K-1.2)

Baagers:

HaBBIKAMH [IPUMEHEHUS KPUIITOrPahHIECKHUX IIPOTOKOIOB(COOTHECEHO ¢ nHAnKaropom [1K-1.3)

3. CTPYKTYPA U COAEP KAHUE JTUCIIUIIJIMHBI

Kox HanmeHoBaHue pa3/e10B H TeM /BH] 3aHATHSA/ Cemectp / | Hacos Komneren- JlutepaTtypa
3AHATUS Kvne nuu
Paznen 1. TpagunuoHHble U KJIaccHyecKHe METOIbI
mudpoBaHus

11 Tema 1 "BBenenue B kpunrorpaduio”. Beeaenue. Vcropus 1 2 [K-1 JIL.1J11.2 J11.3
passutus kpunrtorpadun. OCHOBHBIC TOHATHS U JI1.4J12.2 J12.3 J12.4
OINpeNeNeHusl. J12.5
/JTex/

1.2 Tema 1 "Beenenue B kpunrorpaduio". [Iporpammuas 1 2 IK-1 JI1.1J11.2J11.3
peanusanus mudpa 3amensl. Pazpadotka 1O mudpa 3ameHsI. JI1.4J12.2 J12.3 J12.4
Hemudpanus mmpporexcra. YacTOTHBIM KPUITOAHAIIN3 C J12.5
ucnosb3oBanuem LibreOffice /JTa6/

1.3 Tewma 1 "Beenenue B kpunrorpaduio”. [IporpamMmuas 1 2 IK-1 JIL.1J11.2 J11.3
peanuzanus mwudpa 3amensl. Pazpadotka 10 mudpa 3ameHs. JI1.4J12.1 J12.2 J12.3
Hemmdpanus mmpporexcra. YacTOTHBIN KPUNITOAHATHN3 C J12.4 J12.5
ucnosnp3oBanuem LibreOffice /TTp/

14 Tewma 1 "Beenenue B kpuntorpaduro”. Hcropus 1 10 TIK-1 JIT.1J11.2 J11.3
Kpunrorpaduu. JTarnsl pa3BUTUSI KPUIITOJIOTHHU U €€ JI1.4J12.1 J12.2 JI2.3
OCHOBHBI€ MOHATHS U onpeaeseHus. Poinbs MmaTemMaTuku B J12.4 J12.5

Pa3BUTHU METOJIOB 3aUThl HHPopMaimu. CMexHbIe 001acTH
kpunrorpadun. OCHOBHAS KIACCU(DUKAIIHS KPUIITOCHCTEM.

/Cp/

15 Tewma 2 "TlonsTHE O TPAAUIIMOHHBIX METOIAX ITU(PPOBAHUS". 1 2 TIK-1 JI1.1 J11.2 JI1.3
Mogens TpaguioHHoro mudposBanus. TpeboBaHUS K JI1.4J12.1 J12.2 J12.3
kpunrorpaduueckum cucreMmam. Kpatkue cBeaeHus o J12.4 J12.5

kpunToananuse. Knaccuduxaiys MeTo0B
KPHUNTOTpaIECKOro 3aKPHITHI HHpopManui. /JIex/

1.6 Tewma 2 "TlonsTHE O TPAAUIIMOHHBIX METOIAX ITU(PPOBAHUS". 1 2 TIK-1 JI1.1 J11.2 JI1.3
I'enepupoBaHue 1 TeCTUPOBaHKE IICEBAOCITYyYaHBIX JI1.4J12.1 J12.2 J12.3
mmmdpyronmx nociaenoparebHocteit. [lporpaMmmuast J12.4J12.5

peasnu3arus renepaTopa M- mocneoBaTenbHOCTH Ha OCHOBE
MOJIMHOMA 00paTHOM cBsi3u. TecTupoBaHHeE
M-nocnenoparensHocT yiuHOH N 6ut (N < 10000) ¢
MTOMOIIIBIO CEPUATBHOTO TecTa. TecTUpOBaHUe

M-110CITe TOBATETBHOCTH C MTOMOIIIBIO KOPPEISITHOHHOTO
Tecta. TecTUpoBaHKE UCXOTHOTO | 3aluppoBaHHOTO (haiina ¢
MTOMOIIBIO CTATUCTHYECKHUX TeCTOB. /JIab/




1.7 Tema 2 "[loHsATHE O TPaJULMOHHBIX METOAAX MH(poBaHus". [K-1 JIL.1JI1.2 J11.3
Kpunroananu3 TpauIIHOHHBIX alrOpuTMOB. KoadduuueHr JI1.4J12.2 J12.3 J12.4
aBTokoppesiuuu. Kputepwuii x*2. CaoiicTBa mudpyromei J12.5
KJIFOUEBOW MOCIIE0BaTEeIbHOCTH. M-TI0C/IeI0BaTEIbHOCTb.

/Cp/

1.8 Tema 3 "Knaccuueckue MeTo bl IUPpOBaHUs". IK-1 JI1.1J11.2 J11.3
Mownoandasurasie mudpsl. [onmuandasutaeie mmdpsl. JI1.4J12.1 J12.2 J12.3
Poropusie mudpoBanbHbIe MaIIMHBL. METOAB IEPeCTaHOBKH. J12.4 J12.5
Bnounbie mmdpsl. PexxuMbl npuMeHeHust 0JI04HBIX MIHGPOB.

Komnozummu (komOuHamn) mudpos. /JIex/

1.9 Tema 3 "Knaccuueckue metos mudposanus. [udp IK-1 JI1.1J11.2 J11.3
Bmxenepa. [lonyueHne HaBBIKOB CO3/1aHUs 3aIM(PPOBAHHOTO JI1.4J712.2 J12.3 J12.4
COOOIEHNS IPU MOMOIIN aJTrOpPUTMa IH(POBaHUSL J2.5
Bwxenepa. /J1ab/

1.10 Tema 3 "Knaccuueckne MeTopl UppoBanus". AITOpUT™M IK-1 JI1.1J11.2 J11.3
Ie3aps. CexperHas cucrema "Pyoukon. Cxema no6a04HoM JI1.4J712.2 J12.3 J12.4
TIOZCTaHOBKHU N-OMTOBEIX OsokoB. udp daiicrens. Hludp J12.5
Ineiidetiepa. udp Xunna. /Cp/

111 Tema 4 "Cranpapt mmdposanus aaaaeix DES (Data IK-1 JIL.1J11.2 J11.3
Encryption Standard)". Mictopus co3manus ctanaapra. J1.4J122J12.3 J12.4
Crpykrypa DES. Jlemn¢ppoanue DES. Pesxumer DES. J12.5
AnmapartHsie U TporpaMMHsbIe peanu3anuu DES
/JTex/

1.12 Tema 4 "Cranpapt mndposanus ganueix DES (Data [K-1 JIL.1J11.2 J11.3
Encryption Standard)". Anropurm mmgposanus DES. JI1.4J12.1 J12.2 J12.3
Oynkuust mmbposanus T ast anropurma DES. J12.4J12.5
dopmupoBanue noakiouei s anropurma DES.  /J1a6/

1.13 Tema 4 "Cranpapt mndposanus ganueix DES (Data [K-1 JIL.1J11.2 J11.3
Encryption Standard)". Cxema anroputma. HauamsHas JI1.4J12.1 J12.2 J12.3
nepecranoBka. [IpeoOpazoBanus kitova. [lepecraHoBKa ¢ J12.4 J12.5
pacmmpenneM. [ToncraHoBKa ¢ TOMOUIBIO S-0JIOKOB.

IepecranoBka ¢ moMoIb0 P-6110k0B. 3akmounTensHas
nepecranoBka. Jlemmdppoanue DES. /Cp/
Paznen 2. AcummerpuyHoe mudpoBanue

2.1 Tema 1 "Kpunrocuctemsl ¢ OTKPHITEIM KirtouoM'. OOrmmast TIK-1 JIT.1 J11.2 JI1.3
cxema MHU(POBAHUS C OTKPBITHIM KIIFOYOM. DJICKTPOHHAS JI1.4J12.1 JI2.2 J12.3
dpoBast MOAMKCH M AYTEHTH(HUKALUS B KPUIITOCUCTEMAX C J12.4J12.5
OTKPBITHIM KJIF0YOM. OCOOEHHOCTH IPUMEHEHHUS
KPHIITOCHUCTEM C OTKPBITHIM Kito4oM. Kpunroananus cucrem ¢
OTKPBITHIM Kit04YoM. /Cp/

2.2 Tema 1 "Kpuntocuctemsl ¢ OTKPBITHIM KitodoM". M3ydenne TIK-1 JIT.1 J11.2 JI1.3
HPUHIUIOB PabOThl ACUMMETPUYHBIX aJITOPUTMOB JI1.4J12.1 J12.2 J12.3
M pOBaHKS C OTKPHITHIM KIFOUOM. MeToI1Ka CO3IaHus J12.4 J12.5
KOMOWHHMPOBaHHBIX aJITOPUTMOB MK (poBaHUs,

COBMENIAIONIAs JOCTOMHCTBA METOI0B CHMMETPUYHON H
acMMMeTpuYHON Kpuntorpaduu. /J1ad/

2.3 Tema 1 "KpunrtocucteMsl ¢ OTKpHITEIM KirouoM". [Ipobiembl IK-1 JI1.1J11.2J11.3
TPaIUIIMOHHOTO MKU(pPOBaHUS. AYTCHTUDHKAIIUS C JI1.4J12.1 J12.2 J12.3
UCIIOJIb30BaHUEM OTKPBITOrO Kitoda. Kpunrocucrema ¢ JI2.4 J12.5
OTKPBITHIM KITIOUOM: 3aliuTa U ayreHTudukanms. /IIp/

2.4 Tema 2 "OcHoBHbIE TOHATHUS TeopuH yucen'". Jlenurenu u TK-1 JIT.1JI1.2 J11.3
MPOCTHIC Yrcia. ApudMeTHKa B KJlaccaxX BEIUETOB. Teopema JI1.4J12.2 J12.3 J12.4
Oiinepa. JluckpeTHble T0rapuQMBL. JI2.5
/JTex/

2.5 Tema 2 "OcHOBHBIE IOHATHUS TEOPUU urcen". AITOPUTM IK-1 JI1.1J11.2J11.3
Esxinaa. Cosmanue B MS Excel «vamminy» ms JI1.4J12.1 J12.2 J12.3
aBTomaTtudeckoro Boruuciaenus HOJI nByx uucen no J12.4 J12.5

anroputmy EBxkiuna.  /Cp/




2.6 Tema 2 "OcHOBHbBIE TOHATHUS TeOpuH yrcen". Apupmerrnka B 1 2 [K-1 JIL.1JI1.2 J11.3
Kiaccax BerueToB. Anroput™m EBxnnaa. Jluckpernsie JI1.4J12.1 J12.2 J12.3
norapudmsl. /IIp/ J12.4J12.5

2.7 Tema 3 "Anroput™ mudposanus RSA". Ctpykrypa 1 12 [K-1 JIL.1J11.2J11.3
anroputMa RSA. BerurciurenpHas peaan3anus aropuTMa JI1.4J712.2 J12.3 J12.4
RSA. Kpunroananu3 anroputma RSA. JI2.5
/Cp/

2.8 Tema 3 "Anroput™ mudpoanus RSA". AcUMMETpUIHBIN 1 12 [K-1 JIL.1J11.2 J11.3
anroput™ mupposanust RSA. Beraucnenne kirouei. J1.4]12.2J12.3 J12.4
udposanue ¢ nomouIbio 3THX KiIto4el. Jemudposanue. JI2.5
/Cp/

2.9 Tema 3 "Anropurm mudposanuss RSA". Cxema PaiiBecra- 1 2 IK-1 JIL.1J11.2 J11.3
[Tamupa-Aiemana (RSA). KomrosenTtst cxembl RSA. JI1.4J12.1 J12.2 J12.3
Iudposanue u nemudppoBaHue. J12.4J12.5
Mp/

2.10 Tema 4 "YnpasieHue KIF04aMi B ACHMMETPUYHBIX 1 12 IK-1 JIL.1J11.2 J11.3
Kkpunrocucremax". Pacripenenenie OTKpBITHIX KIIFOUeH. JI1.4J12.1 J12.2 J12.3
Pacnipenenenne cekpeTHBIX KITIOUEH ¢ NCIOTB30BaHIEM J12.4 J12.5
KPHUIITOCUCTEMBI C OTKPBITHIM KiIrouoM. /Cp/

211 Tema 4 "YnpasieHue KIF04aMU B ACHMMETPUYHBIX 1 12 IK-1 JIL.1J11.2 J11.3
Kpunrocucremax". ACUIMMETPUYHBIC KPUIITOCUCTEMBI. JI1.4J12.1 J12.2 J12.3
HccnenoBanne OCHOBHBIX XapaKTEPUCTUK allTOPUTMA J12.4 J12.5
mpposanus. /Cp/

2.12 Tema 4 "YnpasieHue KIF04aMH B ACHMMETPUYHBIX 1 12 IK-1 JIL.1J11.2 J11.3
KkpunrocucreMax". MeTobl pactpeeieHus: OTKPBITHIX JI1.4J12.1 J12.2 J12.3
kiroueii. CepTuukaThl OTKPBITHIX KItOUeH. Pacnipenencnue J12.4 J12.5
CEKPETHBIX KIIFOUEH C TIOMOIIBIO CHCTEMBI C OTKPBITHIM
KirogoMm. /Cp/

2.13 Tema 5 "DnexTponHas nuudposas noamuce". TpeboBaHus K 1 2 IK-1 JIL.1J11.2 J11.3
IU(POBBIM MOJIHICAM U UX Kiaccubukanus. OCHOBHbIC J1.4J712.2 J12.3 J12.4
anroputMsl UGPOBLIX moanucei. /TIp/ J2.5

214 Tema 5 "DnextponHas nupoBas MOANKCh". DIEKTPOHHAS 1 5 IK-1 JIL.1J11.2 J11.3
mudposas noanuck Diab-I'amans. Mccnenosanue nporecca JI1.4J12.1 J12.2 JI2.3
MOCTPOCHUS 3JCKTPOHHOM moanucu Jib- [amans. /Cp/ JI2.4 J12.5

2.15 Tema 5 "DnexTpoHHas UppPOBast MOIHCE". 1 8 IK-1 JIL.1J11.2 J11.3
Henocpencreennas nudposas HOANUCE. ApOUTpakHAas JI1.4J12.1 JI12.2 JI2.3
U(POBAs OAMUCH. DISKTpOHHAs 1udposas nomnuck (DLIT) JI2.4 J12.5
Onb-I"amans. DnextponHas uudposas noantcs [HIHOppa.

Cranmapt DUII DSS. /Cp/
2.16 /Ox3amen/ 1 9 MK-1 JI1.1J11.2J11.3
JI1.4J12.1 J12.2 J12.3
J12.4J12.5

4. POHJ OOEHOYHBIX CPEJACTB

CTpyKkTypa u coepkanue QoHIa OLEHOYHBIX CPEICTB JIsl IPOBEJCHUS TEKYIIECH U MPOMEXKYTOYHOH aTTECTALUH MTPEICTABICHBI B
[Ipunoxenun 1 k paboyeil mporpaMme JUCHUILTAHBL.

5. YYHEBHO-METOIMYECKOE 1 TH®OPMAIIMOHHOE OBECHEYEHUE JUCHUIIIMHBI

5.1. OcHoBHas 1uTEpPaTYypa

ABTODBI, COCTaBUTEIHN 3arnaBue W3parensctBO, TO1 Komnma-Bo
JI1.1 |Coxkomos C. B., Kpunrorpaguueckas 3amura nHPoOpMamu: yaed. Pocroe v//1: 3n-Bo PTDY 66
Cepriennaos O. B., mocoOue ISt CTYZCHTOB BBICII. Y4e0. 3aBe/ICHH, "PUHX", 2011
Tumenko E. H. oOyyJaronuxcs Mo Harp. noarot. "MHpopMm.
0e301MacHOCTh"
JI1.2 |PomanbkoB B. A. Anrebpaundeckast KpUITOrpahust Omck: OMckuit http://biblioclub.ru/index.

roCyIapCTBCHHBIH
yHuBepcurert, 2013

php?
page=book&id=238045
HEOTpaHHYCHHBIN OCTYI
JUISL 3aperuCTPUPOBAHHBIX
MOJIb30BaTelIeh




ABTOpBI, COCTaBUTEIH 3arnaBue W3narenbcTBO, TOX Komma-Bo
JI1.3 [Koros, 10. A. Kpunrorpaduueckue merozs! 3aiutsl napopmanui. |HoBocubupck: http://www.iprbookshop.
Crannapraeie mmdpsl. Ludpsr ¢ OTKPHITHIM Horocubupckuii ru/91227.html
KITFOYOM: y4eOHOe mocooue roCy/IapCTBEHHEII HEOTPaHHYCHHBIN TOCTYI
TEXHUYECKUH yHHBepcUTeT, |MWIA 3apETHCTPUPOBAHHBIX
2017 T0JIb30BaTeNei
JI1.4 |[Koros, IO. A. Kpunrorpaduueckue Meroas! 3amuTsl naGopmanui. |HoBocubupck: http://www.iprbookshop.
[udpsr: yaebHOE mocodue Hosocubupckuii ru/91377.html
FOCy[[apCTBeHHBIﬁ HeOFpaHPI‘{eHHBIfI JOCTYII
TE€XHUYECKUH yHUBEpCUTET, |/ 3apErHCTPUPOBAHHBIX
2016 ToJIb30BaTeNei
5.2. lonoHuTeIbHAS JIUTEPaTypa
ABTODBI, COCTaBUTENHN 3arnaBue W3narenbcTBO, TO Konnu-Bo
JI2.1 |PrrrenxoBa O. WndopmarmonHast 6€301macHOCTE: KypHAIT Mocksa: 'POTEK, 2012 https://biblioclub.ru/inde
x.php?
page=book&id=211299
HEOTPaHUYEHHBIN TOCTYTI
JUTS 3apETUCTPUPOBAHHBIX
T0JIb30BaTeNei
2.2 Kpunrorpadudyeckue MeTos! 3amutsl nHGopmanun: |Craspormois: CeBepo- https://biblioclub.ru/inde
11abopaTOPHBII MPAKTUKYM: IIPAKTHKYM Kagkasckuit denepanbHblid x.php?
yrmsepcuter (CKDY), 2015 | page=hook&id=458059
HEOTPaHWYEHHBIN JOCTYII
JUTS 3apETUCTPUPOBAHHBIX
T0JIb30BaTeNei
J2.3 |Ans6o0B A. C. KBanToBast kpunrorpadus Canxr-IlerepOypr: Crpara, | http://biblioclub.ru/index.
2015 php?
page=book&id=477631
HEOTPaHWYEHHBIN JOCTYII
JUTS 3aPETUCTPUPOBAHHBIX
oJib30BaTeneit
J12.4 |CwmupHos, A. 3., TpakTHKyM MO BBIIOJHEHHIO Ja00paTopHbIX pabot no|Mocksa: MOCKOBCKUI http://Amww.iprbookshop.
IMoxomapésa, 0. A. muctuniuae Kpunrorpadudeckie METOABI 3aIIUTE | TEXHUYECKHI YHUBEPCHTET ru/61738.html
I/IHq)OpMaHI/H/I CBSI3U U I/IH(pOpMaTI/IKI/I, 2015 HCOFpaHHqCHHLIﬁ JOCTYII
JUTS 3apETUCTPUPOBAHHBIX
oJib30BaTeneit
JI2.5 |llenyxwusn, O. U. Y4eOHO-METOANIECKOE TIOCOOUE MO BHIMOIHEHUIO MockBa: MoCKOBCKHUIA http://Amww.iprbookshop.
KYpCOBO# pabOTHI IO TUCIUTLTIHE TEXHUIECKUIH YHUBEPCUTET ru/63335.html
Kpunrorpadudeckne MeToap! 3amuTel HHYOPMaKK  |cps3u u uHpopMaTuky, 2015 [ HEOTpaHHIEHHBIH 10CTYN
JUTS 3apETUCTPUPOBAHHBIX
oJib30BaTenei

5.3 TIpodeccuoHaibHbIe 6a3bl JAHHBIX U HHPOPMALIHMOHHbIE CTIPABOYHbIE CHCTEMbI

NCC "Koncynsrantllnoc"

NCC "Tapant" http://www.internet.garant.ru/

OBC «IPR Books» http://www.iprbookshop.ru/

Bbubmmoxiy6.py http://biblioclub.ru/

5.4. IlepeyeHs MPOrpaMMHOro odecreveHust

LibreOffice

5.5. Y4eOHO-MeTOANYECKHE MAaTePUAJIbI AJIsl CTYJEHTOB € OTPAHMYEHHBIMU BO3MOKHOCTAMM 310POBbS

[Ipu HE0OXOAMMOCTH TO 3asBICHHUIO OOYYAIOIIErocs C OTPaHWYEHHBIMH BO3MOXKHOCTSAMH 37J0POBbSI Y4eOHO-METOJHYECKHE MAaTepUalIbl
MPEJOCTABISAIOTCSA B OPMaX, aAalTHPOBAHHBIX K OTPAHUYEHUSM 30POBbS ¥ BOCTIPUATHS HH(OopMatuu. [1Jis JIWI ¢ HApYLUICHUSIMH 3pCHHUS: B
dopme aynnodaiina; B medaTHoi GopMe yBeNMUSHHBIM WpudTOM. IS T ¢ HApYIIEHUSAMHU ciyxa: B (hOpMe SIIEKTPOHHOTO TOKYMEHTA; B
nedaTHoi Gopme. 1Jist UL ¢ HAPYIICHUSIMH OTIOPHO-ABUIATEIBHOTO anmnapara: B GopMe 3JIeKTPOHHOTO IOKYMEHTA; B IeUaTHOH (opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCITUITJIMHBI (MOY JIST)

ITomemeHust sl BCEX BUAOB PabOT, MPEIyCMOTPEHHBIX YUSOHBIM [UIAHOM, YKOMIUICKTOBAHbI HEOOXOAUMOI CHIeHaIN3UPOBAHHON yIeOHOM
MeOesbI0 U TEXHUYECKUMHU CPEJICTBAMU O0Y4CHUS:




- CTOJIBI, CTYJIbS;

- IEPCOHANIbHBII KOMIbIOTED / HOYTOYK (IIEpEHOCHOIT);

- IPOEKTOP, 3KPaH / UHTEPaKTUBHAS JOCKa

JlabopaTopHBbIe 3aHATHS IPOBOATCS B KOMIIBIOTEPHBIX KJaccax, paboure MecTa B KOTOPBEIX 000pyI0BaHEl HEOOXOJMMBIMH JTULIEH3HOHHBIMHU
1/WIM CBOOOJIHO PaCIpPOCTPaHAEMbIMH ITPOTPAMMHBIMH CPEJICTBAMH U BBIXOZIOM B VIHTEpHET.

7. METOAUYECKHUE YKA3ZAHUA NJIAA OBYYAIOIAXCA 11O OCBOEHUIO JUCHHUIIVIMHBI (MOZY JIS)

Meroaudeckue ykazaHHs 110 OCBOSHHIO AUCIUIUIHHEI IpeacTaBieHb! B [Ipuioskernu 2 Kk pabouei mporpaMme AUCIUTUIHHEL




IHpuiaoxenue 1
®OH/J ONEHOYHbLIX CPEIACTB

1 OnucaHue nokasaresieil M KpUTepUeB OLleHUBAaHUS KOMIIETEHIIMHA HA Pa3/IMYHbIX
3Tanax ux GopMHpPOBaAHUS, ONMUCAHHUE IIKaJI OLleHUBAHUS

1.1 Iloka3aTenu u KPUTCPHUU OLICHUBAHHNA KOMHCTCHHI/IfIl

3VH, [Toka3zaTenu Kpurepun CpencrBa
COCTaBJIAIOIIHNC OLCHHUBAHUA OLCHNBAaHUA OLCHHUBAHUA
KOMIIETECHITUIO
IIK-1 - ciocoGen pazpadaTbiBaTh NPOrPAMMHO-ANNIAPATHBIEC CHCTEMbI M KOMILIEKCHI
ob0ecrieyeHusi HHPpOPMaALMOHHOM 0€301IACHOCTH
3: Kpunrorpaguueckue |3HaeT OCHOBHbBIE MOHATHS | cOopMHpOBaBIIEeCs T (Pazgen 1 Tema
IPOTOKOJIBI, TUIIBI U KPHUITOJIOTUH, TUIIBI U CUCTEMATUYECKOE 3 Bomnpoc 1-3;
BUBI U PYIOIIUX BUIbI I PYIOIIHUX 3HaHUE OCHOBHBIX Paszzen 2 Tema 2
npeoOpa3oBaHui; peoOpa3oBaHuUil; METOABl | TOHATUI Borpoc 1-3, Tema
CYLIECTBYIOILUE M CPEJICTBA, IPUMEHACMBIC | KPHIITOJIOTHH, THIIOB | | 5 gorpoc 1-3),
METO/Ibl U CPEJICTBA, s Kpunrorpadgudeckoi | BUIOB MU PYOMNX
HIpUMEHsIeMbIe IS 3alIUThl HH(OPMALIUH; npeoOpa3oBaHui;
Kpunrorpaduyeckoi CUMMETPUYHBIN CII0CO0 METO/I0B U CPE/ICTB,
3aluThl UHGopMalMY; | mU(poBaHUs IpU OPUMEHSEMBbIX IS
CUCTEMHBIE BOIIPOCHI MIOJITOTOBKE OTBETOB K Kpunrorpaduyeckon
Kpunrorpaduyeckoi TECTa U 3a4eTy 3alUThl HH(OPMaLIUK;
3alUThl UH(OPMALIH; CUMMETPUYHOTO
CUMMETPUYHBIN C1I0CO0 cnocob6a muppoBaHus
mudpoBanus.(cooTHECE IIPU OTBETE HA
HO C UHAMKATOPOM BOIIPOCHI TECTA U
ITK-1.1) 3ayera
VY: npoBOAUTH aHANIN3 aHAJIN3UPYET chopMHpOBaHHBIE J3 (Pazmen 1
uH(OpMaIUK C TETBI0 WH(OPMAIIHIO C LETBIO YMEHUS aHaIn3a J134);
BBIPAOOTKH U MPUHATHS | BBIpAaOOTKH U MPUHATHS uH(popManuu ¢ nenbio | 11033 (1-5)
peueHui u Mep 1o peuieHui u Mep 1o BbIPaOOTKH U
o0ecreyeHno o0ecredyeHno HPUHATHS peIIeHUH 1
KpunTorpaduueckoin Kpunrtorpaduueckoi Mep 110 00ECTIeUEHUI0
3alUThl UHQOPMAIMK U | 3aLIUTH HHQOPMAIUH U KpUnrorpaduueckon
¢ pexTuBHOMY 3¢ heKTUBHOMY 3alUThl HH(OpMaLUn
MCIIOJIb30BAaHUIO UCTOJIb30BAHUIO CPEACTB | M 3ppexTuBHOMY
CpEICTB OOHApYXEeHHsI | OOHAPYKEHHSI BO3SMOXKHBIX | HCIIOJIb30BAHUIO
BO3MO>KHBIX KaHAJIOB KaHaJIOB B3JI0Ma CpeACTB OOHAPYKEHUS
B3JIOMa MHU(QPTEKCTOB, | LIMPPTEKCTOB, BO3MOJKHBIX KaHaJIOB
IPEJICTaBIISIFOIINX IIPEICTaBIISIFOIINX B3JIOMa IU(PTEKCTOB,
roCy/IapCTBEHHYIO, roCy/1apCTBEHHYIO, MPEJICTaBIISIFOIINX
BOCHHYIO, CIIY>)KEOHYIO U | BOGHHYIO, CITY>KEOHYIO U rOCy/IapCTBEHHYIO,
KOMMEPYECKYIO KOMMEPUECKYIO TailHy IpH | BOEHHYIO, CIYKEOHYIO
TaliHy.(COOTHECEHO C BBITIOJTHEHUH 1 KOMMEPYECKYIO
unukaropom [1K-1.2) [ mabGopaTopHbIX 1 TalHy NpH
MPAKTUKO-OPUEHTHUPOBAHH | BHIIOJIHEHUH
bIX 3aJIlaHUI 71a0b0paTOPHBIX U
IIPAKTUKO-OPUEHTHPOB
AHHBIX 3aJaHui




B: HaBbIKAMU | aHAIU3UPYET chopmMHUpoBaBILIEECS JI3 (Pazmen 2
IIPUMEHEHUS JEUCTBYIOLIHUE CHCTEMAaTHYCCKOC J135);
KpUITorpaguyeckux HOPMAaTHBHBIE U BIIaJIcHUE HaBbIKamu | TI033 (1-5)

HpOTOKOJ’IOB(COOTHCCCH MCTOAUYCCKUEC NOKYMEHTBI | aHAJIM3a

(o)

I1K-1.3) J1a00paTOPHBIX U HOPMATHBHBIX U

¢ unaukaropoM | no K31 npu BelnonHEHUH | A€HCTBYIOLIUX

MPAKTUKO-OPUEHTUPOBAHH | METOAMYECKHUX
BbIX 3aJaHui nokymeHToB 1o K31
MIPU BBITIOJIHEHUN
71a00paTOPHBIX U
MPaKTUKO-OPUEHTUPOB
AHHBIX 3aJaHui

T — mecm, JI3 — nabopatopusbie 3aaanus, [1033 - npakTUKO-OPUEHTUPOBAHHBIC 33JIaHUS K 3a4eTy, D —
B0NPOCHL K IK3AMEHY

1.2 IIkanel oeHUBAHUS:
Tekylmmui KOHTPOJIb YCIIEBAEMOCTH M IMPOMEKYTOYHAS aTTECTAlUsl OCYIIECTBIAIOTCS B

paMKax HaKOIMUTEIbHOM 0aIbHO-PEUTUHTOBOM cucTeMbl o 100-0aibHOM 1mIKae:

84-100 6am1oB (OlIEHKA «OTIMYHO)

67-83 6amtoB (OIEHKA «XOPOIII0Y»)

50-66 6amioB (OLEHKA «YIOBIETBOPUTEIHHO)
0-49 6annoB (oLeHKA «HEYTOBIECTBOPUTEIHHO)

2 TumnoBble KOHTPOJIbHbIE€ 3aJaHUA WJIM HWHbIe MaTepuasibl, HE06X0AUMble AJIs
OLleHKM 3HAaHMH, YMEeHUHM, HABBIKOB U (MIH) omnbiTa JAeATeJbHOCTH,
XapaKTepu3ywINUX 3Tanbl (OPMHUPOBAHUSA KOMIETEHHUH B MpoLecce OCBOEHUS
00pa30BaTeJIbHON NPOrpaMMbl

Bomnpocs! k 3k3aMeny

1. Kpatkass xapakTepuCTHKa OCHOBHBIX 3TalloOB pa3BUTHUA «HAUBHOW» U
dbopmasibHON KpuTITOrpaduu.

2. Kparkas xapakTepucTuka OCHOBHBIX JTarllOB pa3BUTUS HAy4YHOU
Kpunrorpaduu.

3. CdopmynupoBarh OINpEACICHUS KPUMNTOJIOTUH, Kpunrorpadbuu u
KpunTtoaHain3a. OCHOBHBIE pa3/iesibl COBPEMEHHON KpUnTorpaduu.

4. OCHOBHbIE HaITPaBJICHUS UCIIOJIb30BAHUS COBPEMEHHOU KpUNTorpaduu.

5. ChopmynupoBaTh onpeieIeHUsI OCHOBHBIX MOHSTHN KpunTorpaduyeckon
3amuThl THGOpMALMK (KOHPUACHIIMAIBHOCTH, ayTEeHTUYHOCTH, ajipaBuTa, mudpa,
KJII0Ya, TAMMUPOBAHMS, UMUTO3AIIUTHI, KpUOTOrpaduueCKOM 3alUThI).

6. CpopmynupoBaTh onpeneseHruss OCHOBHBIX MOHSATHI KpUNTOrpaduuecKkoit
3amuThl MHGOpMalMK (3JIEKTPOHHOU (IIM(POBOIi) MOANKMCH, 3alIM(PPOBBHIBAHUS
JAHHBIX, PacIM(PPOBBIBAHMS JaHHBIX, JCHU(PPOBaHUS, MHU(PPOBAHUSA, TaMMBI
mudpa, CAHXPOTIOCHUIKH ).

/. Mopnenb TpaguIMOHHOTO IHdpoBaHus. JOMyIIeHUs O BO3MOMXHOCTAX
KPUINITOAHAIUTHKA.

8. OcHOBHBIE TpeOOBaHUS K KPUIITOCUCTEMAM.

9. CoBpeMeHHbIE TOKA3aTENN KPUIITOCTOMKOCTH. Y POBHU KPUIITOATAKH.

10. OcHOBHBIE HANPaBIEHNUS COBPEMEHHOTO KPUIITOAHAIH3A.

11. Kiaccupukauus MeTOO0B KpUNTOrpapuueckoro mnpeodpa3oBaHUs



uHopMauu.

12. OcHOBHBIE METOAbI CTATUCTUYECKOTO KPUIITOAHAIN3A MOHOAI(PaBUTHBIX
mQppoB.

13. MIudp Buxenepa: anroput™ mudppoBanus U emmppoBaHus; BAPHAHTHI
(dbopMUpOBaHUS KITIOUEH; OCHOBHBIE TJOCTOMHCTBA U HEAOCTATKH.

14. CtpykrypHas cxeMa U TMPHUHIMUI JAEHCTBUS POTOPHON MIM(POBATHHON
MAaIlUHBI.

15. OcHOBHBIE BHIbI MEPECTAHOBOYHBIX MIMU(PPOB; CIOCOOBI MOBBIIICHHUS UX
CTOMKOCTH.

16. Onpenenenue Omounoro mudpa. O6mas cxema 6J104HOrO MU(PpPOBaHUS,
O0COOEHHOCTH €€ MPAKTUYECKOr0 UCTIOIb30BaHMUS.

17. Tlonarus wupaeanpHOTO mKppa, muddy3uu u koHdby3uu. I[Ipumeps
npuMeHeHHs MeToaa auddy3uu.

18. IlpumeHeHue 0104HBIX MIU(POB B PEKUME FIEKTPOHHON KOJUPOBOUHOI
KHUTH.

19. IlpumeHenue Og0YHBIX MMHUEGPOB B PEXKHUME CLEIUICHUS OJIOKOB
mM(pPOBAHHOTO TEKCTA.

20. IlpumeHeHue OJOYHBIX IIM(PPOB B PEKUME OOPATHOM CBS3H IIO
m1(ppPOBAaHHOMY TEKCTY.

21. [IpumeHeHue 0JIOYHBIX MHUPPOB B peKUME OOPATHOU CBSI3U MO BBIXOY.

22. OcHOBHBIE METOJbl KOMMO3MIMHU MMHUPpoB. [Ipumepsbl KOMITO3ULIMIA
g pos.

23. OcHOBHbIE TpeOOBaHUs K CTaHAAPTY IIU(PPOBAHUS JAHHBIX.

24. Ctpykrypa anropurma DES. Anann3 ocobeHHOCTel 0JI0KOB HayaJabHON M
3aKJIFOYMTEIIBHOMN ITEPECTAaHOBOK.

25. OcHOBHBIE 3TaIbl MpeoOpazoBaHus Kitouei B anroputme DES.

26. AHanu3 CTpyKTyphl OJloKa TmepecTaHoBKU ¢ pacimmpenueM (E—06ioka) B
anroputme DES u ee ocobenHocTe.

27. AHanu3 CTpYKTYypbl MOJICTAHOBKH C MMOMOIIBbIO S—010Kk0B B anroputme DES
U €€ 0COOEHHOCTEM.

28. AHaM3 CTPYKTYphl MEPECTAHOBKU C MOMOIIBI0 P—0JI0KOB B ainroputMe
DES u cTpyKTYpHI ajlrOpuT™Ma €ro AeMmuPppOoOBaHHUSL.

29. TeopeTuueckasi CTOMKOCTb KpUNITOCUCTEMBI. HeoOxoanmoe 1 1ocTaTouHOoe
YCIIOBHE COBEPIIEHHON CEKPETHOCTH MH(pa, aHAIU3 Pa3MEPHOCTH COBEPILIEHHO
CEKpPETHOT0 KJI0Ya.

30. [IlIpakTuyeckass CTOMKOCTb KpPUNTOCHUCTEMBI M  MapameTpbl, €€
XapaKTEPU3YIOIIHE.

31. Knaccuduxarus anropuTMOB 110 CTENEHU UX CIIOKHOCTH.

32. IlpuHIMNO MOCTPOEHUS CXEMBI IINU(PPOBAHUS C OTKPBITHIM KITIOUOM.

33. [IpuHIMT TOCTPOCHUS CXEMBI MJICKTPOHHOM MUGPOBON MOIHCH.

34. IlpuHUMII TIOCTPOEHUS CXEMbl ayTeHTHU(UKAIMK B KPUIITOCHCTEMAX C
OTKPBITHIM KJITFOUOM.

35. IlpuHUMO TOCTPOEHUS CXeMbl MHUPPOBaHUS U ayTeHTU(UKAIUU C
OTKPBITHIM KJIFOYOM.

36. YcioBus NpUMEHEHHUsT KPUIITOCUCTEM C OTKPBITHIM KitouoM. [lonsiTue
OJIHOCTOPOHHEHN (QYHKIIUU.

37. OcHOBHBIE BU/Ibl KPUIITOATAK HA KPUIITOCUCTEMBI C OTKPBITHIM KIFOYOM.

38. CdopmynupoBaTh ONpeACICHHS HAWOOJBIICT0 OOIIETro ACIHTENIS U



B3aMMHO MPOCTBIX YHUCEI, OCHOBHYIO TeopeMy aprupMeTuku. Anroputm EBkinpa.

39. ChopmynupoBaTh ONpEETICHHs YUCE, CPABHUMBIX 1O MOJIYJIIO, BHIYETOB
1 KJIacCOB BbI4eTOB. CBOMCTBA CPAaBHEHUI IO MOIYJIIO.

40. Oynkmms Ounepa — OOmMMHA CIydaid, s MPOCTOTO YHCHA, IS
MIPOU3BEEHUS MPOCThIX yncen. PopMynHpoBKa TEOpEMBI Diliiepa U CIECACTBUE U3
Hee KaK OCHOBA MOCTpoeHus anroputma RSA.

41. Crpykrypa amropurma mu¢ppoBanus RSA. VYciooBus  ero
PaboTOCTIOCOOHOCTH U UX TEOPETHIECKOE 0OOCHOBAHHE.

42. Cxema popmupoBaHus KiIroue B anroputme RSA.

43. MeToapl BBIYMCIUTEIBHON peanu3anuu Mpoueaypsl mudpoBaHus /
nemmdpoBanus B anroputme RSA.

44. Meroapl BBIYUCIUTEIBHON peanu3aluud Mpoueaypbl (HOpMUPOBAHUS
KJIroueil B anroputme RSA.

45. OCHOBHBIE HAIIPaBIICHUS U METO/bI KpUIITOAHAIN3a anroputMa RSA.

46. MeTo/1bl NOBBIIIEHUSI KPUITOCTOUKOCTH anroputMa RSA.

47. Cxembl HEPAPXUYECKOT0 U JEUEHTPAIN30BAaHHOTO YIIPABJIEHUS KIIOYaMH B
CUMMETPUYHBIX KPUIITOCUCTEMAX.

48. Tumsbl ceaHcoBbIX KiMtouen. Cxema yIpaBlIeHUs] UCIIOJIb30BAHUEM KIIFOUEH
Ha OCHOBE YIPaBJISIOLIEr0 BEKTOPA.

49. OcHoOBHbIE C€MOCOOBI pACHPENEICHUS] OTKPBITHIX KIIOUEH. AJTrOpUTM
pacnpeneneHuss OTKPBIThIX KIIOYEH C UCIOJIb30BAHUEM aBTOPUTETHOI'O MCTOYHHUKA
OTKPBITBIX KIIFOUEH.

50. OcHOBHBIE CHOCOOBI pacHpeleNeHUs OTKPBITHIX KIIOUel. AJTOpUTM
pacnpeneneHuss OTKPBITHIX KJIIOYEH ¢ MCIOJb30BaHUEM CEPTU(MUKATOB OTKPBHITHIX
KIJIFOYEH.

51. Bo3moxkHoCcTH TM(POBBIX MOAMHCEH W TpeOOBaHMS K HHUM. AHaIMU3
MPEUMYIIECTB U HEAOCTATKOB HETIOCPEICTBEHHON U(POBOI OIIUCH.

52. OCHOBHBIE CXEMbI OPTaHU3AIUN apOUTPANKHONU IUPPOBOI TIOITUCH.

53. Opranmzanus uudpoBoit noamucu 1o cxeme RSA. Anamus ee
MIPEUMYILECTB U HEJOCTATKOB.

54. ®opmupoBanue b poBoi moamucH 1o anroputmy DSA.

55. [Ilpumepbl MNPOTOKOJOB B3aUMHOW ayTeHTHU(HUKAIMKM HAa OCHOBE
TPAAUIIMOHHOTO U(POBaHUS. AHAIU3 UX MPEUMYIIECTB U HEAOCTATKOB.

56. [Ilpumepbl MNPOTOKOJOB B3aUMHOW ayTeHTHU(HUKAIMKM HA OCHOBE
mUGPOBAHUS C OTKPHITHIM KIIFOYOM. AHAIIU3 UX MPEUMYIIECTB U HEJOCTATKOB.

57. IIpoTOKOJ OMHOCTOPOHHEH ayTeHTU(UKAIIMN HA OCHOBE TPAJAUIIMOHHOTO
mu@poBaHus. AHAIU3 €ro NPEeUMYILECTB U HETOCTaTKOB.

58. Ilpumepsl TPOTOKOJIOB OJHOCTOPOHHEH ayTeHTHU(UKAIMK HA OCHOBE
mUGPOBAHUS C OTKPBITHIM KIIFOYOM. AHAIIU3 UX MPEUMYIIECTB U HEJOCTATKOB.

TunoBble NPAKTUKO-OPUEHTHPOBAHHbIE 32JaHUS K 3a4YeTy

3apmanune 1. Omnpenenute kmoun wmmdpa Llezaps, ecnu H3BECTHBI
cieAyromas mapa OTKpbITBIH TekcT — mudporekcT: SABJIOKO — 31dYYY
(ucxonHbIN andasur:
ABBT IEEX3UNKIJIIMHOITPCTY ®XIUIIIHBIHIIOS)

3aganue 2. Ompenenute kimoun 1mmdpa Lle3aps, eciau U3BECTHBI
ciaeayoomas mapa OTKpBIThIM TekcT — mudporekct: I'PYIIA — IOJIOVYDI



(ucxoiHbIN andaBuT:
ABBI'IEEX3UUKIMHOITPCTY O XU BEIEIIOA)

3amanue 3. Onpenenute kaoun mmdpa Llesapsi, eciu u3BeCTHBI
cleAyroIIas mapa OTKphITeIN TekeT — mudpoTekct: BUHOI'PAJL —
HIAAEIDKID (ncxomubiii andaBur:
ABBIJIEEXX3UUKIMHOITPCTY O XITUIIIHBILIO )

3aganue 4. Onpenenure kaoun mudpa Lle3aps, eciam u3BeCTHBI
cieayromas mapa oTKpheITeId TeKeT — mudppoTekcet: ABPUKOC — JIMb®IIBD
(ucxomHbIN andaBuT:
ABBI'IEEX3UUKIMHOITPCTY @ XYL BEIIIOA)

3aganue 5. Pacmudpyiite coo01IeHue KKWILITBOBM,
sammdpoBanHoe mudpom Llezaps, ecinu U3BECTHO, UTO UCXOAHOE COOOIIEHNE
COCTaBJICHO u3 andaputa
ABBI IEEXSUUKIMHOIIPCTY XU BbIBOIOY. Otser 3ammumre
3arjJaBHbIMU PYCCKHUMH OykBamu 6e3 mpoOesoB

Karoun IJIdA IMPOBEPKHU MNPpaBHJIBHOCTHA BbIIIOJTHCHUSA
NMPAKTUKO-OPUCHTHPOBAHHOI'O 3aJaHUA

3aganue 1. 23
3aganue 2. 28
3amanue 3. 12
3aganue 4. 16
3aganue 5. KommnbroTep

Kpurepuu oueHuBanus:

- 84-100 6ammoB (OIEHKA «OTIUYHOY) - U3JI0KEHHBINH MaTeprai (GaKTHUECKH BEpeH, HAJTMUUE TITYOOKHX
MCUEPIIBIBAIOIIMX 3HAaHUH B 00beMe IMPONWIEHHONW MPOrpaMMbl JUCIUILIIMHBI B COOTBETCTBUH C TIOCTaBIEHHBIMU
IporpaMMoil Kypca HENsIMH M 3aJlayaMd OOYYeHWs; NpaBWIbHBIC, YBEPEHHBIC NEHCTBUS 1O NMPUMEHEHHUIO
MOJyYeHHBIX 3HAHMHA Ha MPAaKTUKE, TPAMOTHOE U JIOTMYECKH CTPOHHOE H3JI0KEHHE MaTepuala IpU OTBETE,
YCBOEHHE OCHOBHOW M 3HAKOMCTBO C JIOIIOJIHUTEIILHON JIUTEPATYPOH;

- 67-83 GamioB (OIEHKAa «XOpOIIO») - HAJMYUE TBEPABIX U JOCTATOYHO IOJIHBIX 3HAHUM B 00BbeMe
MPOMIEHHON NpPOTpaMMbl JHUCIUIUIMHBL B COOTBETCTBHHM C IEISMH OOYYCHHs, MPAaBWIbHBIC NEHCTBHUS II0
IPUMEHEHHIO 3HAHWH Ha MpaKTHKE, YeTKOe M3J0KEHUE MaTepualia, JONMYCKAIOTCs OTAEIbHbIE JOTHYECKHE U
CTHJIMCTUYECKHE TIOTPEIIHOCTH; YCBOCHA OCHOBHAsI JIUTEpaTypa, PEKOMEHIOBaHHas B pabodeil mporpamme
JTUCLUTUIMHBL,

- 50-66 6aToB (OIEHKA «YAOBIECTBOPUTEIHHOY) - HAJTMYNE OCHOBHBIX 3HAHWUH B 00beMe TIPOHICHHOTO
Kypca B COOTBETCTBHMHU C IIETSIMH OOYUCHHMSI, U3JI0)KEHHE OTBETOB C OTJEJIbHBIMU OLUIMOKAMH, UCTIPaBIECHHBIMU
MI0CJIE JTOTIOJTHUTEIBHBIX BOIPOCOB; BBHITIOJIHSIOTCS B IIEJIOM KOPPEKTHBIE MEHCTBUS 1O TIPUMEHEHUIO 3HAHUH Ha
MPAKTHKE;

- 0-49 GayoB (OICHKA «HEYIOBJICTBOPHTEILHOY) - OTBETHI HE CBSA3aHBI C BOITPOCAMH, HATMIHE TPYOBIX OIMOOK
B OTBETE, IEMOHCTPHUPYIOIIME HETOHUMAaHHUE CYITHOCTH U3JIaraéMoro BOIpPOca U HEyMEHHUe MTPUMEHATh 3HAHUS
Ha MPaKTHKE; OTCYTCTBHE YBEPEHHOCTH M HETOYHOCTH OTBETOB Ha JIOTIOJIHUTEIFHBIC i HABOISIIINE BOTIPOCH.

IIpumep Tecra

1. bBank TecTOB O MOAYJISIM M (WJIN) TeMaM

Paznen 1 « TpaguumoHHbIe U KJIacCHYeCKUe MeTOoAbI MG poBaHU )
Tema 1 " BBenenue B kpunrorpaguio "
1. Yro B mepeBojie ¢ IPEeUeCcKOro si3bIka 03HAYAET CIIOBO «KpUNTOTpadusi»?

1)  mudp



2)  TaWHOIHUCH
3)  mpeoOpa3zoBaHue
4)  pacmudpoBKa
2 . Korna B kpunTorpaduu cTaio HCIoIb30BaThCs aCHMMETPHYHOE IH(poBaHue?
1) B TiepBoi mojoBuHe XIX
2)  BO BTOpOU MoJjoBuHEe XIX
3) B HepBol MoJOBHHE XX.
4)  BO BTOpOI MosloBUHE XX
3. Kak Ha3bIBaeTCs1 COBOKYITHOCTh 3apaHee OTOBOPCHHBIX CIIOCOOOB MPe0Opa3oBaHUs HCXOTHOTO
CEKPETHOTO COOOIICHUS C TISTbIO €r0 3aIlUThI?
1)  amroputm

2) K04
3)  IpPOTOKOI
4)  mudp

Tema 2 «IloHsiTHe 0 TPAAUIMOHHBIX MeTOAAX IIM(POBAHUSN.
1. [lIudposanue — 3710...
1) croco0 M3MEHEHUs COOOIIECHUS WK APYTOro JOKYMEHTa, 00ecriednBaroIee
HCKaXEHHUE €T0 COJICPKUMOTO.
2) COBOKYITHOCTh TEM WJIA MHBIM CIIOCOOOM CTPYKTYpPUPOBAHHBIX JTaHHBIX U
KOMIUIEKCOM alMapaTHO-MPOrPAMMHBIX CPEJICTB
3) yaoOHas cpejia Jis BBIYMCICHUSI KOHEYHOTO MOJIh30BaTENs
2 . Kak Ha3bpIBaeTCsi COBOKYITHOCTh 3apaHee OTOBOPEHHBIX CIIOCOOOB MPe0Opa3z0BaHUs
HCXOJHOTO CEKPETHOT'O COOOIIEHUS C LIEJIbIO €ro 3alUThI?
1)  anroputm

2) K09
3)  IpOTOKOI
4)  mudp

3. Kak Ha3pIBaeTCst cOOOIICHHE, TOTYYCHHOE TOCIIC MPEe0Opa30BaHMs C UCIIOIh30BAaHUEM
mroboro mudpa?

1)  3aKpBITBIM TEKCTOM

2)  AMUTOBCTaBKOM

3)  KIH04YoM

4)  OTKpPBITBIM TEKCTOM

Tema 3. «Kinaccnueckue meToabl IIM(PPOBAHUS».
1. Kak Ha3bpIBaeTcsi «UCTOpUYECKUI» MHU(pP, B KOTOPOM Kaxkaasi OyKBa MCXOAHOTO TEKCTa
3aMeHsIach OyKBOM, CTOSIIIIEH HA HEKOTOPOe (PMKCHPOBAHHOE YHCIIO MECT Jaibliie B aadaBuTe, O
MPUMEHEHUU KOTOPOT0 UMEIOTCS JOKYMEHTAIbHbIE CBUACTEIHCTBA?

1)  mmdp Mapkosa

2)  mudp Lesaps

3)  mudp DHUrMa

4)  mudp broumka
2. CKOJbKO HCHOJB3YyeTCs KII0Yel B CHMMETPHUYHBIX KPUITOCHCTEMaX IS MMQpPOBaHUS U

nemudpoBaHus
1) 1
2) 2

3) 3



3. U3 ckonbku mociie1oBaTeIbHOCTEW COCTOUT paciin@poBKa TeKCTa 1o Tabnune Bikunepa

1) 3
2) 4
3) 5

Tema 4. «Cranpapt mugposanus nanubix DES (Data Encryption Standard)».
1./Ins1 wero ucnonws3oBaincs DES-anroputm u3-3a HEOOIBIIOTO pa3Mep KiIoda
1)  3aKkpeITHS KOMMEPUYECKOW HHPOpMAIHN
2)  muQpoBaHHS CEKPETHOU MH(POPMAIHH
3)  HeT NMpaBWJIBHOTO OTBETA
2.0OcHoBHbIe 00s1acTu pumMeHenus DES-anroputma
1)  XpaHCHHE JaHHBIX Ha KOMITBIOTEPE
2)  DJIEKTPOHHAs CHCTEMa IIaTeKeH
3) ayTeHTU(PUKAINS COOOIICHUN
3.Uem otnuuaercs 6mok-cxema anroputMma ['OCT ot 6:10k-cxembl DES-anropurma
1)  orcyTcTBHEM HAYaILHOW MEPECTAHOBKU M YMCIOM ITUKJIOB MIM(DPOBAHUS
2)  JUIMHOM KITtoYa
3)  meromom muQpOBaHUS

Paznen 2 «cAcumMMeTpu4HOe IIH(PPOBaAHHE)

Tema 1 « KpunrocucreMsl ¢ OTKPBITHIM KJIKYO0M)

1. Kak cBsi3aHbl KJIIOUU JPYT C IPYTOM B CUCTEME C OTKPBITHIM KIIFOUOM
1) MaTeMaTUYECKH
2)  JIOTHYECKH
3)  aIropuTMHYECKH

2. Kakue kI1t0ur UCnoJib3yI0TCsl B CUCTEMAX C OTKPBITHIM KIIFOUOM
1)  OTKpBITHIi
2)  3aKpBITHIH
3)  HET NpaBUJIBHOTO OTBETA

3. CKOJb KITFOYEH MCTIONB3YETCS B CHCTEMAaX C OTKPBITHIM KITFOUOM

1) 2
2) 3
3) 1

Tema 2 «OCHOBHbIE IOHATHSI TEOPUU YHCEID)
1.Kaxkoit octatok ot nenenus Ha 5 umeeT uncio 2437 x 578 — 1035 x 47334577
1)4
2) 3
3)1
4) 2
5)0
2.Haiitu octaTok npu aeneHuu Ha 9 yucna 65 6k , k € N
1) 7
2) 3
3)6
4) 1
5) 2
3.Pemenusimu cpaBrenus 339x = 452(mod7) ABasOTCS KIaCCh:



1) 6
2)5
3) 10
4) 2
5)4

Tema 3. «Aaropurm mudppoBanus RSA».
1.BepHbl 11 yTBEPKACHUS?
A) Anroputm mmudpoBanus RSA sBisercs NepBbIM aIrOPUTMOM C OTKPBITHBIM KJIHOYOM,
KOTOPBIN MOKET paboTaTh KaK B peKMME MIU(PPOBAHUS JAHHBIX, TAK U B PEKUME IEKTPOHHON
UG POBON MOJIMHUCH.
B) Hapexnocts anroputma mudpoBanus RSA oCHOBBIBaeTCA Ha TPYAHOCTH (paKTOpU3AIUU
OOJIBIIIUX YUCEI U BEIYUCIICHUS JUCKPETHBIX JOrapu(pmMoB B KOHEUHOM MOJIE.
[TonGepute NpaBUILHBIN OTBET.

1) A—pga, B—na

2) A—na, B—mHer

3) A —mert, B—mner

4) A —mner,B-na
2.Ilyctb mosib30BaTeNbh A X0U€T NepenaTh moyb3oBatento b coobmenne m=10, 3amudpoBaHHoe
¢ nomouipto anroputMa RSA Tlonb3oBarens b umeer cinenyromue napamerpsl: P=7, Q=11,
d=47. Berurucnure 3Haue€HUE ¢ 3aM(PPOBAHHOTO COOOIICHMUSI.

1) =53
2) c=H4
3) c=55
4)  ¢=56

3. [Ilycte monw3oBaTenb A XO4eT Tmepenatrh Mojp3oBaTento b coobmenne m=10,

3amu@poBanHoe ¢ noMouibio anroputMa RSA Ilonb3oBatens b nmeeT cienyroniye napaMmeTpsl:
P=11, Q=17, d=71. Beruucnure 3Ha4ueHuE C 3aIU(PPOBaAaHHOTO COOOIIICHHUS.

1) =173
2) c=175
3) c=155
4)  c=153

Tema 4. «YnipaBJieHre KJIOYAMH B ACHMMETPUYHBIX KPUIITOCHCTEMAX)).
1.biok ynpaBieHus — 3T0. ..
1) anmapaTHO peain30BaHHAs MIPOrpaMma, YIpaBJIsIoNias BHIYUCIUTEIEM
2)  S3BIK OTMHMCAHUS JTaHHBIX
3)  mpolecc OmpeieicHUs OTBEYACT HA TEKYIIee COCTOSIHHE pa3pabOTKH
TpeOOBaHUSIM JAHHOTO ATara
2. BoiOepute mpaBUIbHOE YTBEPXKIECHHWE B  OTHOIIEHMM IIUGPOBAHUS  JIAHHBIX,
BBITIOJTHSIEMOTO C IIENIBI0 WX 3aIIUTHI:
1) OHO 00€eCIeurBaeT MPOBEPKY IEJTOCTHOCTH U MPABUIBHOCTH JAHHBIX
2) OHO TpeOyeT BHHUMATEIHHOTO OTHOIIEHHUS K IPOIIECCY YMpPaBICHUS
KITFOYaMHU
3) OHO He TpeOyeT O0IBIIOr0 KOJINYECTBA CUCTEMHBIX PECYPCOB
4) OHO TpeOyeT nepeaur KIoya Ha XpaHEeHUE TPETheill CTOpOoHe
3. apanTtupoBaHre HEBO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO U3MEHEHHSI MH(POPMAILIUHU - ITO:
1) oOecrieueHue 1eJI0CTHOCTH



2) obecrnieyeHrne KOHPUAECHIIUATBHOCTH
3) obecrnieueHue ayTeHTU(DUKALINH
4)  oOecrieueHre MUGPOBAHUS

Tema 5. «uekTpoHHasi HUGPOBasT MOAMUCH.
1.OneKTpOHHOM NOIMUCHIO HA3BIBAETCHL. . .
1)  mpucoemuHsIEMOE K TEKCTY €ro KpHITorpaduieckoe mpeoopa3oBaHue
2)  TEKCT
3)  3ammdpoBaHHBIN TEKCT
2.Kakue ynkiuu Boinosuset D117
1) [IOMOTaeT rapaHTUpPOBaTh, YTO IOCTABUBIIMNA MOJNUCH — TOT, KEM OH
ABJIIETCS B M CTBUTEIBHOCTH
2) IIOMOT'a€T rapaHTUPOBATh, YTO COJAEPKUMOE TOKYMEHTA HE MEHSJIOCh U HE
HOJIJIBIBAJIOCH MOCJIE BBOJA LIU(PPOBOI moanucu
3) OMOraeT JOKa3aThb JO0OM W3 CTOPOH aBTOPCTBO IOJIMUCAHHOIO
COJIEPKUMOTO;
4) BC€ (DYHKIIMH, IEPEUUCIICHHBIE BBIIIIE.
3.Kakas undopmanus xpanurcs B SLII?
1) M4 (pailiia 3aKpbITOTrO KIIt0Ya MOANKCH;
2) TOJIbKO HH(pOpMaLU 0 JIHLe, CHOPMUPOBABIIEM MOIHUCH;
3) nata GopMHUpPOBAHUS MTOANKUCH, HHPOpMaLUS O JHIE, CPOpMUPOBaBIIEM
HNOJNUCH U UM (paiiyia OTKPBHITOTO KJIF0Ya MOJIHUCH.

TectoBoe 3amaHMe BBINOJHICTCS Ha OTACIbHOM maucte. JIuct moamuceiBaetcss PUO,
HOMEp TPYIIbI, HOMEP 3aUYE€THOW KHUXKKH, YKa3bIBA€TCSl BapUAHT TECTOBOTO 3ajaHusi. Huke
oOyyaromuiicst ykaspiBaeT Iu(poit HoMep BOMPOCa U PsAJIOM CTABUT HOMEP MPaBUIILHOTO, HA €r0
B3IJISI1I, BApUAHTA OTBETA. TecToBOE 3aaHue coaep:kuT 20 BOMPOCOB C BApUAHTAMU OTBETOB.
Ecnu oOydaronuiicss A0 ciadyu MpenojaBaTesilo TeCTOBOTO 3aJaHusi M JIMCTAa C OTBETaAMH,
CUMTAET, YTO HE MPABUIBLHO OTBETWJI Ha TOT WM HHOM BOINPOC TECTa, TO 3aYepPKUBACT
MpEABIAYINNA BapUAHT OTBETA U PAJIOM YKa3bIBa€T HOBBIN. 3a OMUOKY 3TO HE cunuTaercsa. Bpems
npoxoxaeHus tectupoBanusi 20 munHyT. [locie OKOHYaHUS BBINOJHEHHS TECTOBOTO 3aJaHUs
OOy4JaroIuiics CaeT MPEno aBaTeNi0 BApHAHT TECTOBOTO 3a/IaHUSI U JIUCT C OTBETAMH.

Kpurepum ouenkmu:
MakcuManbHOE KOIM4ecTBO OauioB — 10 6amios.
- 1-10 GanyioB BbICTaBiIsIETCS 00y4yaeMOMY B 3aBUCMMOCTH OT IpPAaBUJIBHOTO OTBETa Ha
BOIIPOCHI TECTa. 3a OAMH NMPaBUIbHBIN OTBET 0OydaeMslil nonyydaer 0,5 Oasia.

JlabopaTopHble 3a1aHusA

Paznen 1 TpaaguliuOHHBIE M KJIACCHYECKHE METOAbI IIU(POBAHUS

Tema 1 «BBenenue B Kpunrorpaduio»

JlabopaTtopuoe pabdota 1 «IIporpammuasi peanuszanusi mmdppa 3ameHb». Pazpadborka
[1O mmdpa 3amensl. Jlemudpanus mmpporekcta. HacTOTHBIN KpUNTOAHAINS.

Tema 2 «IloHsiTHE 0 TPAAUIIHOHHBIX METOAAX IIU(PPOBAHUA»

JlabopaTopHas pabota 2 «['eHepupoBaHHMe M TeCTHPOBAHHME IICEBAOCTYYaAHBIX
mndpyrommx NOCJIeA0BATEIbHOCTE. [IporpammHass ~ peanu3anusi  reHepaTopa
M-niocnenoBaTenbHOCTH Ha OCHOBE TOJMHOMA OOpaTHOM  CBA3M. TecTtupoBanue
M-niocnenoBarensHocTd ymmHOM N out (N < 10000) ¢ moMomipl0 CepuagbHOrO0 TecTa.



TectupoBanne M-1mocien0BaTENBHOCTH € OMOIIBIO KOPPEJSILIUOHHOTO TecTa. TecTupoBaHue
MCXOJHOI0 U 3aln(poBaHHOIO (haiiya ¢ MOMOLIbIO0 CTATUCTUYECKUX TECTOB.

Tema 3 «Kiaccuueckne MeToabl IM(ppoBaHUD).

Jlabopatopuass pabora 3  «IlIudgp Bukenepa». IlomydeHue HaBBHIKOB CO3MaHUS
3amu(pPOBAHHOTO COOOIIEHHS MPU TTOMOIIU alroputMa mudposanus Bukenepa.

Tema 4. «Cranpapt mudposanus 1anubix DES (Data Encryption Standard)».

JlaGopartopHas pabota 4 «Aaroput™m mupposanusa DES». Oynkuus mmdpoanus f s
anroputma DES. ®opmupoBanue noaxiaouen as anropurma DES.

Paznen 2 AcumMerpu4HoOe miu(ppoBaHue

Tema | «KpunrocucreMbl ¢ OTKPBITHIM KJII0YO0M))

JlaGoparopHass pabora | «M3yyeHme NPUHOMIOB PadoOTbl aCHMMETPHYHBIX
AJIrOpuTMOB IIU(POBAHUS C OTKPBITHIM KJIIY0M». MeToIMKa CO3/1aHNs1 KOMOWHUPOBAHHBIX
QITOPUTMOB  MM(POBaHUSA, COBMELIAIOMIAsl JOCTOMHCTBA METOJOB CHMMETPUYHON U
aCUMMETPUYHOM KpUnrorpagpuu.

Tema 2 «OcCHOBHbIE IOHATHSI TEOPHU YU CEID)

JlaGoparopHas padota 2 «Aaroputm EBkiamnaa». Co3ganue B MS Excel «mammunyy» aiis
apTroMarndeckoro Beraucienns HOJl nByx ducen o anroputMmy EBximmaa.

Tema 3. «Aaropurm mugpposanus RSA».

JlabopaTopHas pabora 3  «AcuMMeTpU4YHbIH ajgroputm mudpoBanus RSA».
Boeruucnenue knroueil. [lnppoBanue ¢ moMonibio 3Tux Kirouen. lemmdppobanue.

Tema 4. «YnpaBjeHHe KJIIOYaMU B ACHMMETPUYHBIX KPHUIITOCHCTEMAX)).

JlaboparopHass pabora 4  «AcCMMMeTpPHYHBbIe KpHUNTOCHCTeMbD». lVccrenoBaHue
OCHOBHBIX XapaKTEPUCTUK aJTOPUTMa HIUPPOBAHUS.

Tema 5. «QuexkTponHast nudpoBasi NOAMUCH.

JlabopatopHas pabotra 5. «JuaekTpoHHasi uudpoBasi mnoanuch Iiab-I'amansy.
HccenenoBanue npouecca NOCTPOEHUS JIEKTPOHHOM noanucy Dib-1"amans.

Kpurepuu oueHku:

MakcumanbHOE KOTU4ecTBO 0amioB — 90 6anios.

(A1 KaX0T0 3a/1aHMS)

10 6. — 3aaHKE BBIOJIHEHO BEPHO;

9-8 0. — mpu BHINOTHEHUH 3aJaHUS ObUIM JOMYIIEHBI HETOYHOCTH, HE BIIMAIOIINE Ha
pe3yIbTaT;

7-5 0. — npy BBINIOJIHEHUH 3a/1aHMsI ObUTH TOMYILEHbI OLUMOKY;

4-1 0. — pu BBINIOJIHEHUH 33JaHUS OBLIN TOMYIICHBI CYIIECTBEHHBIEC OIINOKH.

0 6. — 3a7aHKe HE BBIMOJIHEHO.

3 MeToauyeckre MaTepHasbl, onpejessiouiie Npoueaypbl OLleHUBAaHUS 3HAHMIA,
YyMeHHUI, HaBbIKOB U (W/IM) ONbITA AeATE/JbHOCTH, XapPaKTEPU3YIOLIUX ITambl
dopMupoBaHUA KOMNIeTEeHIUH

[Ipouienypbl OlLlEeHMBAaHUS BKJIOYAIOT B €0 TEKYIIUMHA KOHTPOJb U MPOMEXKYTOUHYIO
aTTECTAIHIO.

Texkymuii KOHTPOJIb YCIEBAEMOCTH NPOBOJUTCS C HCIOIB30BAHUEM OLEHOYHBIX
CPEICTB, MPEACTABJICHHBIX B M. 2 JAHHOIO NPWIOXKEHUS. Pe3ynbTarsl TEKYIIEro KOHTPOJISA
JOBOJATCS 1O CBEACHUS CTYJEHTOB J0 IPOMEKYTOUHOM aTTECTALIUH.

DK3aMeH MPOBOJUTCS 110 PACIUCAHUIO TPOMEKYTOUHON aTTECTALIMH.



KomnyectBo  BompocoB — 3 (2 —TeopeTMYECKMX  BOMpPOca M OJHO
PAKTUKO-OPUEHTUPOBAHHOE 3aaHUE).

Pe3ynbTaThl aTTeCTaIllMU 3aHOCSITCS B 3aUETHYIO BEJOMOCTh U 3a4€THYIO KHUXKKY CTYJEHTA.
CtyaeHTBl, HE TMPOIICANINE MPOMEKYTOUHYIO aTTECTallii0 MO TpaduKy CECCHH, TOJDKHBI
JUKBUIUPOBATH 33JJ0JPKEHHOCTh B YCTAHOBJICHHOM TOPSIIKE.



IHpuiaoxenue 2

METOINYECKHUE YKA3AHUA 11O OCBOEHUIO JUCIHHUTIJIMHBI

VY4eOHBIM IJIaHOM NMPEyCMOTPEHBI CIEYIOIINE BUIbI 3aHATUMI:

- JIeKIHH;

- 1a00paTOpHbBIE 3aHATHSL.

B Xxone neKUMOHHBIX 3aHATHUI paccMaTpUBAIOTCS KPUNTOrpaUUeCKUe METOJbl 3alUTHI
uHpOpMaIMH, JAIOTCSI PEKOMEHJALMH IS CAMOCTOSTENIbHOM padoThl ¥ MOATOTOBKE K Ja00PaTOPHBIM
3AHSTHSIM.

B xone mabopaTOpHBIX 3aHATUN YIIyOJSIOTCS M 3aKPEIUISIOTCS 3HAHUS CTYACHTOB MO PAILY
PaccMOTPEHHBIX BOIIPOCOB, Pa3BUBAIOTCS HABBIKM INPUMEHEHUSI KPUNTOIpadhuIeCKUX MPOTOKOJIOB.

[Tpu noaroToBKe K 1a00PATOPHBIM 3AHATHUSIM KaXKIbIi CTYAEHT JIOJIKEH:

— U3y4YUTh PEKOMEH/IOBAHHYIO Y4eOHYIO IUTEpaTypy;

— U3Y4YUTh KOHCIIEKTHI JIEKIIHIA;

— IOJrOTOBUTH OTBETHI HA BCE BOMPOCHI IO U3y4aeMOil TEME.

B mporecce moaAroroBku K J1a0OpaTOPHBIM 3aHATHUSM CTYAEHTBI MOTYT  BOCIIOJIB30BATHCS
KOHCYJIbTallMSIMU MTPETNOIaBaTEsl.

Bompockl, He paccMOTpeHHbIE Ha JIEKIUSAX, AODKHBI OBITh HM3yY€Hbl CTyJEHTaMU B
Xxone camocrosTenpHOW  paborbl. KoHTponp  camocTosATenbHON — paboOThl  CTYIAEHTOB  Haj
y4eOHOW TMporpaMMoi Kypca OCYIIECTBISETCS B XoAe 3aHATHi. B Xxome camoctoaTenbHOU
paboOTBl  KaxAblii  CTyAeHT  00sd3aH  NPOYUTaTh  OCHOBHYIO M 1O  BO3MOXXHOCTH
JOTIOJIHUTENBHYIO ~ JIUTEPATypy MO  M3y4aeMOM  TeMe, JOINOJHUTh  KOHCHEKTBHI JIEKIUI
HEJOCTAIOIMM MaTepualioM, BBIMUCKAMH M3 PEKOMEHJIOBAHHBIX MEPBOMCTOYHUKOB. BplienuTh
HENOHATHBIE TEPMMHBI, HAWTH HUX 3HAYEHHE B SHUUKIONEAUUYECKHUX CIIOBAPSX.

CTyneHT JOMKeH TOTOBUTHCA K IPEICTOSIIEMY J1a0OpaTOPHOMY 3aHSATHIO IO  BCEM,
0003HaYeHHBIM B pabouell mporpaMMe AUCIUIUIMHBI BOIPOCAM.

JU1sl HIOATOTOBKU K 3aHATHUAM, TEKYIIEMY KOHTPOJIIO M IPOMEXKYTOYHON aTTECTALMU  CTYAECHTHI
MOTYT  BOCHOJIb30BaThCA AJIEKTPOHHO-OMOIMOTEYHBIMU cHCTeMaMH. Takxke oOydaroumecss MOryT
B35Th Ha JIOM HEOOXOJAMMYIO JIUTEpaTypy Ha aOOHEMEHTE YHUBEPCUTETCKOW OMOIMOTEKH WU
BOCIIOJIb30BaThCS YNTAIBHBIMU 3aJIaMU.



