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KADE/IPA HNudopmannonnas 6e30macHoOCTb

PacnpenesieHne 4acoB JUCHHUILINHBI 110 ceMecTpaM / KypcaMm

Cemectp
(<Kypc>.<CemecTtp Ha 531 6@3.2)
Kypce>) Hroro
Henens 165/6 | 162/6
Bun 3ansaruii vio| pr| v | P | vim | PO
Jlexmu 161616 |16 |32 (32
IIpaxkTuueckue 16 (16 ({32 |32 |48 |48
Hroro ay. 32132148 [48 |80 |80
KonTtaktHas padota 3213248 |48 |80 |80
Cam. pabora 40 (40|60 |60 (100 (100
Yacel Ha KOHTPOJIb 36 (36 |36 |36
HUroro 72 (72 | 144 | 144 | 216 | 216
OCHOBAHMHME

YueOHbIH TUTaH YTBEPKIIEH YUEHBIM coBeTOM YHmBepcuteTa (mpotokoi Ne 9 ot 03.03.2026 1.).

[IporpamMmy cocraBmi(u): K.T.H., JoueHT, CeBactbsiHoB M. T.
3aB. xadenpoii: k.3.H., moreHt I0.B. Paguenko

Metonuveckuii coBeT: 11.3.H., mpodeccop E.H. Tumenko



1. HEJIX OCBOEHUSA TUCIUITJINHBI

1.1| IIpunoGpeTenue 3HaHMI B 0OmacTH HHPOPMAMOHHON OE30MTaCHOCTH M 3aIUTH HHYOPMAIINH 110 OPTaHU3AI[IOHHO-TIPAaBOBOM
3alIUTe KOMMEpPYECKOH, CIykeOHOH, mpodeccHoHanbHOW TaiHBL, NEPCOHANBHBIX MAaHHBIX; (OPMHUPOBAHHE YMEHUH U
IPaKTUYECKUX HABBIKOB 110 MPABOBOMY, OPraHU3ALIOHHOMY M TEXHHMYECKOMY OOECIICUCHHIO 3alMThl MH(GOPMALMU TIPU
pelIeHny 3a1a4 NpoheCCHOHANBHON eI TEbHOCTH.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUSA JUCHUIIJINHDBI

OIIK-3. cnocofeH pemaTh CTaHAApTHbIE 3a4a4d NPoGecCHOHATBHON NesiTeJbHOCTH HAa OCHOBe HH(OPMANMOHHOW M
ondimorpaduyueckoi KyJabTypbl ¢ NPpAMeHEHHeM HH(OPMAIOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHA M C y4eTOM OCHOBHBIX
TpeboBaHnii MH(POPMALIMOHHON 6e30MacHOCTH

B pe3ysibTaTe 0CBOCHHS JUCUMILIUHBI 00yYAIOIMIICS NOJIAKEH:

3HaTh:

- MOPUHOMIBL  PabOTBl  COBPEMEHHBIX TEXHONOrMi obecneveHns WHGOPMALMOHHONH O0€30MAaCHOCTH MpPU  PEIICHHH  3a/ad
poeCCHOHATTFHOM e TeNFHOCTH (CooTHECeHO ¢ nHankaTtopom OITK-3.1).

Ymern:

- pemlate CTaHOAPTHBIE 3aJadd TNPOQGECCHOHANBHOM NEATENFHOCTH C YYeToM TpeOOoBaHMI WH(MOPMAIMOHHON 0e30MacHOCTH
(cootreceno ¢ naankaropom OIIK-3.2).

Baanern:

- HABBIKAMH HCIIONB30BAHUS CIIOCOOOB M CPE€ACTB 3AIUTHI HHq)OpMaLII/IH Ipu pEHICHUU 3aaa4 HpO(bCCCHOHaHBHOﬁ JCATCIBHOCTH
(cootreceno ¢ unaukaropom OIIK-3.3).

3. CTPYKTYPA U COOEPKAHUE JUCHUITJIMHBI

Paznen 1. Cucrema 3amuTthbl JaHHbIX B Poccniickoii @enepaunu

Bua 3ansitus / Cemectp /| KonuuectBo
Ne HaunmeHoBaHHe TeMbl, KPAaTKOe codep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB

BBoanas nexuus. BaxkHocTh 3amuThl HHGOPMAIMU B COBPEMEHHOM MHpE.
1.1 . n - (opman . P P JIex1MoHHbIE 3aHATHSA 5 2 OIIK-3

KitroueBble IpUHLUIIBI 00ecTieyeH s HHPOPMAIMOHHON 0e30IacHOCTH

Bunsr wmHbOpManmum B 3aBHCUMOCTH OT €€ COAEpXKaHUS, IOCTYIIA.
1.2 A (bop Acp > AocTyna, JIeK1IMOHHBIE 3aHATHS 5 2 OIIK-3

oOuanarens
1.3 | OcHOBHBIE MOZIENH 3AIIUTHI HH()OPMALIH. JIexkIIMOHHBIC 3aHATHSA 5 2 OIIK-3
14 W3ydeHne OCHOBHBIX MOJOXKEHHH mo 3amure uHpopmanuu: Jokrpuna| CamocrosTenbHas 5 5 OIK-3
"' | uadopmarmonHoii 6e3onacHoct Poccuiickoit @enepanu. pabora

OcHoBHble mnonoxkeHns @enepanbHoro 3akoHa "OO uHpopManuy,

“HPOPMAMOHHBIX TEXHOJIOTHAX ¥ O 3amuTe nHpopmanuun" ot 27.07.2006

CamocrosiTesbHast

1.5 |N 149-®3. OcHoBHble HPUHLUNBI U TPEeOOBaHUS K CHCTEME 3alUThI aGora 5 4 OIIK-3

JTaHHBIX. p

Poyu 1 OTBETCTBEHHOCTD YYaCTHUKOB CHCTEMBbI 3aIIIUTHI JAHHBIX.

N . CamocrosiTesbHas
1.6 |Beinonaenue 3aganuii ¢ ucnonszosanueM LibreOffice. paGota 5 4 OIIK-3
Paznea 2.
OcHOBBI 321IMTHI HH(POBBIX JAHHBIX B KH0OEPIPOCTPAHCTBE
Bun 3ansitus / Cemectp /| KonmuectBo
Ne HaumeHnoBaHue TeMbl, KPAaTKOe colep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB

IlonsTHE M BUIBI yrpo3 MH(GOPMAIMOHHON 0€30MacHOCTH. YS3BUMOCTH.
2.1 ABL YT hopmar JIeK1IMOHHBIE 3aHATHS 5 2 OIIK-3

VYnpaBneHue ys3BUMOCTSIMHU.
2.2 | KomnbloTepHble ataku. Busl 1 kiaccupukanys KOMIIbIOTEPHBIX aTak. JlekunoHHbIE 3aHATHSA 5 2 OIIK-3
2.3 | Opranu3zanms naponsHOit 3amuThl. [laponsHble aTaky. JlexoHHbIE 3aHATHSA 5 2 OIIK-3
24 IIpoBepka HAaOEKHOCTH MApOJBHOW  3aIUTHl C  HUCIIOJB30BaHHEM [Ipaxtudeckue 5 8 OIK-3
’ BCTpoeHHbIX nHCTpyMeHToB Kali Linux. 3aHATHS

. IIpakTuyeckue

2.5 | W3yyeHHne OCHOBHBIX MHCTPYMEHTOB JUISl BBISABICHUS yA3BUMOCTEH. p SaHsTHS 5 8 OIIK-3
26 OCHOBHBIE THIBI yrpo3 W WX Kiaccuukanus. Yrpo3sl 0e30MacHOCTH CamocTosiTenpHas 5 5 OIK-3
" | obnaunbIx cepBuCcOB. pabora

Knaccudukanusa ys3BuMocTell. YA3BUMOCTH OIEPAIlMOHHBIX CHCTEM
2.7 b . y pant ’ CamocTosiTenpHas 5 2 OIIK-3

HPHIIOKEHUH.




CETeBOro 00OPYIOBaHUS U IPOTOKOJIOB. pabora
KomrmprotepHble aTaki Ha O€CIIPOBOAHBIE CETH U MOOMIIBHBIE YCTPOHCTBA.
CamMocTosTenbHast
2.8 | Araku Ha BeO-mpUIOKECHUS U 0a3bl TaHHBIX. aGora 5 2 OIIK-3
ATaxu Ha CHCTEMBI YIIPABJICHHSI JOCTYIIOM H ITApOJISIMH. P
N . CamMocTosTenbHast
2.9 | BeimonHeHue 3agaHuii ¢ ucroyb3oBanneM LibreOffice. pabora 5 4 OIIK-3

Pa3nen 3. KomnblotepHbie BUpycbl. OCHOBHBIE IPHHIMIBI 1eTEKTHPOBAHHS BPEIOHOCHOTO IPOrPaMMHOIO0 00ecreyeHust

(BIIO)

Buj 3ansitus /

Cemectp /

KosmuecTBo

Ne HauMeHoBaHHe TeMbl, KPaTKoe coepKaHne Komnerenuuun
) KP ep pa6otsl / popma ITA Kypc 4acoB n
Bunel u ucropus pa3sBUTHS KOMIBIOTEPHBIX BHpPYcoB. COBpEMEHHBIE
3.1 A p p p py P JIeKIIMOHHBIE 3aHATHS 5 2 OIIK-3
TEHACHLUH IPUMEHEHHS KOMITBIOTEPHbIX BUPYCOB.
IMpuHnun paboTel aHTUBUPYCHBIX NporpamM. CrocoOsl JeTeKTUPOBAHUS
3.2 PHHLWAT P Py porp A P JIeKIIMOHHBIE 3aHATUSA 5 2 OIIK-3
BpEOHOCHOTO IporpamMmHoro obecrieuenus (BI1O)
CamocrosiTesbHast
3.3 | BpemonocHoe mporpaMMHOe 0OecrieueHre U METO/IbI €r0 OOHAPYKEHHSL. pabora 5 6 OIIK-3
CurHaTypHbII aHAJIN3 M 9BPUCTUYECKUI aHaIu3 st oOHapysxenus BITO.
CamocrosTenpHas
3.4 | OGHapyXeHHue U yJaJeHHe PyTKUTOB U TPOSIHCKUX PO PaMM. aGora 5 4 OIIK-3
OOGHapyxeHHe U OIOKHPOBKA (DUIIMHTOBBIX aTaK. P
. . CamocrosTenbHas
3.5 |Beinonaenue 3aganuii ¢ ucnonszosanueM LibreOffice. paGota 5 10 OIIK-3
3.6 |IloaroroBka K MPOMEKYTOYHOM aTTECTALUH 3auer 5 0 OIlIK-3
Pa3;[e.11 4. Opraﬂmauuﬂ 3alHUTHI MEPCOHAJTBHBIX JAaHHBIX
Buj 3ansaTus / Cemectp /| KoamuectBo
Ne HanmenoBaHue TeMbl, KpaTKoe coepKaHue Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB
Iepconanbuble nanubie (I1[H). Bunbl, knaccudukanus nepcoHaIbHBIX
4.1 P A (I171n) BT Grxant P JIeKIIMOHHBIE 3aHATHSA 6 4 OIIK-3
JaHHBIX. [lopsnok o6paborku I1/H B MHGOPMAITHOHHBIX CHCTEMAX.
O6paboTKa MepCOHATBHBIX JaHHBIX: OCHOBHI U IIPAKTHKA OT3bIBA COITIACHS
[IpaxTHyeckue
4.2 |Ha 00OpabGOTKy NPEeKpaTUTh 0OPabOTKY CBOMX INEPCOHAJIBHBIX JAHHBIX Y SAHSTHS 6 4 OIIK-3
oneparopa [1/11.
OCHOBBI 3aKOHOJATENBCTBA O 3allUTE NEPCOHAIBHBIX NaHHBIX: IIpaBa
IpaxTyeckue
4.3 | cyObeKTOB MepCOHANbHBIX AaHHBIX.OTBETCTBEHHOCTh 3a HapyIICHHE saHsTHS 6 2 OIIK-3
3aKOHOJIATENILCTBA O 3ALIUTE NEPCOHANBHbIX JAHHBIX.
OOpaboTKa TIEpCOHANBHBIX JAHHBIX: TEXHHYECKHE MEphl  3allUTh
[Ipaxtuyeckue
4.4 | nmepcoHanbHBIX HaHHBIX. OCOOEHHOCTH 3aIUTHI NIEPCOHAIBHBIX JAaHHBIX B SaHsTHS 6 2 OIIK-3
PA3IHYHBIX OTPACISIX S9KOHOMUKH.
. . CamocrosiTesbHast
4.5 | BelmoaHeHHe 3aqaHuii ¢ ucnoabs3oBanueM LibreOffice. paGora 6 8 OIIK-3
Pa3gen 5. Opranusanus 3aiuThl HHGOpPManuy B HHPOPMAaLMOHHBIX CHCTEMAX
Buna 3ausitus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KpaTKoe coJep:kaHue Komnerenuun
pa6otsl / popma ITA Kypc 4acoB
5.1 | MHdopManmoHHbIE CUCTEMbI U OPraHU3aLMs 3alUThl HHOPMAMY B HUX. | JIeKIMOHHBIE 3aHATHS 6 2 OIIK-3
52 VipaBieHHe AOCTYNOM M KOHTPOJb aBTOPU3ALMH B HH(OPMAaIMOHHBIX IpaxTuueckue 6 5 OIK-3
) cucTeMax. 3aHATHSA
53 OcHOBHBIE =~ NpPUHIUIBL M METOABl  3allUTHl  HHpOpPMAIMU B IpakTuueckue 6 5 OIK-3
"~ | undopmanmonnsix cucremax. 3aHATHSA
54 ITporpamMmHbIe cpescTBa 3amuThl MHGOpManuu B HHGOPMAIMOHHBIX IpakTuueckue 6 5 OIK-3
) cUCTEMax. 3aHATHSA
55 OOyueHue InepcoHana M IIOBBILIEHHE OCBEIOMICHHOCTH B Bompocax| CamocTosTenbHas 6 3 OIK-3
"~ | uadopmannonHOi 6e30MaCHOCTH. pabora
Paznes 6. OcHOBBI KpUNITOrpadgpuyecKkoi 3alMThHI M OPraHU3aMA MCIO0JIb30BAHUS 3JI€KTPOHHBIX MOJMHUCEH.
Buna 3ansitus / Cemectp /| KonmmuectBo
Ne HaumeHoBaHMe TeMbl, KPaTKoe ColepiKaHue Komnerenuuu
pabotsl / popma ITA Kypc 4acoB
Meronsl M cpexncrtBa  KpunTorpaduueckod  3amuTbhl  MH(GOpPMALUH.
6.1 [IlpuHiunel  (yHKIMOHHPOBAHHS OCHOBHBIX  Kpunrorpaduueckux | JIeKIMOHHbIE 3aHATHS 6 2 OIIK-3
aJITOPHTMOB.
Onekrponnas noanuch (DI1). OcHorubie moustus u Buabl JI1. [Topsimox
6.2 |Bbiaun u nposepku OII. ocobennoctn npumenenust OI1 B anexrpoHHOM | JIeKIMOHHbIE 3aHATUS 6 2 OIIK-3
JOKYMEHTO00O0pOTe.
6.3 | Kpunrorpadguueckue INpoOTOKOIBI M MX IpUMEHEHHE.XDIHIUPOBaHUE U IIpaxTHyeckne 6 2 OIIK-3




111 (POBBIE MOITHCH. 3aHATHSA
6.4 FOpuanyeckue acneKTsl HCTIONB30BAHMUS dJIEKTPOHHBIX TOAMUCEH. [Ipaxtuyeckue 6 5 OIK-3
" | BezonmacHocTs XpaHeHUs M nepenayun Kiodel muppoBaHus. 3aHSTHS
Aytentudukanys W UISHTHQHUKAIMS B CHCTEMax C MCIIOJIb30BaHUEM
6.5 | ICKTPOHHBIX MOITHCEH. [Ipaxtuyeckue 6 5 OIK-3
"~ | YnpaBnenue kmouamm M cepTHHKaraMud B CHCTEMAaX C JIEKTPOHHBIMU 3aHSTHS
TOIIHCSIMU.
. . CamocTosiTenpHas
6.6 |Beinonnenue 3aganuii ¢ ucnonszosanueM LibreOffice. paGora 6 10 OIIK-3
Paznea 7. OcHOBBI 6€301aCHOCTH 00bEKTOB KPUTHYECKOM
HH(POPMaLMOHHON HHPPACTPYKTYPHI.
Bun 3ansitus / Cemectp /| KonmuectBo
Ne HaumeHoBaHHe TeMbl, KPAaTKOe coep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB
OObeKThl U CyOBEKTHI KPUTHYECKOW MH(POPMALMOHHON MHOPACTPYKTYPHI
7.1 | (KHN) Ipenbssnsemsle TpedoBanus k obecneuenuto 6e3onacnoctu KUU. | JlekiuonHsle 3ansTust 6 2 OIIK-3
IIposenenue kareropuposanust KMH.
TocymapcTBeHHass  cucreMa — OOHAapyKeHHsT M HPEAYyNPekICHHS
7.2 | xommpioTepHbix arak [ocCOIIKA. Ilenu wu 3amaun  [oCOIIKA.| JlekuuoHHBIE 3aHATHS 6 2 OIIK-3
TexHuueckoe OCHAICHUE U IIEPCOHAI.
73 3aKOHOAATENILCTBO M HOPMAaTHBHBIE aKThl B 001acTH 0e30MacHOCTH [Mpaxtryeckue 6 5 OIK-3
" | 0OBeKTOB KpUTHUYECKOH HHDOPMAIIMOHHON HHPPACTPYKTYPHI. 3aHATHS
74 Opranu3anMoHHbIE  Mepbl  0e30MacHOCTH  OOBEKTOB  KPHUTHUECKOM [IpaxTugeckue 6 5 OIK-3
) MH(POPMALIMOHHONH UH(PPACTPYKTYPBI. 3aHATHSA
75 MoHHUTOPUHT ¥ ayAUT  OE30MacHOCTH  OOBEKTOB  KPUTHYECKON [Ipaxtuyeckue 6 5 OIK-3
"~ | undopmanmonHoit uappactpykTypsl. 3aHSTHS
76 Mertoabl U cpencTBa 3amUThl 00BEKTOB KPUTHYECKOH HH(GOPMAIMOHHON [IpaxTuyeckue 6 5 OIK-3
" | undpacrpykrypsi. 3aHSTHS
o . CamocTosiTenpHas
7.7 | Bemmonnenue 3amanuii ¢ ucnons3oBanuem LibreOffice. paGota 6 10 OIIK-3
Pasnen 8. Opranuszanus aynura uHGOPMALMOHHOH 0€30NaCHOCTH
Buna 3ansitus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KpaTKoe coJep:kaHue Komnerenuun
pabotsl / popma ITA Kypc 4acoB
Aynut uHpopMaunoHHON OezonmacHOCTH. Buabl aynuta, npenHasHaueHue
8.1 |m ocobennHoctn nposenenus Aymura WB. Puck-menemxmeHT (Monens| JIEKIMOHHBIE 3aHATHS 6 2 OIIK-3
yrpo3). --
32 MeTo/bl M HHCTPYMEHTBI JUIsl aHAINW3a PUCKOB HH(POPMALMOHHBIX CHCTEM. [pakTHyeckue 6 2 OIK-3
| Coznanue Mozenu yrpo3 Ha IpeIIpHUsTHH. 3aHSTHS
[IpakTryeckue
8.3 | MOHUTOPHHT M ayauT 6€30MacHOCTH HH(POPMALIMOHHBIX CUCTEM. P SAHSTIS 6 2 OIIK-3
CamocTosiTenpHas
8.4 | MOHMTOPUHT U ayIuT 6€30MacCHOCTH MH()OPMALIMOHHBIX CHCTEM. pabora 6 4 OIIK-3
. . CamocrosiTenbHast
8.5 | BeimmonneHwue 3amanuii ¢ ucnonb3oBanueM LibreOffice. pabora 6 20 OIIK-3
Paznen 9. [IpomeskyTouHasi aTTecTALUS
Buj 3ansitus / Cemectp /| KoauuectBo
Ne HaumeHoBaHHe TeMbl, KPaTKoe CodepKaHue Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB
9.1 |IloaroroBka K MpOMEKyTOYHOM aTTeCTaLlUU DKx3amMeH 6 36 OIIK-3

4. ®OHJ OHEHOYHbBIX CPEACTB

CrpykTypa u coaepkaHue (OHAA OLEHOYHBIX CPENCTB A HPOBEACHMS TEKYLIEro KOHTPOJNS M TMPOMEXKYTOYHOH arTecTalnuu
npencrasieHsl B [Ipunoxennn 1 x pabodeit mporpaMMe TUCIUTLIHHBL

5. YYHEBHO-METOAUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. YueOHble, HayYHbIEe H METOAMYECKHE H3TAHUS

ABTODBI,
COCTaBHUTENU

3arnaBue WznarenscTBO, TOJI

Bubnuoreka /
Konuuectro




ABTODBI,
COCTaBUTEIU

3arnnaBue

I/I3I[3.T€HI>CTBO, rog

bubauoreka /
KomuecTBo

1 Pynenkos H. A.,
[Iponerapckuii A. B.,
Cwmupnosa E. B.,
CypoBoB A. M.

TeXHONOrUY 3alUTHI HHPOPMALIHH B
KOMIIBIOTEPHBIX CEeTAX: yueOHoe mocodue

Mocksa: HanmoHasbHbI
OTKpHITHIN YHUBEPCHTET
«MHTYUT», 2016

OBC «YHuBepcureTckas
O6ubIMoTEeKa OHJIANHY»

BectHuk MHCTHTYTa 3aKOHOAATENBCTBA U IIPABOBOM
nHpopManuy umean M.M. CriepaHCcKOro: KypHalI

Wpkyrck: UHcTUTYT
3aKOHOJATeNIbCTBA U
npaBoBoil nHGopMaruy,
2017

OBC «YHuBepcureTckas
OuOIMOTEKa OHJIANHY

3 Koganes /1. B.,
Bormanosa E. A.

HNudopmannonnas 6e3onacHoCTs: yueOHOE mocodne

PoctoB-Ha-/lony: FOxHbIH
benepanbHbIi
yuuBepcuret, 2016

OBC «YHuBepcureTckas
OuOIMOTEKA OHJIANHY

4 Karanosa, T. H., HudopmarmonHas 6€30MacHOCTh: 1a0OpaTOPHBIiA [Tepms: Ilepmckuit 9BbC «IPR SMART»
Tankuna, JI. C., MPaKTHKYM rOCYIapCTBEHHBIN
)K,Z[aHOB, P.A. r'yMaHHUTapHO-
TeAarornIeCcKuit
yHuBepcuter, 2018
5 [umos, A. K. Vrpasienue HHPOPMAIMOHHOH 630MacHOCTHIO: PocroB-Ha-/lony, Taranpor: 3BC «IPR SMART»

yaeGHOe mocobue

W3zparensctso KOxHOTO
(benepaabHOTO
yHuBepcutera, 2018

6 Ky6amresa E. C.,
Manamxkesnu U. A.,
Yekynaesa E. H.

HNudopmarnka U BEIYACIUTEIbHAS TEXHUKA.
HNudopmarmonnas 6e30nacHOCTh
aBTOMATU3UPOBAHHBIX CUCTEM: YUEOHO-
METOAMYECKOE TOCOOHE K TIPOXOKICHHIO
MPOU3BOICTBEHHON MPAKTHKHU: yueOHO-
METOANYECKOE Ioco0une

Womkap-Ona: [ToBomxckuii
roCyJIapCTBEHHBII
TEXHOJIOTHYECKHUH
yHuBepcutet, 2019

OBC «YHuBepcureTckas
OubnmoTeka oHIaANH)

BUT. buznec & MHdpopmannoHHbIe TEXHOIOTHH:
KypHAI

Mocksa: ITonoxeser u
maptaepsl, 2019

OBC «YHuBepcureTckas
OuOIMOTEKa OHJIANHY

5.2. IIpodeccuonanbHble 0a3bl JAHHBIX U HHPOPMALMOHHBIE CIIPABOYHbIE CHCTEMbI

HNudopmanmonnas cnpaBodnas cucrema "Koncynprantl Iiroc”
baza nannpix @enepanabHO CITy)KOBI IO TEXHUYECKOMY U 3kcriopTHOMY KoHTpouto (DCTIK Poccun) https://fstec.ru/
Basza maHHBIX AEHCTBYIOIIMX CTaHIAPTOB Mo HampasieHuo "MHdopmanmonnas besomacHocts" https://www.gost.ru/portal/gost/home/

standarts/InformationSecurity

5.3. IlepeyeHs NpPOrpaMMHOro odecreyeHnst

OnepaunonHas cucrema PEJ[ OC

LibreOffice, Kali Linux

5.4. YueOHO-MeTOAMYECKHE MATEPUAJIBI TSI 00YYAIOIINXCS ¢ OTPAHNYEeHHBIMH BO3MOKHOCTSIMH 310POBbS

ITpr HEOOXOIMMOCTH I10 3asBJICHUIO 00Y4YaroOLIerocsi ¢ OrpaHMYEHHBIMH BO3MOXKHOCTSMH 3[J0pOBbSI Y4eOHO-METOANUECKHE MaTepHaIIbl
MPEIOCTABIAIOTCA B (OpMax, aJaiTHPOBAHHBIX K OTPaHUYCHHSAM 3IO0POBBS M BOCHPHUATHSA WH(popMmarwd. s JHIl ¢ HapyIICHHSIMH
3peHus: B popme ayauodaiina; B medaTHOH GopMme YBEIHUCHHBIM mpudTOM. [l U] ¢ HApYIICHUAMH CIyXa: B (hopMe IIEKTPOHHOTO
JOKYMEHTa; B IeyaTHol ¢opme. Jlist ULl ¢ HApYIICHUSIMH OIIOPHO-/IBUraTeIbHOIO armapara: B (opMe 3JIeKTPOHHOTO JIOKYMEHTa; B
neyaTHoOM opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI

ITomemenus At BceX BHIOB PadoOT, MPEXyCMOTPEHHBIX YYEOHBIM IUIAHOM, YKOMIUICKTOBAaHBI HEOOXOMMMOM CIICIMAIN3NPOBAHHON
y4eOHOIl MeOesbl0 U TEXHUYECKUMH CPEACTBAMH O0yUIEHUSI:

- CTOJIBI, CTYJIbS;

- IePCOHAIBHBIA KOMIIBIOTEP / HOYTOYK (TIepEeHOCHOMH);

- IIPOEKTOD;

- 9KpaH / UHTEPaKTHBHAs JOCKa.

ITomemeHus A CaMOCTOATENBHON pabOTHI 00yJaIOIMXCS OCHAIIEHB! KOMITBIOTEPHON TEXHUKOW C BOSMOXKHOCTBIO HOIKITIOUEHHS K
cetr "MHTepHeT" u o0ecriedeHneM J0CTyTa K 2JIeKTPOHHON HH(DOpMalMOHHO-00pa30BaTeIbHOM cpere.

7. METOANYECKHUE YKA3AHUA JJIAA OBYYAIOIIIUXCSA 110 OCBOEHHUIO JTUCITUITJINHBI

Metonuueckre ykazaHusl 10 OCBOCHHUIO TUCIMIUIMHBI TpeAcTaBiensl B [Ipuioxkennu 2 k paboueil mporpaMme AUCHUILTHHEL.




OOHJ ONEHOYHBIX CPEJACTB
1 Onucanue nokasaresieii ¥ KpUTEpPHEB OLCHUBAHMS KOMIICTEHUMI HA pa3IMYHBIX 3Tanax ux (popmuposanus,
ONMCAHNUE IIKAJ OLlCHUBAHUS

1.1 TlokazaTtenu u KpUTCpHUU OLICHNBAHUA KOMHGTCHHHﬁ:

IIpunoxenue 1

3VH, cocrasisrolye
KOMIIETEHIINIO

IToka3aTenu onleHUBaHUSA

Kpurepuu
OIICHUBaHUS

CpencTBa OIICHUBAHUS

OIIK-3: crtoco6eH pemaTh CTaHAapTHBIEC 3a1a91 POo(heCCHOHATBHON ASITEIIFHOCTH Ha OCHOBE WH()OPMAITOHHOMN 1
OoubarorpaduIecKor KyJbTyphl C MPUMEHEHHEM UH(POPMAIIMOHHO-KOMMYHHUKAITUOHHBIX TEXHOJIOTUH U C Y4ETOM

OCHOBHBIX TpeOoBaHWH MHPOPMAITMOHHON 0€301TaCHOCTH

3HATH - IPUHITATIBI
paboTHl COBPEMEHHBIX
TEXHOJIOTHI 00ecrieueHus
WHPOPMALTHOHHON
0e30IacHOCTH TIPH
peleHn! 3a/1a4

OnuchIBaeT CIOCOOBI PEIICHIS
CTaHJAPTHBIX 3a/1a4
npodeccuoHaIbHON
JesITeNbHOCTH B 001aCTH
nH(pOpMaAITMOHHON
0e301acHOCTH MpH

ITomHeH,
Pa3BEPHYTHIA OTBET
Ha IIOCTaBJICHHBIN
BOIIPOC, U3JIOKEHNE
Marepuaia npu
OTBETE — IPAMOTHOE

Bompocsr k 3auery (1-22),
MPAKTHUKO-OPUEHTHPOBAHHBIE
3ajanus K 3a4ety (1-24), Bompocsl
K 3k3ameny (1-19), mpakTuko-
OpHEHTHPOBAHHBIE 3a/ITaHUS K
sk3ameny (1-23), onpoc (5

poecCuOHaTBHOMN (hOpMUPOBAHUU CHCTEMBI Y JIOTUYECKHU cemectp: 1-29, 6 cemectp: 30-57),
JESITeNbHOCTH 3alUThl KHPOPMALIUH TPU CTpoOiiHOE MPAaKTUKO-OPUEHTUPOBAHHBIC
OTBETE Ha BOMIPOCHI 3amanus (5 cemectp: 1-4, 6
cemectp: 5-8)
YMeTs - pemarb AHanM3upyeT COCTOsTHUE [TonHoTa u Bormpocsr k 3auery (1-22),
CTaHAAPTHBIC 3a0a4YH CHCTEMBI 3aIUTHl HHOPMAaLuY, | IPaBUIBHOCTh MIPAaKTUKO-OPUEHTUPOBAHHBIC
npodeccnoHaIbHON BEISIBIISIET €€ YSA3BUMEBIE MECTa M | pellIeHus] MPaKTHKO- | 3aaHus K 3a4eTy (1-24), Bompockl
JEATEIBHOCTH C YYETOM | OIpEAeIIseT HAIIPaBJICHUs €€ OpUEHTHPOBAHHOTO | K 3k3ameHy (1-19), npaktuko-
Tpe60BaHPII71 COBCPUICHCTBOBAHUA IIPU 3alaHuA 3a1aHusA OPUCHTUPOBAHHBIC 3a/IaHUA K
WH(GOPMAITHOHHON BBITIOJTHEHUH TIPAKTHKO- sk3ameny (1-23), ompoc (5
0e30macHOCTH OPHEHTHUPOBAHHOTO 33/IaHUSI cemectp: 1-29, 6 cemectp: 30-57),

MPaKTHKO-OPHUEHTHPOBAHHBIC
3amanus (5 cemectp: 1-4, 6
cemectp: 5-8)

BnaneTsb - HaBbIKaMHU
WCTIOJIb30BaHMS CIIOCO00B
W CPEJICTB 3alUThI
nH(GOPMAITUH TIPH
pelieHun 3a1a4
npoecCuoHaIbHON
JeSITEITBHOCTH

Hcnonb3yet MeToabl U cpencTsa
3alIUTHI HHPOPMAITUH B
COOTBETCTBHU C MIPABOBBIMU
HOPMAaTUBHBIMH aKTaMH U
HOPMAaTHBHBIMH METOMYECKHUMHU
noxymenTamu @Cb Poccun u
OCTIK Poccun mpu
BBITIOJIHEHUH TIPAKTHKO-
OpPUEHTHPOBAHHOTO 33/1aHUS

OO00CHOBaHHOCTH U
MPaBUJILHOCTh
oOpateHus K
HOPMATHBHBIM
HCTOYHUKAM,
METOHaM U
CpeCcTBaM Mpu
BBIIIOJIHEHUH
MPAKTHKO-
OpPUCHTUPOBAHHOTO
3aJaHUs

Bormpocsr k 3auery (1-22),
MPaKTUKO-OPUEHTUPOBAHHBIC
3ajaHus K 3auety (1-24), BOmpocsl
K dk3ameny (1-19), mpaktuko-
OpUEHTUPOBAHHBIC 33/IaHUS K
sk3ameny (1-23), ompoc (5
cemectp: 1-29, 6 cemectp: 30-57),
MPaKTUKO-OPUEHTUPOBAHHBIC
3apanus (5 cemectp: 1-4, 6
cemectp: 5-8)

1.2 IIIkabl OLlEHUBAHUS:

Texymmii KOHTPOJIb YCIEBAEMOCTH U IPOMEXYTOUYHAs! aTTECTAllNsl OCYIIECTBIISIETCS B paMKaxX HAaKOMMTEJILHON OayibHO-
peiituHroBoit cuctemsl B 100-0anbpHOi mikane:
84-100 6amtoB (OLIEHKA «OTIUUHO)

67-83 GaytoB (OIIEHKA «XOPOIIIO»)

50-66 6anoB (OLEHKA «YAOBIECTBOPUTEIHLHOY)
0-49 GamoB (OlEHKA KHEY/IOBIETBOPUTEILHO)

50-100 6amnoB (3a4TeHo)
0-49 6amoB (He 3a4TEHO)

2 TunoBbIie KOHTPOJIbHBIC 3aIaHUA UJIH HHBIC MaTECpHUAJIbI, HBOﬁXO[ll/lele JJISA OLICHKH 3HaHPll71, yMCHPll?l, HAaBbIKOB
U (MIM) ONMBITA HesITeILHOCTH, XapaKTePU3YIOIIUX 3Tanbl (pOPMUPOBAHMSI KOMIIETEHLUMII B Ipouecce OCBOEHUsI
o0pa3oBaTeIbHOM MPOrpaMMbl




Bompocsl k 3auety

1. Tlomsatme wu Buasl uHpopmammu. Krmaccudukanuss B 3aBUCUMOCTH OT Karteropuu pgoctymna. CBeneHus
KOH(UACHINATBHOTO XapakTepa. Bumnsl 3amumaeMoil nHGOpMAIIH.

2.  Tlonsrtue, mpeqHa3HaYCHUE, BUJIBI U KIACCU(PHUKAIINS TOCYIAPCTBEHHBIX HH)OPMAIIMOHHBIX CUCTEM.

3. OcHOBHOE 3aKOHOIATENLCTBO B oOmacTy mH(GopmanuoHHOW Oe3omacHocTd B P®. JloxTpuHa mH(pOpMannoHHON
6e3onacHoctu PO.

OcHoBHBIC MOIETH HHPOPMAITHOHHOH 0€30TTaCHOCTH: 0COOEHHOCTH, OTIIHYHSI.

Opranu3anioHHbIe YPOBHH 3aTUTH HHPopManuu: CpencTBa 0€30MacHOCTH 3aKOHOIATEIHFHOTO YPOBHSI.
OpraHn3anoHHbIE YPOBHU 3alIUTHI HH(POpMau: AIMHUHACTPATHBHBIA YPOBEHb HH(POPMAIIIOHHOH O€30MacHOCTH.
Opranun3anoHHbIe YPOBHH 3aTUTHl HHPopManuu: CpenctBa 0€30MacHOCTH MPOLEAYPHOTO YPOBHSI.
Opranun3anoHHbIe YPOBHH 3amuThl HHPopManuu: CpenctBa 0€30MaCHOCTH TEXHUYECKOTO YPOBHSL.

VYrpo3ssl. Bugpl u kiaccudukanys yrpos.

0. Vs3Bumoctu. Buabl ysa3BUMOCTEH, IOUCK U BBISIBIICHUE YSI3BUMOCTEH.

1. Araka. OCHOBHBIC BHIIBI KOMIIBIOTEPHBIX aTaK, MX KIacCU(HUKAITHS.

12. AKTUBHBIC M TaCCUBHBIC aTaku. Bupl peanu3aluy aTax.

13. Mogens noctpoenus ataku Cyber Kill Chain: npeanaznauenue, cocTas, COAEp)KaHHEe OCHOBHBIX 3TaIoB.

14, Marpumia MITRE ATT&CK: npennazHadeHue, COCTaB, OCHOBHBIC TAKTHUKH.

15. KommnbproTepHble BUPYCHI: ONpeAeiieHIe, OCHOBHAS KIacCHU(UKAIINS, BIIbI KOMITBIOTEPHBIX BUPYCOB.

16. OcCHOBHOI «KM3HEHHBII IIHKJI KOMITBIOTEPHBIX BUPYCOB, IPU3HAKU UX PACIPOCTPAHEHHUS U ITPOSIBICHUSL.

17. AwnTHBHpYCHBIE IPOTPAMMBI: THITBI, COCTAB OCHOBHBIX U JOMOIHUTENBHBIX MOIyJeH, mpuHIUN paboThl. OCHOBHBIE
METOJIMKY OOHAPYKEHHUS U 3aIIUTHI OT KOMIIBIOTEPHBIX BUPYCOB.

18. MeToauku NpOTUBOCHCTBUS aHTUBUPYCHBIM IIPOrpaMMaM.

19. Tlaponphas 3ammra. [laponbHbIE METONBI ayTeHTH(QHUKALWHU MoJb3oBatencii. OCHOBHBIE (aKTOPHI, BIUSIONINE HA
KPUIITOCTOMKOCTbH MapOJIsl.

20. Wnentudukanus (monp3oBareieil) u ayreHTUGHUKanMs. JBycTOpoHHsIsI ayTeHTHGUKAIMsL. ABTOpU3aIHSL.

21. Buasl naposibHBIX aTak s MoA00pa mapoJis.

22. Pexomenmannn ®CTOK Poccnu o mpakTHdecKor peair3aliy MapoTbHBIX CUCTEM.

RBR©oOo~N O~

IIpakTHKO-OpHEHTHPOBAHHBIE 32JaHUS K 3a4eTy

1. Pa3paboTka KOHIENIUHN U POrpaMMbI obecrieueHus: MHQOPMAIIMOHHOM 0€30MaCHOCTH B paMKax HallHOHAIBHON
6e3onacHoctu PO.

2. Bei0op mMeToa ncciie1oBaHnsl HOPMAaTUBHO-TIPaBOBOM 0a3bl ()yHKIMOHUPOBAHUS CHCTEM 3aLIUTHl HHPOPMALHH.

3. Ilonmy4enue nepBUYHOM HHPOPMALIMK O IPABOBBIX AKTaX, PEryIUPYIOUIMX HH(POPMAaMOHHYIO Oe3onacHocTh B Poccun.
4. OOpaboTka nepBU4HON MH(OPMAIIUU 1 Pa3pabOTKa MPEI0KESHHI 110 COBEPIIICHCTBOBAHUIO HOPMATHBHO-TTPABOBOM
0a3bl.

5. N3yuenne ocoGeHHOCTEH 3a1IUThI IPOrPaMMHOT0 00eCIeueH s C IIOMOIIBIO aBTOPCKOTO MPaBa.

6. PazpaboTka MeTo/1a HCClleIOBaHNUs ClTyyaeB HapyIIeHUs] aBTOPCKUX MPaB Ha MPOTrpaMMHOe obecrieueHHe.

7. Ilony4enue nepBUYHON HHPOPMALTUK 00 U3BECTHBIX HAPYIIEHHUSX aBTOPCKUX MPaB Ha MPOrpaMMHOE 00ecTiedeHue.

8. O6paboTtka nepBuUHON MH(OPMAIMK U Pa3paboTKa NPEATOKEHNUH 110 YCHIICHUIO 3aIUThI IPOIPAMMHOTO
obecnieueHusl.

9. Pa3zpaboTka KOHIENIINU U TIPOTPaMMbl OpPTaHU3aluK PadOThI ¢ KOHPHUISHIIUATEHOW HH(pOpMaIyel 1 ToCTaifHOH.

10. Bwibop meTona uccieaoBaHus TpeOOBaHUI K XpaHEHUIO, 00pabOTKe U TPAHCTIOPTUPOBKE KOH(MUICHIINATHHON
nH(pOpPMAIUH.

11. TlonydeHue nepBUYHON HHPOPMAIH 00 OCOOCHHOCTSIX Pa0OTHI ¢ KOHPHICHIMAILHON HH(pOpMAaNKEi B pa3TuIHBIX
OpTaHU3alMsAX.

12. O6pabotka nepBuuHON HHGOPMAMU U pa3pabOTKa peKOMEHIANH 110 OpraHnu3aliK PadOThl C KOH(PHUIEHINAIBHON
nH(pOpMaIe.

13. Pa3paboTka MOJEH yrpo3 yTEYKH HHPOPMALIMK IO TEXHUIECKUM KaHajIaM.

14. BriGop MeTona uccuenoBanus PU3NIECKUX OCHOB BOZHUKHOBEHHS TEXHUUECKUX KaHAJIOB YTEUKH MH(OpMAIHH.

15. TlonydeHue nepBUYHON HHPOPMAIH 00 H3BECTHBIX CIIyYasX YTEUKH HHPOPMAIMK TI0 TEXHUYECKUM KaHaJIaM.

16. O0pabotka nepBuuHON HHGOPMAIINK H Pa3pabOTKa PETIOKECHUH 110 MTPEJOTBPAIICHUIO YTEUKH HHPOPMAIIUH IO
TEXHUYECKUM KaHaIaM.

17. Pa3paboTka MOJENM PUCKOB, CBSI3aHHBIX C yTeukamMu HH(opMmaimu u3-3a [I9MU u HaBomoK.

18. Bribop MeTona ucciieoBanus 3pPEKTUBHOCTH CpeACTB 3aiiuThl OT [ID9MU 1 HaBOIOK.

19. Tlonydenue nepBUYHOM HHPOPMALIH 00 MMEIOIIMXCSA Ha PHIHKE cpeacTBax 3auuTel oT [IDMMU u HaBoOK.

20. OO6pabotka nepBuUHON HH(POPMAIMK U pa3paboTKa peKOMEHJANH 110 BEIOOPY ONTUMAJIBHBIX CPE/ICTB 3aLUThI OT
II15MMU 1 HaBOAOK.



21. Pa3paboTka MOIeTIH PHCKOB, CBA3aHHBIX C YTEUKaMH HH(POPMAIIH U3-32 XaKEPCKUX aTak U BMEIIATEILCTBA B
mpoliecc nepeaadu TaHHbIX.

22. BwIOOp METOAA UCCIIEOBAHUS PUHITUIOB (DYHKITMOHUPOBAHUS CHMMETPHYHBIX H ACUMMETPUYHBIX KPUIITOCHUCTEM.
23. Tlonydenue nepBUYHOMN HHPOPMAIIUN 00 UMEIONIMXCS HA PHIHKE KPUNITOCHCTEMAX U MX 3()()EeKTHBHOCTH.

24. OOpaboTka nmepBU4YHON HHOOPMALIUU U pa3paboTKa PEKOMEHIAIIMI 110 BRIOOPY ONTHMAIbHBIX KPUIITOCHCTEM JIJIS
3alUTHl HTHPOPMAIIUY.

3adeTHOE 3a/1aHUe BKIIOYAET 2 TeOpEeTHUECKUX Bompoca (paznen «Bompock! k 3a4eTy») n 1 mpakTHKO-OpHEHTHPOBAHHOE
3amanue (popMmupyercs U3 MEepedHs 3aJaHui, NPEACTaBICHHBIX B paszjene «[IpakTHKO-OpHEeHTHUPOBAHHBIC 3alaHHS K
3a4eTY»).

Kputepun onennBanus:
MaxkcuManbHOe KOIn4ecTBO 0ayuioB 3a 3adeTHoe 3amanue — 100 (30 6amioB MakcMManbHO 32 KaXKIBIH TEOPETHUECKUH
Borpoc, 40 6aJTOB MaKCHMAILHO 32 IMPAKTHKO-OPUCHTHPOBAHHOE 3aJaHHE).

Kpumepuu oyenusanus o0nozo meopemuueckoeo 60npoca:

— 25-30 GamioB BBICTABISETCS CTYACHTY, €CIM W3JIOXKCHHBIM Marepual (pakTH4ecKdh BepeH, MPOJAEMOHCTPUPOBAHBI
rITyOOKHEe UCUEPIIBIBAONIIE 3HAHUS B 00beMe TIPOMICHHOM MPOrpaMMbI B COOTBETCTBUH C TIOCTABICHHBIMU MPOTPAMMON
Kypca LesIMU ¥ 33jadaMu 00y9IeHUs1, U3JI0KECHUE MaTeprala Mpyu OTBETE - TPaMOTHOE U JIOTMIECKH CTPOHHOE;

— 20-24 GayoB BBICTABISACTCS CTYJCHTY, €CJIM MPOJAEMOHCTPHUPOBAHBI TBEP/bIE U TOCTATOUHO MOJIHBIC 3HAHHSI B 00BEMe
MPOIIEHHO# MporpaMMbl TUCHUIUIMHBI B COOTBETCTBUHU C IIESIMA OOYYCHHS; MaTepHal M3JIOKEH JOCTATOYHO TOJIHO C
OTJCTHHBIMH JIOTHISCKAMH U CTHIUCTHYSCKUMU TIOTPEITHOCTSIMHU;

— 15-19 6annoB BBICTABISIETCS CTYACHTY, €CIIH MPOJICMOHCTPUPOBAHBI TBEP/IbIC 3HAHUS B 00BEMe TPOUJICHHOTO Kypca B
COOTBETCTBHE C IICTSIMH OOYYCHHs, OTBET COJACPKUT OTHCIbHbIC OMMUOKH, YBEPCHHO WCIPABICHHBIC TOCIE
JIOTIOJTHUTENILHBIX BOTIPOCOB;

— 0-14 Gana BICTaBIsICTCA CTYACHTY, €CIIM OTBETHI HE CBSI3aHBI C BONPOCAMH, JOMYIICHBI rpyObie OMMOKKA B OTBETE,
MPOIEMOHCTPUPOBAHbl HEMOHUMAaHHE CYIIHOCTH H3JIaraeMoro BOIPOCAa, HEYBEPEHHOCTh W HETOYHOCTh OTBETOB Ha
JOTIOJTHUTENIEHBIC ¥ HABOJISIIHE BOMPOCHI.

Kpumepuu oyenusanus npaxmuxo-opueHmupo8anHo20 3a0anus:

— 35-40 GamoB BEICTABISETCA, €CITU 3aJaHIE PEIICHO MTOTHOCTHIO, B MTPEICTABIEHHOM PEIICHHH 00OOCHOBAHHO TOTYyUYEeHBI
MPaBHJIbHBIC OTBETHI.

— 25-34 Ganna BBICTABISIETCSA, €CJIU 3aJaHUE PEIICHO MMOJTHOCTHIO, HO MPU OTBETE JIOMYIICHBI HE3HAYNTEIbHBIC OITHOKH.
— 11-24 Ganna BBICTaBISIETCA, €CIIU 3aJaHUE PEIICHO YaCTHYHO.

— 0-10 6ayu10B BEICTABISETCS, €CIH PEIICHUE HEBEPHO WM OTCYTCTBYET.

WroroBslii pe3yabTar (hOPMHUPYETCS M3 CyMMbI HAOpaHHBIX 0AJUIOB 32 BBIMOJIHEHUE 3aYSTHOTO 33J]aHMsI U COOTBETCTBYET
IKae:

— 50-100 6amroB (3a4TeHO);

— 0-49 6amoB (He 3a4TEHO).

BOl'lpOCbI K 3K3aMeEHy

[Tonsitre u Buas! nHGopManmu. Buas! 3amumaemoit napopmanru. OCHOBHBIE TOAXOABI B 3alIUTE HHPOPMALIUH.
Yrpo3sl. Bujpl 1 kitaccugukaius yrpos.

Ya3BuMocTH. Buabl ysI3BUMOCTEN, IIOUCK U BBISBIEHUE YSI3BUMOCTEN.

ATtaka. OCHOBHBIE BH/IbI KOMITBIOTEPHBIX aTaK, X KIacCHU(pHUKALIUS.

AKTUBHBIE M TAaCCUBHBIE aTaku. Buapl peanu3anuu aTax.

Mognens noctpoenus ataku Cyber Kill Chain. Matpunia MITRE ATT&CK. [peanaznadenue, cocTas,
CoJIep)KaHNEe OCHOBHBIX 3TAIOB (TAKTHK).

ouakrwhE

7. KommnbrorepHsie BUpychl. BUibl KOMIBIOTEPHBIX BUPYCOB. MeTOIMKHN OOHAPYKEHHUS U 3aLIUTHI OT
KOMITBIOTEPHBIX BHPYCOB.

8. [MaponpHas 3amura. [TaponbHble METOABI ayTeHTH(HUKAIIUY TToNb30BaTeseil. OCHOBHbBIE (PAKTOPBI, BIUSIONINE HA
KPUIITOCTOMKOCTD HapoJIsl.

9. CrniocoObl nneHTH(UKAIMS U ayTeHTHQHUKANWY (TIoIb30BaTeNei). JIByxdakTopHas 1 MHOTO(QaKTOpHas
ayrertudukaims. CriocoObl 00xo0/1a ayTeHTH(OUKAIHH.

10. Buapl u cioco0bl peain3aly NapobHbIX aTak.

11. [lepconansueie nanusie (I1/1H). Buapl nepconanbHbix qanHbIx. CriocoObl 00padOTKH MEPCOHATBHBIX TaHHBIX.



12. 3ammra nepconanbHbIX JaHHBIX ([1JIH). Yponu 3ammumennoctu [1/1H.

13. Kpunrorpadus. Kpunrorpadudueckue KIOUM U aaropuT™Mbl. Bupl mudpoBaHus.

14. Onexkrponnas noanuck (II1). Buasl u npeanaznavenue D11, [IpunHiun GyHKIMOHUPOBaHMS, TOPSAOK BEIIAYN
OIL

15. Kputnueckas napopmanonsas uadpactpykrypa (KMN) — 00bekThl, CyObEKThI, KPUTEPHH, ONPEACIISIOIINE
npuHaanexHocts k KUU.

16. Conepxanue u mopsIoK dtanoB kareropupoanns KUU. Kpurepuu n mokazarenu 3HaY4MMOCTH.

17. I'ocCOIIKA. [Ipeana3HnadueHue, perracMble 3a1a4d ¥ HAIIPaBICHUE NS TSIHHOCTH.

18. OcHoBHBIC MporpammHo-ammapaTabie cucteMbl 'ocCOIIKA. Cocras, npegHazHadcHuE.

19. SIEM-cucrema. [IpennasnaueHue, npuMeHEHHE, OCHOBHBIC PelIacMbIC 3a/1a4H.

IMpakTHKO-OpMEeHTHPOBAHHDIE 3aJaHUS K IK3aMeHY

[Ipoananu3upyiiTe 3aKOHOAATENHCTBO, PETYIUPYIOLIee JIUIECH3UPOBAHUE B 00IACTH 3aIIUTHl HHQOpMAIIHH.
Omnuiure npoueaypy NOIy4YeHUs JTUIEH3UU Ha OKa3aHUe YCIyT B 00JIaCTH 3alUThl HHMOPMALUH.
PazpaboraiiTe nnan qeiicTBHIA IO TOATOTOBKE U TOAa4Ye JOKYMEHTOB JJIS TMIICH3UPOBAHNSI.

Omnuiure npoueaypy NOTyUYeHHUs JTUIEH3UH Ha OKa3aHUE YCIYT B 00IAaCTH 3alUThl HHPOPMAIHH.
PaspaboraiiTe 1uran AecTBUI MO IOATOTOBKE U M0JIa4€ JOKYMEHTOB IS JINIIEH3UPOBAHUSI.

Omnpenenure CynHOCTb U COAEPKaHUE KOMMEPUYECKOM TallHbI B COOTBETCTBUH C 3aKOHOATEIbCTBOM.
OnumuTe npaBa ¥ 00s13aHHOCTH CTOPOH MIPHU OXpaHe KOMMepPUYEeCKON TaifHbI.

PaspaboraiiTe mporieaypy onpeneneHus CIIcKa CBEIeHHA, COCTABIISIONINX KOMMEPUECKYIO TalHY.
OnumumTe mpaBa 1 00s13aHHOCTH CyOBEKTa IIEPCOHANBHBIX JAaHHBIX U OMepaTopa, 00padaThIBarOMIero
NEpCOHATIBHBIC JaHHBIC.

CoNoO~wWNE

10. Pazpaboraiite mpoueaypy 3alMThI HEPCOHANBHBIX JAHHBIX B OPTaHU3AIIHH.

11. PazpaboraiiTe monoxxeHue 06 06paboOTKe ¥ 3aIIUTe MEPCOHANBHBIX JaHHBIX B OPraHU3AIIH.

12. Onwuiyre opraHu3allMOHHBIE MEPONPUSITHS, HEOOXOAUMBIE JIIsl 00ECTICUeHHS 3aIUTH HH(POPMALIUH.
13. Pazpaboraiite mporeaypy KOHTPOJISI COCTOSIHUS 3aLIUTHI MHPOPMAIHH.

14. PazpaboraiiTe mporieaypy pa3pad0TK{ MOTUTHKH 0€30IMaCHOCTH TIPEIIPUSITHSI.

15. Omnmmute TpeOOBAHMS K 3aIIUTE EPCOHANBHBIX TAaHHBIX B 3JIEKTPOHHBIX KOMMYHHKAITHSX.

16. PaspabotaiiTe pekoMeHaaMK 0 00SCIICUSHUIO 0€30MACHOCTH MEepeady MePCOHAIBHBIX JIAHHBIX Yepe3
WNHutepHer.

17. PazpaboraiiTe pekoMEHIAINA TIO 3aNTUTE MTEPCOHANBHBIX TaHHBIX B COIUABHBIX CETSIX U MOOMITHHBIX
MPUIOKEHUSX.

18. Onwumnre TpeOOBaHMUS K 3aIUTE EPCOHATBHBIX JaHHBIX B O0JIAYHBIX CTYX0aX U OOJBIINX TaHHBIX.
19. Pazpaboraiite pexomeHgamMy o 00ecrnevYeHn o 6e30MaCHOCTH MEPCOHANTBHBIX JAHHBIX B 00J1aYHBIX
ciyx0ax 1 O0NBITUX JaHHBIX.

20. Onwuinte TpeOOBaHMUS K 3aIUTE IEPCOHATBHBIX JaHHBIX B UCKYCCTBEHHOM MHTEIIEKTE, OMOMETPHH U
MHTEpHETE BEIIei.

21. PazpaboTaiiTe peKOMEHIAIHHN 110 00eCTIeYeHHIO 0€30MaCHOCTH EPCOHANBHBIX IAHHBIX B UICKYCCTBEHHOM
WHTEJUIEKTe, OMOMETPUN 1 UHTEPHETE BElIeH.

22. Onuiure TpeOOBaHUS K 3aIUTE EPCOHATIBHBIX JAHHBIX B BUCOHAOIIOICHUH.,

23. PazpaboTaiiTe peKOMEHIAIHH 110 3aIIUTE NEPCOHAIBHBIX JIaHHBIX B BUJICOHAOIIOICHHN.

OK3aMEHallMOHHOE 3a/laHie BKJIIOYaeT 2 TeopeTHdecKux Bompoca (pasznen «Bompocsl k sk3aMeHy») U 1 mpakTuko-
OpPHEHTHpPOBaHHOE 3anaHue (dopMmMHUpyeTcss U3 TIepedHs 3aJaHuil, mnpeiacTaBIeHHBIX B pasgene «lIpaktuko-
OPHEHTUPOBAHHBIE 3a/IaHUS K DK3aMEHY»).

Kpurepun ouennBanus:

MakcumalbHOe KOJIHMYECTBO OallIoB 3a 3Kk3aMeHanuoHHoe 3amganHue — 100 (30 0amioB MakCUMaldbHO 3a KaKIbId
TeopeTuueckuii Bomnpoc, 40 0a/I0B MAKCUMAaJILHO 33 PAKTUKO-OPUEHTUPOBAHHOE 33/IaHKE).

Kpumepuu oyenusanus 00no2o meopemuyeckozo 80npoca:

— 25-30 OayyIoB BBICTABISETCS CTYICHTY, €CIU HW3JI0XKEHHBIH Martepuall (haKTUYeCKH BEPEH, IPOJESMOHCTPHPOBAHBI
rIyOOKHE MCYEPIBIBAIOIIUE 3HAHUS B 00beMe MPOHICHHON MPOTrpaMMbl B COOTBETCTBUY C TIOCTABJICHHBIMH ITPOTPaMMOIt
Kypca IeJIsSIMH | 3a1adaMi 00ydeHHUs, U3JI0KEHIE MaTepraia mpy OTBETE - TPaMOTHOE M JIOTHIECKH CTPOITHOE;

— 20-24 GaioB BBICTABISIETCS CTYJIEHTY, €CJIM MIPOJSMOHCTPHUPOBAHbI TBEPABIC U JOCTATOYHO IOJIHBIC 3HAHUSA B 00bEME
MIPOMIEHHOMN TIPOTPaMMbl JUCITUIUITMHBI B COOTBETCTBUH C IEISIMHU OOYUCHIS; MaTEepHall U3JIOKEH JOCTATOYHO TIOJHO C
OTZETBHBIMU JIOTUYECKUMHU U CTUIMCTUYECKUMHU MOTPEUIHOCTIMU;

— 15-19 GannoB BeICTABISETCA CTYACHTY, €CIH POJASMOHCTPUPOBAHBI TBEPbIC 3HAHUS B 00beMe MPOHICHHOTO Kypca B
COOTBETCTBHE C MEIIMH OOydYeHHUs, OTBET COJEPKUT OTAENbHbIE OIIMOKH, YBEPEHHO HCIIPABICHHBIC TIOCTE
JIOTIOJTHUTETHHBIX BOTIPOCOB;



— 0-14 Gamia BeICTaBIISETCS CTYACHTY, €CIIH OTBETHI HE CBSI3aHBI C BOMPOCAMHU, JIOMYIICHBI IpyOble OIMUOKH B OTBETE,
MIPOJIEMOHCTPHUPOBAHBl HETIOHMMAaHHE CYIIHOCTH H3JaraeéMoro BOIPOCA, HEYBEPEHHOCTh W HETOYHOCTh OTBETOB Ha
JIOTIOJTHUTENBHBIE U HABOSIINE BOTIPOCHI.

Kpumepuu oyenusanus npaxmuxo-opueHmupo8aHHo20 3a0aHUsL:

— 35-40 6aysI0B BBICTABIISIETCS, €CIIH 33/IaHKE PEIICHO MOTHOCTHIO, B IPEJICTABICHHOM PEIIEHUH 000CHOBAHHO MOJTYYEHBI
MPaBUIBHBIC OTBETHI.

— 25-34 6aia BBICTABISICTCS, €CIIN 33J]aHUE PEUICHO TOJIHOCTHIO, HO TIPU OTBETE JIOMYIIECHBI HE3HAYUTEIIHHBIC OIIHOKH.
— 11-24 6ania BBICTABISACTCS, €CIIM 33J]aHUE PEIICHO YaCTHYHO.

— 0-10 6ayI0B BBICTABIISETCS, €CIIH PEIICHUE HEBEPHO WIIK OTCYTCTBYET.

HtoroBeiii pe3ynbTaT (OpMHUPYETCs U3 CYyMMbI HAOpaHHBIX 0AJUIOB 32 BBIMIOJHEHUE 3aYETHOTO 3aJIaHUSI U COOTBETCTBYET
IIKaJe:
— 84-100 6anmnoB (OLEHKA «OTIMYHOY)
— 67-83 0amioB (OLEHKa «XOPOILO»)
— 50-66 6annoB (oLeHKa «yJOBICTBOPUTEIHHOY)
— 0-49 6annoB (OLEHKA «HEYIOBIETBOPUTEIHHOY)
Omnpoc

Bonpocsl 15151 onpoca 5 cemecTpa:

HNudopmarus kak 00BEKT MPaABOBOTO PETYITHUPOBAHISL.

Crpykrypa 3akoHojiaTesibcTBa PD B 001acTH MHPOPMAIIMOHHON 0€30MaCHOCTH | 3all[UThl HH(POPMAIIUH.
OcHoBHbIe ienu 1 MeTob! ooecnieueHus b P®. Mctounnku u Buas yrpo3 b PO.

OcHOBHEBIE HaIlpaBIIeHUs 0OecTiedeHrst MH(GOPMAIMOHHOW 0€301MacHOCTH U 3aIuThl HHpopMmanwn B PO.
CTpyKTypa OpraHu3allMOHHON 3aIIUTHl HH(OpMAIIUH.

Bune nH(popMaIum, 3anminaeMoii 3aKOH01aTeIbcTBOM PD.

[lepeuens cBeneHnil KOH(MDUACHIINATHHOTO XapaKTepa.

Opranun3zanyst paboThI CO CBECHUSAMH, OTHECEHHBIMU K KOH(PHUICHIIMATBHOW HHPOPMAIIHH.
[IpaBoBO# pexuM 3amUTH KOHGHUACHIIUATBHOW HHPOPMAIHH.

0. VYrpo3sl yreuku nH)OpMALUH 110 TEXHUIECKUM KaHaIaM.

1. ®opwmel 3amumaeMoit HHGOPMAITHH.

12. OcHOBHbIC OOBEKTHI 3aIIUTHl HHPOPMALIHH.

13. Knaccudukanus TEXHHYECKUX KaHAJIOB YTEYKH HHPOPMAIIH.

14. Texnndeckre MEpONPUATHSA N0 3aIIUTE HHPOPMALIUK OT YTEUKH M0 TEXHUYECKUM KaHaJaM.

15. OpraHuzanoOHHBIE MEPOIIPUSTHSI MO 3alIUTE HHPOPMAIIUHU OT YTEUKH M0 TEXHUUECKIM KaHaJlaM.
16. Kunaccudukaiuu yrpos 6e30macHOCTH HHGOPMAIMK B HHGOPMAITMOHHBIX CHCTEMAX.

17. TpeOoBaHus K OpraHU3AINHU 3aIUTH HH(QOpPMAaIMU B HH)OPMAIIMOHHOHN CHCTEME.

18. dopmupoBaHue TpeOOBaHHHN K 3anIuTe WHGOPMAINK B HHHOPMAITMOHHOMW CUCTEME.

19. OGecneyenue 3amuThl HHPOPMAIMH B X0JI€ IKCILUTyaTalii HHPOPMAIIHOHHOMN CUCTEMBI.

20. TpeOoBaHms K MepaM 3alUThl HHPOPMAIIHH, COJepKaIIeiics B HHOOPMAIMOHHON CUCTEME.

21. Omnpenenenue Kiacca 3alUILIEHHOCTH HHOOPMAIMOHHONW CHCTEMBI.

22. JluneH3upoBaHue B 001aCTH 3alUThI HH(DOpMALUK.

23. CTpyKTypa CHCTEMBI TOCYIApPCTBEHHOTO JINIIEH3UPOBAHHUSL.

24. Tlopsinok MpoBeAeHUs! TULEH3UPOBAHUS.

25. OcCHOBHBIE JMIIEH3UOHHBIE TPEOOBAHUS U YCIOBHS B O0JIACTH 3alIUTHl HHQOpMAIIHH.

26. TlepeueHb BHJIOB ACSATENLHOCTH B O0JIACTH 3aIIMTHI HHOOPMAIIHH, MTOJIEKAITNX JTUIIEH3UPOBAHHIO.
27. CTpyKTypa CHCTEMBI CEPTUHHUKALIH.

28. Tlopsmok mpoBeneHus CepTUPHUKALNN CPEJICTB 3alIUTHl HHPOPMAIHH.

29. CepruduKalrOHHbIC UCTILITAHUS CPEJCTB 3aIlUThHl HHHOPMAIIHH.

RER©OoOo~NoOR~wWNE

Bonpocsl aj1s1 onpoca 6 cemectpa:

30. Tlopsimok oTHecenus: nHGOpMAIMK K HHOOPMAIIUH, COCTABIISIONIEH KOMMEPUYECKYIO TaliHy, U €€ IPEIO0CTaBICHHUE.
31. TlousTre KoMMepueckoi TaitHbl. [IpaBoBoe obecrieueHne 3anuThl KOMMEPYECKOM TaifHbI.

32. CaeaeHusi, COCTaBISIIONINE KOMMEPUECKYIO TaiiHy. CBeJjeHNs, KOTOPbIE HE MOTYT COCTABIISITH KOMMEPUECKYIO TaiHYy.
33. TlpaBa obnamaTenss KOMMEPUECKOW TalHBI.

34. Opranu3zanys 3anmThl THGOPMAIMH Ha MIPEANPHUITHH.

35. ObecneueHne COXpaHHOCTH JOKYMEHTOB, A€ U U3IaHHM.

36. OO0s3aHHOCTH JIML, TOMYLIEHHBIX K CBEACHHUSIM, COCTABIISIOMINX KOMMEPUECKYIO TalHY.



37. Opranuzanys KOHTPOJIA 3a OOECIIEYCHHEM PEKHMMa IIpH padoTe CO CBEACHHUSMH, COIACPIKAIIUMU KOMMEPYECKYIO
TailHy.

38. OO0s3aHHOCTH MEPCOHANIA OPTaHU3ALUH 10 COXPAHEHUIO KOMMEPYECKOH TaifHbI.

39. Tlonutuka 6€30MACHOCTH NPEANPHUATHS KaK OCHOBA OPraHU3AIIMOHHOTO YIIPABICHHS 3aIIUTON HH(MOpMAIINH.
40. TlpaBa u 00s13aHHOCTH paOOTHHKA M PabOTOAATEIS 10 3aIMUTE KOH(DHUACHIIMAILHOW HHPOPMALIHH.

41. OTBETCTBEHHOCTH 32 HapylleHHe KOH(PHUICHINATFHOCTH HH()OPMAIIHH.

42. TlpaBa u 00s13aHHOCTH CYOBEKTa NIEPCOHATBHBIX JJAHHBIX U OIIEPaTopa, 00padaThIBaIOIIETO EPCOHALHBIC JaHHEIC,
43. OpraHuzaiys 3aUThl NEPCOHATFHBIX JAHHBIX B OpPraHU3aIlHH.

44. TInanupoBaHWEe MEPONPHUITHH 11O OPraHU3aAIMOHHON 3amuTe HH)OpMAIMK HA TIPEATIPUITHH.

45. CTpyKTypa ¥ OCHOBHOE CO/CpKaHHE IJIaHa MEPOIIPHUATHI MO 3alIKMTe KOHPHUICHINAILHOH HHQOpMAIIHH.
46. OpraHuzanus aHAIUTHYECKOH paObOoThI B 001aCTH 3aIMThl HH()OPMAIIUH HA IIPEIIPUITHH.

47. OcHOBHBIC 00BEKTHI H (DOPMBI KOHTPOJIS 32 COCTOSTHAEM 3aIIATH HHPOPMAITHH.

48. OcHOBHBIE 321241 1 METOABI KOHTPOJISL.

49. OcHoBHbIC HANPaBJICHUS aHATUTHYECKON pabOoTHI.

50. Opranuzanys ayauta HHGOPMAIIMOHHON 0€30MaCHOCTH MPEIIPUSATHS.

51. OyHKIMK aHATUTHYECKOTO MOApAa3/eNeHNs B 00JacTH 3aIUThl HH(POPMALIMHI HA MPEIIPUSTHH.

52. OcHOBHBIE 3Talbl aHATUTUYECKOH PabOThl B 00JaCTH 3aIIUTH HH(OPMALUU Ha TPEANPUATHH.

53. ConepxaHne U OCHOBHBIC BUJIbI aHATUTUICCKUX OTYECTOB.

54. Knaccubukarus METOIOB aHaIN3a HHPOpMAITHH.

55. KoMmbroTepHbI€ MPECTYIICHHSI B JIEKTPOHHON KOMMEPITUH.

56. HudopmanmonHas 6€30MacHOCTh B IEKTPOHHOW KOMMEPITHH.

57. HOpuauueckasl OTBETCTBEHHOCTh 332 HAPYIIICHUE MPABOBBIX HOPM 3aIIUTHI HH)OPMAIIHH.

Kpurtepun ouenuBanus:

MaxkcruManbHOE KOJTHYECTBO 0AIIOB, KOTOPOE 00YJArOIIUNACS MOXKET HaOpaTh 3a cemecTp — 20 6amos (3a 20 0TBETOB).
OTBeT Ha BONPOC OIIEHUBAETCS:

— 1 6ay1 — npaBWIIBHBIN U TIOJHBIN OTBET;

-0 63JIHOB — HCHpaBPUIbeIfI OTBET WUJIK OTBCT HEC IMPCACTABJICH.

IIpakTHKO-OpPMEHTHPOBAHHbIE 3aJaHUA
IIpakTHKO-OpHEeHTHPOBAHHBIE 3aJaHuUs /I 5 ceMecTpa:
3ananue 1.
Pabora ¢ MCC "KoncynbranT Ilmroc": ba3oBeie cBoiicTBa OezomacHocTH mH(popmanuu. HopmatuBHO-TIpaBoBas 06a3a
(YHKIMOHUPOBAHUS cHCTeM 3aiuThl HHpopmanuu. [IpaBoBas 3ammra nporpaMMHOT0 00eCIIeYeHUs] aBTOPCKUM IPABOM.
KomnbroTepHble npecTymiieHus: 1 0COOEHHOCTH UX pacclieZIOBaHNS.
3ananue 2
Pabota ¢ UCC «Koncynsrantllmocy, B/l ®enepanbHoii ciyxObl 10 TEXHUYECKOMY U SKCIOpTHOMY KOHTporo (PCTIK
Poccun) https://fstec.ru/: @opmsl 3amumaemoit uapopmaiyu. OObeKThI 3aIUThl. OU3NUYESCKUE OCHOBBI BO3ZHUKHOBEHHS
TKYMW. Knaccudukanus TCP.

3amanue 3.

Pa6ora ¢ UCC «Koncynprantllnrocy, B/l denepanbHoii ciy)Obl 10 TEXHUYECKOMY U SKCIOpTHOMY KoHTpoto (PCTOK
Poccun) https://fstec.ru/: IlocTtpoeHre THUIOBBIX Mojeliell yrpo3 Oe3onmacHOCTH HH(poOpmammu, oOpabaThiBaeMOi B
WHPOPMAITUOHHBIX CHCTEMAX.

3ananue 4.

Cucrema mudposanus Lesaps. Hudpst nepecraHoBKY.

1. PeanuzoBare cucremy mmdposanus Llesaps. Cucrema mmdpoBanus Llezaps, B KOTOPOM KaIblii CHMBOJ B
OTKPBITOM TEKCTE CIIBUTAETCS Ha ONpeIe]ICHHOE YHCIIO MO3UIMK BIiepe Win Ha3ajl. PeannzoBath QyHKIMK UG POBaHHS
u nemrpoBaHMs TEKCTa C UCTIOJIb30BaHUEM cHCTeMBbI i poBanus Llezaps.

2. PeanuzoBath mm¢pel nepecTaHOBKH, B KOTOPBIX MOPSIOK CHMBOJIOB B OTKPBITOM TEKCTE MEHSETCS] COTIIaCHO
HeKoTopoi GpyHKIMK. Peann3oBath GpyHKIMN MK POBaHUS U JEITUPPOBAHUS TEKCTA C HCIIOIb30BaHUEM MIH(POB
MEPECTaHOBKH.

3. PeanuzoBate cucremy mudposanus Lezaps ¢ xinodom.

4. PeanmzoBark GpyHkimy mmudpoBaHus U IemMPOBAHUS TEKCTA C UCIIOIL30BAHUEM CUCTEMBI U POBAHUS
Ie3aps ¢ kiro4oM.

I[IpakTHKO-OpPHUEHTHPOBAHHBIE 3a1aHus 115 6 cemecTpa:
3amanue 5.



Peanmuzanus aBycTtopoHHET0 oOMeHa KirrfoueBoi nHpopMmarueil. [loasaTHe 1 Ha3HAYCHHE IECHTPA PacIpeIeICHIS KITFOUeH.
TpeboBanus qnddu n Xemmvana.

Peanu3zoBath (yHKITMH TS TEHEPAIMH TPOCTHIX YUCEI M BBIYHCICHHS HAUOOJBIIIETO OOIIEro AeTUTEIs.

1. PeanuzoBarh GyHKIUH TSI TEHEPALMK KIIFOUEBOM Mapbl 1 0OMeHa KIIFoueBoi HH(OpMaIIUeil ¢ HCIOIb30BaHUEM
npotokoia Junddu-Xemmmana.

2. Peanu3zoBath TecThl A1 PYHKIMN TeHEpAIMU KIFOYEBOH Maphl 1 0OMEHA KITFOUCBOM HH(POPMAIUCH.

3. Peanu3zoBath TecThl A1 PYHKIMN Te€HEpAIUU KIFOYEBOH Maphl 1 0OMEHA KITFOUCBOM HH(POPMAITUECH.

3amanue 6.

Anroputm mudposanus RSA. Ilpouecc ¢popMupoBanus KIFOYEBOI Haphbl MoidyvaresieM, MuppoBanue U AemndpoBaHie
coo0rmmeHui B KpunrocucteMe RSA.

1. Peanm3oBate (yHKIMM Ui TeHEpalMd MPOCTHIX YHCEN, BBIYMCICHHS HaWOOJBIIEro OOMEero JemuTens,
HaXOKACHHUSI 00PaTHOTO AIIEMEHTA [0 MOIYJIIO.

2. PeanuzoBatk GyHKIUM 11 TeHEpaMK KIIOYEBOH Mapbl U muppoBanus/aemudpoBaHust cOOOLIEHUH ¢
HCITONTb30BaHuEM anroputMa RSA.

3. PeanuzoBath TecThl Al pyHKIMI TeHepaluy KITIOYEBOH Mapbl 1 MG POBaHUS/ JeIIN(PPOBAHUS COOOIICHHUH.

3ananue 7.

DopMHpOBaHUE NEPEYHS CBEICHUH, COCTABISIOIINX KOMMEPUYECKYIO TalHY.

1. Bri0epuTe BBIMBIIUICHHYIO KOMITAHHIO, I KOTOPO# OyneTe popMUpOBaTh NepedeHb CBEACHUH, COCTABISIONINX
KOMMEPYECKYIO TalHy.

2. Omnuimre BUIBI CBEIEHUH, KOTOPBIE MOTYT COCTABIISATh KOMMEPUECKYIO TaliHy /151 BHIOPAaHHOM KOMITaHHH.

3. CocraBbTe nepedeHb CBEACHHUI, COCTABISIONINX KOMMEPUECKYIO TaiHy, A7 BHIOPaHHOW KOMITAaHHH.

4. Odopmure pe3yabTaThl B BUAEC OTUETA

3ananue 8.
Pa3paboTka nmoauTHKN 0€30MaCHOCTH MPEIPUSITHS.

Onpenenvre Mean U 33291 TOJTUTHKHA 0€30TIACHOCTH TIPEIPHUSTHSI.

OnuinuTe MEpsI Mo 3anuTe HHGOPMAIUH, COOCTBEHHOCTH M TIEPCOHAJIA TIPEATIPUATHS.

Pa3paboraiiTe mporienypbl OTBETa Ha YTPO3bl 0€30TTACHOCTH TIPEIPHUSTHS.

. OdopmuTe pe3ynbTaTsl B BUAE JOKYMEHTA MTOTUTHKU 0€30TIACHOCTH MTPEIITPHUSTHS.

Kputepun ouennBanus:

MakcuManbHOE KOJMYECTBO 0aJIJIOB, KOTOpOe 00ydaroluiics MoxkeT HaOpaTh 3a cemectp — 80 OayioB (3a 4 3amaHus B
CEMECT)).

Kaxxnoe 3amanne oneHnBaeTcs:

— 20 GayuIoB. — 3a/IaHUE BBIIIOJHEHO BEPHO;

19-14 GaynoB. — npH BHIMOTHEHNUH 3a/1aHKsI ObUTH JIOMYIIEHBI HETOYHOCTH, HE BIHUSIONINE HA PE3YIIbTAT;

— 13-6 Gay1OB. — MPU BBIMIOJHEHUH 33JIJaHUS ObLUTH JOMYIICHBI OIIMOKH;

— 5-1 6aIoB. — pH BBIMOJIHEHWH 3a/1aHUs OBUTH JIOYIEHBI CYIIECTBCHHBIC OIINOKY;

— 0 GayyIoB. — 3a/1aHKE HE BBIITOTHEHO.

3 MeToauuecKkre MaTePUAIbI, ONPe/eIsSIIONIAE MPOIeTYPhl OIeHUBAHUS 3HAHU, yMEHUIl, HABBIKOB U (MJIN) ONBITA
NesITeJIbHOCTH, XapaKTepHU3yIIHX 3Tanbl GOPMUPOBAHUSA KOMIIETEHIIHIt

[Iponeayps! OlleHUBaHUS BKIFOYAIOT B Ce0s TEKYIIUH KOHTPOIb U MTPOMEKYTOYHYIO aTTECTAIHIO.

Tekymmii KOHTPOJIb YCIIEBAEMOCTH IPOBOJUTCS C HCIOJIb30BAaHHUEM OIICHOUHBIX CPEJICTB, MPEICTABICHHBIX B 1. 2
JMAaHHOTO TIPWIOXKEHHSA. Pe3ynmbTaThl TEKYIEro KOHTPOIS JJOBOIATCS JIO CBEISHHS CTYJIEHTOB 10 MPOMEKYTOYHOMH
aTTecTaluu.

I[MpomexxyTouHasi aTTeCTALMS [IPOBOAUTCA B (hopMe 3aueTa, SK3aMEHa.

3aueT MPOBOJUTCS MO PACIHUCAHUIO POMEKYTOYHOH aTTecTallii B YCTHOH (GopMme. KomnuecTBo BOMPOCOB B 3aUETHOM
3ajiaHuu — 3 (2 TeOpeTHYECKHX, | MPaKTUKO-OPUEHTHPOBAHHOE 3a/laHue). Pe3ybTaThl aTTeCcTallui 3aHOCITCS B BEIOMOCTh
M 3a4eTHYK KHIDKKY cryneHTa. CTyIeHThI, HE NpOIICIIINE MPOMEKYTOUYHYIO aTTECTaluio MO TpaduKy, IOKHBI
JIMKBUUPOBATh 3a/I0JDKEHHOCTh B YCTAHOBJIICHHOM TIOPSI/IKE.

OK3aMeH NPOBOJUTCS II0 PACIUCAHHIO IMPOMEKYTOYHOW arTectanmu B ycTHou (opme. KommuectBo BOmpocoB B
AK3aMEHAIMOHHOM 3a/iaHun — 3 (2 TeopeTnyeckunx, | MpakTUKO-OpPUEHTHPOBAHHOE 3a/iaHue). Pe3ynmpTaThl arTecTanun
3aHOCSTCS. B BEIOMOCTh U 3a4€THYIO KHHXKKY CTyAeHTa. CTYICHTBI, HE MPOILICAIINE MPOMEKYTOUHYIO aTTECTAIIMIO 110
rpaduKy, T0JKHBI JINKBUIUPOBATh 3a/I0JDKEHHOCTh B YCTAHOBJIICHHOM IOPSI/IKE.

PONME



IIpunoxerHue 2
METOIUYECKHUE YKA3AHHWS IO OCBOEHUIO JUCHUIIJINHBI

Y4eOHBIM MIaHOM TPETyCMOTPEHBI CIIEIYIONINE BUIIbI 3aHATHIA:

- JICKIINH;

- IPaKTUYECKHE 3aHATHS.

B Xome nmeKknnOHHBIX 3aHATHH PacCMAaTPHBAIOTCS OCHOBHBIE MOHSTHA B 00JacTH WH(GOPMAIMOHHOW O€30macHOCTH
3amuTel MH(GOPMAIMH, METOIbl OOHApY>KEHHS W OpPraHW3alW{ IMPOTHUBOJEHCTBHS aTak Ha HWH()OPMAIMOHHEIE CETH,
TpeOOBaHU MO 3amuTe KOHOUACHIMAIbHON HH(OpMAalWH, NAIOTCS PEKOMEHIAIMK Il CaMOCTOSITETIbHON paboThl H
MTOATOTOBKU K IPAKTHIECKUM 3aHITHSM.

B xozxe mpakTHuecKuX 3aHATHIA YIIIyOJNSIOTCS W 3aKPETUIIOTCS 3HAHUS CTYJEHTOB IO PSAY PACCMOTPEHHBIX Ha JIEKIHSIX
BOIPOCOB, Pa3BUBAIOTCS HABBIKH PELICHUS 3a/1a4 MO 3aIUTe HHPOPMAITHOHHBIX O0BEKTOB.

[Ipu moAroToBKe K MPaKTUYECKUM 3aHATHAM KaXKABIN CTYIEHT TOJIKEH:

- I3YYHUTH PEKOMEHJIOBAaHHYIO YI€OHYIO JTUTEPATYPY;

- U3yYUTh KOHCIICKTHI JICKIUH;

- 03HAKOMUTHCS C OMMCAHUEM MPAKTHYECKOH padoThI;

B mporecce moAroTOBKY K MPaKTHYECKUM 3aHATHSM CTYACHTHI MOTYT BOCIIOJIB30BaTHCS! KOHCYIBTAIMSIME MPETT01aBaTEIS.
Bompocel, He paccMOTpeHHBIE Ha JEKIUSIX W MPAKTUYECKUX 3aHATHSX, MOJDKHBI OBITh M3yUeHBI CTYyIEHTaMH B XOe
CaMOCTOSITEIbHON paboThl. B Xome camocTosATensHON paboThl KaXKIbli CTyIEHT 00s3aH MPOYUTATh OCHOBHYIO H, MO
BO3MOXKHOCTH, JIOTIOJTHHUTENBHYIO JHUTEPaTypy IO W3y4aeMOil Teme, NOTOIHHUTH KOHCIIEKTHI JIEKIMA HEIOCTAIOIUM
MaTepraIoM, BEIIICKAMH W3 PEKOMEHOBAHHBIX NCTOYHUKOB. BBIIETUTh HETIOHSITHBIE TEPMUHBI M HAWTH WX 3HAYCHHE B
SHIMKJIONEINYECKUX CIOBapIX.

JIJ19 MOATOTOBKY K 3aHATHUSAM, TEKYIIEeMY KOHTPOJIIO M MPOMEKYTOUYHOM aTTeCTalluu CTYAEHTHI MOTYT BOCIOJIb30BaThCs
ANIEKTPOHHO-OMOIMOTEYHBIMU crcTeMaMu. Takke oOydaromiuecss MOTYT B3STh Ha JOM HEOOXOIMMYIO JUTEpaTypy Ha
aboHEeMEeHTe YHUBEPCUTETCKON OMOIHMOTEKH WIIM BOCIIOIB30BAThCA YHTALHBIMH 3aJIaMHU.
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