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Y4eOHBIN TUTaH YTBEPKIEH YIEHBIM COBETOM YHUBepcuteTa (mpotokod Ne 9 ot 03.03.2026 ).

[Iporpammy coctaBmii(u): K.T.H., foueHT, CeBacTbsiHOB M. T.
3aB. xadenpoii: k.3.H., moreHt I0.B. Paguenko

Metonudeckuii coBeT: 1.3.H., 1oueHT M.A. Cyp:KuKkoB



1. HEJIX OCBOEHUSA TUCIUITJINHBI

1.1| IIpunoGpeTenue 3HaHMI B 0OmacTH HHPOPMAMOHHON OE30MTaCHOCTH M 3aIUTH HHYOPMAIINH 110 OPTaHU3AI[IOHHO-TIPAaBOBOM
3alIUTe KOMMEpPYECKOH, CIykeOHOH, mpodeccHoHanbHOW TaiHBL, NEPCOHANBHBIX MAaHHBIX; (OPMHUPOBAHHE YMEHUH U
IPaKTUYECKUX HABBIKOB 110 MPABOBOMY, OPraHU3ALIOHHOMY M TEXHHMYECKOMY OOECIICUCHHIO 3alMThl MH(GOPMALMU TIPU
pelIeHny 3a1a4 NpoheCCHOHANBHON eI TEbHOCTH.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUSA JUCHUIIJINHDBI

OIIK-7. Cnoco0eH MOHMMATHL NPUHUUNBI PadOTbl COBPEMEHHBLIX MH(OPMALMOHHBIX TEXHOJOIHMH M HCHOJB30BATH UX AJS
peleHus 3aaa4 npogecCHOHAIBLHOMN 1eATeJIbHOCTH.

IIK-2. CnocoGeH HCNOJIb30BaTh B NMPO(ecCHOHAIBHON 1eATeJIbHOCTH KOMMYHHKAIIMOHHBbIE TEXHOJOTHH, TOCYIapCTBEeHHbIE U
MYHUIIMIIAJIbHBIE nﬂ(l)opmammlmue CUCTEMbI; OCYIIECTBJIATH BHYTPUOPTaHU3AIIUOHHBIE )1 MEXBEJIOMCTBCHHbBIC
KOMMYHHKAIIMA HEOOX0IMMBbIE 151 pelleHns NPogecCHuOHATBLHBIX 3a1a4

B pe3yjabTaTre 0CBOCHHUS JUCHHUIIJINHBI oﬁyqammnﬁm JOJIZKEH:

3HaTh:

- OCHOBHBIE TIPUHIIMITBI PA0OTHI CHCTEM 3aIUTHI HHpopMaIun (cooTHeceHo ¢ nHankaropom OITK-7.1)
- METO[IBI ¥ CPEACTBA 3alIUTH HH(POPMAIIMU B paMKaX FOCYIapCTBCHHBIX U MYyHHUIUIIAIBHBIX HHOOPMAIIMOHHBIX CUCTEMaX (COOTHECEHO
¢ uaaukaropom I1K-2.1).

Ymerb:

- IPUMEHSATH CPEACTBA 3aIIUTHI MHPOPMAIMU B paMKax pelIeHus NpodecCHOHAIBHBIX 3a/1a4 (cooTHEeceHo ¢ nHaukaropom OIIK-7.2)
- UCTIONB30BaTh HHCTPYMEHTHI [UIS aHaJlM3a ¥ MOHUTOPHHTa HH()OPMAIIMOHHON 0E€30ITaCHOCTH B TOCYIApCTBEHHBIX U MYHHIIMIAIBHBIX
MH(DOPMAITHOHHEIX CHCTeMax (cooTHeceHo ¢ nHaukartopom I1K-2.2).

Baanern:

- HaBBIKAMH PAa0OTHI CO CIENHAIM3NPOBAHHBIMHU MpOrpaMMaMHM JUTS 3allUTHl W YIPABICHASA TaHHBIMH (COOTHECEHO C MHIMKATOPOM
OIIK-7.3)

- TIPUMEHEHHS COBPEMEHHOIO KOMIIBIOTEPHOTO O0OpYIOBaHHMS M COOTBETCTBYIOIIETO IPOrPaMMHOIO OOECIIEUCHUs B paMKax HX
0e30ITacHOTO WCIONB30BaHUS M B COOTBETCTBHH CO CTaHAApPTAMH OE30ITaCHOCTH B PaMKax NPUMEHEHHs TEXHOJOTHH AJICKTPOHHOTO
MPaBUTENIECTBA M IIPEOCTABICHUS TOCYIapPCTBEHHBIX (MYyHHUIIMIAIBHBIX) YCIyT) (COOTHECeHO ¢ mHankartopoMm I11K-2.3).

3. CTPYKTYPA U COAEP) KAHUE JUCIUITIJINHBI

Paznen 1. IIpaBoBoe n opranu3zanuoHHoe odecnevyeHrne HHPOPMALMOHHON 6e30I1ACHOCTH

Bun 3ansitus / Cemectp /| KonmuectBo
Ne HaumenoBaHue TeMbl, KpaTKoe coJepKaHue Komnerenuun
pabotsl / popma ITA Kypc 4acoB
IIpaBoBoe obecneuenne HHGOPMALMOHHONH OE30MACHOCTH B CHCTEME OIK-7
1.1 |nannonansHO# 6e3omacHocTi PO". OcHOBHBIE HanpaBiieHHs oOecticyeHus | JIEKIIMOHHbIE 3aHATHS 3 2 MK-2
“HPOPMANMOHHOI 6€30ITaCHOCTH U 3alIUThl HHpOpManuu B PD.
IIpaBoBoe obecneueHne HHPOPMALUOHHON OE30MACHOCTH B CHCTEME
HalMoOHaNbHOW Oe3omacHocTn P®. ba3oBeie cBoiicTBa 0e30macHOCTH
12 nndopmanuu. HopmarueHo-npaBoBast 6aza ¢yHKIHOHUpOBaHus cucteM| CamocTosTenbHas 3 2 OIIK-7
™ |3amurel mHpOpManmu. IlpaBoBasi 3ammTa TPOrpaMMHOIO OOeCHEUECHUS pabora [K-2
ABTOPCKMM IpaBoM. KOMIBIOTEpHBIE NPECTYIUIEHHS U OCOOEHHOCTH HX
paccienoBaHusl.
IIpaBoBoe obecneuyeHne MHPOPMALMOHHON OE30MAaCHOCTH B CHCTEME
13 HaLMOHANBHOI 0e3 onacHocTH P®. Opranusaius paboTbl CO CBEICHUSIMH, CamocrosiTebHast 3 5 OIIK-7
’ OTHECCHHBIMH K TOCYAapCTBCHHOW TaliHe ¥  KOH(HACHIMAILHON pabora [K-2
uH(pOpMaIHN.
o . CamocTosiTenpHas OIIK-7
1.4 | Bemonnenue 3a1anuii ¢ ucrioiap3oBanueM LibreOffice. 3 2
pabora [K-2
Paznen 2. Texnuueckas 3amuTa uHgopManuu
Buj 3ansiTus / Cemectp /| KoauuectBo
Ne HaumeHoBaHHe TeMbl, KpaTKoOe COAep:KaHHE Komnerenuun
pa6otsl / popma ITA Kypc 4acoB
VYrpo3bl yreuku HHGOpPMALMK 10 TEXHHYECKUM KaHanam. Hocutennm u
¢dopmer  3amummaemoit  uHpopmaiuu. OCHOBHBIE OOBEKTHI  3aIUTHI OIIK-7
2.1 JIeKIIMOHHBIE 3aHATHSA 3 2
uHpopmanu. Bunsl yrpos GesonacHoctn uHpopmanuu. TexHuueckue I1K-2
KaHaJIbl YTEYKH HH(OpMALIHH.
VYrpo3bl yTeukd HHPOpMAIUMK IO TEXHUYSCKMM KaHanam. DopMsl
p yre bop p CamocTosiTenpHas OIIK-7
2.2 |3ammmiaemoit uHpopmanun. OObeKTH 3auuThl. DPH3MYECKHE OCHOBBI 3 2
pabora IK-2
Bo3HukHOBeHHs1 TKYU. Knaccuduxanus TCP.




23 CnocoObl M cpeacTBa TeXHHYecKOW 3ammurhl uHpopmanuu. Cpexcta| CamocTosTenbHas 3 5 OIIK-7
’ 3alIUTHl 0OBEKTOB OT yTeUKU HHpopManuu 3a cyet [IDMU n HaBomOK. pabora [K-2
Criocobsl ® CpeACTBA  TEXHMYECKOHW  3alUThl  HH(OPMAIIUH.
11 CIOTBPAILICHHUEC TEYKH HH@POPMALMH 110 CIIM  JBJICKTPOIIMTAHUS U
pejloTspail y bopman H P CamocTosTenbHas OIIK-7
2.4 |3a3emieHus. Cpencrsa 3BYKOU3O0JISLIUI u 3BYKOIOITIOLICHUS aGora 3 4 MK-2
aKyCTHYECKOTO CHTrHana, oleHka ux sd¢exruBHocTH. CpencTsa moucka p
CPEJCTB HEIIACHOTO CheMa MH(OPMALHH.
N . CamocTosiTesbHas OIIK-7
2.5 |Beinon"enue 3aganuii ¢ ucrnonszoBanueM LibreOffice. 3 2
pabora IK-2
Pa3gen 3. Opranusanus 3aiuuThl HHGOpPManuy B HHPOPMAaLMOHHBIX CHCTEMAX
Bua 3ausitus / Cemectp /| KonmuectBo
Ne HauMeHoBaHHe TeMbl, KPaTKOE COAep:KaHHne KommnereHuun
pa6otsbl / popma ITA Kypc 4acoB
Opranuzanys 3alUThl UHOOpPMALKKM B HH()OPMALMOHHBIX CHCTEMAaX.
HcTouHMKH M BUIBI yrpo3 MHGOpMAIUK B MHOOPMALMOHHBIX CHCTEMaX.
31 CTpykTypa  TOCYIApCTBEHHOM  CHCTEMBl  TEXHHYECKOM  3alUThI CamocTosTenpHast 3 5 OIIK-7
’ unpopmanuu. Opranuzanus 3amuTel MHOGOPMALMKU. Mepbl  3alUThI pabora IK-2
nHpopManuu B HHPOPMAIMOHHBIX cHcTeMax.OpraHu3amus —3aIlUThl
o6bexroB KMU.
Yrpo3sl  HECaHKLMOHHPOBAHHOTO octyna K  uHOpMAaLMH B
P i p Aoety bopmat CamocTosTenpHast OIIK-7
3.2 |uHpOpManMOHHON cucTeMe. Yrpo3bl HENOCPEACTBEHHOIO JOCTyHa B aGora 3 4 K2
OTIEPALOHHYIO Cpety MH(POPMAIMOHHON CHCTEMBI. P
VYrpo3bl  HECaHKLMOHHPOBAHHOTO octyna K  uHQOpPMAaUMH B
P K P Aocty popmar CamocTosiTenpHas OIIK-7
3.3 |uHbopManMOHHON cucTeMe». YTpo3bsl MPOTrPaMMHO-MAaTEeMaTHYECKUX aGora 3 4 K2
BO3JICHCTBUI. p
Yrpo3el  HECAaHKIMOHMPOBAaHHOTO  JIOCTyma K  HWHpOpManmuud B
34 nHbopManuoHHol cucreme. IlocTpoeHme TuIOBBIX Mogmenei yrpo3| CamocrosTenbHas 3 5 OIIK-7
’ 6esomacHocTn uH(popManuu, o0pabaTbiBaeMoii B HH(DOPMAIMOHHBIX pabora IK-2
CHCTeMax.
TpeboBaHHsi K OpraHH3alM{ 3alIUThl HHOOPMALKH B HH(POPMAIIMOHHOM
P P H - bopman (bopman CamocTosTenpHast OIIK-7
3.5 |cucreme. OGecneueHne 3ammThl HHGOPMALMU B XOJE OSKCIUTyaTalluH aGora 3 2 TIK-2
“H(POPMAIIMOHHON CHCTEMBI. P
Paznen 4. Metoas! U cpeacTBa KpUNTOIPAPUYeCKUi 3a1IUThI
Buna 3ansitus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KpaTKoe coJep:kaHue Komnerenuun
pabotsl / popma ITA Kypc 4acoB
Meroapl M cpeicTBa  KpHUIITOrpaduueckod  3ammThl  MH(OOPMAIUH.
A per P pad LLI bopva CamocTosiTenpHas OIIK-7
4.1 |IlpuHumnsl  (QYHKUMOHUPOBAHUS CHMMETPHYHBIX M ACHMMETPUYHBIX aGora 3 2 K2
KpunrocucteM. AyTeHTH(HKAIHMS C UCTIOIb30BAHUEM OTKPBITOTO KITIOYA. P
40 Cummerpuunble  kpunrocuctembl. Cucrema mmudposanus —Llesaps. CamocrosiTesbHast 3 2 OIIK-7
’ Iudps! nepecTaHOBKY. pabora IK-2
AcUMMETpUYHbIE KPUNTOCHCTEMBbI. Peann3anust ABYyCTOpOHHEro oOMeHa
Vp P M LA By CTOP CamocTosTenpHast OIIK-7
4.3 | xmoueBoit nHpopmanuen. [loHsATHE N HA3HAUCHHE LICHTPa pacHpeiesICHHs 3 2
. pabora IK-2
xiroueit. TpeboBanus Juddu u Xemmmana.
AcCUMMETpPHYHBIE KpPUOTOCHUCTEMBL. Anroput™m mmdpoBaHust RSA.
P P o p bp CamocTosiTenpHas OIIK-7
4.4 |Ilponecc GpopmMHpOBaHUS KIIOUEBOW Mapbl MOJIydareseM, MU(poBaHUE U aGota 3 2 MK-2
Jemndposanue coobuenui B kpunrocucreme RSA. P
ACHMMETPUYHBIC KPUNTOCUCTEMBI. [IPUHIMIIBI U NPOLEAYPHBIE ACTICKTHI
P PHITTO prHL poueayp CamocrosiTesbHas OIIK-7
4.5 |anmroput™a osnektpoHHoi 1mdposoit mnoxmucu (DLII). LlenoctHocTh aGora 3 2 K->
repe/iaBaeMbIX JaHHBIX. ABTOPCTBO COOOIICHHH. p
Paznea 5. JluneHsupoBaHue U cepTuukanusa B 001aCTH 3alIMTHI HHPOPMALMHT
Buna 3ansitus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KpaTKoe coJepKaHue Komnerenuun
pa6otsl / popma ITA Kypce 4acoB
IIpaBoBbIC OCHOBBHI JIMIICH3MPOBAaHUS B OOJIAaCTH 3amIUTHl MH()OPMAIHH.
51 CTpyKTypa CHCTEMBI TOCYZApCTBEHHOTO JuIeH3upoBaHus. [lopsmok CamocTosTenpHast 3 5 OIIK-7
" |mpoBenenus nunensupoBanus. JluneHzuoHHble TpeGOBaHHS B 00JaCTH pabora [K-2
3auuThl HHGopMarmu. CepriuduKaiys CpeCTB 3aIUThl HHpOpMAIIH.
IIpaBoBBIC OCHOBBI JIMLICH3UPOBAHMS B OOJACTH 3aIlIUTHl MH(POPMALUNY.
59 OpraHusanus JUICH3UPOBAaHUS B OONACTH 3aIUUTHl HH(OPMAIHHL. CamocrosiTenbHast 3 5 OIIK-7
’ OCHOBHBIC JIMICH3MOHHBIC TPEOOBAHUS M YCIOBUS B OOJNACTH 3alllUThI pabora IK-2
uHpopManun.
Paznen 6. OcHOBBI 3211 THI KOMMEpPYeCKOi TaliHbI
Bupa 3ausitus / Cemectp /| KonuyectBo
Ne HanmeHoBaHUe TeMbl, KPaTKoe CoAepKaHue Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB




IIpaBoBbIC OCHOBBI 3alIUThl KOMMEpYeCKOW TaWHbl. CyIIHOCTh |
P 5 . . P ym CamMocTosTenpHast OIIK-7
6.1 |conmepxanue KomMepueckoil TaitHel. IIpaBoBOe oOOecrieueHHE 3alUThI aGota 3 2 MK-2
KOMMep4ecKoii Taiiibl. CBeICHHs, COCTABIISIONIE KOMMEPUYECKYIO TaiiHy. P
@dopMHUpOBaHHE TIEPEUHS CBEACHHI, COCTABISIONIMX KOMMEPYECKYIO
taiiny. ITopsimok pa3paboTKy IepeuHs CBEACHHI
6.2 COCT;]BMKI)) )T/Ix I1)<01\/I1)Me YECK KI)) TalH, HCBG éHl/IfI KOTOpbIE HE MOTYT Hpaxrieciue 3 2 OIIK-7
’ B P Y ¥ a ? P y 3aHATHUS IK-2
COCTaBJIATh
KOMMEPUECKYIO TaiiHy.
IIpaBoBbIE OCHOBHI 3aIIUTHI KOH(GHUAEHIHAIbHOW HHpopManuu. [IpaBa u
P m punenn popva P . CamocTosiTenbHas OIIK-7
6.3 |o0s3aHHOCTH pabOTHHMKA M pabOTOAATENs MO 3aIIUTe KOH(PUICHIHAIBHON aGora 3 2 K2
uH(pOpMaIHN. P
Pasnes 7. [IpaBoBbie OCHOBBI 3aLIUTHI IEPCOHAIBHBIX JAHHBIX
Buj 3ansitus / Cemectp /| KonmyectBo
Ne HaumMeHoBaHHe TeMbl, KPaTKoe CoAepKaHue Komnerenuun
pa6otsl / popma ITA Kypc 4acoB
CyIHOCTh U cofiepikannue 00pabOTKU M 3aIIUThI HEPCOHAJIBHBIX JaHHBIX.
IIpaBa u 00sM3aHHOCTH CYOBEKTa IMEPCOHAIBHBIX MAHHBIX M OIIEPaTOpa.
p Y P a1 patopa, CamocTosTeNIbHAsS OIIK-7
7.1 |oOpabaTpiBatoliero mnepcoHajbHble JaHHble. OpraHu3anus —3aIiuThl aGora 3 2 K2
MEPCOHANIBHBIX ~ JaHHBIX B OpPraHU3alMsiX, YYPSKACHHSIX H Ha p
TIPEIIPHSATHSX.
CymHOCTh U cofepikaHre 00pabOTKU M 3alUThl MEPCOHANBHBIX AAHHBIX.
79 Opranuszanusi  3allUThl  [EPCOHAJIBHBIX JaHHBIX B  OpraHM3alHu. CamMocTosTeabHast 3 4 OIIK-7
™ |IlonoxeHne 00 o00paOOTKE W 3amIUTe NEPCOHAIBHBIX JAaHHBIX B pabora [K-2
OpraHHu3aIyu.
Paznen 8. Opranuszanus 3aiiuThl KOH(PUIEHIHAJBHOH nHpopManuu Ha 00beKTaX HH(POPMATH3AIUHN
Bun 3ansitus / Cemectp /| KonmmuectBo
Ne HaumeHoBaHHe TeMbl, KPAaTKOe coJep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB
Opranuzanusi 3aluThl KOH(QUACHIMANBHON HH(poOpMaluu Ha OOBEKTax
undopmaruzaiuu. CyHIHOCTE W COJIEP)KAHHE OPraHM3aLMOHHBIX OCHOB
bop 1 ym Aep P 1 CamocTtosTeNnbHas OIIK-7
8.1 |3amuTel nHdopmanuu. OpraHU3allMOHHBIE MEPOIPHUSATHS MO 00SCIICYCHHIO aGora 3 2 TIK-2
3aumthl uHpopMmanuu. OpraHu3aiys KOHTPOJS COCTOSIHUS 3allUThI p
uHpopMaLun.
[pakTuyeckue OIIK-7
8.2 | Pa3paboTka MomuTHKU 0€301aCHOCTH NPEIIPHUSTHSI. P 3 2
3aHATHUS TIK-2
eATEeJBHOCTh PYKOBOJCTBA U JOJKHOCTHBIX JIMI[ IO MPOBEPKE COCTOSHUS
A Py 5 “H 1 POBEp CamocTrosTenbHas OIIK-7
8.3 |3amuThl KoH(pUIeHIMaNbHOW HHpopMaumu. OpraHuszanus —ayauTa aGora 3 2 K-2
“HPOPMAMOHHOIT 6€30MaCHOCTH. P
. . CamMocTosTenpHast OIIK-7
8.4 | BeinosiHeHHE 3a1aHMi ¢ ucnoiib3oBanueM LibreOffice. 3 2
pabora [K-2
Paznen 9. [IpomexxyTouHasi aTTecTanust
Buna 3ausitus / Cemectp /| KonmuectBo
Ne HaumenoBaHue TeMbl, KPaTKOe COIep:KaHUe KomnereHuuu
pa6otsl / popma ITA Kypc 4acoB
. OIIK-7
9.1 [IloaroroBka K IPOMEXYTOUHOI aTTECTAINH 3auer 3 4 MK-2

4. POHJ]I OIEHOYHbBIX CPEICTB

CrpykTypa U coaepkaHue (OHAA OLEHOYHBIX CPEICTB A NPOBEACHMS TEKYLIEro KOHTPOJIS M IMPOMEXYTOYHOH arTecTalnuu
npenctasieHsl B [Iprmoxennn 1 x pabodeit mporpaMMe TUCIUTIIHHEL

5. YYHEBHO-METOAUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. YueOHuble, HayYHbIe H METOAMYECKHE H3TAHUS

ABTODHI,
COCTaBHUTENU

3arnaBue

I/I3I[aTCHBCTBO, rong

Bubnuoreka /
Konunuectro

PynenxoB H. A.,
IIponerapckuit A. B.,
CwmupHoBa E. B.,
CypoBoB A. M.

TexHONOruY 3alUTHl HHPOPMALHH B
KOMITBIOTEPHBIX CETSX: yaeOHoe mocobue

«MHTYHUT», 2016

Mocksa: HammmonansHBIN
OTKpBITBI YHUBEPCUTET

OBC «YHuBepcureTcKas
OubnmoTeka oHIANH)




ABTODBI,
COCTaBUTEIU

3arnnaBue

I/I3I[3.T€HI>CTBO, rog

bubauoreka /
KomuecTBo

Bectauk MHCTUTYTa 3aKOHOATENBCTRBA U IPABOBOM
uapopmanuu nmean M.M. CriepaHCKOro: KypHa

Wpkyrck: MHCTHTYT
3aKOHOZIATeJILCTBA U
paBOBOU MHpOPMALUH,
2017

OBC «YHuBepcureTckas
O6ubIMoTEeKa OHJIANHY»

3 Kosanes /I. B.,
Bornanosa E. A.

Nudopmannonnas 6e30macHOCTh: ydeOHOE TocoOue

PocroB-Ha-Jlony: FOxHBIi
(benepabHbIi
yHuBepcurter, 2016

OBC «YHuBepcureTckas
OuOIMOTEKa OHJIAHY

4 Karanosa, T. H., HudopmannonHas 6e301mMacHOCTb: 1a00paTOPHBIHA ITepms: [lepmckmit 9BbC «IPR SMART»
lNankuna, JI. C., MPaKTUKYM rocyaapCTBEHHBIN
)K}:[aHOB, P A. T'yMaHUTapHO-
MeIaroruaeCcKum
yauBepcuret, 2018
5 Iunos, A. K. Vrpaeienune HHPOPMAIIMOHHOI 6€30MacHOCTHIO: PoctoB-na-/lony, Taranpor: 9BbC «IPR SMART»

y4ebHoe mocodue

W3narensctBo FOxHOTO
(benepaabHOTO
yHUBepcurera, 2018

6 Kybamesa E. C.,
Manamxkesn4 U. A.,
Yekynaesa E. H.

NHpopMaTHKa U BEIYUCIUTENIbHAS TEXHUKA.
HNudopmanmonnas 6e30macHOCTh
ABTOMATH3UPOBAHHBIX CHCTEM: y4eOHO-
METOINYECKOE TI0COOUE K TIPOXOXKICHUIO
HPON3BOJICTBEHHON MPAKTHKHU: y4eOHO-
METOIMUYECKOE T0Cco0He

Uomkap-Ona: [ToBomkckuit
rOCYapCTBEHHBIN
TEXHOJIOTMYECKUH
yHuBepcuter, 2019

OBC «YHuBepcureTckas
OuOIMOTEKA OHJIAHY

BUT. buznec & MHdopmaroHHbIe TEXHOIOTHU:
KypHaJ

Mocksa: ITonoxeser u
naptHepsl, 2019

OBC «YHuBepcureTckas
O6ubIMoTEeKa OHJIANHY»

5.2. IIpodeccuonanbHblie 0a3bl JAHHBIX U HHPOPMALMOHHBIE CIPABOYHBIEC CHCTEMbI

Wudopmanmonnas crpaBoynas cucrema "KoncymsrantlImoc"
Baza nanneix @enepanbHON CIyKObI IT0 TEXHUUECKOMY U 3KkcriopTHOMY KoHTpoito (PCTIK Poccun) https://fstec.ru/
basza maHHBIX MEHCTBYIONMX CTaHIApTOB MO HampasiaeHuio "MHpopmannonnas besomacHocts" https://www.gost.ru/portal/gost/home/

standarts/InformationSecurity

5.3. IlepeueHsb NporpaMMHOro odecneyeHus

Onepanuonsas cucrema PEJI OC

LibreOffice

5.4. YueOHoO-MeTOANMYECKHE MATEPHAJIbI A1 00y4AIOLIMXCSH ¢ OrTPAHMYEHHBIMHU BO3MOKHOCTSIMH 310POBbSI

ITpn HEOOXOMMMOCTH IO 3asIBIICHUIO 00YYArOIIETOCs C OTPaHNYCHHBIMU BO3MOXXHOCTSIMH 3I0POBBS yUEOHO-METOMYCCKHE MaTepHAIIbI
MPEIOCTABIAIOTCA B (hOpMax, aJaiTHPOBAHHBIX K OTPAHHUUYCHHSAM 3IO0POBBS M BOCHPHUATHS MH(popMarwy. [ JHIl ¢ HApyIICHHSIMH
3peHus: B hopMe ayanodaiina; B meyaTHOM GopMe yBeIWUeHHBIM mpudTOM. s U1l ¢ HapyleHUsAMHU ciIyXa: B (OpMe 3IEKTPOHHOTO
JOKYMEHTa; B IedaTHol ¢opme. st ULl ¢ HApyIICHUSIMH OIIOPHO-/IBUraTeIbHOIO armapara: B (opMe 3JIeKTPOHHOTO JIOKYMEHTa; B
neyaTHou opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUITJIMHBI

Iomewenust Uit BceX BUIOB palboT, NPEAyCMOTPEHHBIX yYEOHBIM IUIAHOM, YKOMIUICKTOBaHBI HEOOXOAMMOW CIELMAIN3HMPOBAHHON
y4eOHOI MeOEIbI0 M TEXHUIECKHMH CPEJICTBAMH O0Y4EHHUS:

- CTOJIBI, CTYJIBS;

- IEPCOHATIBHBIA KOMIIBIOTEP / HOYTOYK (IIePEeHOCHOH);

- IPOEKTOP;

- 9KpaH / MHTepaKTHBHAS JTOCKA.

IToMerenust 1y CaMOCTOSTENbHON PabOThl O0YyUYAIOMIMXCS OCHAIIEHBI KOMITBIOTEPHON TEXHUKOH C BO3MOXXHOCTBIO MOJKITIOYECHHUS K
cetr "MHTepHET" M 00eCIIEYCHNEM IOCTYTIA K 3JEKTPOHHON HH()OpMAIIMOHHO-00pa30BaTeIbHOM cpee.

7. METOINYECKHUE YKAZAHUA JJIA OBYYAIOIIUXCA 110 OCBOEHHUIO TN CITUITJINHBI

Metoauueckue YKa3aHHus 110 OCBOCHHWIO JUCHUITIIIMHBI TPEACTABJIICHBI B HpI/IJ'IO)KCHI/II/I 2K pa60qel71 nporpamMme JUCHUIIIIUHBI.




IIpunoxenne 1

®OHJ OHEHOYHbIX CPEACTB
1 Onucanue moka3areseili W KpHUTepHEB OLCHHBAHWS KOMIIETCHIWH Ha Pa3jIMYHBIX 3Tamax HX
(opMupoBaHusi, onNucaHHe HIKAJ OLleHUBAHUSA

1.1 Iloka3zaTenu U KpUTEpUHU OLIEHUBAHUS KOMIIETEHLIUNI:

3VH, cocTaBisroIe KOMIIETEHIIAIO

IToka3aTenu oeHUBaHUS

Kpurepun onennBanust

CpencTBa
OLICHMBaHUS

IIK-2: CnocoGeH HCNMOIb30BaTh B MPO(PecCHOHAIBHON TeATeIbHOCTH KOMMYHHKAIMOHHbIE TEXHOJIOTHH, TOCyAapCcTBEHHbIE U
MYHHIUNATbHbIEe HHPOPMALMOHHBIE CHCTEMbI; OCYIIeCTBJISTh BHYTPHOPIaHU3AIlHOHHbIE M MeKBeIOMCTBEeHHbIe KOMMYHHKAIUU
He00X0IMMble VISl pelieHNs NpodeccHOHAILHBIX 32124,

3HaTh: METOABI M CPEACTBA 3aIUTHI
uHPOpPMATIT B pamKax
rOCYAapCTBEHHBIX u
MYHHUIHUIAIBHBIX MHPOPMAIIMOHHBIX
cucTeMax

U3y4aeT TEPMUHOJIOTHIO, CBS3aHHYIO C
HHPOPMATMOHHON 0€30I1acHOCTHIO,
ANTOPUTMBI paboTsI
CIELMaNTU3UPOBAHHOTO MPOTPaMMHOTO
obecrieuennst B obnactu b B pamkax
TOCYJapCTBEHHBIX M MYHHLUNAIBHBIX
MH(OPMALMOHHBIX CUCTEMax

JUIsl IOATOTOBKH K 3a4€Ty, OIIPOCY

MOJTHOTA u COOTBETCTBHE
TpeUIaraéMbIX CIOocO0OB PEUICHHUS
CTaHJApTHBIX 3a1a4
npodeccHoHaNBHON  AesSTebHOCTH

B obmactd  uH(OPMAIMOHHON
0€30IMacCHOCTH
TpeOOBaHUSIM HOPMAaTHBHO-

IMpaBOBbBIM AaKTOB TIIpU OTBETC Ha
OIIPOCE, 3a4ETE

orpoc (BOMIPOCHI
1-57)
BOIIPOCEHI K
3a4eTy (BOMpOCHI
1-78)

YMeTh: UCTOJIB30BAaTh HHCTPYMEHTHI | aHAJIM3UPYET W OLEHMBAET YPOBEHb | COOTBETCTBHUE PE3YJIbTaTOB aHANN3a | MPaKTHKO-
JUIL  aHaiu3a W MOHHMTOpHWHTa | 0E30IMacHOCTM  TOCYAApCTBEHHBIX M | TEKYIEMY COCTOSHHIO OPHEHTHPOBAHH
UHPOPMAIMOHHONH OE30IIaCHOCTH B | MyHHIIMIIANBbHBIX ~ MH(MOPMALMOHHBIX | CHCTEMBI 3aIIUTHl MHQOPMALIMK ITPH | bIe  33JaHUS K
rOCyIapCTBEHHBIX U | cucTeM, BBISBISIET OCHOBHBIC YIPO3BI H | BHIOJTHCHUH NPaKTUKO- | 3a4eTy (3aJaHus
MYHHLMIAJIbHBIX MHPOPMALMOHHBIX | ySI3BUMOCTH OPHCHTHPOBAHHOTO u | 1-9)
CHCTEMax npH BBITIOJTHCHHH MPaKTUKO- | IPAKTHYECKOTO 3aaHUs MPaKTHYECKOEe
OPHCHTHPOBAHHOTO ¥ MPAKTHYECKOTO 3aJaHue
3aIaHus (3amanus 1-2)
BriageTp: HaBBIKAMH TNPUMCHEHUS | HCIIONB3YET  METONBI M CPEICTBA | COOTBETCTBHE  TEXHOJIOTMYECKOTO | MPaKTHKO-
COBPEMEHHOT'O KOMIIBIOTEPHOTO | 3aI0UTHl HHOOPMAIIUY B COOTBETCTBHH C | IIpoLecca 3allUThl  WH(OpPMAIMHU | OPUCHTHPOBAHH
000pYyAOBaHHS ¥ COOTBETCTBYIOIIETO | MPAaBOBHIMH HOPMATHBHBIMH aKTaMH H | TpeOOBaHHAM HOPDMATHBHO- | bIe 3aJaHUS K
NporpaMMHOrO  oOecrieueHHsi B | HOpPMATUBHBIMU MetonuueckuMu | Metonnueckux nokymeHroB DCB | 3adery (3amaHus
paMKax ux 6e3zomacHoro | nokymenrtamu ®Cb Poccun u ®CTIK | Poccun u @CTIK Poceun 1-9)
UCIIONIb30BaHMS U B COOTBETCTBUM cO | Poccun B pamMkax  IpUMEHEHUs NPaKTHYECKOe
cTaHiaptaMu  0€30IIaCHOCTH B | TEXHOJIOTUHU 9JIEKTPOHHOTO 3aJaHue
paMKax TPUMEHEHHMsS TEXHOJIOIMH | MPABUTEIbCTBA M IPENOCTABJICHUS (3amanus 1-2)
AJIEKTPOHHOTO ~ NPABHUTENIBCTBA M | TOCYAPCTBEHHBIX  (MYHHUIIMIAJIbHBIX)
NPEJOCTaBICHUS TOCYAAPCTBEHHBIX | yciyr)

(MyHHUIIMIIATEHBIX) YCIIYT)

OIIK-7: Cnioco0eH MOHMMATh NPUHIUIBI PA60THI COBPeMeHHbIX HH(opMaL

pemieHust 3a1a4 nNpogeccHOHATbHON AeATEJIbLHOCTH

HOHHBIX TE€XHOJIOTHIi H HCI0Jb30BaTh HX AJI

3HATh: OCHOBHBIC MIPUHIUIIBI pa60TLI
CHUCTEM 3alllUThI I/IH(I)OpMaLII/II/I

n3yqaer TIPUHINTIBI
KOH(MICHIIMAIIBHOCTH, NEIOCTHOCTH U
JOCTYITHOCTH IAHHBIX, PA3INYHs MEXIY
TEXHUYECKUMH W OPTaHU3al[IOHHBIMHU
MepaMH 3alUThl HHQOpMAaLuH

JUISL TIOITOTOBKH K 3a4€Ty, ONIPOCY

MOJTHOTA u COOTBETCTBHE
MpeATIaraeMbIX CII0ocO0O0B PEIIeHUS
CTaH/IapTHBIX 3a7aq
npodecCHOHAIBHON  AeATeNTbHOCTH
B obmactu  wH(pOPMAIMOHHON
6e3omacHocTH

TpeOOBaHUAM HOPMAaTHUBHO-

IIpaBOBbBIM AKTOB IIpU OTBETEC Ha
OIIpOCE, 3a4YCTEC

orpoc (BOIIPOCEHI
1-57)
BOIIPOCHI K
3a4eTy (BOIPOCHI
1-78)

YMmeTs: MPUMEHSITh CpencTBa | aHAM3UPYET M BHIOMPAET CPEACTBA | COOTBETCTBHE PE3y/IbTATOB aHAIN3A | TIPAKTHKO-
3amuTel  UHGOPMAIMM B PaMKax | 3alIATHI B 3aBUCHMOCTH OT CIICHHU(PUKH | TEKYIIEMY COCTOSIHHIO OpHEHTHPOBAHH
perieHust Mpo(heCcCHOHANBHBIX 33/1a4 | MPO(EeCCHOHANBHBIX 3a/1ad U YIPO3 MPH | CHCTEMBI 3aIUThI HHPOPMAIIMH TIPH | ble  3afaHus K
BBITIOJTHEHUN NPAaKTHKO- | BBIMOJIHCHUH MPaKTHKO- | 3a4eTy (3amaHus
OPHMEHTHPOBAHHOTO ¥ MPAKTUYECKOTO | OPHEHTHPOBAHHOTO u | 1-9)
3a/1aHuUs NPaKTUYECKOTO 3aJaHHs MPAKTHYECKOE
3a7aHKe
(3aganus 1-2)
Brnagers: HaBbIkaMH pabOTBl €O | MCIONB3YeT  MHCTPYMEHTAMH U | KQ4eCTBO MOJIyYEeHHBIX | PAKTHKO-
CIICIHATTM3UPOBAHHBIMH OLCHKM yS3BUMOCTEH M  aHaiuM3a | pe3yiabTaToB, TOYHOCTh M IIOJHOTA | OPUCHTHPOBAHH
nporpaMMaMH  JUIA  3alIMTHl W | HHIUICHTOB BBIBIICHHBIX  YS3BUMOCTEH B | ble 3amaHus K

YIiipaBJ€HUA JaHHBIMHA

COOTBETCTBUH C ITOCTaBJICHHBIMHU
npodeccnoHaTEHBIMY 3a/1a9aMHU

3a4ery (3amaHus
1-9)
MPaKTHIECKOe




3a/1aHUe
(3amanus 1-2)

1.2 [lIxanbl OllCHUBAHUS:

Texymuid KOHTPOJb YCHEBAEMOCTH U MPOMEXKYTOUHAs aTTECTallMsl OCYILECTBISETCS B paMKax
HAKOIUTENIbHOM OamibHO-peiTHHIOBOM cuctemsl B 100-0anipHOi 1IKane:

50-100 6amnoB (3a4TE€HO)

0-49 GannoB (He 3a4TEHO)

2 TunoBble KOHTPOJbHbIE 3aJ]aHUsl WJIH WHbIe MaTepHAJIbl, HEOOXOAHMBbIe IJisi OLEHKH 3HAHMIA,
YMeHHUil, HABBLIKOB M (MJIH) ONBITA AeSITeILHOCTH, XapPaKTepPU3YIOIIUX 3Tanbl (OPMHPOBAHMSA
KOMIIeTeHIUii B MPoIecce 0CBOEHHsI 00pPa30BaTeIbHON MPOrpaMMbI

Bomnpocsl k 3a4ety
WNudopmanus kak 00BEKT MIPABOBOTO PETYIHUPOBAHMUS.
CrpyxkTypa 3akoHoAaTenbecTBa PO B 061actu nH(popMaMoHHON 6€301aCHOCTH U 3aILUThl HHOPMALIUH.
OcHoBHble 11enu 1 Metoabl odecnieuenuss Ub P®. Mcrounuku u Buasl yrpo3 Ub PO.
OcHoBHbIE HanpaBieHUs obecredeHuss UHHOPMaIIMOHHON 06€30M1acCHOCTH U 3alUThl HHpopManuu B PO.
CTpyKTypa OpraHu3allMOHHON 3aITHl HHPOPMAIIHH.
Buns! nadopmanum, 3ammnaemMoil 3akoHo1aTesbcTBoM PO.
[lepedens cBeneHUi KOHPUACHIIMAIEHOTO XapaKTepa.
Opranu3zanus paboThl CO CBEICHUSIMU, OTHECEHHBIMU K KOH(QHICHIIMAIbHOM HH(pOpMALIUHU.
ITpaBoBO# pexHUM 3aLUTHI KOH(UICHIMAIBHOW HHPOPMALIUH.
0. ¥Yrpo3sl yreuku nHGOPMALIUU IO TEXHHYECKUM KaHaTaM.
1. ®opmsl 3anuiiaeMoit HHGOPMAIIHH.
12. OcHoBHBIE OOBEKTHI 3AMUTHI HH()OPMALIUH.
13. Knaccudukaius TeXHHYECKUX KaHAJIOB YTEUKH UH()OPMAIIHH.
14. TexHuyecKkre MEPOIPUATHS 0 3aLTUTE UHPOPMALIUU OT YTEUKHU 0 TEXHHYECKIM KaHaIaM.
15. OpranuzanuoHHbIe MEPOIIPHUSTHUS 110 3aIIUTE UHYOPMAIIMK OT YTEUKH 10 TEXHUYECKUM KaHaJaM.
16. Knaccudukanms yrpo3 6€30macHOCTH HHPOpMaUU B HHOOPMAITMOHHBIX CUCTEMaX.
17. TpeGoBaHus K OpraHu3aIiy 3alIUTh HH(HOPMAIMK B MHPOPMALIMOHHON CHUCTEME.
18. ®opmupoBanme TpeOOBaHMI K 3anUTe HHPOPMAUY B HH)OPMAITMOHHON CHCTEME.
19. OGecneuyenue 3amuThl HHGOPMALIUU B XO/1€ IKCILTyaTallud HHPOPMALMOHHONW CUCTEMBI.
20. TpebOoBanus kK MepaM 3aIIUTHI HHPOPMALINH, COIEpIKaIIEHCs B MHYOPMAIIMOHHOH CHCTEME.
21. Omnpenenenue Kiacca 3alMIIEHHOCTH HH()OPMAIIMOHHON CHCTEMBI.
22. JluueH3upoBaHKE B 00JIACTH 3aLIUTHI HH()OPMAIIHH.
23. CtpyKTypa CUCTEMBI FOCYJapCTBEHHOI'O JINIIEH3UPOBAHHUS.
24. TlopsitoK MPOBENCHUS JTUIIEH3UPOBAHHSL.
25. OcHOBHBIE TUIIEH3MOHHBIE TPEOOBAHUS U YCIIOBHS B 00JaCTH 3aIIUTHI HHPOPMALIUH.
26. TlepedeHb BHIOB IESTEILHOCTH B 00JACTH 3aIIUTHI MHPOPMALIUH, MTOJISKAIUX JTUIICH3UPOBAHUIO.
27. CtpyKTypa CUCTEMBI CePTU(DUKAIUH.
28. Tlopsimox mpoBeneHHsI cepTU(UKAITUH CPEJICTB 3aUTH HH(POpMAIIH.
29. CeprudukaoHHbIE UCTIBITAHUS CPEJICTB 3AIUTHI UHPOPMALIUH.
30. Tlopsimox oTHeceHHs WHpOpMANUKA K WHPOPMAIMH, COCTABISIOIIEH KOMMEpPYECKYI TaiHy, W ee
IpeIOCTaBIICHHE.
31. TlousTHe KOMMepYecKoii TaifHbI. [IpaBoBOE oOecnevueHne 3amuThl KOMMEPUYECKOW TaiHEI.
32. CaezneHus, COCTaBIAIONIME KOMMEpUYECKYIO TaiHy. CBeJeHHs, KOTOpble HE MOTYT COCTaBJIAThH
KOMMEPYECKYIO TalHY.
33. IlpaBa obnanarens KOMMEPYECKOM TailHbI.
34. Opraauzanus 3amUTH THPOPMAITUU Ha TIPEATPHSATHH.
35. OoOecneueHre COXpaHHOCTH IOKYMEHTOB, JIeJl U U3AaHUH.
36. OO0s3aHHOCTH JINTI, JOMYIIEHHBIX K CBEICHUSIM, COCTABIISIFOIINX KOMMEPYECKYIO TalHYy.
37. OpraHuzanusi KOHTpoJIA 3a oOecreueHHeM peXuma Hpu paboTe €O CBEACHUSIMH, COJIEp KALIUMH
KOMMEPYECKYIO TalHY.

RRO©oo N ORWNE
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38. OO0s3aHHOCTH MEpPCOHANIa OPTaHU3AIMH IO COXPAHEHUIO KOMMEPYECKOM TalfHBI.

39. Ilomutuka 06€30MacHOCTH TPEANPUATHS KaK OCHOBAa OPraHM3al[MOHHOTO YIPABJIECHUS 3alIUTON
uHpopMaLnu.

40. TIpaBa u 00s3aHHOCTH paOOTHUKA U pabOTOAATENA 10 3alUTe KOH(DUICHIINATLHON HH(DOPMAITUH.

41. OTBeTCTBEHHOCTH 32 HapylIeHNe KOH(PUICHINAIBHOCTH HH(pOpMAIUH.

42. TlpaBa u 005S3aHHOCTH CYOBEKTa IEPCOHAIBHBIX JaHHBIX M oOlepaTopa, 00padaThIBAIOIIETO
NEPCOHATbHBIC TaHHBIE.

43. Opranuzaiys 3alUThl IEPCOHATBHBIX IAHHBIX B OPraHU3AIUH.

44. TlnanupoBaHHE MEPONPHUATHIA IO OPTaHU3AIMOHHON 3aIIKUTe MHOOPMAIMH Ha MIPEIITPUATHH.

45. CTpykTypa U OCHOBHOE COJAEpXaHHE IUIaHA MEpPONPUATUH MO 3alluTe KOH(QUICHIIHAIBLHOM
uHpOpMaLnu.

46. OpraHu3anys aHATUTHYECKON pabOThI B 00JIACTH 3aIMTHl HHOOPMAITUU HA TIPEINPUITHH.

47. OcHOBHBIE 00BEKTHI U (HOPMBI KOHTPOJIS 32 COCTOSIHUEM 3aIIUTHI HHPOPMALIUH.

48. OcHOBHBIE 3aJ1a4l U METOJIbI KOHTPOJISI.

49. OcHOBHBIC HaNpaBJICHUS AHATUTUYECKON pabOTHI.

50. Opranuzanus aynuta HHQOPMAIMOHHON 0€30MaCHOCTH PEATPUSITHSL.

51. ®yHKIUHM aHATUTHYECKOTO MOIPAa3IeIeHUs B 00JaCTH 3alUThl HHPOPMALIUU HA TIPEAIPUSTHH.

52. OcHOBHBIE ATAlbl AHATUTUYECKON PaOOTHI B 001aCTH 3aIIUTHI HH(GOPMALIMU HA MPEATPUSTHH.

53. Coneprxanue U OCHOBHBIC BUJIBI AHATUTHYCCKUX OTYCTOB.

54. Knaccudukanus METOA0B aHaIM3a HHGOPMALIHH.

55. KomMmbloTepHBIE TPECTYIUICHUS B DJIEKTPOHHONW KOMMEPIIUH.

56. HudopmarmonHas 6€30MacHOCTb B 3JIEKTPOHHON KOMMEPIIHH.

57. HOpuaudeckasi OTBETCTBEHHOCTH 3a HapYIICHUE MPABOBBIX HOPM 3aIIUTH HH()OPMAIIHIH.

58. OO6ocHOBaTh OCHOBHBIC HaIpaBlIeHUs oOecreueHuss MHPOPMAIMOHHOW O€30MacHOCTH M 3alUThI
nHpopmanuu B POD.

59. BeisBnenue yrpo3 yreuku HHGOpPMAIMU MO KaHajdaM MOOOYHBIX JJIEKTPOMATHUTHBIX H3IyYeHUH WU
HaBOJIOK.

60. BrlsiBneHNE Yrpo3 yTEUKU aKyCTHUECKOH (peueBoit) HHPpOpMaIIHH.

61. BeisaBneHHE yrpo3 yTEUKH BHI0BOK HH(DOpMAIIH.

62. CdopmynupoBaTh TEXHUYECKHE U OPraHU3ALMOHHBIE MEPOTIPUATHS MO 3aIIUTE HHPOPMAIIUHN OT YTEUKU
M0 TEXHUYECKUM KaHaJlaM.

63. BrIBICHNE UCTOYHUKOB M YTPO3 HECAHKIIMOHUPOBAHHOTO JJOCTYIA B MH()OPMAIIMOHHON CHCTEME.

64. OmpenencHue TUITOB HAPYITUTEIICH.

65. BrigBneHHe HocuTeNel BpeOHOCHBIX TPOrPaMM.

66. BeiaBneHune ys3BEUMOCTEH HH()OPMAIIMOHHONW CHCTEMBI, CHCTEMHOTO IPOTPAaMMHOTO obOecreueHus,
MPUKIIQJHOTO TPOrPaMMHOI0 0OecIieueHusl.

67. IlocTpoeHume THIIOBBIX MoOJeneil yrpo3 Oe3omacHOCTH UWHQpOpMmanuu, oOpabaThiBaeMON B
MH(OPMALIMOHHBIX CHCTEMAaX.

68. Ompenenenune Kinacca 3aMUIIEHHOCTH HHOOPMAIITHOHHON CHCTEMBI.

69. CdopmupoBarh TpeOOBaHUS K 3aIIUTE UH(OPMAIMK B UHPOPMALIMOHHON CUCTEME.

70. Pa3zpaboTka TpeboBaHMIA K MepaM 3alIUThl HHPOPMAIINH, COJIEpIKAIIEHC B MHPOPMAIIMOHHON CHCTEME.
71. OpraHuzanus TUIIEH3UPOBaHUS B 00aCTH 3alIUThHI HH(OPMALIUH.

72. Opraauzanus cepTu(GUKAnUU B 00JIACTH 3alIUTHI HH(OPMAIIHH.

73. TlpaBoBoe obecrieueHne 3auThl KOMMEPUECKOW TailHbI Ha IPEANPHUSITHH.

74. Pa3zpaboTka MOJUTUKU O€30TTACHOCTH MPEITPHUSITHSI.

75. Ompenenenue npaB 1 0043aHHOCTEN onepaTopa, 00padaThIBaIOIIEro MePCOHAIbHbIE JaHHBIE.

76. Omnpenencuaue ypoBHs 3anmuiieHaocta MCIT/IH.

77. OmnpeneauTb OCHOBHBIE OOBEKTHI U (POPMBI KOHTPOJISI 32 COCTOSIHUEM 3alUThl MH()OPMAIIH.

78. CdopmynrpoBaTh OCHOBHBIE 3a/1a4X U METOJIBI KOHTPOJISI.

IIpakTHKO-OpHEHTHPOBAHHBIE 321aHUSI K 3a4eTy

1. Pa3paboTka KOHIIETIIUY, POTPAMMBI U IJIaHA HCCIIETOBaHUSI.
2. Beibop MeTo1a HeceIoBaHus Ha Pa3InIHBIX dTanax padoThl.
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3. [lony4yenne nepBUIHON HHPOPMAITIH 00 0OBEKTE UCCIICTOBAHMSI C UCIIOIF30BAHNEM UHCTPYMEHTATBHBIX
METOJIOB.

4. O6paboTka nepBuuHOM HHPOpMAIIH 00 00BEKTE UCCIICTOBAHMSL.

5. PazpaboTtka Mozenu yrpo3 HapylieHus: HHPOpMarmoHHOW 0€301MaCHOCTH CUCTEMBI SJIEKTPOHHOTO
JOKYMEHTO000pOoTa

6. PazpaboTka Moienu HapymuTesnss HHPOPMAaIMOHHOW O€30MaCHOCTH CUCTEMBI AJIIEKTPOHHOTO
JOKYMEHTO000pOoTa

7. Pa3paboTka KOMIUIEKTa THITOBBIX SKCILTYaTalldiOHHBIX JIOKYMEHTOB CHCTEMBbI JJIEKTPOHHOTO
JOKYMEHTO000pOoTa

8. [Tonbop 1 obocHOBaHKE BHIOOPA CPECTB 3alIUTH HH(POPMAIUK U X KOMIIOHCHTOB Ha OCHOBaHUU
MOJIENIN YyTPO3

9. [IpoBeneHune ayanTa 3aIIUIIIEHHOCTH CUCTEMBI 3JICKTPOHHOTO IOKYMEHTOO0O0pOTA TT0 TPEOOBaHUSIM
KOHTPOJIHPYIOIIUX OPTaHOB

Kpurepun oueHuBaHus:

MaxkcumanbHoe konunaectBo 6amutoB 100. Kaxxgoe 3aueTHoe 3aganue cogepxkut 2 Borpoca u 1 3aganue. OTBer
Ha KaXIbIH BOIMPOC OIICHWBAETCS OTICIIbHO, MakcHMMaibHO 30 OayuioB KaKIbpld. 3aJiaHUE OIICHUBACTCS
MakcumainbHO 40 6aIoB.

Kputepuu orieHuBaHMs OTBETa HAa OT/IENIbHBIN BOIIPOC:

. 25 — 30 OamioB BBICTABIAETCS CTYICHTY, €CIH H3JI0OKCHHBIH MaTepuall (PaKTHYECKH BEpeH,
MIPOJICMOHCTPUPOBAHBI TIIYOOKHE WCUCPIBIBAIOIINE 3HAHHWS B OO0bEeME MPOWJICHHOW MpPOTrpaMMBI B
COOTBETCTBHUH C TIOCTABJIICHHBIMU IPOTPaMMOi Kypca LEISIMH U 3a1a4aMu 00ydeHHMsI, U3JI0KCHUE MaTepuaa
IIPU OTBETE - TPAMOTHOE M JIOTHYECKH CTPOHHOE;

. 20 — 24 6asuIoB BBICTABIISICTCS CTYJICHTY, €CIIU MTPOJACMOHCTPHPOBAHBI TBEPBIC U JJOCTATOYHO TOJTHBIC
3HaHUs B 00bEME MPOIJICHHON MPOTPaMMBbI JTUCIMILIMHBI B COOTBETCTBUH C IIEISIMH OOYYCHUS; MaTepHal
M3JI0’KEH JOCTATOYHO MOJHO C OT/IETHHBIMHU JIOTHYECKUMHU U CTHIIUCTHYSCKUMHU TTOTPEITHOCTSIMH,

. 15-19 OamioB BBICTABISICTCS CTYACHTY, €CIM IPOJEMOHCTPUPOBAHBI TBEPIbIC 3HAHUS B 00OBEME
MPOIIGHHOTO Kypca B COOTBETCTBHE C IEJISIMU OOYYEHUS, OTBET COACPIKHUT OTACIbHBIC OINOKH, YBEPCHHO
WCTIPABJICHHBIC TIOCIIE JOMOTHUTEIBHBIX BOIIPOCOB;

. 0-14 Gayta BBICTaBJISIETCS CTYIEHTY, €CJIM OTBETHI HE CBSI3aHBI C BOIPOCAMH, JOIMYIICHBI IPpyObIe
OIIMOKH B OTBETE, MPOJIEMOHCTPUPOBAHBI HETIOHUMAaHHUE CYITHOCTH U3JIaraéMoro BOIpoca, HEYBEPEHHOCTD U
HETOYHOCTH OTBETOB Ha JIOMOJHUTEIIBHBIC U HABOJISIINAE BOTIPOCHI.

Kpurepnu onieHuBanus 3a1aHus:

J 35-40 Gay0B BBICTABISIETCS, €CIM 33/JaHUE PEIHICHO IOJIHOCTBIO, B MPEJCTABICHHOM pEIIeHUH
000CHOBAaHHO ITOJTYYCHBI IPAaBUJIBHBIC OTBCTHI.

J 25-34 Oamna BBICTaBISETCS, €CIM 3aJaHHE DPELICHO IMOJHOCTbIO, HO TPU OTBETE JOMYIIEHbI
HE3HAYUTEJIbHbIE OLITHOKH.

o 11-24 6anna BeICTaBISETCS, €CIIM 3aJaHUE PEIICHO YaCTUYHO.

o 0-10 GanoB BBICTABIISETCS, €CIIHM PEIICHIE HEBEPHO WM OTCYTCTBYET.

HtoroBsiii pesynbrar GpopmMupyercs U3 cyMMbl HAOpaHHBIX OajUIOB 32 BBIMIOJHEHUE 3aYETHOTO 33/JaHUS U
COOTBETCTBYET IIIKAJIE:

— 50-100 6amnoB (3a4TE€HO);

— 0-49 GamnoB (He 3a4TEHO).

Onpoc

Bompocsr quist onpoca:

WNudopmanus kak 00BEKT MPABOBOTO PETYIHUPOBAHMUS.

CrpykTypa 3akoHoaTenscTBa PO B o6macTi nHGOpMAIIMOHHON O€30MaCHOCTH U 3aIIUTH HHPOPMAIIHH.
OcHoBHbIe 1€ 1 MeToabl ooecnieueHust b P®. Mcrounuku u Bust yrpos b PO.

OcHoBHBIE HampaBJICHHs o0ecredeHus MHPOPMAITMOHHOW 0€30MMaCHOCTH U 3alUThl HHpopManwu B PO.
CTpykTypa OpraHu3allMOHHON 32U THI HH(OPMALHH.

Bunapr undopmaruu, 3anmiiaemMoii 3akoHoaaTebcTBoM PD.
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7. Tlepeuyensb cBeneHUi KOHYUICHINAIBHOTO XapakTepa.

8. Opranusanus padoThl CO CBEICHUSIMH, OTHECEHHBIMU K KOH(MUICHITMATHLHOM HHPOPMAIIUH.

9. IIpaBoBoii pexkKuUM 3aIUTHl KOH(PUICHINATBHON HH(POPMALIHH.

10. VYrpo3sl yreukn nHGOPMAIIUH 110 TEXHHYECKUM KaHaJaM.

11. ®opwmel 3amuiaeMon HHGHOPMAIIUH.

12. OcHoBHBIE OOBEKTHI 3aIUTH HHGOPMAIIHIH.

13. Knaccugukanus TeXHUYECKHX KaHAJIOB YTEUKU HH()OpMAIIH.

14. TexHuyeckue MEpPOIPUATHUSA MO 3aIIUTE UHOOPMALIMK OT YTEUKH 110 TEXHUYECKUM KaHaJlaM.

15. Opranu3anvoHHBIE MEPOIPHUATHS 110 3aIUTE HHPOPMALIUU OT YTEUKU IO TEXHUYECKUM KaHaJlaM.

16. Knaccudukanuu yrpo3 6e3onacHoCTH HHGOpMAIHK B THHOPMAITMOHHBIX CHCTEMaX.

17. TpeGoBaHUs K OpraHU3alMyU 3aIIUTH UHPOPMALIUU B UHOOPMAIIHOHHON CHCTEME.

18. dopmupoBanue TpeboBaHM K 3anuTe HHGOPMAITMK B HHOOPMAITMOHHON CHCTEME.

19. Ob6ecneuenue 3ammThl HHGOPMAITUH B XOJI€ IKCIUTyaTallul HHOOPMAIIMOHHON CHCTEMBI.

20. TpebGoBaHwus K MepaM 3alIuThl HHPOPMAIIMH, COACpKaIIeiics B MHPOPMAIIMOHHON CUCTEME.

21. Ompenenenue Kiacca 3alUIICHHOCTH HH()OPMAIIMOHHOW CHCTEMBI.

22. JluneH3upoBaHue B 00JIaCTH 3alIUTHl HH(OPMAITUH.

23. CTpyKTypa CUCTEMBI TOCYaPCTBEHHOTO JIMIICH3UPOBAHUSI.

24. Tlopsnok MpoBeAeHUs JIMIEH3UPOBAHHUS.

25. OCHOBHBIE JIMIIEH3UOHHBIE TPEOOBAHUS U YCIOBUS B O0JIACTH 3aIIUTH HH()OPMAITHH.

26. IlepeyeHb BUOB AEATEIBHOCTH B OOJIACTH 3aLUTHI UH(OPMAIMH, TOJIEKALIUX JIMLIECH3UPOBAHHUIO.

27. CTpyKTypa CHCTEMBI CEpTHU(PHUKAIIHH.

28. Ilopsnok nmpoBeneHus cepTU(UKAIIMU CPEICTB 3alUThl HHPOPMAIIUH.

29. CepTH(HKAIMOHHBIE UCIIBITAHUS CPEJCTB 3aIUTH HH()OPMAIUH.

30. Iopsnok oTHeceHuss uH(pOpMAMM K HHGOpPMALMM, COCTABIAIOLIEH KOMMEpPYECKYH TalHy, U ee
MPeOCTaBIICHHE.

31. Ionsrue komMmepueckoi TaiiHbl. [IpaBoBoe obecneueHne 3amuThl KOMMEPUYECKOM TaliHbI.

32. CeneHus, COCTABIAIONIME KOMMEpYECKylo TaifHy. CBeOeHHs, KOTOpble HE MOTYT COCTaBJISThH
KOMMEpUYECKYIO TaliHYy.

33. IIpaBa obmagaTenss KOMMEPUYECKOW TaHBI.

34. Opranuzanus 3aluThl UH(GOPMALMK Ha MIPEIIPUATHH.

35. O0ecrieueHne COXpaHHOCTH JOKYMEHTOB, J€J U W3JaHHA.

36. OO0s13aHHOCTH JIMIL, IOMYIIEHHBIX K CBEICHUSIM, COCTABIISIOLUIMX KOMMEPUYECKYIO TaiiHy.

37. Opranmuzanusi KOHTPOJII 3a OOECHeueHHeM peXuMa IMpH padoTe CO CBEISHHSIMH, COJCPKAIUMH
KOMMEpUYECKYIO TaliHYy.

38. OO0s3aHHOCTH ITEPCOHAJA OPTAHU3ALNH 110 COXPAHEHUIO KOMMEPUYECKOW TaifHbI.

39. IonuTtuka Oe€30MacHOCTH MPEANpPUATHS KaK OCHOBAa OPraHU3AIMOHHOIO YIPaBJIEHUS 3allUTOM
nuH(pOpMaLINH.

40. TlIpaBa u 00s3aHHOCTH pabOOTHHUKA U pabOTOATENS MO 3alUTe KOHPUICHIIMATbHON HH(OPMAIIHH.

41. OTBeTCTBEHHOCTH 3a HapyllleHne KOHPUACHIINATbHOCTH HHPOPMAIUH.

42. TlpaBa M 005A3aHHOCTH CYOBEKTa IE€PCOHATBHBIX JaHHBIX M oOlleparopa, 0O0padaThIBaIOIIEro
MEePCOHAbHBIEC JAaHHEIE.

43. OpraHu3zanys 3aiuThl IepCOHATBHBIX JAHHBIX B OPraHU3aIIH.

44. TInanupoBaHWE MEPOIPHUATHH 110 OPraHU3ANMOHHON 3auTe HHPOPMALIUN HA TIPEIIPUSTHH.

45. CTpyKTypa 1 OCHOBHOE CO/Iep)KaHUe TJIaHa MEPOTIPUATHH 110 3aIuTe KOH(GHUASHIIMATbHON HH(OpMAIHH.
46. OpraHu3zaiys aHATUTHIECKOW paboThI B 001aCTH 3aIIUTH MHPOPMAIIUU HA TIPEATIPHUSITHH.

47. OcHOBHbIE OOBEKTHI U POPMBI KOHTPOJIS 32 COCTOSIHUEM 3alUTHl HH()OpMAIUH.

48. OcHOBHBIE 32/1a4X ¥ METOJII KOHTPOJISI.

49. OcHOBHbIE HAaNPaBJICHUS AaHATTUTUYECKON PaOOTHI.

50. Opranwuzamus ayauTta HHOOPMAIIMOHHOW 0S30TTACHOCTH MPEATIPHUSATHS.

51. ®yHKIMK aHATMTUYECKOTo MOApa3eNeHus B 001aCTH 3aUThl HHMOPMAIIUHN Ha IPEANIPHUITHN.

52. OcCHOBHBIE ATaIbl AaHATUTHIECKOH PabOTHI B 00JaCTH 3aMIUTHI MHPOPMALIUU HA TIPEATPHUSITHH.

53. CopeprkaHue U OCHOBHBIE BU/Ibl aHATMTUYECKUX OTYETOB.

54. Knaccuduxamus MeTof0B aHAIM3a HHPOPMAIIHH.

55. KommbroTepHBI€ MPECTYILICHUS B DJICKTPOHHOW KOMMEPIIHH.
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56. UndpopmanronHas 6e30MacHOCTb B AIEKTPOHHONW KOMMEPIIHH.
57. HOpuanyeckas OTBETCTBEHHOCTH 33 HapyIIEHHE PABOBBIX HOPM 3alIUThI HH(pOpMaLnH.

Kpurepun oueHuBanusi:

IIpaBWJIbHBIN U MTOJIHBIM OTBET Ha 1 Bompoc — 2 6ainia;
HeTpaBUJIbHBIN 0TBET Ha 1 Bompoc — 0 6ayuioB.
KonmaectBo 6ammoB 3a cemectp — 40 6amios.

IIpakTHyeckue 3a1aHust

Samanue 1.
Pabora ¢ CIIC "Koncynsrant Ilmoc": Ba3oBeie cBoiicTBa Oe3omacHocTu uHpopmarmu. HopmaTtusHO-
npaBoBast 0a3a (YHKIIMOHUPOBAHMS CUCTEM 3aliuThl MHGopmauuu. [IpaBoBas 3ammra HPOrpaMMHOTO
o0ecrieyeHrs: aBTOPCKUM MpaBoM. KoMIbIoTepHBIE PECTYIICHHUSI U 0OCOOEHHOCTH UX PaccieIOBaHUs,.
3amanue 2
Pa6ora ¢ CIIC Koncynbrautt, ®CTOK Poccun/fstec.ru, DbC «IPR Booksy» http://www.iprbookshop.ru/,
bubmuokny0.py http://biblioclub.ru/ : ®opmer 3amumaemon nHbopmanuu. O0BEKTH 3amuThl. Ou3nueckue
ocHoBbl Bo3HuKkHOBeHHsI TKYU. Knaccudukanus TCP.
Kpurepun oueHuBaHmsi:
- (st KaXa0ro 3aaHust):
30 6amioB. — 3a/JaHUE BBIIIOJIHEHO BEPHO;
21 - 29 GannoB. — IpHU BBIOJIHEHUH 33JJaHNS OBUTH JOMYIICHBI HETOYHOCTH, HE BIUSIONINAE HAa PE3YIIbTaT;
20 - 11 6anoB. — npu BBINOJIHEHUHU 33JaHUs ObUTH AOMYILEHBI OIIUOKH;
10 - 1 6amtoB. — MpH BHITIOIHEHUH 3a1aHUs OBLIHM JOITYIICHBI CYIIECTBEHHBIE OIINOKY;
0 6ayoB. — 3a1aHKE HE BBIOJIHEHO.
MaxkcruMaabHOE KOJIMYECTBO 0AJLIOB, KOTOPBIE MOTYT OBITh IOTYYeHBI 00ydaronumcs - 60.
3 MeTroauyeckue MaTepuaJibl, ONpeae/siiolue NpoueIypbl OeHNBAHUs 3HAHUI, YMEeHH i, HABBIKOB U
(MJIM) oNBITA JeATEJIbHOCTH, XaPAKTEPU3YIOLIUX ITANBI JOPMUPOBAHUS KOMIIETECHIUI
[Ipoueaypsl OlIeHUBAaHMSI BKJIIOYAIOT B c€0s1 TEKYIIUHA KOHTPOJIb U IPOMEXKYTOUHYIO aTTECTAIIHIO.
Texyummii KOHTPOJIb YCIIEBAEMOCTH POBOJIUTCS C UCIIOJIB30BAaHUEM OLIEHOUYHBIX CPEACTB, IPEICTaBICHHbIX
B M. 2 JaHHOTO MpPHUJIOXKEHUs. Pe3ynapTaThl TEKyIIEro KOHTPOJISA JOBOASTCA 1O CBEICHHUS CTYIEHTOB IO
IIPOMEKYTOUYHOM aTTECTALUU.

IIpoMeskyToUHast aTTecTAlUsI IPOBOIUTCA B (hopMe - 3aUeTa.
3aueT NpOBOAUTCS MO PACIUCAHUIO IPOMEXKYTOUYHOM arTecTaluu B ycTHOU popme. KonruecTBo Bonpocos B
3a4eTHOM 3aJaHuU — 3 (2 TeopeTU4ecKux, | MpaKTUKO-OPUEHTUPOBAHHOE 3ajaHKe). Pe3ynbTaThl aTTecTanuu
3aHOCSITCS B BEJOMOCTb M 3a4ETHYIO KHMIXKKY CTylaeHTa. CTyIAeHTbl, HE MNPOIIEIIINE MPOMEXYTOUHYIO
aTTeCTAlLMIO MO IpaduKy, JOJKHBI JINKBUIUPOBATh 33JJ0JPKEHHOCTh B YCTAHOBIICHHOM TOPSIIKE.



IIpunoxenne 2
METOJUYECKHUE YKA3AHMUS IO OCBOEHUIO JUCHUITJIMHBI

Y4eOHBIM MJIAHOM MPETyCMOTPEHBI CIIEAYIONINE BUABI 3aHATHH]:
- JeKIHH;
- IPAKTUYCCKUC 3aHATUS.
B Xxozme nEeKUMOHHBIX 3aHATHI paccMaTPUBAIOTCS OCHOBHBIE IOHATUS B 00JIACTM MH(POPMALMOHHOM
0€30MacHOCTH U 3alIMTHl WH(OPMAIMK, METOAbl OOHAPYKEHUSI U OpPraHU3aIMH MPOTHBOJACHCTBUS aTak Ha
MHGOPMALMOHHBIE CEeTH, TPEOOBaHU 110 3aIUTE KOH(UACHIMAIBHOW HHPOPMALIUH, JAIOTCS PEKOMEHAaluu
ISl CAMOCTOSITENTbHON PaOOTHI M MIOATOTOBKH K MPAKTHUECKUM 3aHITHUSM.
B xozie npakTu4eckux 3aHATHH yriIyOJISIOTCS U 3aKPEIUIAIOTCS 3HAHUS CTYIEHTOB 110 Psly paCCMOTPEHHBIX
Ha JICKIUAX BOIIPOCOB, pa3BUBAIOTCA HABBIKH PCIICHUS 3a/1a4 I10 3alIUTC I/IH(bOpMaI_[I/IOHHBIX 00BEKTOB.
ITpu noAroTOBKE K MPAKTUYECKUM 3aHATHUAM KaKIbIH CTYIEHT JOJKEH:
- U3YYUTh PEKOMEHJOBAHHYIO YUEOHYIO JINTEpaTypy;
- U3YYUTh KOHCIEKTHI JIEKIIUH;
B mponecce NMoATrOTOBKU K MPAKTHYCCKUM 3aHATUAM CTYACHTBI MOI'YT BOCIIOJIB30BAaThHCSA KOHCYJIbTAOUsIMU
IpernoiaBaTeds.
BOHpOCBI, HC paCCMOTPCHHBIC HA JICKIIUAX U MPAKTUUCCKHUX 3aHATUAX, JOJIKHBI OBITh HU3YUCHBI CTYACHTaAMU
B XOJIE CaMOCTOATENIbHOM paboThl. B xo1e camocToATenbHOM paboThl KaKIbli CTYIEHT 00s3aH MIPOYUTATh
OCHOBHYIO U, 10 BO3MOKXHOCTHU, JOIIOJHUTCIBHYIO JIUTCPATYPY IO HsyqaeMoﬁ TEME, NOIIOJHUTH KOHCIICKTHI
JeKIUUH HEJOCTAIOIMM MaTepuajoM, BBIMUCKAMH M3 PEKOMEHJIOBAHHBIX HCTOYHUKOB. BbIIenuTsb
HCIIOHATHBIC TCPMHUHBI U HaWTH WX 3HAUYCHHE B OHUOUKIIOIICAUYCCKUX CIIOBApsX.
JUis NOArOTOBKM K 3aHATHUAM, TEKyLIEMY KOHTPOJK M MPOMEXYTOYHOH aTTECTallMM CTYIEHTbl MOTYT
BOCIIOJIB30BaThCs AIIEKTPOHHO-OMOIMOTEYHBIME CHCTEMaMU. Takke O0ydJaromuecs: MOTYT B3STh Ha JOM
HEOOXO/AUMYIO0 JIUTEpaTypy Ha ab0OHEMEHTE YHUBEPCUTETCKON OHOJMOTEKHM WM BOCIOJIB30BaThCS
YU TaJIbHBIMHU 3aJIaMHU.
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