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KADE/IPA HNudopmannonnas 6e30macHoOCTb

PacnpenesieHne 4acoB JUCHHUILINHBI 110 ceMecTpaM / KypcaMm

Cemectp
(<Kypc>.<Cemectp Ha 1(1.1)
Kypce>) Htoro
Henens 15 1/6
Bup 3anaruit vy | PO | VI PIl
Jlexnun 10 |10 (10 [10
JlaboparopHbie 10 |10 |10 [10
IIpakTuueckue 10 (10 |10 |10
Hroro ayn. 30 |30 |30 |30
Konrakrnas pabora 30 |30 |30 |30
Cawm. pabora 105 | 105|105 | 105
Yacel Ha KOHTPOJIb 9 9 9 9
HUroro 144 | 144 | 144 | 144
OCHOBAHME

Y4eOHBIN TUTaH YTBEPKIEH YIEHBIM COBETOM YHUBepcuteTa (mpotokod Ne 9 ot 03.03.2026 ).

[Mporpammy cocraBui(u): 1.T.H., npodeccop, Coxonor C.B.
3aB. xadenpoii: k.3.H., moreHt I0.B. Paguenko
Metonudeckuii COBET HampaBieHusl: 11.3.H., npodeccop E.H. Tumenko

JupekTop MHCTUTYTa MarucTpaTypsl: A.3.H., mpodeccop E.A. MBanosa



1. HEJIX OCBOEHUSA TUCIUITJINHBI

1.1

KpUnTorpaduyeckoil 3aimuTel HWHGOPMALUKM;, pPa3BUTUE

PEIICHUH; pacIIpeHne Kpyrosopa.

(hopmupoBaHue

Pa3zBuTHe TBOpYECKMX IIOAXOMOB TIPH PEIICHWH CIIOKHBIX HAYYHO-TEXHHYECKUX 3aJad, CBS3aHHBIX C OOECHeYCHHEM
npodecCHOHANBHON  KYIBTYPEI,
MHUPOBO33DEHUS ¥ Pa3BUTUE CUCTEMHOIO MBILUICHUS; IPUBUTHE CTPEMIICHHUS K IIOMCKY ONTUMAJbHBIX, IPOCTHIX U HaJEXKHBIX

HAy4HOIO

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUSA JUCHUIIJINHDBI

IIK-1. CnocoGen pa3padarbiBaThb NPOrPaAaMMHO-ANNAPATHbIE CUCTEMbI U KOMILIEKCHI o0ecnedyeHuss HWHQOPMALUOHHOI
0e30mMacHOCTH

B pe3ynbTare 0cBOeHHS JHCHHILTMHBI 00yJAIOIIHIACS TOJIKEH:

3HaTh:

OCHOBHBIC MMOHSTHSI KPUIITOJIOTUH, TUIIBI U BUABI MIH(PPYIOMIKX TPeoOpa30BaHmii; CyHICCTBYIOIUEC METOBI H CPEICTBA, IPUMEHICMBbIC
JUIsL KPUOTOrpaduueckoi 3aIuThl HHPOPMALMU; CHCTEMHBIC BOIPOCH! KpUNTOrpaduyecKol 3aluThl HHGOPMALMK; CUMMETPHYHBINH
croco6 mmdpposaHus.(cooTHeceHO ¢ nHAnKaropoMm I1K-1.1)

Ymern:

MPOBOINTE aHAJIHW3 MH(GOPMAIMHU C IETbI0 BHIPAOOTKM M MPHHATHS PEIICHHH M Mep IO 00ECICUCHHIO KPUNTOTpadHIecKOr 3aIluTHI
uHpopmary 1 3Q(HEeKTHBHOMY HCIIONB30BaHUIO CPEACTB OOHAPYKEHHUS BO3MOXHBIX KaHAJIOB B3JIOMa IIM(PTEKCTOB, MPEIACTaBIISIOIIINX
TOCy/IapCTBEHHYIO, BOCHHYIO, CIY>)KEOHYI0 1 KOMMEpUECKyIo TaiHy.(cooTHeceHo ¢ uHaukaropom [1K-1.2)

Baanernb:

HaBBIKaMU aHANN3a AEHCTBYIOMINX HOPMATHBHBIX U METOINYeCcKuX NokyMeHToB o K3U.(cootHeceno ¢ unnukaropom I1K-1.3)

3. CTPYKTYPA U COAEP) KAHUE JUCIUIIJINHBI

Pazgen 1. TpaguuuoHHble U KJIaccHueckne MeToAbl INMQPOBAHUS

Bua 3ansitus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KPaTKoe coJep:kaHue Komnerenuun
pabotsl / popma ITA Kypc 4acoB
Tema | "BBenmenme B kpunrorpaduio". Beemenme. Vcropus passutus
1.1 P pac a P P JIeKIMOHHBIE 3aHATHS 1 2 TIK-1
kpunrorpaduu. OCHOBHBIE TIOHATHS U ONPEACIICHUSL.
Tema 1 "Benenne B kpunrorpaguio”. I[IporpammHas peanusauus mudpa
JlaGopatopHbie
1.2 |3amensl. Pazpaborka I1O mudpa 3amenst. Jemmdpanus mmpporekcra. 1 2 [K-1
i ; 3aHSTHS
YacToTHBIN KpUNTOaHaIu3 ¢ ucnonb3oBanueM LibreOffice
Tema 1 "Beenenue B kpunrtorpaduto". [Iporpammuas peanusanus mudpa
[paxTHyeckne
1.3 [3amensl. Pazpaborka I1O mmdpa 3amenst. [emmdpanus mmdporekcra. 1 4 [K-1
. . 3aHATHSA
YacToTHbII Kpunroanaus ¢ ucrnonb3osanueM LibreOffice
Tema 1 "Benenne B kpunrorpaduro”. Mcrtopus kpunrorpaduu. Dtambt
|4 |P33BUTHS KPUITONIOTHH W €e OCHOBHbIC MOHATHsS M OMpENCIICHUs. Pone|  CamocrostenbHas 1 10 K-1
"’ |MaTeMaTMKM B pa3BUTUM METONOB 3amuThl HHMopMarmu. CMexHbIe pabora
obnactu kpuntorpadguu. OCHOBHAs KJIACCH()UKAIHS KPHIITOCUCTEM.
Tema 2 "lloHsTHe O TPaAMIMOHHBIX MeTomax mudpoBanus". Momens
TpaauLMOHHOrO ImudpoBaHus. TpeOoBaHus K KpunrorpadpuyecKum
1.5 pazui bp p P pacp JIeKIIMOHHBIE 3aHATUSA 1 2 TIK-1
cucremam. Kparkue cBemenuss o kpunroaHanuse. Kiaccuduxaums
METO/IOB KPUNTOrpaduuecKoro 3aKpbITHs HHGOpPMALUH.
Tema 2 '"[loHsaTHe O TPaAMIMOHHBIX MeTomax MUQpoBaHUA".
lenepupoBaHue M TECTUPOBAHUE IICEBIOCIYYAHHBIX IMIU(PYOMIUX
nocnenoBarensHocTed.  [Iporpammuas  peanusanus remeparopa M-
[OCNIEIOBAaTeIbHOCTH ~ HAa  OCHOBE  IOJIMHOMA  OOpaTHOW  CBA3M. CamocTosiTenpHas
1.6 . 1 2 MK-1
TectupoBanne M-mocnenoBarensHocT aauHod N 6ut (N < 10000) ¢ pabora
HOMOIIBIO CepHaNbHOrO Tecta. TecTupoBaHue M-IOCIEIOBATENBHOCTH C©
MOMOIIBI0  KOPPENALMOHHOTO Tecra. TecTHpOBaHME HCXOAHOIO M
3amugpoBaHHOroO (aiiia ¢ MOMOIIBI0 CTATUCTHYECKUX TECTOB.
Tema 2 '"IloHsTe O TpPagUUMOHHBIX MeTomax mdpoBanus".
1.7 Kpunroananus TPaJAuLIUOHHBIX aJTOPUTMOB. Koadpduiment CamocTosTenpHast 1 6 MK-1
’ aBrokoppemsiuuu. Kputepuit x*2. CpoiicTBa mudpyromei ioyeBoit pabora
IOCJIEIOBATEIBHOCTH. M-TI0CIICI0BATEILHOCTb.
Tema 3 "Kmaccuueckne metonsl mudpoBanus’. MoHoanhaBUTHBIE
wndpsl. [lonnandasurHeie mudpel. PoTopHble MMQPOBaIbHBIE MAIIUHBL
1.8 bp b bp P bp JIeXIIMOHHBIE 3aHATHSA 1 2 TIK-1
Meroapl  nepecTaHOBKH. biodnble mHQpPbL. PeXuMbl NpUMEHEHHs
Gmounblx mudpos. Komnosunuu (kombuHamy) mugpos.
Tema 3 "Knaccuueckue weromsl mm¢pposanus”. Ilupp Buxenepa.
CamocrosiTenbHast
1.9 |IlonyuyeHne HaBBIKOB CO3/aHUS 3alIU(POBAHHOIO COOOIICHHS NP pabora 1 4 IK-1

HOMOLIY anropurma mudposanus BikeHepa.




Tema 3 "Kmaccuueckue wmeromsl mudpoBanus’. Anroput™ Ilesaps.
" « o CamocrosiTesbHast
1.10 [Cekpernas cucrema "PyOukon“. Cxema MOOIOYHOH MOACTAHOBKH N- aGora 1 6 IK-1
6urtoBbix O610koB. Ludp Daiicrens. Hludp [neiideiiepa. Hludp Xwumuia. P
Tema 4 "Crangapr wmmdposanus pannsix DES (Data Encryption
L1 Standard)". Ucropus  coszmanmsi  crangapra. Crpykrypa  DES. CamocTosiTenpHas 1 10 MK-1
’ Heummdposanne DES. Pexwumsr DES. AnmapaTHele u mporpaMMHbIE pabora
peanmzauuu DES
Tema 4 "Crangapr wmudposanus panubix DES (Data Encryption TTaGoparopHbe
1.12 | Standard)". Anropurm mmdposanus DES. ®Oynkuus mmdposanus f s 3;;;”1:; 1 4 MK-1
anroput™a DES. ®opmupoBanue noakimtoueit st anropurma DES.
Tema 4 "Crangapr umdpoBanus panubix DES (Data Encryption
Standard)". Cxema aIropuT™Ma. Haganbhas IIepECTaHOBKa.
CamocTosiTenpHas
1.13 [IIpeobpa3oBanus kmtoua. [lepecranoBka ¢ pacmupenueM. [loncranoBka ¢ aGora 1 6 [K-1
momomipto  S-OmokoB.  [lepecranoBka ¢ momomsio  P-6G10koB. p
3akiounTenbHas nepectaHoBka. Jemmdposanue DES.
Pa3nen 2. AcumMeTpu4Hoe M (ppoBaHue
Bua 3ausitus / Cemectp /| KonmyectBo
Ne HauMeHoBaHHe TeMbl, KPaTKoe cofepKaHne Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB
Tema 1 "Kpunrocucrembl ¢ OTKpBITHIM Kkiarodom". OOmas cxema
mM(GPOBaHUS C OTKPBHITHIM KIIIOYOM. DJIEKTpOHHAsl LUdpoBas HOIMUCH U
2.1 |ayreHTH(dUKaLMA B KPUNITOCHCTEMAaX C OTKPBITBHIM KitodoM. OcobeHHocTH | JIekunoHHbIe 3aHATHS 1 2 IK-1
MIPUMEHEHMSI KPUIITOCHCTEM C OTKPBITBIM KiltodoM. Kpurnroananus cucrem
C OTKPBITHIM KITIOYOM.
Tema 1 "KpuntocucteMsl ¢ OTKPBITBIM KitodoM". V3ydeHue MpUHIUIIOB
paboThl ACUMMETPHYHBIX AJITOPUTMOB IIU(PPOBAHUS C OTKPHITHIM KIIFOUOM.
JlaboparopHbie
2.2 |Meronuka co3faHUs KOMOWHUPOBAHHBIX —AaJTOPUTMOB IIU(poBaHus, SaHSTHS 1 4 [K-1
COBMEII[AIOIIAs TOCTOMHCTBA METOJOB CUMMETPHYHON M aCHMMETPHIHON
Kkpunrorpaduu.
Tema 1 "Kpunrocuctembl ¢ OTKpbIThIM  Kitodom".  [IpoGnembr
53 |TPAIMLHMOHHOTO mudpoBanua. AyTeHTH(QHKALUS C HCHOJIb30BAHHEM IMpaxruueckue 1 4 MK-1
™ |orkperToro kmroua. Kpunrocucrema ¢ OTKPBITBIM KJIIOUOM: 3alllUTa U 3aHSATHS
ayTeHTU(HUKALHSL.
Tema 2 "OcHOBHBIE MOHATHS TeOpUH uucen". Jlenurenu u npocThie Ynucia.
. CamocrosiTenbHast
24 |Apudpmernka B Kiaccax BbIYeTOB. Teopema DOiinepa. JluckpeTHbie aGora 1 15 TIK-1
JTOorapuQMeL. P
Tema 2 "OcHoBHbIE mOHATHS Teopun umcen". Anroput™ Esximmpa.
. CamocrosiTenbHast
2.5 |Coznanmne B LibreOffice «MamuHy» 11 aBTOMaTHY€CKOTO BBIYHCICHHS aGora 1 4 TIK-1
HOJI nByx uncen no anropurmy Epkimpa. P
26 Tema 2 "OcHoBHBIC MOHATHS Teopuu uncen'. Apudmernka B Kiaccax [IpaxTugeckue | 5 MK-1
’ BbIYeTOB. Asnroput™ EBkinna. JluckpeTHsie torapu@msi. 3aHATHUS
Tema 3 "AmroputM mmdposanus RSA". Crpykrypa amroputma RSA.
CamocrosiTesbHast
2.7 | BeruncnurensHas peanm3anus anropurMa RSA. Kpunroananus anropurma 1 10 IK-1
pabora
RSA.
Tema 3 "Anroput™ mmdposanuss RSA". AcuMMETpUYHBIH aJTOPUTM
. CamocTosiTenpHas
2.8 |mmudposanus RSA. Beraucnenue xiroueid. [lludposanue ¢ IOMOMIBIO 3THX aGora 1 4 IK-1
kmoueit. Jlemudposanue. P
Tema 3 "Anroputm mmmbpoBanus RSA". Cxema PaiiBecra-lllamupa- CamMocTosTebHas
2.9 |Annemana (RSA). Kommonentst cxembl RSA. Illudpoanue wu aGora 1 6 MK-1
JemnppoBaHue. P
Tema 4 "YnpapineHue KiIOuaMH B aCHMMETPUUHBIX KpPHUNTOCHCTEMax'.
2.10 | Pacnpenenenue OTKpHITHIX KiItoueld. Pacnpenenenne cekpeTHBIX Kimroder ¢| JleknuoHHbIe 3aHsTHs 1 2 IK-1
MCIIOJIB30BAHHEM KPUITOCHCTEMBI C OTKPBITHIM KJIIOUOM.
Tema 4 "YnpapieHue KiIlOYaMH B aCUMMETPUYHBIX KpUNTOCHCTEMax'.
CamocTosiTenpHas
2.11 | AcummerpuuHbIe KPUIITOCUCTEMBI. HUccnenosanue OCHOBHBIX aGora 1 4 [K-1
XapaKTEePUCTHK aropuT™Ma mudpoBaHusl. P
Tema 4 "VYopaBneHue KIOYaMHd B aCHMMETPUYHBIX KpHITOCHCTEMax'.
212 Meronpl pacnpeneneHus OTKpbITHIX Kioded. Cepruduxarbl oTKpbIThIX|  CaMocTosTenbHas | 6 TK-1
’ xioueil. PacnpeneneHne CEKpeTHBIX KIOYEH C IOMOINBIO CHUCTEMBI C pabora
OTKPBITBIM KJIIOYOM.
Tema 5 "Dnekrponnas tmdposas noamucs". TpeboBanus k 1HOPOBBIM
CaMmocrosTenbHas
2.13 |moamucsM u ux kinaccupukanuss. OCHOBHBIE alITOPUTMBI LU(PPOBBIX aGora 1 4 TIK-1
TTOZTINCEH. P
Tema 5 "DnekTpoHHas nubpoBas HOAMUCH'. DIEKTPOHHAs IHU(PPOBasL
o CamocrosiTesbHas
2.14 | moamuce Onp-I'amans. MccnenoBanue npormecca MOCTPOCHUS EKTPOHHOM aGora 1 4 TIK-1
nonnucyu Dib-I'amans. P
Tema 5 "Dnexrponnas nudposas noanucek”. Hermocpencreennas nudposas
515 |mommCE. Apburpaxsas nudpoas mOANHCE. OlekTpoHHas mupposas| CaMocToATeNbHAS | 4 K-1
’ nmoanuck (DLIT) Dne-T'amans. Dnekrponnas udposas noanres Hlnoppa. pabora
Crangapr DIIT DSS.
2.16 |IloaroroBka K MPOMEXYTOYHOI aTTECTAINH DK3aMeH 1 9 TIK-1




4. POHJ] OIIEHOYHbBIX CPEICTB

CrpykTypa W comepkaHue (OHAA OLCHOYHBIX CPEACTB M INPOBEOCHUS TEKYHIETrO KOHTPOJS M IIPOMEKYTOYHOH aTTecTallnu
npezacraieHsl B [Iprioxkennu 1 k paboueit mporpaMme JUCITUTLTHHEL.

5. YYHEBHO-METOAUYECKOE 1 THO®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. YueOHble, HayYHbIe H METOAMYECKHE U3TAHUS

ABTODBI,
COCTaBUTEIH

3arnaBue

WznarenscTBO, IO

Bubnuoreka /
Komnaectro

1 Pertenxona O.

HNudopmannonHas 6e300acHOCTE: KypHAT

Mocksa: I'POTEK, 2012

OBC «YHuBepcureTckas
OuOIMOTEKA OHJIANHY

Kpunrorpadguyeckre MeToAb! 3aMIMTH HHYOpMALIUH:

71a00PaTOPHBII MPAKTUKYM: IPAKTHKYM

Craspomnonb: CeBepo-
KaBkasckuit denepanbHblil

OBC «YHuBepcureTckas
OuOIMOTEKA OHJIANHY

yuusepcureT (CKOY),
2015
3 CwmupHOB, A. D, IpakTHKyM IO BEITOTHEHUIO J1a00paTopHBIX paboT | MockBa: MOCKOBCKHIA 9BC «IPR SMART»
[Tonomapéga, 10. A. o auctuuinHe Kpunrorpaduyeckie MeToabI TEXHUYECKUH YHUBEPCUTET
3auThl nHpOpPManUH CBSI3U ¥ HHPOPMATHKH,
2015
4 Menyxun, O. U. Y4eOHO-METOMUYECKOE TOCOOUE 10 BHIMTOTHEHUIO MockBa: MoCKOBCKUH 9BbC «IPR SMART»
KypCOBOH pabOoThI O JUCLMILIHHE TEXHUYECKUH YHUBEPCUTET
Kpunrorpaduueckue MeTonb! 3amuThl HHGOPMAUKK | cBA3H U HHPOPMATHKH,
2015
5 Koros, 10. A. Kpunrorpaduueckue metons! 3amuTsl nHpopmauu. | HoBocuOupcek: 9BbC «IPR SMART»
Crannaptabie mudpsl. [HIudpsl ¢ OTKPBITEIM HoBocubupckuit
KJIFOYOM: yqe6H0e rmocooue FOCY)_IapCTBeHHHﬁ
TEXHUYECKUH yHUBEPCHUTET,
2017
6 Koros, 10. A. Kpunrorpaduyeckue Metons! 3amuTsl HHGopManuy. | HoBocubupck: 3BC «IPR SMART»
udpsr: yuebHOE MOcoOHe HoBocubupckuit
rOCyIapCTBEHHBIN

TEXHUYECKUI YHUBEPCHUTET,
2016

5.2. IIpodeccuonanbHble 0a3bl JAHHBIX U HHPOPMALMOHHBIE CIIPABOYHBIE CHCTEMbI

NCC "Koncynsrantllntoc"

HCC "Tapant" http://www.internet.garant.ru/

5.3. [lepeueHb MPOrpaMMHOro odecrneyeHust

Onepanuonnas cucrema PEJ] OC

LibreOffice

5.4. YueOHO-MeTOAHYECKUE MATEPHAJIbI 111 00y4AI0LIMXCSH ¢ OrTPAHMYCHHBIMHU BO3MOKHOCTSIMH 310POBbSI

HpI/I HeOﬁXOIII/IMOCTI/I 110 3asBJICHHUIO o6yqalomeroc;l C OTrpaHUYCHHBIMU BO3MOKXHOCTAMU 310POBBA y‘le6HO-MeTOZ[I/I‘-IeCKI/Ie Marepuabl
HpPEeOCTaBIAIOTCA B (hOpMax, aJalTHPOBAHHBIX K OTPAHHUUYCHUSAM 3I0pOBbA M BOCHPHUATHS MH(popMmaru. [ JMI] ¢ HApyHUICHHSIMHU
3penus: B hopme ayauodaiina; B meyarHoil GpopMe yBelHYeHHbIM mpudToM. st KL ¢ HApYUICHUAMHU CliyXa: B (hOpMe DIEKTPOHHOTO
JAOKYMCHTA, B e4aTHOH (bopMe. I[J'IS[ Jinl ¢ HapyHICHHUAMU OIIOPHO-ABUTATCIBHOIO alrrapara: B (bOpMC OJICKTPOHHOI'O JOKYMCHTA, B
neyaTHou opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHUE TUCIIUITJINHBI

[Tomemenus st Bcex BHIAOB pabOT, MPEIyCMOTPEHHBIX yYEOHBIM IUIAHOM, YKOMIUIEKTOBAHBI HEOOXOIMMOHN CIeNMalTu3UpOBaHHOI
y4eOHOI MeOeIbI0 U TEXHHYSCKUMH CPEICTBAMH O0YICHUS:

- CTOJIBI, CTYJIBS;

- IEPCOHANIBLHBIN KOMITBIOTEDP / HOYTOYK (TIEPEHOCHOH);

- IPOEKTOP;

- 9KpaH / MHTepaKTHBHAS TOCKA.

JlabopaTopHble 3aHATHUS MPOBOAATCS B KOMIBIOTEPHBIX KiaccaX, pabounme MecTa B KOTOPBIX OOOPYHOBAHBI HEOOXOAUMBIMU
JMICH3MOHHBIMA W/WJIM  CBOOOJHO PpacHpOCTPAaHSAEMbIMU IPOTPaMMHBIMH CPEACTBAMH M BbIXogoM B MHTepHer, w/mimm B
CTEINATIM3UPOBAHHBIX JIAOOPATOPHUSX, TPEAYCMOTPEHHBIX 00pa30BaTeIbHON IPOTPaMMOii.

[TomemeHus s CaMOCTOATENBHON pabOTHI 00yJaIOIUXCS OCHAIIEHBI KOMITBIOTEPHOH TEXHHUKOM C BO3MOXKHOCTBIO HMONKITIOUEHHS K
cetu "MHTepHeT" u o0ecriedeHneM J0CTyTa K 3JeKTPOHHON HH(OpMalMOHHO-00pa30BaTeIbHOM cpere.




7. METOANYECKHUE YKA3ZAHUSA JJISA OBYYAIOIIUXCSA 11O OCBOEHHUIO JTUCITUITJINHBI

Meroandeckue yka3aHHs 0 OCBOSHHIO AUCUUILTHHEI IpecTaBieHs! B [Ipunoxennn 2 x paboueil mporpaMMe TUCIUIIIHHEL




Ipunoxenue 1

P®OH/I OONEHOYHbLIX CPEACTB

1 OnucaHue noKasaTeJsieil U KpUTepueB OlleHUBaHHW Sl KOMIIETEeHIUI Ha
pa3/IMYHbIX 3Tanax uX OpMUPOBaAHUS, ONTMCAHHUE IIKAJI OLleHUBAHUS

1.1 Iloka3arenu u KpUTEPUU OLICHUBAHUS KOMIIETCHIINN:

3VH,
COCTAaBJISAIOIINE
KOMIIETEHIIUIO

Iloka3aremu
OLIEHUBAHUA

Kpurepun
OLICHUBAHUSA

CpenctBa
OLICHUBAHUS

IIK-1 - cioco6eH pa3padaTbiBaTh MPOrPaMMHO-ANNAPATHBIE CHCTEMbI
o0ecneueHusi ”THGOPMAITMOHHOW 0€30MACHOCTH

H KOMIIJIEKCHI

3: OCHOBHbIE TIOHATHUS
KPUITOJIOTUH, TUIIBI U
BUJIbI HIUPPYIOLINX
npeoOpa3oBaHuUI;
CYIIECTBYOIINE
METO/Ibl M CPEJICTBA,
MPUMEHSIEMBIE JIIS
KpUnTorpapuyeckon
3alUThl HH()OPMALINY;
CHCTEMHBIE BOIIPOCHI
Kpunrtorpaduueckoin
3alIUThI HH(OPMAIIH;
CUMMETPUYHBIN C1I0CO0

3HA€T OCHOBHBIE MOHSITHS
KPUITOJIOTUH, TUIIBI U
BUJIbI LIN(PPYIOLINX
npeoOpa3oBaHuil; METO/bI

U CPEJCTBA, IPUMEHSIEMBIC

1L Kpunrorpaduyeckoi
3a1UThl HH(OPMALIUK;
CUMMETPHUYHBIN c110CO0
muQppoBaHus Mpu
MOJrOTOBKE OTBETOB K
TecTa M 3a4eTy

chopmupoBaBILeecs
CHUCTEMaTHUYECKOe
3HAaHNE OCHOBHBIX
MOHATUI
KPHIITOJIOTUH, TUTIOB U
BUJIOB MIHU(PYIOLINX
npeoOpa3oBaHMIA;
METOIOB U CPEJICTB,
NPUMEHSIEMBIX IS
Kpunrorpaduyeckon
3alUThl HH(OPMaLINU;
CUMMETPUYHOTO
cnocoba mudppoBaHus

T (Paznmen 1 Tema
3 Bonpoc 1-3;
Pazgen 2 Tema 2
Bonpoc 1-3, tema
5 Bompoc 1-3),

mudpoBaHus IpU OTBETE Ha

BOTIPOCHI TECTA U

3ayeTa
V: mpoBOHTH aHANN3 aHaAJM3UpPYyeT c(hOopMHpPOBAHHBIE JI3  (Paznen
UH(POPMALIUY C LENBI0 | ”HPOPMALIUIO C LIETBIO YMEHHS aHaIn3a J134);
BBIPAOOTKH Y TIPUHATHUS | BBIPAOOTKH U TIPHHSTHS uHpopManmm ¢ nenbio | 11033 (1-5)

peueHui u Mep 1o
o0ecreyeHno
Kpunrorpadudeckoi
3alIUThl HH(OPMALUU U
3 PeKTHBHOMY
UCIIOJIb30BaHUIO
CPEJICTB OOHAPYKEHUS
BO3MOXHBIX KaHAJIOB
B3JIOMa IU(PTEKCTOB,
NpeACTaBISAIOIINX
roCy/AapCTBEHHYIO,
BOCHHY10, CITyKEOHYIO U
KOMMEPYECKYIO TalHY

peueHuit u Mep 1o
o0ecreyeHno
KpUnTorpaduyeckon
3alUThI HH(OPMALH U
3pPeKTHBHOMY
HCIIOJIb30BAHUIO CPEZCTB

OOHAPYKEHHSI BO3MOXKHBIX

KaHaJIOB B3JIOMa
U (pPTEKCTOB,
MPEACTaBIISIOMINX
rOCYyapCTBEHHYIO,
BOCHHYIO, CITy’)KEOHYIO U

KOMMEPYECKYIO TalHY IIPU

BBITTOJTHEHUH
71a00paTOPHBIX U
MPaKTHKO-

BBIPa0OTKH U
MPUHSTUS PEIICHUN U
Mep 10 00ECTICYEHHIO
Kpuntorpaduueckoit
3aIUThl HH)OPMAIHH
1 3G heKTUBHOMY
UCTIOJIb30BaHUIO
CpelCTB OOHAPYKEHUS
BO3MOYKHBIX KaHAJIOB
B3JIOMa MIU(PTEKCTOB,
MPEICTABIISIOMINX
roCy/IapCTBEHHYIO,
BOCHHYIO, CITYKEOHYIO
U KOMMEPUYECKYIO
TaliHy IpH
BBITIOJTHEHUH
71a00paTOPHBIX U




OPUEHTUPOBAHHBIX MPaKTUKO-
3aJJaHui OPUEHTHUPOBAHHBIX
3aJaHui
B: HaBblkamu aHanu3a | aHATU3UPYET chopMupoOBaBIIIeECs JI3  (Pazmen 2
JEHUCTBYIOLIUX NEHCTBYIOLINE CHUCTEMAaTHYECKOE J135);
HOPMaTHUBHBIX U | HOpMaTUBHBIE U BJIaJICHHE HABLIKAMU 1033 (1-5)
METOIUYCCKHUX METOANYECKUE JOKYMEHTHI | aHaIM3a
nokymeHToB o K31 o K3U nipu BRIMOTHEHUU | ACHCTBYIONIUX
1abopaTOpHBIX U HOPMATHUBHBIX U
MPaKTUKO- METOAUYECKHX
OPUEHTUPOBAHHBIX nokymeHToB o K31
3aJIaHui MIPH BBITIOJTHEHUN
1ab0paTOPHBIX U
MPaKTHUKO-
OPUEHTHUPOBAHHBIX
3aJaHui

T — mecm, JI3 — naboparopusle 3afganus, 11033 - npakTUKO-OPHEHTUPOBAHHbIE 3aJaHUS K
3a4eTy, O — GONPOCHI K IK3AMEH)

1.2 [IIkaner OLIEeHUBAHUS:

Tekymmi KOHTPOJb YCIIEBAEMOCTH MW NIPOMEXKYTOYHAs  aTTECTalUs

OCYILECTBIISIIOTCSI B paMKaX HAKOIMUTEJIbHOW OallIbHO-PEHTUHIOBON CHUCTEMBI IO

100-06aJutbHOM HIKAJIE:

84-100 6ay1oB (OLIEHKA «OTIMYHOY )

67-83 6amIoB (OIEHKA «XOPOIIO)

50-66 6amIoB (OIEHKA «YIOBJICTBOPHUTEIILHO))
0-49 GaiioB (OIIEHKA «HEYIOBJICTBOPHTEIHLHOY )

2 TunoBble KOHTPOJIbHbIE 33aJaHUsA WM MHbIEe MaTepuaJbl,
He0o0X0AuMBbI€e AJi1 OLEHKH 3HAaHUM, yMEeHUH, HAaBbIKOB U (WJ/IM) ONbITA
eATeJIbHOCTH, XapaKTepH3yIIHX 3Tanbl OPMUPOBAHUS KOMIIETEHIIU A
B MIpoLecce 0CBOEHMs 06pa30BaTe/IbHOM NPOrpaMMbl

Bomnpocsl k 3k3amMeny

1. KpaTtkasg xapakTE€pUCTHKa OCHOBHBIX 3TallOB pPa3BUTHS «HAUBHOW» U
(dbopmanibHOM KpunTorpaduu.

2. Kparkas xapakTepucThKa OCHOBHBIX 93TaloOB pa3BUTHS HAy4YHOM
Kpunrorpagpuu.
3. CdopmynupoBarh OINpeAeNIeHUs KPUNTOJOTUH, Kpunrorpapuu u

kpunroaHanu3a. OCHOBHBIE pa3/ieibl COBPEMEHHOM KpUNTOrpapuu.

4. OCHOBHBIE HAITPABJICHUS UCIIOJIB30BaHUSI COBPEMEHHOM KpUNITOTpadum.

5. ChopmynupoBaTh OnpeeseHUs] OCHOBHBIX MOHSITHI KpUNTOTpaduuecKon
3amuThl HHGOpManuK (KOHPUACHIIMAIBHOCTH, ayTECHTUYHOCTH, alidaBuTa, mudpa,
KJTI0Ya, TAMMHUPOBAHWSI, HMUTO3AIIUATHI, KPUITOTpadhUIECKON 3alUThI).




6. ChopmynupoBaTh OMpeNeICHUs] OCHOBHBIX MOHATHH KPUOTOrpaduyecKoit
3amuThl “HGOpMauK (IIEKTPOHHON (MUGPOBON) TOANMUCH, 3amU(DPOBLIBAHUS
JAHHBIX, pacmUpPOBLIBAHUS JAHHBIX, JemUdpoBaHus, MUPPOBaHUS, TaMMBbI
mudpa, CHHXPOIIOCHUIKH).

/. Mogenb TpaguuuMoHHOro mudpoBaHus. JlomymieHuss 0 BO3MOMXHOCTSIX
KPUIITOAHAIUTHKA.

8. OcHOBHBIE TPEOOBAHUS K KPUIITOCUCTEMAM.

9. CoBpeMeHHbIE TTOKA3aTeN KPUIITOCTOMKOCTH. Y POBHU KPUTITOATAKH.

10. OcHOBHBIEC HAMPABIEHUS COBPEMEHHOTO KPUIITOAHAIH3A.

11. Knaccubukamuss MeTonOB Kpunrtorpaduyueckoro mpeoOpa3oBaHUS
uHbOpMaIIu.

12. OcHOBHBIE METOBI CTATUCTUYECKOTO KPUITOAHAIN3a MOHOAT(PaBUTHBIX
¢ pos.

13. udp Buxkenepa: anroput™m mudpoBanus U aemndppoBaHusi; BapuaHThI
(opMHpOBaHUA KIIFOYEH; OCHOBHBIE JOCTOMHCTBA U HEAOCTATKH.

14. CrpykrypHas cxemMa W NPUHLHUI JEUCTBHUS POTOPHOU MIM(POBAIBHOM
MaIlHBI.

15. OcHOBHBIE BUJBI MEPECTAHOBOYHBIX MIM(PPOB; CIIOCOOBI MOBBLIIICHUS HUX
CTOMKOCTH.

16. Onpenenenue Omounoro mudpa. O6mas cxema 6104HOrO MHUPPOBAHUS,
OCOOEHHOCTH €€ MPAKTUYECKOT0 UCIIOIb30BaAHUA.

17. Tlomsituss wuneanmpHoro Immwdpa, auddy3un u koHdys3uu. I[Ipumeps
npuMeHeHus1 MeToaa nuddy3un.

18. IlpuMeHneHne OJIOYHBIX MHUQPPOB B PEKUME ICKTPOHHONU KOIUPOBOTHOM
KHHTH.

19. Ilpumenenue O0YHBIX MWHU(GPOB B PEXKUME CLEIJIEHUS OJIOKOB
(G POBAHHOTO TEKCTA.

20. Ilpumenenue OJOYHBIX IIMPPOB B pEKHUME OOpPATHOM CBS3M IO
UG pPOBAaHHOMY TEKCTY.

21. [Ipumenenue 6JI0YHBIX MHUPPOB B pexKUMe 0OPATHOM CBSI3U MO BBIXOAY.

22. OcHOBHBIE METOABI KOMIO3UIMHU MUGPOB. [IpuMepbl KOMIO3UIIUIHA
mudpoBs.

23. OcHOBHBIE TPEOOBAHUS K CTAHAAPTY MIH(PPOBAHUS TaHHBIX.

24. Ctpykrypa anroputma DES. Ananus ocoO0eHHOCTEl 0J10KOB HAYaIbHOU H
3aKJIFOYUTEIIBHON IEPECTAHOBOK.

25. OcHOBHBIE 3TaIbl peoOpa3oBaHus Kitoue B anroputme DES.

26. AHanu3 CTPYKTyphl OJloKa mepecTaHoBKU ¢ pacmmpenueM (E—6moka) B
anroput™Mme DES u ee ocobeHHoCTEM.

27. Ananu3 CTpYKTYpbl NOJICTAHOBKHU C MOMOIILI0 S—0J10KO0B B anroputme DES
U €€ 0COOEHHOCTEH.

28. AHaJIIU3 CTPYKTYpbl MEPECTAHOBKU C MOMOIIbIO P—OJIOKOB B airoputme
DES u cTpyKTyphI alnropuTMa ero Aemu@poBaHusl.

29. TeopeTuueckasi CTOMKOCTb KpUIITOCUCTEMBI. HeoOxoaumoe u 1octaTouHoe
YCJIOBHE COBEPIIEHHON CEKPEeTHOCTH IHdpa, aHAIU3 Pa3MEPHOCTH COBEPIIECHHO
CEKpPETHOI0 KJI0Ya.



30. [IIpakTudeckass CTOMKOCTb KPHUIITOCHCTEMBI M  IApPAMETPBI, €€
XapaKTEepU3YIOLIHE.

31. Knaccudukanus anropuTMoB 110 CTENEHU UX CI0KHOCTH.

32. ITpyHIMI TOCTPOCHUS CXEMBI IIU(PPOBAHUS C OTKPHITHIM KIIFOUOM.

33. IIpyHIMI TOCTPOCHUS CXEMBI JIEKTPOHHOM LIU(PPOBON MOAMKCH.

34. IlpuHUMI TOCTPOCHHS CXEMbl AyTEHTHU(PUKALUU B KPHUMNTOCUCTEMAX C
OTKPBITHIM KJIFOUOM.

35. IlpuHnmMn mNOCTpOeHUs CcXeMbl MHUGPOBaHUS U ayTeHTU(DUKAIMU C
OTKPBITHIM KJIHOUOM.

36. YcioBrs NPUMEHEHUsT KPUIITOCUCTEM C OTKPBITBIM KitouoM. [loHsTue
OJTHOCTOPOHHEHN (YHKIIUH.

37. OCHOBHBIE BU/Ibl KPUIITOATAK HA KPUITOCUCTEMBI C OTKPBITHIM KITHOYOM.

38. CdopmynupoBaTh oOmpenesieHUs] HAUOOJbIIEro OOIIEro MACNUTENsS U
B3aMMHO MPOCTBIX YHCEI, OCHOBHYIO Teopemy apupmeTuku. Anroput™m EBknma.

39. ChopmynupoBaTh OMpeAeTICHUsI YUCEI, CPABHUMBIX IO MOJYJIIO, BHIYETOB
1 KJIaCCOB BbIYE€TOB. CBOWCTBA CPABHEHUH 110 MOJTYJIIO.

40. Dyskums ODiiepa — oOmmMH ciy4ad, Il NOPOCTOTO YHUCTA, s
MIPOU3BEICHUS POCTHIX yncesn. GopMyIHpoBKa TeOpeMbl Dilliepa U CIEICTBUE U3
HEe KaK OCHOBA MOCTpoeHus anropurma RSA.

41. Crpykrypa amroputma 1mudpoBanuss RSA. VYcioBus  ero
paboTOCIIOCOOHOCTH U UX TEOPETUUYECKOE 0OOCHOBAHHE.

42. Cxema hopmupoBanus Kiatrodeit B anroputme RSA.

43. MeToasl BBIYHCIUTEIBLHON peanu3alud Mporeaypsl mudpoBaHus /
nemm@poBanus B anroput™me RSA.

44, Metonpl BBIYHUCIUTEIBRHOW pealu3alud Mpomueaypsl (HOpMUPOBAHUS
KJIroueit B anroputMe RSA.

45. OCHOBHBIE HAIIPABJIECHUS U METO/IBI KpUIITOAHANU3a anropurma RSA.

46. MeTo1pl MOBBIIEHUS KPUIITOCTOUKOCTH anroputMa RSA.

47. CxeMbl HepapXUUECKOro U ACIICHTPATU30BAHHOTO YIIPABICHUSI KIIFOYAMHU B
CUMMETPUYHBIX KPUIITOCUCTEMAX.

48. Tunbl ceaHcoBBIX Kitoued. Cxema yrpaBieHUs] UCIOJIb30BaHUEM KITFOUEH
Ha OCHOBE YIPaBIISIOIIETO BEKTOPA.

49. OcHOBHBIE CMOCOOBI paCHpPEETICHUs] OTKPBITHIX KIIOUehH. ANTroputMm
pacrpeneneHuss OTKPBIThIX KIFOUEH ¢ UCIIOIb30BAaHUEM aBTOPUTETHOI'O MCTOYHUKA
OTKPBITBIX KIIFOYEH.

50. OcHoOBHbIE CMOCOOBI paclpeeNieHnus] OTKPBITBIX KIIOUE. AJIFOPUTM
pacmpeieieHus] OTKPBITHIX KJIIOUel ¢ MCMOJIb30BAaHUEM CEPTU(PHUKATOB OTKPBITHIX
KJIFOYEH.

51. Bo3moxHocTu 1muGpOBBIX TOANUCEH U TpeOOBaHUS K HHUM. AHAINU3
MPEUMYILECTB U HEJOCTATKOB HEMOCPEACTBEHHON U(POBOM MOAIUCH.

52. OCHOBHBIE CXEMBbI OPraHU3aUU apOUTPAKHON HUPPOBOM MOIMHUCH.

53. Opranmzanus 1uudpoBoit noamucu 1o cxeme RSA. Anamus ee
MIPEUMYIIECTB U HEIOCTATKOB.

54. ®opmupoBanue 1MPPoBOI MOANKCH 1O anroputMmy DSA.



55. Tlpumepbl TPOTOKOJOB B3aWMMHOW ayTEeHTHU(HUKAIMK HA OCHOBE
TPaJAMIIMOHHOTO MU POBaHUS. AHAIN3 UX MPEUMYIIIECTB U HETOCTATKOB.

56. [Ilpumepbl MNPOTOKOJOB B3aUMHOW ayTeHTH(HUKAIMKM HAa OCHOBE
mu@pPOBaHUS C OTKPBITHIM KITOUOM. AHAIN3 UX MPEUMYIIECTB U HEJOCTATKOB.

57. IIpoTOKOA OAHOCTOPOHHEH ayTeHTU(UKAIIUU HA OCHOBE TPAJAUIIMOHHOTO
mudpoBaHus. AHAJINU3 €ro IPEUMYIIECTB U HEJOCTATKOB.

58. Ilpumepsl MPOTOKOJIOB OJHOCTOPOHHEH ayTEeHTHU(HUKAIMK HAa OCHOBE
UG POBAHUS C OTKPHITHIM KIFOYOM. AHAJIN3 WX MPEUMYIIECTB U HEAOCTATKOB.

TunoBble NPAKTHKO-OPHEHTHPOBAHHbIE 32/IaHUS K IK3aMeHY

3amanne 1. Omnpenenute kmoun mmmwmdpa lLlesaps, eciu H3BECTHBHI
cieayomias napa OTKpbIThI TekcT — mudpoteket: ABJIIOKO — 31dYYY
(ucxoIHbIN andaBurT:
ABBI'JIEEX3UUKIMHOITPCTY O XU BEIHIO)

3amanune 2. Omnpenenute kmoun mudpa Llezaps, ecinu u3BECTHHI
cieayroImas mapa OTKpBITBIA TekcT — mudporekct: 'PYIIA — FOJIOVYbI
(McxoaHbBIN angasur:
ABBTJIEEX3UMKIIMHOITPCTY ® XU HBIHIIO)

3ananue 3. Onpenenute kiroun mudpa Lesaps, ecam n3BecTHBI
cleyIomas napa OTKpbIThid TekeT — mudporekct: BUHOT'PAJ] —
HIAAELIDKID (ncxomnblii andaBur:
ABBI'JIEEX3UUKIMHOITPCTY ®XITUIIIIBEIHIO)

3ananue 4. Onpenenute karoun mudpa Lesapsi, ecnu n3BeCTHBI
ciemytomas mapa oTKpheITeiid TekeT — mmdporekct: ABPUKOC — JIMb®IHD
(ucxonHbi andaBuT:
ABBIJIEEX3UUKIMHOITPCTY O XU BEIHIO)

3apanue 5. Pacmdpyiite coodmenne XKKWITBOBM, 3ammdpoBannoe
mdpom Llesaps, eciin U3BECTHO, UTO MCXOJHOE COOOILEHHE COCTABICHO W3
andaButa ABBI'JIEEXX3MUKIMHOIIPCTY®XIUILIBLIBAIOS. Otser
3aMMILINTE 3arJaBHbBIMU PyCCKUMH OyKBamMu 06€3 mpoOesioB

Kiaroun st NpOBepPKH NPaBWIBHOCTH BbINOJTHEHUS NPaKTUKO-
OPHEHTHPOBAHHOIO 3aJaHUS

3amanme 1. 23
3amanue 2. 28
3amanue 3. 12
3amanue 4. 16
3aganue 5. Kommbrorep

Kpurepuu oneHuBaHus:

- 84-100 GammoB (OIEHKAa «OTIMYHO») - U3JIOKEHHBIH MaTepuall (paKTHYECKH BEpEH,
HaJIM4YKe TITyOOKHX MCUEPITBIBAIOIINX 3HAHUI B 00beMe MPOIIeHHON TPOrpaMMbl TUCIUILTUHEI B
COOTBETCTBMHM C TIIOCTABIEHHBIMHM IIPOTPaMMON Kypca LEIIMH U 33Ja4aMd  OOydeHUs,



MPAaBWIbHBIC, YBEPECHHBIC [EHCTBUS 10 TPHMCHCHHWIO IMOJyYCHHBIX 3HAHUH Ha TIPAKTHKE,
TPaMOTHOE U JIOTUYECKH CTPOMHOE M3NI0KEHHE MaTepuaia MpU OTBETe, YCBOCHHE OCHOBHOM U
3HAKOMCTBO C JOIOJIHUTEIBHON JTUTEPATYPOH;

- 67-83 OamioB (OIIEHKA «XOPOIIOY) - HAJTMUKE TBEPABIX U JOCTATOYHO MOJTHBIX 3HAHUH B
00BEME PO ICHHOM MPOTPAMMBI TUCITUILTNHBI B COOTBETCTBUH C IEJISIMHA O0YUYCHHUS, IIPABUIIHLHBIC
JNEHCTBUS MO MPUMEHEHHUIO 3HAHUN Ha MPAKTUKE, YeTKOE M3II0KEHUE MaTepuana, JOMyCKalTCs
OTJICIbHBIC JIOTHYECKHE W CTHJIUCTHUYECKHE ITOTPEIIHOCTH; YCBOSHA OCHOBHAS JIUTEPATypa,
pEKOMEHI0BaHHAs B paboueil mporpaMmme IUCIUTUIMHEI;

- 50-66 6ayIoB (OIIEHKA «YIOBICTBOPUTEIHLHOY) - HAJTMYNE OCHOBHBIX 3HAHUH B 00hEME

MPONUICHHOTO Kypca B COOTBETCTBHUHU C IIENISIMU OOYYEHHUS, U3JI0KEHUE OTBETOB C OTACIbHBIMU
OIMOKaMH, WCIPABICHHBIMH II0CJIC JIOTIOJTHUTEIBHBIX BOIPOCOB; BBITIOIHIIOTCS B IIEJIOM
KOPPEKTHBIC ACUCTBUS M0 MPUMEHEHHUIO 3HAHUI HA MTPAKTHKE;
- 0-49 GamtoB (OICHKA «HEYAOBICTBOPUTEIIEHOY) - OTBETHI HE CBSI3aHBI C BOIIPOCAMHU, HAJTHIHE
rpyObIX OMIMOOK B OTBETE, IEMOHCTPUPYIOIINE HETIOHUMAHUE CYIITHOCTH M3JIaraeMoro BOIpoca
¥ HEYMEHUE TIPUMEHSThH 3HAHUS Ha MPAKTHUKE; OTCYTCTBUE YBEPEHHOCTH U HETOYHOCTH OTBETOB
Ha JIONOJTHUTENbHBIE U HABOJSIIUE BOIPOCHI.

Ipumep Tecra

1. bank TecToB 1O pa3gesamM M (WJIHM) TeMam
Paznen 1 «TpaauuuoHHble M KIacCHYECKUe MEeTOAbI IIU(POBAHUA
Tema 1 " BBegenune B kpunrorpapuio "
1. UYro B mepeBojie ¢ rpeuecKoro si3bIka 03HAYAET CIIOBO «KPUMTOTpadusi»?
1) mmmdp
2) TatHOTIHCH
3) mpeoOpa3oBaHue
4) pacmudpoBka
2. Korna B kpunrorpaduu cTano UCTIOIB30BATHCS ACUMMETPHIHOE
mdpoBaHue?
1) B mepBoii mosoBuHe XIX
2)BO BTOpOI TIostoBUHE XX
3) B mepBoii mosioBuHe XX.
4)Bo BTOpPO¥ MosIoBUHE XX
3. Kak Ha3pIBaeTCs COBOKYITHOCTh 3apaHee OTOBOPEHHBIX CIIOCOO0B
npeoOpa3oBaHUs HCXOJHOTO CEKPETHOTO COOOIIEHHUS C IENIbIO €T0 3alUThI?
1)anroputm
2) K104
3) mpoToKoI

4) mudp

Tema 2 «IloHsAATHE 0 TPAAMUMOHHBIX MeTOAaX IN(PPOBAHUN.
1. [udposanue — 370...

1)cmoco6  w3MeHeHusT  COOOIICHWMsT  WJIM  APYyroro  JOKYMEHTA,
o0ecIeunBarollee NCKaXKEHUE ero COAEPKUMOTO.

2) COBOKYITHOCTh TE€M WJIM WHBIM CIIOCOOOM CTPYKTYPHPOBAHHBIX JAaHHBIX U
KOMILUIEKCOM aIllapaTHO-MIPOTPaMMHBIX CPEJCTB

3) ymoOHas cpena sl BBIMHCICHHUS KOHEYHOTO TIOJIh30BATEIIs



2 . Kak Ha3bpIBaeTcsi COBOKYITHOCTD 3apaHee OrOBOPEHHBIX CITIOCOO0OB
npeoOpa30BaHuUs KCXOHOTO CEKPETHOTO COOOIICHHMSI C TIEITBIO €T0 3aIlUThI?

1) anropurm

2) KITI0Y

3) mpoTokoI

4) mudp
3. Kak Ha3bIBaeTCs cOOOIICHUE, MTOTYYSHHOE MOCIIE TIPE0OPa30BaHUs C
HCIIOJIb30BaHuEM Jir000ro mudpa?

1) 3aKpBITHIM TEKCTOM

2) IMUTOBCTaBKOM

3) kirrouoM

4) OTKPBITBIM TEKCTOM

Tema 3. «Kiaccuueckue metoabl mugpoBaHus.
1. Kak Ha3bIBaeTCs «MCTOPUUECKUI» MHUPP, B KOTOPOM Kaxkaasi O0yKBa HCXOJAHOIO
TEKCTa 3aMeHsIach OYKBOM, CTOAIIEH HAa HEKOTOpoe (PMKCUPOBAHHOE YUCIIO MECT
nanpiie B andaBuTe, O NPUMEHEHHH KOTOPOTO HUMEIOTCS TOKyMEHTaJIbHBIC
CBHJIETEIbCTBA?

1) mudp Mapkosa

2)mmgp Lesaps

3) mudp DHurma

4) mudp badumka
2. CKOJBKO UCHOJb3yeTCs KIIOUYeH B CHUMMETPUUYHBIX KPUOTOCHUCTEMAX JUIs
mupoBaHUS U IeMuOPOBAHUS

11

2)2

3)3
3. 13 cKkoMbKY MOCIeI0BAaTEIbHOCTEH COCTOUT paciiu(poBKa TEKCTa MO TabIuIe
Bwxunepa

1)3

2)4

3)5

Tema 4. «Crangapt mudposanust nanusix DES (Data Encryption Standard)».
1.1 vero ucnomnb3oBaincss DES-aaroputm u3-3a HeOONIBIIOTO pa3Mep KITr4a
1) 3aKpBITHSI KOMMEPUYECKOW HHPOPMAITUN
2) muppoBaHUs CCKPETHON HHPOPMAITHH
3) HEeT MPaBHUILHOTO OTBETA
2.0cHoBHBIE 00MacTu mpuMeHeHus: DES-anroputma
1) XpaHeHHE JaHHBIX Ha KOMITBIOTEpE
2) 2JIGKTPOHHAS CHCTEMA TUIATEKEH
3) ayTeHTHdHKAIIS COOOIICHHIA
3.Uem omimuaercs 6sok-cxema anroputma ['OCT ot 6510k-cxembsr DES-anroputma
1) oTCYTCTBHEM HAYaIbHOM MEPECTAHOBKH U YHCIIOM IMKJIOB MIU(GPOBAHUS
2) JNTMHOM KITIoYa



3)MeTonoM mmppoBaHuUs

Paznen 2 «AcummerpuyHoe mindpoBaHue»

Tema 1 «KpunrocucremMbl ¢ OTKPBITHIM KJIHOY0M»

1. Kak cBsi3aHbl KIIOYU APYT C IPYTOM B CUCTEME C OTKPBITHIM KIIFOUOM
1) MaTeMaTHYECKH
2) TOTHYECKU
3) alropuTMHUIECKU

2. Kakue KIItouu UCHOJIb3YITCS B CUCTEMAX C OTKPBITHIM KIIFOUOM
1) OTKpBITHIH
2) 3aKpBITHIT
3) HEeT MPaBUILHOTO OTBETA

3. CKOIb KITI0YEH MCMONB3YETCS B CHCTEMAaX C OTKPBITHIM KITFOUOM
1)2
2)3
3)1

Tema 2 «OCHOBHbBIC IOHATHS TEOPHHU YU CEID)
1.Kakoii ocratok ot fenenust Ha 5 umeet yucio 2437 x 578 — 1035 x 47334577
1) 4
2) 3
3)1
4) 2
50
2.Hatitu octaTok nipu aeneHur Ha 9 uncia 65 6k , k € N
1)7
2) 3
3)6
4)1
5) 2
3.Pemenusimu cpaBaenus 339x = 452(mod7) sBistOTCS KIIacChl:
1) 6
2) 5
3) 10
4) 2
5)4

Tema 3. «Aaroputm mudppoanus RSA».

1.BepHbl 11 yTBEpKACHUSA?

A) Anroput™m mudpoBanuss RSA sBIseTcs mepBbIM aJITOPUTMOM C OTKPBITHIM
KJIFOUOM, KOTOPBIM MOXET paboTaTh KaK B pekUMe MU(PpoBaHUsl JaHHBIX, TaK U B
peXKUME PIEKTPOHHON HUPPOBOU MOJIMHUCH.

B) Hapexnocts anroputma mudpoBanuss RSA ocCHOBbIBaeTCS Ha TPYJIHOCTH
dakTopuzanuu OOJBIIUX YHCET W BBIYUCICHUS JTUCKPETHBIX JIOTapu(pMOB B
KOHEYHOM I10JI€.



[TonGepuTe NpaBUILHBINA OTBET.
1) A—na, B—na
2) A-—na, B—mner
3) A —mer, B—mner
4) A —mner,B-na
2.Ilycte monws3oBaTenb A XodeT mepeaaTh moJib3oBarento b coobmenne m=10,
3amudpoBanHoe ¢ momotisio anroputma RSA Ilons3oBarens b umeer cienyromue
napametpel: P=7, Q=11, d=47. Beluuciaute 3Ha4YeHHUE ¢ 3amK(pPoOBaAHHOTO
COOOIIIECHUS.
1)c=53
2)c=54
3)c=55
4)c=56
3. IlycTte monp3oBaTenb A XoueT mepenarh mojibzoBarento b coobmenne m=10,
3ammppoBaHHoe ¢ moMolbio anroputma RSA Tlonb3oBatens b umeer cienyronme
napametpbl: P=11, Q=17, d=71. Bplunciaute 3HaUYe€HHE C 3aIU(DPOBAHHOTO
COOOIIIEHUS.
1)c=173
2)c=175
3)c=155
4)c=153

Tema 4. «YnipaBiieHHe KJIIOYaAMH B ACHMMETPHYHBIX KPUIITOCHCTEMAX).
1.bnok ynpasnenus — 310...

1) anmapaTHO pearM30BaHHAs IPOrpaMMa, YIIPABJISIONIAsT BEIYUCIUTEIIEM

2) A3BIK OTIMCAHHS TAHHBIX

3)mporiecc ompeAeNeHUs OTBEYAaeT Ha TEKYyIIee COCTOSHHE pa3padoTKu
TpeOOBaHUSIM JAHHOTO dTara
2. BriOepuTe npaBuiIbHOE YTBEPXKACHHE B OTHOIICHUM MUGPOBAHUS TaHHBIX,
BBIMOJTHSAEMOTO C IIEJIbI0 MX 3aIIUTHI:

1) oHO 0OecreunBaET MPOBEPKY IEIIOCTHOCTH U MPABUIILHOCTHU JTAHHBIX

2)OoHO TpeOyeT BHHMATEIBHOTO OTHOIICHUS K MPOIECCY YIPaBICHHUS
KITIOYaMH

3) oHO He TpeOyeT OOJIBIIOr0 KOJUUECTBA CUCTEMHBIX PECYypCOB

4)oHO TpeOyeT nepeaaun Kiroua Ha XpaHCHHEe TPETheH CTOPOHE
3. l'apanTupoBaHre HEBO3MOKHOCTH HECAHKITMOHUPOBAHHOTO N3MEHEHUS
uH(hOpMAITUH - 3TO:

1) oOecrieueHune 1eI0CTHOCTH

2) obecrieueHHe KOH(MUICHIIMATLHOCTH

3) obecrnieueHre ayTeHTHUPUKAIIH

4) obecnieuenue mudpoBaHUs

Tema 5. «duekTpoHHast HUPPOBAsE MOANUCH.
1.91€eKTpOHHOM OAMCHIO HA3BIBAETCHL. . .
1) mpucoearHIEMOE K TEKCTY €ro Kpunrorpaduieckoe npeodpa3oBaHue



2) TeKCT

3) 3amm(poBaHHBIN TEKCT
2.Kakue pyukuuu Boinoauser D1I1?

1)momoraer rapaHTHUPOBaTh, YTO MMOCTABUBIIMKA MOAMKUCH — TOT, KEM OH
SBIIETCS B IEWCTBUTEIILHOCTH

2) IOMOTaeT rapaHTHUPOBATh, YTO COACPIKUMOE JOKYMEHTA HE MEHSJIOCh U HE
MO/1JIeIBIBAJIOCH TIOCIIe BBOJIA ITU(POBOI MOIITUCH

3)nomMoraeT JokaszaTh Jt00OW M3 CTOPOH AaBTOPCTBO IOIMHMCAHHOTO
COJIEPKUMOTO;

4)Bce PyHKIINU, IEPEUUCIICHHBIE BBIIIIC.
3.Kaxkas undopmarus xpaaurcst 8 L11?

1)ums daitsia 3aKphITOTO KITF0Ya IMOAHCH;

2) TOJIbKO MH(pOPMAITHS O JIHIIe, CHOPMUPOBABIIIEM ITOIITHCH;

3) nata popmMupoBaHUS TOIITUCH, HH(DOPMALIHS O JIUIE, ChOpMHUpPOBABIIIEM
NOJANKCH U UMs (pailyia OTKPBITOrO K04 IMOIUCH.

TecToBO€ 3a/1aHNE BBITIOJIHIETCA HA OTAEIBHOM JIUCTE. JIMCT nmoanuceiBaercs
®UO, HOMEp TPyNIIbI, HOMEP 3a4€THON KHUXKH, YKa3bIBAETCSI BAPUAHT TECTOBOTO
3ananusa. Huxe oOyuaromuiics yka3siBaeT 1udpoit HoMep BOmpoca U PsijioM CTaBUT
HOMEp IPaBWIBHOTO, HA €ro B3IIAA, BapuaHTa OTBETa. T1ecTOBOE 3aJaHue
conepxkut 20 BONPOCOB ¢ BapuaHTaMu OTBETOB. Ecim oOyuwaromuiics 0 caayu
IIPENOAABATEN0 TECTOBOIO 3aJaHHsl M JIMCTa C OTBETAMM, CYUTAET, 4YTO HE
MPaBUJILHO OTBETUJI HA TOT WJIM MHOM BOIPOC TECTA, TO 3aUEPKUBAET MPEAbI YNNI
BapUaHT OTBETA M PSJIOM YKa3bIBaeT HOBBIM. 3a OMMOKY 3TO HEe cunuTaetcs. Bpems
MpoxoxaeHusa TectupoBanusi 20 MuHyT. [locne oKOHUYaHUS BBIMOJHEHUS TECTOBOTO
3aJlaHrs 00y4aroluics cIaeT MPErno/1aBaTelio BApUAHT TECTOBOIO 3a/IaHUsI U JIUCT
C OTBETaMH.

1. Kpurepuu oneHku:
MakcuManbHOe KOJIU4ecTBO 0anioB — 10 6ajuioB.
- 1-10 GamioB BhICTaBIsETCA 00y4aeMOMY B 3aBUCHUMOCTH OT MPaBUIIBHOTO
OTBETa Ha BOMPOCHI T€CTa. 3a OJIUH MPABWIbHBIN OTBET 00ydaemblil mojy4daet 0,5
Oasna.

JlaGopaTopHble 3a1aHUA

1.TemaTuka 1200paTOpPHBIX 3aJaHUI 110 pa3eaaM U TeMaM

Paznen 1 TpaguumoHHbIE U KJIacCHYeCKHE METOAbI IIM(PPOBaHUS

Tema 1 «BBeneHue B Kpunrorpapuio»

JlaboparopHoe padora 1 «Ilporpammuas peajuzauus mudpa 3aMeHbD).
Pazpaborka IIO mmdpa 3amensl. Jlemmdpauus mmdporexkcra. YacToTHbIN
KPUIITOAHAJIN3.

Tema 2 «IloHsAiTHE 0 TPAAMIMOHHBIX METOAAX IIU(PPOBAHUM

Jlabopatopnass  pabora 2  «['eHepupoBaHme W  TeCTHPOBAHHUE
NMCEBAOCAYYAUHBIX MUPPYOIIUX MnocjaeaoBaregabHocTen». IIporpammuas



peanMzanus reHeparopa M-nociaea0BaTebHOCTH HAa OCHOBE IMOJIMHOMA OOpaTHOU
cBsa3u. TectupoBanue M-nocnenoBarenbHocTy qiauHoNM N out (N < 10000) c
IIOMOIIBIO CEPUATBHOTO TeCTa. TecTupoBanre M-IOCIEN0BATEIBHOCTH C TIOMOIIBIO
KOPPENSLUOHHOTO TecTa. TecTupoBaHME MCXOHOTO U 3amu(poBaHHOTO (haiina c
MOMOIIIBIO CTATUCTUYECKUX TECTOB.

Tema 3 «Kinaccnueckue MeToAbl HIM(PPOBAHUSY.

JlaGoparopuas pabora 3  «llludp Bukenepa». IlonyueHne HaBBIKOB
CO3aHMs 3alIU(PPOBAHHOTO COOOIICHMS TPHU MOMOIIU AITOPUTMA IHPPOBAHUS
Bwxkenepa.

Tema 4. «Crangapt mudppoBanusa nanHbix DES (Data Encryption
Standard)».

Jlabopatopuass pabora 4 «Aaroputm muppoBanuss DES». ®Oynkuus
mdposanus f st anroputma DES. dopmupoBanue noakirouen 1uisi anroputMa

DES.

Paznen 2 AcumMmerpuvHoe muppoBaHue

Tema 1 «KpunrocucreMbl ¢ OTKPBITHIM KJIOY0M»

Jlabopatopnass  pabora 1  «M3yyeHMe  TNPUHHUMIOB  PadoOTHI
ACMMMETPHYHBIX AJTOPUTMOB HMHUGPPOBAHUA C OTKPBITHBIM KJIKYOM.
Metoauka  co3gaHMsi ~ KOMOWHUPOBAHHBIX  aJrOPUTMOB  LIM(POBaHUA,
COBMEIIAroIIasl JOCTOMHCTBA METOJOB CUMMETPUYHOW M aCHMMETPUYHOU
Kpunrorpapuu.

Tema 2 «OCHOBHBIC IOHATHS TEOPHU YHCEID)

JlabopatopHast padora 2 «AaroputMm EBkimaa». Cozmanue B LibreOffice
«MaIMHY» JUIsl aBToMatnyeckoro Beruncienus HOJl nByx yucen mo anroputmy
EBknupa.

Tema 3. «Aaroputm mupposanus RSA».

JlabopaTtopHass pabora 3 «ACHMMETPHYHBIH AJropuT™M MmHU(poBaHUA
RSA». Bpiuucnenune ximoued. [ludpoBanue ¢ mMOMOIIBIO 3TUX KIIOYEH.

JemmdpoBanue.
Tema 4. «YnpaBiieHue KJIOYAMU B ACHMMETPUYHBIX KPUINITOCHCTEMAX.
JlaboparopHass pabora 4 «ACHMMMETPHYHBIE KPHITOCHCTEMBbD).

HccnenoBanre OCHOBHBIX XapaKTEPUCTUK AJITOPUTMA MIU(POBAHUSI.

Tema 5. «uekTpoHHasi HUPoOBasi MOAMUCH.

JlabopatopHass pabota 5. «JiiekTpoHHas uudpoBasi NMOANUCH Jib-
I'amansa». VcciaegoBanue mnponecca MOCTPOEHUS 3JIEKTPOHHOM MOAMUCH lib-
["amans.

2.Kpurepum oueHku:

MakcuMansHOe KoandecTBo 6amnoB — 90 6aymios.

(U1 KaXKI0T0 3a1aHKs )

10 6. — 3agaHue BHITIOJTHEHO BEPHO;

9-8 6. — mpu BBHINOJHEHUW 3aJaHUs OBUIA JOMYIIEHBl HETOYHOCTH, HE
BIIUSIONIME HA PE3YJIbTAT;

7-5 6. — TIpHU BBITIOJTHEHUH 3a1aHUS OBUIH JIOMYIIIEHBI OINOKH;




4-1 6. — IpY BBITOJTHCHUH 3a/TaHUS OBLITN JOMTYIICHBI CYIECTBEHHBIC OIIHOKH.
0 0. — 3aaHMe HE BBHIIOJHEHO.

3 MeTtoau4yecKHe MaTepHaJlbl, onpeJedlye NpoueaAypsl OLeHUBaHUA
3HAaHUW, YMEHMH, HaBbIKOB M (MJH) onbiTa [JeATeJbHOCTH,
XapaKTepu3ywILuX 3Tanbl OpMUPOBAHUA KOMIIETEHIUHN

[Ipomenypsl OIICHUBAHUA BKJIIOYAIOT B Ce€OSl TEKyIIUA KOHTPOJIb W
IPOMEKYTOUHYIO aTTECTALHIO.

Tekymmii KOHTPOJIb YCIIEBAEMOCTH MPOBOJUTCS C MCIOJIH30BAHUEM
OIICHOYHBIX CPEJCTB, MPEJACTABICHHBIX B M. 2 JAHHOTO MPUJIOXKEHUS. Pe3ynbTarhl
TEKYIIET0 KOHTPOJISI JOBOJSTCS JO CBEICHUSI CTYJCHTOB JO TMPOMEKYTOUHOM
aTTECTaIlUM.

DK3aME€H MPOBOAUTCS IO PACHUCAHUIO MPOMEXKYTOYHOM aTTECTAlIMH.
KomnuectBo BompocoB — 3 (2 —TEOpeTHYECKHX BOIPOCAa M OJHO MPAKTHUKO-
OpUEHTUPOBAHHOE 33]IaHUE).

Pe3ynbTaThl aTTECTAllMM 3aHOCSITCS B BEAOMOCTb U 3aYETHYIO KHHXKKY
ctynedta. CTyI€HThI, HE TPOIIEIINE MPOMEKYTOUHYIO aTTECTAIUIO 110 Tpaduky,
JTIOJKHBI JTUKBUIUPOBATH 3a/10JIKEHHOCTh B YCTAHOBJICHHOM TIOPSIZIKE.



IIpunoxenue 2

METOINYECKHE YKA3AHUSA 110 OCBOEHHUIO JUCIHIUIIJIMHBbI

VY4eOHBIM IIaHOM NIPETyCMOTPEHBI CIeIYIOIINE BUIbI 3aHATHI:

- JICKIUY;

- TabopaTOpHBIC 3aHATHS.

B Xone NeKIMOHHBIX 3aHATHH paccMaTpUBAarOTCS KpUNTOrpaduyeckue MeTOJIbl
3amuUThl  MTHPOpPMAIMK, MAIOTCS  PEKOMEHJAIMU ISl CaMOCTOSITENIbHOW paboThl |
HOJIrOTOBKE K JJAOOPATOPHBIM 3aHATHUSIM.

B xone n1abopaTOpHBIX 3aHATHH YIIyOJISIOTCS U 3aKPEIUIAIOTCS 3HAHUS CTY/I€HTOB
0 pSAYy PACCMOTPEHHBIX BOIPOCOB, PA3BHBAIOTCS HABBIKM  KOMIUIEKCHOW OIICHKH
0€3011acCHOCTH aBTOMATHU3UPOBAHHBIX HH()OPMAIIMOHHBIX CUCTEM.

[Ipu moArOTOBKE K JTA0OPATOPHBIM 3aHATHAM KaXKIbIA CTYJCHT JOJDKEH:

— U3YYUTHh PEKOMEH/IOBAHHYIO YUEOHYIO JINTEPATYPY;

— U3YYUTb KOHCIEKTHI JIEKIIHIA;

— IMOATOTOBUTH OTBETHI HA BCE BOMPOCHI TI0 N3yIaEMOU TEME.

B npomecce noAarotroBku K J1a0OpPATOPHBIM 3aHATUSIM CTYJEHTBl ~ MOTYT
BOCIIOJIb30BATHCA KOHCYJIbTALUAMU IPENOIaBaTEs.

Bonpocsl, He paccMOTpeHHbIE HA JIEKIHSX, JOJKHBI ObITh W3Y4YEHBI CTyACHTaMH
B XOJIe CaMOCTOSTEeNbHOU paboThl. KOHTpOas camocTosTenbHONH paboThl CTYJIEHTOB
HajJ Yy4yeOHOW mporpaMMol Kypca OCYHIECTBIsSE€TCd B XojAe 3aHsATuil. B xone
CaMOCTOSITETIHHOW pabOThl KaXIBIA CTYNEHT OO0sS3aH MPOYUTATh OCHOBHYIO H TIO
BO3MOKHOCTH JIOTIOJIHUTENIBHYIO JIUTEpaTypy IO H3yyaeMoW TeMme, JIOMOJIHHUTH
KOHCTICKTHI JICKIIMH HEJOCTAIONIMM MaTepHaJIOM, BBIMACKAMUA W3 PEKOMEHOBAHHBIX
NEPBOMCTOYHUKOB. BBIIENUTh HEMOHATHBIE TEPMUHBI, HAWTH WX 3HAYECHUE B
HHIMKIIONEINYECKUX CIIOBApSIX.

CTyneHT JODKEH TOTOBUTHCS K TMPEACTOSIIEMY JaOOpaTOPHOMY 3aHATHIO TIO
BCceM, 0003HAYEHHBIM B paboyeil mporpaMme AUCHUILUIMHBI BOIPOCAM.

JUJ1sl TIOATOTOBKH K 3aHATHUSAM, TEKYIIEMY KOHTPOJIIO U IPOMEKYTOUHOM aTTecTaluu
CTYICHTBI MOTYT BOCIIOJIB30BaTHCS JIEKTPOHHO-OMOIMOTEYHBIME CUCTEeMaMH. Taxoke
oOyuJarolecss MOTyT B35ATh Ha JOM HEOOXOIMMYIO JIMTEparypy Ha aOOHEMEHTE
YHHBEPCUTETCKON OMOIMOTEKH MITH BOCIIOJIB30BATHCS YNTAIBHBIMH 3aJIaMH.
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