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1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 |IIpunobpererne 3HaHWH B 00MacTH WH(GOPMAIMOHHON O€30MacHOCTH W 3alUTHl HWH(OpPMAIMKM IO OpPTaHU3A[MOHHO-
MIPaBOBOM 3alUTe KOMMEPYECKOH, Ciy:keOHOH, NpodecCHOHATBHON TalHbI, MEePCOHATBHBIX NaHHBIX; (OPMHUPOBAHUE
YMEHHH M TPAKTUYECKUX HABBIKOB I10 MPaBOBOMY, OpraHM3alMOHHOMY W TEXHHYECKOMY OOECIICUCHHUIO 3aIlUThI
nHpOPMAIIHN TIPH PEIICHUH 3a1ad MPo(eCCHOHATBHON e TENEHOCTH.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUA TN CHUIIJINHBI

OIIK-3: CpnocoGeH pemarb CTaHAAPTHbIE 3a4a4d NPO(ECCHOHANBHOH NesTeJbHOCTH HAa OCHOBe HH(OPMAIMOHHOW U
oubMorpaguyeckoii KyJbTypbl ¢ NpHMeHeHHeM HHGOPMANHOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTMI M € y4eTOM OCHOBHBIX
TpeOGoBaHN HH(POPMALMOHHON 0€30MaCHOCTH;

B pe3yabTaTe 0CBOeHMSI AMCHUNIIMHBI 00YYAIOIIUICS JOJIZKEH:

3HaTh:

- OPUHIUIBI PabOThl COBPEMEHHBIX TEXHOJOTHH obecriedeHuss HHPOPMAIMOHHON OE30MacHOCTH IPU  PEIICHUH  3a1adq
podecCHOHATFHON TesATeNbHOCTH (cooTHECeHO ¢ mHauKaropoM OITK-3.1).

YMmeTh:

- pcfuiartb CTaHJAapTHBIC 3adaqu HpO(l)eCCHOHaJTBHOﬁ ACATCIBHOCTU C YUCTOM Tpe6OBaHI/II71 I/IH(i)OpMaHI/IOHHOI\/'I 0€30I1aCHOCTH
(cootreceno ¢ naaukaropom OIIK-3.2).

Binagern:

- HaBBIKAMHU HCIOJB30BaHUS CIOCOOOB M CPEICTB 3alIMTHI WHGOPMAIMH IMPH pPENICHUM 3amad MpodeCCHOHATFHON AeATEIIbHOCTH
(cootreceno ¢ uaaukaropom OIIK-3.3).

3. CTPYKTYPA U COAEP KXAHME JUCHUIIJINHBI

Paznen 1. Cucrema 3ammthl 1aHHBIX B Poccuiickoii @enepaunu

Ne HanmenoBanue tems! / Bua 3ansitust C/elng;[c;p Yacos Kw:ll::l:eﬁ_ Jlureparypa
BBognas nekuus. BakHOCTh 3amuThl MHGOpMAMK B COBPEMEHHOM JI1.1, J11.2, JI1.3,
1.1 |mumpe. KiroueBsle TPHHIMIEI — OOECHCUCHUS  HWH(POPMAIIOHHON 4 2 OIIK-3 JI1.5,J12.1, J12 .4,
6e3omacuocTr / Jlex / J2.5
Bunpsl wHboOpManuu B 3aBHCUMOCTH OT €€ COJCepXaHWs, IOCTYIIA, L1, 1.2, J11.3,
1.2 ’ 4 2 OIIK-3 JI1.5,J12.1, J12 .4,
obmnamarens / Cp /
JI2.5
JI1.1, J11.2, J11.3,
JI1.4, JI1.5, J12.1,
1.3 | OcHoBHBIE MOENH 3amuThl nHpopMarwu. / Cp / 4 2 OIIK-3 2.2, 2.3, 2.4,
JI2.5
WzyueHne OCHOBHBIX MOJNOXKEHHH 1Mo 3ammre uHGopmauuu: JJokrpuna L1, 1.2, J11.3,
1.4 . N 4 6 OIIK-3 JI1.5, J12.1, J12.4,
nHpopMaIMoHHO# 6e3omacHocTH Poccuiickont deneparuu. / Cp / 5
OcHoBHele monoxeHus @expepanpHoro 3akoHa "OO6 wHOOpMarwH,
UH(QOPMAIIMOHHBIX TEXHONOTHAX X O 3amure uHGopMmamuu" ot JI1.1, JI1.2, JI1.3,
15 27.07.2006 N 149-®3. OcHOBHBbIE TPHHIMUIBI W TPeOOBaHUA K 4 6 OIK-3 JI1.4,J11.5, JI2.1,
’ CHCTEME 3allIMTHI JTAHHBIX. JI12.2,J12.3, J12 .4,
Ponn w OTBETCTBEHHOCTh YYAaCTHHKOB CHCTEMBI 3alIUTHI J(AHHBIX. / J12.5
Cp/
Pazpnen 2.
OcHoBBI 321U ThI HH(POBLIX JAHHBIX B KHOEPIIPOCTPAHCTBE
Ne HaumenoBanue Temsbl / Bun 3anatus C/ellxél;[c)zp Yacos KO“:ll;e:eH_ JlutepaTtypa
JI.1, JI1.2, JI1.3,
21 IMoHsatve W  BuUAbl  yrpo3  HMHGOPMAIMOHHON  OE30MacHOCTH. 4 5 OIK-3 JI1.4, J11.5,J12.1,
" | YazBumocTu. Yrpasienue ys3BUMOCTIMH. / JIek / J12.2,J12.3, J12.4,
J2.5
Kommerorepable araku. Bumsl u  kimaccuuKamys KOMITBIOTEPHBIX L1, 1.2, 1.3,
2.2 4 2 OIIK-3 JI1.5,J12.1, J12 .4,
arak. /Cp/
J2.5
N JI.1, JI1.2, JI1.3,
2.3 | Opranmzanus napoybHoM 3amuThl. [TaponsHsie ataku. / Cp / 4 2 OIIK-3 1.5, 2.1, 2.4,




JI2.5

JI1.1, J11.2, J11.3,
24 IIpoBepka HameXHOCTH MAPOJAbHOM 3alIMTBl C HUCIOJIB30BAHUEM 4 2 OITK-3 JI1.4, JI1.5,J12.1,
" | Bctpoennsix nHcTpyMenToB Kali Linux. / ITp / J12.2,J12.3, J12 .4,
J2.5
" q JI1.1, J11.2, J11.3,
25 3y4CHHE OCHOBHBIX HHCTPYMCHTOB [UIsl BBISABJICHHS YS3BUMOCTECH. 4 5 OTIK-3 1.5 2.1, 12.4,
Mp/
J2.5
JI1.1, JI1.2, J11.3,
26 OCHOBHBIC THITHI yTPO3 W HX KiaccuuKamnus. YTpo3bl 0e30MacHOCTH 4 3 OITK-3 JI1.4, J11.5, J12.1,
" | obnaunsix cepsucos. / Cp / J12.2,J12.3, J12.4,
J2.5
. JI1.1, J11.2, J11.3,
Knaccudukanus ys3BUMOCTEH. YS3BUMOCTH ONEPAMOHHBIX CHCTEM,
. JI1.4, J11.5, J12.1,
2.7 | npunoxeHui. 4 4 OIIK-3
J12.2,J12.3,J12.4,
CeTEeBOT0 000pyI0BaHUs ¥ MPOTOKOIIOB. / Cp / 5
KommnbiotepHble araku Ha OeCHpoOBOJAHBIE CETH M MOOWIIBHBIC JI1.1, JI1.2, JI1.3,
YCTpOKCTBa. : JI1.4,J11.5, JI2.1,
28 ATaku Ha BeO-TIpUIIOKEHHS U 0a3bl TaHHBIX. 4 6 OIIK-3 JI2.2,J12.3, J12.4,
ATaky Ha CUCTEMBI YIPaBIeHH AOCTyoM u mapoisimu. / Cp / J2.5

Pa3nean 3. KOMHblOTepl—lble BUPYCHI. OCcHOBHBIE NPUHIUITBI 1€TEKTUPOBAHUSA BPEIOHOCHOI'0 ITPOrpaMMHOro odecneyeHus

(BIIO)
Ne HaunmeHnoBanue Temsb! / Bua 3ansitust C/elnél;lc’zp Yacos Kow:;e;en- JlutepaTtypa
JI1.1, JI1.2, JI1.3,
31 Bunsl u ucropust pasBUTUSL KOMIBIOTEPHBIX BHUPYcOB. COBpeMEHHBbIE 4 ’ OITK-3 JI1.4,J11.5,J12.1,
" | reHmeHIMN TpUMEHEHHS] KOMIIBIOTEPHBIX BUpYCOB. / Cp / J12.2,J12.3,J12.4,
JI2.5
[TpunHIHT paboThI AHTUBUPYCHBIX TIPOTPaMM. Crioco0b1 JI1.1, J11.2, JI1.3,
3.2 | meTeKTHpOBaHHWA BPEIOHOCHOTO MporpaMmHoro obecmeuenus (BIIO) / 4 2 OIIK-3 JI1.5,J12.1, J12 4,
Cp/ J2.5
JI.1, JI1.2, JI1.3,
33 BpenonocHoe  mporpammMHOe ~ oOecriedeHMe M METOABI  €ro 4 6 OIK-3 JI1.4, J11.5,J12.1,
"~ | obHapyxenus. / Cp / J12.2,J12.3, J12 .4,
J2.5
CurHarypHBIfl aHaMM3 ¥ ABPUCTHUYCCKUI aHANM3 I OOHApy>KCHUS JI1.1, J11.2, JI1.3,
BIIO. JI1.4,J11.5, J12.1,
34 OOGHapy»XeHHE U yJIalieHUe PYTKUTOB U TPOSTHCKUX MTPOTPaMM. 4 8 OIIK-3 J12.2,712.3,J12.4,
OOHapy>xeHne n OIOKHpOBKa (HUIIMHTOBEIX arak. / Cp / JI2.5
Pa3gen 4. Opranusanus 3aliMThHI NEPCOHATBHBIX JAHHBIX
Ne HaumenoBanue Temsbl / Bun 3ansatus Cemecrp Yacos Komneren- JlutepaTtypa
/ Kype HHH
[TepconanbHbie JTaHHBIC (I dn). Bungr, KITacCH(pUKAIHS L1, 1.2, JI1.3,
4.1 | mepcoHaTBHBIX JAHHBIX. TTopsinok 00paboTku [ u B 4 2 OIIK-3 1.4, 1.5, 2.1,
J12.2,J12.3, J12.4,
nHpopMaHoHHBIX cucTeMax. / Cp / 5
JI.1, JI1.2, JI1.3,
OCHOBBI 3aKOHOJATENBCTBA O 3aIUTE MEPCOHATHHBIX MaHHBIX: IIpaBa
JI1.4,J11.5,J12.1,
4.2 | cyOBEKTOB NEPCOHATBHBIX AaHHBIX.OTBETCTBEHHOCTh 3a HaApYIICHUE 4 4 OIIK-3 22 23, 2.4
3aKOHO/IaTENILCTBA O 3ALINTE NEPCOHATBHBIX MaHHBIX. / Cp / - J'[2' 5’ i
O0paboTka MNEPCOHATBHBIX MAHHBIX: [EXHHYECKHE MeEpBI 3aIlUTHI
MEPCOHANBHBIX ~ JaHHBIX. (OCOOEHHOCTH  3alIUTBHl  MEPCOHATHHBIX JI1.1, JI1.2, JI1.3,
4.3 |maHHBIX B PA3NMUYHBIX OTpacisX 5KOHOMHUKH. OCHOBBI M TIPAaKTHKA 4 2 OIIK-3 JI1.5,J12.1, J12 .4,
OT3bIBa cCOMIAacHsi Ha O0OpabOTKy TMpPEeKparuTh OOpPabOTKy CBOHMX J12.5
MepCOHATBHBIX TaHHKIX y oneparopa [1/1x. / Ip /
Pazgen 5. Opranmnsanus 3amurhl ”HGopManuu B HHGOPMALMOHHBIX CHCTEMaxX
Ne HaumenoBanue Temsl / Bua 3ansitus Cemectp Yacos Komneren- Jlutepatypa
/ Kype M
JI1.1, J11.2, J11.3,
5 HudopmannoHHBIE CHCTEMBl M OPTaHH3AlMs 3allUThl HHOOPMAIUU B 4 5 OIK-3 JI1.4, JI1.5,J12.1,
’ Hux. / Jlek/ J12.2,J12.3, J12.4,

J2.5




JI1.1, J11.2, JI1.3,

59 YmpasneHue JIOCTYTIOM u KOHTPOJIb ABTOPHU3ALIUU B 4 4 OIK-3 JI1.4,JI11.5, J12.1,
| madopmanmonnsix cucremax. / Cp / J12.2,J12.3, J12 4,
J2.5
JI1.1, JI1.2, JI1.3,
53 OCHOBHBIE TNPUHLUMIBI W METOABl  3aUIMTHl  MH(pOpMaLuud B 4 6 OIK-3 JI1.4,J11.5, JI2.1,
"~ | madopmanmonnsix cucremax. / Cp / J12.2,J12.3, J12 4,
J2.5
JI.1, JI1.2, JI1.3,
54 [IporpammHBIe CpeAcTBa 3alUTHl WHPOPMAIMKU B HHGOOPMALUOHHBIX 4 6 OIK-3 JI1.4, JI1.5, J12.1,
’ cucremax. / Cp / J12.2,J12.3, J12.4,
J2.5
JI1.1, J11.2, J11.3,
55 OOyueHue mepcoHana M IOBBIIIEHHE OCBEIOMIICHHOCTH B BOIPOCax 4 6 OITK-3 JI1.4, JI1.5,J12.1,
"~ | uadopmarnmonnoit 6e3omacHoctu. / Cp / J12.2,J12.3, J12 .4,
J2.5
Pa3gen 6. OcHOBbI KpUNTOrpauuecKoii 3alMTHI U OPraHU3alUs HCN0Jb30BAHNUS YJIEKTPOHHBIX NOAMUCEI.
Ne HaumenoBanue Temsbl / Bun 3ansatus (aelhg;[c;p Yacos Kow:ll::l:eﬂ_ JlutepaTtypa
. JI.1, JI1.2, JI1.3,
Meronpsl W cpencTBa KpHUOTOTpadhUUecKO 3amMTHl  WH(OOpPMAITHH.
6.1 |I[lpuxnunel  (HYHKIMOHUPOBAHUS  OCHOBHBIX  KPUOTOTPapUUECKUX 4 2 OIIK-3 L4, JI1.5, JI2.1,
aigroputmos. / IIp / 22,7123, 2.4,
J2.5
OnextponHas moanuch (JI1). OcHoBHBle TOHATHA W Bunel DIl JI1.1, JI1.2, JI1.3,
6.2 |Ilopsimox Belmaun u mpoBepku OII. ocobenHoctn npumenenus: Ol B 4 2 OIIK-3 JI1.5,J12.1, J12 .4,
ANIEKTPOHHOM HoKyMeHToobopote. / Cp / J2.5
JI1.1, J11.2, J11.3,
63 Kpunrorpadudeckre MpoTOKONEI M UX NpHMEHEHHE. XdIIUPOBAaHUE H 4 6 OITK-3 JI1.4,J11.5,J12.1,
"~ | uudpossie moamucu. / Cp / J12.2,J12.3,J12.4,
JI2.5
JI1.1, JI11.2, JI1.3,
6.4 IOpuanueckue acrieKThl HCTIONB30BAHUS SJIEKTPOHHBIX MOITHCEH. 4 ] OITK-3 JI1.4, JI1.5, J12.1,
" | be3onmacHOCTb XpaHEeHUs U nepeaadn kirodeit mmpposanus. / Cp / J12.2,J12.3, J12.4,
JI2.5
AyTeHTHQHKAIMS U HISHTH(UKAINSA B CHCTEMax C HCIOJb30BAaHUEM JI1.1, J11.2, JI1.3,
6.5 |>EKTPOHHBIX TIOITUCEH. 4 ] OITK-3 JI1.4, JI1.5, J12.1,
" |Ympanenue — KiIouaMH @ M cepTH(HKAaTaMH B CHCTEMax C J12.2,J12.3, J12.4,
9JIEKTPOHHBIMH ToamHcsMu. / Cp / J12.5
Pazgen 7. OcHoBBI 6€301aCHOCTH 00BEKTOB KPUTHYECKOH
uH}popMannoHHoi MHPPACTPYKTYPHI.
Ne HaumenoBanue Temsl / Bua 3ansitus Cemectp Yacos Komneren- Jlutepatypa
/ Kype M
OOBEKTHI u CyOBEKTHI KPUTUYECKOH nH(pOPMAITHOHHOH JI1.1, J11.2, JI1.3,
71 UHPPaCTPYyKTYpHI (Kn) IMpenssBasiemMele  TpeOOBaHUS K 4 5 OIK-3 JI1.4, JI1.5,J12.1,
" |obecneuenuto Oe3omacHoctT KWMUW. TlpoBeaeHue KareropupoBaHUS J12.2,712.3,J12.4,
KHUU./Cp/ JI2.5
TocymapctBeHHas — cucTeMa  OOHAapy>KCHHS W NPEIyNPEeKICHUS JI1.1, JI11.2, JI1.3,
7.2 |xommprorepHbix arak [ocCOIIKA. Hemn wu 3amaun T[oCOIIKA. 4 2 OIIK-3 JI1.5,J12.1, J12 .4,
Texuuueckoe ocHarienue u nepconai. / Cp / J12.5
JI1.1, JI1.2, JI1.3,
73 3aKOHO/IAaTeIbCTBO W HOPMATUBHBIC aKThl B 00JIACTH 0€30MacHOCTH 4 6 OITK-3 JI1.4, J11.5, J12.1,
"~ | o6BexToB KpuTHUECKOIT HHpOpMarmoHHOH HHbpacTpyKTYyphL. / Cp / J12.2,J12.3, J12.4,
J12.5
OpraHu3aliOHHBIE  MEpHl  OE30ITaCHOCTH  OOBEKTOB KPHUTHYECCKOU L1, J11.2, JT1.3,
7.4 . 4 4 OIIK-3 JI1.5,J12.1, J12 .4,
nHpOpMaMOHHOHN nHppacTpyKTypsl. / Cp / .5
MOHUTOPHHT W  ayauT Oe30MacHOCTH OOBEKTOB  KPUTHUCCKOW L1 1.2, 1.3,
7.5 . 4 4 OIIK-3 JI1.5,J12.1, J12 .4,
nHpOpPMAIMOHHOHN nHPpacTpyKTypsl. / Cp / 5
MeToabl u cpencTBa 3aI[UTHI 00BEKTOB KPUTHYECKOH L1, J11.2, T1.3,
7.6 4 2 OIIK-3 JI1.5, J12.1, J12.4,

UHpOPMAIMOHHO# nHBpacTpykTypsl. / Cp /

J2.5




Paznen 8. Opranm3anus ayaura uH(OPMAIHOHHON 0€30MaACHOCTH

HaumenoBanue Tembl / Bua 3ansiTust

Cemectp

/ Kype Yacos

Komneren-

10708

Jlurepartypa

8.1

Aynut WHPOPMAITMOHHOH 0€30MacHOCTH. Buanr ayauTa,
npeqHa3HaueHue U ocoOeHHocTu mpoBeneHus Ayauta WbB. Puck-
MeHEDKMEHT (Mozienb yrpo3). -- / Cp /

OIIK-3

JI1.1, J11.2, JI1.3,

JI1.4,JI1.5,J12.1,

J12.2,J12.3,J12.4,
2.5

8.2

Meroapl W WHCTPYMEHTHI IS aHaIW3a PHUCKOB HH(MOPMAIMOHHBIX
cuctreM. Cozfanue MoJieNn yrpo3 Ha npeanpustun. / Cp /

OIIK-3

JI.1, J11.2, JI1.3,

JI1.4,JI1.5,J12.1,

J12.2,J12.3,J12.4,
J2.5

83

MOHHMTOPHHT M ayauT O0€30IaCHOCTH WHQPOPMAMOHHBIX CHCTEM. /
Cp/

OIIK-3

JI1.1, J11.2, JI1.3,

JI1.4, JI1.5, J12.1,

J12.2,J12.3, J12 .4,
J2.5

8.4

MOHHMTOPHHT M ayauT O0€30MaCHOCTH WHQPOPMAMOHHBIX CHCTEM. /
Cp/

OIIK-3

JI1.1, J11.2, J11.3,

JI1.4, JI1.5, J12.1,

J12.2,J12.3, J12.4,
J2.5

8.5

Brimonnenue 3ananuii ¢ ucrons3oBanuem LibreOffice. / Cp /

OIIK-3

JI1.1, J11.2, JI1.3,

JI1.4, JI1.5,J12.1,

J12.2,J12.3, J12 4,
JI2.5

Pa3nen 9. [Ipome:xkyTounasi aTTecTanus

HaumenoBanue Tembl / Bua 3ansitust

Cemectp

/ Kype Yacos

Kommneren-

1070

JlutepaTtypa

9.1

/ Dk3ameH /

OIIK-3

JI1.1, J11.2, JI1.3,

JI1.4,JI1.5,J12.1,

J12.2,J12.3,J12.4,
J2.5

4. POHJ] OHEHOYHBIX CPEJICTB

CprKTypa h COACPIKAHUC (I)OH}Z[a OICHOYHBIX CPCACTB JIsA MPOBCACHUSA Tekymeﬁ u HpOMe)I(yTO‘-IHOﬁ arreCTauy MpeACTaBJICHbBI

IIpunoxennn 1 k pabodeit mporpaMmMe AUCITUIUIAHEL.

5. YAEBHO-METO/JUYECKOE 1 THOOPMAIIMOHHOE OBECIIEYEHUE JUCIHUITJINHBI

5.1. OcHoBHas UTEpaTYpa

ABTOpBI, 3arnasue W3narenscTBO, roa Konug-Bo
JI1.1 | Pynenkos H. A., TexHOJIOTHH 3aIUThl HHPOPMALIUH B Mocksa: HationanbHbIH https://biblioclub.ru/inde
[Iponerapckuii A. B., | KOMIIBIOTEpHBIX CeTAX: yueOHOE mocodue OTKpBITEIA Y HUBEPCUTET x.php?
Cwmupnosa E. B., «MHTYUT», 2016 page=book&id=428820
CypoBoB A. M. HEOTpaHUYEHHBIN
JOCTYIL JUTst
3apEruCTPUPOBAHHBIX
oJIb30Baresieit
JI1.2 | Koranes /I. B., HNudopmanmonHas 6e30MacHOCTb: yuyeOHOe PoctoB-Ha-/lony: IOxHbIit | https:/biblioclub.ru/inde
Bbornanosa E. A. mocobue (benepanbHbIH x.php?
yHuBepcuret, 2016 page=book&id=493175
HEOTPaHNYEHHBIIT
JOCTYIT JUTst
3aperHuCTPUPOBAHHBIX
T10JIb30Baresnen
JI1.3 |[Karanosa, T. H., HNudopmannonHas 6e30macHOCTb: 1a00paTOPHBI [Tepms: I[Tepmckuit https://www.iprbooksho
lankuna, J1. C., MIPaKTUKYM roCyIapCTBEHHBIN p-ru/86357.html
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5.3 IlpodeccnonanbHbIE 0a3b1 JAHHBIX U HHGOPMALMOHHBIE CIIPABOYHBIE CHCTEMBbI

Wudopmanmonnas crpaBognas cucrema "KoncynsrantlInroc"
Baza nanabix denepanbHON cIyXObI IO TEXHUUECKOMY U dKkcriopTHOMY KoHTpomro (PCTIK Poccun) https://fstec.ru/

baza

JTaHHBIX

JIEWCTBYIOUIUX

CTaHIapTOB o

https://www.gost.ru/portal/gost/home/standarts/InformationSecurity

HarpaBJICHHUIO

"UupopmariioHHas

BesonacHocTs"

5.4. IlepeyeHb MpOrpaMMHOro odecrnevdeHust

Onepanuonnas cucrema PEJI OC

LibreOffice, Kali Linux

5.5. YueOHo-MeTOAMYECKHE MATePHAJIbI /ISl CTYACHTOB € OTPAHUYEHHBIMH BO3MOKHOCTSIMH 3/10POBbSI

Ilpy HEOOXOAMMOCTH IO 3asiBJICHUIO OOYyYArOIETOCS C OrPaHWYCHHBIMH BO3MOXKHOCTSIMH  3JI0pPOBBSI  y4eOHO-METOAMYECKHUE
MaTepHaIbl MPEAOCTABIAIOTCA B (OpPMax, amaNTHPOBAHHBIX K OTPAHWYEHUSM 3I0POBbS M BOCHpHATHS MHpopMmarmu. [na mui c
HapyIIeHUsIMUA 3peHus: B (opMme aynuodaiina; B medaTHOH (opme yBemHUeHHBIM mIpudToM. s TUI ¢ HapymIEHUSIMH CIyXa: B
(opMe 3NIEKTPOHHOTO JOKYMEHTa; B TedarHod Qopme. s JuIl ¢ HapyLIEHHSMH OIOPHO-ABUIATENBHOrO amnmapara: B (opme
3NIEKTPOHHOTO TOKYMEHTa; B TIeYaTHOU (opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JTUCHUIIJINHBI

ITomemenus s Bcex BUAOB paboT, MPEXyCMOTPEHHBIX y4eOHBIM IUIAHOM, YKOMIUIEKTOBAHBI HEOOXOAMMOH CHenMann3UpOBaHHOMN
yueOHOI MeOeIbIO U TEXHUYECKUMHU CPEACTBAMH O0YUCHUSL:




- CTOIIBI, CTYJIBS;
- MIEPCOHATBHBINA KOMITBIOTEDP / HOYTOYK (TIEpEHOCHOH);
- IPOEKTOP;

- 9KpaH / UHTepaKTUBHAS TOCKA.

7. METOAUYECKHUE YKA3AHUSA 1JISA OBYYAIOIIUXCA IO OCBOEHHUIO JTUCIIUITJINHBI

Mertoauueckre yKa3aHus 0 OCBOCHHIO UCIUILIMHEI IPEACTaBICHHI B [Ipunoxxennn 2 x pabodel mporpaMmMe JUCIUILIAHEL.




1.1 Iloka3zaTenu u KpUTEPUHU OLEHUBAHUS KOMIIETEHLIUNI:

®OH/I OHEHOYHbIX CPEJICTB
1 Onucanme mnokasaresjeil W KpUTEPHEB OLECHUBAHUS KOMIETEHUMH Ha Pa3sjJMYHBIX 3TAnax HX
(popmupoBanus, onucaHue MKAJ OLeHUBAHUA

IIpuaoxenne 1

3VH, cocrasisioniyue
KOMIIETEHIIUIO

Ilokazarenu OLICHUBaHUA

Kpurepuu onienuBanust

Cpe,Z[CTBa OLICHHNBAHUA

OIIK-3: CriocoOeH pemiars CTaHAapTHBIC 337291 TPO(HEeCCHOHATLHOM NeSTeIbHOCTH Ha OCHOBE
WHPOPMAIIMOHHOKN 1 OHOIIMorpaduIecKoi KyabTyphl ¢ IPUMEHEHHEM HH()OPMAITHOHHO-KOMMYHUKAITUOHHBIX
TEXHOJIOTUH U C Y4€TOM OCHOBHBIX TpeOOBaHNH MH(POPMAITMOHHOW 6€30MTaCHOCTH;

3HaTh TPUHIIUIIBI
paboThI COBPEMEHHBIX
TEXHOJOTHI
obecneyeHus
UH(POPMALIMOHHOM
0€301acHOCTH MpHU
pelICHUH 33129
npodecCHOHATbHON
JIEATEIbHOCTH

OmnwuceiBaeT criocoObl
peIIeHHsI CTaHIAPTHBIX 32144
npodeccnoHaTbEHOMI
JeSITeIbHOCTH B 00J1aCTH
MH(POPMAIIMOHHOM
0€30MacCHOCTH TIPU
(hOpMUPOBAHUH CUCTEMBI
3alUThl HH(OPMAIMH TIPU
OTBETE Ha BOIPOCHI

[TonnsliA, pa3BEPHYTHIN
OTBET Ha IIOCTABICHHBIN
BOIIPOC, U3JIOKEHUE
MaTepuasa Ipu OTBETE —
IPAMOTHOE U JIOTUYECKHU
CTPOMHOE

Omnpoc (Bompocsl 1-57)

Bormpocs! k 3k3aMeny
(Bompocsr 1-19)

YmMeTs pemath
CTaHIapTHBIC 337291
npodeccuoHanbHOM
NESTSIILHOCTH C YUETOM
TpeOOBaHMI
UH(POPMALMOHHOM
0e30MacHOCTH

AHaJ'II/ISI/IpyeT COCTOsAHHUC
CHUCTCMBI 3allIMThI
PIH(bOpMaI_[I/II/I, BBIIABJIACT €€
YA3BUMBIC MECTa U
OIIpCACIIACT HAIIPABJICHUA €€
COBCPUICHCTBOBAHUSA IIPHU
BBIIIOJIHCHUHU ITPAKTHKO-
OPHUCHTHPOBAHHOT'O U
IPAKTUYICCKOI'O 3aJIaHuA

ITonnora u
MPaBUWIBHOCTh  PELICHUS
MPaKTUKO-
OPUEHTUPOBAHHOTO
3aJIaHus WA
MPAKTUYECKOr0 3a1aHUS

[Ipaktuko-
OpPUEHTUPOBAHHBIC
3aganus (3amganus 1-8)

[Ipaktuko-
OPUEHTUPOBAHHBIE
3a/1aHMs K DK3aMEHY
(3amanus 1-23)

Brnaners HaBbIKaMH
UCTIOJTb30BaHUS
CHoco0OB U CPe/ICTB
3a1uThl HHQOpMaLIUK
IpY PELIeHUH 33134
npodecCuoHATbHON
JeSITeIbHOCTH

Hcnonb3yer MeToasl U
CPEZICTBA 3aIIUTHI
nH(OpMAaILIUY B COOTBETCTBUU
C IPaBOBBIMU HOPMAaTUBHBIMH
aKTaMH 1 HOPMaTUBHBIMU
METOJIMYECKUMH
nokymentamu @Cb Poccun n
OCTIK Poccum npu
BBINIOJIHEHUH ITPAKTHKO-
OPHUEHTHPOBAHHOTO U
MPAKTUYECKOTr0 3aIaHUS

OOOCHOBAaHHOCTH U
HpaBI/IJ'II)HOCTB
oOparieHus K
HOpMaTI/IBHBIM
HCTOYHHKAM, METOJaM H
CpecTBaM TpH
BBITOJIHEHUH MTPAKTUKO-
OpI/IeHTI/IpOBaHHOFO 158
MPAKTUYECKOTO 3aaHuUs

IIpakTuxo-
OpPHEHTUPOBAHHEIE
3aganus (3amganus 1-8)

IIpakTuxo-
OpUEHTHUPOBAaHHbBIE
3aJlaHus K DK3aMEHY
(3amanus 1-23)

1.2 IIkajsl OlLIEHUBAHWUS:

TeKyn.[PIﬁ KOHTPOJIb YCIICBACMOCTHU U MIPOMCEIKYTOUHAS aTTCCTAalHA OCYIICCTBIISICTCS B paMKax HAKOIIUTEIbHON

OayIbHO-PEUTHHTOBOM cucTeMbl B 100-0auibHOM 1IKae:

84-100 6anoB (OIIEHKA «OTIUIHO)

67-83 0auIoB (OIIEHKA «XOPOIIIO»)

50-66 6amnnoB (OlEeHKa «YAOBIECTBOPUTEIHHO)
0-49 GamnoB (OIIEHKA «HEYIOBICTBOPHTEIHLHO)




2 TunoBble KOHTPOJIbHBIC 32JaHUS WM HHbIE MATePHAJIbl, He00OX0AMMBbIe 1JIsl OLleHKH 3HAHWI, YMEeHHIi,
HABBIKOB M (MJIM) ONBITA JEATEJIbHOCTH, XapAKTEPHU3YIOIIHUX 3TANbl (POPMHPOBAHUS KOMIIETCHU M B
npouecce 0CBOCHUs1 00pa30BaTeJbHOM NPOrPaMMbl

Bomnpocel k 3xk3aMeny

1. ITonarue u Buas! nHGopmaruu. Buasl 3amuniaemoit nHpopmanyu. OCHOBHbIE ITOXO/bI B 3aILUTE
uHpopManuu.

2. VYrpo3sl. Bunel u knaccudukanus yrpos.

3. VassumocTu. Bubl ya3BUMOCTEH, IOUCK U BBISBICHUE YSI3BUMOCTEH.

4. Ataxa. OCHOBHBIE BU/Ibl KOMITBIOTEPHBIX aTaK, UX KJIacCu(UKaIus.

S. AKTUBHbBIC U TACCUBHBIE aTaku. Buabl peanusaiuu aTax.

6. Mogenb noctpoenns atraku Cyber Kill Chain. Marpunia MITRE ATT&CK. [Ipennasnauenue, coctas,
coJiepKaHUEe OCHOBHBIX 3TAIOB (TAKTHK).

7. KomnbroTepHbie BUpYyChbl. Buabl KOMIIBIOTEPHBIX BUPYCOB. METOAMKYM OOHAPYKEHUS U 3aLUThI OT
KOMITBIOTEPHBIX BUPYCOB.

8. [TaponpHas 3amuTa. [TaponbHble MeTObI ayTeHTH(PUKALUY TOIb30BaTesIell. OCHOBHbIE (DaKTOPHI,
BIIHMSIFOIME HA KPUIITOCTOMKOCTD TTapOJIsL.

0. CrnocoOsl uaeHTHGUKAIMS U ayTeHTUPHUKAIUK (TTofb30Bareseil). JIByxdakTopHas 1 MHOTO(paKTOpHAs
ayreHTuukanusa. CrocoOsl 00X0/1a ayTeHTU(DUKALTIH.

10. Buipl 1 criocoObl peaan3aiuy MmapoJIbHbIX aTak.

11. [lepconanbuble nannble (I11H). Buasl nepconanbbix JaHHBIX. CriocoObl 00pabOTKH NEPCOHATBHBIX
JIAHHBIX.

12. 3amuTa nepcoHanbHbIX AaHHbIX (II{H). Yponu 3amumennoctu I1/1H.

13. Kpunrorpadus. Kpunrorpaduueckre Kiro4uu 1 alropuT™bl. Buasl mudpoBanus.

14. OnexrponHas noanucs (O11I). Buasl u npennaznauenue O11. [Tpunuun GyHKIMOHUpPOBaHMS, MOPAIOK
BbLmaun OII.

15. Kputnueckast unpopmanmontast nuappactpykrypa (KMHN) — o0beKTHI, CyOBEKTHI, KPUTEPHUH,
orpeesoLme npuHaiexxHocts k KMU.

16. Copepxanue u nopsok aranos kareropuposanus KMU. Kpurepun n nokazaresnyn 3Ha4UMOCTH.

17. TocCOIIKA. IlpenHazHaueHue, peraeMble 3a/1aui U HallpaBJIeHUE JesITeIbHOCTH.

18. OcHosHble nporpammHo-annaparsblie cucteMsl ['ocCOIIKA. CocraB, npeiHa3HaueHHE.

19. SIEM-cuctema. IlpennasHadyenue, npuMEeHEHUE, OCHOBHbIE pelllaeMble 3a/1auH.

IIpakTHKO-OpHEHTHPOBAHHBIC 3a1aHUS K IK3aMeHY

1. [Ipoananu3upyiite 3aKOHOAATENBCTBO, PETYIUPYIOIIEe JIUIEH3UPOBAHNUE B 00JIACTH 3aIUTHI
nH(pOpMaLINH.

Onuuure nporenypy NOaydeHUs JIMLIEH3UN Ha OKa3aHHUe YCIyT B 00JIacTH 3allUThl HH(POPMAIUH.
Pa3paboraiiTe mian AelicTBUI 1O MOATOTOBKE U M0J1a4€ JOKYMEHTOB /IS JIMLIEH3UPOBAHUSI.
Onuiure npolexypy NoJydeHHs JIMLEH3UU Ha OKa3aHHe yCayr B 00JacTH 3alUThl HHPOPMAaLIKH.
Pa3paboraiiTe mian AelicTBU IO MOATOTOBKE U M0J1a4€ JOKYMEHTOB /IS JIMLIEH3UPOBAHUSI.
Omnpenenure CylHOCTb U COAEP/KaHNE KOMMEPUYECKOM TallHbl B COOTBETCTBUU C
3aKOHOJATEIbCTBOM.

Uk~ wmN

7. Onwumure nmpasa U 00s13aHHOCTU CTOPOH MPH OXpaHe KOMMEPUECKOi TaltHbI.

8. PazpaboTaiiTe mponenypy onpeaeneHns CucKa CBEACHUH, COCTABIIONINX KOMMEPUECKYIO TalfHYy.
9. Onumure npasa 1 0043aHHOCTH CYObEKTa MEPCOHANBHBIX JIaHHBIX U OllepaTopa, 00padaThIBAIOIIEr0
MePCOHABHBIC TaHHEIE.

10. PaspabotaiiTe npoueaypy 3aluThl IEPCOHANBHBIX JAHHBIX B OpraHU3allly.

11. Pa3paboraiiTe nonoxenre 06 00pabOTKe U 3alIUTE MEPCOHATBHBIX JaHHBIX B OPraHU3AIINN.

12. OnuuTe OpraHn3aluoOHHbIE MEPOIPHUATHS, HEOOXOUMBbIE [T 00eCTIeYeHHS 3aLUThI
nH(pOpMaLINH.

13. PaspabotaiiTe npoueaypy KOHTPOJIS COCTOSIHUS 3aIIUThHI HHPOPMALIUH.

14. Pa3paboraiiTe npouenypy pa3paboTKy MOJUTUKN OE30MMaCHOCTH MPEATIPUATHS.



15. Onwumute TpeOOBaHUS K 3aILUTE MEPCOHATBHBIX JAHHBIX B JICKTPOHHBIX KOMMYHHKALIHSX.

16. PazpaboTaiiTe pekoMeHAaIMH MO0 00eCTICUeHUIO O€30TaCHOCTH Mepeavr MePCOHATBHBIX JaHHBIX
yepe3 MuTepHer.

17. PazpaboraiiTe peKOMEHIAINH 110 3aIIUTE MEPCOHATBHBIX JAHHBIX B COIIMATIBHBIX CETIX H
MOOUITBHBIX MPUITOKCHHUSIX.

18. Onumute TpeOOBaHUSI K 3alUTE IEPCOHATBHBIX JJAHHBIX B O0JIAYHBIX CITY>K0axX ¥ OOIbIINX
JTAHHBIX.

19. PazpaboTaiiTe pekoMeHAAIMH 110 00ECTICUCHHIO O€30TIaCHOCTH MEPCOHANTBHBIX JAHHBIX B 00JIAUYHBIX
ciryx0ax v OOJIBIINX JAHHBIX.

20. Onwumute TpeOOBaHUS K 3aIUTE IEPCOHATBHBIX JAHHBIX B HCKYCCTBEHHOM MHTEIUICKTE,
OMOMETpPHH U MHTEPHETE BEIICH.

21. PazpaboTaiiTe pekoMeHaaMH MO0 00eCTICUeHUIO O€30MaCHOCTH MEPCOHAIBHBIX JTAHHBIX B
MCKYCCTBEHHOM WHTEJUIEKTE, OMOMETPUU ¥ HHTEPHETE BEIICH.

22, Onwumute TpeOOBaHUS K 3aIUTE IEPCOHATBLHBIX JJAHHBIX B BUICOHAOIIIOICHHH.

23. Pa3paboraiiTe pekoOMeHIAIMH 10 3aIIUTE IEPCOHATBHBIX JAHHBIX B BUICOHAOTIOICHHH.

DK3aMEHAIlMOHHOE 3aJjaHhe BKJIOYAET 2 TEOpeTHdyecKux Bompoca (paszen «Bompocel k sk3ameHy») U 1
MIPaKTUKO-OPUEHTUPOBAHHOE 3ajaHue (dopMupyeTcss M3 MepeyHs 3aJaHuill, TMPEeACTAaBICHHBIX B pasJiene
«[IpakTuKO-OpHUEHTHPOBAHHBIE 3aJJaHUS K DK3aMEHY»).

Kpurepun oueHuBaHmsi:
MaxkcumanbHOe KOJIMYEeCTBO 0aJIOB 3a SKk3aMeHarroHHoe 3aaanne — 100 (30 6aioB MakCHMAaNTbHO 3a KayKIbIH
TeopeTuyeckuii Bonpoc, 40 6asI0B MaKCUMAaJIbHO 32 IPAKTUKO-OPUEHTUPOBAHHOE 3aaHUE).

Kpumepuu oyenusanus 00H020 meopemuyecko2o 60npoca:

— 25-30 OammoB  BBICTABNSETCA  CTYIACHTY, €CJIM  HW3JIOKCHHBIA  MaTrepualn  (aKkTHUECKH  BEpeH,
MIPOIEMOHCTPHUPOBAHBI TITyOOKHE NCUYEPIIBIBAIOIINE 3HAHUS B 00BeMe POIIEHHON MPOTrPaMMBbl B COOTBETCTBUH
C TIOCTaBJIEHHBIMH TPOTPAMMOH Kypca LEJIIMH U 33aadaMu OOy4eHUs, M3JI0KCHHE MaTepuasa MpHu OTBETE -
IPaMOTHOE U JIOTUYECKU CTPOMHOE;

— 20-24 6amioB BBICTABISIETCS CTYCHTY, €CIIM IPOJIEMOHCTPUPOBAHbI TBEP/IbIC U IOCTATOYHO IMTOJHBIC 3HAHUS
B 00beMe MPOHAEHHON NMpPOrpaMMbl JUCHUILIMHBI B COOTBETCTBHUHU C LEISIMU OOY4YCHHS; MaTepHal W3JI0KEH
JOCTaTOYHO IOJTHO C OTACIHHBIMH JIOTHUYECKUMH U CTHIIMCTUIECKUMH TIOTPEITHOCTSIMHU;

— 15-19 OGannoB BBICTABISIETCS CTYIEHTY, €CIM MPOJAEMOHCTPUPOBAaHBI TBEpAbIE 3HAHUA B 00BEMe
NPOIIEHHOIO Kypca B COOTBETCTBHE C LEISIMM OOydY€HHsI, OTBET COIEPKUT OT/ENbHbIE ONIMOKU, YBEPEHHO
WCTIPaBJICHHBIC TIOCIIE JOMOTHUTEIBHBIX BOIIPOCOB;

— 0-14 Ganna BbICTaBISETCS CTYAEHTY, €CIM OTBETHI HE CBSI3aHBI C BONPOCAMH, JOMYIIEHBI TPyObIe OIINOKHU B
OTBETE, MPOJIEMOHCTPUPOBAHBI HENOHUMAHHE CYIIIHOCTH M3JIaraéMoro BOIMPOCa, HEYBEPEHHOCTh U HETOYHOCTh
OTBETOB Ha JIOTIOJIHUTENIbHbIE M HAaBOJISIIHME BOTIPOCHI.

Kpumepuu OYCHUBAHUA NPAKMUKO-OPUEHMUPOBAHHO20 3a0aHUA:

— 35-40 6amIoB BBICTABIISACTCS, €CIIN 33J]aHNE PEIICHO MOJIHOCTHIO, B MPEICTABIEHHOM PEIIEHHH 000CHOBAaHHO
IMOJIYYCHBI IPAaBUJIBHBIC OTBCTHI.

— 25-34 Ganna BBICTABISETCS, €CIIN 3aJJaHUE PEIIEHO MOJHOCThIO, HO IIPU OTBETE JOMYIIEHbl HE3HAUUTEIbHbIE
OLINOKH.

— 11-24 6anna BBICTABISIETCS, €CIIN 3a/IaHUE PEIICHO YACTUYIHO.

— 0-10 GatoB BBICTABIISIETCS, €CITH PEIICHIE HEBEPHO WM OTCYTCTBYET.

HtoroBeiii pe3ynbTaT (OpMUPYETCS W3 CYMMBI HAaOpaHHBIX OaJIOB 32 BBHIMOJHEHHE 3K3aMEHAIMOHHOTO
3aJIaHUS ¥ COOTBETCTBYET IIKAJIE:

— 84-100 6annoB (OlIEHKA OTIMYHOY)

— 67-83 GanoB (OIEHKA «XOPOIIIO»)

— 50-66 6ayuToB (OIICHKA «YIOBICTBOPUTEIIHHOY)

— 0-49 6amnoB (oleHKa «HEYJOBICTBOPUTEIHHO)



Omnpoc

WNudopmanus kak 00bEKT MPaBOBOTO PEryIHPOBaAHUS.

Crpykrypa 3akoHoaarenscTBa PO B 06acTi nHGOPMAITMOHHON 0€301TaCHOCTH U 3alUTH HHPOPMAITHH.
OcHoBHbIe 1ieu 1 MeToAbl ooecnieuenust Ub P®. Mictounnku u Buasl yrpos Ub PO.

OcHoBHBIE HaMpaBJIeHUs oOeceueHUsT THPOPMAITMOHHOM 0e30macHOCTH U 3amuThl nHpopmarwu B PD.
CrtpyKTypa opraHu3allMOHHOMN 3aIIUTHl HHPOPMAIIHH.

Buner nuadopmanmu, 3ammimaeMoi 3aKk0Ho1aTeIbCTBOM PD.

[lepeuens cBeeHU KOH(MUICHIIMATBEHOTO XapaKTepa.

Opranuzanus paboThl CO CBEICHUSIMH, OTHECEHHBIMU K KOH(PHICHIIMATBHON HH(OpMAIIHH.

[IpaBoBoii pexxuM 3aiUThl KOHGUACHIINAILHOW HH(OPMALIUH.

0. Yrpo3ssl yreuku HHGOpPMAIIUH 110 TEXHUYECKHM KaHAJIaM.

dopMeI 3anunaeMo HHGOPMAIIHH.

12. OcHoOBHBIC 00BEKTHI 3aIUTH HHPOPMAIIHH.

13. Knaccudukanus TeXHUYECKUX KaHAJIOB YTEUKH HH(GOPMAIIHIH.

14. TexHUYecKre MEPOIPHUATHUS 10 3aIUTE HHOOPMAIMH OT YTEUYKH 110 TEXHUIECKUM KaHaJIaM.

15. OpranuzanioHHble MEPOIIPUATHS 110 3aIIUTE HH(OPMALIUU OT YTEUKU MO0 TEXHUYECKUM KaHaJlaM.

16. Knaccudukanuu yrpos 6e3omacHoCcTH HHYOpMAIMK B UHPOPMALIMOHHBIX CUCTEMaX.

17. TpeGoBaHus K OpraHU3alUK 3aIIUTHI HHOOPMAITUK B HH(OOPMAITMOHHOM CHCTEME.

18. ®opmupoBanue TpeboBaHMH K 3amuTe HHGOpMAIK B THPOPMALIMOHHON CUCTEME.

19. OGecneuenue 3amuThl THGOPMAIIUU B XO/€ IKCIUTyaTaIlMl MHPOPMAIIHOHHOW CHCTEMBI.

20. TpeGoBaHus K MepaM 3alUTH HH(POPMAINH, CoaepKalIeiics B MHPOPMALMOHHON CUCTEME.

21. Omnpenenenue Kiacca 3alUIIEHHOCTH HHPOPMAIIMOHHOM CUCTEMBI.

22. JluueH3upoBaHKE B 00JACTH 3aIIUTHI HH(DOPMAIIHH.

23. CTpyKTypa CUCTEMBI TOCYaPCTBEHHOIO JIUIICH3UPOBAHUSI.

24. Tlopsnok MpoBeACHUS JINICH3NPOBAHHUS.

25. OCHOBHBbIE TUIIEH3UOHHbBIE TPEOOBAHUS U YCIOBHS B 00JIACTH 3alUTHl HHPOPMAIIH.

26. IlepeyeHb BUIOB ACATEIHHOCTH B OOJACTH 3aIUTHI HH()OPMAIIHH, TIOJICKAIIHNX JINICH3UPOBAHUIO.

27. CTpyKTypa CUCTEMBI CEPTUDUKAITIH.

28. Tlopsmok mpoBeaeHus cepTH(GHUKAINN CPEICTB 3aIIUTH HHPOPMALIUH.

29. CepTH(UKaIIMOHHbIE HCIBITAHUS CPEJCTB 3aLUTH MH()OpMAIUH.

30. Mopsimoxk oTHeceHuss uHpOpMAMKM K WHGOPMAIMH, COCTaBISIOMIEH KOMMEpPYECKYl0 TaiHy, U ee
IpeOCTaBIICHHE.

31. IonsTue xomMMepueckoi TaifHbl. [IpaBoBOE 0OecTieueHre 3aUThl KOMMEPYECKOH TalfHBI.

32. CeneHusi, COCTaBISIOLIME KOMMEpUecKyro TailHy. CBeJeHMs, KOTOpble HE MOTYT COCTaBJIATh
KOMMEPYECKYIO TalHY.

33. IIpaBa oOnagaTenss KOMMEpUYECKON TalHBI.

34. Opranu3aiys 3auTel KHQOPMAIK Ha TIPEIITPHITHH.

35. ObecrneyeHne COXpaHHOCTH TOKYMEHTOB, €N U U3TaHHA.

36. OO0s3aHHOCTH JIHII, IOMYIIEHHBIX K CBEJICHHUSM, COCTABIISIONINX KOMMEPUYECKYIO TalHY.

37. Opranuszanus KOHTPOJS 3a OO0ecliedeHHeM pexumMa Opu paboTe CO CBENEHUSIMM, COAEp)KaLIMMU
KOMMEPYECKYIO TalHY.

38. O0s13aHHOCTH IEPCOHATIA OPTaHU3ALIUH 110 COXPAHEHUIO KOMMEPUECKOH TaifHBI.

39. MNomutrka 0Oe€30mMacHOCTH TPEONPHUATHS KaK OCHOBA OPraHU3allMOHHOTO YIPaBIICHHS — 3aIIUTON
uHpopMaIUu.

40. TIpaBa u 00s3aHHOCTH paOOTHHUKA U padOTOATES 1O 3aIUTE KOHPHISHIIHATHHON HH()OPMAITHH.

41. OTBETCTBEHHOCTH 3a HapylleHne KOHPUACHIMATLHOCTH HHPOPMAITUH.

42. TIpaBa u 00s13aHHOCTH CYOBbEKTa NIEPCOHABHBIX JIAHHBIX M OllepaTopa, 00padaThIBAOIIETO TIEPCOHATBHEIC
JTaHHBIE.

43. OpraHu3zaiys 3auThl IePCOHATBHBIX TAHHBIX B OPTaHU3aIlHH.

44. TInaHnupoBaHHE MEPOIPHUITHIA [0 OPraHU3ALUOHHOMN 3alTUTe HH()OPMALIUY HA TIPEATPUATHH.

45. CTpykTypa ¥ OCHOBHOE COJIepKaHUe TIaHa MEPOTIPUATHH 110 3aIUTe KOH(PUIECHITNATEHON HH(POPMAIIHH.
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46. Opranu3zaiys aHaAIUTHYECKOH paboThl B 001aCTH 3aIIUTHI HHPOPMALIUU HA TIPEATIPUATHH.

47. OcHOBHBIC 00BEKTHI U (POPMBI KOHTPOJISI 32 COCTOSTHHEM 3aITUThI HHPOPMAIIUH.

48. OcHOBHBIE 3a/1a41 U METOJIbI KOHTPOJISI.

49. OcHOBHBIC HaIPaBJICHUS aHATUTHIECKON pabOTHI.

50. Opranuzanus ayauTa HHPOPMALMOHHON 0€301MacHOCTH MPEAPUATHSI.

51. ®yHKUIMU aHATMUTUYECKOT'O MOApa3eaeHHs B 001aCTH 3alUThl HH(MOPMALMKU Ha IPEANPHUITHN.
52. OcCHOBHBIE 3TaIbl AHATUTHYECKOH paboThI B 00JaCTH 3aIIUTHI HHPOPMALIMU HA TPEATNPHUATHH.
53. CopepkaHue U OCHOBHbBIE BU/Ibl aHATUTUUECKUX OTYETOB.

54. Knaccudukanus MeTo10B aHanu3a nHHOPMAIIHH.

55. KomnproTepHble NPecTyIICHUs B 3JIEKTPOHHON KOMMEPLIUH.

56. NndpopmanronHas 6e30MacHOCTb B AIEKTPOHHONW KOMMEPIIHH.

57. KOpuanueckast OTBETCTBEHHOCTb 33 HapyLLIEHHE IPABOBBIX HOPM 3aIlIUThl HHPOPMALIUY.

Kpurepun oueHuBanmsi:

MaxkcuManbHOE KOJMYECTBO 0ayuioB, KOTOPOE OOYyYaroIIMiics MOXeT HaOparh 3a Kypc — 25 GamioB (3a 25
OTBETOB).

OTBeT Ha BOIIPOC OLIEHNUBAETC:

— 1 Gayut — mpaBUIIBHBINA U TTOJTHBIA OTBET;

— 0 0aJ/u10B — HENPABUJIBHBIM OTBET WJIM OTBET HE NPE/CTABJICH.

HpaKTI/IKOOPI/IeHTI/IpOBaHHI)Ie 3aJJaHuA

3ananue 1.

Pa6ora ¢ UCC "Koncynbrant [1mtoc": bazoBbie cBoiicTBa 6e30macHocTH nHpopmaiuu. HopmatusHo-1ipaBoBast
0a3a (YHKIIMOHMPOBAHMS CHUCTeM 3ammThl WH(popmanuu. [IpaBoBas 3ammTa TPOrpaMMHOTO OOECTICUCHUS
aBTOPCKUM IpaBoM. KoMIbIOTEepHBIE MPECTYIICHUS B OCOOEHHOCTH UX PAcCIeI0BaHMUS.

Pa6ora ¢ UCC «Koncynbrantllnrocy, b/l ®enepaibHO# CITy>KOBI 10 TEXHUISCKOMY ¥ YKCIIOPTHOMY KOHTPOITIO
(OCTIK Poccun) https://fstec.ru/: @opmbl 3amuimmaemoit uaHpopmaruu. OO0beKThl 3amuThl. Dusnveckue
ocHoBbl Bo3HuKHOBeHMsI TKYU. Knaccudukanus TCP.

Pa6ora ¢ UCC «Kouncynprantllmtocy, b/l ®enepanbHoii ci1y:k0bl IO TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIO
(®CTOK Poccum) https://fstec.ru/: TlocTpoeHne THUIIOBBIX MOJENeH yrpo3 0e30macHOCTH HH(pOpMaIwH,
oOpabaTbiBacMOi B MTHGOPMAIIMOHHBIX CUCTEMaX.

3ananue 2.

Cuctema mugpposanus Lezaps. Lnugpsl nepecraHoBKY.

1. PeanuzoBats cucremy mmudposanusa llesaps. Cuctema mudpoBanus Llezaps, B KOTOpoM KaxKiblit
CHUMBOJI B OTKPBITOM TEKCTE CIABHUIaeTCsl Ha ONPEIEICHHOE YMCIIO MO3WLUI BIepen Win Ha3aa. PeanmsoBaTth
¢byHKIMU WK POBaHUS U ASHIH(PPOBAHUS TEKCTA C UCIIOIb30BaHUEM cHcTeMbl MK dpoBanus Llesaps.

2. PeanuzoBath mupsl nepecTaHOBKU, B KOTOPBIX MOPSIIOK CUMBOJIOB B OTKPBITOM TEKCTE MEHSAETCS
COIJIACHO HEKOTopoi ¢yHKuMU. Peann3oBars GyHKIMHU MUGPOBAHUS U IeMIH(POBAHUS TEKCTA C
HCIOJIb30BaHNEM MIH(POB MEPECTAHOBKHU.

3. PeanuzoBath cuctemy mudposanus Lezaps ¢ kiarodom.

4. PeanuzoBath QyHKIMM HIMPPOBaHUS U TEIIUPPOBAHUS TEKCTA C UCIIOJIB30BAHUEM CHUCTEMBbI
mmdposanus Llesaps ¢ kiodom.

3ananue 3.

Anroput™m muppoBanus RSA. Ilpouecc dopmupoBaHus KIIOUEBOW Maphl MojyyaTeseM, IU(pOBaHUE U
nemudpoBaHue coobIIeHn B kpuntocucteme RSA.

1. Peanu3oBaTh (hyHKIMM A7 TeHEPALUU MPOCTHIX YMCEN, BRIYMCICHHUS] HAaHOOBIIEro O0Iero JenuTens,
HAXOXXJICHHUS 00paTHOTO AIIEMEHTA TI0 MOIYITIO.

2. PeanuzoBaTh QpyHKIIMM U1 TE€HEPALMH KJIIOYEBOU Maphl U MU poBaHUs/ Iemn(poBaHUs COOOIIEHUI ¢
WCIIOb30BaHueM anroputMa RSA.

3. PeanuzoBaTh TecThl 11 QYHKIMIM FeHepaluy KII0YeBOU Napsl U MU poBaHust/ 1emnGpoBaHus
COOOIIIEHUT.



3amanue 4.
DopMUpPOBaHKE MIEPEUHS CBEICHUH, COCTABIIAIOIIMX KOMMEPUYECKYIO TallHy.

1. BriOepure BBIMBIIUIEHHYIO KOMIIAHHIO, JUII KOTOpPOW Oyzaere (OpMHpOBAaTh MEPEYeHb CBEACHUH,
COCTaBJISIONIMX KOMMEPUYECKYIO TalHYy.

2. Onwummre BUABI CBEICHHA, KOTOPbIE MOTYT COCTABIIATH KOMMEPUYECKYIO TaiiHYy JIJIsl BHIOpAaHHOM
KOMITaHUH.

3. CocraBbTe nepeueHb CBEJCHUN, COCTABISIONINX KOMMEPUYECKYIO TaifHy, /U BEBIOPaHHOW KOMITAHUH.

4, OdopmuTe pe3yabTaThl B BUJIE OTUETA

3ananue 5.

PazpaboTka mommTHKN 0€301MacHOCTH MPEIPUITHS.

OmnpexpenuTte 1eTU U 33]ja4U TOJIUTUKN 0€30IaCHOCTH MPEATIPHSITHSA.

OmnummmTe Meps 10 3amuTe HHGOpMa, COOCTBEHHOCTH M TIEPCOHANA IPEATIPUSATHSL.
PazpaboraiiTe npoueaypsl OTBeTa Ha yrpo3bl 0€30MMaCHOCTH MPEAPUATHS.

Odopmute pe3yabTaTsl B BHJIE JOKYMEHTA HOJIUTHKN O0€30MaCHOCTH MPEATIPHSATHSL.

Awnh e

Kpurepun oueHuBaHms:

MaxkcruManbHOE KOJIMYECTBO OAJIOB, KOTOPOE 00YUAIOIIHIICS MOXKET HaOpaTh 3a Kypc — 75 OamuioB

Kaxxnoe 3aganue oneHuBaeTcs:

— 15 GamtoB. — 3a7aHKe BBITIOJHEHO BEPHO;

— 14-13 GannoB. — pH BHIOJIHEHUH 33JaHHUsI ObUIH JOMYIICHB HETOYHOCTH, HE BIUSIONINE HA PE3yIbTaT;

— 12-6 6annoB. — pH BBIMIOJIHEHUH 3aJaHUsI ObLTH TOMYIIECHBI OIINOKY;

— 5- 1 6anyIoB. — NpU BBINOJIHEHUH 33[JaHuUs ObUTH JOMYILEHBI CYIIECTBEHHBIE OIINOKH;

— 0 6anIoB. — 3a/1aHKE HE BBIIIOJIHEHO.

3 Meroauyeckue MaTepuajbl, onpeaeisionye Npoueaypsbl OLeHUBAHUSA 3HAHUI, YMEHHI, HABBLIKOB U
(MJIM) ONBITA JeATEJIbHOCTH, XaPAKTEPU3YIOLIUX ITANBI (POPMUPOBAHUS KOMIIETECHIIUI

[Tpornetyps! OlIeHUBAHMS BKIIFOYAIOT B C€0s TEKYIIUI KOHTPOIb M IPOMEKYTOUHYIO aTTECTAIHIO.

Texkymuii KOHTPOJIb YCIIEBAEMOCTH NPOBOAUTCS C UCIOIb30BAHUEM OLIEHOYHBIX CPE/ICTB, IPEACTABICHHBIX B
II. 2 JaHHOrO MPWIOXKEHUs. Pe3ylnbTaThl TEKYIIEro KOHTPOJISI JOBOJSTCS 1O CBEIEHUS CTYJIEHTOB [0
IIPOMEXYTOYHOM aTTeCTaluy.

IIpomexyTouHas aTrecTanms NPOBOAUTCS B GOpME IK3aMEHa.

DK3aMeH MPOBOIUTCS MO PaclUCaHHUIO MPOMEXYTOYHOH aTTecTaluu B yCTHOM Gopme. KonndecTBo BopocoB B
HK3aMEHALIMOHHOM 3aJlaHuu — 3 (2 TeopeTuyeckux, | NMpaKTUKO-OpUEHTHPOBAHHOE 3ajlaHue). Pe3ynbrarhl
aTTeCTallMM 3aHOCATCS B BEIOMOCTb M 3a4E€THYKO KHIKKY cCTydeHTa. CTyAeHTbl, HE MpOUIeAIIne
MIPOMEXYTOUHYIO aTTECTALMIO MO TpaduKy, JOIKHBI JIMKBUAMPOBATH 3a/J0JKEHHOCTh B YCTAaHOBJIEHHOM
MOPSJKE.



IIpuaoxenne 2
METOAUYECKHUE YKA3AHUSA 11O OCBOEHUIO TNCHUTIJIMHBI

Y4eOHBIM MJIAHOM MPETyCMOTPEHBI CIIEAYIOMINE BUABI 3aHITH:

- JISKLIUH;

- IPAKTUYECKHUE 3aHATHUSI.

B Xxome NeKIMOHHBIX 3aHATHI paccMaTpPUBAIOTCS OCHOBHBIE TOHATHS B 00JacTH HMH(POPMAIMOHHOM
0€30MacHOCTH M 3aIIUThl MH(OpPMAIMH, METOJbl OOHAPYKEHUS M OpraHW3allUd MPOTHUBOJCHCTBUS aTak Ha
MH(QOPMAIIMOHHBIE CETH, TPEOOBaHMS IO 3aIIUTEe KOH(QUACHIMAIRHOW MHPOPMAIMH, JAIOTCS PEKOMEHJIAINN
ISl CAMOCTOSITENIbHON PaOOTHI M MIOATOTOBKH K MPAKTHUECKUM 3aHITHUSM.

B xozme mpakTH4ecKux 3aHATHH yriyONSIOTCS M 3aKPEIUISIOTCS 3HAHUS CTYICHTOB 110 PS/IY PAaCCMOTPEHHBIX Ha
JIEKIHSIX BOIIPOCOB, PA3BUBAIOTCS HABBIKM PELICHUS 33J1a4 10 3alIKUTe HHOOPMAIIHOHHBIX OOBEKTOB.

[Tpu moArOTOBKE K MPAKTUYECKUM 3aHATHIM KKIBIH CTYACHT JOJDKEH:

- U3YYUTh PEKOMEHJOBAHHYIO YUEOHYIO JINTEpaTypy;

- U3y4YUTh KOHCIIEKTHI JICKIIUA;

- 03HAKOMHUTKCS C OTMCAHUEM IPAKTUYECKOI paboThI;

- IOJITOTOBHUTH OTBETHI HA KOHTPOJILHBIE BOTIPOCHI T10 H3Y4aeMOH TeMe.

B mpormecce MOATOTOBKM K MPAKTHUYECKUM 3aHATHUSM CTYAEHTBI MOTYT BOCIIOJIb30BaThCSl KOHCYJIBTAIMSIMU
IpernoaaBaTeIs.

Bomnpockl, HE paccMOTpeHHBIE Ha JIEKIUSAX U MPAKTHUYECKUX 3aHSATHSX, JODKHBI OBITh M3YYEHBI CTY/ICHTAMH B
XO/Ie CaMOCTOATENIFHON paboThl. B xome camocrosiTensHOW pPabOTHl KaXIBIH CTYISHT OO0s3aH IMPOYUTATH
OCHOBHYIO H, TI0 BO3MO>KHOCTH, JIOMOJHHUTEIBHYIO JUTEPATYpy MO U3y4aeMOH TeMe, JONOJHHUTH KOHCIEKTHI
JIEKIMH HEJOCTAIOIIUM MaTepUaJIOM, BBINMMCKAMH U3 PEKOMEHJOBAaHHBIX UCTOYHUKOB. BBIIEINTH HETIOHSATHBIC
TEPMUHBI U HAUTH UX 3HAYCHHUE B DHIUKIIOTIEANYECKUX CIOBAPSX.

JIns TOATOTOBKM K 3aHATHSAM, TEKYIIEMY KOHTPOJIIO M IPOMEKYTOYHOM aTTecTalMyd CTYACHTHI MOTYT
BOCIIOJIB30BaThCSl  DJICKTPOHHO-OMOIMOTEYHBIMUA CUCTEMaMH. Takxke oOydJaromuecss MOTYT B3ATh Ha JIOM
HEOOXOMMYIO JIUTEPATypy Ha aDOHEMEHTE YHHBEPCUTETCKOW OMOIMOTEKH MIIM BOCIIOIB30BATHCS YATATbHBIMU
3aaMu.



