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1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.

1

pPa3BUTUE TBOPYECKUX IOJAXOAOB IpPU PEIIEHUM CIOXKHBIX HAay4YHO-TEXHUYECKUX 3aj1ad,
3alUIIEHHOCTH HMH(GOPMAIMOHHBIX CHCTEM OT YAAICHHBIX CETEBBIX aTaK; pa3sBUTHE NPO(ECCHOHANBHBIX KOMIETEHIUH
JUIsL HAXOXKAEHHS ONITUMAIBHBIX PEIICHUH TIPH IIOCTPOCHUH 3allMIIEHHBIX HH(POPMAIMOHHBIX CHCTEM.

CBSI3aHHBIX C OOecIeYeHneM

2. TPEBOBAHMUA K PE3YJIBTATAM OCBOEHUA JUCHUAIIJIMHBI

MK-2: cnoco0eH agAMMHUCTPUPOBATH MOACUCTeMbI HHGOPMAIIMOHHOI 0€30MACHOCTH 00beKTa 31U ThI

B pe3yabTaTe 0cBOeHUS JMCHMILIUHBI 00y4alOIIUiiCs JOJIKeH:

3HaTh:

- OCHOBHBIC ITPOTPaMMHO-TEXHUYECKIE MEPHI U CPEICTBA 00ECIICYCHU HHPOPMAIIMOHHOH 0€30acHOCTH;
- ypoBHH obecriedeHnst nHGopMamoHHON O6e30macHOCTH (cooTHECeHO ¢ mHAnKaTopoM [1K-2.1)

YMeThb:

- NIPOBOJUTH SKCIIEPUMEHTAIbHbIE WCCIEAOBaHNS 3alllMIICHHOCTH OOBEKTOB COOTBETCTBYIOMIMX (HM3MYECKMX M MareMaTHYeCKHX
METO/JIOB, - TEXHIUECKHUX U IIPOTPAMMHEIX CPEACTB 00pabOTKH Pe3ysIbTaTOB HKCIIEPUMEHTA (COOTHECEHO ¢ mHAnKaropoM [1K-2.2)

Bnagern:

- COBPEMCHHBIM ITPOTPAaMMHBIM 00eciedeHHEeM B 001acTH HH(GOPMAIMOHHOH 0e30I1aCHOCTH;
- TEXHHYECKOH W OHKCIIIyaTallMOHHON IOKyMEHTAal[iel Ha CHUCTEMBI M CpPEACTBAa obOecredeHHs HH(POPMAIHMOHHOW O0e30macHOCTH
(cootHeceno ¢ unaukaropom I1K-2.3)

3. CTPYKTYPA U COAEPKAHUE JTUCIUIIJINHBI

Paznes 1. MeToabl u cpecTBa 3aIlIMTHI OT YIAJIEHHBIX CETEBBIX aTaK

HanmeHoBaHnue TemMbl / Buja 3ansiTust

CemecTp Komneren-
Yacos
/ Kype MU

Jlutepartypa

1.1

Tema 1.1. OcHOBHbIE TIOHATHS B 00JacTH HHPOPMAIIMOHHOM

0€30IMacCHOCTH

TepmuHsl ©w  ompeneneHus B obmacth  MH(DOPMAIMOHHOMN
6esonmacHocTH. OOmas kinaccudukanus yrpo3 HHPOPMAIMOHHOM
Oe3omacHoCTH. [IpHYMHBI ClydallHBIX BO3JCHCTBHIA. BpemoHocHoe

IporpaMMHOE  ofecriedeHue.
TposiHCcKHE IIPOrpaMMBI.
BpenoHoCHBIE  yTHIIMTHI.
I/IH(i)OpMaHI/IOHHBIX CHCTEM.

nHpOpMaMOHHBIE ~ CHCTeMBl, ux Kiaccupukamus. Otkas B

obcmyxuBanun  (DoS, DD

nHGPOPMAIMOHHO# 6e3omacHocTH / JIek /

KommnbrotepHble  BUPYCBI U UYEpPBH.
IlonospurenpHble YIIAKOBIUKY.
Yrpo3sl 6e30macHOCTH CETEBBIX
VYiaaneHHble BO3JEICTBUS Ha CETEBBIE

8 4 IK-2

oS-araku). DOpPMUPOBAHUE  CUCTEMBI

JI1.1, J11.2, JI1.3,
J1.4,J12.1, J12.2,
J2.3

1.2

Tema 1.1. OcHOBHBIE TIOHATHI B O00JMacTH HWH(POPMAIMOHHOM

0€30MacHOCTH

OcCHOBHBIE TEpMUHBI B 00jacTH HWHGPOPMAMOHHON Oe30macHOCTH.
Bpenonocnoe I10. VYrpo3sl 0€30MacHOCTH CETEBBIX
CHUCTEM. DopMUpOBaHUE CHCTEMBI
uH(GOpPMAIIMOHHON 0e30ImacHOCTH. MepOoNnpHATHS CUCTEMBI 3aIlUTHI

MH()OPMAITMOHHBIX

UHQOPMAIMM  TEXHHYECKOTO
nHpOopMaIyH.
Kpunrorpaduaeckue
NPEJOTBPALIEHHsT  yJaICHHBIX

MexcereBoit skpas. IIpokcu- cepBep. MuTepHeT- MapuipyTtuzarop.
TexHonoruu 6e3omacHOCTH OecpoBoHbIX ceteit / Cp /

AHTHUBHPYCHBIE CpeICTBa 3allUTHl  WH()OpPMAIIHH.
MeTOABl  3amuThl  uHpopMmanuu. CHocoOs

8 10 IIK-2
XapakTtepa.  MeXaHM3Mbl  3aIUTHI

arak Ha WHGOPMAIOHHBIE CUCTEMBI.

JI.1, JI1.2, J11.3,
JI1.4,J12.1, J12.2,
J12.3

1.3

Tema 1.1. «/3yuenne cucteMs! 0OHapyKeHUS aTaxk Snorty

[Tonyyenne HaBbIKOB pPabOTBl C mporpamMmoil  Snort, u3y4yeHHe
NPUHIMIOB CO3JAHWST TpaBmil  oOpaboTkm Tpaduka. (OCHOBHBIE
CBEJICHUS 0 cucTteMe oOHapyxeHus arak Snort. /LibreOffice / JIab /

8 6 IIK-2

JI1.1, J11.2, JT1.3,
J1.4,712.1, 712.2,
2.3

1.4

Tema 1.2. MexaHu3Mmbel 3amuTel uHpOpManuu. IIporpammHO-
anmnaparHble cpeicTBa olecredeHus: 6e30MacHOCTH MH(OPMAUOHHBIX

ceTeH.

MexaHu3MBl  3aIUTEl  WHGOPMAIMA.  AHTHBHPYCHBIE  CpE/ICTBA
3amuTel  uHQopMmanuu. Kpunrorpapuueckne  METOABI  3aLIUTHI
CummMerpuuHoe  ImU(poBaHUE.  ACHMMETPUYHOE

HHGPOPMAIHH.
mmdposanue. CepTuHuKaThl

"aHamm3 cereBoro Tpadmka'. IIporpaMMHO-ammaparHele — CpeACTBa

8 4 IK-2

OTKPBITHIX KJIIOYEH. 3amura OT araku

JI1.1, JI1.2, JI1.3,
J1.4,J12.1, J12.2,
J2.3




obecrieucHus: 0e30MacHOCTH HWHGOPMAIIMOHHBIX ceTed. MexceTeBoi
okpad. @uubTpauus Ha cereBoM ypoBHe. DuubTpanus Ha
HOpUKIagHOM ypoBHe. IIpokcu-cepsep WHTepHeT-mMapmpyTH3arop. /
Jlex /

Tema 1.3. TexHonmorHM 0€30MaCHOCTH OECIPOBOIAHBIX CeTei
TexHonornuu 0Oe30macHOCTH OECHpPOBOJHBIX ceTel. KoMruiekcHas

cucreMa  olecrmeyeHuss  0Oe30macHOCTH  OECHpPOBOAHBIX  CETeH JLLJI1.2, JT1.3,

= Crangapr IEEE  802.1x/EAP. Pa3BepThiBaHne  OeCHpOBOIHBIX 8 4 TK-2 L4, J;[2213’ 2.2,
BUPTYaIbHBIX  ceTeil. CHcTeMBl OOHapyXeHHsS  BTOpXKEHHS B ’
6ecpoBOIHBIX ceTsIX. YHuHIupoBanHsle pemrerus / Jlex /

Tema 1.1. “Cxanep noproB Nmap”
O3HakOMJIEHHE C pa3MIUUYHBIMU THUIAMH CKaHEpOB MOPTOB U
NPUHIONIIAMHA WX pa0OTHI; M3yYHTh OCHOBHBIE METOIBI CKaHWPOBAHMS
akCHMATBHOH 50 : 6 JI1.1, JI1.2, JI1.3,
|6 |Mf ZOCTIDKCHUS MAaKCHMAILHOH OS(PEKTHBHOCTH; M3YHMTL paboTy 3 6 K-2 1.4 J12.1, J12.2,
Nmap — cBOOOAHON YTHIUTHI, IPEAHA3HAUEHHON 111 pazHOOOpa3HOro 3
HACTpaMBacMOTro CKaHMpOBaHUS [P-cereil ¢ JFOOBIM KOJNMYECTBOM '
O00BEKTOB W OIPEAEICHHS COCTOSHHS OOBEKTOB CKaHHPYEMOH CeTH
(mopTOB M cooTBeTCTBYIOMUX MM ciyk0). /LibreOffice / JIab /
Pa3nen 2. AnnapaTtHble H IPOrpaMMHbIe TEXHOJIOTHH 3ALIUTHI OT CeTeBbIX aTaK
Ne HaumeHnoBanue Tembl / Bua 3anatus Cemecrp Yacos Kowneren- Jlutepatypa
/ Kype Lo
Tema 2.1. IIpoTokonmsl M (QYHKIHH, NPHUMEHSEMBIC B MEXKCETEBBIX
9KpaHax ¥ HHTEPHET-MapIIPyTH3aTOpax.
[Ipotokoner u  QyHKOuM, oOecmeuynBarone  paboTy  CETH.
Mapmipytuzanusi. I[Iporoxkon OSPF. Tepmunonorus nportokona OSPF.
JI.1, JI1.2, JI1.3,
DHCP-xnueHT B MexcereBblx 3kpaHax. DHCP-cepBep B MEXCETEBBIX

2.1 8 4 [IK-2 JI1.4,J12.1,J12.2,

skpaHax. Dynkmus DHCP Relays B mexcereBbIx 3kpaHax. CepBHCHI

. 2.3

DNS. PesepBupoBanue mapipytoB (Route Failover). bamancuposka

Harpy3kd ceTH. lcroip3oBaHME METPHK MapIipyTa C alrOpHTMOM

Round Robin. Hcmonp3oBaHne METPHK MapIIpyTa C aITOPHTMOM

Spillover. / Jlek /

Tema 2.1. «M3ydyeHue NpPOrpaMMHOIO TMaKeTa aHAIW3a CETEBOTO

THpc?J(Ib Pf{iixr%h:g;xos aHaIM3a MMPOTOKOJIOB C  IIOMOIIGLIO JL1, 1.2, J11.3,

22 Y P MO 8 6 TK-2 1.4, J12.1, 2.2,
nporpaMMmHoro  obecrieuenusi Wireshark. ®unbtper  Wireshark.

. N 2.3
Anamm3 Ttpapuka Wireshark. CocraBineHne oT4éra O COCTOSIHUH
nopros. /LibreOffice / JIab /
Tema 2.1. OpranuzanuoHHble U annaparable Mepsbl 3amuTsl OC.
[IporpaMMHBIE W anmaparHble MeXaHW3Mbl 3amuThl. Kitaccupukanuys
yrpo3 Oesomacioctd OC. Tunuunsle araku ©Ha OC. IloHsaTHe JI1.1, JI1.2, JI1.3,

2.3 |3amuMIIeHHON omnepanuoHHOM cuctembl. [loAXonbl K TOCTPOCHHIO 8 16 TIK-2 JI1.4,J12.1, J12.2,
3alllUILEHHbIX OC: (bparMeHTapHBIH u KOMILIEKCHBIH. 2.3
AIMUHUCTpaTUBHBIE  Mephl  3aUIUTBL.  AJIEKBaTHas  IOJIMTHKA
6e3onacHocTH. / Cp /

Tema 2.2. IIpotokomst IGMP u UPnP. KauectBo oOciykuBaHuS H
Texnonorus SharePort.
IGMaP pns IPTV. Uto Ttakoe IPTV. Ilomnepxka UPnP. Kauectso JI1.1, JI1.2, JI1.3,

2.4 |obcmyxuBanus (QoS) m yIpaBJeHHE IIOJIOCOW TPOIMycKaHWs Tpadrka 8 4 [K-2 J1.4,J12.1,J12.2,
(Traffic Shaping). MexcereBble SKpaHBl U YIPABICHUS IIOJIOCOH J12.3
npomyckanusi Tpapuka. Mcnonb3oBanue —TexHonmormn QoS B
Wutepuer-mapiipytusaropax. TexHosorus SharePort. / Jlek /

Tema 2.2. Pabota ¢ cucremoi aHanmm3a 3ammmeHHocTH XSpider 7.0.
Co3manme mnpodums g ckarupoBanus ys3eumocteir OC  Linux, 1.1 711.2. 7113

)5 |BIMOMHEHHE CKAHWDOBAHMA W TEHEpALNA OTYETa O BBHIMONHEHHOH 8 6 K-2 1.4 2.1, J12.2,
pabote. Co3nmaHue mpoduist Uil CKaHUPOBaHMS ys3BUMocTel. ITomck 3
ys3Bumocter  OC. IIpocMoTp w®  wuchpaBieHHe OOHApYKEHHBIX ’
ysi3BuMocTeld. /LibreOffice / JIa6 /

2.3. @unpTpauus TpaduKa U BUPTYAIbHbIE CETH.
OunpTpanus  Tpaduka. BupryanbHele JokaibHble cetm  VLAN.
Bupryaneaeie  wactaeie cetu  (VPN). IIporokom PPTP. Kak
JI1.1, JI1.2, JI1.3,
IpouCcXoauT ycraHoBlenue coenuHenuss PPTP? Ilporoxonm L2TP.

2.6 8 4 [K-2 J1.4,J12.1,J12.2,
Ha6op mnporokonoB IPSec. Kommnonentsr IPSec. VYcranoBka u 3
noanepxkka VPN. Dead Peer Detection. IIpotokon NAT Traversal. ’
Ucnonb3oBanue KITtO4en (Pre-Shared  Key). L2TP  over
IPSec. /LibreOffice / Jlek /

2.7 |Tema 2.3. Opranusanust ARP-spoofing'a c momoursio Ettercap. 8 6 IK-2 JI.1, JI1.2, JI1.3,




Ettercap - cHupdep mI1 KOMMYTHPYEMBIX JIOKATBHBIX —CeTEH.
OpraHu30Barh INPOCITyIIMBaHUE Tpapuka MeXTy MAByMsS XOCTaMH, 1.4, 712.1. 2.2
COCAMHEHHBIMH MEXAYy CO00H ¢ IMOMOIIBI0O KOMMYTHUPYEMOH CETH. o J'[2. 3’ -
IMpocMoTp pe3ynbratoB arakd. V3ydeHume pes3ysbTaToB pPabOTHI ’
tcpdump. /LibreOffice / JIa6 /
Tema 2.3. IlocTpoeHue 3alUIEHHBIX BUPTYalbHbIX CETEH
Croco0bl  cO3/aHMs 3allUIICHHBIX BHPTyalbHBIX KaHauoB. O0630p
nporokosioB. Kananbnbiii ypoBeHb Mozenun OSI. CereBoit ypoBeHb JI1.1, J11.2, JI1.3,
2.8 |momemu OSI. CeancoBsiii ypoBenb monenu OSI. TyHHenupoBaHue Ha 8 18 TIK-2 J11.4,J12.1, J12.2,
kaHatbHOM ypoBHe. IIporokon PPTP. IIpotoxon L2F. IIportokon J12.3
MHKAICYJIUPYIOIEH 3aIIUThI COJIEP’)KUMOTO. VYnpasnenue
3amunIeHHpM TyHHEIeM. / Cp /
Tewma 2.4. Bupryanbuslie yactHble cetu. IPSec-TyHneb.
29 W3zydenune 3amumenHoro IPSec-TyHHens u cmocoba ero HacTpOHKH g 2 K-2 JI1.1, J11.3, J12.1,
"~ |ua Opanmmayspe ASAS5505 m B OC Linux. Kpunrorpadudeckue 23
metonsl: VPN, tyaaemmposanne. /LibreOffice / JIa6 /
Tema 2.4. ®ynknum IDP, WCF, AV u texnonorus ZoneDefense.
Oynkuun IDP, WCF, AV.
OoHnapyxxenne BropkeHuid  (Intrusion Detection). KommoHeHTHI
NetDefendOS IDP. Ilpasuna IDP (IDP Rules). KoMnoHeHTHI mpaBmI. JI1.1, JI1.2, JI1.3,
2.10 |IDP-nouck cootBerctBusi ¢ obOpasnom (IDP Pattern Matching). 8 4 IIK-2 J11.4,J12.1, J12.2,
O6noBnenne B HA-kmactepe. @uibtpanus  Web-conepkumoro J12.3
(WCF). TexHonorus ZoneDefense. KomrmioneHThI SNMP.
besonacrocte SNMP. TIloporoseie mpaBmna (Threshold Rules).
ZoneDefense u ckannpoBaHue aHTuBUpycom. / Jlek /
Tema 2.5. OcCOOCHHOCTH TPUMEHEHHUS MEXKCETEBBIX OJKpPaHOB U
MapILIpyTH3aTOPOB.
OOmue xapakTepucTHKH VIHTepHeT-MapmpyTn3aropoB. MHTepHET-
2.11 |mapumipyTu3aTopsl A MaibIX O(QHCOB U pabouux  TpyHIL 8 4 IK-2 JLL .3, 2.1,
N 2.3
[[IupoxomnonocHsi MapmpyTusarop. Kommyrarop VLAN. WUuaTepHeT-
MmapmpyTtuzaropbl cepun Unified Services. Maprpyrtusaropst ADSL
00630p MesxceTeBbIx dkpanoB NetDefend D-Link. / Jlek /
JI1.1, JI1.2, JI1.3,
2.12 |3auér / 3auér / 8 0 [K-2 J1.4,J12.1,J12.2,
J12.3

4. POHJ] OLIEHOYHBIX CPEJICTB

CrpykTypa U comepkaHue ()OHIa OIEHOYHBIX CPEJICTB IS MPOBEACHUS TEKYIIEH M IPOMEKYTOUHOH aTTecTalliy IIPEICTaBICHB B
IIpunoxennn 1 k pabogeit mporpaMme AUCIUIUIAHEL.

5. YAEBHO-METO/MYECKOE 1 THOOPMAIIMOHHOE OBECHIEYEHHUE JTUCIIUITJINHBI

5.1. OcHoBHas1 JUTEpaTypa

ABTOpBI, 3arnasue W3narenscTBO, roa Konug-Bo
JI1.1 | Pynenkos H. A., TexHOJIOTHH 3aIUThl HHPOPMALIUH B Mocksa: HationanbHbIH https://biblioclub.ru/inde
[Iponerapckuii A. B., | KOMIIBIOTEpHBIX CEeTAX: yueOHOE mocodue OTKpBITEIA Y HUBEPCUTET x.php?
Cwmuprosa E. B., «MHTYUT», 2016 page=book&id=428820
CypoBoB A. M. HEOTpaHUYEHHBIN
JOCTYTI JUTS
3aperHCTPUPOBAHHBIX
oJIb30Baresieit
JI1.2 | Ceparok B. A. Oprasu3anys U TEXHOJIOTUM 3aIUThI Mocksa: U3narensckuii http://biblioclub.ru/index
HHpOpMaIUK: 00HAPYKEHHUE U IPEAOTBPAIICHIE oM Bricieit mkosbt .php?
MH(GOPMAIMOHHBIX aTaK B aBTOMAaTH3UPOBAHHBIX sKoHOMUKH, 2015 page=book&id=440285
cUcTeMax NpeANpUATHiA: yaeOHoe mocodue HEOTpaHUYECHHBIN
JOCTYIT JUTst
3aperHuCTPUPOBAHHBIX
T10JIb30Baresnen
JI1.3 |Tomukos A. M. 3amuTa nHPOpMauu B UHPOKOMMYHUKAIUOHHEIX | Tomck: Tomckui https://biblioclub.ru/inde
cUCTeMaXx U CeTsIX: yueOHoe mocodne rOCyIapCTBEHHBIN x.php?
VHHUBEPCHTET CHCTEM page=book&id=480637
YIIpaBIICHUS 1 HEOTpaHHYEHHbIH
pannodeKTpoHuKH, 2015 JAOCTYI Ui
3apEruCTPUPOBAHHBIX
10JIb30BaTelIe




ABTODBI, 3arnaBue H3parenscTBO, 1O Komnnu-Bo
JI1.4 |Pynenxos, H. A., TexHOMOTHH 3aUThI HH)OpPMAIIH B Mocksa: UHTEpHET- http://www.iprbookshop.
[Iponerapckuii, A. B., | KOMIBIOTEPHBIX CETAX VHHBepCUTET ru/73732.html
CMHpHOBa, E.B., I/IHq)OpMaIH/IOHHBIX HeOl‘paHl/I‘leHHblﬁ
CypoBog, A. M. Texnomnoruit (MHTYUT), AOCTYM 17T
2016 3aperucTPUpPOBaHHBIX
MOJTb30BaTeINeH
5.2. lonoaHuTENbHAS JIUTEPATYPA
ABTODBI, 3aryaBue W3 paTenscTBO, TONI Komnua-Bo
JI2.1 | PerrenkoBa O. Nudopmarrontas 6e30MacHOCTD: Ky pHAT Mocksa: [POTEK, 2014 https://biblioclub.ru/inde
x.php?
page=book&id=238445
HEOrpaHUYEHHBII
JOCTYII JUIsE
3aperucTpPUpPOBaHHBIX
T10JIb30BaTeNnen
JI2.2 | TIpoxoposa O. B. Nudopmanmonnas 6€30MacHOCTD U 3allIUTa Camapa: Camapckuit https://biblioclub.ru/inde
I/IH(I)OpMaJ.II/II/I: y‘{CGHI/IK Focy,IIapCTBeHHI)Ii/'I X.php?
APXUTEKTYPHO- page:book&1d=43833 1
CTPOMTENBHBIN HEOIPAHUICHHbIH
yHuBepcurteT, 2014 JIOCTYH JUIst
3apErHCTPUPOBAHHBIX
T10JIb30Baresen
JI2.3 [IIpoxopoga, O. B. HNudopmanmonHas 6€30MacHOCTh U 3aIluTa Camapa: Camapckuit https://www.iprbooksho
HHPOPMAIUH: YUeOHUK rOCYIapCTBEHHBIH p.ru/43183.html
APXUTEKTYPHO- HeOl‘paHI/IlleHHbIﬁ
CTPOUTENBHBIN AOCTYI TSt
yausepenter, 95C ACB, 3aperucTPUpPOBaHHBIX
2014 T10JIb30Baresnen

5.3 IlpodeccuonanbHBIE 0a3b1 JAHHBIX U HHPOPMALMOHHBIE CIIPABOYHbIC CHCTEMbI

Odummansnsrii caiit @CTIOK Poccun: www.fstec.ru, pasmen "Texandeckas 3amura nHGopmarmn"
ScienceDirect. https://www.sciencedirect.com/
Koncynwsrantlnroc

5.4. [lepeyeHb MPOrpaMMHOI0 00ecIeYeH st

Onepanunonnas cucrema PEJ] OC
LibreOffice

5.5. YueOHO-MeTOAUYECKHE MaTepuaJbl 1/ CTYI€HTOB ¢ OrpaHU4Y€HHBIMU BO3MOKHOCTAMMU 310POBbSL

IIpn HEoOXOMMMOCTH IO 3aiBICHUIO OOYYAOMETOCS C OTPaHMYCHHBIMH BO3MOXHOCTSIMH 37I0pPOBbS  y4eOHO-METONUYECKHE
MaTepHanbl MPeAOoCTaBIAI0TCA B (OpMax, agalTUPOBAHHBIX K OIPaHMYEHHUSIM 3I0pOBbs M BocHpusTus uH(opmarmu. [ns mui c
HapyIICHUSIMU 3peHus: B Qopme ayanodaiina, B nedarHoid ¢opme yBenudeHHbIM mmpudrom. s num ¢ HapyIIeHHSIMH CIyXa: B
(opMe BIIEKTPOHHOTO IOKYMEHTa, B IedarHod Qopme. i U ¢ HapyHMICHHSMH OIOPHO-IBHTATEIFHOTO ammapara: B (opme
3JIEKTPOHHOTO JOKYMEHTa; B IeUaTHOH opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUWE JUCHUIIJIMHbBI

ITomemieHus Ui BceX BUIOB pabOT, MPEITyCMOTPEHHBIX yYCOHBIM IUIAHOM, YKOMIUICKTOBAHBI HEOOXOAWMON CHEeNHaTn3UpOBaHHON
y4eOHOI MeOebIO M TEXHUIECKUMU CPEIICTBAME O0yUCHHS:

- CTOJIB, CTYJIbS;

- MEPCOHATBHBINA KOMITBIOTED / HOYTOYK (TIEpEeHOCHOH);

- TIPOCKTOP;

- 9KpaH / THTEePaKTUBHAS JJOCKa.

JlaboparopHble 3aHATUS TPOBOIATCS B KOMIBIOTEPHBIX Kilaccax, pabodne MecTa B KOTOPHIX O0OpyAOBaHB HEOOXOAMMBIMHU
JIMLICH3HOHHBIMH TIPOTPaMMHBIMHE CPEICTBaMHU H BBIXOJIOM B VIHTEpHET.

7. METOINYECKHUE YKA3ZAHUA JJIA OBYYAIOIIUXCA 11O OCBOEHUTIO JUCIHTUIIJIMHBI

MeTtoaudeckue YKazaHus 10 OCBOCHUIO JUCHHUIIIMHBI IIPEACTABJICHBI B HpI/IJ'IO)KCHI/II/I 2k pa60‘{€ﬁ mnporpamMmme JUCHUITIIUHBI.




IIpunoxenne 1

®OH/J OHEHOYHbBIX CPEACTB
1 Onucanue nokasarteseil 1 KpuTepreB OLEHUBAHUS KOMIIETEHIMI HA Pa3JIMYHBIX 3Tanax ux ¢popmu-
POBaHUsl, ONIMCAHUE IKAJ OLleHUBAHUSA

1.1 Iloka3aTenu u KpUTEPUU OLIEHUBAHUS KOMIETEHIIMMN:

3YH, cocraBnstonue KOMIETEH- IToka3arenu oneHUBaHUSA Kpurepun oniennBanus CpenctBa

LU0 OLICHUBaHMSI
IIK-2: cioco0eH agMHUHUCTPUPOBATH NMOACUCTEMbI HHPOPMAIIMOHHON 0€30I1ACHOCTH 00bEKTA 3a1UTHI
3 - OCHOBHBIE  IMpOTrpaMM- | TOMCK U cOOp HEoOXOAMMOI | moMHOTa W comepxarensb- | 3 (1-33)
HO-TEXHUYECKHE MEphl M CPEJCTBA | TUTEpaTyphl, HCIOJIb30BaHHUE | HOCTH OTBeTa Ha 3auete, | O (1-20)
obecrieyeHuss  MH()OPMAIIMOHHOMW | COBPEMEHHBIX HH(OpPMAIMOH- | OIpoce
0€30I1aCHOCTH; HO- KOMMYHHKALIMOHHBIX TE€X-
- ypoBHHM oOecrieyeHHs MH(POpPMa- | HOJOTHH U TJI00aJbHBIX HWH-
IIMOHHOM 0€30MacHOCTH; (hopMaITMOHHBIX PECYPCOB IS

MOJITOTOBKH K 3a4eTy, OIPOCy

VY. - mpOBOIUTH SKCIEPUMEHTAJb- | pEIICHHE TEMAaTUYeCKHX 3 IO | 00beM BBINOJHEHHBIX pabo- | [1033 (1-9)
HbIC UCCJICIOBAHMS 3AIUIIEHHOCTH | COOTBETCTBYIOIMM  pasfieiaM | Tel (B TomHOM, He mojHoM | JI3 (1-6)
00BEKTOB COOTBETCTBYIOUIMX (H- | Kypca; BBIOJHEHHE Jabopa- | o0beme)
3MYECKMX U MaTeMaTU4ECKUX Me- | TOPHBIX u NpaKTU-
TOJIOB, KO-OpPUEHTHUPOBAHHBIX 33/1aHUI
- TEXHUYECKUX U MPOrpaMMHBIX
cpeacTB 00pabOTKH Ppe3ysbTaToOB
HKCHEPUMEHTA
B. - coBpeMeHHBIM MPOTrpaMMHBIM | BHIOUpPAeT COBPEMEHHOE TpO- [ MpaBUiabHBIM  BbIOOp mpo- [ [1033 (1-9)
oOecrieyeHneM B obnactu MHQOP- | rpaMMHOE oOecriedeHrne Npu | rpaMMHOro obecrieuenus s | JI3 (1-6)

MAallMOHHOI 0€30aCHOCTH;

- TGXHH‘-IGCKOﬁ nu BKCHHyaTaHI/IOH-
HOM JTOKyMEHTallMe€l Ha CUCTEMBI U
cpeactBa olecrieyeHuss MHGpOpMa-
IIMOHHOK 0€30ITaCHOCTH;

BBITIOJTHCHUH JIA0OPATOPHBIX H
IIPAKTUKO-OPUEHTUPOBAHHBIX
3aJaHuN

BBITIOJTHCHUS JTAOOPaTOPHBIX
Hu MpaKTH-
KO-OPUEHTHPOBAHHBIX 3a/1a-
HUM

O — onpoc, 3 — sonpocwl ons 3auema, 11033 — npakmuxo-opueHmuposanHvle 3a0anus 0 3a4ema,

JI3 — nabopamopnsie 3a0anus
1.2 [lIxansl OIlEHUBAHUS:

Texymuii KOHTPOJIb YCIIEBAEMOCTH M MIPOMEXKYTOUHAs aTTECTAIMs OCYIIECTBISETCS B paMKax HaKOIMUTEIbHON
0aymIbHO-peUTHHIOBOM cucTembl B 100-0aipHO#M 1mIKase:

- 50-100 G6amtoB («3a4ueT»)
- 0-49 GannoB («He3ayer).

2. TunoBbie KOHTPOJIbHBIE 32IAHUS UJIM HHbIe MATEPUAJIbl, HEOOX0AMMBbIE VISl OLleHKH 3HAHU I, YMEHUI,
HABBIKOB M (MJIM) ONBITA AeATeJIbHOCTH, XaPAKTEPU3YIOIIUX 3TaNbl GOPMUPOBAHNSA KOMIIETEHIIUI B
npouecce 0CBOeHHsI 00pa30BaTeJbHOH MPOrPaMMBbI

0 JONWn h WN -

Bonpocsl k 3auery

. OcHOBHBIE TOHATHUS UH(HOPMAITMOHHOW O€30MTaCHOCTH.
. OcHOBHBIE cocTaBisoNIHE. JOCTYTHOCTD, IIEIOCTHOCTh M KOH(UACHIUATEHOCTS HH(POPMAITIH.
. JJokTpuHa nHpopMaIoHHo! 6e30macHoCcTH PO.
. Knaccuguxkanus 3amumaemoit ”HGOpMALIUK 110 CTENEHH BaKHOCTH U IIEHHOCTH.
. OcHOBHBIE OTIpeIeTICHUS] U KPUTEPHH Ki1acCu(DUKALIMU YTPO3.

. 3aKOHOaTEbHBIN YpOBEHb HH(OPMAIIMOHHON 0€301acHOCTH.

. AIMUHHUCTPATUBHBINA YPOBEHb HH(POPMAIIMOHHOMN 0€30MaCHOCTH.
. Coneprxanue nmonuTuku 6e3onacHocty. [Iporpamma 6e30macHOCTH.

9. Ynpasnenue puckamu. OCHOBHbIE TOHATHSA. [10ArOTOBUTEIBHBIN ATl YIIPABICHUS PUCKAMHU.
10. Ynpasnenue puckamu. OCHOBHBIE 3Tallbl YIPaBIECHUS PUCKAMH.
11. MeTonbl 1 MOJIETM aHAIA3a YTPO3.

12. Tlonnepxanue pabotocrnocoObHocTu. PearnpoBanne Ha HapyleHHs pekuMa 0€30MacHOCTH.
13. OcHOBHBIE TPOTPAMMHO-TEXHUYECKUE MEPHI.

14. ApxuTekTypHas 6€301aCHOCTb.

15. Unentudukanus u ayTeHTHGUKAIMSA, YITPaBIECHHUE JOCTYIIOM.




16. MOHUTOpUHT U ayauT.
17. lllndpoBanme, KOHTPOJIb METOCTHOCTH.
18. DxpanupoBaHue, aHaIU3 3aIUIIEHHOCTH.
19. Knaccudukarmst MeXCeTeBbIX YKPaHOB.
20. OcHOBHbIE TPUYUHBI BOBMOXKHOCTH MPOBEICHUS aTaku Tuna Muabekuus.
21. Anroput™ noBesieHus ataku Tuna MHbeKnust Ha CKPUNT-KOABI.
22. AnroputM npoBeneHus ataku tuna SQL-uHbeKIus
23. Knmaccudukanms XSS aTak.
24. OTnnums MEXIy XpaHUMOM U BpeMeHHOU XSS aTakaMu.
25. llonsatus u cymuocth Flood-arakwu.
26. Paznuuus mexay DoS u DDoS atakamu.
27. Metoasl npoBenenunsi DNS-atak.
28. Meroasl mpoBeaenus ataku BruteForce.
29. Ycnous ycnemHoro nposeaeHus atak tuma DoS/DDoS/Flood.
30 IlprunHBI aKTyaJbHOCTH CETEBBIX yJAJIECHHBIX aTak.
31. CylmHOCTh aKTUBHOTO CKAHMPOBAHUSI aTAKyeMOTr'0 CETEBOT'O pecypca.
32. CymHoCTh NaCCUBHOIO CKAaHUPOBAHUS aTaKyeMOI'O CETEBOIO pecypca.
33. MeTto/ibl aHaM3a aTaKyeMoro y3Ja.
I[IpakTUKO-OpMEHTHPOBAHHBbIE 32JAHUS K 3a4eTy

1. DopMUPOBAHHUE MOJICIIA HAPYIIUTEI S KOMITBIOTEPHBIX CETEH.

2. AHanu3 cpeCTB IPOTUBOJEHCTBUS KOMIIBIOTEPHBIM aTaKaM.

3. MexaHn3MBbI 3aIUTH THOPMAITHH.

4. OCHOBBI MOHUTOPHHTA HH(POPMAITMOHHOW 6E€30MaCHOCTH.

5. QunbTpanys Tpaduka U BUPTyaJbHbIE CETH. TeXHOJIOTUs NMpeoOpa3oBaHUs CETEBBIX AJPECOB, MeEXa-
HU3MBI.

6. MexaHu3MBbI 3aIIUTHl HH)OPMAITUH.
7. YIIpaBieHUuEe MEXCETEBBIMU YKPaHAMU.
8. YnpaBieHue cucTeMoil aHaau3a.
9. Ucrounuku cbopa napopmaru. BeiOop HCTOUHUKOB MH(OPMAITHH.
Kpurepun oneHuBaHus:
- 84-100 GaynioB (OLIEHKA «3aueT») — MU3JIOKEHHBIM MaTepuan (pakTUYeCKH BepeH, HaJIU4Yue IITyOOKHUX Hcyep-
MBIBAIOIINX 3HAHUK B 00BEMEe MPONIACHHOW MPOrpaMMbl TUCIHUIUIMHBI B COOTBETCTBUU C IMOCTaBJICHHOW IPO-
rpaMMOH Kypca Leibio 00yueHusl; PpaBUIbHbBIC, YBEPEHHBIE IEHCTBHS 10 IPUMEHEHHIO MTOJTyYCHHBIX HABBIKOB U
YMEHUU MPHU PELICHUH NMPAKTUKO-OPUEHTUPOBAHHBIX 33JIaHUN, TPAMOTHOE U JIOTUYECKU CTPOMHOE H3JI0)KEHHE
Marepuaa IIpyu OTBETE, YCBOCHHE OCHOBHOM U 3HAKOMCTBO C JOIOJHUTEIBHOM JINTEPATypOH;
- 0-49 GannoB (OlIEHKA «HE3a4eT») — OTBETHl HE CBS3aHBI C BOMPOCAMH, HAIMYUE TPYOBIX OMIMOOK B OTBETE,
HENOHMMAHUE CYIIHOCTH M3J1araéMoro BOIIPOCA, HEYMEHHME INPUMEHATh YMEHMS M HaBBIKM NPU PELICHUU
MIPAaKTUKO-OPUEHTUPOBAHHBIX 3aJaHUM, HEYBEPEHHOCTh M HETOYHOCTh OTBETOB HA JOIMOJIHUTEIbHBIE U HABO-
JSIIHE BOIIPOCHI.
Bomnpocs! 115 onpocos

Omnpenenenye CTaTHYECKOTO METO/a aHAJIM3a UCTIOIHAEMOTr0 KoJa
OnpeneneHne IMHaAMUYECKOTO0 METO/A aHAJIM3a UCIIOJIHSIEMOr0 KOAa
[TapameTpsl BO3ACHCTBUS CETEBOW aTaKM Ha BHEIIHUI epUMeTp HHPOPMALIMOHHON CUCTEMBI
[TapameTpsl BO3ICUCTBUS CETEBOM aTaKu Ha BHYTPEHHUHN NIEpUMETP HHPOPMAITMOHHON CUCTEMBI
Oransl IPOBEICHUS CETEBON aTaKU.
OnpeneneHne caMoro CiI0KHOIO M0 pean3aliy dTarna CeTeBOU aTaku
Ilenu ceTeBOM yaneHHOMN aTaky.
Mertonbl aHanM3a aTaKyeMoro y3Ja.
Knaccugukanus yaaneHHbIX aTak 110 YpOBHIO BO3/ICHCTBHSI HA aTaKyeMble OObEKThI

CymHocTth ataku tumna Sniffing.

CymHocTs ataku THna Spoofing.

AJITOpUTM TIpoBeIcHHS aTaku Tuna SQL-uHbeKus

Knaccudukanus XSS arak.

[Tonstus u cymuocts Flood-arakwu.

Paznnuns mexay DoS u DDoS atakamu.

Mertonbl npoBenenuss DNS-atak.

YcnoBus yenemHoro nposeaenus atak tuna DoS/DDoS/Flood.
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18. IIpyn4ynHBI aKTyaIbHOCTH CETEBBIX YAAJICHHBIX aTak.
19. CyIIHOCTh aKTUBHOT'O CKAHUPOBAHUS aTAKyEMOI'O CETEBOIO pecypca.
20. CyIHOCTh MAaCCHBHOI'O CKAHUPOBAHUS aTaKyeMOI'0 CETEBOIO pecypca.
Ipumeyanue: onpoc MPOBOJUTCS MPU MPOBEPKE BCeX JAOOPATOPHBIX 3aJlaHUM NJIsl BBISIBICHUS 3HAHUU TpU
M3y4YEHUHU COOTBETCTBYIOUIUX TEM JUCLUUILIMHBI B pAMKaX TEKYIIEH aTTeCTalluH.
Kpurepun oneHuBaHus:
o 2 Gayna BBICTABISIETCS 00yYaIOMIEMYCsl, €CIIM U3NI0KEHHBINM MaTepuan (PaKTHUECKHU BEPEH U JIOTUYECKU
000CHOBaH.
o 1 Gann BbIcTaBisIeTCsl OOyUaroLEMycs, €ClIU U3JI0KEHHBIM MaTepuasl (pakTUYecKH BEpPeH, HO eCTh He-
3HAYUTENBHBIE OITHOKH.
o 0 GayuToB, €CiIM OTBET HE BEPEH
MakcumanbHOE KOJIMYeCTBO OaIIoB 3a cemecTp — 40 0asJ10B.

JlabopaTopHble 3axaHus
JlabopaTopHoe 3ananue 1. «/3ydeHue cucteMbl OOHApYKEHHUS aTak Snorty»
[TonydeHnre HaBBIKOB pabOTHI ¢ TPOrPaMMOit Snort, U3ydeHHe TPUHIIUIIOB CO3AaHMsI IPaBUII 00paOOTKH Tpa-
¢uxa. OCHOBHBIEC CBEJICHHS O CHCTEMEe OOHApY)KEHUs aTak Snort.
JlabopaTopHoe 3axanme 2. . “Ckanep nopros Nmap”
O3HakOMJIEHHE C Pa3IMYHBIMUA TUIIAMHU CKaHEPOB MOPTOB U MPUHIIMIIAMU UX PAaOOThL; H3YYUTh OCHOBHbBIE Me-
TOJIbI CKAHUPOBAHMSI JUIS JOCTHXKEHHSI MAKCUMAIIbHOU 3P PEKTUBHOCTH; U3y4UTh paboTy Nmap — cBoO0AHOIM
YTHIHNTHI, TPETHA3HAYECHHOM I pa3HOOOpa3HOT0 HaCTpanBaeMoro ckanupoBanus [P-ceteit ¢ IF0OBIM KOJTH-
4eCTBOM OOBEKTOB U OIPECIICHHUS COCTOSIHHSI OOBEKTOB CKAHUPYEMOH ceTH (ITOPTOB U COOTBETCTBYIOUINX MM
CITy X0
JlaGopaTopHoe 3aganue 3. «/3yyeHne nporpaMMHOro MakeTa aHanusa cereBoro tpaduka Wireshark»
[TonyyeHnne HaBBIKOB aHAJIKM3a MPOTOKOJIOB € TTOMOIIBIO TIporpaMMHoro ooecriedeHust Wireshark. @unbTpbr
Wireshark. Ananu3 tpapuka Wireshark. CocraBnenue oTuéra 0 COCTOSIHUM TOPTOB
JlabopaTopHoe 3ananne 4. Pabota ¢ cucremoii ananuza 3amnuiieHHoctu XSpider 7.0.
Cosznanue npodws s ckanuposanus yszpumocteit OC Windows u OC Linux, BRIIOTHEHUE CKAHUPOBAHUS U
TeHepaIys OTYeTa O BHIMOTHEHHOUW padote. Co3ganue npoduiis Jyisi CKaHupoBaHUs ys3BuMocTel. [Tonck yss3-
BuMmocteit OC. [IpocMoTp U ucnipaBieHre 0OHAPYKEHHBIX YSI3BUMOCTEH.
JlabopaTopHoe 3aganme S. . Opranuzamus ARP-spoofing'a ¢ momombro Ettercap.
Ettercap - cuuddep a1 KOMMYTUPYEMBIX JOKAIBbHBIX ceTeil. OpraHn30BaTh MPOCIyIIMBaHHE TpapuKa MEXTY
JIBYMSI XOCTaMH, COSMHEHHBIMU MEX]Ty COOOH C MOMOIIBEI0 KOMMYTHpYeMoii ceT. [IpocMoTp pe3ynbTaToB
ataku. M3yuenue pe3ynbpTaToB padoTsl tcpdump.
JlabopaTopHoe 3axanme 6. BupryanbHble yacTHble ceTH. [PSec-TyHHENb.
Nzyuenne 3amumennoro [IPSec-tyHHens u cnocoba ero HacTpoiku Ha Opanamayspe ASAS5505 u B OC Linux.
Kpunrorpaduueckue meroasi: VPN, TyHHENIHpOBaHUE.
Kpurepun oneHuBaHus:
- (71 KX 0T0 3a/1aHUs):
10 6anoB — 3a71aHUE BHITIOJTHEHO BEPHO;
9-7 GanoB — pH BBITIONHEHUH 3aJaHUsI ObLTH JOMYIIEHBl HETOYHOCTH, HE BIUSIONINE HAa PE3YIIbTAT;
6-3 Gasna — MpyU BBITIOJIHEHUH 3a/1aHUS OBLITH JIOMYIICHBI OIUOKH;
2 - 1 Gayn — pu BBITIOJIHEHUH 3aaHUsI ObLTH JOMYIIEHBI CYIIECTBEHHBIC OIINOKH;
0 6ayoB — 3a7jaHKe HE BHIMOJIHEHO.
MaxkcuManbHOE KOJTHYECTBO OaiioB 3a cemecTp 60 0a110B.
3. MeroauvyecKkue MaTepuaJibl, OnpeaeJsime Npouexypbl OlleHUBAHUS 3HAHUMN, yMEHU I, HABBIKOB M
(1JIM) oNbITA 1EATEIbHOCTH, XaPAKTEPHU3YIIHX ITanbl (POPMUPOBAHNUS KOMIIETEHIMI
[Ipouenyps! olleHUBaHMSI BKIIOYAIOT B €051 TEKYIIUNH KOHTPOJIb U IPOMEXKYTOUHYIO aTTECTAIHIO.
Texyiuii KOHTPOJIb YCIIEBAEMOCTH IIPOBOAUTCS C UCIOIB30BAHUEM OLIEHOUHBIX CPEJCTB, IPEACTABIECHHBIX B II.
2 JMaHHOTO MPWIOKEHUs. Pe3ynabTaThl TEKyIIEro KOHTPOJIS TOBOJAATCS 10 CBEACHUS CTYACHTOB JI0 MPOMEXY-
TOYHOM aTTECTALUU.
[IpomexyTouHas aTTecTanusi MPOBOIUTCS B popMe 3auera.
3aueT MPOBOAUTCS MO PACIIUCAHUIO IPOMEXKYTOUYHOM aTTecTaluu B BUAE onpocos. KomnyecTBo Bonpocos — 3.
[IpoBepka 0TBETOB U 00BSABIECHUE PE3YIBTATOB IPOU3BOAUTCS B ICHB 3aUeTa. Pe3ynbTaThl aTTecTalii 3aHOCSATCS
B 3K3aMEHAIlMOHHYIO BEJOMOCTh U 3aU€THYIO KHIKKY cTyAeHTa. CTyJEHTHI, HE MPOIIEAIINE NPOMEKYTOUHYIO
aTTeCcTaluIOo MO rpapuKy CecCUH, TOJKHBI TUKBUIUPOBATH 33J0JKEHHOCTh B YCTAHOBIIEHHOM TOPSIZIKE.



IIpunoxenne 2
METOAUYECKHUE YKA3AHMUSA 11O OCBOEHHUIO JTUCHUIIJIMHBI

B Xxome 7neKUMOHHBIX 3aHATUH pacCMaTpPUBAIOTCS TEOPETHMYECKHE BOIPOCHI C  yYETOM IPAKTH-
KO-OPUEHTHUPOBAHHOCTU H3y4aeMOH AUCLUIUIMHBI, JAIOTCS PEKOMEHJALMM JUIsl CaMOCTOSTENbHON paboThl U
MOJITOTOBKE K JJa00OpaTOPHBIM 3aHSATHSIM.
B xozne nabopaTOpHBIX yriTyOJsSIOTCS U 3aKPEIUISIFOTCSA 3HaHUS CTYIEHTOB IO PSAAY PACCMOTPEHHBIX Ha JIEKIMAX
BOIIPOCOB, Pa3BUBAIOTCSI HABBIKU PA0OTHI C KOMITBIOTEPOM, IPUMEHEHHUSI METOJIOB U TEXHOJIOTHH 3alUThl HH-
dhopmarum.
[Tpu moaroToBKE K 1a00PaTOPHBIM 3aHATUSAM KaXKIbIH 00ydatoIuiics JOKEeH:
— U3Y4YHUTh PEKOMEHJIOBAHHYIO YUEOHYIO JIUTEPATYPY;
— U3Y4YUTh IIPAKTUUECKHUE IPUMEPBI, PACCMOTPEHHBIE Ha JIEKIUX;
B mpouecce moaroToBku K J1aOOpaTOPHBIM 3aHATUSAM CTYJEHTBI MOTYT BOCIOJIb30BAThCA KOHCYJIbTALUAMU
IpenojaBaTes.
Bomnpocsl, He paccMOTpEHHbIE HA JIEKIUAX, J1a00OPAaTOPHBIX 3aHATHAX, AOJKHBI ObITh M3yYEHbI CTYAECHTaMH B
X0ZIe caMOCTOsITeNbHONW paboThl KoHTposb camocTosTensHONH paboThl CTYJCHTOB Haj yueOHOH mporpammoit
Kypca OCYLIECTBISETCS B XOJI€ 3aHATUH METOJOM OIIpoca MPHU BBIIOJHEHHUHU J1a00paTOpHBIX 3aaaHuil. B xone
CaMOCTOSITENTbHON pabOoThI KaXIblii CTYIEHT 00513aH POYNUTATh OCHOBHYIO U 10 BO3MOXXHOCTH JIOTIOJIHUTEIIEHYIO
JUTEpaTypy IO U3Yy4aeMOH TeME, NONOJHUTh KOHCIEKTHI JIEKIUN HEAOCTAIONIMM MaTepUaIOM, BBIITMCKAaMU U3
PEKOMEHI0BAaHHBIX IIEPBOMCTOYHUKOB. BBIIENUTH HENMOHATHBIE TEPMUHBI, HAUTH MX 3HAYEHHE B SHIMKJIIOIE-
JUYECKHUX CIOBapsX.
CTyneHT 10JKeH TOTOBUTHCS K MPEACTOSAIIEMY Ja00paTOPHOMY 3aHATHIO IO BCeM, 0003HAUEHHBIM B paboueit
IIPOrpaMMe AMCLUILIMHBI BOIIPOCAM.
JUj1 TOATOTOBKHM K 3aHATHSIM, TEKYIIEMY KOHTPOJIIO ¥ IPOMEXYTOUHOM aTTeCTalluM CTYAE€HTbl MOI'YT BOC-
MOJTH30BaTHCS AJIEKTPOHHO-OMOIMOTEYHBIMH CHCTEMaMH. Taxke 00ydJaromuecss MOTYT B3SITh Ha  JIOM HEOO-
XOIUMYIO JIUTepaTypy Ha aOOHEeMEHTE YHHBEPCHUTETCKON OMOIMOTEKH MIIM BOCIIOIb30BATHCS YUTATHLHBIMHU
3aJ1aMHu.
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