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KADE/IPA HNudopmannonnas 6e30macHoOCTb

PacnpenesieHne 4acoB JUCHHUILINHBI 110 ceMecTpaM / KypcaMm

Cemectp
(<Kypc>.<CemecTtp Ha 5@3.1)
Kypce>) Uroro
Henens 16 5/6
Bun 3anaruit v | PO | vIo PII
Jlektuun 16 |16 |16 |16
JlaboparopHbie 32 132 |32 (32
Hroro ayx. 48 |48 [48 |48
KonTtaktHas padota 48 |48 |[48 (48
Cawm. pabora 60 |60 |60 |60
Hroro 108 | 108 | 108 | 108
OCHOBAHMHME

VY4eOHbIif TU1aH YTBEPIKICH YUYEHBIM coBeTOM YHUBepcuTeTa (potokon Ne 9 ot 03.03.2026 ).

[Iporpammy cocraBui(u): K.T.H., AoueHT, [ ' yHpKO B.b.
3aB. kadenapoii: k.3.H., noueHt F0.B. Paguenko

MeTtoandeckuii CoBeT: 1.3.H., mpodeccop E.H. Tumenko



1. HEJIX OCBOEHUSA TUCIUITJINHBI

1.1| popmupoBaHIE KOMIICTEHTHOCTH B 00JIACTH pa3pabOTKU 3aIINIIEHHBIX CHCTEM, OTJCIBHBIX KOMIIOHCHTOB HH(OPMAIMOHHBIX
CUCTEM, C Yy4€TOM TpeOOBaHUN HOPMATHBHO-TEXHHUYECKOH M METOAMYECKOH JOKYMEHTAIUU MO 00eCeYeHuIo 0e30IacHOCTH
HHPOPMAITUH

2. TPEBOBAHMUA K PE3YJIBTATAM OCBOEHUA JUCHUIIJTMHBI

IIK-3. cmocoben pa3padarbiBaTh KOMIIOHEHTBI NPOIPAMMHBIX KOMILIEKCOB (B TOM 4ucjie HHTepdelichl, paiiBepa,
KOMIIMJISAITOPBI, 3arpy34dMKH, CcOOPINMKH, CHCTEMHble YTHJIUTBI) M 043 JaHHBIX € HCHOIb30BAHHEM COBPEMEHHBIX
HHCTPYMEHTAJbHBIX CPEACTB H TEXHOJIOTHii MPOrpaMMHPOBAHHSA

IIK-4. cnocob6en ¢opmMupoBaTh LeJH W OM3HeCc-TPeOOBAHHS, OCYUIECTBJSATH MOCTAHOBKY 3a/1a4, NJAHHPOBATH Pa3padoTKy,
OLCHUBATDH HAYAJIbHYI0O CTEIICHb TPYIHOCTH U PUCKH, COCTABJIATH TEXHUYECKOE 3a/laHHE U A0JIOHBI AOKYMEHTOB Tpeﬁona}mﬁ K
NMOJACHUCTEMAM CHCTeMbl M KOHTPOJb MX KayecTBa (B TOM 4ucjiae aTpuOyThl HAJAEKHOCTH, 0e30MACHOCTH, YI00CTBa
HCII0JIb30BAHMS)

B pe3ynbTare 0cBOEHHS THCIHILTMHBI 00yJAIOIIHIACS TOJIKEH:

3HaTh:

OCHOBBI HH(POPMATHUKH U IPOrpaMMUPOBaHUS; (CooTHECEHO ¢ nHaukaropoM I1K-3.1)
COBpeMeHHbIE HH(OPMAIIOHHbBIE TEXHOJIOTUH M BOSMOXKHOCTH MX IPHUMEHEHHMs B OU3Hece. (CooTHeceHo ¢ nHankaropoM I11K-4.1)

Ymerb:

UCIIOJIb30BAaTh COBPEMEHHBIC TEXHOIOTHH Pa3pabOoTKK IPOrPaMMHBIX MPOIYKTOB; (COOTHECEHO ¢ uHauKkaTopoM [1K-3.2)
WCTIOJIb30BaTh HMH()OPMAIIMOHHBIC TEXHOJIOTHHU JIJIsl ONTHMHU3AINH Ou3Heca. (CoOTHeCeHO ¢ MHauKaropom [1K-4.2)

Baanernb:

HaBbIKAMU pa3pabOTKU alropuTMOB B BHJAE ONIOK-CXEMBI M COCTABJICHUS IUIaHA PYYHOTO TECTHPOBAHMS pa3padaThIBAEMOro
MPOrpaMMHOTO POAYKTa; (cooTHECEeHO ¢ nHauKartopoM [1K-3.2

HaBBIKAMHU 3(P(HEKTUBHOTO UCIIONB30BAHUS MH(OPMAIIMOHHBIX TEXHOJOTHH NPH pelIeHUH MPO(EeCCHOHANBHBIX 3a7a4. (COOTHECEHO C
unaukaropom [1K-4.2)

3. CTPYKTYPA U COAEP KAHUE TUCIUIIJINHBI

Pasnen 1. Teopernyeckne Bonpochl pa3padoTKu NPOrpaMMHOI0 KoJa

Buj 3ansiTus / Cemectp /| KoanuectBo
Ne HanmeHoBaHHe TeMbl, KPaTKoOe COAepKaHHue Kommnerenuun
pa6otsl / popma ITA Kypc 4acoB
OCHOBHBIC TOHATHS, ONpPEACICHHS W MPOOIEeMbl B 00IacTH pa3pabOTKH IK-3
1.1 . JIeKIIMOHHBIE 3aHATHS 5 2
3AMUIIEHHBIX CUHCTEM IK-4
O030p W CpaBHUTCIBHBIA aHAIW3 CTAHAAPTOB B 00JACTH 3alUThHI TIK-3
1.2 P p Aap m JIeKIIMOHHBIE 3aHATUSA 5 2
MH(POPMALMOHHBIX CHCTEM TIK-4
WccnenoBanne NpUYMH HapyIICHHH O€30MacHOCTH HMH(GOPMAIIMOHHBIX IK-3
1.3 a P 14 hopman JIeKIIMOHHBIE 3aHATUSA 5 2
CUCTEM TIK-4
AHanu3 W OICHKa HH(OPMAIMOHHBIX PHCKOB, YIPO3bl M YSI3BUMOCTHU IK-3
1.4 h . bopman p yrp ¥ JIeKIMOHHBIC 3aHATHS 5 2
HH(OPMALMOHHO CHCTEMBI TIK-4
CrenuanbHble METOABI MOAEIUPOBAHMS, MCIIONB3YyEeMbIC IIPH pa3paboTKe IK-3
1.5 a . ! ACTIp Y PH pasp JIeK1IMOHHBIE 3aHATHS 5 2
3aIIUIEHHBIX CHCTEM T1IK-4
MeToapl IPUHATHS PEIICHUM, MCIIONIb3yeMble TP BBIOOPE 3¢ (HEKTHBHBIX TIK-3
1.6 MBI TP P ’ Y P . pe 2hd JIeKIMOHHBIE 3aHATHS 5 2
MPOEKTOB 3aIIUTHI HHPOPMALUH B HHOOPMAIIMOHHOW CUCTEME [IK-4
Texnonorust Data Mining aiast TOANEPKKHA MPUHSATHS PEUICHUN TpU IK-3
1.7 .. g A AACP P P P JIeKIIMOHHBIC 3aHATHS 5 2
pa3paboTKe 3alIUIIEHHBIX CUCTEM T1IK-4
Texunonoruss OLAP gns Busyanusanmii pemieHuii mpu  pa3paboTke IK-3
1.8 N = Y Tt p pr pasp JIeKIIMOHHBIE 3aHATHS 5 2
3alUIEHHBIX CUCTEM TIK-4
19 IlepcniekTiBHBIE HampaBlieHHss B 00JAcTH pa3pabOTKH  3alIMIIEHHBIX CamocTosTenpHast 5 6 IK-3
) CHCTEM pabora I1K-4
Paznen 2. [IpakTika pa3padoTKu 3alIMIIEHHOT0 MPOTPAMMHOI0 KoOJ1a
Buj 3ansitus / Cemectp /| KonmuectBo
Ne HanmeHoBaHUe TeMbl, KPaTKoe co/lepaKaHue Komnerenuuu
pabotsl / popma ITA Kypc 4acoB
21 ®dopmanbHbIE MOJAEIN NPEICTABICHHUS 3alIMIIEHHBIX HH()OPMAIIMOHHBIX JlaGopatopHble 5 2 TK-3
’ cucrem. Assembler 3aHATHUS IIK-4
29 WHcTpyMeHTaNBHBIE CpecTBa MpoekTupoBanus. [paduueckue cpeacrtsa JlaGoparopHbie 5 2 IK-3
" | mpencraBieHus NPOEKTHBIX pemeHuil. Metogonorust IDEF 3aHATHA [1K-4
2.3 | MHCcTpyMeHTaIbHBIE CPEACTBA NPOEKTHpOBaHUs. Ipaduyeckue cpencrsa JlaGoparopHhsbie 5 4 IK-3




MIpeCTaBIeHUs NPOEKTHBIX petienuit. Metononorust DFD 3aHATHUS [IK-4
24 WHucTpyMeHTa bHBIE CpeACTBa MpoeKTHpoBaHus. [padudeckue cpencrsa JlaGopatopHbie 5 4 IK-3
) HpeJcTaBIeHus MPOEKTHBIX pemennid. Merononorus eEPC u UML 3aHATHUSA I1K-4
25 MHcTpyMeHTabHBIE CpEACTBa MpoeKTHpoBaHus. [padudeckue cpencrsa JlaGopatopHbie 5 4 [IK-3
" | mpencraBnenus npoexrueix pemenuii. Texuonorun CAD/CAE/CAM 3aHATHSA IK-4
. JlaGopatopHbie [K-3

2.6 | AHanmu3 PUCKOB IIpU pa3padoTKe 3alMIIEHHBIX HHPOPMAIIMOHHBIX CHCTEM 5 4
p PH pasp T bopman 3aHATUS TIK-4
JlaboparopHsle [K-3

2.7 | OcnoBbl UML — nuarpaMma BapHaHTOB HUCIIOIb30BaHH paTop 5 4
3aHATUSA [1K-4
28 HWcnonp3oBanne nuarpammMel knacco UML juis onwcanus 3amumeERHON JlaboparopHsle 5 4 IK-3
" | undopmanmonHoit cucrembt 3aHATHA [1K-4
29 Hcnons3oBanme nuarpammel nociepoBarenbHocTn UML mnst ommcanms JlaGopatopHbie 5 4 TIK-3
: 3anMIIEHHO HHPOPMAITMOHHOM CHCTEMBI 3aHATHS T1IK-4

Pa311eJ1 3. Teopeanecmle BOIPOCHI CO3/TaHUA MPOCKTA 3AINUIIEHHBIX CUCTEM
Bupa 3ausitus / Cemectp /| KonmyectBo
Ne HanmeHnoBaHue TeMBbl, KPaTKoe coiepKaHue Komnerenuun
pa6otsl / popma ITA Kypc 4acoB

3] IIpopabotka nekunoHHOro Marepuana. OCHOBHBIE MOHATHS, ONpPENEICHHS CamocTosiTenpHas 5 18 IK-3
) 1 1ipo0ieMbl B 0011aCTH pa3padOTKU 3aIUIIEHHBIX CUCTEM pabora IK-4
39 O030p W CpaBHUTEIBHBIA aHaIW3 CTAHIAAPTOB B OOJNIACTH 3alUTHI CamocTosTenpHast 5 18 [IK-3
) UH(OPMALMOHHBIX CHCTEM pabora I1K-4
33 HccnenoBanue NpUYMH HapylleHUH 0€30MacHOCTH HMH(OPMALMOHHBIX CamocrosiTesbHast 5 18 IK-3
| cucrem pabora I1K-4
. [K-3
3.4 |I[loaroroBka K MpOMEKyTOYHOH aTTeCTaLlUU 3auer 5 0 K-4

4. POHJ] OIEHOYHbBIX CPEICTB

CrpykTypa W comepkaHue (OHAA OIEHOYHBIX CPEACTB IS TPOBEACHHS TEKYNIEro KOHTPOJS M IIPOMEKXYTOYHOH aTTecTalnu
npencTasieHs! B [Tpunoxennn 1 x paboueil mporpaMMe TUCIIUIIINHEL

5. YYHEBHO-METOAUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. Y4eOHble, HayYHbIe U MeTOAMYECKHE U3TaHUS

ABTODEI, bubmmoreka /
3arnaBue WsnarenascTBO, IO
COCTaBUTEIN Kommnuectso
1 TuroB A. A. HHxeHepHO-TeXHIYECKast 3aIUTa HHPOPMAIUH: Tomck: Tomckuit OBC «YHuBepcureTckas

ydebHoe mocodue

roCyJIapCTBEHHBIN
YHHBEPCUTET CUCTEM
YHpaBJIEHUS U
paauosnekTponuku, 2010

OuOIMOTEeKa OHJIANHY

2 CsuHapes H. A., HHCcTpyMeHTaNbHBII KOHTPOIIb U 3aIUTa Boponex: Boponexckuii OBC «YHuBepcureTckas
Jlankun O. B., nHpopMaImu: yueOHOe mocodue rOCYAapCTBEHHBIH OMOIMOTEeKa OHJIANHY»
Hanmnkus A. 1, YHUBEPCHUTET HHKEHEPHBIX
Horexeuxuii C. B., TexHojoruii, 2013
[epetokun O. U.

3 MHdopManMoHHBIE CUCTEMBI U TEXHONOTUM: XKypHan | Open: [oCyHHBEpCHTET — OBC «YHuBepcureTckas

VHIIK, 2015 6ubnuoTeka oHIaNH»

4 lonukoB A. M. 3ammra HHGOPMAIIMH OT YTEUKH IO TEXHUYECKUM Tomck: Tomckuit OBC «YnuBepcureTckas

KaHanam: yuyeOHoe rocodue roCyIapCTBEHHBIN O6ubnuoTeka oHIaANH»
YHUBEPCUTET CUCTEM
YHpaBJIEHUS U
paauoanekTponuku, 2015
5 lonuxoB A. M. 3ammra uHpopMaK B HHHOKOMMYHUKANMOHHBIX | ToMck: ToMckuit OBbC «YHuBepcurerckas
CHCTEMaXx U CeTAX: yueOHoe mocodue rOCYIapCTBEHHBIH OubnMoTeKa OHIANH
YHUBEPCUTET CUCTEM
YIpaBJIEHUs U
panuosneKkTponuky, 2015
6 BUT. buznec & MHpOpMaOHHBIE TEXHOIOTHHI: Mocksa: [lonoxxeser u OBC «YHuBepcurerckas
JKypHaI naprHepsl, 2018 OMOIHOTEKA OHIANH»
7 JIucsx, B. B. PazpaboTka HHPOPMAIIMOHHBIX CUCTEM: YIeOHOE PocroB-na-/lony, Taranpor: 9BbC «IPR SMART»

nocooue

W3zparensctBo KOxHOTO
(benepaabHOTO
yHuBepcutera, 2019




ABTOpHI, bnbmmorexa /

3arnaBue W3parensctBO, TOX
COCTaBUTENH KonuuectBo
8 Pax, 1. I1., [Tnaréukun, | OCHOBBI pa3pab0oTKi HHHOPMAITUOHHBIX CHCTEM: Tam6o0B: TamOoBCKHit 9BbC «IPR SMART»
A.B., TepexoB, A. B. | yue6Hoe nocobue roCy/IapCTBEHHBIN

TEXHUYECKUI YHUBEPCHTET,
9BbC ACB, 2017

5.2. IlpodeccuonanbHble 0a3bl JAHHBIX U HHPOPMALMOHHBIE CIPABOYHbIE CHCTEMbI

OCTIK Pd/fstec.ru
O6pazoBarensHbIif mopran "OCHOBBI IPOrpaMMHUPOBaHUs Ha A3bIkax Cu u C++ g HaumHaromux" - http://cppstudio.com/
Koncynpranr +

5.3. [lepeyeHn MporpaMMHOIo odecreveHust

Onepanuonnas cucrema PEJ] OC
Assembler

5.4. YueOHO-MeTOqUYECKHE MaTepuaJbl 1J1s oﬁyqaloumxca C OrpaHUY€HHBIMHU BO3MOKHOCTHAMM 3/10POBbA

IIpn HEOOXOANMOCTH IO 3aSBICHUIO 00YYAIOIIETOCS C OTPAaHMYCHHBIMHA BO3MOXKHOCTSAMH 3A0POBbS yUeOHO-METOIMUCCKIE MAaTEePHaITbI
MPEIOCTaBISAIOTCS B (OpMax, aJaNTUPOBAHHBIX K OTPAaHMYCHUSM 3I0POBbSI U BOCHPUATHS WHPOpMaruu. s Il ¢ HapyLIIeHUsIMHU
3penus: B hopme ayauodaiina; B medarHoil popme yBelHueHHbIM mpudToM. st UL ¢ HApyUICHUAMH CliyXa: B (hopMe SIEKTPOHHOTO
JAOKYMCHTA,; B Te4yaTHOH (bopMe. I[IISI Jinl ¢ HapyHICHHUAMU OIIOPHO-ABUTATCIBHOIO alrrapara: B (1)0pMC OJICKTPOHHOI'O JOKYMCHTA, B
neyaTHou opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCIIUITJINHBI

IMomemienust s BceX BUAOB padoT, NPEIyCMOTPEHHBIX YYEOHBIM IUIAaHOM, YKOMIUICKTOBAHBI HEOOXOOMMOW CIEHUAM3HPOBAHHON
y4eOHOIT MeOeIbI0 U TEXHHYSCKUMH CPEICTBAMH O0YICHUS:

- CTOJIBI, CTYJBSI;

- IEPCOHAIBHBINA KOMITBIOTEP / HOYTOYK (MIEPEeHOCHO);

- TIPOEKTOD;

- 9KpaH / MHTEpaKTUBHAS TOCKA.

JlaGoparopHble 3aHSATHA TPOBOIAATCS B KOMIBIOTEPHBIX Kiaccax, pabouume MecTa B KOTOPHIX OOOpYIOBaHBI HEOOXOAUMBIMHU
JMLECH3UOHHBIMH W/WIA  CBOOOTHO PACHPOCTPAaHIEMBIMH IIPOIPAMMHBIMH CPEICTBaMH M BBIXOZOM B HHTepHeT, w/wim B
CTIEIATIM3UPOBAHHBIX JIAOOPATOPHUSX, TPEAYCMOTPEHHBIX 00pa30BaTeIbHON IPOTrpaMMOii.

Iomemenus sl CaMOCTOATENBHON pabOTHI 00YyJaIOIUXCS OCHAIIEHB! KOMIIBIOTEPHOH TEXHUKOM C BO3MOXKHOCTBIO HMOAKITIOUEHHS K
cetu "MHTepHET" M 00ECIICUeHHEM JOCTYIIA K IICKTPOHHOM HH()OPMAIIMOHHO-00pa30BaTeIbHOM Cpee.

7. METOANYECKHUE YKAZAHUA JJIA OBYYAIOIIUXCSA 110 OCBOEHHUIO JTUCITUITJINHBI

Metoauueckue YKa3aHus 110 OCBOCHHUIO JUCHHUIIIMHBI IPEACTABJIICHBI B HpI/IJ'IO)KeHI/II/I 2K pa60qel71 nporpaMme JUCHUIIIUHBI.




Ipuioxkenne 1

®OHJ OHEHOYHBIX CPEJACTB
1 Onucanue nokasareJieii U KpuTepreB OLIEHUBAHUA KOMIIETEHIMI HA Pa3JIMYHBIX ITANaX UX
(opMupOBaHNS, ONIUCAHUE LKA OLlEeHNBAHUSA
1.1 Iloka3zaTesny U KpUTEpUHU OLIEHNBAHUSI KOMIETEHIIMMN:

3VH, cocTaBasromue
KOMIIETEHIIHAIO

Iloka3aTenu olleHUBaHUSI

Kpurepuu oneHnBaHus

CpenctBa

OLCHUBAHUA

IK-3 — cnoco0en pa3padaTbIBaTh KOMIOHEHTHI MPOrPAMMHBIX KOMILIEKCOB (B TOM 4ucJ/Ie HHTep(eiichl, npaiiBepa,
KOMIIMWISITOPBI, 3arPy34HKH, COOPIIUKH, CHCTeMHbIE YTUJIMTHI) H 023 JaHHBIX € HCIIOJIb30BAHHEM COBPEMEHHbIX
HHCTPYMEHTAJbHBIX CPEICTB M TEXHOJIOTHI MPOrpaMMHUPOBAHMSA

3. OCHOBBI HHPOPMATHKH
Y IPOrpaMMHUPOBAHHUS

3HaeT MPOrpaMMHBIE CPEJICTBA
CHUCTEMHOT0, IPUKJIAJHOTO U
CHEIUAILHOTO Ha3HAYEHHS,
WHCTPYMEHTAJIbHbIE CPENICTBA,
SI3BIKU U CHCTEMBI
MIPOrpaMMHUPOBaHUS IIPU
MIOJITOTOBKE K OMPOCY U 3a4eTy

chopMHUpOBaBILIEECs] CUCTEMATHYECKOES
3HAHUE MPOTPAMMHBIX CPEJICTB
CHUCTEMHOTO0, MIPUKIIATHOTO 1
CIENHATFHOTO Ha3HAYEHHS,
HHCTPYMCHTAJIBHBIX CPEACTB, A3bIKOB U
CHCTEM MPOrPaMMHUPOBAHHUS TIPH OTBETE
Ha BOITPOCHI OITPOCa M 3a4eTa

O (Bompocs! 1-
60),
3 (Bompock! 1-
60)

V. ncnonp30BaTh
COBPEMEHHEIE
TEXHOJIOTUU Pa3pabOTKH
MIPOTPAMMHBIX
IIPOLYKTOB

HCIIOJIB3YET MPOrPaMMHBIE
CpEACTBA CUCTEMHOTO,
MPUKIIATHOTO U CIELUAIBHOIO
Ha3HAYEHUs, UHCTPYMEHTAIbHbBIE
CpeZ[CTBa, SA3BIKU U CUCTCMBbI
MIPOTpaMMHUPOBaHUs MIPU
BBITIOJTHEHUH J1a00PaTOPHBIX U
HpaKTI/IKO-OpI/IeHTI/IpOBaHHBIX
3aJJaHul

chopMupoBaBIIeecs CUCTEMAaTHIECKOE
YMEHHE UCIIOIB30BaHMSI TPOrPaMMHBIX
CPEACTB CHCTEMHOT'0, IPUKIAJHOTO U
CHELNAIbHOIO Ha3HAYEHUs,
WHCTPYMEHTAIBHBIX CPEJCTB, A3BIKOB U
CHCTEM IIPOrpaMMUPOBAHHUS IPU
BBITIOJTHEHNH J1a0OPaTOPHBIX U
MIPAKTHKO-OPUEHTHPOBAHHBIX 3aJaHUN

JI3 (JI3 1- JI3
9);

I1033 (3amanue
1-6)

B HaBbIkamu pa3paboTku
aJITOPUTMOB B BUjIE OJIOK-
CXEMBbI U COCTABJICHUS
IUIaHA PYyYHOTO
TECTUPOBAHHUS
pa3pabaTbiBaeMOro
POrPaMMHOTO MPOIYKTa

BJIaJCCT HaBbIKaMHU HpI/IMeHeHI/ISI
MPOTPAMMHBIX CPEJCTB
CHCTEMHOTIO, HpI/IKJIaI[HOFO nu
CHeHrajJbHOI0 Ha3HAUCHUS,
WHCTPYMEHTAJIBHBIX CPEJICTB,
SI3BIKOB U CUCTEM
MIPOrpaMMHUPOBaHUS IPU
BBITIOJTHEHUH J1Ta0OPaTOPHBIX U
MPaKTUKO-OPUEHTUPOBAHHBIX
3aJaHuN

c(hopMHPOBaBIIEECS] CUCTEMAaTHIECKOE
BJIaJICHUEC HABBIKAMHU TIPUMCHCHUSI
MIPOrpaMMHBIX CPEACTB CUCTEMHOIO,
MPUKIIAJHOTO U CIICIUAIEHOTO
HA3HAYCHUS, THCTPYMEHTAILHBIX
CPEJICTB, SI3bIKOB U CHCTEM
IIporpaMMUpPOBAaHUA ITPU BBIITIOJITHCHUU
a00paTOPHBIX U TPAKTUKO-
OpPUCHTHUPOBAHHBIX 33J]aHU I

JI3 (JI3 1-J13
9);

I1033 (3amanue
1-6)

K-4 — cnoco6en ¢popMupoBaTh 1eJIU U OM3HeC-TPEOOBAHNA, OCYIIECTBJSITh MOCTAHOBKY 3a/1a4, IVIAHUPOBATH
pa3paGoTKy, OLIEHNBATh HAYAJIbHYIO CTeNleHb TPYAHOCTH U PUCKH, COCTABJIATH TeXHHYECKOe 3aJaHue U 11a0J0HbI
JOKYMEHTOB TPe0OBaHUI K MOACHCTEMAM CHCTeMbI M KOHTPOJIb UX Ka4ecTBa (B TOM YHcJIe aTPHOYThI HAIEXKHOCTH,
0€301aCHOCTH, YA00CTBA HCI0JIb30BAHUS)

3. COBpEMEHHBIE
MHQOPMaIIOHHEIE
TEXHOJIOTUHU H
BO3MOXXHOCTH HX

3HACT COBPEMEHHBIE
MH(QOPMAIIIOHHBIC TEXHOJIOTHU U
BO3MOYKHOCTH MX IIPUMECHEHMS B

OusHece IIpU MOATOTOBKE K OIIPOCY

C(bOpMI/IpOBaBH_IeeCH CHUCTEMATHYCCKOC

3HAHHE COBPEMEHHBIX MH()OPMAIIMOHHBIX

TEXHOJIOTUH U BO3MOKHOCTEH UX
MpUMEHEeHHs B OM3HECe IMPU OTBETE Ha

O (Bompocsr 1-
60),
3 (Bompocs! 1-
60)

NpUMEHEHUs B OM3HeCe (M 3a4eTy BOIIPOCHI OIIPOCA U 3a4eTa

V. ucnosb30BaTh HcnonezyeT WH(POPMaIMOHHBIE|[KOPPEKTHOCTD UCTIOJIE30BaHHUS JI3 (JI3 1- JI3 9);
MH(QOPMaIOHHbIE TEXHOJIOTUU UL ONTUMHU3ALMUMH(POPMALMOHHBIX TEXHOIOTUH ISt 1033 (3amanue
TEXHOJIOTHU JIJIS OnzHeca npu BBITIOJTHEHUH|ONTHMU3ALMK OM3Heca P BeIONHEHHH |1-6)

OITUMM3ALIMY OU3Heca

abopaTopHBIX |
OpPHEHTUPOBAHHBIX 33 JaHUM

MPAKTHKO-

mMabopaTOPHBIX U TPAKTUKO-
OpUEHTHPOBAHHBIX 33 JaHHIH

B. HaBbIKamMu

3¢ deKTUBHOTO
UCIIOJIb30BaHUSA
UHQOPMAIIOHHBIX
TEXHOJIOTUH ITPU
pelieHnn
po(eCCHOHATBHBIX
3a1a4

BJIaJCCT HaBBIKaMH Sq)(l)eKTI/IBHOFO

MCIIOJIb30BaHUA I/IH(I)OpMa]_II/IOHHLIX

TEXHOJOTHI TPH BHITOTHCHUU
mabopaTOPHBIX U MPAKTHKO-
OpUEHTHPOBAHHBIX 3aJJaHHI

c(OpMHPOBaBIIEECS] CUCTEMATHIECKOE
BJIa/ICHUE HaBBIKaMU 3(PPEKTHBHOTO
MCTIONTB30BaHMS HH()OPMAIIMOHHBIX
TEXHOJIOTUH TIPHU BBHITOJTHEHUH
MabopaTOpHBIX U MPAKTUKO-
OpHUEHTHPOBAHHBIX 3aJaHHUH

JI3 (JI3 1- JI3 9);
1033 (3amanue
1-6)




O — onpoc, JI3 — nabopamopnvie 3a0anus, 11033 - npaxmuxo-opuenmuposanuvle 3a0anus K 3ademy, 3-
80NPOCHL K 3a4emy.

1.2 IIIkaje!l OLICHUBAHUS:

Texkymuii KOHTpOJIb YCIIEBAEMOCTH M IPOMEXKYTOUHAs aTTeCTalllsl OCYILIECTBISETCS B paMKax
HaKOIMUTEJIbHON OAJITEHO-PEUTUHTOBOM crcTeMbl B 100-0aibHOM TIKase.

- 50-100 6amnoB (3auer);

- 0-49 6amoB (He 3a4eT).

2 TunoBble KOHTPOJIbHbIE 3a/JIaHUsI WJIM HMHbIEe MaTepUAaJbl, He00OX0AUMbIe I OLEHKH 3HAHMI,
YMEHHUIi, HABHIKOB M (WJIH) ONBITA AeATEJbHOCTH, XAPaKTEePHU3YWIIHX 3Tanbl (POPMHPOBAHUS
KOMIIeTEHI[Hii B Tpolecce 0CBOEHHsI 00pa30BaTe/IbHOI NMPOrpaMMblI

Bomnpocsl k 3a4ery

. OCHOBHOE OTJIMYHME BUPYCA OT JIFOOOTO APYroro NporpaMMHOTO KO/

. OCHOBHBIE CBOICTBA BUPYCA, OIPEACIAIOIINE €r0 KUBYUYECTh

. XapaKTepUCTUKN KOMIIBIOTEPHOI'O BUPYCa, COOTBETCTBYIOLIUE XapaKTEPUCTUKAM OMOJIOTHYECKOTO
. Cpena pyHKIMOHNPOBaHMS KOMIIBIOTEPHOTO BUPYyCa

. Meronbl BHeApeHHsI BUpYCa B 00bEKTHl HMHPOPMAIIMOHHON CUCTEMBbI

. Knaccuguxkanus BupycoB o oo0bekTam 3apaxeHus

. Onpenenenue cBoiCTBa pe3uIETHOCTU BUpyca

. [Tonsitue MBR 1 ee posib B pacinpocTpaHEeHUH BUPYCOB

. MeToipl MaCKMpPOBKU KOMIIBIOTEPHBIX BUPYCOB

. CBoi1cTBO MOJIMMOP(GHOCTH KOMIIBIOTEPHBIX BUPYCOB

. Henoctatku nonuMopHBIX BUPYCOB

. JlocTonHCcTBa NOMMMOP(HBIX BUPYCOB

. Onpenenenue Stealth-BupycoB 1 UX OCHOBHBIE CBOWCTBA

. HenocraTtku Stealth- Bupycos

. Hocrounctsa Stealth-Bupycos

. [lonsitue nepexsara ¢pynkuuit OC, kak anroputma paboTbl BUPYCOB

. Knaccugukanus TpossHCKUX Iporpamm

. Cpena pacnpocTpaHeHus: KOMIIbIOTEPHBIX YepBel

. OcobeHHoCcTH (PYHKIIMOHUPOBAHUS IKCIIIIOUTOB.

. MeTop1 0OHapy>KeHUs! BUPYCHOW HHBAa3UH

. IlpusHaku 3apaxkeHust ”HPOPMAIIMOHHOMN CHCTEMBI

. [Ipu3Haku 3apakeHus UCMOJHAEMBIX (hailiioB

. Ilpu3Haky 3apakeHUs HEUCTIONIHAEMBIX (paiiioB

. JlOCTOMHCTBA CUTHATYPHBIX METOJIOB OOHAPYKEHHSI BUPYCOB

. HemoctaTku curHaTypHBIX METOJIOB OOHAPYKEHUSI BUPYCOB

. JIoCTOMHCTBA HE CUTHATYPHBIX METOJIOB OOHAPY>KEHUS BUPYCOB

. HenoctaTku He CUTHATYPHBIX METOA0B OOHAPY>KEHHSI BUPYCOB

. Tun BUpyCcOB, UMEIOUINI MaKCUMAJIbHY0 HHPUIUPYIOUIYIO CIOCOOHOCTh
. Onpenenenne cTaTHYECKOr0 METOJA AaHAJIN3a UCIIOJIHAEMOTr0 KoJa

. Onpenenenne JMHAMHYECKOTO METO/Ia aHAJIN3a UCTIOIHAEMOT0 KoJa

. ITapameTpsl BO3/1€HCTBHS CETEBON aTaKM HA BHELIHUN NepUMETp HH(POPMAITMOHHON CHCTEMBI
. [TapameTpsl BO37IeICTBHS CETEBOM aTaku Ha BHYTPEHHUN EpUMETP UHPOPMAIIHOHHON CHCTEMBI
. DTaIbl IPOBEJICHUS CETEBON aTaKu

. OnpeneneHne caMoro CjI0KHOTO 10 peajn3aliy 3Tana CeTeBON aTaku

. Llenu ceTeBol yaneHHON aTaku

. Meronbl aHan3a aTakyeMoro y3ina

. Knaccugukanus yaaaeHHbIX aTak 1o ypoBHIO BO3JICHCTBUS Ha aTaKyeMble 00BEKTHI
. CymHocTh aTaku tumna Sniffing

. CymHocts ataku Tuna Spoofing

. OcHOBHBIE TTPOOJIEMBI TIPU PeaTU3aIuU aTaku TUIa Spoofing

. Cymnocts araku tuna Hijacking
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42. OcHoBHBIE MTPOOJIEMBI TIpU MpoBeeHNH aTaky Tuna Hijacking

43. Knaccudukanms arak tuna Mabekmus

44. OcHOBHbIE TPUYHUHBI BOBMOXKHOCTH MPOBEJICHUS aTaku Tuna Mabexuus
45. Anroput™ noBeAeHUs ataku Tuna MHbeKIHs Ha CKPUIT-KOIbI

46. AnroputM npoBeneHus ataku Tuna SQL-uHbekius

47. Knaccudukanus XSS atak

48. OTnnuus MEeXIy XpaHUMOM U BpeMeHHOU XSS aTakaMu

49. Ilonstus u cymuocts Flood-araku

50. Paznuuus mexxay DoS u DDoS arakamu

51. Metonb! mpoBeaenus DNS-atak

52. Cymuocts ataku [CMP-¢gayn (Smurf)

53. CymHoctb atraku UDP-duyn (Fraggle)

54. OcoOEHHOCTH MPOBEACHUS aTaKU 10 MEPETOTHCHHIO Oydepa

55. Cymaocth ataku SYN-dury

56. Metonb! npoBenienust araku BruteForce

57. YcnoBus ycnemHoro mpoeaeHus atak tuna DoS/DDoS/Flood

58. IIpnunHbBI aKTYaJIbHOCTH CETEBBIX yAAJICHHBIX aTaK

59. CymHoCTh aKTUBHOT'O CKaHUPOBAHHUSA aTaKyeMOIr'0 CETEBOT0 pecypca
60. CyurHocTh MaCCUBHOTO CKAHUPOBAHUS aTaKyeMOIr'0 CETEBOT0 pecypca

HpaKTI/IKO-OpI/IeHTI/IPOBaHHBIe 3alaHUd K 3a9€Ty

3ananue 1 3agansl: - korautuBHasA kapta G(V, W), roe V - MHOXecTBO BepiinH ((pakTopoB cuTyamun), W -
MaTpuIla CMEKHOCTH; - MHOXKECTBO {Z1, ..., Zn} mkan Bcex (aKkTOPOB CHTYallUd; - HAYaIbHOE COCTOSHUE
curyaruu X(0)=(x1(0), ..., xn(0)); - HauaabHBIA BekTOp IpHpaleHui GakTopoB cutyauuu P(0)=(p1(0),...,
pn(0)). Heobxoaumo Haiitu coctostaust cutyaruu X(1), ... , X(n) u Bekropsl npupamienuii P(1), ... , P(n) B
MOCJIeZI0BAaTEIbHbIE IUCKPETHbIE MOMEHTHI BpeMenu {1, ... , n}, rae n=|| V || miasg toro, 4ro0bl BIUSHUE
MCXOJIHOTO BO3MYIIEHHS MOTJIO IOCTUYb BCEX BEPILUH.

3ananue 2 Mcnonw3ys mporpaMMmHOe oOecrieueHue JUIsi CKaHMpPOBAHHS CeTel, ONpPEeNeNUTh YSI3BUMOCTU
XOCTa.

3aganue 3 Co3aarh 3aNIUIIEHHOE COSAMHEHUS C TPUMEHEHUEM JOCTYITHOTO ITPOTrPAaMMHOTO 00€CTIeUeHHS.
3ananue 4 - PazpaboTtaTh MOJ1e/Ib MOTEHIIMATIBHBIX YTPO3.

3ananue 5 Vcnonb3ysl OAHY M3 CTaHJAPTHBIX METOAMK MPOBECTU OLEHKY PUCKOB M C(HOPMUPOBATH HA €€
OCHOBE CIIMCOK aKTyaJbHbIX YIPO3.

3amganue 6 Pa3zpaboTtaTs 0JIHY U3 MOTUTHK OE30MACHOCTH JIJIsI JAHHOTO OOBEKTA.

3aueTHOE 33JlaHME BKJIIOYAET 2 TEOpeTHUecKHX Bompoca (pasaen «Bompocsl kK 3adeTy») U 1 mpakTuko-
OpPHEHTUPOBAHHOE 3a7aHue (popMHUpyeTCs U3 NepeuHs 3aJaHuii, MpeacTaBIeHHbIX B pa3aene «lIpakruko-
OpPUEHTHPOBAHHbBIE 3aJJaHUS K 3aUETY»).

Kpurepun onenuBanus:
MakcumanbHOEe KOJIHMYECTBO OaylioB 3a 3adeTHoe 3amgaHue — 100 (30 GayutoB MakCHMAalbHO 3a KaKJIbId
TeopeTrudecKkuii Bonpoc, 40 6a/t0B MaKCUMaIBHO 32 MPAKTUKO-OPUEHTUPOBAHHOE 3aJJaHUE).

Kpumepuu oyenusanus 00H020 meopemuiecko2o 60npoca:

1 25-30 OGamnoB BBICTABISETCS CTYNEHTY, €CIM UW3JOXKEHHBIH MaTepuanl (PaKTHUYEeCKH BepeH,
MPOJIEMOHCTPUPOBAHBI TIIyOOKHE WCUEPIBIBAIONINE 3HAHWA B OO0BEME TPOWICHHON TPOTrpaMMbI B
COOTBETCTBHUH C TIOCTaBJIEHHBIMHU MPOTPaMMOi Kypca LEISIMH U 331a4aMH 00yueHHs, U3JI0KEeHUE MaTeprasa
IPU OTBETE - TPAMOTHOE M JIOTHYECKU CTPOHHOE;

2 20-24 6annoB BBICTABISETCS CTYICHTY, €CIU IMPOAEMOHCTPHPOBAHBI TBEPAbIE M JOCTATOYHO MOJHbIC
3HaHMA B 00BbEME MPOHIEHHON MPOTpaMMBbl AUCIUIUIMHBI B COOTBETCTBUH C LENMAMH OOydYeHHS; MaTepual
U3JI0KEH JOCTATOYHO MOJTHO C OTAEIBHBIMH JOTHUYECKUMH U CTUIIMCTUYECKUMU TOTPEIIHOCTSMU;



3 15-19 OannoB BBICTABISAETCS CTYACHTY, €CIIM MPOJAEMOHCTPUPOBAHBI TBEpHblE 3HAHUSA B 00OBEME
MPONJICHHOTO Kypca B COOTBETCTBHE C LIENSIMU OOyUYEHUS, OTBET COAEPIKUT OTIENbHbIE OIMIMOKH, YBEPEHHO
UCTIPABJICHHBIE TIOCIIE JOMOIHUTEIBHBIX BOIIPOCOB;

4 0-14 Ganna BBICTaBJISETCS CTYACHTY, €CIIM OTBETHI HE CBSI3aHBI C BOIIPOCAMHU, JAOIMYIICHBI TPyObIe OMMOKI
B OTBETE, MPOJEMOHCTPUPOBAHBI HEMOHWMAHHE CYIIHOCTH H3JIaraéMoro BOINPOCA, HEYBEPEHHOCTb U
HETOYHOCTb OTBETOB Ha JIOMOJHUTENIbHbBIE U HABOASIINE BOIPOCHI.

Kpumepuu OYCHUBAHUA NPAKMUKO-OPUEHMUPOBAHHO20 300aHUA:

1. 35-40 GamnoB BBICTABISETCSA, €CIM 3aJaHHE PEIICHO TIOJHOCTBIO, B TPEACTABICHHOM pEIICHUH
00OCHOBAHHO TOJTyYEHbBI TIPABUIIBHBIC OTBETHI.

2. 25-34 Oamia BBICTABISETCS, €CIM 3aJlaHWE PENICHO TOJHOCTBIO, HO TIPU OTBETE JIOMYIICHBI
HE3HAYUTEIIbHBIC OLTHOKH.

3. 11-24 6amna BBICTAaBIISCTCS, €CIIU 33JaHUE PEIICHO YaCTUYHO.

4. 0-10 0ay1oB BBICTABIISICTCS, €CITU PEIIEHUE HEBEPHO MIIH OTCYTCTBYET.

WrtoroBsiii pe3yibrar GOpMUpPYETCS U3 CyMMbI HAOpaHHBIX 0a/UIOB 3a BBIIIOJIHEHHE 3a4E€THOTO 3alaHus U
COOTBETCTBYET IIKAJIC:

1.50-100 6amnoB (3a4TeHO);

2. 0-49 6amoB (He 3a4TCHO).

JlaGopaTopHble 3a1aHusA

Paznen 2 «llpakTuka pa3padoTKy 3alIMIEHHOT0 MPOrPAMMHOI0 KO1a».

JlaGopaTopHoe 3ananue 1 dopmanbHble MOJEIN MPEICTABICHUS 3aUIEHHBIX HH(MOPMALIMOHHBIX CUCTEM.
Assembler

JlaGopaTtopHoe 3amanue 2 HHcTpyMeHTaJbHBIE CpelICTBa IpOEKTHpoBaHMA. ['paduyeckue cpexacrsa
IIPEACTABICHUS IPOEKTHBIX pewenuid. Merononorus IDEF

Jlaboparopnoe 3amanue 3 UMHcTpyMeHTanbHblE cpeAcTBa IpoekThpoBaHus. ['paduueckue cpenctsa
IIPEACTABIICHUS IPOEKTHBIX peweHnid. Merononorus DFD.

Jlaboparopnoe 3amanue 4 WHcTpyMeHTalbHbIE CpeACTBa MNpoeKkTHpoBaHUs. ['paduueckue cpencTsa
IIpe/icTaBIeHNsI TPOEKTHBIX pemennii. Meroponorus eEPC u UML.

Jlaboparopnoe 3amanue 5 WHcTpyMeHTanbHblE cpeAcTBa MpoekThpoBaHus. [paduueckue cpenctsa
npejacTaBieHns TPoeKTHBIX pemeHuid. Texnonoruu CAD/CAE/CAM.

Jlaboparoproe 3ananne 6 AHanIU3 PUCKOB MIPH pa3padOTKE 3aMUIIEHHBIX HHPOPMAIIMOHHBIX CUCTEM.
JlaGopatopnoe 3ananue 7 OcHoBsl UML — nuarpamma BapaHTOB UCTIOJIb30BAHUS.

Jlaboparoproe 3amanue 8 Hcmonp3oBanuwe nuarpammbl kimaccoB UML st omucaHus 3amuiiéHHON
MH(POPMAIIMOHHOM CUCTEMBI.

Jlaboparoproe 3amanme 9 Ucmonp3oBanue auarpamMmbl TocienoBareabHocTH UML  nmnst ommcanust
3aMIIEHHON HH(OPMAIIMOHHON CUCTEMBI.

Kpurtepun ouenuBanus:

MaxkcumaJjibHOE KOJIHYeCTBO 0aJL10B: 72 0ajuia.

Kaxxnoe 3ajjanue olieHuBaeTcsi MaKCUMYM B 8 0ajlioB.

8 0. — 3a1aHKe BBINOJIHEHO BEPHO;

7-6 0. — IpH BBHINIOJTHEHUH 33/1aHUS OBLIN TOMYLIEHbl HETOYHOCTH, HE BIUSIOLINE HA PE3yJIbTaT;

5-4 6. — mpu BHITIOJTHEHHUH 3a/1aHUsl OBUIH TOMYIIICHBI OLTHOKY;

3-1 6. — pu BBHITIOJTHEHUH 33 JJaHHsI OBUTH JOMYIICHBI CYIIIECTBEHHBIE OITNOKH.

0 6. — 3aaHKe HE BBHITIOJIHEHO.

Bomnpocsl 1i1s onpoca

1. OcHOBHOE OTIMYHE BUPYCA OT JIFOOOTO APYroro NporpaMMHOTO Ko/

2. OCHOBHBIE CBOMCTBA BUPYCa, OMPEACIISIONINE €0 )KUBYUYECTh

3. XapaKTepuCTHKH KOMIIBIOTEPHOT'O BUPYCa, COOTBETCTBYIOIIUE XapaKTEPUCTHKAM OHMOJIOTMYECKOTO
4. Cpena pyHKIIMOHUPOBAHMS KOMITBIOTEPHOTO BHpYyCa

5. Meronbl BHeAPEHHSI BUpPYCa B 00BEKThl HHPOPMALIMOHHOMN CUCTEMBI



6. Kimaccudukaryst BUpycoB 110 00bEKTaM 3apakeHUs

7. OnpeneneHue CBOMCTBA PE3UAETHOCTH BUpPyCa

8. Ilonarue MBR u ee posb B pacipocTpaHEHUN BUPYCOB
9. MeTopl MACKUPOBKH KOMIIBIOTEPHBIX BUPYCOB

10.
1.
12.
13.
14.

15

21

41

CBOHCTBO MOTUMOPPHOCTH KOMITBIOTEPHBIX BUPYCOB
HenocraTku nonumopdHBIX BUPYCOB

JlocTonHCTBA MOIMMOP(HBIX BUPYCOB

Omnpenenenue Stealth-BUpycoB U UX OCHOBHBIE CBOMCTBA
Henocratku Stealth- Bupycos

. Hoctrounctna Stealth-Bupycos
16.
17.
18.
19.
20.
. [Ipusnaku 3apakeHus HHGHOPMALMOHHON CUCTEMBbI
22.
23.
24,
25.
26.
217.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
. CymnocTts araku tuna Hijacking
42.
43,
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.

[Tonstre nepexpara ¢pyHkui OC, kak anroputMa paboThl BUPYCOB
Knaccudukanus TposHCKUX IporpamMm

Cpena pacpocTpaHeHHUs] KOMIIBIOTEPHBIX YepBel

OcoOenHocTy (PyHKIIMOHUPOBAHHUSI SKCILIOUTOB.

Metobl 0OHapyKEeHUsI BUPYCHON MHBAa3UU

[Tpu3Haku 3apaskeHus! UCTIOTHIEMbIX (ailioB

[Ipu3Haku 3apakeHUs HEUCIIOIHSEMBIX (ailioB

JIOCTOMHCTBA CUTHATYPHBIX METO/I0B OOHAPYKEHUS BUPYCOB

HenocraTku curHatypHbIX METOJI0OB OOHApYKEHUS BUPYCOB

JIOCTOMHCTBA HE CUTHATYPHBIX METOJJ0B OOHAPY KEHUSI BUPYCOB

HepocraTku He cUrHATYpHBIX METOAOB OOHAPY>KEHUSI BUPYCOB

Tun BEpPYyCOB, UMEIONINI MaKCUMAIIbHYI0 HHPHUITUPYIOIIYIO CIIOCOOHOCTh

OrnpezenieHne CTaTUYECKOr0 METOa aHAJIM3a UCIIOJIHSIEMOr0 KO1a

Onpenenenne JUHAMUYECKOTO METO/a aHAJIN3a UCIIOJIHSAEMOTr0 KoJa

[TapameTpsl BO3ICHCTBHUS CETEBOM aTaKh HAa BHEIHUN MTepUMETp HHPOPMAIITMOHHON CHCTEMBI
[TapameTpsl BO3ACHCTBUS CETEBOM aTaKy Ha BHYTPEHHUI epuMeTp HHPOPMALIMOHHOMN CUCTEMBbI
Dransl IPOBEJIEHUS CETEBON aTaKu

Omnpenenenne caMoro CiI0KHOTO 110 peaanu3aluy 3Tana CETEBON aTaku

[lenu ceTeBoM yaaneHHON aTaku

MeTtopl aHaIM3a aTaKyeMoro ys3ia

Krnaccudukanus ynajgeHHbIX aTak [0 YPOBHIO BO3/IEHCTBHUS HA aTaKyeMble 0ObEKTHI
CymHocTs ataku Tuna Sniffing

CymHocTb ataku Tuna Spoofing

OcHoBHBIE TIPOOJIEMBI ITPH peaau3aly aTaku Tuna Spoofing

OcHoBHbIE PoOIeMBI ITpH ITpoBeAeHNH ataku Tumna Hijacking
Knaccudukanus atak tTuna Mabexkuus

OcHOBHbBIE IPUYHUHBI BO3MOXKHOCTH MPOBEJICHUS aTak Tuna MHbeKIus
ANTOpUTM TIOBEICHHS aTaky TUTa IHbEKINS Ha CKPHUIIT-KOIBI
Anroput™m nposesieHus ataku Thna SQL-unbexus

Knaccudukamus XSS arak

OTiinumns MeXy XpaHUMOH U BpeMeHHOM XSS atakamu

[Tonstust u cymuocts Flood-aTaku

Pasznmnuus mexay DoS u DDoS atakamu

Mertonb! npoBenennst DNS-atak

Cymnocts ataku [CMP-dayn (Smurf)

Cymnocts ataku UDP-¢dayn (Fraggle)

OcoOeHHOCTH TPOBEICHHSI aTaKH I10 MepernoHeHuo Oydepa
Cymaocts ataku SYN-dury g

Meronb! npoBeneHus ataku BruteForce

YcnoBus ycnemrHoro npoBeaeHus atak tuma DoS/DDoS/Flood
[TpUyKMHbI aKTyaJIbHOCTH CETEBBIX YAAJCHHBIX aTak

CyIHOCTh aKTUBHOT'O CKAHUPOBAHMSI aTaKyeMOTI'0 CETEBOI0 pecypca
CyIHOCTb MaCCHBHOIO CKAHUPOBAHHUS aTaKyeMOI'0 CETEBOT0 pecypca



Kpurepun oueHuBanus:

MaxkcruManbHOE KOIHYecTBO OaiioB: 28 6asioB.

Bo Bpems onpoca o0yuaeMoMy 3aat0Tcst 7 BOIIPOCOB.

3a oIMH OTBET 00yYaeMbIi MOTy4aeT:

4 0. — 3a IPaBUILHBIN OTBET;

3 6. — ipu oTBeTE OBLTH IOMYIIEHBI HETOYHOCTH, HE BIIMSAIONINE HA PE3yJIbTaT;
2 6. — npu OTBeTE OBUIN JOMYIICHBI OIINOKH;

1 6. — mpu OTBETE OBLIN JOMYIICHBI CYIIIECTBEHHBIC OITHOKH.

0 6. — HE OTBETHWJI HA BOIIPOC.

3 Meroanueckue MaTepuaJibl, ONpele/saonue Npouelypbl OHeHUBAHUS 3HAHNH, YMEHH i, HABBIKOB U
(1JIM) ONBITA JeATEJbHOCTH, XaPAKTEPU3YIOLIUX ITANbI (GOPMHUPOBAHUSA KOMIIETEHIUI

[Ipouenypsl OlleHMBaHMSI BKIIIOYAIOT B c€0s1 TEKYIIUH KOHTPOJIb U IPOMEXKYTOUYHYIO aTTECTAIIHIO.

Tekymuii KOHTPOJIb  YCIIEBAEMOCTH TMPOBOJUTCS C  KCHOJB30BAaHMEM  OICHOYHBIX  CPEJCTB,
MPEJICTABJICHHBIX B M. 2 TJAHHOTO MPUJIOXKEHUs. Pe3ynbTaThl TEKYIIEro KOHTPOJIS TOBOAATCA 10 CBEACHUS
CTYJICHTOB JI0 IPOMEXYTOYHOM aTTECTALIUH.

IIpomexyTouHas aTTecTalMs MPOBOIUTCS B hopMe 3a4eTa.

3adeT MPOBOAMUTCSA MO OKOHYAHHIO TEOPETUYECKOTO OOYydYeHUs J0 Havala IK3aMCHAI[MOHHOW CECCHH B
COOTBETCTBHUHM C pacnucanueM. KoiauuecTBo BOIPOCOB B 33/1aHUU — 3: JIBa TEOPETUUECKUX BOIPOCA U OJTHO
MPAKTUKO-OPHEHTUPOBaHHOEe 3anmaHue. OOBSBICHHE pPe3yJbTaTOB IPOU3BOJUTCS B J€Hb 3ayeTa.
Pe3ynbTarhl aTTecTaliuu 3aHOCITCS B BEIOMOCTh U 3aU€THYIO KHUKKY cTyAeHTa. CTyIeHThI, HE TPOIIE/IIIIe
MIPOMEXKYTOYHYIO aTTECTAMIO MO TpaduKy, JODKHBI JIMKBUAUPOBATH 3aJ0JDKCHHOCTh B YCTaHOBIECHHOM
MOpsIKE.



Ipuioxkenne 2

METOAUYECKHUE YKA3AHUSA 11O OCBOEHHUIO JUCHUIIJINHBI

VY4eOHBIM MJIaHOM MPETyCMOTPEHBI CIIEAYIOIINE BUbI 3aHATHHI:

- JIEKIINH;

- 1abopaTopHbIE 3aHATHS.

B Xozme NEKUMOHHBIX 3aHATUH PAcCMATPUBAIOTCS OCHOBHBIE TEOPETUYECKUE BOIPOCHI, JAIOTCA
PEKOMEHIaLMU AJI CAMOCTOSTENIbHOM pabOoThl U MOJATOTOBKE K Ja0OPATOPHBIM 3aHATHSIM.

[Tpu moaroTOBKE K J1aOOPATOPHBIM 3aHATHIM KaXKIbIi CTYICHT JOJKEH:

— U3y4YUTh PEKOMEHIOBAaHHYIO yUeOHYIO TUTEPaTypy;

— U3YYUTh KOHCIIEKTHI JICKIIUA;

— IIOJITOTOBUTH OTBETHI HA BCE BOIIPOCHI IO U3y4aeMOU TEME.

B mpornecce moAroToBKH K 1a00paTOPHBIM 3aHATHAM CTYJCHTBI MOTYT BOCIIOJIB30BaThCSI KOHCYJIBTALUSMHU
MIPEnoiaBaTeis.

Bomnpocsl, He paccMOTpeHHbBIE Ha JIAOOPATOPHBIX 3aHATHUSX, JOJDKHBI OBITH M3Y4YCHBI CTYJIECHTAMH B XOE
camMoCTOsTeNbHOM paboThl. KoHTposib caMocTOsATENbHON paboThl CTYIEHTOB Haja y4eOHOH mporpammoi
Kypca OCYLIECTBIISIETCS B XOJ€ 3aHATHUN METOJOM ollpoca. B Xxoje camMocTOsTeNbHOM padOThl KaXkKIbli
CTYIEHT 00s3aH MPOYUTATh OCHOBHYIO U 10 BO3MOXKHOCTH JIONOJHUTENIbHYIO JIUTEPATypy IO
n3y4aeMol  TeMe,  JOINOJIHUTh  KOHCIEKTbl  HEJOCTAlOIIMM  MaTepuajoM,  BBIIMCKAMU U3
PEKOMEHIOBaHHBIX NEPBOMCTOYHUKOB. BBIIEINTh HENOHATHBIE TEPMUHBI, HAWTH HUX 3HAYEHUE B
SHIUKJIONEINYECKHUX CIOBAPSIX.

CTyleHT NOJKEH TOTOBUTHCS K MPEACTOSIIEMY JIaDOpaTOPHOMY 3aHSTHIO IO BCEM, OOO3HAUYECHHBIM B
paboueii mporpaMmme TUCIUILTHHBI BOIPOCAM.

JInsi TOATOTOBKM K 3aHSATHUSAM, TEKYIIEMY KOHTPOJIIO M MPOMEXYTOYHOW aTTECTALMM CTYACHTBl MOTYT
BOCIIOJIb30BaThCsl 3JIEKTPOHHO-OMOIMOTEUHBIMU cUCTeMaMHU. Takke o0ydaroluecss MOTYT B3SITb Ha JIOM
HEOOXOIUMYI0 JHUTepaTypy Ha abOOHEMEHTE YHUBEPCUTETCKOM OMOIMOTEKH WIJIM BOCIOJIb30BATHCS
YUTAIbHBIMU 3aJIaMHU.
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