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1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 |IIpunobpererne 3HaHMIT B oOJacTH WHGOPMAMOHHONW 0€30macHOCTH W KHOepOe30macHOCTH 10  OpTaHU3al[MOHHO-
MIPaBOBOM M MPOTPaMMHO-TEXHHYECKON 3alllUTe KOMMEpPUECKOH, ciyx)eOHOH, MpoecCHOHATPHON TalHbI, MEePCOHATBHBIX
JaHHBIX; (POPMHUPOBAHNE YMEHUH M MPAKTUUECKUX HABBIKOB II0 NMPOTPAMMHOMY M TEXHHYECKOMY OOECIICUCHHIO JIMYHOH M
KOPHOPaTHBHOM KNOEpOE30IIacCHOCTH TIPH PEIISHIH 3a1a4 IPO(hEeCCHOHATFHOMN IS TeTHHOCTH.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUA TUCHHUIIJIMHBI

OIIK-7. CnocofeH MOHMMATh NPUHIMNBI PadoTbl COBPeMEHHBLIX HMH(OPMAIMOHHBIX TEXHOJIOTMil M MCIOJbL30BATh UX 1JIs
peleHus 3aaa4 nNpogecCHOHAIbHOM eI TeJIbHOCTH.

IIK-2. CnocobfeH HMCnoJib30BaTh B NMPOGecCHOHAIBHONH 1esiTeIbHOCTH KOMMYHHKALIMOHHBIE TEXHOJOTMHU, TOCYAapCTBEHHbIE
H MYHUMIUNAJIbHBbIC l/ll-lq)OpMaIIl/IOHHbIe CUCTEMBbI; OCYIIeCTBJIATDH BHYTPUOPTraHU3AIIHOHHbIC U MECKBECJIOMCTBCHHBIC
KOMMYHHKAIIMU HEOOXOIHMBIE /ISl pellieHHsi MPo(h)eCCHOHATBHBIX 32124

B pe3yjabTaTe 0CBOCHUS NTUCHUIIIMHbI oﬁyqamumﬁm JOJIZKEH:

3HaTh:

- TOAXOABl K CaMOCTOATENIPHOMY IOMCKY HWH(OPMAIMH C HCIIOIB30BAaHHEM pPA3IMYHBIX HH(MOPMAMOHHBIX PECYpCcOB B 00JyacTH
o0ecrieyeHus IMYHOM U KOPIOpaTuBHON KnbepbdezonacHocTu (cooTHeceHo ¢ unaukaropom OIIK - 7.1);

- CrmocoOBl pelIeHHs CTaHNApPTHBIX 3a1ad Npo(eCCHOHANBHON NEesATeNFHOCTH B o0nacTH WH(OpPMAIMOHHON Oe30macHOCTH Ha
OCHOBE OpraHM3AIlMM TIporiecca cOopa, aHaTM3a M CHCTEMAaTW3allid HWHQOpMAmuH 10 (GOPMHPOBAHUIO CHCTEMBI 3allUTHI
nHpOpPMAIHY C IPUMEHEHHEM HH()OPMAITMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHH (cooTHECeHO ¢ nHauKaropom I1K - 2.1);

YMmeTh:

- TOXOWpaTh PpENICBAHTHBIC TEXHOJOTHM OOCCTICUeHHs JIWYHOW U KOPIIOPATHBHON KHOepOe30macHOCTM JUI pEeHICHHS 3a1ad
npodeccuoHanbHON e TenbHOCTH (cooTHeceHo ¢ nHaukaropom OIIK - 7.2);

- WCIONb30BaTh COBPEMEHHBIE WH(OPMAIMOHHO-KOMMYHUKAIIMOHHBIE  TEXHOJOTMH I  PEIICHWS CTaHNapTHBIX  3a1ad
npoeCCHOHATFHON JEATENIFHOCTH HAa OCHOBE aHau3a TpeOOBaHWNI HOPMATHBHO-TIPABOBHIX aKTOB B OOJACTH OOeCHeUeHUs JIMIHOM
Y KOpPIOpaTuBHON KnbepodezomacHocTH (cooTHeceHo ¢ nuaukaropom 1K - 2.2);

Binagernb:

- HaBBIKAMH MPUMEHEHMS METOJUK MPOBEACHHS aHATN3a HAYYHO-TEXHMYECKOH JHUTEparypsl, HOPMATUBHBIX M METOIMYECKUX
MarepuaioB, COCTaBJICHUS O030pOB IO BoIpocaM obecredeHus: MHGOpPMAUMOHHOW O0€30MacHOCTH C IIeNbI0 MOBBIIICHHUS YPOBHS
CaMOOpraHM3allMM 1 KOMIIETCHIMH B 001acTH OOECIeYeHHs] JUYHOM ¥ KOPIOPaTUBHOM KHOepOEe30macHOCTH (COOTHECEHO C
naaukaropom OIIK - 7.3);

- HaBBIKAMH OPTaHU3allMM TEXHOJOTMYECKOTO MpOoIecca 3allUThl MH(GOPMALUH B COOTBETCTBHM C IIPAaBOBBIMH HOPMATHBHBIMH
aKTaMH M HOPMaTHUBHBIMU METOJMYECKHMHU JIOKyMEHTaMH KOHTPOJIMPYIOIIMX OpraHoB (cooTHeceHo ¢ nuaukaropoM 1K - 2.3);

3. CTPYKTYPA U COAEPKAHHUE JUCIUIIJINHBI

Pa3znen 1. OcHoBbI HHGOPMALHOHHOI 0e30acHOCTH U KHOEepPOe30MacCHOCTH

Bua 3ansaTus / Cemectp /| KosmmuectBo

pa6otsi / popma ITA Kype 4acoB Komnerernmun

Ne HanmeHnoBaHHe TeMbl, KPaTKoe codepKaHue

Tema "BBeneHue B UH(OPMAIIMOHHYIO 6e30macHOCTh u
kurbepOe3omnacHOCTh"

INousituiiHblid anmapar B 00JacTH MH(OPMALMOHHON 6€30macHOCTH U
kubepOesomacHocTn.  Mogenn  MHGOpPManMOHHOH  Ge30macHOCTH.
LlenocTHOCTh, AOCTYMHOCTh M KOHGHUICHIUATBHOCTH. [IpHHIMOBI M
HanpaBJIeHus 3amuThl MHGopMauuu. IIpaBoBble OCHOBBI OOECHEUEHHUS
1.1 | undopmarnronHOW O€30MacHOCTH. JleKkoHHbIE 3aHATHS 4 2
CIpykTypa U COAEpIKaHHE 3aKOHOJ[ATENIBCTBA B obmactu
uHpopMarmoHHoi  Ge3omacHoctd. Knaccudukanuss uHbopmarmu 1o
pexxumam octyna. MHpopmanus, T0oCTyn K KOTOpOW HE MOXKET OBITh
orpannucH.llepeueHp  cBeleHW  KOH(PUACHIMAILHOTO  XapakTepa.
CTpyKTypa CHCTEMbl OpraHM3alMOHHOW 3amuThl HHpopManuu B Pd.
KoHTponupyromue 1 peryimpyonme Opramsi.

OIIK-7
IK-2

Tema "BBeneHue B HH(OPMAIOHHYIO 0e30macHOCTh u
kubepbe3omnacHOCTH"

Iupamuna Gesonacuoctu.llenraron MopenupoBanus yrpo3. Mogpens
Samute-O0Hapy xeHus-PearnpoBanusi. Monenb TpeyronbHuka
prOS,HpI/IHLIj/IH HAHMEHBIEH  PHBAICTHH. IpuHDUI — pasaeseHus CamocTosTenbHas OIK-7
1.2 |oGs3annocreit. [lpunuun skoHomMuueckoil 3¢dextuBHOoCcTH. [IpHHIUN 6 4 16 TK-2
ycunieHust cnaboro 3BeHa. [IpuHIMI SIIETOHMPOBAHHOCTH OOOPOHBI. pabora

IIpaBoBbIe OCHOBEI 0OecIieueHNs: HH(POPMALMOHHOM 0€30IMacHOCTH
HopmaruHo-npaBoBast  0a3a  (YHKLUHMOHUPOBAHHMS CHCTEM  3alllUThI
uHdopmaruu.  [lpaBoBas  3ammuTa  MPOrpaMMHOTO  OOeCIieYeHHs
ABTOPCKMM IpaBOM. KOMIBIOTEpHBIE NPECTYIUIEHHS U OCOOEHHOCTH HX




paccliieIoBaHusl.

Opranuzarms paboTsI co CBE/ICHHUSMH, OTHECCHHBIMH K
rocyaapCTBeHHOM TaiiHe. JIMIeH3UpOBaHHE MAESTENIBHOCTH B 00JIACTH
3aIUATH nHpopMarmu. Cepruduxanus CpencTB AT
uapopmarun."Knaccubuxarys yrpo3 “HPOPMAIHOHHOM
Oe3onacHoctu"

TpeboBanusl K CTPYKType M comepkaHHI0 Mojeneil yrpo3. HopmarnsHbie
u Meroxudeckre TokyMeHTsl @CTOK B obiacTi MOREIHPOBAHUS YTPO3.
TexHuueckne  KaHansl — yTedkd MHGOpMAMU.  YTPO3Bl  YTECUKH
UHGOPMALMU O KaHAIaM IMOOOYHBIX SJIEKTPOMArHUTHBIX H3JTy4eHUH U
HAaBOJOK, YTPO3bl YTEUKH aKyCTHYECKOH (pedeBoil) HH(pOpMAIHH.
Yrpo3sl yTeuku BuI0BOH HH(OpMAIHH.

1.3

Tema "Metomet u  cpeactBa  obOecrmedeHus — MHGOPMALMOHHOMN
6e3omacHocTH"

CpezcTBa LEHTPATH30BAHHOTO YIPABICHUS M KOHTPOJS 32 COCTOSIHUEM
HHPOPMAITHOHHON 6€30IacCHOCTH. Cpencraa BBISIBIICHUSI "
MPEIOTBPALICHNS. HHCAWACPCKUX yrpo3 M PHCKOB YTEUKH HH(OpPMALUH
OrPaHUYEHHOr0  JOCTyna. VICKYCCTBEHHBIH HWHTEIUICKT B  3a1adax
obecnieueHnst HHPOPMAIMOHHOH 6€30MTaCHOCTH.

Kub6epbesonacHocts B uH(pOpMAIMOHHON HHPPACTPYKType
OpraHH3aLIH

Opranu3zaiysi MpOLECCOB CHCTEMAaTHYECKOr0 MOHHTOPHHIA COCTOSTHHS
KknbepOe30nacHoCTH B opraHmsanui. [logxoabl K (HOPMHUPOBaHUS
peneBaHTHOr0 Habopa Mep 3auMThLMeponpHsITHs MO0 peaTH3aludd Mep
3alUThl. MEeTOI0JIOTHSI ¥ CIIOCO0bI pacciie/JOBaHHEe KHOCPHHIIUICHTOB.

CamMocTosTenbHas
pabota

14

OIIK-7
[K-2

IIpakTryeckoe 3ananue 1

3amura uHbOpMANMU B IakeTax o¢ucHBIX nporpamM LibreOffice.
VpaBieHre JOCTYIOM. 3allUTa OTAEIBHBIX OOBEKTOB COAEPKUMOIO OT
Mo upukaunu 1 ynanenus. ludposanue. DnekTpoHHas MOAINCS.

[IpaxTunueckue
3aHSATHA

OIIK-7
IIK-2

Pa3znes 2. 3amuTa o1 yrpo3 1 KOHQUIEHIHATBHOCTh

HaumeHoBanue TE€MbI, KPaTKO€ COACPKaHUE

Bup 3ausrus /
pa6otsl / popma ITA

Cemecrp /
Kypc

KoauuecTBo
4acoB

KomnereHunu

2.1

Tewma "3amunTa nepcoHANBHBIX AaHHBIX B IU(POBOIi cpeze”

Hcroynuku yrpo3 ¥ KaHaubl yTeukd uH(popmauuu. Llndposbie cuenpl.
C6op uHOpOpMauK ©3 OOLIEJOCTYIHBIX HCTOYHUKOB. [IpHMBarHOCTE U
AQHOHUMHOCTh.DefiepalbHOE W MEXKAYHApOIHOE  3aKOHOAATENIBCTBO.
TocynapcTBeHHOE — peryiupoBaHHE M KOHTPOJb B cdepe  3auuThl
MepcOHATbHBIX  MaHHbIX. OcHOBHBIE omnpeneneHus. Onepauuu ¢
NEPCOHAIbHBIMU  TaHHBIMU. 0663J'll/l‘{l/lBaHl/le NEPCOHATBbHBIX JTaHHBIX.
Kareropun mnepcoHaTbHBIX JaHHBIX. [IpHHIMIBI U yCIOBUS 00pabOTKH
MePCOHATBHBIX JaHHBIX. [IpaBa cyObeKkTa MEpCOHATBHBIX JAaHHBIX.
OOs13aHHOCTH OIeparopa IMEepCOHATBHBIX AaHHbIX. OTBETCTBEHHOCTH 3a
HapyiieHust Uil (U3MYecKuX JHI U Ui opraHusauuii. ITocieacTBus
peanmu3auuu yrpo3. [Topsigok pearnpoBaHus Ha HapyLICHHUSI.

3ammra OT aTaKk MeTOIaMU COIUATBHON WHKEHEPUH.

Krnaccupukaumst arak M MX XapakTepPUCTHKH. BbIBICHHE INPU3HAKOB
HEMpaBOMEPHOr0 BO3ZAEHCTBHSA Ha Moib30Bareneil HH(OPMAIMOHHBIX
cucteM. KpUMHHATBHO-TICHXOJOTHYECKHE IPUEMbI 3JI0YMBIIUICHHUKOB.
dopMupoBaHHE YCTOWYMBOCTH K SMOLMOHAIBHO-BOJIEBBIM METOIAM U
MaHHITYJIHPOBAHHUIO CO3HAHUEM.

JIeKIIMOHHBIE 3aHATHS

OIIK-7
IK-2

2.2

IIpakTrdeckoe 3amanue 2

ConuanbHast HE>KCHEPHS M pa3BeIKa [0 OOIIEIOCTYITHBIM HCTOUHHUKAM.
WuctpymenTsl moucka oOuenocTynHoi wuHpopMmarun. MccnemoBanue
001eJ0CTyTHBIX MCTOUHUKOB.COOp M aHanmu3 uHpopMmauuu. Beissinenue
(HIIMHIOBEIX PECYPCOB.

IIpaxTnaeckue
3aHATHUS

OIIK-7
[K-2

2.3

Tema "3amura nepcoOHaANBHBIX TAaHHBIX B IU(POBOH cpese"

PazpaboTka ¥ peamu3auusi NOJUTHUKH 3alIUTHl NEPCOHATBHBIX TaHHBIX B
opranm3aiusax.  OCOOEHHOCTHM — 3allUThl  NEPCOHAIBHBIX  JAHHBIX
HECOBEPIICHHOJICTHIX. 3allliTa IEPCOHATBHBIX JAHHBIX B WHTEPHETE
Belled M cMapT-ycTpoiicTBax. [lepcrieKTHBBI W BBI30OBBI B 00JIaCTH
3alIUTHl NIEPCOHATBHBIX JAaHHBIX3AIlUTa OT aTaK METOJAMH COLHATBbHOM
WH)KCHEPUH.

Cucremsl  oOHapyxxeHust  BropkeHmd  (IDS) s BBIABICHUS
MOJO3PUTENBHON  aKTHBHOCTH. CHOCOOBI  pa3BUTHS ~ KPUTHYECKOTO
MBILUICHUsS. JUIL  BBISBICHUS  MOJO3PUTEIbHBIX  JEHCTBUH.  OmbIT
pa3paboTKM ¥ peau3alydy  MPOrpaMMBl  3alIUTHl  OT COLMAIEHON
HIKeHepuu. MeXIyHapoJHOE COTPYAHHYECTBO B OOpbOe ¢ COLHMaTbHOI
HWHXCHEPHEH.

CaMocTosTeabHas
pabota

OIIK-7
IIK-2

24

Tema "OcHOBBI 3aIIUTHl KOMMEPYECKOH TaliHbI "

MeskyHapoaHOE 3aKOHOJAATEIbCTBO B 00JIaCTH 3alllUTHl KOMMEpPYECKOW
TaiHBl. DTHYECKHE U CONHAIBHBIE AaCHEKTHl 3allUTHl KOMMEpPYECKOH
TaifHbl. [lepcrnekTHBHBIE METOIBI 3aIIUTHl KOMMEPUYECKON TalfHEL.

CamocTosTenbHast
pabora

14

OIIK-7
[K-2

2.5

IToaroToBka k MPOMEXKYyTOUHOH aTTecTallul

3auer

OIIK-7
I1K-2




4. ®OHJ OIEHOYHBIX CPEACTB

CrtpykTypa u conepxaHue (OHAAa OLEHOYHBIX CPEACTB Ui MPOBEACHHS TEKYLIETO KOHTPOJS M MPOMEKYTOYHOM arTecTaluu
npexncrasiaeHsl B [Ipunoxenun 1 k pabouelt mporpaMMe TUCHUIUIMHEL.

5. YAEBHO-METOJUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJINHBI

5.1. YueOHble, HAYUHBIE U METOANYECKHE H3TAHUS

ABTOpBL, Bubmmorexa /
3armaBue W3parenscTBO, T
COCTaBUTENH Konugecto
1 Porosun, B. 1O, OcHOBBI HH(OPMAIIMOHHOW 0€30MaCHOCTH: Mocksa: IOHUTU- OBC «IPR SMART»
lanymkun, U. B., Y4eOHUK JIJIs CTYZICHTOB BY30B, O0YYArOIINXCS 110 JIAHA, 2017
Hosukos, B. K., HaMpaBJIEHUIO MOATOTOBKHU «IIPAaBOBOE
Bemnpes, C. b. obecrnieyeHe HaMOHATLHOW 0€30IacHOCTHY
2 Kosanes /1. B., HNudopmannonHas 6e30MacHOCTb: yueOHOe PocroB-Ha-/lony: Oxublii | OBC «YHuBepcuTeTCKas
bornanosa E. A. nocooue (enepanbHbIH 6ubIMoTEKA OHJIAITHY
yHuBepcuter, 2016
3 Karanosa, T. H., NudopmarrionHas 6e3011acHOCTh: 1ab0PaTOPHEIH IIepms: Ilepmckuit OBC «IPR SMART»
lNankuna, JI. C., MIPAKTUKYM rOCy1apCTBEHHBIN
X(}laHOB, P. A. TyMaHUTapHO-
NeAaroru4ecKuii
yHuBepcuret, 2018
4 [anbrun, B. ©. HNudopmannonHas 6€301macHOCT U 3aIIUTa CaparoB: 3BC «IPR SMART»
UHpOpManUu ITpodobpazosanue, 2019
5 CHuCTeMHBII aIMUHHUCTPATOP: KypHAT Mocksa: [Tonoxesen u OBbC «YHuBepcuTeTcKas
naptaepsl, 2019 OubIMOTEeKa OHIIAH
6 MopryHos A. B. HNudopmannonHas 6€30MacHOCTh: yueOHO- HoBocubupck: OBbC «YHuBepcuTeTCKas
METOIMYECKOE TTOCO0ue HoBocubupckuit OnOIMOTEKA OHIIANH»
TOCYyIapCTBEHHBIN
TEXHUYECKUN
yHuBepcuret, 2019
7 bamunsl, I1. H., Babam, | MHdopMarmoHHas 6e30MacHOCTb U 3alliTa Mocksa: EBpazuiickuit OBC «IPR SMART»
A. B., bapanoBa, E. K. | undopmarun: yuedbHOe mocodue OTKPBITHIA HHCTUTYT, 2012
8 Crrues, 10. H. OcHOBBI HHPOPMALMOHHO} 6e30macHoCTH: y4eOHO | MockBa: EBpasuiickuii OBC «IPR SMART»
-METOJUYECKHH KOMILIEKC OTKPBITbIA MHCTUTYT, 2012
9 Apremos, A. B. Nudopmarontas 6e30MacHOCTh: KYpPC JTeKIHiA Open: MexpernoHansHast 3BC «IPR SMART»
Axanemus 6e3011aCHOCTH
u BebkuBanusi (MABUB),
2014
10 CyBoposa, I. M. HNudopmannonHas 6e30macHOCTh: yuyeOHOe Caparos: By3osckoe 9BC «IPR SMART»
nocooue obpazoBanue, 2019
5.2. IlpodeccuonanbHble 0a3bl JAHHBIX U HH(OPMALMOHHBIE CIPABOYHbIE CHCTEMBbI
Koncynprant+

O¢unmansHpIi caiit deneparbHOM CTyKO0BI TI0 TEXHHYECKOMY U 3KcrmopTHOMY KoHTpoo (PCTOK Poccun)//fstec.ru
IIpodeccuonanpuas UT 6mor-rutardopma https://habr.com/
udposoii xypHai, HOCBIIIEHHBIH BoIlpocaM HH(pOpMaHoOHHOH O6e3omacHocTH https://xakep.ru/

5.3. IlepeyeHb MPOrpaMMHOr0 obecredeHu s

Onepauunonnas cucrema PEJ] OC
Libre Office

5.4. quﬁﬂo-MeTozmqecmle MaTepuaJibl 115 Oﬁy‘lalOIIIPIXCﬂ C OrpAaHUYC€HHBIMHA BO3MOKHOCTAMMU 310POBbSL

IIpu HEoOXOOUMOCTH IO 3aiBICHHIO OOYYAIOMETOCs C OrPaHHYCHHBIMH BO3MOXHOCTSIMU 37I0pPOBbS  y4eOHO-METONUUYECKHE
Marepualbl MpPeOCTaBISIOTCS B (OpMax, aganTHPOBAaHHBIX K OTPaHMYCHHAM 310pPOBbsS M BocHpusaTHs uHpopmarmu. s nmm c
HapyImICHUSIMA 3peHus: B (opMme aynuodaiina; B medaTHOH (opMme yBeTHMYCHHBIM IIpupToM. s JTUI ¢ HapymICHUSAMH CIyXa: B
(opMe DIIEKTPOHHOTO JOKYMEHTa, B IedarHod ¢Qopme. s JUI ¢ HapyMICHHSMH OIIOPHO-IBHTATEIFHOTO ammapara: B (opme
3JIEKTPOHHOIO JOKYMEHTa; B eUaTHOH opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUTIINHBI

ITomerienust isi BceX BHIOB pabOT, MPEIyCMOTPSHHBIX YYEOHBIM ILIAHOM, YKOMIUIEKTOBAHBI HEOOXOJWMOW CHEIHATHM3UPOBAHHOM
y4eOHOIT MeOeThIO M TEXHUIECKUMU CPENICTBAMH O0yUCHHS:

- CTOJIBL, CTYJIbSL,

- IEPCOHAITBHBIA KOMITBIOTEp / HOYTOYK (TIEPEHOCHOI);




- IPOEKTOP;
- 9KpaH / MHTEepaKTHBHAs JOCKA.

7. METOANMYECKHUE YKA3ZAHUA JJIAA OBYYAIOIIUXCA IO OCBOEHHIO IUCIIUITJINHBI

Metoauyeckue YKazaHus 10 OCBOCHUIO JUCHHUIIIMHBI IIPEACTAaBJICHBI B HpI/IJ'IO)KeHI/II/I 2K pa6oqel71 nporpamMmme qUCHUITIIUHBI.




Ipunoxenne 1

®OH/J ONEHOYHbLIX CPEJACTB

1 OnucaHuve mokasaTeJjiend U KpUTEpPpHUEB OLICHUBAHUA KOMHeTeHIII/Iﬁ
Ha pa3/IMYHBbIX 3TAallaX UX (l)Ole/IpOBaHI/Iﬂ, OIIMCAHUE IITKAJI Ol€EHUBAHUA

1.1 IToka3aTenu u K NTCPpUN OLCHNBAHUA KOMHGTeHHHﬁ:

3VYH, cocraBustomue IToxasarenu Kpurepun Cpencrpa
KOMIIETEHIINIO OLICHUBaHUSI OLICHUBaHUS OLICHHUBAaHUS

OIIK-7: CnocoGeH noHMMATh NPUHLIHIBI Pa00Thl COBPeMEHHbIX MHPOPMALMOHHBIX
TeXHOJIOTMH M MCHOJb30BaTh MX JJd pelleHus 3a4a4 NpodecCHOHAILHOMI
AeATETbHOCTH
3: - MOAXOIBI K OTBEYAeT Ha MOJTHOTA u | Bompocsr k
CaMOCTOSATEJIbHOMY IOMCKY | BOIIPOCHI OIIpoca U | cojepakarenbHOCTh | 3auery (1-90),
uHpOpPMALINH C Ha BOIIPOCHI Ha OTBETa Ha 3ayeTe, | BOMPOCHI K
UCIIOJIb30BaHUEM 3ayere orpoce, omnpocy (1-
pa3IMyYHbIX COOTBETCTBHUE 130),
MH(POPMALMOHHBIX OTBETOB MaTepHally, | IpakTHYeCKHue
pecypcoB B 00J1aCTH U3Y4YEHHOMY B | 3ananus (1-4)
o0ecnieueHus INYHONA U paMKax JIEKITUH,
KOPITOPaTHBHOM MPAKTUIECKIX
KrOepOe30MmacHOCTH pabor u

CaMOCTOSITEIILHON

paboThI
V: - monbupatp BBITTOJTHSIET COOTBETCTBHE Bomnpocsr k
pelieBaHTHbIE TEXHOJIOTUN | JAOOpaTOpHBIE pe3yIbTaToB 3agery (1-90),
oOecreyeHust JTUIHOMN U 3a/laHus 1abopaTopHOTO BOIPOCHI K
KOpPIIOpaTUBHOM 3aJJaHus omnpocy (1-
KrOepOe30macHOCTH JIJIst 3ariaHupoBaHHbIM, | 130),
peleHus 3aaa4 YETKO NPaKTUYECKHe
npodeccnoHanbHOM chopMynpoBaHHble | 3aganus (1-4)
JeSITeIbHOCTH BBIBOJIbI, YMECTHBIE,

MOJIHBIE W SICHBIC

OTBETHl Ha BOIPOCHI

Y KOMMEHTApHH
B: - HaBBIKAMH BBIIIOJIHSAET COOTBETCTBUE Bompocsr k
NPUMEHEHUS METOAUK nabopaTOpHbIE IPEJCTaBICHHbIX 3ayety (1-90),
MIPOBE/ICHUS aHAIH3a 3aJaHuS OTYETOB T10 BOTIPOCHI K
HaY4YHO-TEXHUUYECKON BOINpOCaM ompocy (1-
JUTEPATypbl, HOPMAaTUBHBIX obecrieueHus 130),
U METOJIMYECKUX MH(POPMALIMOHHOM | MpaKTUYECKHUe
MaTepHuasoB, COCTABICHUS 0e30macHOCTH 3ananus (1-4)
0030pOB 10 BOIIpOcam TpeOOBaHUAM
o0ecrieueHHs JEHCTBYIOMINX
MH(POPMALIMOHHOM HOPMAaTHUBHBIX U
0€301aCHOCTH C LIEJIbIO METOIMYECKUX




MTOBBIIICHNS YPOBHS

JIOKYMEHTOB B

CcaMOOpraHu3aluu U obmactu

KOMITIETCHIINH B 001aCTH nH(pOpMaAITMOHHOM

obecrieyeHus TUIHOMN U 0€e30MacHOCTH

KOpPIIOPaTUBHOU

KrOepOe301acHOCTH

ITK-2: CriocobeH ucnosib30BaTh B IPO(heCCHOHATBHOMN IEATeIbHOCTH KOMMYHHUKAITMOHHBIC
TEXHOJIOTUH, TOCYIAapCTBEHHBbIE U MYHHUIMIAJIbHbIE HH()OPMAIMOHHBIE CHCTEMBI;
OCYUIECTBIIATh ~ BHYTPUOPTaHU3ALIMOHHBIE MEXBEJIOMCTBEHHbIE ~ KOMMYHHUKAILIUU
HE00XO0IMMBIE ISl pelIeHus MPodecCHOHANBHBIX 33124

3: - crocoObl perieHus OTBEYaET Ha MOJIHOTA U Bonpocsr k
CTaHJAPTHBIX 33724 BOITPOCHI OTIPOCa U | COAEpKaTeNbHOCTh | 3aueTy (1-90),
npodeccuoHaIbHON Ha BOIIPOCHI HA OTBETa Ha 3a4eTe, BOIIPOCHI K
JeSITEIbHOCTH B 00J1aCTH 3ayere orpoce, ompocy (1-
MH(POPMALIMOHHOM COOTBETCTBUE 130),
0€3011acCHOCTH Ha OCHOBE OTBETOB MaTepuaiy, | IpakTHYeCKHue

OpraHu3aIiy mpoiecca
cOopa, aHanus3a u

HW3y4YEHHOMY B
paMKax JEeKIHH,

3ananus (1-4)

CUCTEMAaTHU3aLNH MPaKTUYECKUX
nH(pOopMaLuu 10 paboT u

(OpMHPOBAHUIO CUCTEMBI CaMOCTOSITEIILHOU

3amUThl THGOPMAITIH C paboThl

IIPUMEHEHHUEM

MH($OPMaLMOHHO-

KOMMYHHUKAIIMOHHBIX

TEXHOJIOTHI1

V: - ucronb3oBaTh BBITIOJIHSET COOTBETCTBHUE Bonpocer k
COBpPEMEHHBIE nabopaTopHble pE3yNIbTaTOB 3aueTty (1-90),
UH(POPMALMOHHO- 3aJlaHus 1a00paTOPHOTO BOIIPOCHI K
KOMMYHHKAIIHOHHBIE 3a/laHus ompocy (1-
TEXHOJIOTHH JJISI PELICHUS 3ariaHupoBaHHbIM, | 130),
CTaHJapTHBIX 33734 YEeTKO MPaKTHYECKHE
npodeccuOHaTBLHON chopmynupoBanHbie | 3amanus (1-4)
JESITENIbBHOCTH Ha OCHOBE BBIBOJIbI, YMECTHBIE,

aHaym3a TpeboBaHU MOJIHBIE W SICHBIC
HOPMAaTUBHO-TIPABOBBIX OTBETHI Ha BOIPOCHI

aKTOB B 00JIACTH ¥ KOMMEHTapHH

oOecreyeHus TUIHON U

KOpPIIOPAaTUBHOU

KnOepOe30MacHOCTH

B: - HaBbIkamMu BBITIOJTHSIET COOTBETCTBUE Bomnpocsr k
OpraHu3aIu IIPAKTUYECKHE TexHosoruueckoro | 3auety (1-90),
TEXHOJOTHYECKOTr0 3a/laHus IpolLecca 3alMThl | BOIIPOCHI K
IIPOLIECCa 3AIIUTHI uHpOpMaun omnpocy (1-
uHbopMaluu B TpeOoBaHUAM 130),
COOTBETCTBUU C IIPAaBOBBIMU HOPMAaTHBHO- MPaKTUYECKUE
HOPMAaTUBHBIMH aKTaMHU U METOINYECKUX 3ananus (1-4)
HOPMAaTHUBHBIMHU JOKYMEHTOB

METOJINYECKUMU KOHTPOJIUPYIOIIUX

JIOKyMEHTaMU OpraHoB U

KOHTPOJIUPYIOIIUX OPTaHOB COJIEP>KaHUIO

3amaun B chepe




MH(POPMAIMOHHOM
0€30I1aCHOCTH

1.2 IIIxajabl oneHUBAHNA:

Texymuii KOHTPOJIb yCIIEBAEMOCTH U IIPOMEKYTOUHASI aTTECTALUS OCYIIECTBISETCS B paMKax
HAKOIMUTENIbHOW 0aJUIbHO-peUTHHIOBOM crcTeMbl B 100-0annpHOM 1mIKame:

50-100 6annoB (3a4TEHO)

0-49 GannoB (He 3a4TEHO)

2 TunoBble KOHTPOJIbHBIE 3aJaHUA WJIU HHble MaTepHasbl,
Heo0XoJuMble /Ji1 OLEeHKU 3HAaHMM, YMEHUH, HAaBbIKOB U (MJIM) ONbITA
AeATeJbHOCTH, XapaKTepU3yILUX 3Tanbl pOpMUPOBAHUSA KOMIIETEHIMI B
npouecce 0OCBOeHUsA 06pa3oBaTe/JIbHOM IPOrpaMMBbl
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15.
16.
17.
18.
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27.

28.

Bonpocsl k 3auery
OcCHOBHBbIE TTOHATHS B 00J1aCTH HH(OOPMAITMOHHOM 0€301MaCHOCTH U KHOEepOEe30IacHOCTH.
Monenu napopMannoHHONH 6€30MacHOCTH ¢ MpuMepamMu. CBOMCTBA LIEIOCTHOCTH,
JOCTYIMHOCTU ¥ KOH(PHUIEHIUATBHOCTH HHPOPMAIIHIH.
Hampasnenus 3amutel nHGOpManuu. [[pUHIUTIBL 3aIIUTE HHOOPMAIIHH.
[Tupamuna 6e3onacHoctH. [IeHTaron moxenupoBanue yrpo3. Mojens 3anmura —
O6napy>xenue — Pearuposanue. Mogens TpeyronbHuka yrpos.
[Tpuniun HanMeHbiel npuBuiaerud. [IpuHnun pasnenenus odsi3anHocTel. [IpuHIII
HSKOHOMHYECKON AP pexTuBHOCTH. [IpuHImn ycunenus cinaboro 38eHa. [Ipuniun
SIIETTIOHUPOBAHHOCTU OOOPOHBI.
CrpykTypa 1 coaepKaHnue 3aKOHOAATENbCTBA B 00J1aCTH HH(POPMALIMOHHON 0€30MacHOCTH.
CTpyKTypa cucTeMbl OpraHU3allMOHHOMN 3alIUThl HHpopMaIuu B PO.
Knaccudukanus nadpopmanuu no pexxumam J10CTyTIa.
Wudopmariys, 10CTYN K KOTOPOIl HE MOXKET OBITH OTPAHUYEH.

. Opranmzanus paboThI CO CBEICHUSIMH, OTHECEHHBIMH K TOCYTApCTBEHHOH TaiiHe.
11.
12.

[lepeuens cBeneHNn KOHPHUICHINAIFHOTO XapaKTepa.
JInneH3upoBaHUE NEeSITETLHOCTH B 00J1aCTH 3aIIUTH HH()OpMAITUH.

. Ceptudukanus cpeicTB 3alUUThl HHPOPMAIUH.
14.

Pose uHpOpManmonHoii n KnbepOe30macHOCTH B 00ECTIEYeHNN HAITMOHATBHOW
0€30MacHOCTH TUYHOCTH, 0OIIIECTBA U TOCYAapCTBA.

Hanmonansueie naTepeckl PO B nndopmamonHoi cdepe.

3amuTa KpUTHYECKOi HHPOpMAIIMOHHOW HHAPACTPYKTYPHI.

[IpotuBoACiicTBHE KHOSPIPECTYITHOCTH U KHOEPTEPPOPHU3MY.

Obecnieuenue MHPOPMAIIMOHHON 0€30MaCHOCTH TOCYJaPCTBEHHBIX OPraHOB U OPraHU3AIIHA.
Wcrounuku u BB yrpo3. Moaenu kiaccuuKanmm yrpos.

TpeGoBaHus K CTPYKTYPE U COACPKAHUIO MOJIeNiel yrpo3. Moienb HapyIInuTeNs.
Hopmatusabie u metonuueckue n1okyMeHTsl @CTIOK B 0051acT MOJCIMPOBAHUS YTIPO3.
TexHu4yeckue KaHaIbl YTEUKH HHPOPMAIIIH.

YTrpo3sl yreukn nHPOpPMAIKHY 0 KaHaJIaM MTOOOYHBIX 3JIEKTPOMATrHUTHBIX H3IIy4YeHUH 1
HaBOJIOK,

VYTrpo3bl yTeuKkH aKkycTudeckoi (peueBoil) nHpopmanuu.

YTrpo3bl yTeuKkd BUAOBOM HH(DOpMAIIHH.

WmxeHnepHO-TeXHUYECKas 3alIuTa NHPOPMAaIIIH.

[TpaBoBbie MeTOBI 3aUTHI HHGOpMauu. OpraHU3allMOHHBIE METOBI 3AIIUTHI
UHPOpPMALINH.

[TporpaMMHO- TEXHHMUYECKHUE METOIBI 3aIIUThI HH(OPMALIUH.
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37.
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40.
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44.
45.
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. CpencrBa naeHTUGUKAIMH U Ay TeHTU(DUKALTUH.

VYnpasieHue 10CTyoM.

AHTHBHPYCHOE ITPOrpaMMHOE oOecrieueHue.

MesxceTeBble SKPaHbI.

Cuctembl 0OHApYXEHHUS U PEIOTBPAIICHUS BTOPKCHHA.

CpenctBa pe3epBUPOBaHUSL.

CpencTBa HEHTPAITM30BaHHOTO YIIPABICHHS U KOHTPOJIS 32 COCTOSIHUEM MH(DOPMAIIMOHHON
0e30MacHOCTH.

CperncTBa BBISBICHUS U IIPEIOTBPAILEHHUS HHCANIEPCKUX YIPO3 U PUCKOB YTEUKH
nH(bOpMallUK OTPAHUYEHHOTO JOCTYTIA.

M ckyccTBEHHBIN MHTEIJIEKT B 33a4ax obecneueHust nH(OpMAIMOHHON 0€30MacHOCTH.
Oco0eHHOCTH U TIOCIIEACTBUS Peall3allii yrpo3 Ha Pa3IMYHbIX YPOBHIX WH(OPMALIMOHHON
UHPPACTPYKTYPHI OpraHU3aIHH.

[TonGop peneBaHTHBIX MEp 3AIIUTHI HA PA3IMYHBIX YPOBHIX HH(OPMALIMOHHON
UHPPACTPYKTYPbI OpraHU3alINH.

Opranu3zanys mpoueccoB CUCTEMAaTHYECKOI0 MOHUTOPUHTA COCTOSIHUSI KHOEpOEe301MacHOCTH
B OpraHM3al1H.

Ayaut 6e30MacHOCTH U TECTHPOBAaHUE HA TPOHUKHOBEHHUE.

WNuctpymenTapuii popeH3uku.

OcHOBHbIE IOHATHUS U MPUHIUIIBI KPULITOTPAPUH.

[IpaBoBOE peryanpoBaHue KpUNTOrpahuIecKuX CPEICTB 3alUThl HH()OpMAIUH.
[TpuHUIMIIBI PYHKIIMOHUPOBAHUSA CUMMETPUYHBIX KPUIITOCUCTEM.

OCHOBHBIE CHMMETPUYHBIE KPUIITOAITOPUTMBI.

[TpuHUIMIIBI PYHKIIMOHUPOBAHUS ACUMMETPUYHBIX KPUIITOCUCTEM.

OCHOBHBIE aCHMMETPUYHBIE KPUIITOAITOPUTMBI.

JIOCTOWHCTBA M HETOCTATKH CHMMETPUYHBIX M ACHMMETPHYHBIX KPUIITOCHCTEM.
Haznauenue v npuHIUNIBI QYHKIMOHUPOBAHUS 3JIEKTPOHHON MOAMUCH. AJITOPUTMBI.
Komnmmsun.

Kpunrocroiikocts. Knaccugukarus arak Ha KpUOTOCUCTEMBI.

[TepcnexTHBHBIE KpUNITOTPAdUIESCKHAE TEXHOIOTUN U aJTOPUTMBI.

KBanToBast kpunrorpadus.

KomneroTepHas BUPyCOJIOTHS.

Knaccudukanus spegonoctoro I10.

[TocneacTBust BUPYCHBIX aTak.

Oco0eHHOCTH MeXaHU3MOB BO37eHcTBuUS BpegoHocHoro [10.

BersaBiienne BpenonoctHoro I10.

AHTHBHPYCHBIE TEXHOJIOTHH U UX NMPAKTHUECKOE MPUMEHEHHE.

Pa3BuTtHe u 3BOIOLINS BPEAOHOCHOTO IPOrPAMMHOT0 00eCTIeYeHHSI.

DKOHOMUYECKHE acTeKThl U OCIEACTBHS aTaK BPEJOHOCHOTO MIPOrPaMMHOT0 00ecieueHusl.
VYrpaieHnue ysi3BUMOCTSIMH U TATYUHT POrPaMMHOT0 00ecriedeHusl.

Knaccugukaius ceTeBbIX aTak ¥ UX XapaKTepUCTHUKA.

IlociencTBUA CeTEBEIX aTak.

CriocoOb1 0OHapYKEHHUsI CETEBbIX aTaK.

CrocoOBI 3alIUTEI OT CETEBBIX aTaK.

MexceTeBoe DIKpaHUPOBaHHE.

Texnonorust VPN.

Be3onacHOCTh NCTIOIB30BaHUS OECIIPOBOHBIX CETEH.

Va3BUMOCTH BEO-TIPHIIOKEHUN: HHBEKINH, KPOCC-CAUTOBBIN CKPUIITHHT.

VYS3BUMOCTH OIEPALMOHHBIX CUCTEM U CEPBUCOB: SKCIUIOMTHI I MOTYYEHUS JOCTYyIA.
Cuctembl 00HapyxeHust BTopskeruit (IDS) u cuctembr npenoTBpamienus Brop:kenuii (IPS).
Hcnonb3oBanue 06Ja4HbIX OpaHIMay’pOB U aHTHBUPYCOB.

’KypHanupoBaHue 1 MOHUTOPUHT CETEBOM aKTUBHOCTH.
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Knaccugukarus arak METOAaMu COIUATEHON MH)KEHEPUH U UX XaPaKTEPUCTUKH.
BrisiBneHrne npu3HakoB HEMPABOMEPHOTO BO3JAEHCTBUS Ha MOJIb30BaTEIEH
UH(POPMALMOHHBIX cucTeM. POPMHUPOBAHUE YCTOHYUBOCTH K AIMOIIMOHAIBHO-BOJIEBBIM
METOAaM ¥ MaHUIYJINPOBAHUIO COZHAHUEM.

MexayHapoaHOe COTPYTHHUYECTBO B O0phOE ¢ COIMaNbHON MHKEHEPHUEH.

HcTouHuky yrpo3 nepcoHajgbHbIM JaHHBIM U KaHaNbl yTeuku uHpopmaruu. [locnencteus
peanu3aiyy yrpo3 B cepe mepcoHabHBIX TaHHBIX.

[{udposble cresl.

CO6op uHpopMauy U3 00IIETOCTYITHBIX HICTOYHHKOB.

. d)ez[epanLHoe U MEXKXIYHApPOJHOC 3aKOHOAATCIbCTBO B ccbepe 3alIUTBI IICPCOHAJIBbHBIX

naHHBIX. ['0cy1apcTBEHHOE PEeryIMPOBAHKUE U KOHTPOIIb B C(hepe 3alIUThI IePCOHATHHBIX
JTAHHBIX.

Ornepanuu ¢ nepcoHaNbHBIMU AaHHBIMH. O0€3JIMUYMBaHUE EPCOHATBHBIX JaHHBIX.
OcoOennoctu 00pabOTKU PA3IMYHBIX KATETOPHid IEPCOHATBHBIX TAHHBIX.

Knacc 3ammieHHocTH HTHPOPMAITMOHHON cHCTeMe TIEPCOHANIBHBIX JaHHBIX.

. [IpuHUIMIBI ¥ ycnoBus 00paboTKU NEepCOHANBHBIX JaHHbIX.
86.

[IpaBa cyObekTa nepcoHaNbHbIX JaHHBIX. OOS3aHHOCTH ONIEepPaTOpa MEPCOHAIBHBIX JTAHHBIX.
OTBETCTBEHHOCTH 3a HapyIIEHUs TpeOOBaHUN B chepe 3aIUThl IEPCOHAIBHBIX TaHHBIX.
[Topsiiok pearnpoBaHus Ha HApyIIEHHUS B cepe 3alIUThI HEPCOHATBHBIX JaHHBIX.

3aluTa NepcoHaNbHBIX IaHHBIX B HHTEPHETE BElllel U CMapT-yCTpOicTBax.

CymHOoCTh U cofiepKaHie KOMMepUecKoi TaiiHbl. CBEEHUS, COCTABIISIOIINE
KOMMepUecKyto TaiiHy. CBeieHus, KOTOpble HE MOT'YT COCTaBJIATh KOMMEPUECKYIO TalHY.
[TpaBa oGmanaresnst kKoMMepyeckor TaHbl. OOS3aHHOCTH JIUIA, TOTYYHUBILIETO TOCTYI K
KOMMEPYECKOM TaifHe.

MexayHapoaHOE 3aKOHOIATENILCTBO B O0JIACTH 3Tl KOMMEPYECKON TalHBI.

Kpurepuu onieHuBaHMs:

— 50-100 6ansoB (3a4T€HO) - BBICTABIIAETCS, €CIIM 00yJarOIIMiCs Al MOIHbIN, pa3BepHYTHIH OTBET
Ha MOCTaBJIEHHbBIE BOIPOCHI, JINOO OBUIM JOMYIIEHBI OTAEIbHbIE HETOYHOCTH, HO B IEJIOM JIOTHKA
W3JI0KEHUS OblIa BEpHA;

— 0-49 6anoB (He 3aUTEHO) - BHICTABISETCA B ClIy4yae, €Clid 00ydJaroLuiics He BIaJieeT MaTepHaiIoM
10 TEOPETUIECKUM BOTIPOCAM.

WX kW=
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IlepeyeHb BOPOCOB i1 ONpoca:

OcHoBHbIE IOHATHA B 0071aCTH HH(DOPMALIMOHHOW 6€30MacHOCTH U KHOepOe30MacHOCTH.
Monenu nHpOpMamOHHONW 6€30MaCHOCTH € IPUMEpPaMH.

CBOIICTBA IIEIOCTHOCTH, IOCTYMTHOCTH U KOH(PUACHIIMAIBHOCTH HH(DOPMAITHH.
Hampasnenus 3amuTsl HHGOPMAIIUH.

[TpuHIHIIBI 3aIIUTH HHPOPMAITHH.

[Tupamuia 6€30MaCHOCTH.

IleHTaron MoJIeIMPOBAHUE YTPO3.

Monens 3amura — O6HapyxeHue — PearupoBaHue.

Mogens TpeyroapHHUKa yrpo3.

. [IpuHIUII HaUMEHbILIEH IPUBUIIETUH.

. [IpuHnun paszneneHust 006s13aHHOCTEH.

. [TpuHIUT SKOHOMUYECKOH 3 (HEKTUBHOCTH.

. [lpuHuMn ycunenus cinaboro 3BeHa.

. [TpuHIUT 31IETOHUPOBAHHOCTH OOOPOHBI.

. CTpyKTypa u coJiep>kaHue 3aKOHOAATEIbCTBA B 0071aCTH MH(GOPMAITMOHHON 0€30MaCHOCTH.
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CTpyKTypa cUCTeMbI OpTraHU3alMOHHOHN 3alIUThl HHPopMaIuu B PO.
KonTponupyromue u peryaupyromiie opraisl B chepe 3ammThl HHPOpMaIiu.
Knaccugukarus nadopMauu mo pesxumam JoCTyIIa.

Nudopmarnus, 1ocTym K KOTOPOd HE MOKET OBITh OTpaHUYCH.

HopmatuBHo-n1paBoBas 6a3a (yHKIIMOHUPOBAHUS CUCTEM 3aIIUTHI HHPOPMALIUH.
KomnerorepHble npecTymieHus: 1 0COOEHHOCTH UX PacClIeIOBAHMUS.

Opranuzanus paboThl CO CBEACHUSIMH, OTHECEHHBIMH K TOCYIapCTBEHHOM TaiiHe.
[Tepeuens cBeeHU KOHPUICHIIMATBEHOTO XapaKTepa.

JIvueH3upoBaHue ASITEILHOCTH B 00JIACTH 3aIUTH HH()OPMAIIH.

CepTtudukanus cpecTB 3alIUThl HHPOPMAIUH.

WNudopmannonnas 6€30macHOCTb JMYHOCTH, O0IIECTBA M FOCY1apCTBa.

Ponp nadopmanmonHol n kubepOoe30nacHOCTH B 00ECIIeYeHUH HAIMOHAITBHOW
0€30MacHOCTH roCyAapCTBa.

Hanmonansubie nHTEpech PO B nHDOpManimoHHoi cdepe.

3ammra KpUTH4eCKOi HHHOPMAITMOHHON HHPPACTPYKTYPHI.

[TpoTuBoaelicTBUE KUOEPIIPECTYITHOCTU U KHOEPTEPPOPUMY.

Obecneuenue nHHOPMAIIMOHHON 0€30ITaCHOCTH TOCYAAPCTBEHHBIX OPTaHOB U OpraHU3aIHM.
HayuHno-TexHuueckoe pa3BuTHE B 00J1aCTH HHPOPMAIIMOHHOM 0€3011aCHOCTH.
VICTOYHUKH U BUIIBI yTPO3.

Monenu kiaccupukalnuy yrpos.

Mopuens yrpo3 uHGOPMAaIMOHHOTO pecypcea.

Mojenb HapyIUTes.

TpeboBaHMs K CTPYKTYpE U COJEPIKAHUIO MOJIEIIEH YyIpo3.

HopwmatusHabie n meToandeckue qokyMmeHTel @CTOK B o0macTu MoaenupoBaHus yrpos.
TexHHuecKue KaHajbl yTeYKH HHPOPMALIUH.

YTpo3bl yTeukn nHPOPMAIUY TI0 KaHAJIaM MTOOOYHBIX 3JIEKTPOMATHUTHBIX H3ITy9eHUH 1
HaBO/IOK,

VYTrpo3bl yTeukH aKkycTudeckoi (peueBoil) nHhopmanuu.

. YTpO3bl yTeuKH BUAOBOM HHPOpMALIUK.
43.
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HnxeHepHO-TeXHUUECKas 3aluTa HHPOpMAaIIH.

[TpaBoBBIE METO/IBI 3AIIUTH HH()OPMAITUH.

OpranuzaloHHbIE METO/IbI 3AIUTHI HH(OPMALIUK.

[TporpaMMHO- TEXHUUECKUE METO/IbI 3aLIUThI HH(OPMAIHH.

CpenctBa uaeHTU(UKAIUN U Ay TCHTH(PUKAITAH.

VYipasieHue J0CTyIIOM.

AHTUBHpPYCHOE NPOrpaMMHOE 00ecrieueHuUE.

Me:xceTeBble DKpaHBbl.

CpencrBa pe3epBUPOBAHUS.

CpencTBa LEHTPAIM30BaHHOTO YIIPABIEHHS U KOHTPOJIS 32 COCTOSIHUEM MH(DOPMAIIMOHHON
0€30MacHOCTH.

CpenctBa BBISBICHUS U NIPEAOTBPAILEHUS HHCANIEPCKUX YTPO3 U PUCKOB YTEUKU
nH(bOpMallK OTPAaHUYEHHOTO JOCTYTIA.

HckyccTBEeHHBIN MHTEIUIEKT B 3aJjauax obecrieueHust MHPOPMAIMOHHOM 0€301MacHOCTH.
Oco0OeHHOCTH peanu3allii yIrpo3 Ha Pa3IMYHBIX YPOBHSIX HHPOPMAIIMOHHOMN
UHPPACTPYKTYpPbl OpraHU3alllu.

[TocneacTus peanus3ay yrpo3 Ha pa3Iu4HbIX YPOBHSAX HHPOPMAIIHOHHOM
UHPPACTPYKTYPbI OpraHU3allu.

[TonGop peneBaHTHBIX Mep 3alUTHl HA PA3JIMYHBIX YPOBHAX UH(OPMAILIMOHHON
UHPPACTPYKTYPbl OpraHU3alllu.

Opranu3anys OpoueccoB CUCTEMATHYECKOTO MOHUTOPUHIA COCTOSHUS KnObepOe30nacHOCTH
B OpraHM3aliH.

Aynut 6€301MacHOCTH U TECTUPOBAHUE HA IPOHUKHOBEHHE.



60.
61.
62.

63.

64.
65.
66.

67.
68.
69.
70.
71.
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75.
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78.
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81.
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84.
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94.
95.
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97.
98.
99.

100

101.
102.
103.
104.
105.
106.

WNuctpymenTapuii popeH3uku.

OcHOBHbIE IOHATHS U MPUHLIHUIIBI KPULITOTPAPUH.

[TpaBoBOE peryaMpoBaHue KpUNTOrpauuecKux CpesICTB 3alUThl HH()OpMAIUH.
[TpuHIMIIBI PYHKIIMOHUPOBAHUS CUMMETPUYHBIX KPUIITOCUCTEM.
@OyHKIMOHAIbHAS CXeMa B3aMMOACHUCTBUS Y4aCTHUKOB CUMMETPHYHOTO
Kpunrorpaduueckoro ooMeHa.

OCHOBHbBIE CUMMETPUYHBIE KPUITOAITOPUTMBI.

[TpuHUIMIIBI PYHKIIMOHUPOBAHUS ACUMMETPUYHBIX KPUIITOCUCTEM.
@yHKIMOHAIbHASI CXEMa B3aUMO/IEHCTBUS yUaCTHUKOB aCUMMETPUYHOIO
Kpunrorpaduueckoro ooMeHa.

OCHOBHBIE aCUMMETPUYHbBIE KPUIITOAITOPUTMBI.

JlocToMHCTBA U HEAOCTATKU CUMMETPUYHBIX U ACUMMETPUYHBIX KPUIITOCUCTEM.
DJIeKTpOHHAs MTOANHKCH.

Konnuszuu 31eKTpoOHHON OANKCH.

KpunrocToikocTs.

Knaccudukanus atak Ha KPUIITOCUCTEMBI.

ANTOpPUTMBI 3JIEKTPOHHOM MOANHUCH.

[lepcniekTrBHBIE KpUNTOrpahUUECKHUE TEXHOJIOTUH.

KBanroBas kpunrtorpadus.

KomnsrorepHast BUpycoa0orusi.

Knaccugukarnus spegonocnoro I10.

[TocneacTBust BUPYCHBIX aTak.

OcobeHHOCTH MeXaHU3MOB BO37elcTBUS BpeaoHocHoro [10.

BrisiBnenue Bpenonoctoro 110.

AHTUBUPYCHBIE TEXHOJIOTUH U UX MPAKTUYECKOE IPUMEHEHHE.

Pa3BuTtHe u 3BOJIOLINS BPEAOHOCHOTO IPOrPaMMHOT0 0OecTieueHUsl.
DKOHOMUYECKHE acTeKThl U MOCIEACTBHS aTaK BPEIOHOCHOTO MPOTPaAaMMHOT0 00ecreueHusl.
VYrpaieHnue ysi3BUMOCTSIMU U TATYUHT POrPaMMHOI0 00ecriedeHusl.
Knaccugukaius ceTeBbIX aTak ¥ UX XapaKTepUCTHKA.

IlociencTBUA ceTEBEIX aTak.

CriocoOb1 0OHapYKEHHUsI CETEBbIX aTaK.

CrocoOBI 3alIUTEI OT CETEBBIX aTaK.

MexceTeBoe DIKpaHUPOBaHHE.

Texnonorust VPN.

Bbe3onacHOCTh NCTOIB30BaHUS OECIIPOBOIHBIX CETEH.

V3BUMOCTH BEO-TIPUIIOKEHUN: HHBEKLIUHU, KPOCC-CAUTOBBIM CKPUIITHHT.
VY3BUMOCTH ONEPALIMOHHBIX CUCTEM U CEPBUCOB: SKCILIOMTHI JIJIs MOJTYUYEHHS 1OCTYIA.
Cucremsl o6HapyskeHust Bropxenuit (IDS) u cuctemsl npenorspamienus sropxkenuit (IPS).
Hcnonb3oBanue 061auHbIX OpaHIMay’poB U aHTUBUPYCOB.

KypHanupoBaHre 1 MOHUTOPUHT CETEBON aKTUBHOCTH.

PearupoBanue Ha MHIMCHTHI: TUTAHBI U TIPOLIETYPHI.

Knaccudukanus atak METoJjaMi COLMAIBHON HHKEHEPHUH U UX XapaKTEPUCTHKH.
BrlsiBeHne npu3HaKoB HENTPABOMEPHOTO BO3JIEHCTBUS Ha MOJIb30BaTENEH
MH(GOPMALIMOHHBIX CHCTEM.

. @opMHpOBaHHE YCTONYMBOCTH K IMOLIMOHAIBHO-BOJIEBBIM METO/IaM U
MaHUIYJUPOBAHUIO CO3HAHUEM.

Cucremsl 06HapyskeHust Bropskernii (IDS) mist BRIIBIEHUS OJ03PUTETHHON aKTUBHOCTH.
MexayHapoaHOe COTPYIHUYECTBO B OOPHOE C COIMATBLHON HHKCHEPHUEH.
VcTOYHMKH yrpo3 IepCOHANBHBIM JAHHBIM U KaHAJIbl yTEYKH HH()OPMAIIHH.
[udpossie ciemnpl.

CO6op uHpopMaIuu 13 0OMIETOCTYTHBIX HCTOYHUKOB.

[TpuBaTHOCTH M1 AHOHUMHOCTH



107. denepanbHOE U MEKIYHAPOIHOE 3aKOHOJATEILCTBO B c(pepe 3aluThl epCOHATBHBIX
JAHHBIX.

108. TocynmapcTBeHHOE peryJIupOBaHUE M KOHTPOJb B chepe 3alUThl NEPCOHAIBHBIX JaHHBIX.

109. Omnepanuu ¢ nepcOHATbHBIMU JAHHBIMU.

110. Metonbl 06e3TMUMBaHUs IEPCOHABHBIX JAHHBIX.

111. Kareropuu nepcoHaIbHbIX TaHHBIX.

112. Knacc 3amunieHHoCTd HHPOPMAITMOHHON CHCTEME MEPCOHABHBIX TaHHBIX.

113. IlpuHIUIBI U yCIOBHS 00paObOTKH MEPCOHATBHBIX JaHHBIX.

114. IlpaBa cyObeKTa NEpCOHAIBHBIX JAHHBIX.

115. O6s3aHHOCTH OTIEpaTOpa NePCOHATBHBIX JaHHBIX.

116. OTBEeTCTBEHHOCTH 3a HapyIIeHUs TpeOOBaHUHN B cpepe 3aIuThl IePCOHATBHBIX TaHHBIX.

117. TlocnencTBus peaau3aiuu yrpo3 B cepe nepcoHaIbHBIX TaHHBIX.

118. Tlopsimok pearupoBaHus Ha HAPYIICHUS B Cepe 3alIUThI IEPCOHATBHBIX JTAaHHBIX.

119. Pa3pabotka u peanuzanus MOJUTUKU 3aLIUTHI IEPCOHAIBHBIX JAHHBIX B OpraHU3aIUsX.

120. OcobeHHOCTH 3aIUTHI IEPCOHATBHBIX JaHHBIX HECOBEPIIEHHOJIETHHUX.

121. 3amura nepcoHaJbHBIX JAHHBIX B UHTEPHETE BEILEH U CMapT-yCTPOUCTBAX.

122. TlepcCneKTHBBI M BBI30BBI B 00JIACTH 3aLIUThI IEPCOHATBHBIX JAHHBIX.

123. TIpaBoBble OCHOBBI 3aIUTHl KOMMEPYECKOM TailHBI.

124. CyuiHocTs U cofepkaHue KoMMepueckoi TaiiHbl. CBeIeHUS, COCTaBIISIIOIINE
KOMMEPUECKYIO TaiiHy.

125. CseneHus, KOTOpbIE HE MOTYT COCTaBIISATh KOMMEPUYECKYIO TaliHY.

126. IlpaBa obGnaaaresiss KOMMEPUYECKOM TaliHBI.

127. TIporpammHbI€ CpeACTBa ISl 3aIUThl KOMMEPUYECKOW TalHBI.

128. IlpakTuka 3aKThl KOMMEPYECKOM TailHBI.

129. MexayHapoIHOE 3aKOHOJATEIBCTBO B 00JIACTH 3alIUThl KOMMEPUYECKOM TalHBbI.

130. IlepcniekTrBHBIE METOABI 3AIIUTH] KOMMEPYECKON TalHBI.

Kpurepun onienuBanusi:
Jlns kaxaoro Borpoca:
— 1 Gany maH MONHBIN, pa3BEPHYTHIM OTBET HA MOCTABIECHHBINM BOIIPOC, U3TIOKEHUE MaTepuaa
IIPU OTBETE — TPAMOTHOE U JIOTHYECKH CTPOHHOE;
— 0 GannoB — oOyuaronuiics He BlIaJieeT MaTEPUAIIOM I10 33JJaAHHOMY BOIIPOCY.
MaxkcuMaabHOe KOJTHYECTBO 0ayuioB 3a cemectp — 20.

HpaKanecmle 3aJlaHuA

Paznen 1. OcHoBbI HHGOPMAMOHHOM 0€30MACHOCTH M KM0ep0e30nacHOCTH

IIpakTnyeckoe 3aganue 1.
3amura nHpopManuu B nakeTax 0(pMCHbIX NPOrpamMm.

Hean padotbr: OcBouTh OCHOBHBIE GyHKIIMH Oe3omacHocTy B LibreOffice mys 3amuThr
JIOKYMEHTOB ¥ JJAHHBIX.
3agaun:

1. [udppoBanue 1o0KyMeHTa

e 3amycrtute LibreOffice Writer.

e (CoznaiiTe HOBBII TOKYMEHT UM OTKPOWTE CYIIECTBYIOIIMII.

e OTKpOWTE AMajor coxpaneHus ¢aiina. Beibepure ums Qaiina, mecto ais ero
coxpaHeHusa. OTMeTbTe MyHKT «COXpaHUTh ¢ maposuemy». [locne HaxkaTus KHONKU
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«CoXpaHHTDY, MMOSBUTCS OKHO HACTPOUKH COXpPAHEHUS ¢ MH(PpOBaHUEM. 3a1aiiTe
apoJib.

o ITlompoOyiiTe BBecTH CHayasa HEMIPABUIIbHBIHN 1apoJIb, a 3aTEM -TIPABUIIbHBINA U
MIPOCIICIUTE TIOBECHHUE MPOTPaMMBbI BO BpeMsi ATUX JercTBri. [TonmpoOyiTe OTKPHITH
¢aiin B Ipyrux AOCTYIHBIX MPOrpaMMax.

o Eciu pa3BepHyTh yHKT «llapameTpbl», OTKpOIOTCS JONOJHUTEIbHbBIE HACTPOUKH
3alUThl: BO3MOXHOCTD 3aJaTh 11apOJib, I03BOJISIOLINI peAaKTUPOBATh COAEPKUMOE
JIOKYMEHTa, a Takke (1akoK «OTKPBITh TOJIBKO JUISl YTCHUS.

e Hccnenyiite paznuuHble KOMOMHAIIMA OCHOBHBIX U JOTIOJHUTEIBHBIX TAPAMETPOB U
00s13aTenbHO 3apUKCUPYHTE B OTUETE PE3YJIbTAThl U BBIBOJBL. TaKke MpOBEphTE,
mmdpyercs 11 nHpOopMaIHs 0 CBOMCTBaxX (aiina.

3amura yacTei JOKyMeHTa OT U3MEHEHU I

e LibreOffice monnepxuBaer 3amuTy OT U3MEHEHUN OTACIbHBIX (PparMeHTOB TOKyMEHTA.
Js1 3T0r0 HE0OX0IMMO, YTOOBI JOKYMEHT COZAEpIKall paszeisl. FIX MOXKHO co3/1aTh €
HOMOIIBI0 KOMaH bl «BcTtaBka — Pazaensi». MoXHO cHavyana co3ath paszien u
pa3memaTh B HEM TEKCT, @ MOJKHO BBIJICIUTH YKE TOTOBYIO YacTh IOKYMEHTA U
IIPEBPATUTh €€ B HOBBIN pa3iel.

e Uccnenyiite, kak paboTaeT (pyHKIMS 3alUTa OT U3MEHEHUH C IaposieM u 0e3, ecTh JIn
KaKas-TO Pa3HULA B pEaKLK IPOrpaMMBbl IIPH 3TOM. B kakux crieHapHsix 3T0 MOKET
OBITH [10JIE3HO?

3amuTa NOMETOK PEeLEeH3UPOBAHMS

o [Ilpu kax10M U3MEHEHUH JOKYMEHTa (DYHKIHS PELEH3UPOBAHHS PETUCTPUPYET, KTO
BHEC U3MEHEeHHe. JTa (PyHKIUSI MOXKET ObITh BKIIIOUEHA C 3aILUTON, YTOOBI €€ MOKHO
OBUIO BBIKIIIOUYUTH TOJIBKO MPU BBO/JIE MPABMIILHOTO Mapoisl. Jlo oTkimoueHns GyHKIMN
BCE€ U3MEHEHUs OyIyT perucTpupoBaThes. [IpHHATH WM OTKIOHUTH U3MEHEHHUS
HEBO3MOKHO.

3ammra Bpe3ok, rpadhuku u 006ekToB OLE

* [IpexycmMoTpeHa BO3MOXKHOCTD 3aLIUTHTH COIEPKUMOE, TTOJI0KEHUE U Pa3MEPDI
BCTaBJICHHBIX IpaQUuecKuX 00BEKTOB. DTO OTHOCUTCS TaKKe K Bpe3kaM (B MOJyJie
Writer) u k o6bexTam OLE.

*  YroObl 3aIIUTUTE N300pakeHne BoinoaHuTe: @opmar-M3o6paxenune-CpoiicTBa-Onuun

3ammra TadJInI OT N3MEHEHUH

e Emre ogHa GyHKINS 3alIMTHl OT U3MEHEHU NMpuMeHseTcs B Tabnunax B LibreOffice
Writer. Co3gaiiTe TabaUIly ¥ TOMECTUTE KYPCOP B SSUCHKY MITH BBIACIUTE HYKHBINA
JIAAIa3oH sSYeeK.

e OTKpoiiTe KOHTEKCTHOE MEHIO U BHIOpATh MYHKT «Sl4eiika —3aimuTuTh» Wik B
TJIaBHOM MeEHIO BbIOpaTh «Tabmuiia —3ammra sSYeKm.

e lccnenyiite, kak paboTaeT 3Ta PyHKITUS, B T.4. KAK CHUMATh 3aIIUTY.

3amura jmcToB oT udMeHnenuid B LibreOffice Calc

e (Cosnaiite nnu otkporte qokymeHT LibreOffice Calc

e Bxmtounre 3amuTy aucta. i 3TOro HyKHO BBIOPAaTh COOTBETCTBYIOIIMIA TyHKT B
KOHTEKCTHOM MEHIO JIKCTA.

e Uccrenyiite, kak pabotaeT QyHKIHS P Pa3IMIHBIX KOMOWHAIUAX ITapaMETPOB.
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Samura stueek ot usMeHeHuil B LibreOffice Calc.

e 3ammura BEIOPAHHBIX siueeK OyAeT OCYLIECTBIATHCS TOJIBKO TOTAA, KOTAa OyJeT akTUBHA
3aIMTA JIMCTA, HA KOTOPOM OHH PACIIOJIOKEHBI.

e BriOepure siueiiky uian quanasoH siueek, KOTOpble XOTUTE 3aIUTHTh. Bei3oBUTE
KOHTEKCTHOE MEHIO NPaBOi KHOIKOM MBIIIK U BbIOepUTE MyHKT «Popmar siueek» (Wiu B
ri1aBHOM MeHIo «Dopmar— Sueiikny). B nmosiBuBIIeMcs OkHe nepelinTe Ha BKIAKy
«3ammra SYEKn».

e Uccnenyiite, kak paboraeT QyHKIMS B pa3InYHbIX KOMOMHAIUAX TapaMETPOB.

8. Hludposanue nokymenra LibreOffice Calc

Uccnenyiite, ecTb 1 0TMuUs B (QyHKIMOHAJE MNU(POBAHUS TOKYMEHTA MEXIY
LibreOffice Calc u LibreOffice Writer.

IIpakTnyeckoe 3axanue 2.
HucTpyMeHTHI IM(ppOBAHUS.

Kparkas anHoTanus:

[[IudpoBaHre HA OCHOBE CUMMETPUYHBIX AJITOPUTMOB SIBIISIETCS. OJJHUM M3 HanboJiee paHHUX
croco6o0B 3amuThl nHGopManuu. B pamkax 1abopatopHoro 3aganus Oy1eT OCBOEH OJUH U3
HanboJee pacpocTpaHEHHBIX MU(POB, TAIOIIHIA 00IIee MPEACTaBICHNE O TEXHOJIOTHH
cuMMeTpuyHOro mudpoBanus. B coBpeMeHHbIX 3ajauax 3aluThl HHQOpMaIKu Hanbosee
pactpocTpaHeHbI IPOrPAMMHEIE CPEACTBA 3AIUTHI HH()OPMAILIUU, PEaTU3YIOIINE ACCUMETPUIHBIC
anropuTMbl mudpoBanus. OaHO U3 pac MPOCcTpaHHBIX cpeacTB — [10 Veracrypt.

Mean:

[To3HAaKOMUTHCS C aNTOPUTMAaMU CUMMETPUYHOTO MG POBAHUS U IPOTPAMMHBIMU
CpEIICTBAMU, PEATH3YIOIIUMH 3aIUTy WH(OPMAIIUHU C TIOMOIIBI0 aCCUMETPUYHBIX AITOPUTMOB B
Pa3IMYHBIX PEKUMAX.

3agaun:

W3ydeHnne aaropuTMOB CUMMETPUYHOTO MIH(PPOBAHUS.
Peanuzarmus npocroro mudpa capura cpeactsamu LibreOffice.
N3y4eHne HHCTPYMEHTOB aCHMMETPUYHOTO MU(POBAHUS.
ITpaktuka npumenenus I10 Veracrypt

I'enepanust Kx04€eBOM aphl.

[udpoanue u pacmudpoBaHue.

Pasjen 2. 3amura o1 yrpo3 1 KOHQUIEHINATBHOCTD

IIpakTHyeckoe 3aganue 3
Antusupyctaoe 110

Kparkas anHoTanus.
[Tpu OTCYTCTBUU BO3MOKHOCTH ITPOBEPUTH MOJO3PUTEIbHBIN (aiisl, CChUIKY U T.II.

AHTUBUPYCOM 100 IIpU HEAOBCPUH K PE3YJIbTATUBHOCTHU pa6OTBI YCTaHOBJICHHOI'O
AHTUBUPYCHOT'O I1O MOkHO BOCIIOJIB30BATHCS OJHUM U3 OecCILIaTHEIX U 06IIIGI[OCTy1'IHI)IX
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OHJIAH-aHTUBHPYCOB, HAIIPUMEP, MPOTYKTOM OT Koproparuu Google
https://www.virustotal.com//

CepBuc poBepsET B pKUME PeabHOTO BPEMEHH 3arpyKEHHBIH (aiiin ¢ ToMoIIbIo

HECKOJIbKUX JECATKOB AaHTUBUPYCOB OT PA3JIMYHBIX IPOU3BOJUTEIEH U TIO3BOJISET
MOJIH30BATENIO CHOPMUPOBATH KOHCEHCYC-MHEHHE.

Take CyIIeCTBYIOT CEPBHCHI CO CXOXKHM Ha3HAUYCHUEM, HAIIPUMED:
https://hybrid-analysis.com/,

https://opentip.kaspersky.com/

Mean:

[To3HakOMUTBCS ¢ QYHKIIMOHAIBHBIMH BO3MOXXHOCTSMU aHTUBUPYCHBIX OHJIANH-

CCPBUCOB U MTPOBECTU HUX CpaBHI/ITeHBHBIf/i aHaJInu3.

3agaun:

1. HccnenyiiTe U IpoTECTUPYHTE BO3MOXKHOCTHU KaX0I'0 CEPBHUCA U BBIIEIUTE
HaunOoJiee BayKHBIN Ha Balll B3I GYHKIMOHA. B KauecTBe MOATBEPKACHUS
HNPUKPENHTE B OTUYET CKPUHILOTHI (HE MEHEE 5 Ha KaX/Iblil CepBHUC) € KOPOTKUMHU
KOMMEHTapUsAMHU K KaKIOMY.

2. llpoananusupyiire GyHKIHMOHAI, POLIECC B3aUMOJCHCTBUS MOIb30BATENS C
CCPBUCAMHU U ITOJTYUCHHBIC OTYCTHI O CKAHHUPOBAHUMU. BBI}IGHI/IT@ HEe MeHee 5
S3HAYMMBIX Ha Balll B3IV KPUTCPUCB ()KeﬂaTeJIBHO, I/I3MepI/IMBIX) " MPOBCANUTC
CPaBHUTENbHBIN aHAJIN3 Ha3BAaHHBIX CEPBUCOB. 3aUKCUPYITE pe3yIbTaThl B
oT4eTe.

3. ByabpTe roToBbl IPOAEMOHCTPUPOBATH PAOOTY C KaKIbIM CEPBUCOM M MOJIPOOHO
IIPOKOMMEHTHPOBATH €€ 110 TPEOOBAHUIO IIPEIOoIaBaTels.

IIpakTnueckoe 3ananue 4.
IIpoTuBoaeiicTBUE CONMATBLHONH MHKEHEPUHU M Pa3BeAKAa M0 0011e10CTYTHBIM
HCTOYHUKAM.

Kparkas anHoTanus:

CoumanbHas MH)XEHEepUs SBISETCS OIHUM U3 HanOoJsiee pe3yIbTaTUBHBIX U TIOTOMY Hanbosee
OTIACHBIX BHUJIOB aTakK, T.K. MMO3BOJISET 3JI0YMBIITUICHHUKAM 00XOIUTh OOJBIITUHCTBO CPEJICTB
HpOFpaMMHO-TCXHquCKOﬁ 3alIUThI I/IH(i)OpMaIII/II/I. HpI/I IIOATOTOBKE aTaKu 3JIOYMI)IIHJIGHHI/IKI/I
3a4acTy0 aKTUBHO COOMparoT HH(POPMAIIUIO U3 0OIIETOCTYITHBIX HCTOYHHUKOB, B T.4. COACPIKAILYIO
HepCOHaJ'H)HBIe JTaHHBIC. B CBA3U C OTUM IJII CHUXKCHUA BepOSITHOCTI/I peanmaumzl HOI[O6HBIX aTakK
Ba)KHO TIOHMMAaTh, KAKHE HCTOYHUKH JJAHHBIX MOTYT OBITh HCIIOJB30BaHBI 1 KAKOBBI BO3MOYKHOCTH
HHCTPYMEHTOB.

Hean:

JlaboparopHoe 3aaHre HAIPABIICHO HAa (DOPMHUPOBAHKE OCBEAOMIICHHOCTH B 00JIaCTH
MIPOTHUBOJICHCTBHS aTakaM COIMATbHOW MH)KEHEPUH U 3aIlIUThI IEPCOHATBHBIX JaHHBIX.

3agaun:

WHCcTpyMEHTBI TOMCKA 00IIeIOCTYTHOW HHPOPMAITHH.

HccnenoBanue o0IIEeTOCTYITHBIX HCTOUHUKOB.

C6op u aHanu3 uHGOpMaIUK.

[ToTeHuuanbHbIEe YTPO3bl IPUMEHEHUS O0IIEeI0OCTYTHOW HH(OPMALIUH.

BrisiBneHue pUIIMHTOBBIX PECYPCOB.

dopMHUpOBaHUE OCBETOMICHHOCTH B 00JIaCTH 3alIUTHI OT aTaK METOJIaMU COLIMATILHOM
WHXXEHEPUHU
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Kpurepun onieHuBanusi:
15-20 GammoB — 3amaHue BBITIOJIHEHO BEPHO W B TOJHOM OOBEME, OOydYarOIIMICS MOapOOHO
KOMMEHTHUPYET X0/l BBIMIOTHEHUS U PE3YIbTaThL;
10-14 GannoB — mpH BBINOJHEHUM 3aJaHUsl ObUIM JOMYIICHBl HETOYHOCTH, HE BIHUSAIOIIME Ha
pe3ynbTar, 00yJarouuiics moApoOHO KOMMEHTHPYET X0/ BBIMIOJHEHUS U PE3YIbTAThI;
5-9 6auI0B — MPY BBIMOJIHEHUH 3aAaHUS OBLIN IOMYIIEHBI OITMOKH, 00y4Yaomnics KOMMEHTUPYET
XOJI BBITIOJTHEHUS U PE3YIIbTATHI;
1-4 6anna — pu BHIMIOJHEHNUHN 3a/1aHKsI OBUTH TOMYIIEHBI CYIIECTBEHHBIC OIIMOKHU, 00yJaroIIHiCs
JIOITYCKAeT CYIIECTBEHHBIE HETOYHOCTH MPU KOMMEHTHPOBAHUH X012 BHITIOJTHEHHSI U PE3yJIbTATOB;
0 6annoB — 3aJaHKe HE BHIITOJIHEHO.
20 6amI0B MaKCHMMAILHO 32 1 IpakTHYecKoe 3aJaHue.
MakcumanbHOE KOoJIM4ecTBO 6aiioB 3a cemectp — 80.

3 MeToauyeckue MaTepuasbl, onpejejdliiye NpoLeAypbl
OLeHVUBAaHUSA 3HAHWUM, YMEHMH, HAaBbIKOB U (MJIHU) ONbITA JeATe/JIbHOCTH,
XapaKTepU3yUMX 3Talbl pOpMHUPOBAHUA KOMIIEeTEeHIUHN

[Tponienypsl OLEHMBAHUS BKJIIOYAIOT B ce0sl TEKYUIMH KOHTPOJIb M TNPOMEKYTOUHYIO
aTTECTALUIO.

Texkymuii KOHTPOJIb YCIIEBAEMOCTH IPOBOAMUTCS C MCIOJIb30BAHMEM OLICHOYHBIX CPEACTB,
IIPEICTABJIICHHBIX B II. 2 JAHHOIO IPWIOXKEHUA. Pe3ysbTaTbl TEKylIEro KOHTPOJIS TOBOASATCS IO
CBEJICHU CTYACHTOB 10 IIPOMEKYTOUYHOHN aTTECTALUH.

IIpome:xyTouHAas aTTecTAUMA IPOBOIUTCS B popME 3aUeTa.

3aueT NpOBOJUTCS 110 PACIUCAHUIO IPOMEKYTOUHON aTTecTanuu B ycTHOM Buae. Konnuectso
BONPOCOB B 3a1aHuu — 3. IIpoBepka oTBETOB U OOBSABICHHE PE3YJHTATOB MPOU3BOJIUTCS B J€Hb
3aueTa. Pe3ynpTaThl aTTeCTalluy 3aHOCSTCS B BEIOMOCTb U 3a4ETHYIO KHWXKKY CTyAeHTa. CTy/IEeHTHI,
HE MpOoLIeANINe MPOMEKYTOUHYIO aTTeCTalMIO MO TpaduKy MPOMEXKYTOUYHOW aTTeCTalluu, JOJKHBI
JUMKBUAMPOBATH 3a10JKEHHOCTh B YCTAaHOBJICHHOM IIOPSIJIKE.
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Ipuioxkenue 2
METOANUYECKHUE YKA3AHUS ITIO OCBOEHUIO JNCIHUIIJIMHBI

Y4eOHBIM IJIAaHOM TIPETyCMOTPEHBI CIICAYIOINE BUIBI 3aHITHH:

- IEKLUU;

- IPAKTUYECKHUE 3aHATUS.

B xome neKUMOHHBIX 3aHATUH paccMaTpPUBAIOTCA OCHOBHBIE MOHATHA B 00JacTH
UH(POPMALIMOHHON 0€30MaCHOCTH U 3alUThl HH(GOPMAIMK, METO/IbI OOHAPY)KEHUS M OpraHU3aLUuU
OPOTUBOACUCTBUS aTaK Ha MH(OPMAIMOHHBIE CETH, TPeOOBaHMs MO 3aIIUTE KOH(UACHIHATBHON
UH(OPMALINH, TAI0TCS PEKOMEHIALUH JIJIs1 CAMOCTOSATENIbHON pabOThI M HOJATOTOBKE K IPAKTUYECKUM
3aHITHUSIM.

B xone mpakTUYecKHX 3aHATHH YriyOJslFOTCS M 3aKPEIUISIIOTCA 3HAHUS CTYJEHTOB IO Psif
PacCMOTPEHHBIX Ha JIEKIHUSIX BOIPOCOB, pPAa3BUBAIOTCA HAaBBIKM PpEUICHMs 3ajad 0 3alluTe
MH(GOPMaLIMOHHBIX 0OBEKTOB.

ITpu noAroTOBKE K NPAKTUYECKUM 3aHATHAM KaXKAbIH CTYIEHT JOJKEH:

- U3YYUTh PEKOMEH/JOBAHHYIO YUEOHYIO JINTepaTypy;

- U3YyUYUTh KOHCIIEKTHI JIEKIIUH.

B nponecce moAroroBKM K IPAKTUYECKUM 3aHATHUSAM CTYIEHTBI MOTYT BOCIIOJIB30BaThCS
KOHCYJIbTAlIUsIMH IIPENOIaBaTENs.

Bonpocel, HEe paccMOTpEHHBIE HA JIEKIMSAX M MPAKTUYECKUX 3aHATUAX, JOJDKHBI OBITh
U3YyYEHbl CTYJIEHTaMH B XOJleé CaMOCTOSTENbHON paboThl. KOHTpOas camocToATENbHOW pabOThI
CTYJEHTOB HaJ y4eOHOHM MporpaMMol IUCHUIUIMHBI OCYIIECTBISETCS B XOJ€ 3aHITHH METOAO0M
orpoca. B xone camocTosiTeabHON pabOThl KaXKAbIH CTYAEHT 00s3aH MPOYUTATh OCHOBHYIO U, IO
BO3MOXHOCTH, JIOTIOJIHUTENBHYIO JINTEpATypy M0 U3y4yaeMOM TeMe, TOMOJIHUTh KOHCTIEKThI JIEKLINUH
HEJOCTAlOUIMM MaTepUaloM, BBIIMCKAMU U3 PEKOMEHJOBAaHHBIX HCTOYHUKOB. Bblaennts
HETIOHATHBIE TEPMHUHBI M HAWTH UX 3HAUEHUE B SHLUKIIONEINYECKUX CIOBAPSX.

JUis TOATOTOBKM K 3aHATHUSIM, TEKYIIEMy KOHTPOJIO U IPOMEXKYTOUYHOM aTTecTaluu
CTYAEHTBI MOT'YT BOCIIOJIb30BaThCS AJIEKTPOHHO-OMOINOTEYHbIMH ccTeMaMt. Takoke oOydaromuecs
MOTYT B34Tb Ha JIOM HEOOXOJUMYIO JHUTEpaTypy Ha aOOHEMEHTE YHHUBEPCUTETCKOW OMOIMOTEKH
WJIN BOCIIOJIb30BaThCs YUTATBHBIMU 3aJIaMH.
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