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KADE/IPA HNudopmannonnas 6e30macHoOCTb

PacnpenesieHne 4acoB JUCHHUILINHBI 110 ceMecTpaM / KypcaMm

Cemectp
(<Kypc>.<CemecTtp Ha 5@3.1) 6(@3.2)
Kypce>) Hroro
Henenn 165/6 | 162/6
Bun 3ansaruii vio| pr| v | P | vim | PO
Jlektuun 161616 |16 |32 (32
IIpaxkTuueckue 16 (16 ({32 |32 |48 |48
Hroro ay. 32(32(48 |48 |80 (80
KonTtaktHas padota 3213248 |48 |80 |80
Cam. pabora 40 40|24 |24 |64 |64
Yacel Ha KOHTPOJIb 36 (36 |36 |36
HUroro 72 (72 (108 | 108 | 180 | 180
OCHOBAHMHME

YueOHbIH TUTaH YTBEPKIIEH YUEHBIM coBeTOM YHmBepcuteTa (mpotokoi Ne 9 ot 03.03.2026 1.).

[IporpamMmy cocraBmi(u): K.T.H., JoueHT, CeBactbsiHoB M. T.
3aB. xadenpoii: k.3.H., moreHt I0.B. Paguenko

Metonuveckuii coBeT: 11.3.H., mpodeccop E.H. Tumenko



1. HEJIX OCBOEHUSA TUCIUITJINHBI

1.1| IIpunoGpeTenue 3HaHMI B 0OmacTH HHPOPMAMOHHON OE30MTaCHOCTH M 3aIUTH HHYOPMAIINH 110 OPTaHU3AI[IOHHO-TIPAaBOBOM
3alIUTe KOMMEpPYECKOH, CIykeOHOH, mpodeccHoHanbHOW TaiHBL, NEPCOHANBHBIX MAaHHBIX; (OPMHUPOBAHHE YMEHUH U
IPaKTUYECKUX HABBIKOB 110 MPABOBOMY, OPraHU3ALIOHHOMY M TEXHHMYECKOMY OOECIICUCHHIO 3alMThl MH(GOPMALMU TIPU
pelIeHny 3a1a4 NpoheCCHOHANBHON eI TEbHOCTH.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUSA JUCHUIIJINHDBI

OIIK-3. CnocodeH pemaTb CTaHIApTHbIE 33a4M NPO(ECCHOHAILHONH JesiTeJJbHOCTH HAa OCHOBe HMH(OPMALIMOHHOH M
ondimorpaduyueckoi KyJabTypbl ¢ NPpAMeHEHHeM HH(OPMAIOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHA M C y4eTOM OCHOBHBIX
TpeOoBaHnii MH(PpOPMaALIMOHHON 6e30MacHOCTH;

B pe3ysibTaTe 0CBOCHHS JUCUMILIUHBI 00yYAIOIMIICS NOJIAKEH:

3HaTh:

- MOPUHOMIBL  PabOTBl  COBPEMEHHBIX TEXHONOrMi obecneveHns WHGOPMALMOHHONH O0€30MAaCHOCTH MpPU  PEIICHHH  3a/ad
poeCCHOHATTFHOM e TeNFHOCTH (CooTHECeHO ¢ nHankaTtopom OITK-3.1).

Ymern:

- pemlate CTaHOAPTHBIE 3aJadd TNPOQGECCHOHANBHOM NEATENFHOCTH C YYeToM TpeOOoBaHMI WH(MOPMAIMOHHON 0e30MacHOCTH
(cootreceno ¢ naankaropom OIIK-3.2).

Baanern:

- HABBIKAMH HCIIONB30BAHUS CIIOCOOOB M CPE€ACTB 3AIUTHI HHq)OpMaLII/IH Ipu pEHICHUU 3aaa4 HpO(bCCCHOHaHBHOﬁ JCATCIBHOCTH
(cootreceno ¢ unaukaropom OIIK-3.3).

3. CTPYKTYPA U COOEPKAHUE JUCHUITJIMHBI

Paznen 1. Cucrema 3amuTthbl JaHHbIX B Poccniickoii @enepaunu

Bua 3ansitus / Cemectp /| KonuuectBo
Ne HaunmeHoBaHHe TeMbl, KPAaTKOe codep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB

BBoanas nexuus. BaxkHocTh 3amuThl HHGOPMAIMU B COBPEMEHHOM MHpE.
1.1 . n - (opman . P P JIex1MoHHbIE 3aHATHSA 5 2 OIIK-3

KitroueBble IpUHLUIIBI 00ecTieyeH s HHPOPMAIMOHHON 0e30IacHOCTH

Bunsr wmHbOpManmum B 3aBHCUMOCTH OT €€ COAEpXKaHUS, IOCTYIIA.
1.2 A (bop Acp > AocTyna, JIeK1IMOHHBIE 3aHATHS 5 2 OIIK-3

oOuanarens
1.3 | OcHOBHBIE MOZIENH 3AIIUTHI HH()OPMALIH. JIexkIIMOHHBIC 3aHATHSA 5 2 OIIK-3
14 W3ydeHne OCHOBHBIX MOJOXKEHHH mo 3amure uHpopmanuu: Jokrpuna| CamocrosTenbHas 5 5 OIK-3
"' | uadopmarmonHoii 6e3onacHoct Poccuiickoit @enepanu. pabora

OcHoBHble mnonoxkeHns @enepanbHoro 3akoHa "OO uHpopManuy,

“HPOPMAMOHHBIX TEXHOJIOTHAX ¥ O 3amuTe nHpopmanuun" ot 27.07.2006

CamocrosiTesbHast

1.5 |N 149-®3. OcHoBHble HPUHLUNBI U TPEeOOBaHUS K CHCTEME 3alUThI aGora 5 4 OIIK-3

JTaHHBIX. p

Poyu 1 OTBETCTBEHHOCTD YYaCTHUKOB CHCTEMBbI 3aIIIUTHI JAHHBIX.

N . CamocrosiTesbHas
1.6 |Beinonaenue 3aganuii ¢ ucnonszosanueM LibreOffice. paGota 5 4 OIIK-3
Paznea 2.
OcHOBBI 321IMTHI HH(POBBIX JAHHBIX B KH0OEPIPOCTPAHCTBE
Bun 3ansitus / Cemectp /| KonmuectBo
Ne HaumeHnoBaHue TeMbl, KPAaTKOe colep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB

IlonsTHE M BUIBI yrpo3 MH(GOPMAIMOHHON 0€30MacHOCTH. YS3BUMOCTH.
2.1 ABL YT hopmar JIeK1IMOHHBIE 3aHATHS 5 2 OIIK-3

VYnpaBneHue ys3BUMOCTSIMHU.
2.2 | KomnbloTepHble ataku. Busl 1 kiaccupukanys KOMIIbIOTEPHBIX aTak. JlekunoHHbIE 3aHATHSA 5 2 OIIK-3
2.3 | Opranu3zanms naponsHOit 3amuThl. [laponsHble aTaky. JlexoHHbIE 3aHATHSA 5 2 OIIK-3
24 IIpoBepka HAaOEKHOCTH MApOJBHOW  3aIUTHl C  HUCIIOJB30BaHHEM [Ipaxtudeckue 5 8 OIK-3
’ BCTpoeHHbIX nHCTpyMeHToB Kali Linux. 3aHATHS

. IIpakTuyeckue

2.5 | W3yyeHHne OCHOBHBIX MHCTPYMEHTOB JUISl BBISABICHUS yA3BUMOCTEH. p SaHsTHS 5 8 OIIK-3
26 OCHOBHBIE THIBI yrpo3 W WX Kiaccuukanus. Yrpo3sl 0e30MacHOCTH CamocTosiTenpHas 5 5 OIK-3
" | obnaunbIx cepBuCcOB. pabora

Knaccudukanusa ys3BuMocTell. YA3BUMOCTH OIEPAIlMOHHBIX CHCTEM
2.7 b . y pant ’ CamocTosiTenpHas 5 2 OIIK-3

HPHIIOKEHUH.




CETeBOro 00OPYIOBaHUS U IPOTOKOJIOB. pabora
KomrmprotepHble aTaki Ha O€CIIPOBOAHBIE CETH U MOOMIIBHBIE YCTPOHCTBA.
CamMocTosTenbHast
2.8 | Araku Ha BeO-mpUIOKECHUS U 0a3bl TaHHBIX. aGora 5 2 OIIK-3
ATaxu Ha CHCTEMBI YIIPABJICHHSI JOCTYIIOM H ITApOJISIMH. P
N . CamMocTosTenbHast
2.9 | BeimonHeHue 3agaHuii ¢ ucroyb3oBanneM LibreOffice. pabora 5 4 OIIK-3

Pa3nen 3. KomnblotepHbie BUpycbl. OCHOBHBIE IPHHIMIBI 1eTEKTHPOBAHHS BPEIOHOCHOTO IPOrPaMMHOIO0 00ecreyeHust

(BIIO)

Buj 3ansitus /

Cemectp /

KosmuecTBo

Ne HauMeHoBaHHe TeMbl, KPaTKoe coepKaHne Komnerenuuun
) KP ep pa6otsl / popma ITA Kypc 4acoB n
Bunel u ucropus pa3sBUTHS KOMIBIOTEPHBIX BHpPYcoB. COBpEMEHHBIE
3.1 A p p p py P JIeKIIMOHHBIE 3aHATHS 5 2 OIIK-3
TEHACHLUH IPUMEHEHHS KOMITBIOTEPHbIX BUPYCOB.
IMpuHnun paboTel aHTUBUPYCHBIX NporpamM. CrocoOsl JeTeKTUPOBAHUS
3.2 PHHLWAT P Py porp A P JIeKIIMOHHBIE 3aHATUSA 5 2 OIIK-3
BpEOHOCHOTO IporpamMmHoro obecrieuenus (BI1O)
CamocrosiTesbHast
3.3 | BpemonocHoe mporpaMMHOe 0OecrieueHre U METO/IbI €r0 OOHAPYKEHHSL. pabora 5 6 OIIK-3
CurHaTypHbII aHAJIN3 M 9BPUCTUYECKUI aHaIu3 st oOHapysxenus BITO.
CamocrosTenpHas
3.4 | OGHapyXeHHue U yJaJeHHe PyTKUTOB U TPOSIHCKUX PO PaMM. aGora 5 4 OIIK-3
OOGHapyxeHHe U OIOKHPOBKA (DUIIMHTOBBIX aTaK. P
. . CamocrosTenbHas
3.5 |Beinonaenue 3aganuii ¢ ucnonszosanueM LibreOffice. paGota 5 10 OIIK-3
3.6 |IloaroroBka K MPOMEKYTOYHOM aTTECTALUH 3auer 5 0 OIlIK-3
Pa3;[e.11 4. Opraﬂmauuﬂ 3alHUTHI MEPCOHAJTBHBIX JAaHHBIX
Buj 3ansaTus / Cemectp /| KoamuectBo
Ne HanmenoBaHue TeMbl, KpaTKoe coepKaHue Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB
Iepconanbuble nanubie (I1[H). Bunbl, knaccudukanus nepcoHaIbHBIX
4.1 P A (I171n) BT Grxant P JIeKIIMOHHBIE 3aHATHSA 6 4 OIIK-3
JaHHBIX. [lopsnok o6paborku I1/H B MHGOPMAITHOHHBIX CHCTEMAX.
O6paboTKa MepCOHATBHBIX JaHHBIX: OCHOBHI U IIPAKTHKA OT3bIBA COITIACHS
[IpaxTHyeckue
4.2 |Ha 00OpabGOTKy NPEeKpaTUTh 0OPabOTKY CBOMX INEPCOHAJIBHBIX JAHHBIX Y SAHSTHS 6 4 OIIK-3
oneparopa [1/11.
OCHOBBI 3aKOHOJATENBCTBA O 3allUTE NEPCOHAIBHBIX NaHHBIX: IIpaBa
IpaxTyeckue
4.3 | cyObeKTOB MepCOHANbHBIX AaHHBIX.OTBETCTBEHHOCTh 3a HapyIICHHE saHsTHS 6 2 OIIK-3
3aKOHOJIATENILCTBA O 3ALIUTE NEPCOHANBHbIX JAHHBIX.
OOpaboTKa TIEpCOHANBHBIX JAHHBIX: TEXHHYECKHE MEphl  3allUTh
[Ipaxtuyeckue
4.4 | nmepcoHanbHBIX HaHHBIX. OCOOEHHOCTH 3aIUTHI NIEPCOHAIBHBIX JAaHHBIX B SaHsTHS 6 2 OIIK-3
PA3IHYHBIX OTPACISIX S9KOHOMUKH.
. . CamocrosiTesbHast
4.5 | BelmoaHeHHe 3aqaHuii ¢ ucnoabs3oBanueM LibreOffice. paGora 6 4 OIIK-3
Pa3gen 5. Opranusanus 3aiuThl HHGOpPManuy B HHPOPMAaLMOHHBIX CHCTEMAX
Buna 3ausitus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KpaTKoe coJep:kaHue Komnerenuun
pa6otsl / popma ITA Kypc 4acoB
5.1 | MHdopManmoHHbIE CUCTEMbI U OPraHU3aLMs 3alUThl HHOPMAMY B HUX. | JIeKIMOHHBIE 3aHATHS 6 2 OIIK-3
52 VipaBieHHe AOCTYNOM M KOHTPOJb aBTOPU3ALMH B HH(OPMAaIMOHHBIX IpaxTuueckue 6 5 OIK-3
) cucTeMax. 3aHATHSA
53 OcHOBHBIE =~ NpPUHIUIBL M METOABl  3allUTHl  HHpOpPMAIMU B IpakTuueckue 6 5 OIK-3
"~ | undopmanmonnsix cucremax. 3aHATHSA
54 ITporpamMmHbIe cpescTBa 3amuThl MHGOpManuu B HHGOPMAIMOHHBIX IpakTuueckue 6 5 OIK-3
) cUCTEMax. 3aHATHSA
55 OOyueHue InepcoHana M IIOBBILIEHHE OCBEIOMICHHOCTH B Bompocax| CamocTosTenbHas 6 4 OIK-3
"~ | uadopmannonHOi 6e30MaCHOCTH. pabora
Paznes 6. OcHOBBI KpUNITOrpadgpuyecKkoi 3alMThHI M OPraHU3aMA MCIO0JIb30BAHUS 3JI€KTPOHHBIX MOJMHUCEH.
Buna 3ansitus / Cemectp /| KonmmuectBo
Ne HaumeHoBaHMe TeMbl, KPaTKoe ColepiKaHue Komnerenuuu
pabotsl / popma ITA Kypc 4acoB
Meronsl M cpexncrtBa  KpunTorpaduueckod  3amuTbhl  MH(GOpPMALUH.
6.1 [IlpuHiunel  (yHKIMOHHPOBAHHS OCHOBHBIX  Kpunrorpaduueckux | JIeKIMOHHbIE 3aHATHS 6 2 OIIK-3
aJITOPHTMOB.
Onekrponnas noanuch (DI1). OcHorubie moustus u Buabl JI1. [Topsimox
6.2 |Bbiaun u nposepku OII. ocobennoctn npumenenust OI1 B anexrpoHHOM | JIeKIMOHHbIE 3aHATUS 6 2 OIIK-3
JOKYMEHTO00O0pOTe.
6.3 | Kpunrorpadguueckue INpoOTOKOIBI M MX IpUMEHEHHE.XDIHIUPOBaHUE U IIpaxTHyeckne 6 2 OIIK-3




111 (POBBIE MOITHCH. 3aHATHSA
6.4 FOpuanyeckue acneKTsl HCTIONB30BAHMUS dJIEKTPOHHBIX TOAMUCEH. [Ipaxtuyeckue 6 5 OIK-3
"" | Be3omacHOCTh XpaHEHUs U Nepeiadn Kiroded mudpoBaHus. 3aHSTHS
Aytentudukanys W UISHTHQHUKAIMS B CHCTEMax C MCIIOJIb30BaHUEM
6.5 | ICKTPOHHBIX MOITHCEH. [Ipaxtuyeckue 6 5 OIK-3
" | YipaBneHue Kiro4aMd U cepTU(UKATAMHU B CHUCTEMax C SJIEKTPOHHBIMH 3aHSTHS
TOIIHCSIMU.
. . CamocTosiTenpHas
6.6 |Beinonnenue 3aganuii ¢ ucnonszosanueM LibreOffice. paGora 6 4 OIIK-3
Pa3gen 7. OcHOBBI 6€3011aCHOCTH 00bEKTOB KPUTHYECKOM
HH(pOpManMOHHON HH(PPACTPYKTYPBHI.
Bun 3ansitus / Cemectp /| KonmuectBo
Ne HaumeHoBaHHe TeMbl, KPAaTKOe coep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB
OObeKThl U CyOBEKTHI KPUTHYECKOW MH(POPMALMOHHON MHOPACTPYKTYPHI
7.1 | (KHN) Ipenbssnsemsle TpedoBanus k obecneuenuto 6e3onacnoctu KUU. | JlekiuonHsle 3ansTust 6 2 OIIK-3
IIposenenue kareropuposanust KMH.
TocymapcTBeHHass  cucreMa — OOHAapyKeHHsT M HPEAYyNPekICHHS
7.2 | xommpioTepHbix arak [ocCOIIKA. Ilenu wu 3amaun  [oCOIIKA.| JlekuuoHHBIE 3aHATHS 6 2 OIIK-3
TexHuueckoe OCHAICHUE U IIEPCOHAI.
73 3aKOHOAATENILCTBO M HOPMAaTHBHBIE aKThl B 001acTH 0e30MacHOCTH [Mpaxtryeckue 6 5 OIK-3
" | 0OBeKTOB KpUTHUYECKOH HHDOPMAIIMOHHON HHPPACTPYKTYPHI. 3aHATHS
74 Opranu3anMoHHbIE  Mepbl  0e30MacHOCTH  OOBEKTOB  KPHUTHUECKOM [IpaxTugeckue 6 5 OIK-3
) MH(POPMALIMOHHONH UH(PPACTPYKTYPBI. 3aHATHSA
75 MoHHUTOPUHT ¥ ayAUT  OE30MacHOCTH  OOBEKTOB  KPUTHYECKON [Ipaxtuyeckue 6 5 OIK-3
"~ | undopmanmonHoit uappactpykTypsl. 3aHSTHS
76 Mertoabl U cpencTBa 3amUThl 00BEKTOB KPUTHYECKOH HH(GOPMAIMOHHON [IpaxTuyeckue 6 5 OIK-3
" | undpacrpykrypsi. 3aHSTHS
o . CamocTosiTenpHas
7.7 | Bemmonnenue 3amanuii ¢ ucnons3oBanuem LibreOffice. paGota 6 4 OIIK-3
Pasnen 8. Opranuszanus aynura uHGOPMALMOHHOH 0€30NaCHOCTH
Buna 3ansitus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KpaTKoe coJep:kaHue Komnerenuun
pabotsl / popma ITA Kypc 4acoB
Aynut vHpOpManMOHHOI Oe3omacHOCTH. Bunbl aynura, npenHa3HaueHUE
8.1 |m ocobennHoctn nposenenus Aymura WB. Puck-menemxmeHT (Monens| JIEKIMOHHBIE 3aHATHS 6 2 OIIK-3
yrpo3). --
32 MeTo/bl M HHCTPYMEHTBI JUIsl aHAINW3a PUCKOB HH(POPMALMOHHBIX CHCTEM. [pakTHyeckue 6 2 OIK-3
| Coznanue Mozenu yrpo3 Ha IpeIIpHUsTHH. 3aHSTHS
[IpakTryeckue
8.3 | MOHUTOPHHT M ayauT 6€30MacHOCTH HH(POPMALIMOHHBIX CUCTEM. P SAHSTIS 6 2 OIIK-3
CamocTosiTenpHas
8.4 | MOHMTOPUHT U ayIuT 6€30MacCHOCTH MH()OPMALIMOHHBIX CHCTEM. pabora 6 4 OIIK-3
. . CamocrosiTenbHast
8.5 | BeimmonneHwue 3amanuii ¢ ucnonb3oBanueM LibreOffice. pabora 6 4 OIIK-3
Paznen 9. [IpomeskyTouHasi aTTecTALUS
Buj 3ansitus / Cemectp /| KoauuectBo
Ne HaumeHoBaHHe TeMbl, KPaTKoe CodepKaHue Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB
9.1 |IloaroroBka K MpOMEKyTOYHOM aTTeCTaLlUU DKx3amMeH 6 36 OIIK-3

4. ®OHJ OHEHOYHbBIX CPEACTB

CrpykTypa u coaepkaHue (OHAA OLEHOYHBIX CPENCTB A HPOBEACHMS TEKYLIEro KOHTPOJNS M TMPOMEXKYTOYHOH arTecTalnuu
npencrasieHsl B [Ipunoxennn 1 x pabodeit mporpaMMe TUCIUTLIHHBL

5. YYHEBHO-METOAUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. YueOHble, HayYHbIEe H METOAMYECKHE H3TAHUS

ABTODBI,
COCTaBHUTENU

3arnaBue WznarenscTBO, TOJI

Bubnuoreka /
Konuuectro




ABTODBI,
COCTaBUTEIU

3arnnaBue

I/I3I[3.T€HI>CTBO, rog

bubauoreka /
KomuecTBo

1 Pynenkos H. A.,
[Iponerapckuii A. B.,
Cwmupnosa E. B.,
CypoBoB A. M.

TeXHONOrUY 3alUTHI HHPOPMALIHH B
KOMIIBIOTEPHBIX CEeTAX: yueOHoe mocodue

Mocksa: HanmoHasbHbI
OTKpHITHIN YHUBEPCHTET
«MHTYUT», 2016

OBC «YHuBepcureTckas
O6ubIMoTEeKa OHJIANHY»

BectHuk MHCTHTYTa 3aKOHOAATENBCTBA U IIPABOBOM
nHpopManuy umean M.M. CriepaHCcKOro: KypHalI

Wpkyrck: UHcTUTYT
3aKOHOJATeNIbCTBA U
npaBoBoil nHGopMaruy,
2017

OBC «YHuBepcureTckas
OuOIMOTEKa OHJIANHY

3 Koganes /1. B.,
Bormanosa E. A.

HNudopmannonnas 6e3onacHoCTs: yueOHOE mocodne

PoctoB-Ha-/lony: FOxHbIH
benepanbHbIi
yuuBepcuret, 2016

OBC «YHuBepcureTckas
OuOIMOTEKA OHJIANHY

4 Karanosa, T. H., HudopmarmonHas 6€30MacHOCTh: 1a0OpaTOPHBIiA [Tepms: Ilepmckuit 9BbC «IPR SMART»
Tankuna, JI. C., MPaKTHKYM rOCYIapCTBEHHBIN
)K,Z[aHOB, P.A. r'yMaHHUTapHO-
TeAarornIeCcKuit
yHuBepcuter, 2018
5 [umos, A. K. Vrpasienue HHPOPMAIMOHHOH 630MacHOCTHIO: PocroB-Ha-/lony, Taranpor: 3BC «IPR SMART»

yaeGHOe mocobue

W3zparensctso KOxHOTO
(benepaabHOTO
yHuBepcutera, 2018

6 Ky6amresa E. C.,
Manamxkesnu U. A.,
Yekynaesa E. H.

HNudopmarnka U BEIYACIUTEIbHAS TEXHUKA.
HNudopmarmonnas 6e30nacHOCTh
aBTOMATU3UPOBAHHBIX CUCTEM: YUEOHO-
METOAMYECKOE TOCOOHE K TIPOXOKICHHIO
MPOU3BOICTBEHHON MPAKTHKHU: yueOHO-
METOANYECKOE Ioco0une

Womkap-Ona: [ToBomxckuii
roCyJIapCTBEHHBII
TEXHOJIOTHYECKHUH
yHuBepcutet, 2019

OBC «YHuBepcureTckas
OubnmoTeka oHIaANH)

BUT. buznec & MHdpopmannoHHbIe TEXHOIOTHH:
KypHAI

Mocksa: ITonoxeser u
maptaepsl, 2019

OBC «YHuBepcureTckas
OuOIMOTEKa OHJIANHY

5.2. IIpodeccuonanbHble 0a3bl JAHHBIX U HHPOPMALMOHHBIE CIIPABOYHbIE CHCTEMbI

HNudopmanmonnas cnpaBodnas cucrema "Koncynprantl Iiroc”
baza nannpix @enepanabHO CITy)KOBI IO TEXHUYECKOMY U 3kcriopTHOMY KoHTpouto (DCTIK Poccun) https://fstec.ru/
Basza maHHBIX AEHCTBYIOIIMX CTaHIAPTOB Mo HampasieHuo "MHdopmanmonnas besomacHocts" https://www.gost.ru/portal/gost/home/

standarts/InformationSecurity

5.3. IlepeyeHs NpPOrpaMMHOro odecreyeHnst

OnepaunonHas cucrema PEJ[ OC

LibreOffice, Kali Linux

5.4. YueOHO-MeTONNYECKHE MaTepuaJibl 1J1s1 06y'{aloumxca C OrpaHUY€HHBIMH BO3MOKHOCTHAMM 310POBbA

Ipu HEOGXOAUMOCTH TIO 3asBICHUIO 00YYAIOIIET0CS ¢ OTPAHHYCHHBIMU BO3MOXXHOCTSIMH 3/I0POBbsl yUeOHO-METOUIECKHE MATEPUAITBI
OPEOCTaBISIOTCS B (hOpMax, aJanTHPOBAHHBIX K OTPAHHYCHHSM 3/I0POBbS M BOCHPHUSTHS MH(GOpManuu. s UL ¢ HApYIICHUSIMH
3penus: B popme ayauodaiiia; B meyatHoi GpopMe yBelHUeHHBIM IpudToM. [IJIst JTHI] ¢ HAPYIICHUAMH CIyXa: B (JOpMe DIICKTPOHHOTO
JIOKyMEHTa; B me4aTHou (opme. J[iis JuI| ¢ HAPYIICHUSIMUA OMOPHO-JBUIATEIBHOTO ammapara: B (opMe 3IeKTPOHHOTO JOKYMECHTa; B
neyaTHoOU opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHME JIUCIIUITJINHBI

ITomemenust g Bcex BHAOB padoT, MPEIyCMOTPEHHBIX YYEOHBIM IUTAaHOM, YKOMIICKTOBAaHBI HEOOXOIMMOW CIEIHAII3HPOBAHHON
yueOHOI MeOeNbI0 U TEXHUUECKIMU CPEACTBAMU O0YJIeHHS:

- CTOJIBI, CTYJIbS;

- IePCOHAIIBLHBIA KOMIIBIOTEP / HOYTOYK (TTepEeHOCHOH);

- TIPOEKTOD;

- 9KpaH / UHTEPaKTHBHAs JOCKa.

IMomereHust AT CaMOCTOSTEIBHON PabOTH 00yYAIOIIMXCS OCHAIIEHBI KOMITBIOTCPHOH TEXHUKOW C BO3MOXKHOCTBIO TOIKITIOUEHHS K
ceru "MHTepHeT" 1 00ecneueHneM JOCTYIA K MIEKTPOHHON HH(OPMAIIMOHHO-00pa30BaTeIbHON Cpefe.

7. METOANYECKHUE YKA3ZAHUSA 1)1 OBYYAIOIIUXCSA 11O OCBOEHHUIO JTUCITUITJINHBI

Meroandeckue yka3aHHs 0 OCBOSHHIO AUCUUILTHHEI IpecTaBieHs! B [Ipunoxennn 2 x paboueil mporpaMMe TUCIUIIINHEL




POHJ OHEHOYHbLIX CPEJICTB

IIpunoxenne 1

1 Onucanme mnokasarteljieii M KpPUTEpPHEB OIEHMBAHUS KOMIIETEHUMH HA Pa3jiIMYHbIX 3Tamax HX
(popmupoBanus, onucanne MKAJI OLleHNBAHUSA

1.1 TlokasaTenu v KpUTEPUHU OIICHUBAHUS KOMICTCHITUH:

3VH, TToka3zaTenu ollcHUBAHUS Kpurepun CpencTBa OLIEHUBAHUS
COCTAaBIIAIOIINE OLIEHUBAaHUS
KOMIIETEHIIHTO

OIIK-3: CnocoOeH pemiath cTaHIapTHBIC 3a/1a91 TPOPECCUOHAIBHON JEATEIFHOCTH Ha OCHOBE
UHPOPMALMOHHON 1 6ubnorpaduyeckoil KyJabTypbl C IPUMEHEHHEM HHPOPMALMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHI U C y4€TOM OCHOBHBIX TpeOOBaHUI MHYOPMAIIMOHHONM 6€30aCHOCTH

0e30macHOCTH pU
pelIeHHH 3314

(hopMUPOBAHUU CUCTEMBI
3alUThl KHOOPMAITUH TIPU

MaTepuaia rnpu
OTBETE —

3HaTh IPUHLIMIIBI OmnwuceiBaeT criocoOb! [Tonns1ii, 5 cemectp: Bompocsl k 3auery (1-
paboThI pelIeHUs CTaHAAPTHBIX 33a4 | pa3BEPHYTHIN 22), IpaKTUKO-OPUEHTUPOBAHHbBIE
COBPEMEHHBIX npogeccHoHaTbHON OTBET Ha 3a1aHus K 3auety (1-24), onpoc
TEXHOJIOTHI NEeATeILHOCTH B 00J1aCTH MOCTaBJICHHBIN (1-29), mpakTHKO-

obecrieyeHHs nH(OPMAITMOHHON BOTIPOC, OpUCHTHUPOBaHHbIE 3a1anus (1-4);
nH(pOpMallMOHHOK | 6e30MacHOCTH IIPH U3JI0KEHUE 6 cemectp: Borpocsl k 3x3aMeny

(1-19), npakTHKo-
OpHEHTUPOBAHHBIC 3aJaHUS K

OPUEHTHUPOBAHHOTO 33/IaHUS

npoecCHOHAILHON | OTBETE Ha BOIPOCHI rpaMOTHOE U sk3ameny (1-23), ompoc (30-57),

JESITEIIbHOCTH JIOTUYECKH MPAKTUKO-OPUEHTUPOBAHHBIE
CTpOIHOE 3ananus (5-8)

VYMeTs peniatb AHanuzupyer cocTosIHUE [TonHoTa M 5 cemectp: Bonpocs! k 3auety (1-

CTaHJApTHBIE 3a1a4H | CUCTEMBI 3aI[UTHI IIPaBUIILHOCTD 22), IpaKTUKO-OPUEHTUPOBAHHbIE

npodeccHOHATBHON | MH(pOPMaLUK, BBISBIISET €€ peLeHus 3ajaHus K 3adery (1-24), onpoc

JESITEIIBHOCTH C yA3BHUMBIE MeCTa U IIPaKTUKO- (1-29), npakTHKo-

YUETOM TPpeOOBaHMH | OTIPEJeNsieT HAlPaBJICHUS €€ | OPUEHTUPOBAHHOT | OPUEHTUPOBaHHBIE 3a1anus (1-4);

nH($OpMalMOHHON COBEPILIEHCTBOBAHUS IPU 0 3a7aHus 3a1aHud | 6 cemecTp: Bompock! k 3k3ameny

6e3omacHoCTH BBINOJIHEHUH IPAKTUKO- (1-19), npakTHKO-

OpPHEHTHPOBAHHBIE 3aIaHUs K
sk3ameny (1-23), ompoc (30-57),
NPaKTHKO-OPUEHTHPOBAHHBIE
3aganus (5-8)

BJ'Ia,Z[eTB HaBBIKaMH
HCIIOJIB30BaHUA
croco0oB u CpPCIACTB

Hcnomnp3yer MeTobl 1
CpEJ/ICTBA 3aIIHUTHI
UH(POPMAIIUU B COOTBETCTBHU

O00CHOBAaHHOCTH
U TIPaBUIILHOCTh
oOpareHus K

5 cemectp: Bompocsr k 3auety (1-
22), IpaKTUKO-OPUEHTUPOBAHHbIE
3amanus K 3a4dety (1-24), onpoc

3aIIUATHI C IIPABOBBIMM HOPMATUBHBIMU | HOPMATUBHBIM (1-29), npakTHKO-
uH(bOpMaluu Ipu aKTaMu ¥ HOPMaTUBHBIMU UCTOYHHKAM, OpHeHTHpOBaHHbIE 3aaanus (1-4);
pelIeHnn 3a1a4 METOINYECKUMU METOoJIaM 1 6 cemectp: Borpocsl k 3x3aMeny
npodeccuonanbHor | mokyMeHTamu OCh Poccuun u | cpencrtBam npu (1-19), mpakTHKO-
JESATEIBHOCTH OCTIK Poccun npu BBITIOJIHEHUH OPUEHTHPOBAHHBIE 33JJaHUS K
BBITIOJTHCHUH TPAKTHKO- MPaKTHKO- sk3ameny (1-23), ompoc (30-57),
OPUEHTUPOBAHHOTI'O 33/IaHUsI | OPMEHTHUPOBAHHOT | IPAKTUKO-OPUEHTUPOBAHHbBIE
0 3aJ1aHU 3ananus (5-8)

1.2 IIIxaabl OLIEHUBAHUS:
Texkymuii KOHTPOJb YCHEBAEMOCTH M TPOMEKYTOUHAs aTTECTallds OCYIIECTBIAECTCS B pPaMKax

HAKOMUTENbHOH OannbHO-peHTHHToBOM cuctembl B 100-0annbHoil mkane:
84-100 GanoB (OlIEHKA «OTIHMIHOY)
67-83 0aioB (OIEHKA «XOPOIIIO»)
50-66 6amToB (OIEHKA «YIOBICTBOPUTEITHHOY)
0-49 6annoB (OIEHKA «HEYIOBIETBOPUTEIHHO)



50-100 6annoB (3a4TEHO)
0-49 GannoB (He 3a4TEHO)

2 TunoBble KOHTPOJbHbIE 32/IaHUSI WIN WHbIE MaTePHAJIbl, HeOOXOAMMbIE /IJIsl OLIeHKU 3HAHUI, YMEHHIA,
HABBIKOB U (WJIH) ONbITA JAeSTEJbHOCTH, XapaKTEePU3YIOIIUX dTanbl ()OPMHUPOBAHUSA KOMIIETEHUHH B
npoiecce 0CBOEHUs1 00Pa30BaTeJIbHON MPOrPaMMbl

BOl'[pOCLI K 3a49€Ty

1. Tlonarue u Buawsl uHbopmauuu. Knaccudukamuss B 3aBUCUMOCTH OT Karteropuu aoctymna. CeeneHus
KOH(UISHITMATLHOTO XapakTepa. Busl 3amuimaeMoit nHpopMarmm.

2. IlonsTue, mpenHa3HaueHUE, BUJIbI U KIAcCU(PUKALIMS TOCYNaPCTBEHHBIX HH()OPMAILIMOHHBIX CHCTEM.

3. OcHOBHOE 3aKOHOJATEILCTBO B oOnactm wuH(pOpManmoHHOW OezonmacHocth B P®. JlokTpuHa
nHpopMmannoHHo# 6e3omacHocTH PD.

4.  OcHOBHBIC MO MHPOPMAITMOHHOHN 0€30MaCHOCTH: OCOOCHHOCTH, OTIIMYUSI.

5.  OpraHu3alMOHHBIE YPOBHU 3alIUTHI HHPopMaiuu: CpencTBa 6€30MacHOCTH 3aKOHOAATEILHOTO YPOBHS.
6. OpraHu3anMOHHBIC YPOBHU 3alIUTHl HWHPOpPMAIUHU: AJIMHHUCTPATUBHBIA YPOBEHb HH(OPMAIIMOHHON
0€30MacHOCTH.

7.  OpranuzanuoHHBIC YPOBHH 3amuThl nHGopMammu: CpeacTBa 6€30MacHOCTH MPOIEAYPHOTO YPOBHSL.

8.  OpraHuzanMoHHbIE ypOBHU 3aUThl HHPOpMalmu: CpeacTBa 6€30MacHOCTH TEXHUYECKOTO YPOBHSL.

9. V¥Yrpossl. Bunsl u knaccupukanus yrpos.

10. VYsa3Bumoctu. Bunbl ysI3BUMOCTEMH, TOMCK U BBISBICHUE YS3BUMOCTEH.

11. Araka. OcHOBHBIE BU/IbI KOMITIBIOTEPHBIX aTaK, UX KJIACCH(PHUKAIINS.

12. AxTuBHBIE U TACCUBHBIC aTaku. Bupl peanu3anuu aTak.

13. Mogens nocrpoenust araku Cyber Kill Chain: nmpeana3znadenue, coctas, CoJepKaHUE OCHOBHBIX TAIOB.
14. Marpuna MITRE ATT&CK: npenna3HadyeHne, COCTaB, OCHOBHBIC TAKTHKHU.

15. KowmmnbioTepHbie BUPYCHI: ONpe/eieHIe, OCHOBHAS KiIacCHU(UKAIIHS, BUABI KOMITBIOTEPHBIX BUPYCOB.

16. OCHOBHO¥ «GKU3HEHHBII IIUKI KOMITBIOTEPHBIX BUPYCOB, MPU3HAKU UX PACIIPOCTPAHEHUS U MPOSBICHHUS.
17. AHTHBUpYCHBIC NMPOTPAMMBI: THIIBI, COCTAB OCHOBHBIX W JOMOJHUTEIBHBIX MOJYJIEH, TPUHIUT PaOOTHL.
OcHOBHbBIE METOJMKN OOHAPYKEHHSI U 3aIUTHI OT KOMITBIOTEPHBIX BUPYCOB.

18. MeToauku IpOTHUBOICHCTBUS aHTHBUPYCHBIM MTPOTPaAMMaM.

19. Tlaponbnas 3ammrta. [laponbHble MeTOABI ayTeHTH(UKAUU TMosb3oBareneil. OCHOBHbIE (DAKTOPHI,
BITUSIIONINE HA KPUIITOCTOMKOCTD TTAPOJIs.

20. HWnpentudukarus (mojap30Bareneil) u ayreHTHGUKAKs. J|BycTOpOHHSs ayTeHTU(PUKAIs. ABTOPU3AIIHS.
21. Bwuabl mapoibHBIX aTak JJIsl IO00pa Mmapods.

22. Pexomennanuu @CTIK Poccun mo mpakTHyeckon peann3aiy MapojJbHBIX CHCTEM.

[IpakTHKO-OpUEHTHPOBAHHBIE 32[IaHNUS K 3a4eTy

1. Pa3zpaboTka KOHIIETIIIUHN U IPOTpaMMBbl obecrieueHust HH)OPMAIIHOHHON 0€30IacCHOCTH B paMKax
HaIMOHAJILHOM Oe3omacHocTy PD.

2. Be1bop meTona ucciegoBaHusi HOpMaTHBHO-TIPABOBOI 0a3bl (DyHKIIMOHUPOBAHUS CHCTEM 3aIIUTHI
nH(popMmanuu.

3. [Nomyuenne nepBUYHON HHGOPMAIMH O MTPABOBBIX aKTaX, PETyIUPYIOMINX HH(OPMAIIHOHHYIO O€30MTaCHOCTb
B Poccun.

4. O6paboTka rnepBUYHON MHGOPMAITIH U pa3padOTKa MPEAI0KEHUH TT0 COBEPIIICHCTBOBAHUIO HOPMATHUBHO-
MPaBOBOM OAa3bI.

5. Uzydenune ocoOeHHOCTEH 3aIIUTHI IPOTPAMMHOTO 00ECTIeUeHHsI C TIOMOIIBIO aBTOPCKOTO TpaBa.

6. Pa3paboTka MeTo1a MCCIIEJOBAHUS ClTyyaeB HapyIIEHUs! aBTOPCKUX MpaB Ha IPOrpaMMHOE o0ecrieyeHHe.
7. ITomyyeHue nepBUYHOM HH(pOpPMAIMK 00 U3BECTHBIX HAPYIICHUAX aBTOPCKUX MPAB HA MPOTPAMMHOE
obecrieueHue.



8. O6paboTka nepBUYHON HH(OPMAIIUY U pa3padOTKa MPEITIOKEHUH 110 YCHIICHHUIO 3alIUTHI TIPOTPAMMHOTO
obecneyeHusl.

9. PazpaboTka KOHIIETIIUU ¥ TPOrpaMMbl OpraHU3aIMy padoThl ¢ KOH(DUICHIMAIBHOM HHpOpMaLe 1
TOCTalHOM.

10. Bribop meTona uccnenoBanus TpeOOBaHUHM K XpaHEHUI0, 00paboTKe U TPAaHCIIOPTUPOBKE
KOH(pUACHITMAITBHOU HHPOpPMAIIUHU.

11. TMonmyuyeHue nepBUYHOMN HH(pOpMAIMKU 00 OCOOEHHOCTSIX pabOTHI C KOH(UACHIIMAIEHOW HHPOpMaLUeil B
Pa3IMYHBIX OpraHU3aIUIX.

12. OO6paboTka nepBUYHON HHPOPMALIUU U Pa3pabOTKa peKOMEHJAIMIA IO OpraHu3aIul paboThI ¢
KOH(pUACHITMATBHOU HHPOPMAIIUCH.

13. Pa3zpaboTka Mojenu yrpo3 yTeuku HHPOPMAIUH 110 TEXHUISCKUM KaHAJIaM.

14. BriOop mMeTona HccneaoBaHus (HU3MUECKUX OCHOB BOSHUKHOBEHUS TEXHUUECKUX KAHAJIOB YTEUKHU
uHpOpMaIUH.

15. Tlonyuenue nepBUYHON HHPOPMAIIMK 00 U3BECTHBIX CIydYasX yTEUKH MH()OPMALMH 10 TEXHUUYECKUM
KaHaJaM.

16. O6paboTka nepBUYHON MHGOPMAITMHN U pa3padOTKa MPEATIOKEHUH 110 MPEAOTBPAIICHUIO YTEUKH
nHpOpPMAIIUY IO TEXHUYECKUM KaHaJIaM.

17. Pa3paboTka MOje/IM PUCKOB, CBSI3aHHBIX ¢ yTeuKkaMu nH(popManuu nu3-3a [I9MU u HaBo10K.

18. Bribop metona uccnenpoBanust 3pHEeKTUBHOCTH CpenCcTB 3amuTsl oT [II9MMU u HaBoaoK.

19. Tlomyyenue nepBuvHON HHPOpPMALIUKA 00 UMEIONTUXCS HA PBIHKE cpeAcTBax 3amuThl oT [IDMU u HaBoIOK.
20. OO6paboTka nepBUYHOI HH(pOpPMAIMK U pa3pabOTKa PEKOMEHIAINH 10 BEIOOPY ONTUMAIBHBIX CPEICTB
s3amuThl oT IIDMMU 1 HaBOIOK.

21. Pa3paboTka MOAETH PUCKOB, CB3aHHBIX C yTEUKaMH HH(POPMALINHU H3-32 XaKEPCKUX aTaK U
BMeENIATeNIbCTBA B MPOIIECC MEePEAaYu TaHHBIX.

22. Bp1O0Op MeTOa MCCIIEOBAHUS TPUHIMIIOB (DYHKIIMOHUPOBAHHS CHMMETPHUYHBIX U ACHMMETPUYHBIX
KPHUIITOCUCTEM.

23. Tlomydenue nepBUYHON MHPOPMALUU 00 UMEIOMIMUXCS HA PhIHKE KPUNTOCHCTEMaX U UX 3()(hEeKTUBHOCTH.
24. OO6paboTka nepBUYHON MH(POpPMaALIUK U pa3padOTKa pEKOMEHIAIMH 1O BEIOOPY ONTUMAIIbHBIX
KPUITOCHCTEM JUTSI 3aIIUTHI HH()OPMAITHH.

3aueTHOE 3aJjaHME BKJIOYAET 2 TEOpPETHMUECKUX Bompoca (paszen «Bompocsl k 3auery») m 1 mpakTuko-
OpUEHTHpOBaHHOE 3ajaHue (hopMmupyeTcs W3 MepeyHs 3aJaHuil, mpeacTaBieHHbIX B pazzaene «lIpakTuko-
OpPUEHTUPOBAHHBIE 3aJJaHUS K 3aUETY»).

Kpurepun oueHuBaHusi:

MakcumanbHOE€ KOJWYeCTBO OamioB 3a 3aueTHoe 3amanue — 100 (30 OammoB MakCHMaabHO 3a KaXIbld
TeOpeTHUeCcKuil Bompoc, 40 6aJIJI0OB MaKCUMAJIBHO 3a MPAKTHUKO-OPUEHTUPOBAHHOE 3aJaHHE).

Kputepuu onieHnBaHus OAHOTO TEOPETHUECKOTO BOMPOCa:

— 25-30 0amnoB BBICTABISIETCS CTYIACHTY, €CIH W3JIOKCHHBIH MaTepuan (aKTUYECKH BEpeH,
MIPOJIEMOHCTPUPOBAHBI TITyOOKHE NCUESPIBIBAIOIINE 3HAHUS B 00beMe TPOIICHHOM MPOrpaMMbl B COOTBETCTBUU
C MOCTaBJICHHBIMH MPOrpaMMOI Kypca HENsIMH U 3a/ladaMu 00y4eHHs], U3JI0KEeHHe MaTepuasa Mpu OTBETE -
IPAMOTHOE U JIOTHYECKU CTPOUHOE;

— 20-24 6aIoB BBICTABISETCS CTYACHTY, €CIH MPOJIEMOHCTPUPOBAHBI TBEPJIBIC H JOCTATOYHO IOJIHBIC
3HaHHUA B 00beMe MPOMIEHHOW MporpaMMbl AMCHUILIIMHBI B COOTBETCTBUHU C ILENSMU OOY4YEHHs; MaTepual
W3JI0KEH JIOCTATOYHO TMOJIHO C OTJIETBbHBIMU JIOTHYECKUMHU U CTUIUCTUUYECKUMU MOTPEITHOCTIIMU;

— 15-19 GannoB BBICTABISETCS CTYAEHTY, €CIU IMPOJEMOHCTPHUPOBAHBI TBEpJble 3HAHUS B 00bEMeE
MPONJIEHHOTO Kypca B COOTBETCTBHE C IEISIMH OOYYECHHs, OTBET COACPKUT OTACNbHBbIE OIIMOKH, YBEPEHHO
WCTIPaBIIEHHBIE TIOCTIE JOTIOTHUTEIIBHBIX BOTIPOCOB;

— 0-14 Ganna BbICTaBISIETCA CTYACHTY, €CIIM OTBETHl HE CBS3aHBI C BOIPOCAaMH, AOMYIIEHBI TPyObIe
OIIMOKU B OTBETE, MPOJAEMOHCTPUPOBAHBI HEITOHUMAHHUE CYIIHOCTH M3JIaraéMoro BONpPOCa, HEYBEPEHHOCTh U
HETOYHOCTb OTBETOB Ha JOMOJHUTEIbHBIE U HABOSIINE BOIPOCHI.

Kputepuu oniennBaHus NpakKTUKO-OPUEHTUPOBAHHOTO 3a/IaHUS:
— 35-40 OamnoB BBICTABISIETCS, €CIU 3aJaHHE PEHICHO MOJHOCTHIO, B TPEICTABICHHOM pEIICHUU
000CHOBAHHO TMOTY4YCHBI IPABUIBHBIC OTBETHI.



— 25-34 Oannma BBICTABISIETCS, €CJIM 3aJaHHE pPEIIEHO IOJIHOCTBIO, HO TIPM OTBETE JOMYIICHBI
HE3HAYUTENIbHbIE OIINOKH.

— 11-24 Ganna BBICTaBISAETCS, €CIIH 3aJaHUE PEIICHO YaCTUYHO.

— 0-10 6am1oB BBICTABISAETCS, €CIIU PEIIEHUE HEBEPHO UIIM OTCYTCTBYET.

HtoroBelit pe3ynbraT (GOpMUpPYETCS M3 CyMMbl HaOpaHHBIX OasIOB 3a BBIIOJHEHHE 3aY€THOTO 3aJaHHs U
COOTBETCTBYET IIIKAJIE:

— 50-100 6amoB (3a4TeHO);

— 0-49 6ayoB (He 3a4TEHO).

Bomnpocekl K 3xk3aMeny

1. Tlonstue u Bumasl nHpopManuu. Busl 3ammimaemoit naopmarmu. OCHOBHBIE TIOXObI B 3aITUTE
nHpopmanuu.

Yrpo3sl. Bunel u knnaccudukanus yrpos.

Va3BuMocTu. Buabl ya3BUMOCTEN, IOUCK U BBISIBJICHUE YSI3BUMOCTEH.

ATtaka. OCHOBHBIE BUbI KOMITBIOTEPHBIX aTaK, UX Kiaccu(ukanus.

AKTUBHBIE U NTAaCCUBHBIC aTaku. Bupl peannzanuu aTax.

Mogens noctpoenus ataku Cyber Kill Chain. Marpunia MITRE ATT&CK. Ilpennaznauenue, cocTas,
CoJiep’KaHHuEe OCHOBHBIX 3TAIOB (TAKTHK).

7. KowmmbroTepHbie BUPYCHI. BUIBI KOMIIBIOTEPHBIX BUPYCOB. METOAMKN OOHAPYKEHUS U 3alTUTHI OT
KOMITBIOTEPHBIX BUPYCOB.

8. Taponbhas 3amuTta. [TaponbHbie METOABI ayTeHTU(DUKAIIMH TToTb30BaTeei. OCHOBHBIE (haKTOPHI,
BJIMSIIOIINE HA KPUITOCTOMKOCTD MapOJIsl.

9. Cnoco6sl nnenTH(UKanMs U ayTeHTUGUKANH (TIob30BaTenei). JIByxpakTopHas 1 MHOTO(QaKTOpHAs
ayteHTudukanusa. CriocoObl 00x0/1a ayTeHTHU(DUKAIIH.

10. Buasl u ciocoObl peaau3anuy NapoJbHbIX aTak.

11. Tlepconanwsubie nannpie (I11H). Buapl nepconanbHbIX naHHbIX. CrIOCOOBI 00PabOTKH MEPCOHATBHBIX
JTAaHHBIX.

12. 3ammuta nepconanbHbiX gaHHbIX (I11H). Yponu 3ammumennoctu [1/]H.

13. Kpunrorpadus. Kpunrorpadudeckne Kiroun 1 anropuT™bl. Buasl mmdpoBanus.

14. Bnexrponnas noanuck (O11). Buasl u npennaznadenue D11, [TpuHiun GyHKIMOHUPOBAHUS, TTOPSIIOK
Bbiaun OI1.

15. Kputnueckas napopmannonnas nappactpykrypa (KMN) — o0BEKTHI, CYOBEKTHI, KPUTEPHH,
onpeAesone npuHaie:kHocTs kK KUHA.

16. Coneprkanue u nmopsIok 3tanoB kareropupoBanusi KUW. Kputepuu u nokasarenu 3Ha4MMOCTH.

17. T'ocCOIIKA. Ilpeqna3znaueHnue, pemaemMble 3aJa4l U HalpaBJIE€HUE 1€ATEIbHOCTH.

18. OcnoBnbIe nporpamMmmuo-anmapaTHbie cucteMbl ' ocCOITKA. CocrtaB, npeHa3HavYCHHE.

19. SIEM-cucrema. Ilpeana3nayenue, npuMEHEHNE, OCHOBHBIE PEIIacMble 3a/1a4H.

ok wnN

IIpakTHKO-OpHEHTHPOBAHHBIC 32/1aHUS K IK3aMeHY

[Tpoananm3upyiiTe 3aKOHOIATEILCTBO, PETYJIHPYIOIIEE JUIICH3UPOBAHNE B 00JIACTH 3aIIUTH HHGOPMAITUH.
Onuiire nporenypy NoJdydeHHs JIMLIEH3UU Ha OKa3aHHUe YCIyT B 007JacTH 3aIlUThl HHPOPMaIIUH.
Pa3paboraiiTe minaH AelicTBU 1O MOATOTOBKE U M0/1adye JOKYMEHTOB JJIs JIMIIEH3UPOBAHUSI.
Onuire nporuenypy NoJyYeHHs JIMIEH3UU Ha OKa3aHHe yCIyT B 00JacTH 3aIIUThl HHPOPMALIUH.
Pa3paboraiiTe minaH AelicTBUN 1O MOATOTOBKE U M0/1adye JOKYMEHTOB JAJIs JIMIIEH3UPOBAHUSI.
Onpenenure CylHOCTb U COJEPKaHNE KOMMEPUYECKOM TaliHbl B COOTBETCTBUHU C 3aKOHOIATEIbCTBOM.
OmnumuTe paBa U 003aHHOCTH CTOPOH MPU OXpaHe KOMMEPUYECKON TaitHBI.

PaspaboraiiTe mporenypy onpeaeneHus CIucKa CBEICHUH, COCTABIISIOIINX KOMMEPUYECKYIO TaiHY .
OmnumuTe paBa ¥ 00s3aHHOCTH CYOBhEKTa MIEPCOHANIBHBIX IAHHBIX U OllepaTopa, 00padbaThIBarOIIETO
IIEPCOHANIbHBIE TaHHBIE.

10. PaspaboraiiTe nporeaypy 3aluThl IEPCOHATBHBIX TAHHBIX B OPTaHU3AIUH.

11. Pa3pabotaiite nojoxenue 06 06paboTKe U 3alHUTe MEPCOHANTBHBIX TaHHBIX B OpPraHU3aIUH.

CoN~ LN E



12. Onumwure opraHU3alMOHHBIE MEPOIIPHUATHS, HEOOXOAMMBIE [T 00ECTICYeHHS 3alIUThl HH(OPMAIIHH.
13. Paszpaboraiite mporeaypy KOHTPOJISI COCTOSTHUS 3aIIUTHI HHGOPMAITHH.

14. Pazpaboraiite npoueaypy pa3padOoTKH MOJUTHKU 0€30IaCHOCTH MPEATIPHSITHS.

15. Onumure TpeOoOBaHMS K 3aLIUTE IEPCOHANBHBIX JaHHBIX B IEKTPOHHBIX KOMMYHUKAIUX.

16. PaspaboraiiTe pekoMeHIaINUU 10 00eCTIeYeHUIO 0€30MIaCHOCTH TIepeIadyr MePCOHATBHBIX TAHHBIX Yepe3
HutepHer.

17. Pa3paboraiiTe peKOMEHIAIMH 10 3aLIUTE NePCOHATBHBIX JaHHBIX B COIIMATIBHBIX CETAX U MOOMIIBHBIX
MPUIIOKEHHUSAX.

18. Omnummre TpeOGOBaHMS K 3aLIUTE NEPCOHATBHBIX JAHHBIX B 00JAUHBIX CIYX)0ax U OONBUINX TaHHBIX.
19. PaszpaboraiiTe peKOMEHIAIIMHU TT0 00ECIIEYEHUIO OE30MaCHOCTH MIEPCOHATBHBIX JAHHBIX B 00JIAUYHBIX
ciryx0ax v OOJIBIINX JAHHBIX.

20. Onwumute TpeOOBAaHUS K 3aILUTE IEPCOHATBHBIX JaHHBIX B UICKYCCTBEHHOM MHTEIIEKTE, ONOMETPUU U
HMHTEpHETE BEILIEH.

21. PazpaOoraiiTe peKkOMEHAALUH 110 00eCIIeYeHNI0 0€301aCHOCTH NIEPCOHAIBHBIX JIaHHBIX B HCKYCCTBEHHOM
WHTEJUIEKTe, OMOMETPUN M UHTEPHETE BEIICH.

22. OnwummuTte TpeOOBAaHUS K 3aILUTE EPCOHAIBHBIX JaHHBIX B BUICOHAOIIOICHUH.

23. PazpaboraiiTe peKOMEHAALNY 10 3AIUTE IEPCOHATBHBIX JAHHBIX B BUICOHAOIIOICHHH.

DK3aMEHAllMOHHOE 3aJjaHie BKJIIOYAeT 2 TEOpeTHYecKuX Bompoca (paszen «Bompockl k 3k3ameHy») u 1
MIPaKTUKO-OPUEHTUPOBAHHOE 3ajaHue (dopMupyercs M3 MEepeyHs 3aJaHui, MPEACTAaBICHHBIX B pazJene
«IIpakTHKO-OpUEHTUPOBAHHBIE 33JJaHUS K DK3AMEHY).

Kpurepun oueHuBaHus:

MakcumanbHOE KOJIMUECTBO 0aioB 3a dk3ameHarmonHoe 3ananue — 100 (30 6amioB MakCUMaIbHO 32 KaXK bl
TeOpeTHUeCKuil Bonpoc, 40 6aJIJI0B MaKCUMAJIBHO 3a MPAKTUKO-OPUEHTUPOBAHHOE 3a/1aHUE).

Kpurepun orieHUBaHUS OHOTO TEOPETUIESCKOTO BOIIPOCA:

— 25-30 OamnoB BBICTABISIETCS CTYIACHTY, €CIM W3JIOKCHHBIH MaTepuan (aKTUYECKH BEpeEH,
MIPOJIEMOHCTPUPOBAHBI TITyOOKHE NCUESPIIBIBAIOIINE 3HAHUS B 00bEMe TIPOIICHHOM MPOrpaMMbl B COOTBETCTBUU
C MOCTaBJICHHBIMU TPOTPAaMMOM Kypca LEeJIsIMH W 3aJa4aMu 0OydYeHHUs, MU3JI0KCHHE MaTepuaja Mpu OTBETE -
IPAMOTHOE U JIOTHYECKU CTPOUHOE;

— 20-24 06aIoB BBICTABISETCS CTYACHTY, €CJIM MPOJEMOHCTPUPOBAHBI TBEPJBIC U JOCTATOYHO IMOJIHBIC
3HaHHUA B 00bEMe MPOWIEHHOW MpPOrpaMMBbl JAUCHUUILIMHBI B COOTBETCTBUHM C LEISAMHU OOYYECHHS;, MaTepual
W3JIOKEH JIOCTATOYHO TTOJTHO C OT/ICTBHBIMH JIOTHYECKUMHU U CTUITUCTHYECKUMU TTOTPEITHOCTSIIMU;

— 15-19 GamoB BBICTABISIETCS CTYACHTY, €CIIM TPOJESMOHCTPHPOBAHBI TBEpJble 3HAHHS B OOBEMe
MPOUJIEHHOTO Kypca B COOTBETCTBHE C IENSIMH OOYYECHHs, OTBET COACPKHUT OTACIbHBIC OMIMOKH, YBEPEHHO
HCTIPaBIIEHHBIE TIOCTIE JOTIOTHUTEIIBHBIX BOTIPOCOB;

— 0-14 Gamra BbICTaBISETCS CTYACHTY, €CJIM OTBETHI HE CBSI3aHBI C BOMPOCAMH, JIOMYIIECHBI IpyObIe
OIIMOKU B OTBETE, MPOJAEMOHCTPUPOBAHBI HEITOHMMAHHUE CYIIHOCTH H3JIaraéMoro BOMpPOCa, HEYBEPEHHOCTh U
HETOYHOCTH OTBETOB Ha JOMOJTHUTEIHHBIC U HABOISAIINE BOIIPOCHI.

Kpurepun onieHuBaHus MPaKTUKO-OPUEHTUPOBAHHOTO 3aJaHUS:

— 35-40 GaymuoB BBICTABIAETCS, €CIM 3a/laHHE PELICHO IOJHOCTHIO, B MPEACTaBICHHOM PEIICHUU
00OCHOBAHHO TOJTyY€HbI PABUIIbHBIE OTBETHI.

— 25-34 Oamna BBICTaBISETCSA, €CIM 3aJaHHE PEIICHO MOJHOCThIO, HO TPHU OTBETE JOIMYyIICHBI
HE3HAYHMTEIbHBIE OIINOKH.

— 11-24 Ganna BBICTaBISAETCS, €CIIU 331aHUE PEIIEHO YACTUYHO.

—  0-10 6ayoB BBICTaBIIAETCS, €CIIM PELICHUE HEBEPHO WIIK OTCYTCTBYET.

HToroBelii pe3yibTat GopMUpYETCS U3 CYMMBbI HAOpaHHBIX 0AJIIIOB 3a BBITIOJTHEHUE SK3aMEHAIIMOHHOTO 3a/IaHUs
Y COOTBETCTBYET IIKAJIC:

— 84-100 G6amtoB (O1IEHKA «OTIUIHOY)

— 67-83 6amnoB (OLIEHKA «XOPOIIIOY)

— 50-66 6amnoB (OlLIEHKA «YIOBIETBOPUTEIHHO)

— 0-49 6annoB (O1IEHKA «HEYIOBIETBOPUTEIHHOY)



Omnpoc

Bonpocsl aJist onpoca 5 cemecTpa:

Nudopmanus kak 00bEKT MPABOBOTO PETyJIUPOBAHUS.

Crpykrypa 3akoHonaTenscTBa PO B 061acTu MHPOPMALIMOHHOM 6€30MacHOCTH U 3aIIUTHl HHPOPMALIUH.
OcHogHbIe 1ien 1 MeTobl ooecrnieueHust Ub PD. Ncrounnku u Buasl yrpos b PO.

OcHoBHBIE HaMpaBIeHUS oOecTieueHUsT THPOPMAITMOHHOM 0€30MacHOCTH U 3aiuThl nHpopmaiun B POD.
CTpyKTypa opraHu3allMOHHOMN 3alIUTHl HHPOPMAIIH.

Buns! nadopmanum, 3anmn@aemMoi 3aKkoH01aTeNIbcTBOM PO.

[lepeuens cBeaeHMI KOHDUIEHIIMATIBHOTO XapaKTepa.

Opranuzanust paboThl CO CBEICHUSIMH, OTHECEHHBIMH K KOH(PHUISHIINATLHON HH(DOpMAITUH.
[IpaBoBO#i pexkuM 3alIUThl KOHPHUACHINATLHOU HHPOPMALIUH.

0. Yrpo3ssl yTeuku HHPOPMAIIUH 110 TEXHUYECKHM KaHAIaM.

1. ®opmel 3amuIaeMoi HHPOPMAIIHH.

12. OcHoBHBIC 00BEKTHI 3aIIUTH HH(POPMAIIHH.

13. Knaccudukanust TEXHIYECKUX KaHAJIOB YTCUKH HHPOPMAIIUH.

14. TexHuuecKue MEPONPHUATHS 10 3aIUTE HHPOPMAIUU OT YTEUKH [0 TEXHUYECKUM KaHaJIaM.

15. OpraHu3anroHHbIE MEPOIIPUITHS 10 3aIIUTe HHPOPMALIUU OT YTEUKU MO0 TEXHUYECKUM KaHaJlaM.
16. Knaccudukamuu yrpo3 6e30mnacHoCTH HH(POpMAIMK B THPOPMALMOHHBIX CUCTEMAX.

17. TpeGoBaHus K OpraHU3aAIlMU 3aIUTH HHGOPMAITMH B HHGOPMAITMOHHON CHCTEME.

18. ®opmupoBanue TpeGOBaHUH K 3aIuTe HH(GOPMAIMK B MHPOPMALIMOHHOW CUCTEME.

19. Obecneuenne 3ammThl HHOOPMAIIUU B X0J1€ AKCILTyaTaIlluyd HHHOPMAITMOHHONW CUCTEMBI.

20. TpeGoBaHus K MepaM 3aIUTHl HH(POpMAIUH, coaepKaleiics B ”HPOPMALIMOHHOHN CUCTEME.

21. Omnpenenenue Kiacca 3allMIIEHHOCTH HHPOPMAIIIOHHON CUCTEMBI.

22. JluueH3upoBaHHUE B 00JACTH 3aIIUTHI MH()OPMAIIUH.

23. CTpyKTypa CUCTEMbI TOCYIaPCTBEHHOT'O JIMIIEH3UPOBAHUSI.

24. Tlopsaok MpoBEACHUS INIICH3UPOBAHNS.

25. OCHOBHBIE JIMIICH3WOHHBIC TPEOOBAHUS U YCIIOBUS B 00JIACTH 3aIUTHI HH()OpMAITUH.

26. IlepeyeHb BUIOB ACSATEIHHOCTH B OOJIACTH 3aIIUTH HH()OPMAIUH, TIOUICKAIIX JIUIEH3UPOBAHHIO.
27. CTpyKTypa CHCTEMbI CepTU(UKAIUH.

28. Tlopsnok mpoBeaeHus cepTH(GUKALNU CPEICTB 3aIIUTH HHPOPMALINH.

29. CeprudukanMoHHbIC UCTIBITAHUS CPEJICTB 3aIUTH HH(GOPMAITUH.

RROoOoNO~ LN E

Bomnpocs! 1i1st onpoca 6 cemecTpa:

30. Mopsimok oTHeceHus: uH(poOpMAMKM K HHGOPMAIMH, COCTABISIOMIEH KOMMEpPYECKYyl0 TalHy, U ee
IIPEJOCTaBIIEHUE.

31. Ionsrue xomMepueckoii TaifHbl. [IpaBoBoe oOecTieueHne 3auThl KOMMEPYECKON TalHBI.

32. CeneHusl, COCTaBISIOLIME KOMMEpUecKyro TaiiHy. CBeaeHMs, KOTOpble HE MOIYT COCTaBJIATh
KOMMEPYECKYIO TalHY.

33. IlpaBa obmagaTenss KOMMEPYECKOM TaHBI.

34. Opranuzanus 3aUThl HHOOPMAIMH HA TPEATIPUATHH.

35. ObecneyeHne COXpaHHOCTH JOKYMEHTOB, 1€l U N3JaHHM.

36. OO0s3aHHOCTH JIMII, JOMYIICHHBIX K CBEJICHHUSIM, COCTABIISIONINX KOMMEPUECKYIO TaliHY.

37. Opranuszanus KOHTPOJS 3a oOOecledeHHeM pexuma Ipu pabdoTe €O CBEACHUSAMH, COJCpPKALUMU
KOMMEPYECKYIO TalHY.

38. O0s13aHHOCTH IIEPCOHAJIA OPraHU3ALUU 110 COXPAHEHUIO KOMMEPUYECKOH TallHbI.

39. Momutrka 0Oe€30mMacHOCTH MPEONPUATHS KaK OCHOBAa OPTaHU3AIMOHHOTO YIPABJICHUS 3alUTOU
nH(pOpMAIIHH.

40. TIpaBa u 00s3aHHOCTH paOOTHHUKA U pabdOTOATEIS 110 3aIUTE KOHPHUICHIIMATHLHON HH()OpMAITIH.

41. OTBeTCTBEHHOCTH 3a HapyllIeHHE KOH(PUICHINATbHOCTH HHPOPMALIUH.

42. TlpaBa u 00s13aHHOCTH CyOBEKTa MEPCOHANBHBIX JAaHHBIX M OllepaTopa, 00padaThIBaIOIEro MepCoOHaIbHbIE
JIAHHBIE.

43. Opranu3zanys 3aiuThl IEPCOHAIBHBIX TaHHBIX B OpPraHU3aIUH.



44. TInanupoBaHWE MEPOIPUATHI 110 OPraHU3AIMOHHON 3aIUTe HHPOPMALIUN HA TIPEIIPUSTHH.
45. CTpyKTypa ¥ OCHOBHOE COJIepKaHHUe TTaHa MEPOIIPUATHH 110 3alIUTe KOH(GUIESHIINATLHON HHGOPMAITIH.
46. OpraHu3zaiys aHaTUTHYECKOH paboThl B 00JaCTH 3aIIUTHI HHPOPMALIUU HA TIPEAIPUATHH.

47. OcHOBHBIE 00BEKTHI U (DOPMBI KOHTPOJISI 32 COCTOSTHUEM 3aIUThI HH(DOpMaIny.

48. OcHOBHBIC 321241 U METOJII KOHTPOJISI.

49. OcHOBHBIC HaIlPaBJICHUS AHATUTUIECKON pabOTHI.

50. Opranuzanus ayauTta HHGOPMAIIMOHHON 0€301MacCHOCTH MPEANIPUATHS.

51. OyHKIMM aHATUTUIECKOTO MOAPA3ICIICHUS B 00JIaCTH 3alIUThl HH()OPMAIIUK HA TIPEATPUATHH.
52. OCHOBHBIE ATaIbl AHATUTUIECKOHN pabOThI B 00JaCTH 3aIIUTHI MHPOPMALIUU HA TIPEIIPUSTHH.
53. CopneprkaHue U OCHOBHBIE BU/Ibl aHATUTUYECKUX OTUYETOB.

54. Knaccudukanus MeTo10B aHaiu3a nHPOPMAIIHH.

55. KomMmnproTepHbIe MPECTYIUIEHUS B 3JIEKTPOHHON KOMMEPIIUH.

56. NndpopmanmonHas 6e30MacHOCTb B IEKTPOHHOW KOMMEPIIHH.

57. HOpunuyeckasi OTBETCTBEHHOCTb 32 HApYIIEHUE MPABOBBIX HOPM 3aIUTHI HHPOPMAIIIH.

Kputepuu oneHuBanus:

MakcuManbHOE KOJIHYECTBO OAIOB, KOTOPOE OO0yUaIONIUiics MOXET HaOpaTh 3a cemectp — 20 6amioB (3a 20
OTBETOB).

OTBeT Ha BOIIPOC OLIEHUBAETC:

— 1 Gaymt — mpaBUIIBHBINA U TTOJTHBIA OTBET;

— 0 OayToB — HEMPABUJIHHBIN OTBET WJIM OTBET HE MPE/CTABIICH.

HpaKTHKO-OpHeHTI/IPOBaHHbIe 3aJaHusA

IIpakTHKO-OpHEHTHPOBAHHBIE 3aaHus VI 5 ceMecTpa:

3ananue 1.

Pa6ora ¢ MCC "KoncynsranT Ilmtoc": ba3zosblie cBoiicTBa OezonacHoctu uHGpopmanuu. HopmMaTtuBHO-nipaBoBast
0a3za (yHKIMOHUPOBAHUS CHCTEM 3amuThbl WHpopManuu. [IpaBoBas 3ammTa TPOTrPaMMHOTO OOECTIeYEHUS
aBTOPCKHUM IpaBoM. KoMIbIOTepHBIE MPECTYIUIEHUS U OCOOEHHOCTH UX pacCiieI0BaHMs.

3ananue 2

Pa6ota ¢ UCC «Koncynprantllimtocy, B/l ®enepanbHoii CiryKObI 110 TEXHHYECKOMY W SKCIIOPTHOMY KOHTPOJIIO
(O®CTIK Poccun) https:/fstec.ru/: @opmsl 3amunaemoit uHGpopmanuu. OObEKTH 3aUThl. PU3NYECKHE OCHOBBI
Bo3HukHOBeHust TKYU. Knaccuduxarus TCP.

3amanue 3.

Pabora ¢ UCC «Koncynprantllimtocy, B/l ®enepanbHoil Ciry)ObI 110 TEXHUYECKOMY M SKCITIOPTHOMY KOHTPOJIIO
(®CTOK Poccum) https://fstec.ru/: TlocTpoeHue THIOBBIX MoJENe yrpo3 0e30macHOCTH HH(POPMAIUH,
oOpabaTeiBacMOil B ”H)OPMAITHOHHBIX CUCTEMAaX.

3aganue 4.

Cucrema mmdposanus Lesaps. Ilndpsr nepectanoBKy.

1. PeanusoBats cuctemy mudposanus Leszaps. Cucrema mmdposanus Lezaps, B KOTOpOM KaXKAblil CUMBOJI B
OTKPBITOM TEKCTE CIIBUTAETCS Ha ONpEAETICHHOE YHCIIO TMO3WIMKA BIepes win Hazal. PeamnzoBath QyHKINH
mudpoBaHus U aemn(poBaHUs TEKCTa ¢ UCTIONIb30BaHUEM CUCTeMBbI mdpoBanus Llezaps.

2. Peanmu3oBath mmdpsl NEPECTAHOBKH, B KOTOPBIX MOPSAOK CUMBOJIOB B OTKPBITOM TEKCTE MEHSIETCSI COTJIACHO
HekoTopoil pyHkuK. PeanuzoBars GyHKIMK MKU(POBAaHUS U AeIIUPPOBAHUS TEKCTA C UCIIOJIb30BaHHEM
HI(PPOB NEPECTAHOBKHU.

3. Peanu3zoBatb cucremy mmdposanus Llesaps ¢ kirouom.

4. PeanmzoBath pyHKIMH mmdpoBaHus U e (POBAHIS TEKCTa C UCTIOIB30BaHUEM CUCTEMBI IIH(PPOBAHMUS
Le3aps ¢ kinrouom.

IpakTHKO-OpHEHTHPOBAHHBIE 3aaHusI s 6 cemecTpa:
3anganune 5.



Peanmzanus nBycTopoHHEro oOMeHa KitoueBoit nHdopMmarmeid. [lonsTie 1 Ha3HAYSHHE IICHTPa PacIpeIeIeHUs
kimrouer. Tpebosanus uddu n Xemmana.

PeanuzoBaTh (pyHKIIUM U1 TeHEPALUH MPOCTHIX YUCEI M BBIUMCIICHUS] HANOOJIBIIETO OOIIEeTo JeTUTeNs.

1. PeanuzoBath PyHKIIMHU 1)1 T€HEpAIMU KIFOUEBOW Mapbl 1 0OMEeHa KII0UeBON HHpOpMaIuei ¢
UCTOJIb30BaHuEM npoTokoia Auddu-Xennmana.

2. Peaym3oBaTh TeCTHI TSl GyHKIIUA TEHEPAIIMH KIIOYEBOH apbl 1 0OMEHa KITF0YeBOM HHGOpMAIIHECH.

3. Peanu3oBathb TecThl Juid (QyHKIHMIA TeHEpaLMy KIIIOYEBOU Tapbl 1 OOMEHa KITI0UeBOM nHpopManuei.

3ananue 6.

Anroputm mmdpoBanus RSA. Ilpomecc dopmupoBaHus KIHOUYEBOH mapbl mojydareieM, mudpoBaHue u
nemmdpoBaHue cooOeHnit B kpuntocucreme RSA.

1. Peanu3zoBath (hyHKUMU AJE TEHEpAIMM TMPOCTHIX YHCEJ, BBIYUCICHUS HAMWOOJBIIEro OOLIEro AETUTels,
HAXOXKJICHHUS 00paTHOTO HJIEMEHTA MO MOYJIIO.

2. Peaymm3oBaTh GyHKIMH JIJI TEHEPALUK KIIFOYEBOM Mmaphl ¥ mudpoBanus/aemudpoBanus cOOOIEHUH ¢
HCIONb30BaHueM ajiroputMa RSA.

3. Peaymm3oBaTh TeCThI 1 GYyHKIMA TeHEPAIIMN KIIOUEBOW Naphl U MM poBaHus/ IemudpoBaHus COOOIECHUH.

3aganue 7.

@opMHUpOBaHUE NIEPEYHS CBEACHUM, COCTABIIIOIINX KOMMEPUYECKYIO TalHy.

1. Boibepure BBIMBIIUIEHHYIO KOMIIAHUIO, Ui KOTOpod Oynere (opMuUpoBaTh II€peUYeHb CBEJCHUH,
COCTABJISIOIIUX KOMMEPUYECKYIO TalHY.

2. OnuimTe BUABI CBEICHUH, KOTOPbIE MOT'YT COCTaBJIATh KOMMEPUECKYIO TaliHy AJIs1 BBIOpAaHHON KOMITAaHUH.
3. CocraBbTe nepeueHb CBEJCHNUMN, COCTABISIONINX KOMMEPUYECKYIO TaiHy, /Uil BEBIOPaHHOW KOMITAHUH.

4. OdopmuTe pe3yabTaThl B BUIEC OTUETA

3aganue 8.

PazpaboTka momuTHKN 6€301MacCHOCTH MPEATPUATHS.

1. Onpenenure 1€y ¥ 337a41 TOTUTUKU O€30MIACHOCTH MPEITIPHUATHSL.

2. OnummTe Mepsl Mo 3aIuTe HHPOPMALIUU, COOCTBEHHOCTH U TIEPCOHAIIA TIPEATIPHUSTHS.
3. Pa3paboraiiTe nmporiexypbl OTBETa Ha yrpo3bl 0€30MaCHOCTH MPEANPUSITHS.

4. OdopmuTe pe3yiabTaThl B BUIE JOKYMEHTA MOJTUTHUKUA O€30MACHOCTH MPEIPUSATHS.

Kpurepuu oneHuBanus:
MaxkcumanbHOe KOJIMYeCTBO 0alioB, KOTOPOE OOydYaromuiics MoxeT HaOpaTh 3a cemectp — 80 OayioB (3a 4
3a/IaHUs B CEMECTD).
Kaxoe 3aanue olieHUBaETCS:
— 20 6amioB. — 3a/1aHUE BBIMOJHEHO BEPHO;
— 19-14 6annoB. — IpH BHIMIOTHEHUHN 33/1aHUs ObLUIH OMYIIIEHBl HETOYHOCTH, HE BIUSIONINE HAa PE3YIIbTAT;,
— 13-6 6annoB. — MpU BBIMOJIHEHUHU 33aJaHUs ObUTH JOIMYIIEHbI OIIHOKH;
— 5- 1 6anoB. — pH BHINOJIHEHUH 33JaHHUsI ObUTH JOMYIIEHBI CYIIECTBEHHbBIE OIINOKH;
— 0 GaytoB. — 3a7]aHKE HE BBIMTOJTHEHO.

3 Meroanveckue MaTepHasbl, ONpeae/sione NpoueAypbl OLeHUBAHUS 3HAHMI, YMEHHUIH, HABBIKOB H
(nJIM) oNbITA 1eATEIbHOCTH, XaPAKTEPU3YIOLIUX ITANbI (JOPMUPOBAHUSA KOMITETECHIIUI

[Ipouenypsl olleHMBaHMSI BKIIIOYAIOT B c€0s1 TEKYIIUH KOHTPOJIb U MPOMEXKYTOUHYIO aTTECTAIHIO.

Texkymmid KOHTPOJIb YCIIEBAEMOCTH IIPOBOJUTCA C MCIOJIb30BAHUEM OLICHOYHBIX CPEICTB,
MPE/ICTAaBJICHHBIX B M. 2 JaHHOTO MPHJIOKEHHs. Pe3ynbTaThl TEKyIIEro KOHTPOJS OBOJATCS 10 CBEICHUS
CTYJIEHTOB JI0 IPOMEXKYTOYHOM aTTECTaLUU.

IIpomexyTouHast aTTecTalMA POBOIUTCS B popMe 3a4eTa, IK3aMEHa.

3ayeT MPOBOAUTCS IO PACMHMCAHUIO NPOMEXKYTOYHOW arrecTanuud B yCTHOM Qopme. KomuuecTBo
BOIIPOCOB B 3a4€THOM 3aJaHuu — 3 (2 TeopeTuueckux, | MpaKkTUKO-OPHEHTHPOBAHHOE 3aj1aHue). Pe3ynbpraTsl
aTTeCTallud 3aHOCATCS B BEJOMOCTb M 3a4ETHYIO KHIKKY cTyneHTa. CTylIeHTbl, HE NpOLIEeILINe
MIPOMEXYTOUYHYIO aTTECTAllMI0 MO TpaduKy, AOHKHBI JIMKBUAMPOBATH 33J0KEHHOCTh B YCTAHOBJIEHHOM
MOPSJIKE.



DK3aMeH MPOBOIUTCS 1O PACIUCAHUIO MPOMEKYTOYHOW aTTecTaluu B ycTHOW ¢opme. KommuecTso
BOIIPOCOB B 9K3aMEHAI[MOHHOM 3aJaHuu — 3 (2 TeopeThyeckuX, | MpaKkTUKO-OPUEHTHPOBAHHOE 3aJaHHE).
Pe3ynbrarhl arrectaliid 3aHOCSTCS B BEIOMOCTbh M 3a4ETHYIO KHIKKY CTylneHTa. CTyIEHTBI, He MpOIIEAIIne
MIPOMEXYTOUHYIO aTTECTAllMI0 MO TpaduKy, AOHKHBI JIMKBUAMPOBATH 33J0KEHHOCTh B YCTAHOBJIEHHOM
MOPSIKE.



IIpunoxenne 2
METOJUYECKHUE YKA3AHMUSA 110 OCBOEHUIO JUCHUITJIMHBI

Y4eOHBIM IJIAHOM MPETyCMOTPEHBI CIICTYIOIINE BUBI 3aHATHH:

- JIEKIIHH;

- IPAKTUYECKUE 3aHSATHSL.

B Xoje JCKIMOHHBIX 3aHATHH PACCMATPUBAIOTCS OCHOBHBIC IMOHATHS B 007acTH WH(POPMAIMOHHOM
0€30MacCHOCTH W 3allUThl MHPOPMAIUH, METOJbI OOHAPYKCHHSI U OpraHU3allid MPOTUBOACHCTBHS aTaKk Ha
nH(OPMALIMOHHBIE CETH, TPEOOBAHUS 10 3aIIUTE KOHPHUICHINATBHOW HH)OPMALIMH, Tal0TCS PEKOMEHIAIMH JIJIS
CaMOCTOSITENIbHOM paOOThI U TOJITOTOBKU K MPAKTUICCKUM 3aHSATHSIM.

B Xxozme mnpakTUYeCKMX 3aHATHH YyIAyOISIOTCS M 3aKPEIUISIOTCS 3HAHUS CTYJICHTOB I10 PSIy
PaCCMOTPEHHBIX Ha JIEKIUSAX BOMPOCOB, PA3BUBAIOTCS HABBIKM PEIICHUS 3a/1ad 10 3alUuTe HHPOPMAIIMOHHBIX
00BEKTOB.

[Tpu MOATOTOBKE K MPAKTUYECKUM 3aHATUSM KXKIBIA CTYICHT JIOJIKEH:

- H3YYUTh PEKOMEHI0BAHHYIO YUCOHYIO JIUTEPATypPY;

- U3YYUTHh KOHCIICKTHI JICKIIHA;

B nporiecce moAroToBKM K MPAKTUYECKUM 3aHATHAM CTYICHTBI MOT'YT BOCIIOJIb30BATHCS KOHCYJIbTAI[UIMHU
MperoaBaTels.

Bompockl, He paccCMOTpeHHBIC Ha JICKIUAX M NPAKTHUCCKHUX 3aHATHUSAX, JOJDKHBI OBITh HW3YyYCHBI
CTYJICHTaMH B XOJI€ CAMOCTOSTEIbHON pa0doThl. KOHTPOIb CaMOCTOSTENBHON paObOThI CTYICHTOB HaJ y4eOHOM
MPOrpaMMOI Kypca OCYIIECTBISETCS B XOJ€ 3aHATHH METOJIOM YCTHOTrO ompoca. B xojae caMocCTOsATEIbHON
paboThI KaXKIbIM CTYJICHT 0053aH MPOYUTATH JOMOJHUTEIBHYIO JUTEPATypy MO M3ydaeMol TeMe, JOMOIHUTH
KOHCIIEKTBI JICKIIUI HEOCTAIONIMM MaTEPHAJIOM, BBIMHCKAMHM U3 PEKOMEHIOBAHHBIX MCTOYHHKOB. BBIICTUTH
HETMOHSITHBIE TEPMUHBI U HAWNTH WX 3HAYCHUE B DHIIMKJIONEUYECKUX CIIOBAPSIX.

JIJIs IOATOTOBKHU K 3aHATHSAM, TEKYIIEMY KOHTPOJIIO W MPOMEKYTOYHON aTTECTAIIMH CTYACHTBI MOTYT
BOCIIOJIb30BAThCSL  AJIEKTPOHHO-OMOMMOTEYHBIMU cHUCTeMaMu. Takke oOydaromruecss MOTYT B3ATh Ha JIOM
HEO0OXOIUMYIO JINTEPATypy Ha a0OHEMEHTE YHUBEPCUTCTCKOM OMOJIIMOTEKH WIIM BOCIIOJIB30BAThCS YNTATBHBIMU
3aJ1aMH.
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