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1. HEJIX OCBOEHMA JUCHUAIIJIMHBI

1.1 |IIpunobpererne 3HaHWH B 00MacTH WH(GOPMAIMOHHON O€30MacHOCTH W 3alUTHl HWH(OpPMAIMKM IO OpPTaHU3A[MOHHO-
MIPaBOBOM 3alUTe KOMMEPYECKOH, Ciy:keOHOH, NpodecCHOHATBHON TalHbI, MEePCOHATBHBIX NaHHBIX; (OPMHUPOBAHUE
YMEHHH M TPAKTUYECKUX HABBIKOB I10 MPaBOBOMY, OpraHM3alMOHHOMY W TEXHHYECKOMY OOECIICUCHHUIO 3aIlUThI
nHpOPMAIIHN TIPH PEIICHUH 3a1ad MPo(eCCHOHATBHON e TENEHOCTH.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUA TN CHUIIJINHBI

IK-2: Cnocob6en ynpapasite UT-uHppacTpykTypoii nmpeanpusATHsa ¢ y4eToM TpeOoBaHmii obecredeHusi MHGOPMaNMOHHOI
0e30MacHOCTH

B pe3yabTaTe ocBOeHHS THCHUTIIMHBI 00YYAOIIHICS TOKEH:

3HaTh:

- TNPUHUMIB PabOTBl COBPEMEHHBIX TEXHOJIOTHH obecrieueHus HMHGOPMAMOHHOM O€e30MacHOCTH MpHU  PELIeHHH  3a1ad
PO eCCHOHATLHON NeATETLHOCTH (COOTHECEHO ¢ MHauKaropoM [1K-2.1).

YMeTh:

- pemiarb CTaHAapTHHIE 3a1aul MPO(ECCHOHAIBHON JAEATENBHOCTH C YYeTOM TPeOOBaHMH HMH(OPMALMOHHON 0e30macHOCTH
(cooTtHeceHo ¢ nHanKaropom I1K-2.2).

Bnagern:

- HaBBIKAMH HCIIOJIB30BAaHHS CIOCOOOB M CPEACTB 3allUThl MHGOPMALMH HPH PEIICHHH 3aqad NPO(ECCHOHANBHOH AeSTEeNbHOCTU
(cootHeceno ¢ naamKkaropom I1K-2.2).

3. CTPYKTYPA U COAEPKAHHUE IUCIIUITJIMHBI

Pa3gen 1. Cucrema 3amuthl JaHHbIX B Poccuiickoii @eaepauun

Ne HaumenoBanue Temsbl / Bun 3ansatus (aelhg;[c;p Yacos Kow:ll::l:eﬂ_ Jlutepatypa
BBomnas nexkums. BaxHOCTh 3amuThl MHPOPMAMA B COBPEMEHHOM JI1.1, JI1.2, JI1.3,
1.1 |mupe. KiroueBble NPUHOUIBI  OOeCTeYeHUs  HHPOPMAIIMOHHOM 3 2 TIK-2 JIL.5, J12.1, J12.4,
oe3omacHocTH / Jlek / J12.5
Buasl uHbOpMalK B 3aBUCUMOCTH OT €€ COoJep)aHus, IO0CTYIIa, L1, J1.2, 1.3,
1.2 ’ 3 2 MK-2 JI1.5,J12.1, J12 .4,
obnanarenst / Cp /
JI2.5
JI1.1, JI1.2, JI1.3,
JI1.4, J11.5, J12.1,
1.3 | OcHoBHbIe MOzenu 3amuThl nH(Gopmarmu. / Cp / 3 2 IK-2 2.2 123, 12.4,
J12.5
N . JI1.1, JI1.2, JI1.3,
14 Uzyuenue OCHOBHBIX MOJIOXCHHH MO 3aIuTe nHpopmarmu: JloKTpruHa 3 6 K- 1.5, J12.1, JI2.4,
nHpopmamoHHoi 6e3onacHocti Poccuiickoit ®eneparun. / Cp / .5
OcHoBHble TmONOKeHHsT DeneparbHoro 3akona "OO uHpOpMaIuy,
MHQOPMAIIMOHHBIX TEXHONOTHAX W O 3amure uHpopMmamuu" ot JI1.1, J11.2, JI1.3,
15 27.07.2006 N 149-@3. OcHOBHbIE NPHUHOMUOBI U TPeOOBaHUA K 3 6 K-2 JI1.4, JI1.5,J12.1,
’ CHCTEME 3allMThI TaHHBIX. J12.2,J12.3, J12 .4,
Pony ¥ OTBETCTBEHHOCTh YYaCTHUKOB CHUCTEMBI 3alllUTHI JTAHHBIX. / JI2.5
Cp/
JI1.1, JI1.2, JI1.3,
N . JI1.4, JI1.5, J12.1,
1.6 | Beimonnenwue 3ananuii ¢ ucrnonszoBanreM LibreOffice. / TIp / 3 2 TIK-2 2.2, 2.3, 2.4,
JI2.5
Paznen 2.
OcHOBBI 321U THI HH(POBBIX JAHHBIX B KHOEPIPOCTPAHCTBE
Ne HaumenoBanue Temsbl / Bua 3ansitus Cemectp Yacos Komneren- Jlutepatypa
/ Kype M1
JI.1, JI1.2, JI1.3,
21 IMonsatne w Buabl yrpo3  WHPOPMANHMOHHON  OE30MacHOCTH. 3 2 K-2 JI1.4, JI1.5, J12.1,
’ Vsa3BuMocTH. YpaBiaeHue ys3BUMOCTIMH. / JIek / J12.2,J12.3, J12.4,
J12.5
29 Kommbrotepable araku. Bumsl u  kimaccuUKarmys KOMITBIOTEPHBIX 3 2 MK-2 JI1.1, J11.2, JI1.3,
’ arak. /Cp/ JI1.5,J12.1, J12 .4,




JI2.5

JI1.1, J11.2, J11.3,
2.3 | Opranum3zamus naponabHo# 3amuTsl. [Taponsasie ataku. / Cp / 3 2 IK-2 J1.5, J12.1, J12.4,
JI2.5
JI1.1, JI1.2, JI1.3,
24 IIpoBepka HameXHOCTH MAPOJIbHOM 3alIMTBl C HUCIOJIB30BAHUEM 3 ) MK-2 JI1.4,J11.5,J12.1,
" | Bcrpoennsix nHCTpYMeHTOB Kali Linux. / IIp / J12.2,J12.3, J12.4,
JI2.5
WzyueHne OCHOBHBIX HMHCTPYMEHTOB MJIsI BBISABICHHS YSI3BHUMOCTEH. / L1, 1.2, J11.3,
2.5 Tip / 3 2 [K-2 JI1.5,J12.1, J12 .4,
J2.5
JI.1, JI1.2, JI1.3,
26 OCHOBHBIC THUIIBI yYTPO3 M MX Kiaccu(uUKaiusa. YTrpo3bl 0€e30MacHOCTH 3 ] K-2 JI1.4, J11.5,J12.1,
’ 00aunbIx cepBucos. / Cp / J12.2,J12.3, J12.4,
J2.5
. JI.1, JI1.2, JI1.3,
Knaccuduxanus ys3BUMOCTEH. YS3BUMOCTH ONEPAHOHHBIX CHCTEM,
2.7 | nIpUIOXKEHUH. 3 4 TIK-2 L4, JI1.5, JI2.1,
J12.2,J12.3,J12.4,
ceTeBoro 000pya0BaHus U MPOTOKONOB. / Cp / .5
KommbrotrepHble araki Ha OECHpOBOJHBIE CETH H  MOOWIBHBIC JI1.1, JI1.2, JI1.3,
yCTpOKHCTBa. JI1.4,J11.5, JI2.1,
2.8 ATaky Ha BeO-TIPUIIOKEHHS U 0a3bl TAaHHBIX. 3 6 TK-2 J12.2,J12.3, J12 .4,
ATaky Ha CHCTEMBI YIPaBIeHHS JOCTYIOM u napossiMu. / Cp / J2.5
JI.1, JI1.2, JI1.3,
. . JI1.4, JI1.5, J12.1,
2.9 |BrmonHenue 3ananuii ¢ ucnonszoBanueM LibreOffice. / Cp / 3 10 TIK-2 2.2, 2.3, 2.4,
J2.5
Paznen 3. Komnbiorepabie BUpychbl. OCHOBHbIE MPUHIIUIBI 1€ TEKTHPOBAHNUS BPEIOHOCHOT0 IPOrPAMMHOI0 00ecneYeHust
(BIIO)
Ne HaumenoBanue Temsbl / Bun 3anatus C/ellxél;[c)zp Yacos KO“:ll;e:eH_ JlutepaTtypa
JI.1, JI1.2, JI1.3,
31 Bunbl 1 uctopus pasBUTHS KOMIBIOTEPHBIX BUPYCOB. COBpEeMEHHBIC 3 5 K-2 JI1.4, J11.5,J12.1,
" | TeneHIMYN IPUMEHEHNS KOMITBIOTEPHBIX BHpYcoB. / Cp / J12.2,J12.3,J12.4,
J2.5
IMpunnun paboTEI AHTUBUPYCHBIX IIPOIrPaMM. Crioco0st JI1.1, J11.2, JI1.3,
3.2 | AeTEeKTHPOBaHHS BPEIOHOCHOTO MporpamMmuoro obecredenus (BITO) / 3 2 TIK-2 JIL.5, J12.1, J12.4,
Cp/ J2.5
JI1.1, J11.2, JI11.3,
33 Bpemonocnoe  mporpaMMHOe ~— oOecriedeHME WM METOABl  €ro 3 6 K-> JI1.4, J11.5,J12.1,
"~ | obnapyxenus. / Cp / J12.2,J12.3, J12.4,
JI2.5
CurHarypHBIHl aHaMW3 ¥ ABPHCTHYCCKHUN aHAIM3 Ui OOHapy>KCHUS JI1.1, JI11.2, JI1.3,
34 BIIO. 3 3 K- JI1.4, JI1.5, J12.1,
" | ObnapyxeHue u ynaneHue pyTKUTOB U TPOSHCKUX MPOTPAMM. J12.2,J12.3,J12.4,
OO0HapyXeHHe 1 OJIOKMPOBKA PUITHHIOBBIX atak. / Cp / J12.5
JI1.1, JI11.2, JI1.3,
N . JI1.4, J11.5, J12.1,
3.5 | BeimonHeHue 3amanuii ¢ ucnosb3oBanueM LibreOffice. / Cp / 3 30 TIK-2 2.2, 2.3, 2.4,
JI2.5
Paznen 4. Opranuzanusi 3aliMThl NEPCOHAIBHBIX JAHHBIX
Ne HaumenoBanue Temsl / Bua 3ansitus Cemecrp Yacos Komneren- Jlutepartypa
/ Kype U
[TepconanbHbIe JTAHHBIC (ITdn). Bungi, KJ1acCH(pUKaIyst ALL .2, 1.3,
4.1 | mepcoHaIbHBIX JIaHHBIX. Iopsinox 00paboTKH I[Iu B 3 2 IIK-2 1.4, 7115, 2.1,
J12.2,J12.3,J12.4,
nHpOopMaMOHHbIX cuctemax. / Cp / .5
O0paboTka TEpCOHATHHBIX MJAaHHBIX: OCHOBBI W TPaKTHKa OT3bIBa JI1.1, J11.2, JI1.3,
4.2 |commacust Ha  00pabOTKY OpeKpaTuTb  0O0pabOTKy  CBOHX 3 2 IIK-2 JI1.5, J12.1, J12.4,
MEePCOHATBHBIX TaHHBIX Yy oneparopa [1/Ix. / IIp / J12.5
OCHOBBI 3aKOHOJATENbCTBA O 3aIIUTE NEPCOHATBHBIX NaHHBIX: I[IpaBa JI1.1, JI1.2, JI1.3,
4.3 | cyOBEKTOB NEPCOHATBHBIX HaHHBIX.OTBETCTBEHHOCTh 3a HapyLICHHE 3 4 TIK-2 JI1.4, J11.5,J12.1,
3aKOHO/IATEIhCTBA O 3aIIUTE ePCOHATBHBIX JaHHBIX. / Cp / J12.2,J12.3, J12 .4,




JI2.5
O0paboTka NEPCOHATHHBIX MAHHBIX: TEXHWYECKHE MEpBI 3aIlUTHI JI1.1, JI11.2, JI1.3,
4.4 |mepcoHaTbHBIX JAaHHBIX. (OCOOCHHOCTH  3alIUTBl  IEPCOHATBHBIX 3 2 TIK-2 JI1.5,J12.1, J12.4,
JTAHHBIX B PA3IMYHBIX OTPACIsAX dSKOHOMHUKH. / [Ip / J12.5
JI1.1, JI1.2, JI1.3,
N . JI1.4, J11.5, J12.1,
4.5 | BemmonHeHue 3ananuii ¢ ucrnonb3oBanueM LibreOffice. / Cp / 3 36 TIK-2 2.2 123, 12.4,
JI2.5
Pazgen 5. Opranusanus 3amuthl HHGopManuu B HHGPOPMALMOHHBIX CHCTEeMax
Ne HaumenoBanue Tembl / Bua 3ansatus Cemectp Yacos Komneren- Jlutepatypa
/ Kype M
JI1.1, J11.2, JI11.3,
5 HudopmanroHHBIE CHCTEMBl M OPTaHH3AlMs 3allUThl MHOOPMAIUU B 3 ) K-> JI1.4,J11.5,J12.1,
’ Hux. / Jlek/ J12.2,J12.3, J12.4,
JI2.5
JI1.1, J11.2, J11.3,
59 VYnpasienue JIOCTYIIOM u KOHTPOJIb aBTOPHU3aLNN B 3 4 MK-2 JI1.4,J11.5,J12.1,
| uadopmanmonnsix cucremax. / Cp / J12.2,J12.3,J12.4,
JI2.5
JI1.1, JI11.2, JI1.3,
53 OCHOBHBIC TPUHIWINBI W  METOABl  3amIUTHl  MHQOpMamuu B 3 6 MK-2 JI1.4,J11.5, JI2.1,
" | urdopmanuoHHbIX cuctemax. / Cp / J12.2,J12.3, J12.4,
JI2.5
JI1.1, JI1.2, JI1.3,
54 IMporpammHBIe cpencTBa 3amUTE HHGOPMAIMK B HH(MOPMAIMOHHBIX 3 6 MK-2 JI1.4,J11.5,J12.1,
" |cucremax. / Cp/ J12.2,712.3, J12.4,
JI2.5
JI1.1, JI1.2, JI1.3,
55 OOydeHue mepcoHama M TOBBIIICHHE OCBEIOMIICHHOCTH B BOIPOCAX 3 6 MK-2 JI1.4, J11.5,J12.1,
" | mrdopmanuonHOit 6e30macHOCTH. / Cp / J12.2,J12.3, J12.4,
JI2.5
Paznen 6. OcHoOBBI KpUNTOrpadguueckoil 3alMTHI M OPraHU3alKs UCTOAb30BAHUSA JIEKTPOHHBIX MOAMUCEH.
Ne HaumeHnoBanue Tembl / Bua 3ansatus Cemectp Yacos Komneren- Jlutepatypa
/ Kype M
N JI1.1, J11.2, J11.3,
Meroapl u cpencTBa KpunrorpadhuuecKoil 3ammThl  WHQOpPMAIHH.
6.1 |IlpuHOMOBI  (GYHKIMOHUPOBAHWUS  OCHOBHBIX  KPHUITOTpadMUueCKUX 3 2 [IK-2 1.4, 1.5, 2.1,
anroput™oB. / Jlek / 2.2, 712.3, 2.4,
JI2.5
OnextponHas noxmuchk (OI1). OcHoBHBIe mToOHATHA U Buael Ol JI1.1, JI11.2, JI1.3,
6.2 |Tlopsimox Bbimaum u mpoBepku OIl. ocobenHoctn mpumeHenus OII B 3 2 IK-2 JI1.5,J12.1, JI2 4,
9JIEKTPOHHOM J0KyMeHToobopoTte. / Cp / J12.5
JI1.1, JI1.2, JI1.3,
63 Kpunrorpapudeckre MmpoTOKONBI M MX NPUMEHEHHE. X3IMIHUPOBAHUE WU 3 6 MK-2 JI1.4, J11.5,J12.1,
| mudpossie moamucu. / Cp / J12.2,J12.3, J12 .4,
J12.5
JI.1, JI1.2, JI1.3,
6.4 IOpuanueckue acrieKThl HCTIONIB30BaHUS SJEKTPOHHBIX MOITHCEH. 3 3 MK-2 JI1.4,J11.5, JI2.1,
" | Be3omacHOCTh XpaHEeHHUS U Tepenadn kirodeit mmdposanus. / Cp / J12.2,J12.3, J12.4,
J2.5
AyTeHTHQUKAMS U HISHTU(UKALUS B CHUCTEMaX C HCIOJb30BAHUEM JI1.1, JI1.2, JI1.3,
6.5 |>"CKTPOHHBIX MOJIIMHCEH. 3 3 K-2 JI1.4,J11.5, JI2.1,
"~ | Ympanenue — iIodaMHM W CepTHHKAaTaMH B CHCTeMax C J12.2,J12.3,J12.4,
3NIEKTPOHHBIMU mogmucsmu. / Cp / J2.5
JI.1, JI1.2, JI1.3,
6.6 |Bomonnenue 3aganwmii ¢ ucnonb3oBarneM LibreOffice. / Cp / 3 31 IK-2 ﬁé;: ﬁ;g: Jﬁ%i:
J2.5
Paznen 7. OcHOBBI 6€301aCHOCTH 00bEKTOB KPHTHYECKOI
HH(OPMALHMOHHOH HHPPACTPYKTYPBI.
Ne HaumenoBanue Temsbl / Bua 3anatus C/elng;[c;p Yacos Kw:ll::l:eﬁ_ Jlurepartypa
7.1 | OOBEKTHI u CyOBEKTHI KPUTUYECKOI nH(pOPMAITMOHHOH 3 2 IK-2 JI1.1, J11.2, JI1.3,




UH(PPaCTPYyKTYpHI (Kn) IMpenssBasiemMbre  TpeOOBaHUS K JI1.4, JI1.5,J12.1,
obecrieuennto OezonmacHoct KHWMU. IlpoBeneHue kareropupoBaHUs J12.2,712.3,J12.4,
KHU./Cp/ JI2.5
TocymapctBeHHas — cucTeMa  OOHapy>KCHHS W NPEIyNPEKICHUS JI1.1, JI1.2, JI1.3,
7.2 |xommbrotepHbix arak [ocCOIIKA. Hemn wu 3amaun T[ToCOIIKA. 3 2 TIK-2 JI1.5,J12.1, JI2 .4,
Texuuueckoe ocHatienue u nepconai. / Cp / J12.5
JI1.1, JI1.2, JI1.3,
73 3aKOHO/IAaTeIbCTBO W HOPMATHUBHBIC aKThl B 00JIACTH 0€30MacHOCTH 3 6 MK-2 JI1.4, J11.5, J12.1,
"~ | o6BexTOB KpHTHUECKOIT HHpOpMaMOHHON HHbpacTpyKTypsl. / Cp / J12.2,J12.3, J12.4,
J12.5
Opranu3aiioHHbple  Mepbl  0E30MacHOCTH  OOBEKTOB  KPUTHUECKOU L1, 1.2, J11.3,
7.4 . 3 4 IIK-2 JI1.5,J12.1, J12 4,
nHpOpMaMOHHOHN nHppacTpyKTypsl. / Cp / .5
MOHUTOPHHT W  ayauT Oe30MacHOCTH OOBEKTOB  KPUTHUCCKOW L1, 1.2, J11.3,
7.5 . 3 4 K-2 JI1.5,J12.1, J12 .4,
nH(popMaoHHOH HHPpacTpyKTyphL. / Cp / 5
MeTtonapl u cpencTBa 3aIIUTHI 00BEKTOB KPUTHYECKOH L1, 1.2, 1.3,
7.6 . 3 2 MK-2 JI1.5, J12.1, J12 4,
“HpOpMAIMOHHO# nHBpacTpykTypsl. / Cp / 5
JI.1, JI1.2, JI1.3,
. . JI1.4,J11.5, J12.1,
7.7 | BeimonHenue 3aganuii ¢ ucnoib3oBanueM LibreOffice. / Cp / 3 34 TIK-2 2.2, 2.3, 2.4,
J2.5
Paznen 8. Opranu3anus ayaura uH(OPMaIHOHHON 0€30MaCHOCTH
Ne HaumenoBanue Temsbl / Bua 3ansatus C/elnglc;p Yacos Kon:ll;e:en- Jlutepatypa
. JI1.1, JI1.2, JI1.3,
Aynut WHPOPMAIIMOHHOH 0€30MIacHOCTH. Buapr ayJuTa,
8.1 |mpenHazHaueHne W ocoOeHHOCTH TmpoBencHus Aynuta Wb, Puck- 3 2 TIK-2 1.4, 1.5, JI2.1,
J12.2,J12.3,J12.4,
MeHEIDKMEHT (Mozens yrpo3). -- / Cp / .5
JI1.1, JI1.2, JI1.3,
32 Meroapl W WHCTPYMEHTHl IS aHAaTIW3a PHUCKOB HMH(MOPMAIMOHHBIX 3 3 MK-2 JI1.4,J11.5, J12.1,
| cuctem. Co3nanue Mopenu yrpo3 Ha npexnpusitun. / Cp / J12.2,J12.3, J12.4,
J12.5
JI1.1, JI1.2, JI1.3,
33 MOHHTOPHHT W aynuT O0e30MacHOCTH HH(GOPMAIMOHHBIX CHCTEM. / 3 3 MK-2 JI1.4,J11.5, J12.1,
~ |Cp/ J12.2,J12.3, J12.4,
J12.5
JI1.1, JI1.2, JI1.3,
3.4 MOHUTOPUHT M aymuT Oe30MacHOCTH HWH(OOPMAIMOHHBIX CHUCTEM. / 3 4 K-2 JI1.4, J11.5,J12.1,
| Cp/ J12.2,J12.3, J12 4,
J12.5
JI.1, JI1.2, JI1.3,
. . JI1.4,J11.5, J12.1,
8.5 | BeimonHenue 3aganuii ¢ ucnoin3oBanueM LibreOffice. / Cp / 3 42 TIK-2 122, 123, 2.4,
J2.5
Paznen 9. [IpomexyTouHasi aTTecTalUs
Ne HaunmenoBanue Temsl / Bua 3ansitust C/elnglc;p Yacos KONI[::“WH- Jlurepartypa
JI1.1, JI1.2, JI1.3,
JI1.4, JI1.5, J12.1,
9.1 | /Dk3amen / 3 9 TIK-2 2.2 123, 12.4,
JI2.5

4. POHJI OHEHOYHBIX CPEJICTB

CrpykTypa U comepkaHue ()OHAA OIEHOYHBIX CPEICTB IS HMPOBEACHHS TEKyIIeH M IPOMEXYTOUHOH arTecTalliy TIPEICTaBICHBI
IIpunoxenun 1 k pabodeit mporpaMme AUCIUILUIAHEIL.

5. YAEBHO-METOJUYECKOE 1 THOOPMAIIMOHHOE OBECIIEYEHUE JUCIUITIJINHBI




5.1. OcHoBHasi 1UTEpaTypa

ABTODSI, 3arnaBue H3parenscTBO, 1O Komnunu-Bo
JI1.1 | Pynenkos H. A, TexHonoruu 3amuTel HHGOPMAUK B Mocksa: HarnoHansHbIi https://biblioclub.ru/inde
Iponerapckuit A. B.,, | KOMIIBIOTEPHBIX CETAX: yueOHOE mOcoOne OTKpHITBIA Y HUBEPCHTET x.php?
CwmupnoBa E. B., «AHTYUT», 2016 page=book&id=428820
CypoBoB A. M. HEOTPaHUYCHHBIN
JOCTYII JUTS
3apETHCTPUPOBAHHBIX
T10JIb30Baresnen
JI1.2 | Kosares /I. B, Nudopmarmonnas 6e30MacHOCTh: yuebHOe Pocros-Ha-Jlony: FOxubrit | https://biblioclub.ru/inde
Bborpnanosa E. A. mocobue (benepanbHbIN x.php?
yHuBepcuret, 2016 page=book&id=493175
HEOrpaHUYEHHBIN
JOCTYII ISt
3aperucTPUpPOBaHHBIX
T10JIb30BareNnen
JI1.3 | Karanosa, T. H., NudopmarrionHas 6e30mMacHOCTh: 1a00PaTOPHBI [Tepms: Ilepmckuit https://www.iprbooksho
lankuna, J1. C., MPaKTHKYM rOCyIapCTBEHHBIN p-ru/86357.html
Knanos, P. A. TyMaHHTApHO- HEOTPaHMYCHHBIN
MeIarOru4ecKui JOCTYT A
yauBepenter, 2018 33pETHCTPHPOBAHHBIX
TIOJTb30BaTeleH
JI1.4 |Ilunos, A. K. Ynpapnenne HHPOPMAIMOHHON 0€30MaCHOCTHIO: Pocros-na-/lony, https://www.iprbooksho
yueGHOe ocooue Taraupor: U3aarenscTBo p.ru/87643.html
IOxHOrO (enepanbHOro HEOTPaHNYCHHbIH
yHuBepcureta, 2018 JOCTYII I
3aperucTpUpPOBaHHBIX
T10JIb30Barenen
JI1.5 |Ilanerun, B. ®. HNudopmannonHas 6€301acHOCT U 3aIUuTa Caparos: https://www.iprbooksho
HHpOpMaUU Ipodobpasosanwue, 2019 p-ru/87995.html
HEOTpaHUYEHHBIN
JOCTYTI JUTS
3aperHCTPUPOBAHHBIX
oJIb30Baresieit
5.2. lonoJHUTeIbHAS JIUTEPaTypa
ABTODBI, 3arnasue H3parenscTBO, TOI Komnu-Bo
J2.1 Bectank MHCTHTYTa 3aKOHOAATENBCTBA U HpxkyTck: MHCTHTYT https://biblioclub.ru/inde
paBoBOit HHpOPMaUK UMeHH M. M. 3aKOHOJATETHCTBA U X.php?
CriepaHcKoro: >xypHal NpaBoBoii HH(OpMaLKH, page=book&id=457912
2017 HEOIPaHUYECHHBIN
JOCTYII JUTS
3apETHCTPUPOBAHHBIX
T10JIb30Baresen
JI2.2 | Porosun, B. 10, OcHOBBI HH(POPMAIIMOHHOH 0€30aCHOCTH: Mocksa: FOHUTHU- https://www.iprbooksho
lamymxkun, U. b., Y4eOHUK JIJIs CTYZICHTOB BY30B, O0YJArOIINXCS 110 JIAHA, 2017 p-ru/72444 html
Hoguxos, B. K., HaMpaBJIEHUIO MTOATOTOBKH «IIPAaBOBOE HEOTpaHUYEHHBIN
Bempes, C. b. obecrieyeHre HAlMOHATIBHON 0€30I1aCHOCTI JIOCTYI JUIs
3apEruCTPUPOBAHHBIX
T10JIb30BaTeNnen
JI2.3 | Ky6amesaE. C., Wudopmarika u BEIYUCIUTENbHAS TEXHUKA. Womkap-Ona: https://biblioclub.ru/inde
Manamkesmny U. A., HNudopmanmonHas 6e30macHOCTb TToBoOmKCKUiA x.php?
Yekymaesa E. H. ABTOMATU3UPOBAHHBIX CHCTEM: y4eOHO- rOCy1apCTBEHHBIN page=book&id=562246
METOMIECKOE ITOCOOUE K IIPOXOIKICHUIO TEeXHOIOMMYeCKH HEOTPaHHYCHHBIH
MPOU3BOACTBEHHON NPAKTUKY: yIeOHO- ynuepcurert, 2019 AOCTYII JJIsL
METOJMIECcKoe mocodne 3apeTHCTPHPOBAHHBIX
NoJIb30Baresieit
2.4 BUT. busnec & NH)opMaOHHBIC TEXHOIOTHH: Mockasa: [Tonoxesen u https://biblioclub.ru/inde
Ky pHaT naptHepsl, 2019 x.php?
page=book&id=562409
HEOTpaHUYEHHbIN
JOCTYTI JUTS
3aperucTPUPOBAHHBIX
T10JIb30Baresnen
J12.5 |[Cysoposa, I'. M. HNudopmannonHas 6e30macHOCTh: yuyeOHOe Caparos: By3osckoe https://www.iprbooksho

rocobue

obpazoBanue, 2019

p-ru/86938.html
HEOTpaHUYEHHBIN
JIOCTYT JUTst
3apPEeruCTPUPOBAHHBIX
0JIb30BaTeNeH




53 HpO(l)eCCI/IOHaJ'll)Hl)Ie 0a3bl JAHHBIX U HH(l)OpMaIIPIOHHl)Ie CIIPpaBOYHBbIEC CUCTEMbBI

Hudopmarmonnas cripaBodHas cucrema "KoncynsrantlLitoc"

Baza nannbix OenepanbHON CIyKOBI IO TEXHUYECKOMY 1 dKcrtopTHOMY KoHTpoIr0 (PCTIK Poccun) https://fstec.ru/

baza JTaHHBIX JIeHCTBYOMIHNX CTaHJapTOB o HaIpaBJICHUIO "WudopmarmonHas be3onacHocts"
https://www.gost.ru/portal/gost/home/standarts/InformationSecurity

5.4. Ilepeyens NPpOrpaMMHOro odecneyeHust

Onepanunonnas cucrema PEJ] OC
LibreOffice, Kali Linux

5.5. YueOHO-MeTOAMYECKHE MATEPHAJIBI /ISl CTYACHTOB ¢ OTPAHUYCHHBIMH BO3MOKHOCTSIMH 3/10POBbSI

IIpn HEoOXOMMMOCTH IO 3aIBIEHUIO OOYYAOMETOCs C OTPaHMYCHHBIMH BO3MOXHOCTSIMH 37I0POBBS  y4eOHO-METONMYECKHE
MaTepHanbl MPEAOCTaBIAIOTCA B (OpMax, agalTUPOBAHHBIX K OTPAaHMYEHUSIM 3I0pOBbs M BocHpusTus uH(popmarmu. [ns mui c
HapyIICHUSIMU 3peHus: B Qopme ayanodaiina;, B nedarHoid ¢opme yBenudeHHbIM wmpudrom. s num ¢ HapyIICHHSIMH ClIyXa: B
(opMe HIIEKTPOHHOTO MOKYMEHTa, B IedarHoi Qopme. i U ¢ HapyICHWSMH OIIOPHO-IBHTATEIFHOTO ammapara: B (opme
3JIEKTPOHHOTO JOKYMEHTa; B IEUaTHOH (opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUWE JUCHUIIJIMHBI

ITomemnieHus Ui BceX BUIOB pabOT, MPEIyCMOTPEHHBIX y4YCOHBIM IUIAHOM, YKOMIUICKTOBAHBI HEOOXOAWMON CHEeNHaTn3UPOBaHHON
y4eOHOI MeOeIbIO M TEXHUIECKUMU CPEIICTBAMH O0yUCHHS:

- CTOJIBL, CTYJIBS;

- IEPCOHATBHBINA KOMITBIOTEp / HOYTOYK (IIEpEHOCHOH);

- IPOCKTOP;

- 9KpaH / THTEePaKTUBHAS JJOCKa.

7. METOAUWYECKHUE YKA3AHUS 1JIS1 OBYYAIOIIIUXCS ITIO OCBOEHUIO U CIIUITJINHBI

Mertoaueckne yKa3aHUs 10 OCBOCHHIO UCIMILIMHEI IPEACTaBIICHEI B [Ipunoxkennn 2 k pabodel mporpaMMe JUCIUTLUIAHEL.




®OH/I OHEHOYHbLIX CPEIACTB
1 Onucanme mnokaszareneil W KpPUTEPHEB OLECHUBAHUS KOMIIETCHUMI HAa Pa3jIHYHBIX JITaNax MX
(¢popMupoBaHus, ONUCAHHE IIKAJI OLlCHUBAHHA

1.1 IToxazarenu u KpUTEPUN OLIEHUBAHUS KOMIIETEHIII:

IIpunoxenne 1

3VH, cocrasisioniue
KOMIICTCHIINIO

IToka3zaTenu olcHUBaHUS

Kputepuun onennBanus

CpencrBa OllEHUBAHUS

[1K-2: Criocob6en ympasinsate UT-uHPpacTpyKTypoil mpeanpusaTus ¢ yueToM TpeboBaHMi o0ecieueHHs

MH()OPMAITMOHHOMN

0€30I1aCHOCTH

3HATh MPUHIIUIIBI
paboThI COBPEMEHHBIX
TEXHOJOTHUI
obecrnieueHus
nH(pOpMaAITMOHHOM
0€30IaCHOCTH IPH
peleHnH 3a1a4
npohecCHOHABLHOM
JIeSITeIIbHOCTH

OnuceiBaeT cnocoobl
pelIeHUs CTaHAAPTHBIX 33134
npo¢eCcCuOHATBHON
JEeSTeIbHOCTH B 00JIaCTH
nH(pOPMaITMOHHOM
0€301acHOCTH IIpU
(hOpMHUPOBAHUH CHUCTEMBI
3amuUThl HHGOPMAIIUU TIPU
OTBETE Ha BOIIPOCHI

[TonHbIi, pa3BEPHYTHINA
OTBET Ha MOCTABJICHHBIN
BOITPOC, U3JI0KEHUE
Marepuaa rnpu OTBETE —
IPAMOTHOE U JIOTHYECKH
CTpOMHOE

Ompoc (Borpocsl 1-57)

Bomnpock! k 3x3ameny
(Bompockl 1-19)

YMers pemath
CTaHJAPTHBIC 3a/1a4YH
npodecCuoHaNBHOM
NEeSITETBHOCTH C YIETOM
TpeboBaHUt
nH(pOpMaAITMOHHOM
0e30macHOCTH

AHanu3upyeT COCTOSIHUE
CHCTEMBI 3alUTHI
uH(pOpMaINY, BBISBISIET €€
ysSI3BUMBIE MECTa U
OIIpeZIeIIsieT HAPABJICHUS €€
COBEPILICHCTBOBAHMSI ITPU
BBITIIOJTHEHUH NTPAKTUKO-
OPHEHTUPOBAHHOTO U
IIPAKTUYECKOT0 3a/1aHus

ITomaoTa u
MPaBWIBHOCTh  PEIICHUS
MPaKTUKO-
OPUEHTHUPOBAHHOTO
3aJaHus WA

IMPAKTUYCCKOI'0O 3aJaHnA

IIpakTuko-
OPUEHTHPOBAHHBIC
3ajanus (3agaHus 1-8)

IIpakTuko-
OpUEHTUPOBAHHBIC
3a/laHus K SK3aMEHY
(3amanus 1-23)

Bnagets HaBpIKAMH
HCIIOIL30BaHUS
CHOCO0OB U CPE/ICTB
3aImuTHl HTHGOPMAITIHI
IIPH PENIICHUU 3329
npodecCHOHATbHON
JIEeATEIIbHOCTU

Hcnonb3yer MeToasl U
CpEICTBA 3aIIUThHI
nH(OpMAILIUY B COOTBETCTBUU
C MMPaBOBBIMH HOPMAaTHUBHBIMU
aKTaMH 1 HOPMATUBHBIMU
METOINYECKUMU
nokymentamu O®Cb Poccun u
OCTOIK Poccun pu
BBITTOJIHEHUH TIPAKTUKO-
OpPUEHTUPOBAHHOTO U
MPAKTUYECKOTO0 3aaHusl

OO0OCHOBAaHHOCTD U
MIPaBUIBHOCTh
oOpareHus K
HOPMAaTHBHBIM
HCTOYHHKaAM, MCTOdaM U
CpecTBaM TpU
BBITITIOJIHCHUUN HpaKTI/IKO-
OPHEHTHPOBAHHOT'O M
MPAKTUYECKOTO 3aaHuUs

IIpakTuko-
OPUECHTHPOBAHHBIC
3ajanus (3agaHus 1-8)

IIpakTuko-
OpUEHTUPOBAHHBIC
3a/laHus K SK3aMEHY
(3amanus 1-23)

1.2 IIIkaje!l OLICHUBAHU:

Texymuit KOHTPOJb YCIIEBAEMOCTH U TIPOMEKYTOUHAS aTTECTAIHS OCYIIECTBISETCS B paMKaX HAKOMHUTEIbHOM
OaJITbHO-PEUTHHTOBOM cucTeMbl B 100-0aibHOM 1IKase:
84-100 6amioB (OLIEHKA OTIMIHOY)

67-83 6aToB (OIIEHKA «XOPOIIO0Y)

50-66 6amI0B (OLIEHKA «YIOBIETBOPUTEIHLHO)

0-49 GamnoB (OIIEHKA «HEYIOBICTBOPUTEIHHO)

2 TunoBble KOHTPOJIbHBIC 32JaHUA WJIM HHbIEe MATepPHAJIbl, HeOOXOAUMBIE JIsl OLICHKH 3HAHUI, yMEeHMI,
HABBIKOB U (MJIM) ONBITA [JEATEJbHOCTH, XapaKTepU3yIMX 3Tanbl GoOpMHPOBAHMS KOMIETCHUUH B
npouecce 0CBOCHHA 00pa30BaTEJIbLHOI IPOrPaMMBbI




Bonpocsl Kk 3k3amMeHy

1. [Tonsarue u Buas! nHGOp™Maruu. Buasl 3amuniaemoil napopmaryu. OCHOBHBIE TOAXO/IBI B 3aIIUTE
nHpopMaIuu.

2. VYrpo3sl. Bunel u knaccupukanys yrpos.

3. Vsa3pumocTu. Buasl ya3BUMOCTEHN, TOMCK U BBISIBICHUE YS3BUMOCTEM.

4. Ataka. OCHOBHbIE BUbI KOMITBIOTEPHBIX aTakK, UX KJIacCH(PUKAIIHAL.

5. AKTHBHBIE ¥ TACCUBHBIE aTaKu. BUbl peanusanuu aTak.

6. Mognens noctpoenus ataku Cyber Kill Chain. Marpuna MITRE ATT&CK. Ilpennaznadenue, cocras,

coJiepKaHNuEe OCHOBHBIX 3TAIOB (TAKTHK).

7. KomnbroTepHsie BUpYChl. Bubpl KOMITBIOTEpPHBIX BUPYCOB. METOIMKH OOHAPYKEHHUS U 3aIUTHI OT
KOMITBIOTEPHBIX BUPYCOB.

8. [TaponpHas 3amuTa. [TaponsHble METOBI ayTEeHTUPHUKAIIMK TToTb30BaTeneld. OCHOBHBIE (PAKTOPEI,
BIIUSIIOLIUE HA KPUTITOCTOMKOCTD MapoJisl.

9. Crioco0b1 naeHTUUKaIM 1 ayTeHTH(GUKanuu (mosap3oBareneil). J[ByxdakropHas 1 MHOro(akTopHast
ayrerTudukamnus. CriocoObl 00xo0/1a ayTeHTHU(UKAITIH.

10.  Bwuasl 1 ciocoObl peanu3anuy NapojabHbIX aTak.

11. [Tepconanbusie qanuwie (I1/{x). Buasr nepconanpabix gaHHBIX. Cr1oco0b1 00paObOTKH MEPCOHATBHBIX
TAHHBIX.

12. 3ammra nepcoHanbHBIX JaHHBIX (I1IH). Yponu 3ammumennoctu [1/]H.

13.  Kpunrorpadus. Kpunrorpapuueckne Kirouu 1 anropuTmsl. Buasl mmdposanus.

14. OnekrponHas noanuck (II1). Buaer u npegnaznauenue I11. [IpuHnmm GyHKITMOHUPOBAHUS, TIOPSIOK
BeLmauun OII.

15. Kputnueckas nadopmarmonnas nappactpykrypa (KNUN) — 06beKThI, CyOBEKThI, KPUTEPHUH,
olnpeaensome npuHaaiexsocts k K1UHN.

16. Conepxanue 1 mopsiaok 3TanoB kareropuposanusi KUU. Kputepuu u nokazarenn 3Ha4MMOCTH.

17. I'ocCOIIKA. TlpeanasHaueHue, peniaeMble 3a7jaui U HapaBJIE€HUE 1EATEIbHOCTH.

18. OcHoBnble mporpamMmmHo-annapaTHbie cuctembl 'ocCOIIKA. CoctaB, npeiHa3HauYeHHE.

19. SIEM-cucrema. IIpennazHauenue, IpuMEHEHHE, OCHOBHBIE PELLIAEMBbIE 3a1a4H.

IIpakTHKO-OpHEHTHPOBAHHBIE 3aJaHUS K IK3aMeHY

I. [Mpoananu3upyiiTe 3aKOHOATENILCTBO, PETYIHPYIOIICE JTUIICH3UPOBAHNE B 00JIACTH 3alTUTHI
nHpopMaIuu.

2. Onummre nporeaypy NoJydeHus JIUICH3UH Ha OKa3aHWe YCIyT B 00JIaCTH 3alUThl HHPOPMAITUH.
3. Pa3zpaboraiiTe mian neicTBU MO MOATOTOBKE U MOAAY€e JOKYMEHTOB JJIS TUIIEH3UPOBAHHS.

4. Onummre nporeaypy NoJydeHus JIUICH3UH Ha OKa3aHWe YCIyT B 00JIaCTH 3alUThl HHPOPMAIUH.
5. Pa3zpaboraiiTe man 1eicTBUil MO MOATOTOBKE U MOAAYe JOKYMEHTOB JJIS TUIICH3UPOBAHHS.

6. Onpenenure CyIHOCTb U COICPKAHUE KOMMEPUYECKON TallHbI B COOTBETCTBHH C
3aKOHOAATEIHCTBOM.

7. Onwuiure npasa U 00s13aHHOCTH CTOPOH IPH OXpaHe KOMMEPUECKOi TaitHBI.

8. PazpabotaiiTe mporenypy onpeaeneHus: Cnucka CBEACHUH, COCTABIIAIONINX KOMMEPUYECKYIO TalHY.
9. Onuimure npaBa M 00s13aHHOCTH CyObEKTa IIEPCOHANTBHBIX JAHHBIX U ONlepaTopa, 00padaThIBAIOIIETO
MepPCOHANbHBIE TaHHBIE.

10. PaspaboTaiiTe npoueaypy 3auThl IEPCOHANBHBIX JAHHBIX B OpraHU3alllH.

11. PazpabotaiiTe monoxeHne 06 00pabOTKe M 3alTUTE TIEPCOHATBHBIX JAHHBIX B OPTaHU3AIHH.

12. Onummre opraHu3aMOHHBIC MEPOIIPUSATHUS, HEOOXOAUMBIE JTsl 00SCTICUEHUS 3aIUThI
nHpopMaIuu.

13. PazpaboTaiiTe npoueaypy KOHTPOJIS COCTOSIHUS 3aIIUThI HH(POpMALIUH.

14. PazpabotaiiTe npoueaypy pa3pabOoTKH MOTUTHKHA O€30MTaCHOCTH TIPEATIPHUSATHS.

15. Onummre TpeOOBaHUS K 3aIIUTE MEPCOHATBHBIX JAHHBIX B JIEKTPOHHBIX KOMMYHHUKAITHSIX.

16. PazpaboTaiiTe pekoMeHAAINHN TI0 00ECTICUCHHIO OE30TTaCHOCTH MepeIady TePCOHATBHBIX JaHHBIX
yepe3 MuTepHer.

17. PazpaboTaiiTe pekoMeHAAINH TI0 3aIIUTE MEPCOHATBHBIX JAHHBIX B COITUAIBHBIX CETAX U

MOOMIBLHBIX MMPUITOKCHUAX.



18. Onwumute TpeOOBaHUS K 3aIIUTE MEPCOHATBHBIX JaHHBIX B O0JIAYHBIX CIIY)KO0ax M OOJBIINX
TaHHBIX.

19. PazpaboraiiTe pekoOMeHIaIuK 10 00ECTICUeHUI0 OE30IMACHOCTH MEPCOHATBHBIX TaHHBIX B 00TaYHBIX
ciryx)0ax 1 OOJIBIINX JTaHHBIX.

20. Onummre TpeOOBaHMS K 3aIIUTE IEPCOHANTBHBIX JTaHHBIX B HICKYCCTBEHHOM MHTEJICKTE,
OMOMETpUU U UHTEPHETE BelleH.

21. PazpaboraiiTe pekoMeHIaIMH 10 00ECTIEUeHUI0 OE30MMACHOCTH MEPCOHATBHBIX TaHHBIX B
MCKYCCTBEHHOM MHTEJJIEKTE, OMOMETPUHU 1 UHTEPHETE BEICH.

22. Onwumute TpeOOBaHUS K 3aILUTE MEPCOHATBHBIX JAHHBIX B BUICOHAOIIOICHUH.

23. PazpaboTaiiTe pekoMeHAAINY TI0 3aIIUTE MEPCOHANBHBIX JaHHBIX B BUJICOHAOIIOACHHUH.

DK3aMEHAIIMOHHOE 3aJjaHue BKJIOYAeT 2 TEOPETHYECKUX Borpoca (pazaen «Bompocwkl k 3k3ameHy») u 1
MPAKTUKO-OPHEHTUPOBAHHOE 3ajaHue ((hopMUpYyeTCs W3 TepedHs 3aJaHuid, MPEACTABICHHBIX B pasJeie
«[IpakTHKO-OpHUEHTHPOBAHHBIE 3aJaHUS K IK3AMEHYY).

Kpurtepun onenuBanus:
MakcumanbHOE KOJIMYECTBO 0aioB 3a k3ameHarmonHoe 3aganue — 100 (30 6autoB MakCUMaIbHO 33 KaXIbIi
TeopeTuyeckuii Bonpoc, 40 0anaoB MaKCUMaIbHO 32 PAKTUKO-OPUEHTHPOBAHHOE 3aaHNUE).

Kpumepuu oyenusanus 00H020 meopemuuecko2o 60npoca:

— 25-30 OamioB  BBICTABISAETCA  CTYIEHTY, €CIM  H3JIOKEHHBIM Marepuan (aKTHYSCKH  BEPEH,
IIPOAAEMOHCTPHUPOBAHBI INTyOOKHE NCYEPIBIBAIOIINE 3HAHUS B 00beMe MPOHAEHHON IPOrpaMMbl B COOTBETCTBUU
C TIOCTABJICHHBIMHU NPOTPaMMOM Kypca LEsIMH U 3aJadaMu oOydeHHsl, M3JI0)KEHHUE MaTepualia MpH OTBETE -
IpPaMOTHOE U JIOTUYECKU CTPOHHOE;

— 20-24 6amioB BBICTABISIETCS CTYJACHTY, €CIIH MPOJAEMOHCTPUPOBAHBI TBEP/IbIE U TIOCTATOYHO MOJHBIC 3HAHUS
B 00beMe MPOWICHHON MpOorpamMMbl JUCHMIUIMHBI B COOTBETCTBHH C LEISAMH OOyUYSHHs; MaTepHall M3JI0KEH
JOCTATOYHO IOJIHO € OTAEIbHBIMH JIOTHUECKUMH U CTUIIMCTUYECKMMHU IIOTPEIIHOCTAMU;

— 15-19 OGannoB BBICTABISIETCS CTYIEHTY, €CIM MPOACMOHCTPHPOBAHBI TBEpAble 3HAHUA B O00beMe
IPOIIEHHOTO Kypca B COOTBETCTBHME C LIEISAMH OOYYEHUs, OTBET COJEPKUT OTHENbHbIE OLIMOKH, YBEPEHHO
UCIPABJIEHHBIE TIOCIIE JONOJHUTENbHBIX BOIIPOCOB;

— 0-14 Ganya BBICTaBISETCS CTYACHTY, €CJIM OTBETHI HE CBSA3AaHBI C BOIPOCAMH, JOMYIICHBI IpyOble OIIMOKH B
OTBETE, MPOJIEMOHCTPUPOBAHBI HEIOHUMAaHKE CYIIIHOCTU M3JIaraéMoro BOIIPOCA, HEYBEPEHHOCTh U HETOYHOCTb
OTBETOB Ha JIOTIOJHUTENIbHBIE U HABOJASAIIUE BOIIPOCHI.

Kpumepuu oyenusanus npakmuxo-opueHmupo8aHHo20 3a0aHus:

— 35-40 6anI0B BBICTABISAETCS, €CIIM 3aJaHUE PEIICHO TTOJIHOCTHIO, B MPEICTABICHHOM PEIIEHUH 00O0CHOBAHHO
MOJIyYEHBI TPaBUIIbHBIE OTBETHI.

— 25-34 Ganna BBICTaBISETCS, €CIIN 3aJlaHUE PEIICHO MOJHOCTHIO, HO IIPU OTBETE AOMYIICHbI HE3HAYUTEIbHBIE
OILITUOKHU.

— 11-24 6anna BeICTABISICTCS, €CIIN 3a/IaHUE PEIICHO YaCTUYIHO.

— 0-10 6ayu10B BBICTABIISETCS, €CIIM PEIIEHNE HEBEPHO WIIH OTCYTCTBYET.

WtoroBeiii pe3ynbraT (opMHUpYeTCs W3 CyMMbl HAaOpaHHBIX OalsioB 3a BBITIOJHEHHE 3K3aMEHAIMOHHOTO
3aJJaHHsI 1 COOTBETCTBYET IIKaJIE:

— 84-100 6amnoB (OLIEHKA «OTIUIHOY)

— 67-83 OanyioB (OLEHKA «XOPOIIIOY)

— 50-66 6a1oB (OLIEHKA «YOBICTBOPUTEIHLHO)

0-49 GannoB (o1eHKa «HEYAOBICTBOPUTEIHHOY)

Omnpoc



WNudopmanus kak 00BEKT MPaBOBOTO PETyIUPOBAHHUS.

CrpykTypa 3akoHoaaTenbcTBa PO B 001acTi nHGOpMAIIMOHHONW 0€301TaCHOCTH M 3alTUThI HHPOPMAIIUH.
OcHoBHble 1€ 1 MeToAb! ooecnieuenus: Ub P®. Mcrounuku u Buas! yrpo3 b PO.

OcHoBHBIE HanpaBJICHHS o0ecrieueHuss MHPOPMaIMOHHOM 0€30IMacCHOCTH U 3amuThl HHpopMaruu B PO.
CtpyKTypa opraHu3allMOHHON 3aUThl HH()OPMAIIH.

Bunapl undopmaruu, 3ammiiaemMoit 3akoHoaaTebcTBoM PD.

[lepeuens cBeneHUi KOHQUICHIMAIBHOTO XapaKTepa.

Opranu3zanus paboThl CO CBEACHHUSIMH, OTHECEHHBIMHU K KOH(GUACHINATFHOW HH(OPMAaLIUH.

9. IIpaBoBoii pexKuM 3aIUTHl KOH(PUICHINATBHON HH(OPMAIIHH.

10. ¥Yrpo3sl yreuku nHGOPMAIIMH IO TEXHUYECKUM KaHaIaM.

11. ®opwmsl 3amumaeMoit nHGOpMAIIHH.

12. OcHoBHBIE OOBEKTHI 3AMUTH HHGOPMAITHH.

13. Knaccuduxanus TeXHUYECKUX KaHAIOB YTEUKH WH(POPMAIIHH.

14. TexHuyeckue MEPONPUATHUS IO 3aIUTE UHPOPMAIIMH OT YTEUKH 110 TEXHUYECKUM KaHaJIaM.

15. Opranu3zanoHHbIE MEPOIIPHUSATHS 1O 3aIIUTE HH(POPMAITUH OT YTEUKH 110 TEXHHYECKUM KaHaJaM.

16. Knaccudukanuu yrpos 6e3omacHocTd nHopMaIuy B HHOOPMAITMOHHBIX CUCTEMAX.

17. TpeGoBaHus K OpraHU3aIMK 3aLIUTH HH(YOPMAIMK B MUHPOPMALIMOHHON CUCTEME.

18. ®opmupoBaHue TpeOOBaHUH K 3amuTe HHPOpMaIMU B UHPOPMAITMOHHOMN CHCTEME.

19. OGecnevyenune 3amuThl UHPOPMALIUU B XOJ1€ IKCIUTyaTallud HHPOPMALMOHHON CUCTEMBI.

20. TpeboBanus K MepaM 3aIUTH HHGOPMAITUH, COJIepKaIIelcs B ”HPOPMAIIMOHHON CHCTEME.

21. Ompenenenue Kiacca 3alUIIEHHOCTH HH(OPMAIIMOHHON CUCTEMBI.

22. JluneH3upoBaHHUEe B 00IACTH 3aIIUTHI HHPOpMAITUH.

23. CTpyKTypa CUCTEMBbI TOCYJaPCTBEHHOTO JTUIIEH3UPOBAHUS.

24. Tlopsaok MpOBEICHUS JTUIEH3UPOBAHMUS.

25. OcHOBHBIE TUIICH3HOHHbBIE TPEOOBAHMUS U YCIIOBHS B 00JaCTH 3aIIUTHI HHPOPMALIUH.

26. IlepeueHb BUAOB JAESATEIBHOCTH B 00JIACTH 3aIIUTHI HHYOPMALIMH, TOATIEKATNX JTUIIEH3UPOBAHUIO.

27. CTpyKTypa CUCTEMBI CepTU(UKALIUH.

28. Tlopsgox mpoBeneHus cepTudGuKauy CpeACTB 3aMUTh HHPOPMAIIIH.

29. CepTuduKaIMOHHBIE UCTIBITAHUS CPEJICTB 3aIUTHl HHPOPMAIIUH.

30. ITopsimok oTHeceHuss wHpoOpManuu K HHPOPMAIUM, COCTABIISIONIEH KOMMEPYECKYIO TalHy, U €€
IpeOCTaBIICHUE.

31. Ilonstue koMMepueckoi TaitHbl. [IpaBoBoe oOecreueHne 3amuThl KOMMEPYECKOM TaiHBI.

32. CeneHus, COCTaBIAIOIIME KOMMEpPYECKYIO0 TaliHy. CBeleHHs, KOTOpble HE MOTYT COCTaBIISIThH
KOMMEPYECKYIO TalHY.

33. IIpaBa o0nagaTenss KOMMEPUYECKON TaHBbI.

34. Opraau3zanus 3Tl HHOOPMAITUK HA TTPEATPUSTHH.

35. ObecrieueHne COXpaHHOCTH JOKYMEHTOB, JIell U U3IaHH.

36. OO0s3aHHOCTH JIWII, AOMYIIICHHBIX K CBEJICHHIM, COCTABIISIONIMX KOMMEPUYECKYIO TalHY.

37. Opranuzanust KOHTPOJS 3a OOECIEYeHHEM pexXruMa IpH padoTe CO CBEACHUSMH, COJACPKAIIUMHU
KOMMEPYECKYIO TalHY.

38. O0s13aHHOCTH IEPCOHAJIA OPTaHU3ALIUH 110 COXPAHEHUIO KOMMEPYECKOM TaiHbI.

39. Ilonutuka ©€30MaCHOCTH TPEANPUATHS KaK OCHOBAa OPraHW3AIMOHHOTO YIPABICHUS 3alllUTON
uHpOopMaLuu.

40. IlpaBa u 06s13aHHOCTH PabOTHHKA M pabOTOIATEINS 110 3aMNUTE KOHPHUACHIIMAIbHONW HH(pOpMAITUH.

41. OTBeTCTBEHHOCTb 32 HapylIeHHEe KOH(PUICHIIMATBHOCTH HHPOPMALIUH.

42. TlpaBa u 00s3aHHOCTH CyOBEKTa MEPCOHAIBHBIX JAHHBIX U OlepaTopa, 00padaThIBAIOIIETO MTEPCOHATBHBIC
JTaHHBIE.

43. Opra"uzanus 3a0IUuThl IEPCOHAIBHBIX TAHHBIX B OpraHU3alllH.

44. TInaHupoBaHHE MEPOIPHUATHI M0 OPTaHU3AMMOHHON 3aIUTe MHPOPMAIIMK HA TIPEIIPUSITUH.

45. CTpykTypa ¥ OCHOBHOE COJIepKaHUe TIaHa MEPOIPUATHH 110 3alUTe KOH(GUISHIINATLHON HHGOPMAITIH.
46. OpraHu3zaiys aHATUTAYECKOU paboThl B 001aCTH 3aUTHI MH(OPMAIIUY HA MPEATPUSTHH.

47. OcHOBHBIC 00BEKTHI U (POPMBI KOHTPOJISI 32 COCTOSTHHEM 3aIUThI HHPOPMaIIUH.

48. OcHOBHBIE 337]a4l U METObI KOHTPOJISL.

49. OcHOBHBIC HaIPaBJICHUS AHATUTHICCKON pabOTHI.

50. Opranuzanus ayauTa nHGOpMAIIMOHHON 0€30MacHOCTH TMPEATPHUITHS.
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51. OyHKIUY aHATUTAYECKOTO MOAPA3ICICHHS B 00JIACTH 3aIIUTHI MH()OPMAIIMK HA TIPEIIPUSTUH.
52. OcCHOBHBIE 3Tarnbl AaHATUTHIECKON PaOOTHI B 00IACTH 3aIUTHI MHPOPMAIIUK HA TIPEATIPUATHH.
53. CopaepxkaHue U OCHOBHBIE BUbl AaHATUTUYECKUX OTUETOB.

54. Knaccudukanusi METOI0B aHAIM3a HH(POpMAITUH.

55. KoMnproTepHbI€ IPECTYIVIEHUS] B 3JIEKTPOHHON KOMMEPLIUH.

56. NudopmarnmonHas 6€30MacHOCTh B JJIEKTPOHHONH KOMMEPITUH.

57. ¥Opunuueckasi OTBETCTBEHHOCTh 32 HapyIICHUE MPABOBBIX HOPM 3aIIUTH HHPOPMAIIHH.

Kpurepun onennBanus:

MakcumanbHOE KOJIMYECTBO OAIIJIOB, KOTOPOE OO0yUarOIIMIiCs MOXKET HaOpaTh 3a ceMecTp — 25 6amnoB (3a 25
OTBETOB).

OTBeET Ha BONPOC OIICHUBAECTCS:

— 1 Oann — npaBUIIBHBINA U TIOJTHBIN OTBET;

— 0 6aI0B — HEMPaBUIILHBINA OTBET WJIM OTBET HE MPE/ICTABIICH.

[IpakTHKOOPHEHTHPOBAHHBIE 3aIAHUS

3amanue 1.

Pa6ora ¢ UCC "KoncynbranT Ilmoc": ba3zoBblie cBoiicTBa Oe3onmacHocty nHGpopmanuu. HopMaTuBHO-IIpaBoBast
0a3a (pyHKIIMOHUPOBAHUS CHCTEM 3amuThl MHpopManuu. [IpaBoBas 3amuTa MPOrpaMMHOTO OOECTICYCHUS
aBTOPCKHUM IpaBoM. KoMIbIOTEpHBIE PECTYIUIEHUS 1 OCOOCHHOCTH MX PacCleI0BaHMs.

Pa6ora ¢ UCC «Koncynprantllmrocy, B/l ®enepanbHoit CiryKObI 110 TEXHHYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
(OCTIK Poccun) https:/fstec.ru/: Dopmer 3ammmaemoit uHpopmaruu. OObekThl 3amMTh.. DuU3HuecKue
ocHoBbl Bo3HUKHOBeHUsI TKYU. Knaccuduxarus TCP.

Pa6ora ¢ UCC «Koncynbrantlnrocy, B/ @enepanbHoi CiiyX0bl IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO
(®CTOK Poccun) https://fstec.ru/: IlocTpoeHne THUIIOBBIX MOJENeH yrpo3 0e30MmacHOCTH HWH(OopMaIuu,
oOpabarTbiBaeMoOil B HH()OPMAIIMOHHBIX CUCTEMAX.

3amanue 2.

Cuctema mmdposanus Lesaps. Llndps nepecranoBky.

1. PeanmuzoBate cucremy mudpoBanus llezaps. Cucrema mmdpoBanus lle3aps, B KOTOpOM Kaxablid
CHUMBOJI B OTKPBITOM TEKCTE CABUTAETCS HA OINpPEAETICHHOE YMCIIO MO3MIUN BIEpe] WM Hazan. Peanm3oBarh
dbyakuun mudpoBanus U aemuGpoOBaHUS TEKCTA C UCIIOIh30BaHUEM CUCTEeMbI I poBanus Lle3aps.

2. Peanu3oBath mudpel nepecTaHOBKU, B KOTOPBIX MOPSIIOK CHMBOJIOB B OTKPBITOM TEKCTE MEHSIETCS
COTJIaCHO HEKOTOpOo# ¢yHKIMU. Peanu3oBars GpyHKIMY mubpoBaHUs U ACIU(PPOBAHHS TEKCTA C
MCIOJIb30BaHUEM MIH(PPOB NEPECTAHOBKHU.

3. PeanuzoBats cuctemy mudposanus Lle3aps ¢ KirodoMm.

4. PeanuzoBath pyHkuuu mmdpoBanus U AemndpoBaHrs TEKCTA C UCIIOIb30BAHUEM CHCTEMBI
mmdpoanus Llesaps ¢ kiodom.

3amanue 3.
Anroput™m muppoBanuss RSA. Ilpouecc ¢dopmupoBaHus KIIOUEBOW Maphl IMoyiyyaTeneM, IU(pOBaHUE U
nemmdpoBaHue COOOIIEHUI B Kpuntocucteme RSA.

1. PeanuzoBaTh QyHKIMM AJIs TeHEPALMU MPOCTHIX YMCEN, BEIYUCICHHUS HauOOJIBIIETr0 O0IIEero AeInTeNs,
HaXO0XKJCHHUs 00pPaTHOTO AJIEMEHTA 10 MOJYIIIO.

2. PeanuzoBaTh pyHKIIUM JUI TeHEPALUU KITIOUEBOW Maphl U mudpoBaHus/aemn@poBanus cCOOOIICHUH C
KCIMOJIb30BaHUEM ainroputma RSA.

3. PeanuzoBaTh TecTs 11 (PYHKIMI reHepanuy KII0ueBoi napsl U mudpoBaHus/aemmdpoBaHus
COOOILIEHU.

3ananue 4.

DopMHUpOBaHUE NTEPEYHS CBEICHUMN, COCTABIIAIOIIUX KOMMEPUECKYIO TalHy.

1. BriOepuTe BBIMBIIIICHHYIO KOMIAHHWIO, IS KOTOpOM Oynere (opmMupoBaTh MepedeHb CBEICHHIM,

COCTaBJISIOLINX KOMMEPUYECKYIO TalHY.



2. Onwuiure BUABI CBEICHH, KOTOPbIE MOTYT COCTABIISATh KOMMEPUYECKYIO TaiiHy JUIsl BHIOpaHHOM
KOMITaHUH.

3. CocraBbTe nepeyeHb CBEJCHUN, COCTABISAIONIMX KOMMEPUYECKYIO TaiHy, /U1 BBIOPaHHOM KOMIIAHUU.
4. OdopmuTe pe3yabTaThl B BUJIE OTYETA
3amanue 5.

PazpaboTka momuTHKN 0€301MacCHOCTH MPEAPUITHUS.

Omnpenenure 1enu U 3aJa41 TMOJIUTUKUA O€30MaCHOCTH MPEAIPUSATHSL.

Onummure MepsbI 1Mo 3auTe HHPopMalu, COOCTBEHHOCTH U TIEpCOHAIa IPEITPUSITHSL.
PazpaboraiiTe npoueaypbl OTBeTa Ha yrpo3bl 0€30MaCHOCTH MPEATIPUITHUS.

OdopmuTe pe3yibTaThl B BUAE JOKYMEHTA OJUTHUKN O€30MMaCHOCTH MPEANPHUSITHS.

P

Kpurepun oneHuBaHus:

MaxkcumanabHOE KOJTMYECTBO 0aJI0B, KOTOPOE 00YUarOIIMICs MOXKET HaOpaTh 3a ceMecTp — 75 OansioB

Kaxnoe 3aaHue olleHuBaeTcs:

— 15 GannoB. — 3a7aHKe BBHITIOIHEHO BEPHO;

— 14-13 GanoB. — IpU BBINOJIHEHUH 33JaHUs OBUIM JOMYIICHbI HETOYHOCTH, HE BIUSIONINE Ha Pe3yibTarT;

— 12-6 6amnoB. — MpH BBIMIOJIHEHUH 3aaHUs ObLUTH JOMYIIEHBI OIIUOKH;

— 5- 1 GayIoB. — IIpU BBINOJIHEHUH 33JJaHUs ObUIM JOMYIIEHBI CYIIECTBEHHbIE OLIMOKH;

— 0 OanoB. — 3aJaHHUE HE BHIIOIHEHO.

3 MeToauyeckne MaTepHaJibl, ONpeleJsoue MpoueAypbl OLeHUBAHUA 3HAHUH, YMEHUI, HABBIKOB U
(11M) ONBITA AeATETbHOCTH, XapPAKTEePHU3YIOLIUX 3Tanbl (POPMHUPOBAHUA KOMIETEHIMIA

[Tporetyps! OLIEHUBAHMS BKJIIOYAIOT B ¢€0s TEKYIIUI KOHTPOJIb ¥ IPOMEXKYTOUHYIO aTTECTALHUIO.

Texyummii KOHTPOJIb YCIIEBAEMOCTH MPOBOJIUTCS C UCIIOJIB30BAHHEM OLIEHOUHBIX CPEACTB, MPEACTABICHHBIX B
II. 2 JaHHOTO IpPWIOXKEHMs. Pe3ynbTaThl TEKyIIero KOHTPOJS TOBOJATCS N0 CBEIEHUS CTYAECHTOB JI0
MPOMEKYTOYHOM aTTECTALINH.

IIpoMeskyTOouHasi aTTECTALUS IPOBOIUTCA B (hOpME IK3aMEHa.

DK3aMeH MPOBOIUTCS IO PACIIUCAHKIO TPOMEKYTOYHON aTTecTaluu B ycTHOU (hopme. KonmdecTBo BOIIpocoB B
9K3aMEHALIMOHHOM 3aiaHuu — 3 (2 TeopeTnyeckux, | NMpaKkTUKO-OpUEHTHUPOBAHHOE 3ajaHue). Pe3ynbrarhl
aTTecTallid 3aHOCATCS B BEIOMOCTb M 3a4€THYIO KHIDKKY cTylaeHTa. CTyIneHThl, He MpOoIIeIne
MIPOMEKYTOUHYIO aTTECTAlMI0 O TpaduKy, AODKHBI JUKBHAMPOBATH 3aJ0JDKEHHOCTb B YCTAHOBJICHHOM
MOPSIKE.



IIpunioxenne 2
METOAUYECKHUE YKA3AHUSA 11O OCBOEHUIO JJUCHUIIJINHBI

Y4eOHBIM MJIAaHOM MPETYCMOTPEHBI CIIEAYIONINE BUABI 3aHATHH:

- JICKIIUH;

- HpaKTI/I‘-IGCKI/Ie 3aHATHS.

B Xxome neKnMOHHBIX 3aHATUH pPacCMaTPUBAIOTCS OCHOBHBIE TIOHATHS B 00JacTH HMHGOPMAIIMOHHON
0€30MacHOCTH M 3aIIUThl MH(OPMAIMK, METOIbl OOHAPYXKEHUS M OpPraHU3allMy MPOTUBOJCHCTBUSA aTak Ha
WH(pOpMaIMOHHBIE CEeTH, TPEOOBAHHUS IO 3alIUTe KOH(PUICHIIMATLHON HMHPOPMAIMH, JAIOTCS PEKOMEHIAIINN
JJI CaMOCTO}ITGHBHOﬁ paGOTBI U IOATOTOBKH K HpaKTI/I‘-IGCKI/IM 3aHATUSAM.

B xome nmpakTudecKkux 3aHATHI yrayOastoTCs U 3aKpeTUISIOTCS 3HAHUS CTYACHTOB IO PSAAY PAaCCMOTPEHHBIX HA
JICKIOUAX BOHpOCOB, paBBI/IBaIOTCH HaBBIKH peLHeHI/IH 3a4a4 I10 3alIuTe I/IHq)OpMaI_[I/IOHHBIX OGBGKTOB.

[Tpu mOATrOTOBKE K MPAKTHUYECKUM 3aHITHSAM KaK/IbIH CTYICHT JOJDKCH:

- U3YYUTh PEKOMEHIOBAHHYIO YUEOHYIO IUTEpaTypy;

- U3YYUTh KOHCTIEKTHI JICKITUH;

- 03HAKOMUTKCS C OMTUCAHUEM MPAKTUIECKON PabOThI;

- IOJITOTOBUTH OTBETHI HA KOHTPOJIBHBIE BOIPOCHI 110 U3YyIaEMOU TEME.

B Hpouecce IIOATOTOBKHN K HpaKTI/I‘IeCKI/IM 3aHATUSIM CTy,Z[eHTI:I MOFyT BOCIIOJIB30BAThCA KOHcyHBTaLII/IHMI/I
MPEno1aBaTelis.

BOHpOCBI, HEC paCCMOTpeHHBIG Ha JICKIUAX U HpaKTI/I‘-IGCKI/IX 3aHATUAX, JOJIKHBI 6I>ITB HBYqGHBI CTy,Z[eHTaMI/I B
X0JIe CaMOCTOSTEILHON paboThl. B Xome camocTosTenbHOM pabOThI Kbl CTYAEHT O0s3aH MPOYUTATH
OCHOBHYIO U, IO BO3MOXHOCTH, ,Z[OHO.HHI/ITCJIBHyIO nHTepaTypy 110 H3yqaeMoi/’1 TEMC, AOIIOJIHUTH KOHCIICKTbI
JIEKIIMI HEIOCTAIOMIUM MaTepHaIOM, BBHITUCKAMH M3 PEKOMEHOBAaHHBIX MCTOYHUKOB. BBIIETUTh HEMOHSATHBIC
TepMI/IHBI U HAUTHU UX 3HAYCHUEC B DOHIUKJIOIICANYCCKUX C.HOBapHX.

JIisi TOATOTOBKM K 3aHATHUSIM, TEKYIMIEMY KOHTPOJIO W TIPOMEKYTOUYHOM aTTeCTalli CTYACHTHI MOTYT
BOCIIOJIB30BATHCA 3JI€KTpOHHO-6I/16III/IOTeqHBIMI/I CUCTEMAaMMU. TanKe 06yqaloumec;1 MOFYT B34ATh Ha JI0M
HEOOXOUMYIO JTUTEPATYPy Ha aDOHEMEHTE YHUBEPCUTETCKON OMOIMOTEKH MM BOCIIOIB30BATHCS YUTAIbHBIMU
3aJIaMH.
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