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[Iporpammy coctaBui(u): K.c.H., AOLEHT, unenko A.A.
3aB. xadenpoii: k.3.H., moreHt I0.B. Paguenko

Metonudeckuii coBeT: 11.3.H., mpodeccop E.H. Tumenko



1. HEJIX OCBOEHUSA TUCIUITJINHBI

1.1| IIpunoGpeTenue 3HaHMI B 0OmacTH HHPOPMAMOHHON OE30MTaCHOCTH M 3aIUTH HHYOPMAIINH 110 OPTaHU3AI[IOHHO-TIPAaBOBOM
3alIUTe KOMMEpPYECKOH, CIykeOHOH, mpodeccHoHanbHOW TaiHBL, NEPCOHANBHBIX MAaHHBIX; (OPMHUPOBAHHE YMEHUH U
IPaKTUYECKUX HABBIKOB 110 MPABOBOMY, OPraHU3ALIOHHOMY M TEXHHMYECKOMY OOECIICUCHHIO 3alMThl MH(GOPMALMU TIPU
pelIeHny 3a1a4 NpoheCCHOHANBHON eI TEbHOCTH.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUSA JUCHUIIJINHDBI

OIIK-3. CnocodeH pemaTb CTaHIApTHbIE 33a4M NPO(ECCHOHAILHONH JesiTeJJbHOCTH HAa OCHOBe HMH(OPMALIMOHHOH M
ondimorpaduyueckoi KyJabTypbl ¢ NPpAMeHEHHeM HH(OPMAIOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHA M C y4eTOM OCHOBHBIX
TpeOoBaHnii MH(PpOPMaALIMOHHON 6e30MacHOCTH;

B pe3ysibTaTe 0CBOCHHS JUCUMILIUHBI 00yYAIOIMIICS NOJIAKEH:

3HaTh:

- MOPUHOMIBL  PabOTBl  COBPEMEHHBIX TEXHONOrMi obecneveHns WHGOPMALMOHHONH O0€30MAaCHOCTH MpPU  PEIICHHH  3a/ad
poeCCHOHATTFHOM e TeNFHOCTH (CooTHECeHO ¢ nHankaTtopom OITK-3.1).

Ymern:

- pemlate CTaHOAPTHBIE 3aJadd TNPOQGECCHOHANBHOM NEATENFHOCTH C YYeToM TpeOOoBaHMI WH(MOPMAIMOHHON 0e30MacHOCTH
(cootreceno ¢ naankaropom OIIK-3.2).

Baanern:

- HABBIKAMH HCIIONB30BAHUS CIIOCOOOB M CPE€ACTB 3AIUTHI HHq)OpMaLII/IH Ipu pEHICHUU 3aaa4 HpO(bCCCHOHaHBHOﬁ JCATCIBHOCTH
(cootreceno ¢ unaukaropom OIIK-3.3).

3. CTPYKTYPA U COOEPKAHUE JUCHUITJIMHBI

Paznen 1. Cucrema 3amuTthbl JaHHbIX B Poccniickoii @enepaunu

Bua 3ansitus / Cemectp /| KonuuectBo
Ne HaunmeHoBaHHe TeMbl, KPAaTKOe codep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB
BBoanas nexuus. BaxkHocTh 3amuThl HHGOPMAIMU B COBPEMEHHOM MHpE.
1.1 bop . P P JIex1MoHHbIE 3aHATHSA 4 2 OIIK-3
KitroueBble IpUHLUIIBI 00ecTieyeH s HHPOPMAIMOHHON 0e30IacHOCTH
12 Bunsl uHpOpManMu B 3aBHCHMOCTH OT € comepkaHMs, JocTyma,| CaMocTostenbHas 4 2 OIK-3
: oOuanarens pabora
CamocrosiTenbHast
1.3 | OcHOBHBIE MOZIENH 3AIIUTHI HH()OPMALIH. 4 2 OIIK-3
pabora
14 W3ydeHne OCHOBHBIX MOJOXKEHHH mo 3amure uHpopmanuu: Jokrpuna| CamocrosTenbHas 4 6 OIK-3
"' | uadopmarmonHoii 6e3onacHoct Poccuiickoit @enepanu. pabora
OcHoBHble mnonoxkeHns @enepanbHoro 3akoHa "OO uHpopManuy,
“HPOPMAMOHHBIX TEXHOJIOTHAX ¥ O 3amuTe nHpopmanuun" ot 27.07.2006
CamocrosiTesbHast
1.5 |N 149-®3. OcHoBHble HPUHLUNBI U TPEeOOBaHUS K CHCTEME 3alUThI aGora 4 6 OIIK-3
JTaHHBIX. p
Pou 1 OTBETCTBEHHOCTD YYaCTHUKOB CHCTEMBbI 3aIIUTHI JAHHBIX.
Pazpen 2.
OCHOBBI 321IMTHI HH(POBBIX JAHHBIX B KHOepPNPOCTPAHCTBE
Buj 3ansitus / Cemectp /| KonnuectBo
Ne HauMmeHoBaHHe TeMbl, KPaTKoe COAep:KaHue Komnerenuuu
pabotsl / popma ITA Kypc 4acoB
INonsite u BuAbl yrpo3 MHGOPMAMOHHOH 0€30MacHOCTH. YA3BUMOCTH.
2.1 yrp top JIexIMoOHHbIE 3aHATHS 4 2 OIIK-3
VrpaBneHue ys3BUMOCTSIMU.
CamocTosiTenpHas
2.2 | KomnbrorepHble araku. Buabl u KilaccuHKaIis KOMIIBIOTEPHBIX aTakK. paora 4 2 OIIK-3
. CamocTosiTenpHas
2.3 | Opranum3zaums napospHOit 3amuThl. [laponsHble aTaky. pabora 4 2 OIlIK-3
24 IlpoBepka HaAEKHOCTH MNAPOIBHOH 3aIUTBl C  MCIIOJIb30BaHHEM [Mpaxtiyeckue 4 5 OIK-3
" | Bcrpoennsix nHcTpymeHToB Kali Linux. 3aHATHS
. [IpaxTuyeckue
2.5 | W3yuyeHune OCHOBHBIX MHCTPYMEHTOB JUISl BBISBICHUS yI3BUMOCTEH. p SaHSTHS 4 2 OIIK-3
26 OCHOBHBIE THUIBI yrpo3 W WX Kiaccuukanus. Yrpossl 0e30macHOCTH CamocTosTenpHast 4 ] OIK-3
" | obnaunbIx cepBucoB. pabora
Krnaccudukanumst ys3BUMOCTeil. YA3BUMOCTH OHNEPAILIMOHHBIX CHCTEM,
. CamocrosiTenbHast
2.7 | mpunoxeHuil. aGota 4 4 OIIK-3
CeTeBOro 000PyI0BaHus M IPOTOKOJIOB. P
2.8 | KomnbloTepHble aTaku Ha O€CIPOBOJHBIC CETH U MOOMIIBHBIC YCTPOUCTBA. CamocTosTenpHast 4 6 OIIK-3




Artaku Ha BeO-IPUIIOKEHUS U 0a3bl TaHHBIX.
ATaku Ha CUCTEMbI YIPaBJICHHUS TOCTYIOM U MapOJISIMH.

pabora

Paznen 3. KOMH]:]OTepH]:Ie BUPYCHI. OcHoOBHBIE NPUHIUIIBI 1€TEKTUPOBAHUS BPEIOHOCHOI'0 MPOrpaMMHOI0 odecmeyeHust

(BIIO)
Buna 3ausitus / Cemectp /| KonmuectBo
Ne HauMeHoBaHHe TeMbl, KPaTKOe COAep:KaHue Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB
31 Buzmel ¥ uCTOpHS pPa3BHTHS KOMIBIOTEpHBIX BHpYcoB. CoBpemeHHble| CamocTosTenbHas 4 5 OIK-3
"7 | renpenumy npuMeHeHHs KOMIBIOTEPHBIX BUPYCOB. pabora
32 [puniun pabotsl aHTUBHPYCHBIX mporpaMM. CrnocoObl nerekrupoBaHusi| CamocTosTenbHas 4 5 OIK-3
’ BPEIOHOCHOTO nporpammHoro obecneuenus (BI10) pabora
CamocTosiTenpHas
3.3 | BpenoHocHOE porpaMMHOE 00eCTIeYeHHE U METOBI eT0 00HAPYKEHUSL. pabora 4 6 OIIK-3
CurHaTypHbIil aHaJIU3 U 9BPUCTHYECKUH aHanu3 st oOHapyxkeHus BI1O.
CamocTosiTenpHas
3.4 | OGnapyxeHHe U yAaJCHUE PyTKUTOB U TPOSHCKHUX MIPOTPaMM. aGora 4 8 OIIK-3
OO6Hapy»eHue U OJIOKMPOBKa (PUIIMHIOBBIX aTaK. P
Pa3nen 4. Opranu3sanus 3aliMThI MEPCOHAIBHBIX JAHHBIX
Buj 3ansitus / Cemectp /| KoauuectBo
Ne HaumeHoBaHHe TeMbl, KpaTKoOe COAep:KaHHE Komnerenuun
pa6otsl / popma ITA Kypc 4acoB
41 Iepconaneubie pannbie (I1H). Buapl, knaccudukaims nepcoHamIbHBIX CamocTosTenpHast 4 5 OIK-3
) nansbIX. [Topsgok o6paborku I1/1H B MHGOPMALIMOHHBIX CHCTEMAX. pabora
OCHOBBI 3aKOHOJATENbCTBA O 3aIlUTE MEPCOHANBHBIX NaHHbBIX: [IpaBa
CamocTosiTenpHas
4.2 | cyObeKTOB MepCOHANBHBIX AaHHBIX.OTBETCTBEHHOCTh 3a HapyIlICHHE aGora 4 4 OIIK-3
3aKOHOZATEJIbCTBA O 3AIIUTE IIEPCOHAIBHBIX JaHHBIX. P
OOpaboTKa IEpCOHANBHBIX MJAHHBIX: TEXHHYECKHE MEpHl  3allUTh
MEPCOHANIBHBIX AaHHBIX. OCOOCHHOCTH 3aIUTHI MIEPCOHANBHBIX NaHHBIX B
IIpaxTyeckne
4.3 |pasznuuHbIX OTpacisix SKOHOMUKU. OCHOBBI M MpPaKTHKa OT3bIBA COIVIACHUS SAHSTHS 4 2 OIIK-3
Ha 00pabOTKy NpeKpaTuTh 0OpPabOTKYy CBOMX IEPCOHAIBHBIX JAHHBIX Y
oneparopa [1/1H.
Paznen 5. Opranu3zanusi 3amuThl HHGopMauu B MHGOPMAIMOHHBIX CHCTEMAaX
Buj 3ansitus / Cemectp /| KonmuectBo
Ne HauMmeHoBaHHe TeMbl, KPaTKoe COAep:KaHue Komnerenuuu
pabotsl / popma ITA Kypc 4acoB
5.1 | MadopmannoHHbIe CHCTEMBI M OPraHU3aLs 3aIUTh HHPOpMaLnK B HUX. | JIEKIIMOHHBIC 3aHATHUS 4 2 OIIK-3
59 VYnpaBneHne [OCTYIIOM M KOHTPOJb aBTOpH3alMy B WHQopManuoHHEIX | CamocrosiTenbHas 4 4 OTK-3
| cucremax. pabora
53 OCHOBHbIE ~ HPHHIMIBI M MeTOmsl  3ammrThl  uHpopmaimu B|  CamocTosTenbHas 4 6 OIK-3
"~ | uH(OPMAIIMOHHBIX CHCTEMAaX. pabora
54 IIporpammuble cpexcTBa 3amuThl HHpopManuu B uHpopMmanuoHHbIX | CaMocTosTenbHas 4 6 OIK-3
’ cUcTeMax. pabora
55 OOyueHHe TmepcoHaja M IIOBBILICHHE OCBEIOMIEHHOCTH B Bompocax| CamocTosTensHas 4 6 OMK-3
’ UH(pOPMALIMOHHOI 0€30MaCHOCTH. pabora
Pa3nen 6. OcHoBBI KpUNTOrpaguuecKkoii 3alMThHI H OPraHU3ALMS UCIOIb30BAHNS 3JIeKTPOHHBIX NOANHUCEH.
Buj 3ansiTus / Cemectp /| KoanuectBo
Ne HaumeHoBaHHe TeMbl, KPaTKOe COAep:KaHNe Komnerenuuu
pa6otsi / popma ITA Kypc 4acoB
Mertonpl u cpenctBa  Kpunrtorpaduueckoil  3amuThl  MH(OPMAIHH.
A pei P pac m bopman [IpakTryeckue
6.1 |Ilpunimmel  QYHKIHOHHPOBAHUS OCHOBHBIX  KPHUNTOTpadHueCcKhX ARSI 4 2 OIIK-3
AITOPUTMOB.
OnexrporHas nogmuch (DI1). OcHoBuble mousaTHs 1 Buabl DII. [Topsmok
CamocrosiTesibHas
6.2 |Bemaun u nposepku DIl ocobennoctu nmpumeHerus OIl B 3neKTpoHHOM aGora 4 2 OIIK-3
JTIOKyMEHT0000pOTE. P
63 Kpunrorpapuueckue mnpoTokonsl ¥ uX npuMeHenue. XsmmpoBanue u| CamocrosTenbHas 4 6 OIK-3
"~ | uupoBbIC MOAMTUCH. pabora
6.4 IOpuanueckne acrieKThl HCTIONIB30BAHUS AJICKTPOHHBIX HOAIUCEH. CamocrosiTenbHast 4 3 OIK-3
"' | Be3omacHOCTh XpaHEHUs U Mepeiaun Kirodei mudposaHus. pabora
AyteHTH(uKanus W HACHTH(UKAINS B CHCTEMax C HCIOJIb30BAaHHEM
6.5 |IeKTPOHHBIX TOIITHCEH. CamocrosiTenbHast 4 3 OIK-3
"~ | YnpaBnenue kmouamm u cepTudukaraMu B CHCTEMAax C DJIEKTPOHHBIMU pabora

NOAIIHUCAMU.

Paznen 7. OcHOBBI 0€301aCHOCTH 00bEKTOB KPUTHYECKOH
uHGOpPMALMOHHOI HHPPACTPYKTYPBHI.




Bun 3ansitus / Cemectp /| KonmuectBo
Ne HaumeHnoBaHue TeMbl, KPAaTKOe coep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB
OOBEeKTBl U CYOBEKThl KPUTHUECKOH MH(OPMALMOHHONH HHPPACTPYKTYpHI
Y P opma bpactpyxTyp CamocrosiTenbHast
7.1 | (KHI) Ipenbssnsemsle TpeOoBaHus k obecneuenuto 6e3onacuoctu KMH. aGora 4 2 OIIK-3
IIpoBenenue kareropupoBanuss KHU. P
locynapcTBeHHass — cucrema — OOHAapyXeHHMsT M HPEayNpexICHHs
yaap Py PEAYIPEA CamocTosiTenpHas
7.2 | xommeiotepHbix arak [ocCOIIKA. Ilenu wu 3amaun  [oCOIIKA. aGota 4 2 OIIK-3
TexHH4ecKkoe OCHAILCHUE U TIEPCOHAI. P
73 3aKkOHOJATENbCTBO M HOPMATHBHBIE akThl B oOnacTu OesomacHocTH| CamocTosTenbHas 4 6 OMK-3
"~ | 0OBEKTOB KpUTHUYECKOW HHDOPMAIIMOHHON HHPPACTPYKTYPHI. pabora
74 OpraHu3anMoHHbIE  Mepbl  0e30MacHOCTH  OOBEKTOB  KPHUTHUECKOM CamocTosTenpHast 4 4 OIK-3
" | undopmanmonHoit uappactpykTyphI. pabora
75 MoOHHUTOPUHT W ayAuT  OE30MacHOCTH  OOBEKTOB  KPUTHYECKOM CamocTosiTenbHas 4 4 OIK-3
| undopmanmonnoit uappacTpykTyphl. pabora
76 MeToapl U CPEACTBA 3allUThl OOBEKTOB KpUTHYECKOW HH(popManmoHHoi| CamocrosTenbHast 4 2 OIK-3
" | uadpacTpyxrypsL. pabora
Pasnen 8. Opranuszanus aynura uH(GOPMaLIHOHHOI 0€30MaCHOCTH
Bun 3ansiTus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KpaTKoe coJepKaHne Komnerenuun
pab6otsl / popma ITA Kypc 4acoB
Aynut undopmanronHoi Oe3onacHocTH. Buasl ayaura, npegHasHadeHUE
YA bopva /AL ayJTa, Hpe CamocTosiTenpHas
8.1 |u ocobenHoctu mposenenuss Ayaura MbB. Puck-meHemxMeHT (Monenb 4 2 OIIK-3
pabora
yrpo3). --
3.2 MeTo/bl M HHCTPYMEHTBI JUIsl aHaJIn3a PUCKOB HH(POPMAIMOHHBIX cucteM.| CaMocTosTenbHast 4 p OIK-3
| Co3nanune mozmenu yrpo3 Ha mpennpusTam. pabora
CamocTosiTenpHas
8.3 | MOHHUTOpPHUHT U ayAuT 6€30MacHOCTH HH()OPMAIIMOHHBIX CHCTEM. pabora 4 8 OIIK-3
CamocTosiTenbHas
8.4 | MOHUTOPUHT U ayTUT 6€30MaCHOCTH MH()OPMAIIMOHHBIX CHCTEM. pabora 4 4 OIlIK-3
. . aMOCTOSITeIIbHAS
8.5 | BeinosiHeHMeE 3a1aHMi ¢ ucnoyib3oBanueM LibreOffice. C Opa%OTZ 4 43 OIIK-3
Paznen 9. [IpomeskyTouHasi aTTecTAIUS
Buj 3ansiTus / Cemectp /| KonmyectBo
Ne HaumMeHoBaHHe TeMbl, KPaTKoe CoAepKaHue Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB
9.1 |IloaroroBka K MPOMEKyTOYHOH aTTeCTaLlUU DK3aMeH 4 9 OIIK-3

4. ®OHJ OHEHOYHbBIX CPEACTB

CrpykTypa u conepkaHue (OHAA OLEHOYHBIX CPEACTB A TNPOBEACHUS TEKYLIEro KOHTPOIS M IIPOMEXYTOYHON aTTecTalHuu
npencrasieHsl B [Ipunoxennn 1 x pabodeit mporpaMMe TUCIUTUIHHBL

5. YYHEBHO-METOAUYECKOE 1 THO®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. Ylle6m>le, HAy4YHbI€ U METOAUYECCKHUE U3TaHUA

ABTODBI,
COCTaBHUTEIU

3arnaBue

I/IBJIaTCJTLCTBO, rona

Bubnuoreka /
KomuuecTBo

Pynenkos H. A.,
IIponerapckuit A. B.,
CwmupHoBa E. B.,

TexXHONOrHY 3alUTHl HHPOPMALIHH B
KOMITBIOTEPHBIX CETSAX: y4eOHoe mocobue

Mocksa: HarnonanbHBIH
OTKpHITHIN YHUBEPCHUTET
«MHTYUT», 2016

OBC «YHuBepcuTeTcKas
OubnmoTeka oHIaANH)

CypoBos A. M.
2 Becraux MHcTuTyTa 3aK0HOAaTENbCTBA U IpaBoBoii | Mpkytck: MHCTUTYT OBC «VYHuBepcuTeTCKas
uHpopmanun uMenn M.M. CriepaHCKOro: )XypHa 3aKOHO/IATEIHCTBA U OHMOJIMOTEKA OHIIAH»
MpaBoOBOM MH(pOPMALIUH,
2017
3 Kosanes /I. B., Mudopmannonnas 6e30macHoCTb: yueOHoe nocodue | Poctos-ua-J{ony: FOxHbIH OBC «YHuBepcureTckas
borganosa E. A. (benepanbHbIi 6ubnuoTeka oHIaNH»
yHuBepcuter, 2016
4 Karanosa, T. H., HudopmanmoHHas 6e301MacHOCTb: 1a00paTOPHBIH ITepmb: [lepmckuit 9BbC «IPR SMART»

lankuna, JI. C.,
XKnanos, P. A.

MPaKTUKYM

rocyAapCTBEHHBIN
TYMaHUTapHO-
elaroru4eckuit
yHuBepcuret, 2018




ABTODBI,
COCTaBUTEIU

3arnnaBue

I/I3I[3.T€HI>CTBO, rog

bubauoreka /
KomuecTBo

Iunos, A. K.

VYnpaeienue HHPOPMAIIMOHHOI 6€30M1aCHOCTBIO:

yueOHOe nocobue

PoctoB-Ha-/lony, Taranpor:
WznarensctBo FOxHOTO
(benepaiabHOTO
yHuBepcureta, 2018

9BC «IPR SMART»

Ky6amesa E. C.,
Manamxkesnu U. A.,
Yexynaesa E. H.

Wudopmarika 1 BEIYACIUTEIbHAS TEXHUKA.
HudopmanronHas 6e300acHOCTh
ABTOMAaTH3UPOBAHHBIX CUCTEM: Y4eOHO-
METOJJMYECKOE ITOCOOUE K MPOXOXKICHUIO
HPOM3BOACTBCHHOM NMPAKTUKU: y4eOHO-
MeToJH4ecKoe ocooue

Womkap-Ona: [ToBomkckuii
rOCyHapCTBEHHBIN
TEXHOJIOTMYECKUH
yausepcuret, 2019

OBC «YHuBepcureTckas
OuOIMOTEKa OHJIAHY

BUT. buznec & MHpOpMaOHHBIE TEXHOIOTHHI:

JKypHaI

Mocksa: Ilonoxesen u
naptHepsl, 2019

OBC «YHuBepcureTckas
OubnmoTeKa OHIANH»

5.2. IIpoeccnonanbHbIe 6a3bl JAHHBIX U HH(OPMAINOHHBIE CIPABOYHBIE CHCTEMBI

MNudopmanmonnas crnpaBoyHas cucrema "Koncynsrantllmoc"

baza nannbix denepaiabHO CITy)KOBI O TEXHUYECKOMY U 3KcriopTHOMY KoHTpoutto (DCTIK Poccun) https://fstec.ru/

basza maHHBIX MEHCTBYIOMMX CTaHIAApTOB IO Hampaeienuto "MHpopmanmonnas bezomacHocTs" https://www.gost.ru/portal/gost/home/
standarts/InformationSecurity

5.3. [lepeyenn MporpaMMHOro odecredeHust

Onepanuonnas cucrema PEJ] OC
LibreOffice, Kali Linux

5.4. y‘leﬁHO-MeTO}ll/l‘IECKI/le MaTepuaJbl 1151 06y‘lalOIIIl/IXCﬂ C OrpaHUYE€HHBIMHU BO3MOKHOCTHAMM 3/10POBbA

IIpu HEOOXOAMMOCTH 1O 3aSBICHUIO 00YYAIOIIETOCS ¢ OTPAaHHMYCHHBIMHA BO3MOXKHOCTSAMH 340POBbS yUeOHO-METOIUUECKHE MAaTEPUAIIbI
HPENOCTaBIAIOTCS B (hOpMax, aJanTHPOBAaHHBIX K OIPAHMYEHHSM 30POBbS M BOCHPHUATHA MH(popManuu. s ML ¢ HapyIICHUSIMH
3peHus: B Gopme ayauodaiiia; B meyaTHOH GopMme yBENHUeHHBIM MpH(TOM. 11 JIHI] ¢ HApYIICHUAMH CIyXa: B (hopMe IEKTPOHHOTO
JOKyMEHTA; B Ie4aTHOH ¢opme. J[is uIl ¢ HapymIeHUSIMHA OIIOPHO-JBUIATEIIFHOTO ammapara: B ()opMe 3JIeKTPOHHOTO JOKyMEHTa; B
neyaTHou opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHUE IUCIIUITJINHBI

IMomemenust s BceX BUAOB padoT, MPEIXyCMOTPEHHBIX YYEOHBIM IUTAaHOM, YKOMIICKTOBAaHBI HEOOXOOMMOW CHEIHAIM3HPOBAHHON
y4eOHOIT MeOeIbI0 U TEXHHYECKUMH CPEICTBAMH 00y ICHUSI:

- CTOJIBI, CTYJIBS;

- MEPCOHATBHBIN KOMITBIOTEP / HOYTOYK (TMTIEPEHOCHOI);

- POEKTOP;

- 9KpaH / HHTEepaKTUBHAS JJOCKa.

IMomemeHust AT CaMOCTOSTEIBHON PabOTHl 00YYAIOIINXCS OCHAIICHBI KOMITBIOTCPHOH TEXHUKOW C BO3MOKHOCTBIO TONKITIOUYEHHS K
cetn "MHTepHET" M1 0OECTIEUCHNEM JIOCTYTIA K SJIEKTPOHHON HH(DOPMAIIMOHHO-00pa30BaTeIbHON cpee.

7. METOAUYECKHUE YKA3ZAHUSA JJIS1 OBYYAIOIIUXCSA 11O OCBOEHHUIO JTUCITUITJINHBI

Meroandeckue yKa3aHHS 10 OCBOSHHIO AUCIUIUIIHEI peicTaBieHs! B [Ipunoxennn 2 k pabodeil mporpaMMe JTUCIIUIIIHHEL




1.1 Tlokasarenu u KpHUTE

®OH/J OINEHOYHBIX CPEJICTB
1 Onucanne mokasaresieil 1 KpUTepHeB OLCHMBAHHMs KOMICTEHIWH HA PAa3JIMYHBIX 3Tanmax uX (GopMHpPOBaHUs,
ONMCAHHUE IIKAJ OLlCHUBAHUS

DUH OLICHUBAHNS KOMIICTEHIIN:

IIpunoxenue 1

3VH, COCTAaBJISAIOIINE
KOMIIETEHIIHIO

IToka3aTenu orleHUBaHUSA

Kpurepuu orienuBanus

CpencTBa OIICHUBAHUS

OIIK-3: CnocoOeH pemiath CTaHIApTHBIC 3a7aud MPOQPECCUOHAILHOW JACSITEILHOCTH Ha OCHOBE HMH()OPMAIMOHHON W
oubarorpaduIeckor KyabTyphl ¢ MPUMEHEHUEM HH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHI M C Y4ETOM OCHOBHBIX
TpeboBaHM HHPOPMAITMOHHONW OE30IaCHOCTH;

3HaTh - mpuHIUNE! | OmuceiBaeT  cocoObl  perneHus | ITomHbH, pa3BépHyTHI | Borpocs! k sx3ameny (1-
paboTHI COBPEMEHHBIX | CTAHIAPTHBIX 3a/1a4 | OTBET Ha TIOCTaBICHHBIH | 19), mpakTHKO-
TEXHOJIOTHH obecnieueHus | mpodeccoHambHON OesITeNbHOCTH B | BOmpoc, W3JI0)KEHUE | OpPHEHTUPOBAHHBIC 3a/IaHUS
HH()OPMAITHOHHOH obmactu nHPOPMAIIMOHHOW | MaTepuana TMpu oOTBeTe — | K 3k3ameny (1-23), ompoc
0e30macHOCTH mpu | 6€30IacHOCTH TIPH (POPMUPOBAHUH | rpaMoTHOEe ®  Jtoruueck | (1-57), mpakTuko-
peleHnn 3aJa4 | CUCTEMBbI 3aIUThl HHPOPMALUK TIPH | CTPOHHOE OpUEHTUPOBAHHBIC 33/TaHUS
npodeccuoHaNbHON OTBETE Ha BOIPOCEHI (1-5)
JESITEIbHOCTH
YMmetb - pemats | AHanmm3upyet cocrostaue cuctemsl | [lomHoTa w mpaBunbHOCTH | Bompocs k sx3ameny (1-
CTaHJapTHBIE 3aJaudl | 3aUThl MHOOPMAIMH, BBIABISET €€ | pelIeHus npakTHKo- | 19), mpakTUKo-
npodeccHoHANEHON ySI3BUMBIE MeCTa M ONpeAessieT | OpHEHTHPOBAHHOTO 3aJJaHus | OpUEHTHPOBAHHEIE 3aJaHNs
JEATEIBHOCTH C YYETOM | HAIPaBJICHUS ee | uim MIPaKTHUYECKOTO | K 3k3ameny (1-23), ompoc
TpeOoBaHMIA COBEPIIICHCTBOBAHUS TIpH | 3aJaHUs (1-57), mpakTuKo-
UHQOPMAITMOHHON BBIIIOJTHEHUH MIPAaKTHKO- OpPHUEHTUPOBAaHHLIE 3aJaHN
0e30MmacHOCTH OPHUEHTHPOBAHHOTO " (1-5)

MPAKTUIECKOr0 3aJaHus
Brmagerp - HaBweikamu | Ucnomezyer wmetonpl u cpenctBa | OOGOCHOBAaHHOCTH u | Bormpocs! k ax3ameny (1-
WCIIOJIb30BaHUsI CIIOCOOOB | 3aIUTHI HHpOpMAITUH B | mpaBUIILHOCTH OOparieHus K | 19), mpakTuko-
u CpeacTB 3alIUThI | COOTBECTCTBUU C IIpaBOBbIMU | HOPMATUBHBIM UCTOUYHHKAM, | OPUCHTUPOBAHHBIC 3aJaHUA
uHpOpMaIH IpY | HOPMAaTUBHBIMU aKTamu U | MeTOJaM M CpeicTBaM IpH | K 9k3ameny (1-23), ompoc
petennu 3aJa4 | HOpMaTUBHBEIMU METOAUYECKUMH | BBIIOJIHEHUN npakTtuko- | (1-57), mpakTuko-
npodecCHOHANTEHON nokymentamu @OCBb  Poccum | OpueHTHPOBAHHOTO U | OpUEHTUPOBAHHBIE 3aJaHUs
JIeATEIbHOCTH ®CTIOK Poccum mpu BBINOIHEHNH | IPAKTHYECKOTO 3aJaHUS (1-5)

MPAKTUKO-OPUCHTUPOBAHHOI'O u
MPAKTUYCCKOTO 3aIaHN s

1.2 IlIkabl OLlEHUBAHUS:

Texynuidi KOHTPOJIb YCIIEBAEMOCTH U MPOMEXYTOUYHASI ATTECTAINS OCYIIECTBIACTCS B pAMKaX HAKOMHUTEILHON OallIbHO-
peliTrHrOBOM cricteMbl B 100-0ayibHOM 1IKae:
84-100 6amioB (OlEHKA «OTIUUHO)

67-83 GaioB (OIEHKA «XOPOIIIO)

50-66 6anoB (OIEHKA «YAOBIETBOPUTEIHLHOY)
0-49 GamoB (OlEHKA KHEY/IOBJIETBOPUTEIILHOY)
2 TunoBble KOHTPOJIbHBIE 3aJaHUSI HJIU HHbIE MaTePHAJIbI, HEOOXOTUMBIE /IS OIleHKH 3HAHMII, yMEHUIi, HABHIKOB
U (MIH) ONMbITA AeATEILHOCTH, XapaKTEePU3YINIHX 3Tanbl (popMHUPOBaAHHUSI KOMIETEHIIHI B Npolecce 0CBOEHHUsI
00pa3oBaTeJIbHOW MPOTrPaAMMBbI

ogakrwhdE

Bomnpocsl k 3k3aMeHy

CoJIep)KaHNEe OCHOBHBIX 3TAIOB (TAKTHK).
7. KomnbrotepHbie BUpYyChl. BUbI KOMIIBIOTEPHBIX BUPYCOB. METOAMKYM OOHAPYKECHUS U 3AIIUTHI OT

KOMITBIOTECPHBIX BUPYCOB.

[Nonsitue u Bunbl nHGOp™Maruu. Buns! 3amumiaemoit nadpopmaiiuu. OCHOBHBIE TOAXOIBI B 3alIUTE HHPOPMAITUH.
VYrpo3ssl. Busbl 1 kiiaccudukanus yrpos.
Ysa3BumMocTu. Buabl ysi3BUMOCTEH, MOUCK U BBISBICHUE YSI3BUMOCTEH.
Artaka. OCHOBHEIE BUJIbI KOMIIBIOTEPHBIX aTaK, X KJIACCH(UKAIIHSL.
AKTHBHBIC U TAaCCUBHBIC aTaku. BUbI peaiu3aliiuu aTax.

Monens nmoctpoenus ataku Cyber Kill Chain. Matpunia MITRE ATT&CK. I[peanaznadenue, cocTas,

8. HapOJ'ILHaH 3amiuyTa. HapOJ'IBHBIe METOABI ayTeHTI/Iq)I/IKaLII/II/I nojp3oBareiacii. OCHOBHbBIC (baKTOpLI, BIMAOOIUEC Ha

KpHHTOCTOﬁKOCTB napoJiia




9. Crioco0b! uaeHTUUKaIUA 1 ayTeHTUhUKauu (mojib3oBateeit). JIpyxdakropHas 1 MHOTO(haKTOpHas
ayrenTudukaius. Crrocoosl 00x0/a ayTeHTH(HUKALINH.

10. Buapl u cioco0bl peanu3anuy NapoiIbHbIX aTak.

11. [Tepconanbubie nannbie (I1/{H). Buas nepcoHanbHBIX JaHHBIX. CIIOCOOBI 00paOOTKH MEPCOHAIBHBIX TAHHBIX.
12. 3ammra nepconanbHbIX JaHHBIX ([1J1H). Yponu 3amumennoctu 11/1H.

13. Kpunrorpadus. Kpunrorpadudeckue Kioun ¥ anroputMsl. Bunel mmdpoBanus.

14. OnexkrponHas noanuck (II1). Buasl u npeanaznauenue JI1. [Tpunnun GyHKINOHUPOBaHUS, TOPSAAOK BBIAAYH
OIL

15. Kpurnueckas napopmarmonnas uappactpykrypa (KMN) — o00bekThI, CyOBEKTHI, KPUTEPHH, OTPEACTISIONIHE
npuHaanexHocts k KUU.

16. ConeprkaHre 1 IOpsIOK 3TaroB kateropupoanus KM, Kpurepun u mokazaTem 3HAYNMOCTH.

17. I'ocCOIIKA. [Ipeana3nadueHue, perracMble 3a1a4d ¥ HAIIPaBJICHUE NS TCILHOCTH.

18. OcHoBHbIe nporpamMmMHo-anmnapaTHsie cucteMbl ['ocCOIIKA. CocrtaB, mpegHazHaueHue.

19. SIEM-cucrema. [Ipeanasnauenue, npuMeHeHEe, OCHOBHBIE pellIaeMbIe 3aauu.

IIpakTHKO-OPHEHTHPOBAHHBIE 32/IaHUS K IK3aMeHY
[Ipoananu3upyiite 3aKOHOATEILCTBO, PETYIUPYIOIIEE JIUIIEH3UPOBAHUE B O0JIACTH 3aIUTHl HHPOPMAIIHH.
OnuinuTe nMporeaypy NOJydSHUS JTUIICH3UN Ha OKa3aHUE YCIYT B 00JIACTH 3aIUTHI HH(OPMAITUH.
PaspaboraiiTe 1uran AecTBUI MO IOATOTOBKE U M0JIa4€ JOKYMEHTOB IS JINIIEH3UPOBAHUSI.
OnummTe potneaypy NOTydeHHs TUIICH3NH Ha OKa3aHUe yCIyT B 00JIaCTH 3aIIUTHI HH(GOPMAITHH.
PazpaboTaiiTe mian AeMCTBHUI MO MOATOTOBKE U MOJa4e JOKYMEHTOB ISl IMIIEH3UPOBAHUS.
Onpenenure CYIIHOCTh U COAEPKaHNE KOMMEPUYECKOW TaifHBI B COOTBETCTBUH C 3aKOHO/IATEIHCTBOM.
OnwuimmTe mpaBa ¥ 00SI3aHHOCTH CTOPOH MPH OXpaHe KOMMEPUYECKON TaifHEbI.
Pazpabotaiite nmporenypy onpeaeiacHus CIICKa CBEACHHUH, COCTABISIONIUX KOMMEPUYECKYIO TalHy.
OnwuinuTe npaBa 1 00s13aHHOCTH CyOhEKTa MEPCOHATBHBIX JaHHBIX U ONEpaTopa, 00padaThIBarOIIETO
TepPCOHALHBIC JaHHEIE.

CoNoR~wWNE

10. Pazpaboraiite npoueaypy 3alMThl HEPCOHANBHBIX JAHHBIX B OPTaHU3AIIHH.

11. Pazpaboraiite monoxkenue 06 06paboTke U 3alIUTe MEPCOHATBHBIX JaHHBIX B OPraHU3aIUH.

12. Onumure OpraHu3alliOHHBIE MEPOIIPHUATHS, HEOOXOIUMBIC I 00eCTIeUeHUS 3aIUTHl HHGOPMAITHH.
13. PazpaboraiiTe mpotieaypy KOHTPOJIS COCTOSHUS 3aIIUTH HH(OPMAITHH.

14. Pazpaboraiite npouenypy pa3paboTKu MOJUTHKH O0€30MACHOCTH HMPEATIPHSTHSL.

15. Omnumute TpeOOBAaHMS K 3aIINTE NEPCOHANBHBIX TAaHHBIX B 3JICKTPOHHBIX KOMMYHHKAITHSIX.

16. PazpaboraiiTe pekomMeHganmuy o o0ecrnevYeHn o 6e30MacHOCTH MepeIaul MePCOHAITBHBIX JaHHBIX Yepe3
HNutepuer.

17. Pazpaboraiite pekoMeHAaINK 0 3alIUTe IEPCOHATBHBIX TJAHHBIX B COIIMANBHBIX CETSIX M MOOMIIBHBIX
TPUIIOKECHUSIX.

18. Onummre TpeOOBaHUS K 3aIIUTE TIEPCOHATHHBIX JAHHBIX B 00JAYHBIX CITy)K0aX U OOJBIINX JTaHHBIX.
19. PaspabotaiiTe pekoMeHaMU 0 00eCIIeUeHUIO 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX B 00Ia4HBIX
ciryx0ax 1 O0NBITUX JaHHBIX.

20. Ommmute TpeOOBAaHMS K 3aIIUTE NEPCOHANBHBIX IAHHBIX B UICKYCCTBEHHOM MHTEIUIEKTE, OMOMETPHHU H
WHTEpPHETE BEUIEH.

21. Pazpaboraiite pexoMeHaaiu Mo o0ecrnedeHnIo 0e30MaCHOCTH IEPCOHABHBIX JaHHBIX B UCKYCCTBEHHOM
MHTEIJUIEKTe, ONOMETPHUHU U HHTEPHETE BEIIeH.

22. Onuinrre TpeOOBaHUS K 3aIUTE IEPCOHATBHBIX JJAHHBIX B BUCOHAOIIOICHUM.

23. PaspaboTaiiTe pekOMEHIAINH 110 3aIUTE IEPCOHATILHBIX JIAHHBIX B BUJICOHAOIIIOICHUM.

DK3aMEeHaIMOHHOE 3aJlaHue BKIOYaeT 2 TeopeTHdYecKnX Bompoca (pasgen «Bompockl k sk3aMeHy») W 1 mpakTuko-
OpHUEHTHPOBAaHHOE 3asiaHue (dopMupyeTcs W3 TepedyHs 3alaHuii, TpeAcTaBleHHBIX B pasgene «lIpakruko-
OpUEHTHUPOBAHHBIC 33JIaHUS K DK3aMEHY»).

Kpurepun ouennBanus:

MakcuMallbHOE KOJHMYECTBO OallIoB 3a 3Kk3aMeHanuoHHoe 3amganHue — 100 (30 0amioB MakCUMaldbHO 3a KaKIbIH
TeopeTuueckuii Bomnpoc, 40 0a/I0B MAKCUMAaJILHO 33 PAKTUKO-OPUEHTUPOBAHHOE 33/IaHKE).

Kpumepuu oyenusanus 00no2o meopemuyeckozo 80npoca:

— 25-30 GayIoB BBICTABISAETCS CTYICHTY, €CIH HM3JIOKCHHBIN Marepuall (aKTUYeCKH BEpEeH, MPOJIEMOHCTPHPOBAHEI
rIyOOKHE MCYEPIBIBAIOIIUE 3HAHUS B 00beMe MPOHICHHON MPOTrpaMMbl B COOTBETCTBUY C TIOCTABJICHHBIMH ITPOTPaMMOIt
Kypca IeJIsSIMH | 3a1adaMi 00ydeHHUsI, U3JI0KEHIE MaTepraia mpy OTBETE - TPaMOTHOE U JIOTHIECKHU CTPOIHOE;

— 20-24 GaioB BBICTABISIETCS CTYJIEHTY, €CJIM MIPOJSMOHCTPHUPOBAHbI TBEPABIC U JOCTATOYHO IOJIHBIC 3HAHUSA B 00bEME
MIPOMICHHOHN TIPOTPaMMbl JUCITUIUIHHBI B COOTBETCTBUH C IEISIMH OOYUSHHS; MaTepHaT M3JIOXKEH JOCTATOYHO IOJHO C
OTZETBHBIMU JIOTUYECKUMHU U CTUIMCTUYECKUMHU MOTPEITHOCTAMY;

— 15-19 GannoB BeICTABISETCA CTYACHTY, €CIH POJASMOHCTPUPOBAHBI TBEPbIC 3HAHUS B 00beMe MPOHICHHOTO Kypca B
COOTBETCTBHE C MEIIMH OOydYeHUs, OTBET COJIEPKUT OTJACIbHBbIE OIIMOKHA, YBEPEHHO WCIIPaBIEHHBIC TIOCIE
JIOTIOJTHUTETHHBIX BOTIPOCOB;



— 0-14 Ganna BBICTaBISAETCS CTYACHTY, €CIM OTBETHI HE CBSI3aHBI C BOIPOCAMH, JOMYIICHHI IpyOble OMIMOKH B OTBETE,
IIPOIEMOHCTPUPOBAHBl HENOHUMAHUE CYLIHOCTH M3JIaraéMoro BOIIPOCAa, HEYBEPEHHOCTh U HETOYHOCTH OTBETOB Ha
JIOIIOJTHUTEJIbHBIE Y HABOSIIME BOIIPOCHI.
Kpumepuu oyenusanus npaxmuxo-opueHmupo8anHo20 3a0anus:
— 35-40 Ga10B BBICTABIIACTCS, €CJIH 33JaHKE PEIIICHO MTOJHOCTHIO, B IIPECTABIIEHHOM PEIIICHUH 000CHOBAHHO OYYCHBI
[IPAaBUIbHBIE OTBETHI.
— 25-34 Ganna BBICTABIISIETCS, €CIIN 3aJIaHKE PEIICHO MOJTHOCTHIO, HO MPH OTBETE JOMYIICHBI HE3HAYNTEIbHbIC ONIHOKH.
— 11-24 6amna BEICTABIISCTCS, €CIIH 3aIaHUE PEIICHO YaCTHIHO.
— 0-10 6aysI0B BBICTABISCTCS, €CITH PEIICHUE HEBEPHO WITH OTCYTCTBYET.
WtoroBeiii pesynprar (opMHpyeTCSs U3 CyMMbl HaOpaHHBIX OajsIOB 3a BBIIIOJHEHHE SK3aMEHALMOHHOTO 3aJaHUS U
COOTBETCTBYET IIKaJe:
— 84-100 6anmnoB (OLEHKA «OTIMYHOY)
— 67-83 0anmnoB (OLEHKa «XOPOILO»)
— 50-66 6annoB (oLeHKa «yJOBICTBOPUTEIHHOY)
— 0-49 6annoB (OLEHKA «HEYOBIETBOPUTEIHHOY)
Omnpoc
Nudopmarus kak 00BEKT IPAaBOBOTO PETYTHUPOBAHISL.
Crpykrypa 3akoHojaTesbecTBa PD B 00:1acT MHPOPMAIIMOHHON 0€30MaCHOCTH | 3all[UTHl HH(POPMAIIUH.
OcHoBHble nenu 1 MeToabl obecneuenns b P®. Mcrounuku u Buas! yrpos b PO.
OcHOBHEBIE HaIlpaBIIeHUs 0OecTiedeHrs MH(GOPMAITMOHHOW O€301MacHOCTH | 3aIuThl nHpopMaln B PO.
CTpyKTypa OpraHN3allMOHHON 3aIUTHI HHPOPMAIIHH.
Buner nHpopMaIum, 3anuiaeMoi 3aKOH01aTeIbcTBOM PD.
[lepeuens cBeneHnil KOH(MDUACHIINATHHOTO XapaKTepa.
Opranun3zanust paboThl CO CBEACHUAMH, OTHECEHHBIMHU K KOH(GHUIECHIIMANbHOW HHPOPMALHH.
[IpaBoBO# pexuM 3aIUTH KOHGHUASHIIHATBHOW HHPOPMAIIHH.
0. ¥Yrpo3sl yreuku nHQOpMAINH 110 TEXHUIESCKAM KaHaIaM.
1. ®opwmel 3amumaeMoit HHGOPMAITHH.
12. OcHOBHBIC 0OBEKTHI 3aIUTHI HHPOPMALIHH.
13. Knaccudukanus TEXHHYECKUX KaHAJIOB YTEYKH HHPOPMAIIH.
14. TexHnveckre MEPONPUATHS O 3AIUTE HHPOPMALIMH OT YTEUKU 110 TEXHUIECKUM KaHaJIaM.
15. OpraHu3zanMOHHBIE MEPOIIPUATHS MO 3aIIUTE HH(POPMALUH OT YTEUKH [0 TEXHUYECKUM KaHajlaM.
16. Knaccudukaiuu yrpos 6e30macHOCTH HHGOPMAIMK B HHOPMAITMOHHBIX CHCTEMAX.
17. TpeGoBaHus K opraHu3aliiy 3alIUTHl HHPOpMAIK B HHYOPMALIMOHHOW CHCTEME.
18. ®dopmuposanue TpeOOBaHHH K 3amuTe HHGOPMAINH B HH)OPMAITMOHHON CUCTEME.
19. OGecnedyenue 3amuUThl HHPOPMAIMH B X0JI€ IKCIUTyaTallii HHPOPMAIIMOHHOMN CUCTEMBI.
20. TpeboBanus K MepaM 3allIUThl HHQOPMAIIHH, coliepKalieicss B HHYOPMAIIMOHHON CHCTEME.
21. Omnpenenenue Kiacca 3allUILIEHHOCTH MHOOPMAIMOHHOW CUCTEMBI.
22. JlunensupoBaHue B 007aCTH 3alIUTHI HH(POpMAIUH.
23. CTpyKTypa CHCTEMbI TOCYIaPCTBEHHOIO JIMIICH3UPOBAHUS.
24. Tlopsinok MpoBeAEHUs! JTULEH3UPOBAHUS.
25. OcHOBHbIE JHLIEH3UOHHBIE TPEOOBAHMS U YCJIOBHS B 00JIACTH 3alIMTHI HH)OpMAIIKH.
26. TlepeueHb BHJIOB ACATEILHOCTH B 00JIACTH 3aIIMTHI HHOOPMAIINH, MTOUICKANINX JTUIEH3UPOBAHHUIO.
27. CTpyKTypa CHCTEMBI CepTUHUKAIIHH.
28. Tlopsamox mpoBeneHus: CEPTUPUKAIIUN CPEJICTB 3aIIUTH HH()OPMAITHH.
29. CepruduKalnroHHbIEC UCTILITAHUS CPECTB 3alIUThHl HHHOPMAIIHH.
30. Tlopsimok oTHecenus: HHGOpMaIMK K HHQOPMAIINH, COCTABIISIONICH KOMMEPUYECKYIO TaliHY, B €€ MIPeJJOCTaBIICHHUE.
31. Tlonsarue kommepueckoii TaitHbl. [IpaBoBOe 0OecTieueHNE 3aIUTHl KOMMEPYECKON TalHBI.
32. CaeaeHusi, COCTaBISIIONINE KOMMEPUECKYIO TaiiHy. CBeJjeHNs, KOTOPbIE HE MOTYT COCTABIISITH KOMMEPUECKYIO TaiHYy.
33. TlpaBa obnamaTenss KOMMEPUECKOW TalHBI.
34. Opranuzanys 3aMThl THPOPMALMK Ha MPEANPHUITHH.
35. ObecnieueHne COXpaHHOCTH JOKYMEHTOB, €] U U3IaHHM.
36. OO0s3aHHOCTH JIHII, IOMYIIEHHBIX K CBEJCHHUSIM, COCTABIISIONINX KOMMEPUYECKYIO TalHY.
37. Opranuzaiys KOHTPOJIA 32 O0ECIEYCHHEM PEeXHUMa IpHU padoTe CO CBEACHHUSMH, COJACPIKAIIUMU KOMMEPYECKYIO
TalHy.
38. O0s13aHHOCTH MEPCOHANIA OPTAaHU3AIIUH 110 COXPAHCHUIO KOMMEPYECKOH TaifHbI.
39. Tlonurtuka 6€30MACHOCTH NPEANPHATHS KaK OCHOBA OPraHU3AIIMOHHOTO YIPaBICHHS 3aIIMTON HH(MOpMAIINH.
40. IIpaBa u 00s3aHHOCTH PaOOTHHKA U pabOTOAATENS MO 3aLIUTe KOH(UACHIMAIBHON HHPOPMAIIH.
41. OTBETCTBEHHOCTH 3a HapylleHHe KOH(PHUICHINATEHOCTH HH()OPMALHH.
42. TlpaBa u 00s13aHHOCTH CYOBEKTa IIEPCOHATBHBIX JaHHBIX U OIIEPaTOpa, 00padaThIBAIOIIETO IEPCOHANIbHBIC JaHHBIE.
43. OpraHuzaiys 3anUThl MEPCOHATLHBIX JJAHHBIX B OpraHU3aIlHy.

RERowoo~NoOR~WONE



44. TlnanmpoBaHHME MEPOIPHUATHH TI0 OPTAaHU3ANNOHHON 3aIKTe HHPOPMAIINY Ha MPEANPHUATHH.
45, CtpykTypa 1 OCHOBHOE COJEPKaHHUE IJIaHa MEPOIIPHUSTHI 110 3aIMTe KOHPHUACHIIUATLHON HHPOPMAIUH.
46. Opranuzanys aHAIUTHYECKOH paboThl B 00IaCTH 3aIIUTHl HH(OpMAIK Ha TPEATIPUATHH.
47. OcHOBHbIC 00BEKTHI U (POPMBI KOHTPOJIS 38 COCTOSHUEM 3alUThl HH(POPMAIIUH.
48. OcHOBHbBIC 33241 U METOJIbI KOHTPOJIS.
49. OcHoBHbIC HANPaBJICHUS aHATUTHYECKON pabOoTHI.
50. Opranuzanus ayaura HHGOPMAIMOHHOW 0€30MMaCHOCTH MPEATPUSITHSL.
51. ®OyHKIMH aHATATHYECKOTO TOpa3IelIeHNs B 001aCTH 3aIIUTH HHGOOPMAITUN Ha TIPEIIPUATHH.
52. OcHOBHBIE 3Tallbl aHAIUTUYECKON paOOThI B 001aCTH 3aIIMTHI HH(OOPMAIIUU Ha IIPEAIPUITHH.
53. ConepxaHue U OCHOBHBIEC BUIbI aHATUTUYECKUX OTYETOB.
54. Knaccubukarus METOIOB aHaIN3a HHPOpMAITHH.
55. KomrmbroTepHbIE MPECTYILICHUS B 3JIEKTPOHHON KOMMEPIIHH.
56. HMudopmanronHas 6€301acHOCTh B AIEKTPOHHON KOMMEPIIHH.
57. HOpuanueckast OTBETCTBEHHOCTH 32 HAPYLICHUE MTPABOBBIX HOPM 3aLIUTHI HHPOPMALHH.
Kpurepum oneHuBaHus:
MakcuManbHOE KOJTHYSCTBO 0AIIIOB, KOTOPOE O0YYArOIIUICS MOXKET HaOpaTh 3a Kypc — 25 0amioB (3a 25 0TBETOR).
OTBeT Ha BOMPOC OLIEHUBACTCS:
— 1 Gamt — mpaBUIILHBIN | TTOJHBIN OTBET;
— 0 GaysIoB — HEMIPAaBHUIIBHBIA OTBET MIJIM OTBET HE MPECTABIICH.
IIpakTUKO-OpHEHTHPOBAHHBIE 32 JaHUS
3ananue 1.
Pabora ¢ MCC "KoncynbranT Ilnroc": ba3oBbie cBoiicTBa Oe3omacHocTn mH(popmanuu. HopmaTuBHO-TIpaBoBas 0a3a
(hYHKIIMOHUPOBAHUS CHUCTEM 3amuThl nH(popMaluu. [IpaBoBas 3ammra mporpaMMHOTO 00eCTIeUeHHUs] aBTOPCKUM MTPABOM.
KoMmmbroTepHbIe IpecTyIieHus: 1 0COOEHHOCTH HX PacClIeIOBaHUS.
Pabota ¢ UCC «Koncynsrantllmrocy, B/l ®enepanbHoii ciy)Obl 10 TEXHUIECKOMY U SKCIOpTHOMY KoHTpodto (PCTOK
Poccun) https://fstec.ru/: @opmsl 3amuimaemoii napopmaiun. OObEKThI 3alUThl. PU3NYECKHE OCHOBBI BOBHUKHOBEHUS
TKYU. Knaccudukarus TCP.
Pabota ¢ UCC «Koncynsrantllnrocy, B/l ®enepanbHoii ciy)Obl 10 TEXHUIECKOMY U SKCIOpTHOMY KoHTpodto (PCTOK
Poccun) https://fstec.ru/: IlocTpoeHue THUIOBBIX Mojeiell yrpo3 0Oe3omacHOCTH HH(oOpMalu, oOpabarhiBacMON B
WH(OPMAITMOHHBIX CHCTEMAaX.
3ananue 2.
Cuctema mudpoanus Lezaps. [Ludps nepectaHoBKY.
1. PeammzoBare cucremy mmdpoBanus llezaps. Cucrema mmdpoBanus lle3aps, B KOTOpOM KaKAbIH CHMBOI B
OTKPBITOM TEKCTE CIABUTACTCS Ha OMpE/IelIEHHOE YHCIIO MO3UIIMIA BIIepe WiIH Ha3al. Peann3oBaTh GyHKIMH MUPPOBAHUS
u nemmpoBaHHs TEKCTa C UCTIOJIL30BaHHEM CHCTEeMBI @ poBanus Llezapsi.
2. PeanuzoBath mm@pel epecTaHOBKH, B KOTOPBIX MOPSIOK CHMBOJIOB B OTKPBITOM TEKCTE MEHSIETCSI COTIIaCHO
HekoTopol ¢yHKImH. Peann3zoBaTs pyHKIHNY mH(poBaHAS 1 ASITUPPOBAHUS TEKCTA C HCIIOIE30BaHUEM MUPPOB
MEPECTaHOBKH.
3. PeanuzoBatk cucremy mudposanus Lezaps ¢ kirodom.
4. PeanuzoBate ¢yHKIME TIUPpOBaHUS U Nemn(POBaHUSI TEKCTA C UCIIOIH30BAHUEM CHCTEMBI IM(PPOBAHUS
He3aps ¢ kiouom.
3ananue 3.
AnroputMm mmmdposanust RSA. TIporiecc popMupoBanus KIIFOYEBOH Maphl ModyvarteseM, muppoBanre u aemmudpoBanue
cooOmeHmit B kpuntocucreme RSA.
1. PeannzoBarh (yHKOMM A8 TeHepalMyd MPOCTBIX YHUCEN, BBIYMACICHUS HaUOOJIBIIErO OOINEro JeHTes,
HaXOKAECHHUSI 00PaTHOTO AIIEMEHTA [0 MOYJIIO.
2. Peanu3zoBath (yHKINH TS TeHEPAIMH KIFOYEBOW Naphl U mu(poBanus/ nemm(poBaHns COOOIEHH ¢
HCIIONB30BaHNeM anroputma RSA.
3. PeanunzoBath TecThl s QyHKIMN TeHEpaIMy KITFOUEBOH Mapbl ¥ MPOBaHHS/ I PPOBAHUS COOOIICHHH.
3amanue 4.
dopmupoBaHHE TIEPEYHS CBEACHUH, COCTABISIOMINX KOMMEPUECKYIO TalHy.
1. BriOepuTe BBIMBINUICHHYIO KOMITAHHIO, [T KOTOPO# OyneTe GopMUpOBaTh MepedeHb CBEICHUH, COCTABIISIONINX
KOMMEPYECKYIO TaiiHy.
2. Omnuimre BUIBI CBEIEHUH, KOTOPBIE MOTYT COCTABIISATh KOMMEPUECKYIO TailHy JIs1 BHIOPAaHHOM KOMITaHHH.
3. CocTaBbTe NepeyeHb CBESHH, COCTABIISIOMINX KOMMEPUECKYIO TaifHy, U1 BEIOPAaHHON KOMITaHWH.
4. OdopmuTte pe3ynpTaThl B BUAE OTYETA
3amanue 5.
PazpaboTka monuTHKM 6€30MaCHOCTH MPENIPUITHA.
1. OmpexenuTe NENH U 331a4¥ MOJTUTHKNA O€30TaCHOCTH TIPEATIPHUSITH.
2. Omnuimre Mepsl O 3amuTe HHGOpMaIuy, COOCTBEHHOCTH U IIEpCOHAIIA MPENIPUATHS.



3. PaspaboraiiTe mporieaypbl OTBETa Ha YIPO3bl 0€30MaCHOCTH IIPEIPUSITHS.

4, OdopMmuTe pe3ynbTaThl B BUAE JOKYMEHTA MOJUTUKU 0€30IaCHOCTH MIPEITPHUSITHS.

Kputepun onennBanus:

MaxkcuManbHOE KOJTHUECTBO 0allJIOB, KOTOPOE 00YYarOIIUICA MOXKET HaOpaTh 3a Kypc — 75 Oajuios

Kaxoe 3amanme OIleHNBAETCS:

— 15 GannoB. — 3a1aHUE BBIIOJHEHO BEPHO;

14-13 6annoB. — npH BHIMIOJIHCHUY 3a1aHUs OBUTH JIOMYIIIEHBI HETOYHOCTH, HE BIIMSIONINE HA PE3YJIbTAT;

— 12-6 GanioB. — MPU BBHIMIOJHEHUH 33JJaHUS ObLTH JOMYIICHBI OIIHMOKH;

5- 1 GayI0B. — MpY BBINIOJIHEHUY 3aJ[aHKsI OBbLIH JIOMYIIEHBI CYIECTBCHHBIC OIIMOKH;

— (0 0ammoB. — 3aJjaHKHE HE BBLIMOJIHEHO.

3 MeToauueckue MaTepHaJibl, ONpPeaeIsIoNIne MPoeTyPhl OeHHBAHUS 3HAHU, YMEHHUIi, HABBIKOB M (MJIH) ONBITA
JAeATeJILHOCTH, XapaKTEPU3YIOIIHX 3Tanbl GOPMHUPOBAHUS KOMITETEHIIU

[Mporneypbl ONleHUBAHSI BKIIOYAIOT B ce0SI TEKYIIMHA KOHTPOIb ¥ MTPOMEXYTOYHYIO aTTECTAIIHIO.

Tekymuii KOHTPOJIb YCIIEBAEMOCTH IPOBOJUTCS C HCIOJIH30BAHHUEM OIICHOYHBIX CPEJICTB, MPEICTABICHHBIX B M. 2
JAHHOTO TIPWIOXKCHHS. Pe3ynbTaTbl TEKYIIETO KOHTPOJS JOBOISATCS JIO CBEICHHS CTYJCHTOB 10 MPOMEKYTOYHOH
aTTeCTAIlUH.

IIpomeskyToyHasi aTTECTAIMS IPOBOIUTCS B JOPME IK3aMEHA.

OK3aMeH MPOBOJUTCS II0 PACIHUCAHHUIO IMPOMEKYTOUYHOW aTrTecTanmd B ycTHou (opme. KommuecTBo BOmpocoB B
9K3aMEHAIMOHHOM 3aaHuu — 3 (2 TeopeTndecknx, | MpPakTUKO-OpPMEHTHPOBAHHOE 3a/laHue). Pe3ympTaTsl arrecTanun
3aHOCATCS B BEJJOMOCTh M 3aYETHYIO KHIDKKY cTyneHTa. CTyIEHTBI, He MPOUICIINE MPOMEKYTOUHYIO aTTECTAIUIO IO
rpaduKy, TOJKHBI JINKBUIUPOBATh 33/I0JDKEHHOCTh B YCTAHOBJIICHHOM IIOPSIJIKE.



IIpunoxerHue 2
METOIUYECKHUE YKA3AHHWS IO OCBOEHUIO JUCHUIIJINHBI

V4eOHBIM IUIAHOM MPETyCMOTPEHBI CIICAYIONINE BUIbI 3aHATHIL:

- JeKIUH;

- IPaKTUYECKHE 3aHATHS.

B xone JeKUMOHHBIX 3aHATHH paccMaTPUBAIOTCA OCHOBHBIE MOHATHSA B 00JacTH MH()OPMAIMOHHOM O€301IaCHOCTH U
3amuThl MHGOPMALUKU, METOAbl OOHAPY)KEHUS] M OpPraHM3alMM I[IPOTHBOACHCTBUS aTak Ha WH(GOPMALMOHHBIE CETH,
TpeOOBaHUs MO 3amuTe KOHQUACHIMAIbHON MH(GOpPMALUH, NAIOTCA PEKOMEHIAIMU IJIsi CaMOCTOSTEIbHOU paboThl H
MOJATrOTOBKHU K MPAKTUYECKUM 3aHATHUSIM.

B xone mpakTtuueckux 3aHATUI yrIyOnsrOTCs U 3aKPEIUIIOTCS] 3HAHUSI CTYIEHTOB IO Py PACCMOTPEHHBIX Ha JIEKLUAX
BOIIPOCOB, Pa3BUBAIOTCS HABBIKH PELICHUS 3a/1a4 MO 3aIUTe HHPOPMAIHOHHBIX O0BEKTOB.

[Ipu moAroToBKe K MPaKTUYECKUM 3aHATHAM KaXKABIN CTYIEHT TOJIKEH:

- U3yYUTh PEKOMEHIOBAHHYIO YUEOHYIO IUTEPaTypy;

- U3Y4YHUTh KOHCHIEKTHI JICKLIUH;

- 03HAKOMUTHCS C ONMCAHUEM MPAKTHYECKOH paboThI;

- IOATOTOBUTH OTBETHI HA KOHTPOJIBHBIE BOIPOCHI 110 U3y4aeMOM TeMe.

B npouecce noAroToBKY K NPaKTUYECKUM 3aHATUSIM CTYAECHTHI MOT'YT BOCIIOJIb30BaThCsl KOHCYJIbTALMSIMHU IIPETIOAABATEIS.
Bomnpockl, He pacCMOTpEHHbIE Ha JIGKIUSAX M MPAKTUYECKUX 3aHATHIX, JOJDKHBI OBITh M3yUCHBI CTYACHTAMH B XOJE
caMoCTOsITeTThHONH paboThl. B Xome caMoCTOATENbHOW pabOThI KaKIBIA CTYAEHT O0s3aH MPOYHUTATh OCHOBHYIO H, IO
BO3MOXHOCTH, AONOJIHUTEIBHYIO JHTEPAaTypy IO HM3y4aeMOH TeMme, NOINOJHHUTh KOHCIEKThI JIEKLHH HEZOCTAIOLINM
MaTepuajoM, BBIIMMCKAMH U3 PEKOMEHOBAHHBIX UCTOUHUKOB. BbIIE€IUTh HEMOHATHBIE TEPMUHBI M HAMTHU UX 3HaYCHHE B
SHIMKJIONEINYECKUX CIOBapIX.

Jlnist MOATOTOBKM K 3aHATHSAM, TEKYILEMY KOHTPOJIIO U MPOMEKYTOUHON aTTECTAllMM CTYAEHTHI MOT'YT BOCIIOJIb30BaThCs
3IIEKTPOHHO-OMOIMOTEYHBIMU CHUCTeMaMH. Takyke oOydaromiuecss MOTYT B3STh Ha JIOM HEOOXOAMMYIO JHTEpaTypy Ha
aboHEeMEeHTe YHUBEPCUTETCKON OMOIHMOTEKH WIIM BOCIIOIB30BaThCA YHTAILHBIMH 3aJIaMHU.
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