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Kypc 4

Bun 3anaruit VIl | PII Hroro
Jlexuum
IIpaktrueckue
Hroro ayn. 14 |14 (14 |14
KonrakTHas paboTa 14 (14 |14 |14
Cam. pabora 19311931193 [ 193
Yackl Ha KOHTPOJIb 9 9 9 9
Hroro 216 1216|216 | 216
OCHOBAHHE

Y4eOHBIN TUTaH YTBEPKIEH YIEHBIM COBETOM YHUBepcuteTa (mpotokod Ne 9 ot 03.03.2026 ).

[Iporpammy coctaBui(u): K.c.H., AOLEHT, unenko A.A.
3aB. xadenpoii: k.3.H., moreHt I0.B. Paguenko

Metonudeckuii coBeT: 11.3.H., mpodeccop E.H. Tumenko



1. HEJIX OCBOEHUSA TUCIUITJINHBI

1.1| IIpunoGpeTenue 3HaHMI B 0OmacTH HHPOPMAMOHHON OE30MTaCHOCTH M 3aIUTH HHYOPMAIINH 110 OPTaHU3AI[IOHHO-TIPAaBOBOM
3alIUTe KOMMEpPYECKOH, CIykeOHOH, mpodeccHoHanbHOW TaiHBL, NEPCOHANBHBIX MAaHHBIX; (OPMHUPOBAHHE YMEHUH U
IPaKTUYECKUX HABBIKOB 110 MPABOBOMY, OPraHU3ALIOHHOMY M TEXHHMYECKOMY OOECIICUCHHIO 3alMThl MH(GOPMALMU TIPU
pelIeHny 3a1a4 NpoheCCHOHANBHON eI TEbHOCTH.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUSA JUCHUIIJINHDBI

OIIK-3. CnocodeH pemaTb CTaHIApTHbIE 33a4M NPO(ECCHOHAILHONH JesiTeJJbHOCTH HAa OCHOBe HMH(OPMALIMOHHOH M
ondimorpaduyueckoi KyJabTypbl ¢ NPpAMeHEHHeM HH(OPMAIOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHA M C y4eTOM OCHOBHBIX
TpeOoBaHnii MH(PpOPMaALIMOHHON 6e30MacHOCTH;

B pe3ysibTaTe 0CBOCHHS JUCUMILIUHBI 00yYAIOIMIICS NOJIAKEH:

3HaTh:

- MOPUHOMIBL  PabOTBl  COBPEMEHHBIX TEXHONOrMi obecneveHns WHGOPMALMOHHONH O0€30MAaCHOCTH MpPU  PEIICHHH  3a/ad
poeCCHOHATTFHOM e TeNFHOCTH (CooTHECeHO ¢ nHankaTtopom OITK-3.1).

Ymern:

- pemlate CTaHOAPTHBIE 3aJadd TNPOQGECCHOHANBHOM NEATENFHOCTH C YYeToM TpeOOoBaHMI WH(MOPMAIMOHHON 0e30MacHOCTH
(cootreceno ¢ naankaropom OIIK-3.2).

Baanern:

- HABBIKAMH HCIIONB30BAHUS CIIOCOOOB M CPE€ACTB 3AIUTHI HHq)OpMaLII/IH Ipu pEHICHUU 3aaa4 HpO(bCCCHOHaHBHOﬁ JCATCIBHOCTH
(cootreceno ¢ unaukaropom OIIK-3.3).

3. CTPYKTYPA U COOEPKAHUE JUCHUITJIMHBI

Paznen 1. Cucrema 3amuTthbl JaHHbIX B Poccniickoii @enepaunu

Bua 3ansitus / Cemectp /| KonuuectBo
Ne HaunmeHoBaHHe TeMbl, KPAaTKOe codep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB
BBoanas nexuus. BaxkHocTh 3amuThl HHGOPMAIMU B COBPEMEHHOM MHpE.
1.1 bop . P P JIex1MoHHbIE 3aHATHSA 4 2 OIIK-3
KitroueBble IpUHLUIIBI 00ecTieyeH s HHPOPMAIMOHHON 0e30IacHOCTH
12 Bunsl uHpOpManMu B 3aBHCHMOCTH OT € comepkaHMs, JocTyma,| CaMocTostenbHas 4 2 OIK-3
: oOuanarens pabora
CamocrosiTenbHast
1.3 | OcHOBHBIE MOZIENH 3AIIUTHI HH()OPMALIH. 4 2 OIIK-3
pabora
14 W3ydeHne OCHOBHBIX MOJOXKEHHH mo 3amure uHpopmanuu: Jokrpuna| CamocrosTenbHas 4 6 OIK-3
"' | uadopmarmonHoii 6e3onacHoct Poccuiickoit @enepanu. pabora
OcHoBHble mnonoxkeHns @enepanbHoro 3akoHa "OO uHpopManuy,
“HPOPMAMOHHBIX TEXHOJIOTHAX ¥ O 3amuTe nHpopmanuun" ot 27.07.2006
CamocrosiTesbHast
1.5 |N 149-®3. OcHoBHble HPUHLUNBI U TPEeOOBaHUS K CHCTEME 3alUThI aGora 4 6 OIIK-3
JTaHHBIX. p
Pou 1 OTBETCTBEHHOCTD YYaCTHUKOB CHCTEMBbI 3aIIUTHI JAHHBIX.
Pazpen 2.
OCHOBBI 321IMTHI HH(POBBIX JAHHBIX B KHOepPNPOCTPAHCTBE
Buj 3ansitus / Cemectp /| KonnuectBo
Ne HauMmeHoBaHHe TeMbl, KPaTKoe COAep:KaHue Komnerenuuu
pabotsl / popma ITA Kypc 4acoB
INonsite u BuAbl yrpo3 MHGOPMAMOHHOH 0€30MacHOCTH. YA3BUMOCTH.
2.1 yrp top JIexIMoOHHbIE 3aHATHS 4 2 OIIK-3
VrpaBneHue ys3BUMOCTSIMU.
CamocTosiTenpHas
2.2 | KomnbrorepHble araku. Buabl u KilaccuHKaIis KOMIIBIOTEPHBIX aTakK. paora 4 2 OIIK-3
. CamocTosiTenpHas
2.3 | Opranum3zaums napospHOit 3amuThl. [laponsHble aTaky. pabora 4 2 OIlIK-3
24 IlpoBepka HaAEKHOCTH MNAPOIBHOH 3aIUTBl C  MCIIOJIb30BaHHEM [Mpaxtiyeckue 4 5 OIK-3
" | Bcrpoennsix nHcTpymeHToB Kali Linux. 3aHATHS
. [IpaxTuyeckue
2.5 | W3yuyeHune OCHOBHBIX MHCTPYMEHTOB JUISl BBISBICHUS yI3BUMOCTEH. p SaHSTHS 4 2 OIIK-3
26 OCHOBHBIE THUIBI yrpo3 W WX Kiaccuukanus. Yrpossl 0e30macHOCTH CamocTosTenpHast 4 ] OIK-3
" | obnaunbIx cepBucoB. pabora
Krnaccudukanumst ys3BUMOCTeil. YA3BUMOCTH OHNEPAILIMOHHBIX CHCTEM,
. CamocrosiTenbHast
2.7 | mpunoxeHuil. aGota 4 4 OIIK-3
CeTeBOro 000PyI0BaHus M IPOTOKOJIOB. P
2.8 | KomnbloTepHble aTaku Ha O€CIPOBOJHBIC CETH U MOOMIIBHBIC YCTPOUCTBA. CamocTosTenpHast 4 6 OIIK-3




Artaku Ha BeO-IPUIIOKEHUS U 0a3bl TaHHBIX.
ATaku Ha CUCTEMbI YIPaBJICHHUS TOCTYIOM U MapOJISIMH.

pabora

Paznen 3. KOMH]:]OTepH]:Ie BUPYCHI. OcHoOBHBIE NPUHIUIIBI 1€TEKTUPOBAHUS BPEIOHOCHOI'0 MPOrpaMMHOI0 odecmeyeHust

(BIIO)
Buna 3ausitus / Cemectp /| KonmuectBo
Ne HauMeHoBaHHe TeMbl, KPaTKOe COAep:KaHue Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB
31 Buzmel ¥ uCTOpHS pPa3BHTHS KOMIBIOTEpHBIX BHpYcoB. CoBpemeHHble| CamocTosTenbHas 4 5 OIK-3
"7 | renpenumy npuMeHeHHs KOMIBIOTEPHBIX BUPYCOB. pabora
32 [puniun pabotsl aHTUBHPYCHBIX mporpaMM. CrnocoObl nerekrupoBaHusi| CamocTosTenbHas 4 5 OIK-3
’ BPEIOHOCHOTO nporpammHoro obecneuenus (BI10) pabora
CamocTosiTenpHas
3.3 | BpenoHocHOE porpaMMHOE 00eCTIeYeHHE U METOBI eT0 00HAPYKEHUSL. pabora 4 6 OIIK-3
CurHaTypHbIil aHaJIU3 U 9BPUCTHYECKUH aHanu3 st oOHapyxkeHus BI1O.
CamocTosiTenpHas
3.4 | OGnapyxeHHe U yAaJCHUE PyTKUTOB U TPOSHCKHUX MIPOTPaMM. aGora 4 8 OIIK-3
OO6Hapy»eHue U OJIOKMPOBKa (PUIIMHIOBBIX aTaK. P
Pa3nen 4. Opranu3sanus 3aliMThI MEPCOHAIBHBIX JAHHBIX
Buj 3ansitus / Cemectp /| KoauuectBo
Ne HaumeHoBaHHe TeMbl, KpaTKoOe COAep:KaHHE Komnerenuun
pa6otsl / popma ITA Kypc 4acoB
41 Iepconaneubie pannbie (I1H). Buapl, knaccudukaims nepcoHamIbHBIX CamocTosTenpHast 4 5 OIK-3
) nansbIX. [Topsgok o6paborku I1/1H B MHGOPMALIMOHHBIX CHCTEMAX. pabora
OCHOBBI 3aKOHOJATENbCTBA O 3aIlUTE MEPCOHANBHBIX NaHHbBIX: [IpaBa
CamocTosiTenpHas
4.2 | cyObeKTOB MepCOHANBHBIX AaHHBIX.OTBETCTBEHHOCTh 3a HapyIlICHHE aGora 4 4 OIIK-3
3aKOHOZATEJIbCTBA O 3AIIUTE IIEPCOHAIBHBIX JaHHBIX. P
OOpaboTKa IEpCOHANBHBIX MJAHHBIX: TEXHHYECKHE MEpHl  3allUTh
MEPCOHANIBHBIX AaHHBIX. OCOOCHHOCTH 3aIUTHI MIEPCOHANBHBIX NaHHBIX B
IIpaxTyeckne
4.3 |pasznuuHbIX OTpacisix SKOHOMUKU. OCHOBBI M MpPaKTHKa OT3bIBA COIVIACHUS SAHSTHS 4 2 OIIK-3
Ha 00pabOTKy NpeKpaTuTh 0OpPabOTKYy CBOMX IEPCOHAIBHBIX JAHHBIX Y
oneparopa [1/1H.
Paznen 5. Opranu3zanusi 3amuThl HHGopMauu B MHGOPMAIMOHHBIX CHCTEMAaX
Buj 3ansitus / Cemectp /| KonmuectBo
Ne HauMmeHoBaHHe TeMbl, KPaTKoe COAep:KaHue Komnerenuuu
pabotsl / popma ITA Kypc 4acoB
5.1 | MadopmannoHHbIe CHCTEMBI M OPraHU3aLs 3aIUTh HHPOpMaLnK B HUX. | JIEKIIMOHHBIC 3aHATHUS 4 2 OIIK-3
59 VYnpaBneHne [OCTYIIOM M KOHTPOJb aBTOpH3alMy B WHQopManuoHHEIX | CamocrosiTenbHas 4 4 OTK-3
| cucremax. pabora
53 OCHOBHbIE ~ HPHHIMIBI M MeTOmsl  3ammrThl  uHpopmaimu B|  CamocTosTenbHas 4 6 OIK-3
"~ | uH(OPMAIIMOHHBIX CHCTEMAaX. pabora
54 IIporpammuble cpexcTBa 3amuThl HHpopManuu B uHpopMmanuoHHbIX | CaMocTosTenbHas 4 6 OIK-3
’ cUcTeMax. pabora
55 OOyueHHe TmepcoHaja M IIOBBILICHHE OCBEIOMIEHHOCTH B Bompocax| CamocTosTensHas 4 6 OMK-3
’ UH(pOPMALIMOHHOI 0€30MaCHOCTH. pabora
Pa3nen 6. OcHoBBI KpUNTOrpaguuecKkoii 3alMThHI H OPraHU3ALMS UCIOIb30BAHNS 3JIeKTPOHHBIX NOANHUCEH.
Buj 3ansiTus / Cemectp /| KoanuectBo
Ne HaumeHoBaHHe TeMbl, KPaTKOe COAep:KaHNe Komnerenuuu
pa6otsi / popma ITA Kypc 4acoB
Mertonpl u cpenctBa  Kpunrtorpaduueckoil  3amuThl  MH(OPMAIHH.
A pei P pac m bopman [IpakTryeckue
6.1 |Ilpunimmel  QYHKIHOHHPOBAHUS OCHOBHBIX  KPHUNTOTpadHueCcKhX ARSI 4 2 OIIK-3
AITOPUTMOB.
OnexrporHas nogmuch (DI1). OcHoBuble mousaTHs 1 Buabl DII. [Topsmok
CamocrosiTesibHas
6.2 |Bemaun u nposepku DIl ocobennoctu nmpumeHerus OIl B 3neKTpoHHOM aGora 4 2 OIIK-3
JTIOKyMEHT0000pOTE. P
63 Kpunrorpapuueckue mnpoTokonsl ¥ uX npuMeHenue. XsmmpoBanue u| CamocrosTenbHas 4 6 OIK-3
"~ | uupoBbIC MOAMTUCH. pabora
6.4 IOpuanueckne acrieKThl HCTIONIB30BAHUS AJICKTPOHHBIX HOAIUCEH. CamocrosiTenbHast 4 3 OIK-3
"' | Be3omacHOCTh XpaHEHUs U Mepeiaun Kirodei mudposaHus. pabora
AyteHTH(uKanus W HACHTH(UKAINS B CHCTEMax C HCIOJIb30BAaHHEM
6.5 |IeKTPOHHBIX TOIITHCEH. CamocrosiTenbHast 4 3 OIK-3
"~ | YnpaBnenue kmouamm u cepTudukaraMu B CHCTEMAax C DJIEKTPOHHBIMU pabora

NOAIIHUCAMU.

Paznen 7. OcHOBBI 0€301aCHOCTH 00bEKTOB KPUTHYECKOH
uHGOpPMALMOHHOI HHPPACTPYKTYPBHI.




Bun 3ansitus / Cemectp /| KonmuectBo
Ne HaumeHnoBaHue TeMbl, KPAaTKOe coep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB
OOBEeKTBl U CYOBEKThl KPUTHUECKOH MH(OPMALMOHHONH HHPPACTPYKTYpHI
Y P opma bpactpyxTyp CamocrosiTenbHast
7.1 | (KHI) Ipenbssnsemsle TpeOoBaHus k obecneuenuto 6e3onacuoctu KMH. aGora 4 2 OIIK-3
IIpoBenenue kareropupoBanuss KHU. P
locynapcTBeHHass — cucrema — OOHAapyXeHHMsT M HPEayNpexICHHs
yaap Py PEAYIPEA CamocTosiTenpHas
7.2 | xommeiotepHbix arak [ocCOIIKA. Ilenu wu 3amaun  [oCOIIKA. aGota 4 2 OIIK-3
TexHH4ecKkoe OCHAILCHUE U TIEPCOHAI. P
73 3aKkOHOJATENbCTBO M HOPMATHBHBIE akThl B oOnacTu OesomacHocTH| CamocTosTenbHas 4 6 OMK-3
"~ | 0OBEKTOB KpUTHUYECKOW HHDOPMAIIMOHHON HHPPACTPYKTYPHI. pabora
74 OpraHu3anMoHHbIE  Mepbl  0e30MacHOCTH  OOBEKTOB  KPHUTHUECKOM CamocTosTenpHast 4 4 OIK-3
" | undopmanmonHoit uappactpykTyphI. pabora
75 MoOHHUTOPUHT W ayAuT  OE30MacHOCTH  OOBEKTOB  KPUTHYECKOM CamocTosiTenbHas 4 4 OIK-3
| undopmanmonnoit uappacTpykTyphl. pabora
76 MeToapl U CPEACTBA 3allUThl OOBEKTOB KpUTHYECKOW HH(popManmoHHoi| CamocrosTenbHast 4 2 OIK-3
" | uadpacTpyxrypsL. pabora
Pasnen 8. Opranuszanus aynura uH(GOPMaLIHOHHOI 0€30MaCHOCTH
Bun 3ansiTus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KpaTKoe coJepKaHne Komnerenuun
pab6otsl / popma ITA Kypc 4acoB
Aynut undopmanronHoi Oe3onacHocTH. Buasl ayaura, npegHasHadeHUE
YA bopva /AL ayJTa, Hpe CamocTosiTenpHas
8.1 |u ocobenHoctu mposenenuss Ayaura MbB. Puck-meHemxMeHT (Monenb 4 2 OIIK-3
pabora
yrpo3). --
3.2 MeTo/bl M HHCTPYMEHTBI JUIsl aHaJIn3a PUCKOB HH(POPMAIMOHHBIX cucteM.| CaMocTosTenbHast 4 p OIK-3
| Co3nanune mozmenu yrpo3 Ha mpennpusTam. pabora
CamocTosiTenpHas
8.3 | MOHHUTOpPHUHT U ayAuT 6€30MacHOCTH HH()OPMAIIMOHHBIX CHCTEM. pabora 4 8 OIIK-3
CamocTosiTenbHas
8.4 | MOHUTOPUHT U ayTUT 6€30MaCHOCTH MH()OPMAIIMOHHBIX CHCTEM. pabora 4 4 OIlIK-3
. . aMOCTOSITeIIbHAS
8.5 | BeinosiHeHMeE 3a1aHMi ¢ ucnoyib3oBanueM LibreOffice. C Opa%OTZ 4 43 OIIK-3
Paznen 9. [IpomeskyTouHasi aTTecTAIUS
Buj 3ansiTus / Cemectp /| KonmyectBo
Ne HaumMeHoBaHHe TeMbl, KPaTKoe CoAepKaHue Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB
9.1 |IloaroroBka K MPOMEKyTOYHOH aTTeCTaLlUU DK3aMeH 4 9 OIIK-3

4. ®OHJ OHEHOYHbBIX CPEACTB

CrpykTypa u conepkaHue (OHAA OLEHOYHBIX CPEACTB A TNPOBEACHUS TEKYLIEro KOHTPOIS M IIPOMEXYTOYHON aTTecTalHuu
npencrasieHsl B [Ipunoxennn 1 x pabodeit mporpaMMe TUCIUTUIHHBL

5. YYHEBHO-METOAUYECKOE 1 THO®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. Ylle6m>le, HAy4YHbI€ U METOAUYECCKHUE U3TaHUA

ABTODBI,
COCTaBHUTEIU

3arnaBue

I/IBJIaTCJTLCTBO, rona

Bubnuoreka /
KomuuecTBo

Pynenkos H. A.,
IIponerapckuit A. B.,
CwmupHoBa E. B.,

TexXHONOrHY 3alUTHl HHPOPMALIHH B
KOMITBIOTEPHBIX CETSAX: y4eOHoe mocobue

Mocksa: HarnonanbHBIH
OTKpHITHIN YHUBEPCHUTET
«MHTYUT», 2016

OBC «YHuBepcuTeTcKas
OubnmoTeka oHIaANH)

CypoBos A. M.
2 Becraux MHcTuTyTa 3aK0HOAaTENbCTBA U IpaBoBoii | Mpkytck: MHCTUTYT OBC «VYHuBepcuTeTCKas
uHpopmanun uMenn M.M. CriepaHCKOro: )XypHa 3aKOHO/IATEIHCTBA U OHMOJIMOTEKA OHIIAH»
MpaBoOBOM MH(pOPMALIUH,
2017
3 Kosanes /I. B., Mudopmannonnas 6e30macHoCTb: yueOHoe nocodue | Poctos-ua-J{ony: FOxHbIH OBC «YHuBepcureTckas
borganosa E. A. (benepanbHbIi 6ubnuoTeka oHIaNH»
yHuBepcuter, 2016
4 Karanosa, T. H., HudopmanmoHHas 6e301MacHOCTb: 1a00paTOPHBIH ITepmb: [lepmckuit 9BbC «IPR SMART»

lankuna, JI. C.,
XKnanos, P. A.

MPaKTUKYM

rocyAapCTBEHHBIN
TYMaHUTapHO-
elaroru4eckuit
yHuBepcuret, 2018




ABTODBI,
COCTaBUTEIU

3arnnaBue

I/I3I[3.T€HI>CTBO, rog

bubauoreka /
KomuecTBo

Iunos, A. K.

VYnpaeienue HHPOPMAIIMOHHOI 6€30M1aCHOCTBIO:

yueOHOe nocobue

PoctoB-Ha-/lony, Taranpor:
WznarensctBo FOxHOTO
(benepaiabHOTO
yHuBepcureta, 2018

9BC «IPR SMART»

Ky6amesa E. C.,
Manamxkesnu U. A.,
Yexynaesa E. H.

Wudopmarika 1 BEIYACIUTEIbHAS TEXHUKA.
HudopmanronHas 6e300acHOCTh
ABTOMAaTH3UPOBAHHBIX CUCTEM: Y4eOHO-
METOJJMYECKOE ITOCOOUE K MPOXOXKICHUIO
HPOM3BOACTBCHHOM NMPAKTUKU: y4eOHO-
MeToJH4ecKoe ocooue

Womkap-Ona: [ToBomkckuii
rOCyHapCTBEHHBIN
TEXHOJIOTMYECKUH
yausepcuret, 2019

OBC «YHuBepcureTckas
OuOIMOTEKa OHJIAHY

BUT. buznec & MHpOpMaOHHBIE TEXHOIOTHHI:

JKypHaI

Mocksa: Ilonoxesen u
naptHepsl, 2019

OBC «YHuBepcureTckas
OubnmoTeKa OHIANH»

5.2. IIpoeccnonanbHbIe 6a3bl JAHHBIX U HH(OPMAINOHHBIE CIPABOYHBIE CHCTEMBI

MNudopmanmonnas crnpaBoyHas cucrema "Koncynsrantllmoc"

baza nannbix denepaiabHO CITy)KOBI O TEXHUYECKOMY U 3KcriopTHOMY KoHTpoutto (DCTIK Poccun) https://fstec.ru/

basza maHHBIX MEHCTBYIOMMX CTaHIAApTOB IO Hampaeienuto "MHpopmanmonnas bezomacHocTs" https://www.gost.ru/portal/gost/home/
standarts/InformationSecurity

5.3. [lepeyenn MporpaMMHOro odecredeHust

Onepanuonnas cucrema PEJ] OC
LibreOffice, Kali Linux

5.4. y‘leﬁHO-MeTO}ll/l‘IECKI/le MaTepuaJbl 1151 06y‘lalOIIIl/IXCﬂ C OrpaHUYE€HHBIMHU BO3MOKHOCTHAMM 3/10POBbA

IIpu HEOOXOAMMOCTH 1O 3aSBICHUIO 00YYAIOIIETOCS ¢ OTPAaHHMYCHHBIMHA BO3MOXKHOCTSAMH 340POBbS yUeOHO-METOIUUECKHE MAaTEPUAIIbI
HPENOCTaBIAIOTCS B (hOpMax, aJanTHPOBAaHHBIX K OIPAHMYEHHSM 30POBbS M BOCHPHUATHA MH(popManuu. s ML ¢ HapyIICHUSIMH
3peHus: B Gopme ayauodaiiia; B meyaTHOH GopMme yBENHUeHHBIM MpH(TOM. 11 JIHI] ¢ HApYIICHUAMH CIyXa: B (hopMe IEKTPOHHOTO
JOKyMEHTA; B Ie4aTHOH ¢opme. J[is uIl ¢ HapymIeHUSIMHA OIIOPHO-JBUIATEIIFHOTO ammapara: B ()opMe 3JIeKTPOHHOTO JOKyMEHTa; B
neyaTHou opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHUE IUCIIUITJINHBI

IMomemenust s BceX BUAOB padoT, MPEIXyCMOTPEHHBIX YYEOHBIM IUTAaHOM, YKOMIICKTOBAaHBI HEOOXOOMMOW CHEIHAIM3HPOBAHHON
y4eOHOIT MeOeIbI0 U TEXHHYECKUMH CPEICTBAMH 00y ICHUSI:

- CTOJIBI, CTYJIBS;

- MEPCOHATBHBIN KOMITBIOTEP / HOYTOYK (TMTIEPEHOCHOI);

- POEKTOP;

- 9KpaH / HHTEepaKTUBHAS JJOCKa.

IMomemeHust AT CaMOCTOSTEIBHON PabOTHl 00YYAIOIINXCS OCHAIICHBI KOMITBIOTCPHOH TEXHUKOW C BO3MOKHOCTBIO TONKITIOUYEHHS K
cetn "MHTepHET" M1 0OECTIEUCHNEM JIOCTYTIA K SJIEKTPOHHON HH(DOPMAIIMOHHO-00pa30BaTeIbHON cpee.

7. METOAUYECKHUE YKA3ZAHUSA JJIS1 OBYYAIOIIUXCSA 11O OCBOEHHUIO JTUCITUITJINHBI

Meroandeckue yKa3aHHS 10 OCBOSHHIO AUCIUIUIIHEI peicTaBieHs! B [Ipunoxennn 2 k pabodeil mporpaMMe JTUCIIUIIIHHEL




POHJ OHEHOYHbLIX CPEJICTB

IIpunoxenne 1

1 Onucanme mnokasarteljieii M KpPUTEpPHEB OIEHMBAHUS KOMIIETEHUMH HA Pa3jiIMYHbIX 3Tamax HX
(popmupoBanus, onucanne MKAJI OLleHNBAHUSA

1.1 TlokasaTenu v KpUTEPUHU OIICHUBAHUS KOMICTCHITUH:

3VH, cocrasisroniyue
KOMIIETEHIIUIO

IlokazaTenu oneHUBaHUS

Kputepun
OLICHUBAHUS

CpencrtBa
OLIEHUBAaHUS

OIIK-3: CriocoOeH peniath CTaHAapTHBIE 331291 TPO(EeCCHOHATLHOM e TEIIbHOCTH Ha OCHOBE
WH(POPMAIIMOHHOM 1 OubIMorpaduyeckoi KyJIbTypbl C IPUMEHEHHEM HHPOPMAIIMOHHO-KOMMYHHUKAITMOHHBIX
TEXHOJIOTHI U C Y4€TOM OCHOBHBIX TpeOOBaHUI MH(OPMAIIOHHON 6€3011aCHOCTH

3HaTh NPUHLMIIEI PaOOTHI
COBPEMEHHBIX TEXHOJOTUI
o0ecrieueHHs
uH($OpMaLMOHHON
0e30macHOCTH IpU
pelIeHnH 3a1au

OnuceiBaeT ciocoObl peLIeHus
CTaHIApPTHBIX 33724
npodeccuoHanbHOMI
JIeSITEIbHOCTH B 00J1aCTH
MH(POPMALIMOHHOM
0€30MacHOCTH MPU

ITonHbIN,
Pa3BEPHYTHIN OTBET HA
IIOCTaBJICHHBIN
BOIIPOC, U3JIOKEHHUE
Marepuaa pu OTBETE
— rpaMOTHOE U

Bomnpocsl k
sk3ameny (1-19),
MIPAKTUKO-
OpPUECHTHPOBAaHHBIE
3aJlaHus K DK3aMEHY
(1-23), ompoc (1-57),

3aa4 mpodeccruonanbHOM
JESTEILHOCTH

HOPMAaTUBHBIMU METOJINYECKUMH
nokymentamMmu @Cb Poccun u
OCTOK Poccun npu
BBITIOJIHEHUH IIPAKTUKO-
OPHUEHTHPOBAHHOIO 3a1aHUS

HUCTOYHUKAM, METOJIaM
U CpEJCTBaM Ipu
BBITIOJTHEHUH
PaKTUKO-
OpPUEHTUPOBAHHOTO
3aaHuA

npodeccuOHaTBLHON (bOpMHPOBAHUU CUCTEMBI JIOTMYECKH CTPOHHOE | MPaKTHKO-
JeSITeTTbHOCTH 3alUTHl HH(GOPMAIMH TIPU OpPUECHTHPOBAHHBIE
OTBETE Ha BOIPOCHI 3ananus (1-5)
YMeTs pemarb AHanu3upyeT COCTOSAHUE [TonnoTa n Bomnpocsl k
CTaHJApTHBIC 33a/1a4U CHCTEMBI 3allIUThl MHPOPMALIUH, | IPABHIBHOCTH sk3ameny (1-19),
npogecCHOHATIBHON BBISIBJISICT €€ YSI3BUMbBIC MECTa U | peIIeHUs IPaKTHUKO- IPaKTUKO-
JIESTEIIBHOCTH C yU4E€TOM OIIpE/EIIsAET HAIPABJICHUS €€ OpPUEHTHUPOBAHHOTO OpPUEHTHUPOBAHHBIE
TpeOoBaHUI COBEpPILLIEHCTBOBAHUS IIPU 3aJlaHuA 3aJJaHus 3aJJaHUA K HK3aMEHY
UH(POPMALMOHHOM BBITIOJIHEHUH MTPAKTUKO- (1-23), onpoc (1-57),
0e3onacHoCcTH OpPUEHTHUPOBAHHOT'O 33/1aHUS HPaKTUKO-
OpUEHTHPOBAHHBIE
3aanus (1-5)
Biagets HaBBIKAMU Hcnoneiyer Mmetozs! u cpeactBa | OOGOCHOBAHHOCTH U Bompocsr k
UCTIOJIb30BAaHUS CIIOCOOOB U | 3aIIUTH HH(OpMAIUH B IIPABUJIBHOCTb sk3ameny (1-19),
CPEJICTB 3alUTHI COOTBETCTBHUH C TIPABOBBIMHU oOpamieHus K MPaKTUKO-
UH(OPMAIIKMH TPU PEIIEHUH | HOPMAaTUBHBIMH aKTaMH U HOPMAaTHUBHBIM OpPUEHTHUPOBAHHbBIE

3aIaHus K DK3aMEHy
(1-23), onpoc (1-57),
HPaKTHKO-
OpPHEHTHPOBAHHBIC
3aganus (1-5)

1.2 IIIxanbl OllEHUBAHUS:

Texymuii KOHTPOJb YCIIEBAEMOCTH M TIPOMEKYTOUHASI aTTECTAIHS OCYIIECTBIIICTCS B PaMKaxX HAKOMHUTEIbLHOM
OaJITLHO-PEUTHHTOBOM cucTeMbl B 100-0autbHOM 1IKaJe:
84-100 GamnoB (OLIEHKA «OTIHMIHOY)
67-83 6amtoB (OIEHKA «XOPOIIO»)
50-66 6amT0B (OIIEHKA «YIOBICTBOPUTEITHHOY)
0-49 6anoB (O1IEHKA «HEYIOBIETBOPUTEIHHO))




2 TunoBble KOHTPOJIbHBIE 32JaHUA UJIM MHbIE MAaTePHUAJIbl, HEOOXO0AUMBbIE /IJIsl OLlEHKU 3HAHUH, YMEHMH,
HABBIKOB U (MJIM) ONBITA JESITeJbHOCTH, XapaKTePU3YIOIINX 3Tanbl (opMHUPOBAHHSA KOMIIETEHUHMH B
npouecce 0CBOeHMsi 00pa30BaTeJbHOH MPOrPaMMBbI

ok wnN

10.
11.

12.
13.
14.

15.

16.
17.
18.
19.
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10.
11.
12.
13.
14.
15.

Bomnpocekl Kk 3xk3aMeny

[Tonsitre 1 BuaBI HHGOpManuu. Buapl 3amumaeMoit uaopmanmu. OCHOBHBIE TIOJXOBI B 3aLTUTE
nHpopmanuu.

Yrpo3sl. Bunbl 1 kinaccudukanus yrpos.

Va3BuMocTu. Buaibl ya3BUMOCTEN, IOUCK U BBISIBJICHUE YSI3BUMOCTEM.

Artaka. OCHOBHBIC BUIbI KOMIIBIOTEPHBIX aTaK, UX KJIaCCU(DUKAIIHS.

AKTUBHBIE U NTAaCCUBHBIE aTaku. Bupl peannzanuu aTax.

Mognens noctpoenus ataku Cyber Kill Chain. Marpuna MITRE ATT&CK. Ilpennaznadyenue, cocras,
coJiep>KaHue OCHOBHBIX 3TaIOB (TAKTHK).

KomrsroTepHbie BUPYChl. BHIIbI KOMITBIOTEPHBIX BUPYCOB. MeTOIMKH OOHAPYKEHUS U 3aIIUTHI OT
KOMITBIOTEPHBIX BUPYCOB.

[TaponpHas 3amuTa. [laponsHble MeTOIBI ayTEHTH(PHUKAINY TOIb30BaTesnell. OCHOBHBIE (DaKTOPHI,
BIIUSIIOLIME Ha KPUIITOCTOMKOCTD MapoJsl.

CrniocoOb1 naeHTuuKanys u ayreHTudukanuu (monap3zoBareneit). JByxdakropHas 1 MHOro(pakTopHast
ayteHTudukamnusa. CriocoObl 00x0/1a ayTeHTHU(HUKAIIIH.

Bunbl v criocoObl peanu3aiiy napoJIbHBIX aTak.

[Tepconanbubie nannbie (I11x). Buasl nepconanbHbix JaHHBIX. CrIocoObI 00pabOTKH MEPCOHATBHBIX
JTAHHBIX.

3ammra nepcoHanbHbIX AaHHBIX (I1JIH). Yponu 3ammmennoctu [1/1H.

Kpunrorpadus. Kpunrorpaduyeckue Kioun 1 anroputMsl. Buasl mudposanusi.

OnekrponHas noanuck (DI1). Buasr u npeanaznauenue I11. [Ipunnun GyHKIIMOHUPOBAaHUS, TOPSIAOK
Bbaun OI1.

Kputnueckas napopmarmonnas uappactpykrypa (KMN) — 00beKThI, CyOBEKThI, KPUTEPHH,
onpeaestomue npuHapiexkHocts kK KUU.

Copepxanue 1 mopsok stanoB kateropuposanust KUW. Kpurepun u nmokaszareian 3HAUUMOCTH.
['ocCOIIKA. Tlpenna3nauenue, peniaeMble 3aJja4 U HAIPaBIICHUE JEATETLHOCTH.

OcHoBnbie porpaMmmHo-annapaTHbie cuctembl 'ocCOIIKA. CocTaB, mpeHa3HauyeHue.
SIEM-cucrema. Ilpeanasnayenne, npuMEHEHUE, OCHOBHBIE pEeIIaeMble 3a/1a4H.

HpaKTI/IKO-OpI/IeHTI/IPOBaHHLIe 3a/laHUA K IK3aMEHY

[Ipoananu3upyiTe 3aKOHOJATENLCTBO, PETYIHPYIOIIEe JUIIEH3UPOBAHUE B 00IACTH 3alUTHl HHPOPMAIUH.
Onwumre nporenypy MoJy4YeHHs JIMIEH3UU Ha OKa3aHHe yCIyT B 00JacTH 3aIIUTHl HHPOPMAIIUH.
Pa3paboraiiTe minan AelicTBUN MO MOATOTOBKE U Mo/1adye TOKYMEHTOB JJIs JTMIIEH3UPOBAHUSI.
Omnumre npornexypy ModydeHHs JTUIEH3UH Ha OKa3aHHe YCIyT B 00JacTH 3aIIUThl HHPOPMAIIUH.
Pa3paboraiiTe ninan aeiicTBUN MO MOATOTOBKE U MO/Ia4ye IOKyMEHTOB IS JTUIICH3UPOBAHUSI.
Omnpenenute CyUIHOCTh U COAECPKaHNE KOMMEPUYECKON TaifHbI B COOTBETCTBUH C 3aKOHOJATEIILCTBOM.
Onumure npaBa v 00A3aHHOCTH CTOPOH MPU OXPaHE KOMMEPUECKOM TalHBbI.

PaspaboraiiTe mporenypy onpeneneH sl CucKa CBEICHUH, COCTABIISFOIINX KOMMEPUYECKYIO TaiHY.
Onumure npaBa U 00A3aHHOCTH CYObEKTa MEPCOHATBLHBIX IaHHBIX U OlepaTropa, 00padaThIBAIOIIETO
NEPCOHAJIBHBIC JTaHHBIC.

PaspaboraiiTe mporenypy 3alUThl IEPCOHANBHBIX JaHHBIX B OpraHU3AIIH.

Paspabotaiite monoxxenue 06 00pabOTKE U 3aIIUTE MEPCOHATBHBIX JAHHBIX B OPTraHU3AIHH.
Onumure opraHu3aIlOHHBIE MEPOTIPUATHS, HEOOXOAUMBIE JIIsl 0OecTIieueHHs 3aIUTh HHPOPMAITIH.
PazpabotaiiTe npoueaypy KOHTPOJIS COCTOSHUS 3aIIUTHI HHPOPMALIUH.

PazpabotaiiTe nporeypy pa3paboTKu MOTUTHKHA O0€30MTaCHOCTH TPEITIPHUSATHS.

Onummure Tp660BaHI/IH K 3alIUTC NCPCOHAJIBHBIX JaHHBIX B 3JICKTPOHHBIX KOMMYHUKAIIUAX.



16. PaspaboraiiTe pekoMeHIAINH IO 00ECIICYCHUIO 0€30ITACHOCTH TIepeIavyr MePCOHATBHBIX IAHHBIX Yepe3
HNurtepner.

17. PaspaboraiiTe peKOMEHAAINHU IO 3aIIUTE ePCOHATBHBIX JAHHBIX B COIIMATBHBIX CETSIX U MOOMIBHBIX
MPUIOKEHUSX.

18. Omnummre TpebGOBaHMS K 3aLIUTE NEPCOHATBHBIX JAHHBIX B 00JAUHBIX CIIYK0ax U OOJNBLINX TaHHBIX.

19. PaszpaboraiiTe peKOMEHIAIIMHU TT0 00ECTIEYEHUI0 OE30MaCHOCTH TIEPCOHATBHBIX JaHHBIX B 00JIAUHBIX
ciyx0ax 1 OONBIIHX JAHHBIX.

20. OmnumuTe TpeOOBAaHUSA K 3alTUTE TIEPCOHATBHBIX JAHHBIX B UCKYCCTBEHHOM MHTEIUIEKTE, OMOMETPHH H
VMHTEpPHETE BELICH.

21. PazpabortaiiTe peKOMEHIAIMH 110 00ECIICUCHUI0 O€30MaCHOCTH MEPCOHATIBHBIX IaHHBIX B UCKYCCTBEHHOM
MHTEJUIEKTE, OMOMETPUN M UHTEPHETE BEIICH.

22. Onumute TpeOOBaHUS K 3alUTE MEPCOHATBHBIX TaHHBIX B BUICOHAOIIIOICHUY.

23. PazpaboraiiTe peKOMEHAALNY 110 3AIIUTE EPCOHATBHBIX JaHHBIX B BUICOHAOIIIOICHHH.

OK3aMEHAllMOHHOE 3aJ]aHhE BKJIOYAeT 2 TEOpeTHdecKux Bompoca (pasnen «Bompocel k sk3ameHy») u 1
MIPaKTUKO-OPUEHTUPOBAHHOE 3ajaHue (dopMupyercs M3 MEpeuHs 3aJaHuil, MPEACTAaBICHHBIX B pazjene
«IIpakTHKO-OpUEHTUPOBAHHBIE 33JJaHUS K DK3AMEHY).

Kpurepun oueHuBaHus:

MakcumanbHOE KOJIMUECTBO 0auioB 3a dk3ameHarmonHoe 3ananue — 100 (30 6amioB MakCUMaIbHO 3a KaKIbIi
TeopeTHUecKuil Bonpoc, 40 6aJIJI0B MAaKCUMAJIBHO 3a MPAKTUKO-OPUEHTUPOBAHHOE 3a/1aHUE).

Kpurepuu orieHUBaHUS OHOTO TEOPETUICCKOTO BOIIPOCA:

— 25-30 06annoB BBICTaBISETCS CTYACHTY, €CIM W3JI0KEHHBIH Martepuan (akTHUeCKu BepeH,
MIPOJIEMOHCTPUPOBAHBI TITyOOKHE NCUYEPIIBIBAIOIINE 3HAHUS B 00beMe TPOIICHHOM MPOrpaMMbl B COOTBETCTBUU
C TOCTaBJICHHBIMU TPOrPaMMOM Kypca LEIsIMH W 3aadyaMu OO0ydeHHs], U3JI0OKCHUE MaTepuaja Mpu OTBETE -
IPAMOTHOE U JIOTUYECKU CTPOHUHOE;

— 20-24 6amioB BBICTABIISAETCS CTYACHTY, €CJIH IPOACMOHCTPUPOBAHBI TBEPBIC M JJOCTATOYHO MOJTHBIC
3HaHHUA B 00bEMe MPOWIEHHOW MpOrpaMMbl AMCHUILUIMHBI B COOTBETCTBUHU C LIETSMHU OOYyYECHHs; MaTepHal
W3JIOKEH JIOCTATOYHO TTOJTHO C OT/ICTBHBIMH JIOTHYECKUMHU U CTUITUCTHYECKUMU TTOTPEITHOCTSIMU;

— 15-19 GamioB BBICTABISIETCS CTYACHTY, €CIU IMPOJEMOHCTPUPOBAHBI TBEPJbIC 3HAHHS B 00BEME
MPOUJIEHHOTO Kypca B COOTBETCTBHE C IEISIMH OOYYECHHs, OTBET COACPKHUT OTACIbHBIE OMIMOKH, YBEPEHHO
WCTIPaBJIEHHBIE TIOCTIE JOTIOTHUTEIIBHBIX BOTIPOCOB;

— 0-14 Oanna BBICTaBISETCS CTYIEHTY, €CJIM OTBETHI HE CBS3aHBI C BOIPOCAMH, JIOMYIICHBI IpyObIe
OIIMOKU B OTBETE, MPOJAEMOHCTPUPOBAHBI HEMTOHMMAHHUE CYIIIHOCTH H3JIaraéMoro BOMpPOCa, HEYBEPEHHOCTh U
HETOYHOCTH OTBETOB Ha JOMOJIHUTEIHHBIC U HABOISIINE BOITPOCHI.

Kputepuu oniennBanus NpakTUKO-OPUEHTUPOBAHHOTO 3a/IaHUS:

— 35-40 6aymIoB BBICTABISETCA, €CIM 3aJaHUE PEIIEHO IOJHOCTBIO, B MPEJCTABICHHOM pELIEeHUN
000CHOBAHHO MOJY4Y€HbI IPABUIIbHBIE OTBETHI.

— 25-34 Oamna BBICTaBISETCS, €CIM 33JaHUE PEIICHO IOJHOCTHIO, HO TPH OTBETE JOMYIICHBI
HE3HAYUTEJIbHbIE OLIHOKH.

— 11-24 Ganna BeICTaBIsETCSA, €CIH 3a/IJaHHE PEIICHO YaCTHYHO.

— 0-10 6am10B BBICTABISAETCS, €CIIU PEIICHUE HEBEPHO MITH OTCYTCTBYET.

Hroroeslii pe3yabTaT GOpMHpYETCS U3 CYMMBI HAOPaHHBIX OAJIJIOB 32 BBITIOJTHEHHE SK3aMEHAIIMOHHOTO 33 JaHuUs
Y COOTBETCTBYET IIKAJIE:
— 84-100 6am1oB (OIEeHKA «OTIMIHOY)
— 67-83 6ay1oB (OLIEHKA «XOPOIIOY)
50-66 6amnoB (OlEHKA «YIOBIECTBOPUTEIHHOY)
0-49 6ansoB (OlIEHKa «HEYIOBIETBOPUTEIHHO)

Omnpoc



WNudopmanus kak 00BEKT MPABOBOTO PETYIUPOBAHHUS.

Crpykrypa 3akoHoaarenbcTBa PO B o6macTi nHGOpMAIIMOHHON O€301TaCHOCTH | 3aIUTHI HH()OpMAaITUH.
OcHoBHbIe 1€ U MeToAb! ooecrieuenus: Ub PD. Vcrounuku u Buast yrpo3 b PO.

OcHoBHBIE HanpaBJICHHS oOecrieueHuss MHPOPMaAITMOHHOW 0€30MacHOCTH 1 3amuThl HHGopmMaruu B PO.
CtpyKTypa OpraHu3allMOHHON 3aIUTHl HH()OPMALIHH.

Buapl undopmaruu, 3anmiiaeMoi 3akoHoaaTeIbcTBoM PD.

[lepeyens cBeeHUi KOHUACHINAIBHOTO XapaKTepa.

Opranu3aius paboThI CO CBEJCHUSIMH, OTHECEHHBIMH K KOHPHUASHINATLHON HHPOpMAIUH.

[TpaBoBOIi peKUM 3aIIUTHI KOH(UACHINAIBHOW HHPOPMALIHH.

0. Yrpo3sl yreuku nH)OPMALIUY IO TEXHUYECKUM KaHaJIaM.

1. ®opwmel 3anumaeMoi nHGOpMAaIIHH.

12. OcHOBHBIE OOBEKTHI 3aITUTHI HHPOPMALIUH.

13. Knaccugukanus TEXHUYECKHX KaHAJIOB yTEYKU HH(DOpMAITUH.

14. TexHuuyeckue MEPONPUATHSA IO 3aIIUTE HHPOPMAIIUHN OT YTEUKHU MO TEXHUYECKUM KaHaIaM.

15. OpraHu3anmOHHBIE MEPOTIPUATHS 0 3aLIUTE HHPOPMALIUU OT YTEUKH IO TEXHUUECKUM KaHalaM.

16. Knaccudukamuu yrpo3 6e30macHOCTH HHPOPMAIMKA B HHPOPMAIIMOHHBIX CHCTEMaX.

17. TpebGoBaHMs K OpraHU3aLUU 3AIUTH KHPOPMALUHU B HH(OPMAIIHOHHON CHCTEME.

18. dopmupoBanue TpeOOBaHMIA K 3anuTe HHGOPMAITMH B HHHOPMAITMOHHONW CUCTEME.

19. Ob6ecneuenue 3anUThl HHGOPMAIMH B XO/1€ IKCILTyaTali HHPOPMALIMOHHON CUCTEMBI.

20. TpebGoBaHMs K MepaM 3alUThl HHPOPMAIINH, COACPIKaIIEHCs B MHPOPMAIIMOHHON CHCTEME.

21. Ompenenenue Kiacca 3alUIICHHOCTH HHPOPMAITMOHHOW CHCTEMBI.

22. JluneH3upoBaHUEe B 00JIACTH 3aIUTHI HH()OPMAITUH.

23. CTpyKTypa CUCTEMBI TOCYIaPCTBEHHOTO JIMIICH3UPOBAHUSI.

24. Tlopsaok MpoBeIeHUs JIULIEH3UPOBAHUSL.

25. OCHOBHBIE JIMIIEH3UOHHBIE TPEOOBAHUS U YCIOBHS B 00JIACTH 3aIUTHI HH(POPMAITUH.

26. IlepeyeHb BUIOB AESATEILHOCTH B 00JACTH 3alIUThI HH(OPMALIUH, TOICKAIIMX JIULEH3UPOBAHUIO.

27. CTpyKTypa CHCTEMBI CEepTH(PHKALINN.

28. Tlopsimok mpoBeaeHus cepTUhUKAIIUN CPEIICTB 3aIIUThl HH()OPMAITUH.

29. CepTtu(uKaMOHHbIE UCTIBITAHUS CPEJCTB 3aLUTH HH()OPMAIIHH.

30. Ilopsgok oTHeceHuss HHPOpMAIMM K HWHGOPMALIMK, COCTABISIONIEH KOMMEpPYECKYIO TaliHy, U ee
MpeOCTaBICHHUE.

31. ITonsTne koMMepueckoi TaiiHbl. [IpaBoBoe obecrneueHne 3aUThl KOMMEPUYECKON TalHBI.

32. CeneHus, COCTaBIISIIONIME KOMMEpUYECKyr0 TaiiHy. CBeneHHs, KOTOpble HE MOTYT COCTaBJISTbH
KOMMEPUECKYIO TaiiHy.

33. IIpaBa obnamaTenss KOMMEPUECKOW TaifHBbI.

34. Opranuzaius 3aKThl HHPOPMAIMH Ha TPEITPUITHH.

35. ObecrieyeHne COXpaHHOCTH JOKYMEHTOB, Je U W3JaHHA.

36. OO0s3aHHOCTH JIUII, JOMYIIEHHBIX K CBEJACHUSM, COCTABISIOIINX KOMMEPUECKYIO TalHy.

37. Opranmzanys KOHTPOJS 3a OOECIeYeHHEM peXnMa IpH padoTe €O CBEACHUSMH, COJCPKAIIMH
KOMMEpPUECKYIO TaliHy.

38. OO0s13aHHOCTH MEPCOHAJIA OPTAHU3ALIMH 110 COXPAHEHUIO KOMMEPYECKOH TailHbI.

39. IlonuTtuka O0€30MACHOCTH NPENNPUITHS KaK OCHOBAa OpPraHU3alMOHHOTO YIpPAaBIEHUS 3allUTOM
MH(pOpMAaLINH.

40. IIpaBa 1 00s13aHHOCTH PaOOTHUKA M pabOTOAATEINS 10 3aIUTe KOH(PHUICHIIMATBHON HH(DOPMAITUH.

41. OTBeTCTBEHHOCTH 3a HapyIllIeHHe KOH(PHUISHIIMATHHOCTH HHPOPMALINH.

42. TlpaBa u 00s13aHHOCTH CYyOBEKTa MEPCOHANBHBIX JIaHHBIX U OlepaTopa, 00padaThIBAIOIIETO EPCOHABHBIE
JIaHHBIE.

43. Opranu3zaius 3aluUThl IEPCOHANBHBIX JAHHBIX B OpraHU3aIUH.

44. TInanupoBaHWE MEPOIPUATHI 110 OPraHU3AIMOHHON 3aIUTe HHPOPMAIIUN HA TIPEIIPUSTHH.

45. CTtpyKTypa U OCHOBHOE COZCp X aHHe IJIaHa MEPOTIPUSATHI 1O 3a1IuTe KOHDUIEHIIMAIBHON HHpOpMAaIIiH.
46. OpraHu3zaiys aHATUTHIECKOH paboThI B 00JaCTH 3aIIUTHI MHPOPMALIUU HA TTPEIIPUSTHH.

47. OcHOBHbIE 0OBEKTHI U (POPMBI KOHTPOJIS 32 COCTOSIHUEM 3aLUTh HH)OPMAIUH.

48. OcHOBHBIC 321241 U METOJIbI KOHTPOJIS.

49. OcHOBHBIC HaIlPaBJICHUS AHATUTUIECKON pabOTHI.

50. Opranuzanus ayauTta HHGOPMAIMOHHON 0€301MacCHOCTH MPEANIPUATHS.

RRoOo~NoO~wNE



51. OyHKIHUY AHATATHICCKOTO MOAPA3ISIICHAS B 00JIACTH 3aIUTH HH)OPMAIIMH HA TIPEIIPUSTHH.
52. OCHOBHBIE ITaNbl AHATUTHIECKON PaOOTHI B 001aCTH 3aIUTHI HH(POPMAIIUK HA TIPEATIPUITHH.
53. ConeprkaHue U OCHOBHBIC BUJIbI AaHATUTUYECKUX OTUYETOB.

54. Knaccudukanus MEeToI0B aHaIH3a HHOOPMAITUH.

55. KoMnproTepHbIE PECTYIUIEHUS B 3JIEKTPOHHON KOMMEPLIMH.

56. NudopmanmonHas 6€30MacHOCTh B JJIEKTPOHHON KOMMEPITHH.

57. KOpunnyeckas OTBETCTBEHHOCTb 32 HAPYIICHUE MPABOBBIX HOPM 3aIUTH HHPOPMAITHH.

Kpurepun oueHuBaHus:
MakcumaiabHOE KOJIMYECTBO OAIITIOB, KOTOpOE 00ydaromuiicss MoxkeT Haopath — 20 6amios (3a 20 0TBETOB).
OTBeT Ha BOIIPOC OLIEHUBAETC:

— 1 6ann — npaBUIILHBIN U TIOJTHBIN OTBET;

— 0 GannoB — HENMPaBUIIBHBIM OTBET UM OTBET HE MPEACTABIICH.

HpaKTI/IKO-OpHeHTI/IPOBaHHbIe 3aJaHusA

3ananue 1.

Pa6ora ¢ UCC "Koncynbrant [Imroc": ba3oblie cBoiicTBa Oe3onacHocTu nHpopmanuu. HopmaTtuBHo-nipaBoBas
6a3a (QyHKUMOHUPOBaHMU cHucTeM 3amuThl MHGopMmanuu. [IpaBoBas 3amUTa MPOrpaMMHOIO OOECIEYCHUS
aBTOPCKUM ITpaBoM. KoMIbIoTE€pHBIE PECTYIIIEHUS 1 OCOOEHHOCTH UX PACCIIEJOBAHMS.

Pa6ora ¢ UCC «KoncynbrantlIntocy, BJ] @enepaiibHoil ciiyK0bl 10 TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOIIIO
(OCTOK Poccun) https://fstec.ru/: @opmel 3ammumaemon nHGopmanmu. O0beKThI 3auThl. DU3ndYecKre OCHOBHI
BozHukHOBeHus1 TKYU. Knaccudukanus TCP.

Pa6ora ¢ UCC «Koncynprantlntocy, BJ] @enepaibHoil cityk0bl 10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
(OCTOK Poccun) https://fstec.ru/: IlocTpoeHue TUHOBBIX Mofeneill yrpo3 0e30macHOCTH HH(OpMaLUH,
oOpabatbeiBaeMOl B UHPOPMALIMOHHBIX CUCTEMAX.

3amauue 2.

Cucrema mudposanus Lesaps. [lndps nepectanoBKy.

1. PeanuzoBate cuctemy mudposanus Llesaps. Cucrema mmdponanus Le3aps, B KOTOpOM Kaxablii CHMBOJ B
OTKPBITOM TEKCTE CIIBUTAETCS HA OMNpeAETICHHOE YMCIIO MO3WIMHA Bhepea wiu Hazal. PeannzoBath QyHKIMH
mgpoBaHus U 1emnppoBaHus TEKCTA C UCIIOJIb30BAHUEM CUCTEMBI MHdpoBaHus Lle3aps.

2. Peanu3oBath mMdpsl NEPECTAHOBKH, B KOTOPBIX MOPSA0K CUMBOJIOB B OTKPBITOM TEKCTE MEHSIETCSl COTTIACHO
HekoTopo pyHkuuu. PeannszoBats GyHKUIMN mudpoBaHUs U JeMIUPPOBAHUSI TEKCTa C UCIOJIb30BaHUEM

1 (poB MepecTaHOBKH.

3. Peamm3oBath cucreMy mudpoBanus Lle3aps ¢ KirodoM.

4. PeanuzoBaTh QpyHKIMH MM(pOBaHUs U JeMIU(POBAHHS TEKCTa C UCTIOIb30BAHUEM CUCTEMbI HTH(PPOBAHUS
Lle3aps ¢ kiarouoM.

3amaunue 3.

Anroput™m mmudpoBanus RSA. Ilporecc ¢dopmupoBaHus KIIOYEBOW Mapbl IMojiyyaTeneM, IU(pOBaHUE U
nemrdpoBanue coobmieHnii B kpuntocucteme RSA.

1. Peanu3oBaTh (yHKUMHU JUIsI T€HEpAlMU MPOCTHIX YHUCEN, BBIYMCICHUS HAWOOJBIIEro OOLIETro eNnTeNs,
HAaXOX/IEHUS 00PAaTHOTO JIEMEHTA 110 MOIYIIIO.

2. Peanu3oBath (GDyHKIMM JJIsl TEHEPAIIMH KIFOYEBOM Maphl U UPpoBaHUS/IeIn(POBAHHS COOOIIEHHH C
WCIIONBb30BaHueM anroputMa RSA.

3. PeanuzoBathb TecThl Ui (GyHKIHMHA TeHEpaLUU KIIIOUEBOW Napsl U muppoBaHus/aemmdpoBanus cooOIeHn .

3ananue 4.

dopmMupoBaHHe NEPEUHsI CBEACHUHN, COCTABIISIOIINX KOMMEPUYECKYIO TalHy.

1. BeiOepute BBIMBIIUIEHHYI0 KOMIAHMIO, Ui KOTOpo Oynere (opmupoBaTh IE€peueHb CBEACHUI,
COCTABJIAIOLIMX KOMMEPUECKYIO TalHY.

2. OnummTe BUABI CBEJICHHA, KOTOPHIE MOTYT COCTAaBJIATH KOMMEPUECKYIO TalHy ISl BRIOpaHHON KOMITAaHUH.
3. CocraBbTe nepeyeHb CBEJCHUMN, COCTABISAIONINX KOMMEPUYECKYIO TaiHy, Ul BBIOPaHHOW KOMITaHUH.



4. Odopmure pe3ysbTaThl B BUJE OTUETA

3ananue 5.

Pa3zpaboTka moauTuku 6€301acHOCTH PEATIPUATHS.

1. Ompenenure UeaH U 334a4M MOJTUTHKU O€30IIACHOCTH MPEAIPUATHS.

2. OnumumTe Mephl Mo 3amuTe nHGopMaIu, COOCTBEHHOCTH U TTEPCOHAIA IPEATIPHUSITHS.
3. PazpaboraiiTe mporerypsl OTBETa Ha yrpo3bl 0€30MaCHOCTH MPEITPUATHS.

4. Odopmure pe3ysbTaThl B BUJE JOKYMEHTA MOJIUTUKHA 0€30MaCHOCTH MPEAIPUSTHSI.

Kpurepuu oneHuBanus:
MakcuManbHOE KOJTHUYECTBO 0AJIOB, KOTOPOE O0YUAIOUINIICS MOXKET HaOpaTh — 75 0ayuioB (3a 5 3agaHwii).
Kaxoe 3aanue olieHUBaETCS:
— 15 6annoB. — 3a/1aHuE BBIMOJHEHO BEPHO;
— 14-13 6anoB. — pH BRIIIOJHEHUH 3a/1aHHsI ObLUTH JOMYIIICHBI HETOYHOCTH, HE BIIUSIONINE HA PE3YJIbTaT;
— 12-6 GannoB. — npu BBIOJHEHUHN 3a7aHUsl ObUIN JIOMYIIEHBI OIINOKH;
— 5- 1 6annoB. — mpu BBINOJIHEHUH 33JaHHUs ObUTH JOMYIICHBI CYIIECTBEHHbIE OIINOKH;
— 0 6amoB. — 3a1aHNE HE BBHITIOJTHEHO.

3 Metoauyeckue MaTepuajbl, onpeae/sionie Npoueaypbl OlleHUBAHUS 3HAHMII, YMEeHUIl, HABHIKOB H
(W1H) ONBITA eI TEJIbHOCTH, XaPAKTEePU3YIOIIMUX 3TANbI (POPMHUPOBAHUA KOMIIETEHIUI

[Ipouenypsl olleHMBaHMSI BKIIIOYAIOT B c€0s1 TEKYIIUN KOHTPOJIb U MPOMEXKYTOYHYIO aTTECTAIHIO.

Tekymuii KOHTPOJIb YCIEBAEMOCTH TMPOBOAMUTCS C UCIOJIb30BAHUEM OILICHOYHBIX CPEJICTB,
MPEACTABICHHBIX B II. 2 JAHHOTO MPUJIOKEHHUs. Pe3ynbTaThl TEKyLIEro KOHTPOJS JOBOJATCA JO CBEIACHUS
CTYJICHTOB JI0 IPOMEXYTOYHOM aTTECTALIUH.

IIpomexyTouHas aTTecTalMsA MPOBOIUTCS B popMe 3a4eTa, IK3aMEeHa.

DK3aMeH MPOBOIUTCS MO PACIUCAHUIO MPOMEKYTOYHOW arTecTaluu B ycTHoU ¢opme. KommuectBo
BOMPOCOB B JK3aMEHAIIMOHHOM 3aJaHuu — 3 (2 TeopeTHdecKkuX, | MpaKTHUKO-OPUEHTUPOBAHHOE 3a/IaHue).
[IpoBepka OTBETOB M OOBSBICHHE PE3YyJIHTATOB NMPOU3BOAMUTCS B JICHb dK3aMeHa. Pe3ynbTaThl aTTecTanuu
3aHOCATCS B BEIOMOCTh M 3aU€THYIO KHIKKY CTyaeHTa. CTyJAeHThl, HE MpOIIEeAIINE MNPOMEKYTOUHYIO
aTTeCTaIlHIO MO TPaduKy, TOJKHBI JIMKBUAUPOBATH 33/I0JDKEHHOCTh B YCTAHOBIICHHOM TIOPSIJTKE.



IIpuniaoxenne 2
METOAUYECKHUE YKA3AHUSA 11O OCBOEHHUIO JIUCHUIIJIMHBI

VY4eOHbIM MJIaHOM MPELyCMOTPEHBI CIEAYIOIINE BUbI 3aHATU:

- JICKIIH;

- IPAKTUYECKHUE 3aHATUSI.

B Xoze NEeKIMOHHBIX 3aHATHH PacCMATPUBAIOTCS OCHOBHBIC MOHATHS B OOJIACTH MH(OPMALMOHHOM
0€30I1aCHOCTH M 3allUUThl MH(OPMAIMM, METOJbl OOHAPYKEHHS M OpraHu3alMd NPOTUBOJEHCTBHUS aTak Ha
nH(OPMAIMOHHBIE CETH, TPEOOBaHU MO 3aIUTe KOH(DUICHINATBHON HH(POPMAaLIUK, TAI0TCS PEKOMEHIAITUH TS
CaMOCTOATENILHOW PabOThI U MOATOTOBKHU K MPAKTUUYECKUM 3aHATHUSAM.

B xome mnpakTHYecKMX 3aHATHHA YIIyONSIOTCS M 3aKpEIUIAIOTCS 3HAHHUS CTYJICHTOB IO DALY
PacCMOTPEHHBIX Ha JIEKLUSAX BOIPOCOB, PA3BUBAIOTCS HABBIKM PELICHUs 3ajady IO 3aluTe MHPOPMALMOHHBIX
00OBEKTOB.

ITpu nOAroTOBKE K NPAKTUYECKUM 3aHATHIM KaXKAbIi CTYI€HT JOJKEH:

- U3YYUTh PEKOMEH/IOBAHHYIO yUEOHYIO JINTepaTypy;

- U3YYUTh KOHCIIEKTHI JIEKLINH;

- 03HAKOMHUTKCS C OMMCAHUEM MPAKTUYECKON paboTHI;

B nporuecce noAroToBKM K MPaKTUYECKUM 3aHATUAM CTYAEHTHI MOTYT BOCHOJIb30BATHCS KOHCYJIbTALUSMU
IperoaaBaTes.

Bonpochkl, He paccMOTpeHHble Ha JIEKLMSIX U IPAKTUYECKUX 3aHATHUAX, JOJDKHBI OBITh H3YyYEHBI
CTYACHTAaMH B XOJI¢ CAMOCTOSTEIbHON paboThl. KOHTpOIs caMocTOsTeNbHOM paboThl CTYJACHTOB HaJ y4eOHOM
IporpaMMoOil Kypca OCYLIECTBISIETCS B XOJA€ 3aHATUH METOJOM OIpOCa, BBINOJIHEHUS IPAKTHKO-
OPHEHTUPOBAHHBIX 3aJaHuil. B Xome caMocTosTenbHONH pabOThl KaXKIbld CTYJIEHT O0s3aH NPOYUTAThH
JIONOJIHUTENBbHYO JIUTEPATYPY 110 U3y4aeMOM TeME, JOMOJHUTh KOHCIIEKTHI JIEKLIUI HEJOCTAIOUM MaTEpPHUaJIoM,
BBIMMCKAMU M3 PEKOMEHJOBAHHBIX MCTOYHUKOB. BBINENINTH HETOHSATHbIE TEPMUHBI M HAWTH MX 3HAUYCHHUE B
SHIMKIIONEUUECKUX CIOBapsX.

JIist TOITOTOBKH K 3aHSATHSAM, TEKYIIEMY KOHTPOIIO M MPOMEXKYTOUYHOU aTTeCTAIlMH CTYACHTHI MOTYT
BOCIIOJIb30BaThCsl 3JEKTPOHHO-OMOIMOTEUHBIMU CHCTeMaMH. Takxke oOydaroluecs MOTYT B3ATh Ha JIOM
HEOOXOIUMYIO JIUTepaTypy Ha aOOHEMEHTE YHHUBEPCUTETCKOW OMOIMOTEKH M BOCIIONB30BAThCSA YNTAIHHBIMH
3aJaMH.
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