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KA®EJIPA HNHdpopManoHHbIE TEXHOJIOTMHU U IIPOIPAMMHPOBaHHUE

Pacnpeneneﬂne YacoB JMCHUIIVIMHBI IO ceEMECTPpaM

Cemectp
(<Kypc>.<Cemectp Ha 1(1.1) 2(1.2)
Kypee>) HUroro
Henenp 16 16
Bun 3ansaruit vil | PO | vom | PO | VI PIT

Jlexun 32 132 |32 (32 |64 |64
JIaboparopHsie 32 132 |32 |32 |64 (64
Hroro ayn. 64 |64 |64 [64 |128 |128
KonraktHas pabora 64 (64 |64 (64 |128 128
Cawm. paborta 44 144 (80 |80 124|124
Yacsl Ha KOHTPOJIb 36 |36 |36 |36
Hroro 108 | 108 | 180 | 180 | 288 | 288
OCHOBAHHE

Y4eOHBIN TUTaH yTBEPKIIEH YIEHBIM COBETOM By3a oT 25.06.2024 r. mpoTokox Ne 18.
[Iporpammy coctaBun(u): k.3.H., Honent, Paquenko 10.B.
3aB. kadenapoii: k.3.H., no1. Paguenko FO.B.

MeTtoaudecknii COBET HalpaBJIeHUs: [1.3.H., npodeccop Tumenko E.H.



1. HEJIX OCBOEHMA JUCIUITIINHBI

1.1 | M3y4yeHue QUCLUILUIMHBI HANPABICHO HA JOCTUXKEHHUE CIEAYIOIIUX LEJEeH: pa3sBUTUE TBOPUYECKUX IOJAXOIOB IPHU PELICHUU
3a/a4, CBSI3aHHBIX C CETEBBIM B3aHUMOJCHCTBHEM; pa3sBUTHE INPOPECCHOHATBHOM KyNbTYphl, (OPMHUpPOBAHHE HAYYHOTO
MHUPOBO33DEHHMs M Pa3BUTUE CUCTEMHOIO MBIIUICHHUS; INPUBUTUE CTPEMJICHUS K IIOMCKY ONTHMAIbHBIX, IPOCTHIX H
HaJEXHBIX PELIEHUH; pacllIUPEHUe Kpyro3opa.

1.2 |Homyunts 3HaHWs 1o BompocaMm: IlocTpoeHms u (QYyHKIMOHWPOBaHWS CHCTEM M CeTeH Iepefaddl JaHHBIX,
o0ecIIeunBalOINX  COBPEMEHHBIC BHIBl HMH(POPMAIIOHHOTO oOchmyxuBaHusa. Kypc HampaBieH Ha mnpuoOpeTeHue
oOyyaromuMucs YIIyONeHHbIX 3HaHUH METOJOB M CPEACTB (QOpMHUpOBaHUS, mepepaue U 00paboTke UUPPOBBIX H
aHAIOTOBBIX CHTHAIOB.

2. TPEBOBAHMUA K PE3YJIbBTATAM OCBOEHHA JTUCIIUITJINHBI

OIIK-2: CnocodeH mpuMeHSATh UH(OPMALMOHHO-KOMMYHUKAIMOHHbIE TEXHOJOTMHU, NMPOrPaMMHbIe CpeICcTBa CHCTEMHOro W
NPUKJIATHOr0 Ha3HAYeHUsl, B TOM 4YHCJIe OTe4eCTBEHHOro IPOM3BOACTBA, /IS pelleHUsl 3a1a4 NpodeccHoHAILHOI
JeATEeTHLHOCTH;

B pe3yabTaTe ocBOeHHSI THCHUTIJIHHBI 00yIAIOIIUCS TOKEH:

3HaTh:

OCOOCHHOCTH TPUMEHEHUS MPOTOKOJIOB TJIOOATHHBIX W JIOKAIHHBIX BBIYMCIUTEIBHBIX CETCH pa3IMYHBIX THUIIOB, a TaKXKe
COBpPEMEHHBIC TPEOOBaHMS TPEABABIIEMbIC K JJAHHBIM CeTIM (cooTHeceHo ¢ mHaukaropoMm OITK-2.1)

Ymers:

MNPUMCHATDH NOJYYCHHBIC 3HAHUA IIPpU aHAIIU3C U pa3pa60TI<e CHCTEM U ceTeil nepeaaiu I/IH(bOpMaLII/II/I. (COOTHCCCHO C MHAUKAaToOpoOM
OI1K-2.2)

Bnagern:

TEPMUHOJIOTHEH W CHCTEMHBIM IMOJXOJOM K PEIICHHIO 33[a4 MO MOCTPOCHUIO TEICKOMMYHUKAMOHHBIX CETeH Pa3MHYHBIX THUIIOB.
(cootneceno ¢ namukaropom OITK-2.3)

3. CTPYKTYPA U COJAEPKAHUE JUCHUIIINHBI

Paszne 1. OCHOBBI ceTeBBLIX TEXHOJIOI M

o Cemectp Komneren-
Ne HaumenoBanue Temsbl / Bun 3anatus / Kype Yacos - JlutepaTtypa
BBeneHue B ceTeBbIC TEXHOJIOTHH 5 JIL1, J11.2, 113,
1.1 | OcuoBHEIE onpeneneHns. Buasl kinaccudukanuu ceTeil. 1 2 OIIK-2
JI1.4,J12.2
/ Jlex /
12 "Mopens B3auMoAeicTBUS OTKPHITHIX cucteM OSI" 1 ) OIK-2 JI1.1, JI1.2, JI1.3,
" | IHKancynaIus JaHHBIX, IPOTOKON, CTIK MPOTOKOIOB. / Jlex / JI1.4,J12.2
CeteBoe 000pyIOBaHHE JIL1, JT1.2, 113,
1.3 |CereBble TOMOJIOTHH, CETEBBIE aNaNTephl, CETEBOE MPOTPAMMHOE 1 2 OIIK-2
" J11.4,J12.1, J12.2
obecnieuenne" / Jlek /
"Ctak potokosioB TCP\IP. ITpoTokosbl KaHATBHOTO YPOBHS".
JI.1, JI1.2, JI1.3,
1.4 | OcHOBHBIE MTPOTOKOJIBI KaHATHFHOTO YpoBHs. MAC anpeca. 1 2 OIIK-2
J11.4,J12.2
/ Jlex /
15 "Ctak potokosioB TCP\IP. CereBoii ypoBeHb." 1 4 OIK-2 JI1.1, J11.2, JI1.3,
"~ | 3amaum cereBoro ypows, [P anpecanus, [P mporoxomn / Jlek / JI1.4,J12.2
"Ctak nporokosoB TCP\IP. TpancnopTHbIi ypoBeHb"
JI.1, JI1.2, JI1.3,
1.6 | Anppecarusi TpancnoptHoro ypoBHsa, TCP mportoxon,UDP mporoxodn, 1 4 OIIK-2
JI1.4,J12.1,J12.2
pexuMsl paboTsl. / Jlex /
1.7 "Opranuzaiusi MEXKCETEBOr0 B3aUMOJEUCTBUA" MexceTeBble SKpaHbI 1 ) OIK-2 JI1.1, JI1.2, JI1.3,
’ (Firewall), ciry>x6a NAT / Jlek / JI1.4,J12.1, J12.2
"[IpoextupoBanue cTpykTyphl ceTd. Ilomkmrouenue k HHTepHery
1.8 |Uepes nocrapiiuka yeayr" 1 4 OIIK-2 JI1.1, J11.2, JI1.3,
" |OnnopanroBele u wuepapxuueckue cetu. IlogkmioueHue K CeTH J1.4,J12.1, J12.2
Wntepuer. / Jlek /
19 "Hactpoiika cetn" 1 4 OIK-2 JI1.1, JI1.2, JI1.3,
" | bazoBbIe omeparu O yCTaHOBKE W HACTPOMKE YCTPOHCTB. / JIab / JI1.4,J12.1,J12.2
1.10 "CereBas agpecarusi. CeTeBble CIyxKObI" | 4 OIK-2 JI1.1, JI1.2, JI1.3,
’ BbazoBrie HacTpoiiku [P-anpecanuu / J1ab / JI1.4,J12.1, JI2.2
"OnHopanrosas ceTp" JI1.1, JI1.2, JI1.3,
L1 Coznanue U HacTpoiika OMHOPaHroBoi cetu. / JIab / 1 6 OIIK-2 J11.4,J12.1, JI2.2




JI.1, JI1.2, JI1.3,
1.12 | Cy>x081 ocTaBomkoB yciayr Muateprera/ Cp / 1 8 OIIK-2 1.4, 2.1, J12.2
JI1.1, JI1.2, JI1.3,
1.13 | O6s3arHOCTH OCTaBIIMKOB yciayr Mateprnera/ Cp / 1 6 OIIK-2 1.4, 2.1, 2.2
1.14 | BeimonHeHue 3aaanuii ¢ ucnosib3oBanneM LibreOffice. / Cp / 1 4 OIIK-2 Hl'}[’l']-il .J%[,ZJ;I.&
Pa3nen 2. OcHOBBI 6€30MaCHOCTh KOMIIBIOTEPHBIX CeTeil
Ne HaunmenoBanue Tems! / Bua 3ansirust Cemecrp Yacos Komneren- Jlurepartypa
/ Kypc IHH
"OCHOBBI ceTeBoit Oe30macHOCTH"
21 [MaponbHast  3amuTa, pasrpaHUYeHUs] TOpaB  JAOCTyMa, TPYIIIbI | 4 OIK-2 JI.1, JI1.2, JI1.3,
’ 06€e30I1acHOCTH JI1.4,J12.1, J12.2
/ Jlex /
"Ycrpanenune mpoGiiem ¢ cersiMu”" OCHOBHBIE TOJXOIBI K K IOHCKY
o JI.1, JI1.2, JI1.3,
2.2 |HeucrpaBHOCTEW B CETH. Y TUIIMTHI MOHUTOPHHIA U KOHTPOJIA. 1 4 OIIK-2
J1.4,J12.1, J12.2
/ Jlex /
23 WuTepHer wm BO3MOXKHOCTH "ero ucnoip3oBanusa.  CiyxOa | , Ol JIL1, JT1.2, 113,
. TEXHUYECKOH MOIEePIKKU 1.4, J12.1. 2.2
/ Jlex /
"CeTreBble TEXHOJIOTUN'" JI1.1, JI1.2, JI1.3,
2.4 3HaKOMCTBO C OCHOBHBIMH CETEBBIMH Ciy>k0amu / JIab / ! 6 OINK-2 J11.4,J12.1, J12.2
CereBble TEXHOJIOTHHI 1.1, 0112, 711 .3,
2.5 [IIpocmoTrp BeG-3ampocoB. IIpocmorp wmHpopmammu o  PDU, 1 6 OIIK-2
J1.4,J12.1, J12.2
OTIPABJICHHOTO KJIMeHTOM cepepy / JIab /
"OCHOBBI ceTeBO# Oe30macHOCTH" 1.1 711.2. 7113
2.6 |Hcnonb3oBanume komanmsl Ipconfig. Mcmomp3oBaHme 3xo-3ampoca. 1 6 OIIK-2 T Y A A
JI1.4,J12.1,J12.2
YcTpaHeHne Hemonanok 0ecnpoBogHoro coenuHenus / JIab /
2.7 |C u /Cp/ 1 10 OIIK-2 L1, J11.2, 711 .3,
. oBpeMeeHHbIe cepBHchl ceTn HTepHer / Cp - 1.4, 2.1, 2.2
. N JI.1, JI1.2, JI1.3,
2.8 | Peanm3zanmus MeponpusTHii o ceTeBoit 6e3omacHocT / Cp / 1 10 OIIK-2 1.4, 2.1, 712.2
2.9 |Bemonnenue 3ananuii ¢ ucnonszoBanueM LibreOffice. / Cp / 1 6 OIIK-2 Hl'}ﬁgl .J%[,2J121.3,
i JI.1, JI1.2, JI1.3,
2.10 |3auer / 3auér / 1 0 OIIK-2 14,0121, 122
Pa3nea 3. KomnbrorepHblie ceTu 1Jis1 OM3Heca
Ne HaumenoBanue Tembl / Bua 3anatus Cemectp Yacos Komneren- JlutepaTtypa
B ! / Kypc IHH patTyp
IlocTpoenue cetu. 1.1, 0112, 7113,
3.1 |IlnaHupoBaHHE CTPYKTYphl CETH, BBIOOp KJjlacca aJpecoB, Macka 2 4 OIIK-2
J1.4,J12.1, J12.2
noncetu / JIek /
"Hacrtpoiika ceTeBbIX yCTpOUCTB"
Py4ynas m aBTOMarmueckas HAacTpOHKa CETeBBIX ycTpoHcTB. Cimyxba JI1.1, J11.2, JI1.3,
32 | pHCP 2 2 OmK-2 J1.4,J12.1,J12.2
/ Jlex /
ia lzl/lapmpmiaumI [punnMIIEI MapIIpyTH3aUH. [IpoToxossr ) A Ol 1.1, 7T1.2, 7113,
2 | MapIPY THIALMH. J11.4, J12.1, J12.2
/ Jlex /
OCHOBBI CETEBOM 663VonaCHOCTH 5 5 .1, 0112, 7113,
3.4 |Iloctpoenue ceTel CMEIaHHOH TOIIOJIOTUH, HacTpoika 2 4 OIIK-2
J1.4,J12.1,J12.2
OecrpoBOIHBIX CErMEeHTOB ceTH. / Jlek /
"OCHOBBI 3alUILIEHHO ITepeaayn JaHHbIX "
N JI.1, JI1.2, JI1.3,
3.5 |llpuHuunel peanu3auu 3allAIICHHON Mepeaayd AaHHBIX, MPOTOKOJIBI 2 6 OIIK-2
o J1.4,J12.1, J12.2
3aIUIICHHON nepeiadn JaHHbIX / Jlex /
36 OCHOBBI CETEBOM 66:501'[30HO0TH 5 6 OIK-2 JI1.1, JI1.2, JI1.3,
YcTaHOBKa M HACTPOWKA MEXKCETeBOTo dKpaHa. / JIab / JI1.4,J12.1, J12.2
"IInanupoBanue OOHOBIEHHUs ceTH. IlmaHupoBaHUE  CTPYKTYpBI
anpecauu” : JI1.1, JI1.2, JI1.3,
3.7 Pabora c CETEBBIMU YCTpOUCTBAMH (xoMMyTaTOpamH, 2 6 OTIK-2 JI1.4,J12.1, JI2.2
KOHIIeHTparopamn) / JIab /
Brmmonnenue 3amanuii ¢ mcmois3oBanueM LibreOffice. / JI1.1, J11.2, JI1.3,
3.8 Cp/ 2 10 OIIK-2 1.4, 2.2




JI1.1, J11.2, JI1.3,

3.9 |H3yueHue OCHOB aapecanyy B KOMIBIOTEpHbBIX ceTsx. / Cp / 2 10 OIIK-2 1.4, 2.2
Pazgen 4. Be3onacHOCTh KOMIILIOTEPHBIX ceTel
Ne HaumeHnoBanue Tembl / Bua 3anatus Cemectp Yacos Komneren- Jlutepatypa
/ Kype M
"Cary>x0bI TOCTABIIUKOB yciIyT MHTEepHET" JI1.1, JI11.2, JI1.3,
11 Tex s 2 4 OIK-2 JI1.4,J12.1,J12.2
"O0s13aHHOCTH MOCTABINUKOB yciryr MaTepHET" JI1.1, J11.2, JI1.3,
42 1) ex 2 2 OIK-2 JI1.4,712.1,J12.2
"[Touck M ycTpaHeHHEe HEUCTIPaBHOCTEH B ceTn" JI1.1, J11.2, JI1.3,
43 1) Jlex / 2 2 OIK-2 JI1.4,J12.1
Hutepuer u BO3MOJKHOCTH ) ero ucnonb3oBaHus. Cmyx06a JIL1, JT1.2, 113,
4.4 TEXHUYECKOU MOANEPKKA 2 4 OIIK-2
J1.4,J12.1,J12.2
IMownck n ycrpaneHue mpobieM B KOMITBIOTEPHBIX ceTsx / JIek /
"O0cnyxuBanue cetu" JI1.1, JI1.2, JI1.3,
4.3 IMowuck n ycrpaneHue npobiem B padote cetr / JIab / 2 4 OTIK-2 J11.4,J12.1,J12.2
46 "HacTtpoiika ceTeBbIX yCTPOUCTB" 2 6 OIIK-2 JI1.1, J11.2, JI1.3,
" | Hactpoiika cTrarnueckux U AMHAMUYECKUX MapipyToB / Jlab / J1.4,J12.1, J12.2
"HacTpoiika ceTeBbIX yCTpOUCTB" JI1.1, JI1.2, JI1.3,
47 Pabota ¢ komanaHO# cTpokoi bash / JTab / 2 6 OIK-2 JI1.4,J12.1, J12.2
"be3omacHoCTh ceTeit"” JI1.1, JI1.2, JI1.3,
4.8 Pacnipenenenne nocryna. I'pymmer gocryma / JIab / 2 4 OTIK-2 J11.4,J12.2
. JI1.1, J11.2, JI11.3,
4.9 |Ilowuck u ycTpaHeHue HercrpaBHocTed B ceti / Cp / 2 10 OIIK-2 1.4, 2.1, J12.2
Bompocsl 1 caMOCTOSITENIEHOM MOATOTOBKH C YY€TOM HHTEPECOB
oOyuarorerocs:
1) IlnaHupoBaHHE CTPYKTYpbl JIOK&IBHOH CETH M TOJKIIOUEHHE
YCTPOMCTB.
2) CereBole yctporictBa B NOC. Kabenu v KOHTaKTEHI.
3) B3aumoneiicTBHE KIMEHTOB U CEPBEPOB.
4) IlpuKknagHbIe IPOTOKOIBI U CEPBUCHI.
5) Obecrieuenne 6e30macHOCTH OECTIPOBOAHON JTOKATFHON CETH.
JI1.1, JI1.2, JI1.3,
4.10 | 6) ITonuTrka 6e30MaCHOCTH. 2 22 OIIK-2
J1.4,J12.1,J12.2
7) cnonb3oBaHne MEXCETEBBIX IKPAHOB.
8) INepBoHavamsHast HacTpoiika MapmpyTusaropa ISR.
9) IonxmroueHne KIHMEHTCKUX YCTPOHCTB K CETH IIOCTaBIIMKA
UHTEPHET-YCIYT.
10) IIpuMeHeHre MPOTOKOIOB MapIIPy TH3ALHH.
11) Cnyx6a nomeHHbIX MeH. CepBHCH M TPOTOKOIIBL.
12) Bonpochl 6e3011aCHOCTH, aKTyalbHbIE AJIS IPOBaliIepOB.
/Cp/
4.11 | BeimosmHeHue 3aqanuii ¢ ucnoib3oBanueM LibreOffice. / Cp / 2 14 OIIK-2 Hl'}flj-il 'JZI’ZI;I'&
4.12 | [IpaxTudeckoe UCIONB30BaHUE HHCTpyMeHTOB MHTepHeTa. / Cp / 2 14 OIIK-2 Hl'Jl.[’lT .J%[,2J121.3,
JI1.1, JI1.2, JI1.3,
4.13 |DK3AMEH / Dx3amen / 2 36 OIIK-2 1.4, 2.1, 122

4. POHJ] OLIEHOYHBIX CPEJCTB

CrpykTypa U comepkaHue ()OHAA OIEHOYHBIX CPEICTB IS MPOBEACHHS TEKyUIeH M IMPOMEXYTOUHOH arTeCTallid IPEICTaBICHBI
IIpunoxennn 1 k pabodeit mporpaMme AUCIUIUIAHEL.

5. YAEBHO-METOJHUYECKOE 1 UH®OPMAIIMOHHOE OBECIIEYEHHME /IMCIIUITJINHBI

5.1. OcHoBHas 1UTEpaTypa

ABTODHI, | 3arnasue

H3parenscTBO, TOI

Komnua-Bo




ABTODBI, 3arnaBue H3parenscTBO, 1O Komnnu-Bo
JI1.1 | Omudep B. T, KomnbrorepHbie cetu. [IpUHIIUTIBI, TEXHOIOTHH, CIIG.: Mutep, 2014 50
Omudep H. A. MPOTOKOJIBI: y4eO. mocobOue JUis CTyEHTOB BY30B,
obyuaroruxcst mo Harp. "MHdopMarika U BEIYHCIL.
TeXHUKA" ¥ 110 crell. "BBIYuci. MalnHbI,
KOMIIJIEKCHI, CHCTEMBI U ceTH", "ABTOMAaTU3Up.
MAIIHHBI, KOMIUIEKCHI, CHCTEMBI U CETH",
"[Iporpam. obecrieueHre BEIYUCI. TEXHUKH U
aBTOMaru3up. cucrem"
JI1.2 | IIponerapckuii A. B., |BecnpoBoansre cetn Wi-Fi: yuebHoe mocobue Mocksa: UntepHeT- https://biblioclub.ru/inde
backaxos U. B., YHuBepcurer x.php?
qI/IpKOB J. H., I/IH(I)OpMaIII/IOHHI)IX page=b00k&1d=233207
®enoros P. A., Bobkos Texuomnoruit (MHTYUT) HEOTpaHHYEHHBIH
A. B., [Tnaronos B. A. |Busom. JlaGoparopust JOCTYI JUIs
3HaHI/II71, 2007 3apEruCTpUPOBAHHBIX
MOJIb30BaTelNeiH
JI1.3 | T'pomos 1O., Kapros CucrteMmsl U ceTu nepegadn nHGopmanun: yaebnoe | TamOoB: TamOoBCKuUit https://biblioclub.ru/inde
W.T., Hypytaunos I. | mocobue rOCyIapCTBEHHBII x.php?
H., rpI/IHHBB B. A., TeXHUUYECKUU YHHBEPCUTET page:book&ld:277938
Opnonexo B. T (TTTY), 2012 HEOTPaHHYEHHBIH
JIOCTYTI JUISt
3apPErUCTPUPOBAHHBIX
MoJib30Bareen
JI1.4 | Ky3emuy, P. 1., BoluncauTenbHbIE CHCTEMBI, CETH U KpacHosipck: Cubupckuii https://www.iprbooksho
[Tynkos, A. H., TENIEKOMMYHUKAIWH: y4eOHoe mocodne (benepanbHbIH p-ru/84333.html
Kopnaqua, JI. H. YHHUBEPCHUTET, 2018 HEOTpaHUYEHHbIN
JOCTYII JUTS
3aperucTPUPOBAHHBIX
TOJIb30BaTeNe
5.2. lonoaHuTEIbHAS JIUTEPATYPa
ABTODBI, 3aryiaBue W3 nparenscTBO, TONI Komnnu-Bo
JI2.1 [Hectepos C. A. OcCHOBBI HH(OPMAILIMOHHOH 0€30TaCHOCTH: Cankr-IletepOypr: https://biblioclub.ru/inde
yaeGHOe ocobue W3narenscTBO x.php?
[TonuTexuuueckoro page=book&id=363040
yHHUBepcuTeTa, 2014 HEOIPAHHICHHEIN
JIOCTYTI JUIst
3aperucTPUpPOBaHHBIX
T0JIb30BareNnen
2.2 KOMITOHEHTHI ¥ TEXHOJIOTHH: JKYPHAT Cankr-IletepOypr: Meaua | https:/biblioclub.ru/inde
KuT, 2022 x.php?
page=book&id=686650
HEOIPaHUYECHHBII
JOCTYTI JUIS
3apETUCTPUPOBAHHBIX
T0JIb30Barenen

5.3 IlpogeccuonanbHbIe 0a3bl JAHHBIX M MH(OPMaLMOHHBbIE CIIPABOYHbIE CHCTEMBbI

KoncynbranT mitoc
OcHOBBI KOMITBbIOTEPHBIX ceTelt https://habr.com/ru/articles/307252/

5.4. [lepeyeHb MPOrpaMMHOI0 00eceYeH st

Onepauunonnas cucrema PEJI OC
LibreOffice
BUPTYAIbHBIM MEXKCETEBON MapIIpyTHU3aTOp opnsense

5.5. YueOHO-MeTOMMYECKHE MaTepuaJibl 1J1 CTYACHTOB C OrPAaHUYCHHBIMH BO3MOKHOCTAMU 310POBbS

IIpn HEOOXOTMMOCTH IO 3aiBICHUIO OOYYAOMETOCS C OTPaHMYCHHBIMH BO3MOXHOCTSIMH 37I0pPOBBS  y4eOHO-METONMYECKHE
MaTepHanbl MPEAOCTaBIAIOTCA B (OpMax, agalTUPOBAHHBIX K OIPAaHMYEHHUSIM 30pOBbs M BocHpusTus uH(opMmarmu. [ns mui c
HapyIICHUSIMU 3peHus: B Qopme ayanodaiina;, B medarHoid ¢opme yBenudeHHbIM mpudrom. s num ¢ HapyIICHHSIMH CIyXa: B
(opMe HIIEKTPOHHOTO IOKYMEHTa, B IedarHoi Qopme. g U ¢ HapymICHHSMH OIOPHO-IBHTATENIFHOTO ammapara: B (opme
3JIEKTPOHHOTO JOKYMEHTa; B IEUaTHOH (opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYHEHWE JUCIIUITJINHBI

ITomemieHus Ui BceX BUIOB pabOT, MPEIyCMOTPEHHBIX yYCOHBIM IUIAHOM, YKOMIUICKTOBAaHBI HEOOXOAWMON CHEeNHaTn3UpOBaHHON
y4eOHOI MeOeTbIO M TEXHUIECKUMH CPEIICTBAMH O0yUCHHS:

- CTOJIBI, CTYJIBS;

- IEPCOHATBHBIA KOMITBIOTEP / HOYTOYK (IIEPEHOCHOIT);

- IPOCKTOP;




- 9KpaH / UHTepaKTUBHAS J10CKa.
JlabGoparopHble 3aHATHS MPOBOJATCS B KOMIBIOTEPHBIX Kilaccax, pabdodne MecTa B KOTOPHIX O0OpYAOBaHBI HEOOXOAMMBIMHU

JIMIICH3UOHHBIMU H CB06OZ[HO PacIpoCTpaHsICMbIMU MTPOrPaMMHBIMU CPEACTBAMH U BBIXOJOM B I/IHTepHCT.

7. METOIJUYECKHUE YKA3ZAHUSA VIS OBYYAIOIIIUXCS IO OCBOEHUIO JUCIHUITIMHBI

MCTOZ[I/I‘-IGCKI/IC YKazaHus 110 OCBOCHUIO JUCHHUIIIIMHBI IIPEACTABIICHBI B HpI/IJ'IO)KeHI/II/I 2K pa60‘ICI>‘I nporpamMmme qUCHUIIIINHBI.




®OH/I OHEHOYHBIX CPEJICTB

[Tpunoxxenue 1

1 Onucanue mnoka3arteieii M KpUTepPHEB OLCHUBAHMS KOMIIETEHIHH Ha Pa3JIMYHBIX 3Tamax MX
(¢opmupoBaHus, onucaHHe KA OLleHUBAHUA
1.1 Iloka3aTenu U KpUTEPUU OLIEHUBAHUSL KOMIIETCHIIUMN:

3VH, cocrasagromnue
KOMIICTCHIIUIO

IlokazaTenu oncHUBAHUS

Kpurepun
OILICHUBAHUS

CpenctBa
OILICHUBAaHUA

OIIK-2: CnocobeH nmpuMeHATh HH)OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH, MPOTPaMMHBIE CPEJCTBA CUCTEMHOTO H
MPUKIAJHOTO HA3HAYCHHs, B TOM YHCJIE OTEYECTBCHHOTO MPOM3BOJCTBA, IS pEIlIeHHs 3a1ad MpodeccHoHATLHON

JeATeNIbHOCTH,
3Hath ocobernoctu | [lepcoHanbHbIE KOMITBIOTEPHI U MPHIIOKEHUSI. MOJIHOTA u | Ompoc (1-16)
MPUMEHEHUs] TIPOTOKOJIOB | JIBOMYHOE MpecTaBIeHUE JaHHBIX. coJiepKaTeNbHOCTh | Bompock! k 3a4ery
rIo0aTBHBIX u | KoMnoHeHTsl KoMmIbploTepa ©  NepUQepHiiHbIE | OTBETa (1-39)

JIOKAJIBHBIX YCTpOICTBA. YMEHHME TMPUBOJUTH | Bompock! k
BBIYMCIUTEIBHBIX  ceTell | Beioop, YCTaHOBKA u 00CITyXKMBaHUE | TPUMEPHI ak3ameny (1-49)

Pa3JINYHbIX TUIIOB

a TaKKe COBPEMEHHBIE
TpeOOBaHUS
NMPpEABABIIACMBIC K
JAaHHBIM CCTAM

ONEpalMOHHON CUCTEMBI.

[IpuHIMIEI CBSI3U U OOMEH JaHHBIMU B JIOKQJILHOM
IIPOBOJIHOM CETH.

Coznmanvie ypoBHS JAOCTyNla W paclpeieieHusl B
ceru Ethernet.
[InanupoBanue CTPYKTYypbl
MOJIKJIFOYEHUE YCTPOUCTB.
Ceresbie ycrpoiictea B NOC. Kabesu 1 KOHTaKTHI.
[Ipoknanka xabGeneli "BuTas mapa".

IP-anpeca n macku mozaceTu.

Tuner IP-agpecos.

[Tonyuenue IP-anpecoB u yrpaBieHHE UMH.
BzaumopeiicTBUE KIMEHTOB U CEPBEPOB.
[IpuxnagHbIe TPOTOKOIBI M CEPBHCHI.
MHoroypoBHEBasi MOJIENb U TIPOTOKOJIEI.
BecripoBoaHbIE TOKAIBHBIE CETH.

JIOKAJILHOM CEeTH U

Ymerh MPUMEHSITh
MOJTydeHHbIE 3HAaHUS TPU
aHanmm3e © pa3paboTke
CHUCTEM M ceTel mepeaauu

Obecmieuenne 0e30MMacHOCTH 0ecrpoBOHOM
JIOKaJIbHOU CETH.
Hacrpoiika HHTErpupOBaHHON TOYKM JAOCTyHa H

OeCIPOBOAHOTO KIIMEHTA.

IIOJIHOTa u
COACPKATCIIBHOCTD
OTBCTa

YMEHHUE NPUBOIUTH

[TpakTuko-
OpHEHTUPOBAHHBIE
3aJaHus K 3a9€Ty
(1-5)

nH(pOpMAaITHH. CereBbie yTPO3HI. TIPUMEPHI [IpakTrko-
Mertop! aTax. yMeHHe OPHEHTHPOBAHHEIC
[MTonnTHka 6€301acCHOCTH. CaMOCTOSITEIEHO 3a/1aHuA K
Hcronp30BaHre MEXCETEBBIX IKPAHOB. HAXOAUTh pemieHue | sk3ameny (1-5)
Ycrpanenue mpo0iieM ¢ ceTsIMu. MOCTaBIICHHBIX JlabopatopHbie
OOGiue mpoOeMbl, MPOIECC W 3a/1a4d yCTPAHEHHS | 3a1a4 pabotsI (1-12)
pooeM.
YcrpaHeHnue Heroa 0K U CIpaBOYHas CIyX0a.
IMocrasimuku ycayr Uateprera (ISP).
CBs13b C IOCTABIIMKOM HHTEPHET-YCIIYT.
Mogens OSI.
VYcrpaHeHHe HENoNaJoK Ha YPOBHE ITOCTaBIIUKA
UHTEPHET-YCIIYT.
Obmue npobieMbl M IUIAHUPOBAHUE OOHOBIICHUS
CeTH.
[IpuoOperenue u oOCITy)kMBaHUE 00OPYIOBAHHUS.
IP-anpecanus B JIBC.
Bnagers Tepmunonorueit | NAT u PAT. MOJIHOTA u | Ilpaktuko-
U cUCTeMHBIM noaxonoM | IlepBoHauanbHas HacTpolika MapiipyTu3aropa ISR. | comepkaTeIbHOCTh | OpUEHTHPOBAHHBIC
K pemeHuto 3amad 1o | Hacrpolika ISR B SDM. Hactpoiika | oTBeTa 3aJaHMsl K 3a4eTy
[TOCTPOEHUIO Mapuipytuzaropa ¢ ucnonb3oBanuem |OS CLI. ymeHue npuBoauThb | (1-5)
TEJIEKOMMYHHMKAaUMOHHBIX | [lepBoHauanbHas KOH(QUIrypanuss KOMMYTaToOpa | IpUMEpHI [IpakTuko-
cereid paznuuHbiX THIOB. | Cisco 2960. YMEHHE OpUEHTHPOBaHHbIE
[logkmioueHne KIMEHTCKUX YCTPOMCTB K CETH | CAMOCTOSITEIHHO 3a7aHus K

MOCTABIIMKA MHTCPHCT-YCJIYT.

HaXOAWThb PCIICHUC

sK3ameny (1-5)




HpI/IMeHeHI/Ie IIPOTOKOJIOB MapuIpyTU3alliu. IIOCTABJICHHBIX Ha6opaTole>le

[IpoTokomBI BHENIHEH MapIIPyTHU3AIUH. 3ama4y pabortsr (1-12)
BBenenne B CEpBUCHI  TIOCTaBIIMKOB  YCIIYT
HNurephera.

[IpoToKOIBI, UCHONB3yEMbIE JJIS MPEIOCTABICHUS
CEPBHUCOB IIPOBalICpaAMH.

Crnyx6a moMeHHbIX HMeH. CepBHCHI U TPOTOKOJIBIL.
Bompocel  Ge3omacHocTH, aKTyaJbHBIC  JUISA
MPOBAIIEPOB.

WHcTpyMeHTaIbHBIE  CpPEIACTBAa  OC30IACHOCTH.
KoHTponb u ynpaBieHre co CTOPOHBI MOCTABIIMKA
ycayr UnTepHera.

PezepBHOE KOIKUPOBAHUE u aBapuiiHOE
BOCCTAaHOBJICHHE.

MeToquku W CpeiacTBa IOMCKA W YCTPaHEHHS
HEMOJAI0K.

[Touck u ycrpanenue Henonaaok Ha 1 U 2 ypoBHSX
monenu OSI.

[Mouck u ycrpanenue npodiiem ¢ IP aapecanuei u
MapupyTtu3aiueii Ha 3 yposHe mozaenu OSI.

1.2 IIkaybl OLIEHUBAHMUS:

Tekymmii KOHTPOJH YCHEBAEMOCTH U TIPOMEXKYTOYHAs aTTECTAIlMsl OCYIIECTBISIETCS B paMKax
HaKOMUTENbHOHN 0alIbHO-peHTHHT0BOM crucTeMbl B 100-0anibHOM miKae:

84-100 6amoB (OICHKA «OTIIMYHOY )

67-83 OauToB (OIIEHKA «XOPOIII0Y)

50-66 6aiToB (OIIEHKA «YIOBJICTBOPUTEIHLHO))

0-49 GamtoB (o1eHKa «HEYIOBICTBOPUTEITHHOY)

50-100 6amnoB (3a4TeHO)
0-49 GamtoB (HE 3a4TEHO)
2 TunoBble KOHTPOJbHbIEC 3aJIaHUS WJIM HHbIE MAaTepPUAJbl, HeOOXOAUMBbIE /JIsi OUEHKU 3HAHMI,
YMEHHUIl, HABBHIKOB M (HJIM) ONBITA JAeATEIbHOCTH, XAPAKTEPH3YHIIHX 3Tanbl (POPMHPOBAHUS
KOMIIETEHIHIT B MPoIecce 0CBOEHHsI 00pa30BaTeIbHOI MPOrpaMMbI

Bomnpocsl k 3auety

1. Kakune ocHOBHBIE KOMIIOHEHTBI COCTABJISIOT allliapaTHOE 00ECTICUeHHE MEPCOHATBHOTO
KoMIbroTepa?

2. Kaxkue TUIbI orepanoHHbIX CHCTEM CYIIECTBYIOT M UeM OHHU OTJIMYAIOTCS IPYT OT apyra?
3. Kakue ocodennoctr Windows, Linux 1 macOS BbI MOJKETE BBIIEIUTE?

4, Kak ocymiecTBisieTcst ycTaHOBKA ONEPaIlHOHHOM CUCTEMBI HA KOMIIBIOTEP?

5. Kakue 6a30BbIe HACTPOUKH OMEPALMOHHON CUCTEMbI HEOOXOAUMO BBIMOJIHUTD MOCIE YCTAHOBKHU?
6. Kakwue cymiecTBytoT OCHOBHBIE CIIOCOOBI MOAKIt0ueHus1 K UHTepHery?

7. KakoBbl mpenmMyIiecTBa v HEAOCTATKU NOAKII0UeHNs yepe3 DSL, kaGenbHbIi HHTEpHET U
OIITOBOJIOKHO?

8. UTto Takoe OJHOPAHrOBasl CETh U Kak €e HaCTPOUThH?

9. KakoBbl aTamnsl co31anus KOMIBIOTEPHON CETH ¢ IOMOIIBIO MapIIpyTH3aTopa?

10. Kakue gakTopsl BIUSIOT Ha CKOPOCTh UHTEPHET-COCTUHEHUS?

11. Uem oTMyaroTcs cratuyeckue u nuHamuaeckue [P-anpeca?

12. Kakwue 6a30BbIe MPOTOKOJIBI UCTIOIB3YIOTCS B CETEBOM apecauu?

13. Uro Takoe MojceTh U 3a4eM OHa HyXHa?

14. Kak nHactpouts IP-anpec Ha kKoMIbIOTEpE 1S IOCTYMA K JIOKAJTHHOU CETH?

15. Kakne xoMaHIbI MOXKHO HUCIIOJIB30BATh JIJIs THATHOCTHKU CETEBBIX IOIKITFOYCHUM?

16. KakoBbl OCHOBHBIE MTOAXO/IBI K KIaccuuKanmu 0eCpoOBOIHBIX TEXHOIOTHIA?

17. Yem oTanyarorca TexHoaoruu Wi-Fi ot Bluetooth?

18.  Kakue crannaptel Wi-Fi cyniecTByIoT 1 B 4eM UX 0COOEHHOCTH?

19. KakoBbl mpenMyIiecTBa v HEIOCTaTKH HCIIOIh30BAHUS OECIIPOBOIHBIX CETEH?

20.  Kax HacTpouTh OECIPOBOAHYIO CETh U 3AIIUTUTh €€ OT HECAHKIIMOHUPOBAHHOIO JOCTyMa?




21.  Kaxue OCHOBHBIE YIpO3bI CYLIECTBYIOT JUI CETEBOI O€30macHOCTH?

22. Uro Takoe OpaHIMaya3p U Kak OH paboTaer?

23.  KaxoBbl Mepbl O€30MaCHOCTH IS 3aIIUTHI OECIIPOBOIHON ceTH?

24.  Yro Taxoe muppoBaHUE U 3a4€M OHO HEOOXOAUMO B CETeBOM Oe30macHOCTH?

25.  Kakue peKOMEHAAlMu MOXHO JIaTh JUIS MTOBBIIIEHHUS 0€301TaCHOCTH B JIOKAJILHOU ceTn?

26.  Kaxue OCHOBHBIE IIark HY>KHO MPEANPUHATH IPU BOSHUKHOBEHUH MTPOOJIEM C CETHIO?

27.  Kax nmpoBeputh paboTOCTIOCOOHOCTh HHTEPHET-COCTUHEHUS?

28.  UYTto TaKkoe «IMHI» U KaK OH UCTOJIB3YEeTCS Ul AUATHOCTUKH CETH?

29.  Kakwue nomyisipHbIe HHCTPYMEHTBI MOKHO MCIIOIB30BATh JJISl YCTPAHEHHUsI CETEBBIX pobiaem?
30.  KaxoBbl 00mIKe TPUYMHBI TOTEPU COSAUHEHUS C UHTEPHETOM?

31.  Kakue OCHOBHBIC BO3MOXXHOCTH MPEJOCTABIISCT HHTEPHET JUIS ITOJIb30BATEICH?

32.  KaxoBbl GyHKIUU CITyKObI TEXHUYECKOH MOAIEPKKU B KOHTEKCTE MOJIKIIOUYECHUS K HHTEPHETY?
33. Kakwue pecypchl MOKHO UCHOIb30BaTh JUIs MOMCKA HH(GOPMAIIMU U pelIeHUs Tpo0sieM B UHTepHEeTe?
34.  UYro Takoe «o0iavyHbIe TEXHOJIOTHIY U KaK OHU MOTYT HCITOJIb30BATHCS B TIOBCEHEBHON padoTe?
35. KaxoBbI 0CHOBHBIE Iaru JijIsi OOpAIIeHHs B CITYKO0Y TEXHUYECKOM MOIJIEPKKHU IO MpodiIieMam ¢
MHTEPHETOM?

36. Kax ¢ momo1po KOMaHHOM CTPOKU MTPOBECTH AUATHOCTUKY TTPOOIIEM C CEThIO?

37. UYro Takoe DNS 1 kak ero MO>XHO IPOBEPUTH € TIOMOIIbIO KOMaH 1?7

38. Urto o3HavaeT KoMaH a tracert U Kakue JaHHBIC OHA TPEIOCTABIISACT?

39. Kax moaxmrounTh KOMIBIOTED K ceTH ¢ moMotbio Ethernet-kabens?

I[IpakTHKO-OpMEeHTHPOBAHHbIE 3aJaAHUS K 3a4eTy

Bapuant 1: Coznaiite 0qHOPaHTOBYIO CETh MEXAY ABYMs KOMIbloTepamu. OMUIINTE TANbl HACTPOUKH,
BKJItOUasi Ha3HaueHue [P-afpecoB u mpoBepKy MOAKIIOUYEHUS.

Bapwuant 2: Hactpoiite MmapiipyTu3zaTop, MOJAKIIOYUB ero kK MTaTepHeTy. [IpoBeauTe muarHocTuky
COEIMHEHUS U MPOTECTUPYHTE pabOTy CETH C MOMOIIBIO KOMaH/I ping u tracert.

Bapwuant 3: Hactpoiite ctatuyeckuii [P-agpec Ha cBoeM KOMIBIOTEPE U MPOBEPHTE €ro TOCTYIMHOCTH B
JIOKQJIBHOM CETH ¢ MTOMOIIbI0 KOMAaHJIHOM CTPOKH.

Bapuanrt 4: Onpenenure u 3aI0KyMEHTUPYHTE CBOIO ceTeByto kKoHpurypamuto (IP-aapec, Mmacka mojceTw,
nutio3, DNS-cepBep) ¢ ucnonp3oBanneM koManabl ifconfig st Linux.

Bapuanrt 5: [IpoBeauTe 0030p METOIOB 3alIUThHI OECIIPOBOIHOM ceTh. OnpenenuTe U peau3ynTe He MeHee
TpeX PeKOMEHIAINil MO MOBBIIICHUIO 0€30MaCHOCTH CETH.

Kpurepuu onenuBanus:

MakcumanbHOE KOJIMYEeCTBO OayIoB 3a 3adeTHoe 3amanue — 100 (30 Ga/uioB MakCHMMAaJIbHO 3a KaXKIIbId
TeopeTHIecKui Borpoc, 40 6aioB MakCUMaIbHO 32 MPAKTHKO-OPUEHTUPOBAHHOE 3aJ]aHuE).

Kpumepuu oyenusanus o0noco meopemuueckoeo 60npoca:

- 25-30 0GanyoB BBICTABISIETCS CTYJIEHTY, €CIM W3JIOKEHHBIM Marepual (akTHUYeCKH BEpeH,
MPOJIEMOHCTPUPOBAHBl TIyOOKHE MCUEPNBIBAOIIME 3HAHUA B O0OBEeME MPOWJICHHOW MPOrpaMMBI B
COOTBETCTBHUU C IMOCTABJICHHBIMH MPOrPAMMON Kypca IeNIIMU U 3aJjauaMu 00ydeHus1, N3JI0KEHIEe MaTeprana
IIPU OTBETE - FPAMOTHOE U JIOTHYECKH CTPOHHOE;

- 20-24 6aninoB BBICTABISETCS CTYJCHTY, €CIIH MPOJAEMOHCTPUPOBAHBI TBEP/bIC U IOCTATOUHO IMOJIHBIC
3HaHUS B 00BEME MPOIIEHHON MpOTrpaMMbl TUCIMILIMHEI B COOTBETCTBHH C IENSIMU OOYYEHHUS, MaTepHal
M3JI0%EH JOCTATOYHO IMOJIHO C OTAEIbHBIMU JIOTUYECKUMHU U CTUIMCTUYECKUMU MOTPEITHOCTSIMHU;

- 15-19 GannoB BBICTABISIETCS CTYACHTY, €CIH MPOJEMOHCTPUPOBAHBI TBEPAbIE 3HAHUS B O0bBEMeE
MPOUJICHHOT'O Kypca B COOTBETCTBHE C LIENSIMU OOYUYEHHsI, OTBET COAEPKUT OTIEIbHBIE OMUOKU, YBEPEHHO
WCIIPaBIIEHHBIE MOCIIE JOMOIHUTENIBHBIX BOIIPOCOB;

- 0-14 Gamma BBICTABISETCS CTYAEHTY, €CIM OTBETHI HE CBSI3aHBI C BOMPOCAMH, JOMYIIEHBI TpyObIe
OIIMOKU B OTBETE, MPOJEMOHCTPUPOBAHBI HETIOHUMAHHE CYIIHOCTH M3JIaraeéMoro BOMPOCa, HEYBEPEHHOCTh
Y HETOYHOCTb OTBETOB Ha JOMOJIHUTENIbHBIE U HABOASIIINE BOIPOCHI.

Kpumepuu OYCHUBAHUS NPAKMUKO-OPUEHMUPOBAHHO20 3a0aHUsL:
— 35-40 oOGamioB BBICTABJIACTCA, €CIW 3aJaHUC pPCHICHO IIOJIHOCTbKO, B IMPCACTABIICHHOM pPCIICHUU
000CHOBaHHO MOJIYUCHBI IPABUJIBHBIC OTBCTHI.



— 25-34 OGannma BBICTAaBIISICTCS, €CIOM 3aJaHWE PELICHO TIOJHOCTBIO, HO TIPU OTBETE JOMYIICHBI
HE3HAYUTEIIbHBIEC OLTUOKH.

— 11-24 Gana BBICTABIISIETCS, €CIIH 3a/IJaHUE PELICHO YaCTUYHO.

— 0-10 GanoB BBICTABISETCS, €CIU PElIEHNE HEBEPHO WM OTCYTCTBYET.

WroroBsiii pe3ynbTar GOpMUpPYETCS U3 CyMMbI HAOpaHHBIX OaJJIOB 3a BBITIOJHEHUE 3aYETHOTO 3a/IaHUS H
COOTBETCTBYET IIIKAJIE:

- 50-100 6amnoB (3auTeHO);

- 0-49 GamnoB (He 3a4TEHO).

BOl'lpOCI)I K 3K3aMEHY

1) [lepconanbHble KOMIBIOTEPHI U MPUIIOKEHUS.

2) /IBonuHOE MpeAcTaBIeHUE TaHHBIX.

3) KomnoHeHThI KOMIIbIOTEpA U NepudepuiiHble yCTPOCTBa.

4) Bo16op, ycTaHOBKa U 00CITY>KMBaHUE ONEPALIMOHHONW CUCTEMBI.

5) IlpuHIUIIBI CBA3U M OOMEH JaHHBIMH B JIOKAJILHOM MTPOBOHOM CETH.

6) Co3manue ypoBHs J0CTyIa U pacupeneneHus B cetu Ethernet.

7) IlnanupoBaHue CTPYKTYPHI JJOKATHHON CETH U MOAKITIOYCHUE YCTPOMCTB.
8) Cetesnie ycrpoiictBa B NOC. Kabenu n KOHTaKTHI.

9) Ilpoxknanka kabeneit "Butas mapa".

10) IP-ampeca 1 Macku MOJCETH.

11) Tuner [P-anpecos.

12) Ilonyuenue IP-agpecoB u ynpaBiieHUE UMH.

13) B3aumMopeiicTBrE KIIMEHTOB U CEPBEPOB.

14) IIpuknagHbie MPOTOKOJBI M CEPBUCHI.

15) MHuoroypoBHEBast MOJI€Nb U TPOTOKOJIBI.

16) becipoBoiHBIC JTOKATBHBIC CETH.

17) OGecnevyeHune 6€30macHOCTH OECITPOBOIHOM JTOKAJILHON CETH.

18) Hacrtpoiika HHTErpupOBaHHOMN TOYKH TOCTYIIA U OECITPOBOIHOTO KIIMEHTA.
19) CeteBbie yrpo3sbl.

20) Meroapl aTak.

21) IMonuTuka 6€301MacCHOCTH.

22) Ucnonap30BaHHE MEKCETEBBIX DKPAHOB.

23) Ycrpanenue npo0ieM ¢ CeTsIMHu.

24) OG6mue npo0OsIeMbl, IPOIIECC U 3a/1a4d YCTPAHESHUS IMPOOIIEM.

25) YcrpaHeHHe HETOMa 0K U CIIpaBOYHas CIIyk0a.

26) IocraBuuku ycayr Uutepuera (ISP).

27) CBsi3b C MOCTaBIIMKOM WHTEPHET-YCIYT.

28) Mogens OSI.

29) YcrpaHeHHe HETOMIa 0K Ha YPOBHE MOCTABIINKA HHTEPHET-YCIIYT.

30) O6uue npoOaemMbl U IUTAHUPOBaHUE OOHOBIICHHUS CETH.

31) [Ipuobperenue u o0cIyXKUBaHUE 000PYAOBAHHUS.

32) IP-agpecanus B JIBC.

33) NAT u PAT.

34) [lepBoHauanbHas HacTpoiika Mapmpytuzatopa ISR.

35) Hactpoiika ISR 8 SDM. Hactpoiika MapuipyTi3aTopa ¢ UCIoJIb30BaHUEM bash.
36) [lepBoHauanbHas KOHPUTYpalMs KOMMYTaTOpa opensence.

37) lonkmroueHue KIMEHTCKUX YCTPOMCTB K CETH MOCTABIIMKA HHTEPHET-YCIIYT.
38) [IpuMeHeHne MPOTOKOJIOB MAPIIPYTH3AIHH.

39) IIpoToKobI BHEUTHEW MapLIPyTH3ALIUH.

40) BBenenue B cepBUCHI TOCTABIIUKOB yciuyr MHTepHerTa.

41) IIpoToKOJIBI, UCIIONB3yEMBIE ISl IPEAOCTABICHHUS CEPBUCOB IPOBAIEPaAMHU.
42) Ciry:x6a 1oMeHHbIX UMeH. CepBUCHI U TPOTOKOJIBI.

43) Bompocs! 6€30aCHOCTH, aKTyalbHbIE ISl IIPOBANICPOB.



44) UnctpymenTanbHbie cpeicTBa 6e3onacHocTU. KOHTpOIb 1 ynpaBieHHE CO CTOPOHBI OCTABIIUKA YCIYT
NHurepHera.

45) Pe3epBHOE KOMUPOBAHKE U aBapUIHOE BOCCTAHOBJICHUE.

46) Metoauku U cpeAcTBa IOMCKA U YCTPaHEHUS HETIONAI0K.

47) Ilouck u yctpaneHue Henosaaok Ha 1 u 2 yposusix mojenu OSI.

48) Ilouck u ycrpanenue npoodiem c IP agpecanuein u mapupyruzauueii Ha 3 ypoBHe mozaenu OSI.

49) Ilouck u yctpaneHue Henosaaok Ha 4 ypoae mojaenu OSI.

HpaKTI/IKO-OpHeHTHPOBaHHLIe 3alaHUA K IK3aMEHY

BapuanT 1: Co3naiiTe miiaH qeiicTBUi B ciydae oOHapy>KEHUs HapylIeHus1 0€30MacHOCTH (HampuMep, Ipu
HECaHKIIMOHUPOBAHHOM JIOCTYIIE K Balllel CETH).

Bapuant 2: Mcnonb3yst KOMaHAHYIO CTPOKY, BHIIIOJTHUTE HA00Op KOMaH/ [yl IPOBEPKU CETEBOTO
MOJIKJIIOYEHUS], TAKMX Kak ping, tracert, nslookup. 3aqokyMeHTUpYHTE pe3yabTaThl U IPOAHATUZUPYUTE HX.
Bapuanr 3: [IpoBeaute TecTupoBaHue JOCTYITHOCTH BEO-caifTa ¢ MOMOIIBI0 KOMaH/IHON CTPOKH U
nHCcTpyMeHTa telnet. OnummTe CBOU BHIBOIBI.

Bapuant 4: Vicnionb3yst MHCTpYMEHTHI 17151 pa3pabOTUMKOB B Opay3epe, MpoaHalu3upynTe OTIpaBisieMble
BeO-3anpockl (Request) Ha mo0om caiite. OnummnTe, Kakue JaHHBIC MEPEIAIOTCA U KaKUe 3aroJI0BKU
HCIOJIb3YIOTCS.

Bapuant 5: Ucnoneiys Wireshark, 3axBaTure nakersl, nepeaBaeMble MKy BalllUM KOMITBIOTEPOM U
cepepoM. OtunpTpyiiTe ux no tuny nporokosos (HTTP, TCP) u npoananusupyiire conepxumoe.

Kpurtepun oueHuBanus:

MakcumanbHOE€ KOJUYECTBO Oa/ioB 3a 3k3aMmeHarnroHHoe 3amanue — 100 (30 GayutoB mMakcHMMalbHO 3a
KaXJIbIH TeopeTudecKuii Borpoc, 40 6aioB MaKCUMaJIbHO 3a MTPAKTUKO-OPUEHTUPOBAHHOE 3a/IaHHE).
Kpumepuu oyenusanus oonoco meopemuueckoz2o gonpoca:

- 25-30 OanoB BBICTABJISETCS CTYIEHTY, €CIHM M3JIOKCHHBIM MaTepras (aKTUYECKH BEpeEH,
MIPOJIEMOHCTPUPOBAHbl TIyOOKHE MCUEpNBIBAIOIIME 3HAHUA B O0ObeMe MPOHJIEHHONW MpOrpaMMbl B
COOTBETCTBUU C IMOCTABJICHHBIMH MPOrPaMMOM Kypca IeJIIMU U 3aJjauaMu 00ydeHus1, N3JI0KEeHNe MaTeprana
MIPU OTBETE - FPAMOTHOE U JIOTUYECKH CTPOMHOE;

- 20-24 6anioB BBICTABISETCS CTYJCHTY, €CIIH MPOJAEMOHCTPUPOBAHBI TBEP/IbIE U IOCTATOUHO IMOJIHBIC
3HaHUS B 00BbEME MPOIIEHHON MpOorpaMMbl TUCIMIUIMHBI B COOTBETCTBUH C LIEJISIMU OOYy4EHHUS; MaTepHal
U3JI03KEH JOCTATOYHO IMOJIHO C OTAEIbHBIMU JIOTHUYECKUMU U CTUIIUCTUYECKUMHU MOTPEIIHOCTSIMH;

- 15-19 GannoB BbICTaBISIETCS CTYACHTY, €CIM IMPOJEMOHCTPUPOBAHBI TBEPAbIE 3HAHUS B O0bEeMe
MIPONJICHHOT'0 Kypca B COOTBETCTBHE C LIENSAMU OOYUYEHHsI, OTBET COAEPKUT OTIEIIbHBIC OIHUOKU, YBEPEHHO
HCIIPABJICHHBIE [1OCJIE JOMOJHUTEIBHBIX BOIIPOCOB;

— 0-14 Gamna BBICTaBJISETCS CTYNIEHTY, €CJIM OTBETHI HE CBSA3AaHBI C BOMPOCAMH, JOIMYIICHBI rpyObie
OLIMOKU B OTBETE, MPOJEMOHCTPUPOBAHBI HETIOHUMAHKUE CYIIHOCTH M3JIaraéMoro BOINPOCa, HEYBEPEHHOCTh
Y HETOYHOCTh OTBETOB Ha JIOMIOJHUTENbHBIE U HABOISAIIUE BOPOCHI.

Kpumepuu OYECHUBAHUA NPAKMUKO-0OPUEHMUPOBAHHO20 300aHUA:

— 35-40 OamnoB BBICTABJSETCS, €CIM 3alaHUE PEIICHO TMOJHOCTBIO, B TMPEACTAaBICHHOM pEIICHUU
000CHOBAHHO MOJIYYEHBI IPABUIBHBIC OTBETHI.

— 25-34 OGamna BBICTAaBNISIETCSA, €CIM 33JaHHE PEIIEHO TOJHOCThIO, HO TIPU OTBETE JOMYIIEHBI
HE3HAYUTENbHBIE OIIHOKHU.

— 11-24 6anna BBICTaBISIETCS, €CIIH 3a/IaHUE PEIICHO YaCTUYHO.

— 0-10 GannoB BBICTABISAETCS, €CIH PEIICHUE HEBEPHO MIIM OTCYTCTBYET.

WtoroBslii pe3ynbpTar GopMupyeTcss U3 CyMMbl HaOpaHHBIX OallJIOB 3a BBITIOJHEHUE 3aYETHOTO 3a/IaHUsl U
COOTBETCTBYET IIIKAJIE:

— 84-100 6amnoB (OIEHKA «OTIUYHOY)

— 67-83 OatoB (OLIEHKA «XOPOIIIOY)

— 50-66 6annoB (OlLEHKA «YIOBIETBOPUTEIHHOY)

— 0-49 6annoB (OIEHKA «HEYIOBIETBOPUTEIHHO)



Omnpoc

Bonpocs! pis onpoca 1 cemecrpa:

Bapuanrt 1

IIepconasibHBIE KOMIIBIOTEPHI U IIPUIIOKEHUS.

JIBOMYHOE NpEACTaBICHUE JAHHBIX.

KomnoneHnTsl koMnbroTepa u nepudepuitHbie yCTponcTBa.

Bapuanr 2

Br16op, ycTaHoBKa u 00CITy)KMBaHUE ONIEPAIIHIOHHON CHCTEMBI.
[TpuHIMTIBI CBSI3M 1 0OMEH TaHHBIMU B JIOKAJIHHOM MMPOBOAHOM CETH.
Co3pmanue ypoBHs J0CTyna U pacnpezaenenus B cetu Ethernet.

Bapuanrt 3

[TmanupoBaHue CTPYKTYPHI JIOKATBHOM CETH U TIOJKIIIOYCHNE YCTPOICTB.
Ceresble yctpoiictBa B NOC. Kabenu 1 KOHTAaKTBHI.

[Ipoknaaka xabenelt "Buras napa'.

Bapwnanr 4

IP-anpeca u macku mojiceT.

Tunsl [P-anpecos.

[Tonyuenue IP-agpecoB n ynpasieHre UMHU.

Bapwnanr 5

B3anmopeiicTBre KIIMEHTOB U CEPBEPOB.
[IpuknanHpie MPOTOKOJIBI U CEPBUCHI.
MHoroypoBHeBasi MOJIEJIb U IPOTOKOJIBL.

Bapuant 6

BecnipoBoHBIC TOKATTBHBIE CETH.

Obecnieuenne 06€30MacHOCTH OECIIPOBOTHOM JIOKAJILHON CETH.

Hacrpoiika nHTErprpOBaHHON TOYKH JIOCTYIa  OECITPOBOIHOTO KIIMEHTA.

Bapuant 7

CeteBbie yIpO3Hbl.
MeTtonrn! aTakx.

ITonuTtHka 60€30maCHOCTH.

BapuanT 8

Hcnonb30BaHne MEKCETEBBIX SKPAHOB.

YcTpanenue npobiaem ¢ ceTsaMu.

O61ue npobieMsl, MPOLIECC U 3a/1a4l YCTPAHEHUs PooIIeM.

Bomnpocs! s onpoca 2 cemectpa:

Bapuanr 1

YcTpaHeHue Henosago0K U CripaBoyHast Ciry>x0a.
ITocraBmuku yciyr Marepuera (ISP).

CBs13b ¢ IOCTaBUIMKOM MHTEPHET-YCIIYT.

Bapuanr 2

Mogens OSI.

YcTpaHeHue HemoaaI0K Ha YPOBHE MMOCTABIIUKA HHTEPHET-YCIYT.
Oo61ue nmpobieMbl U TUTAHUPOBAHHE OOHOBIICHUS CETH.

Bapmuanrt 3



[TpuoOperenue u 00CITy)KHBaHHE 000PYIOBAHHUS.
IP-anpecanus B JIBC.
NAT u PAT.

Bapuanr 4

[lepBonavanbHas HacTpoika MapurpytuzaTopa ISR.

Hacrpoiika ISR 8 SDM. Hacrpoiika MapmpyTu3aTopa ¢ UCIoib30BaHieM bash.
[lepBoHauanbHast KOHPUTYpaHI KOMMYTaTOpa opensence.

Bapuanr 5

[ToaxnroyeHne KIMEHTCKUX YCTPOMCTB K CETH MOCTABIHUKA HUHTEPHET-YCIYT.
[IpuMeHeHne MPOTOKOJI0B MapIIPyTH3ALHH.

[IpoTOKOIIBI BHEMIHEN MapIIPyTH3ALUH.

Bapuanr 6

BBenenue B cepBHCHI TOCTABIIMKOB yciyT VIHTEpHETA.

[IpoTokoibl, HCIONIb3yeMBbI€ ISl TPEAOCTaBICHUS CEPBUCOB ITPOBalIEpaMHu.
Cnyx6a nomeHHbIX UMeH. CepBUCHI U TPOTOKOJIBL.

Bapwnant 7

Bomnpocsl 0e30macHOCTH, akTyallbHbIE AJIS IPOBANAEPOB.

WNHcTpyMeHTanbHbIE cpeicTBa Oe3onacHOCTU. KOHTpOIb U yIpaBiIeHHe CO CTOPOHBI IIOCTABIIMKA YCIyT
NHrepHera.

Pe3sepBHOE KONMPOBaHNWE U aBAPUMHOE BOCCTAHOBIICHUE.

Bapuant 8

MeToauKu U cpeacTBa MOMCKa U yCTPAHEHUSI HEMOJAI0K.

[Touck u ycrpanenue Henonaaok Ha 1 u 2 ypoBHsx Mmoaenu OSI.

[Touck u ycrpanenue npoosiem ¢ I[P agpecamnueit u mapuipytusamueit Ha 3 ypoBae moaenu OSI.

Kpurepumn oueHuBaHus:

MaxkcumanbHOe KOJMYECTBO 0alljIoB, KOTOpoe oOyuarouiuiicss MoxkeT HaOpaTh 3a cemectp — 40 Oamos (3a 8
OTBETOB).

OTBeT Ha BOIIPOC OLIEHUBAETCA:

- 5 Gayia — MpaBUIIBHBIN U TIOJIHBIN OTBET;

- 2-4 6aa - HeMOJIHO WM HeMOCIeA0BaTeIbHO MPEI0CTaBIECH OTBET

- 0-1 6amnoB — HeMpaBUIILHBINA OTBET WUJIM OTBET HE MPE/ICTABJICH.

JlaGopaTopHble padoThI
JlaGopaTtopHbie padornl 1 cemecTp

JlabopartopHas padota Nel
bazoBsie onepariiu no ycTaHOBKE U HACTPOUKE YCTPOMCTB

JIaGoparopHas pabota Ne2
bazossie HacTpoiiku |P-agpecanumn

JIaGoparopHas pabota Ne3
Co3pmanue 1 HacTpoiika ofHOpaHroBoi cetu. Co3/laHre KOMIIBIOTEPHON CETH C MMOMOIIBIO MapIUIyTH3ATOPA.

JIaGoparophas pabota Ned
3HAaKOMCTBO C OCHOBHBIMHU CETE€BBIMHU CITyKOaMH.

JIaGoparopHas paboTa Ne5



[TpocmoTp BeO-3ampocos. [Ipocmotp nupopmaiuu o PDU, oTripaBieHHOTO KIMEHTOM CepBEPY
JlabopaTtopHas pabota Ne6

Hcnonp3oBanue koman sl Ipconfig. Mcnons3oBanue 3x0-3anpoca. Y CTpaHEeHHE HEMoJag0K OECIpOBOIHOTO
COCANHCHUA

JlaGopaTopHble padoThl 2 cemecTp

JlaboparopHas pabora Nel
VYcraHOBKa M HACTPOIKa MEKCETEBOTO KpaHa.

JlabopaTtopHas pabora Ne2
Pabota ¢ cereBbIME yCTpOHiCTBaMH (KOMMYTAaTOpaMH, KOHIICHTPATOPaMH)

JlabopaTtopHas pabota Ne3
[Touck u ycrpanenue npobiem B paboTe ceTu

Jlabopatopnas paborta Ned
Hacrpoiika cTaTudeckux U AMHAMUYECKHUX MapIIpyTOB

JlabopaTtopHas padota No5
Pabota ¢ komanaHOM cTpOKOi bash

JlabopatopHas padota Ne6
Pacnpenenenne nocryna. ['pymnmsr qoctymna

Kpurepumn oueHuBaHus:
MakcumanbHOE KOJMYECTBO OANIIIOB, KOTOPOE 00yJaronIuiicss MOXKeT HaOpaTh 3a cemecTp — 60 OaoB (3a 6
J1a00paTOPHBIX pabOT B CEMECTD).
Kaxnoe 3amanue oneHuBaeTcs:
* 10 6anmnoB. — 3a/1aHNUE BBHITTOJIHEHO BEPHO;
* 9-8 6a/I0B. — IPH BBIMOJTHEHUHU PAOOTHI OBLTH JOMYIIIEHBI HETOYHOCTH, HE BIIUSIOIINE HA Pe3yJIbTaT;
* 7-3 6a/I0B. — IPH BBIMIOJHEHUU PAOOTHI OBLIH JOMYIIEHBI OITHOKH;
* 2-1 6anoB. — PU BBHIMOJIHEHUU PAOOTHI OBUTH JOIMYIIEHbI CYIIECTBEHHbIE OIIHMOKH;
* 0 6ayI0B. — 3a/1aHUE HE BHITIOJIHEHO.

3 MeToauueckne MaTepuaJbl, onpee/siioniie Npoueaypbl OlleHUBAHUS 3HAHUI, yMeHUIi, HABLIKOB U
(1JM) ONbITA JeATeJIbHOCTH, XapaKTePU3YIOIIUX 3Tanbl GOPMHUPOBAHNS KOMIIETeHIH I

IIponetypsl OLIeHUBaHUS BKJIFOYAIOT B ¢€0s TEKYLMI KOHTPOJIb U IPOMEKYTOUHYIO aTTECTALUIO.

Texkymmidi  KOHTPOJbL  yCIEBAEMOCTM  IIPOBOJUTCA C  HUCIOJIB30BAHUEM  OLICHOYHBIX  CPENCTB,
IIPEJICTABJICHHBIX B II. 2 JAHHOT'O NPUJIOKEHUS. Pe3ysbTaTel TEKYHIEr0 KOHTPOJISI TOBOAATCSA IO CBEIEHUS
CTYIEHTOB JI0 IPOMEXYTOYHOM aTTeCcTaluu.

IIpoMeskyTOoUHasi aTTECTALMS IPOBOIUTCS B (hopMe 3aueTa, IK3aMeHa.

3a4eT MPOBOAUTCS 110 PACHMCAHUIO IPOMEXYTOUHOM aTTecTaluu B ycTHOU opme. KonnyectBo BOpocoB B
3a4eTHOM 3aJaHuu — 3 (2 TeopeTHdeckux, | NPaKTUKO-OPUEHTHPOBAHHOE 3a7aHue). Pe3ynbTarsl
aTTeCTalluM 3aHOCATCS B BEAOMOCTb U 3a4E€THYI0 KHWXKKY cTyneHTa. CTyAeHTbl, HE MNpOLIEIIINe
MIPOMEXYTOUHYIO aTTECTALMIO MO TpaduKy, JOJKHBI JUKBUAMPOBATH 33J0JDKEHHOCTh B YCTAHOBJICHHOM
TIOPSIKE.

DK3aMeH MPOBOAMUTCS MO PACHHCAHUIO TMPOMEXYTOUHOH arrectanuu B ycTHOH ¢(opme. KommuectBo
BOIPOCOB B 3K3aMEHALMOHHOM 3a/laHuM — 3 (2 TeopeTHuyecKuX, | MPaKTUKO-OPUEHTHUPOBAHHOE 3a/IaHUE).
Pe3ynbTaThl aTTeCTallNN 3aHOCSITCS B BEAOMOCTD M 3aU€THYIO KHUXKKY CTyAeHTa. CTyIeHTBI, HE IPOLIEIINE
MPOMEKYTOUHYIO aTTECTALMIO MO TpaduKy, AOJDKHBI JTUKBUAMPOBATH 33J0JDKEHHOCTh B YCTAaHOBJICHHOM
MIOPSJIKE.



IIpuioxenne 2
METOIUYECKHE YKA3AHUA 11O OCBOEHHUIO JIUCHUIIJINHBI

Y4eOHBIM IIJIAaHOM MPETyCMOTPEHBI CIEAYIOINE BU/IbI 3aHATHI:

- JICKIIHH;

- 1abopaTopHbIE paOOTHI.

B Xozme IEeKIMOHHBIX 3aHATUH paccMaTPUBAIOTCS OCHOBHBIC IOHATHS B 001acTH WH(GOPMALMOHHOM
0€30IacHOCTH W 3alIMThI HH()OPMAIMH, METOAbI OOHAPY)KEHUSI U OpPTraHU3aIMH MPOTHBOJCHCTBUS aTak Ha
MH(POPMAIIMOHHBIE CETH, TPEOOBAaHUS 110 3aIIUTe KOH(PHUICHIINATLHONH HHPOPMAITUH, Jaf0TCs PEKOMEH IAIH
JUISL CAMOCTOSITENIbHOW PaOOTHI M MIOATOTOBKY K MIPAKTHYECKUM 3aHSTHSM.

B xone BemonHEHUs 1a00paTOpHBIX paboT YyriryONsroTCs M 3aKPeIUISIOTCS 3HAHHS CTYACHTOB IO PSIy
pPacCMOTpPEHHBIX Ha JIGKIUAX BOIMPOCOB, pPAa3BHBAIOTCS HABBIKM pEIIEHUS 3a/7a4 10  3alluTe
MH(OPMALIMOHHBIX OOBEKTOB.

[Tpu MOArOTOBKE K BHITIOJHEHUIO MPAKTHYECKU PaOOT KaKIbIH CTYACHT JIOJIKEH:

- U3YYHTH PEKOMEHIOBAHHYIO YUYEOHYIO JINTEPATYPY;

- U3YYHUTH KOHCIIEKTHI JICKIIHIA;

- 03HAKOMHUTKCS C ONMMMCAHUEM MPAKTUIECKOI paboTHI;

- MOJITOTOBHUTH OTBETHI HA KOHTPOJIBHBIE BOMIPOCHI 110 H3y4aeMOi TeMe.

Bompockl, He paccMOTpeHHBIE Ha JISKIUAX W MPAKTHYECKUX 3aHITHSX, TOJDKHBI OBITh M3yYeHBI CTYICHTaAMH
B XOJI€ CaMOCTOSITeNIbHOM paboThl. B xo/e camocTosTenbHOM pabOThl KaX bl CTy/I€HT 00s3aH MPOYUTATh
OCHOBHYIO H, TIO BOBMOKHOCTH, JIOTIOJTHUTENEHYIO JINTEPATYpy MO HU3y9aeMOi TeMe, JOTIOTHUTh KOHCTIEKTHI
JeKIMA HEJOCTAOIUM MaTepHajioM, BBHIMMCKAaMH M3 PEKOMEHIOBAaHHBIX HWCTOYHHUKOB. BBIIennThH
HETIOHSTHBIE TEPMHUHBI U HAWTH UX 3HAYCHHUE B DHIUKIIONEANISCKAX CIOBAPSIX.

JUis MOATOTOBKU K 3aHATHSAM, TEKYLIEMY KOHTPOJIO U TMPOMEKYTOYHOW AaTTECTAllUd CTYACHTHI MOTYT
BOCIIOJIb30BATHCS 3JIEKTPOHHO-OMOIMOTEYHBIMU cHCTeMaMU. Takke oOydwaromuecs MOTYT B3SITh Ha JIOM
HEOOXOAMMYIO JIUTEpaTypy Ha aOOHEMEHTEe YHUBEPCUTETCKOW OMOIMOTEKH WJIM BOCIOJIB30BATHCS
YUTAJIbHBIMH 3aJIaMHU.



