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3aB. xadenpoii: k.3.H., moreHt I0.B. Paguenko

Metonudeckuii coBeT: 11.3.H., mpodeccop E.H. Tumenko



1. HEJIX OCBOEHUSA TUCIUITJINHBI

1.1| IIpunoGpeTenue 3HaHMI B 0OmacTH HHPOPMAMOHHON OE30MTaCHOCTH M 3aIUTH HHYOPMAIINH 110 OPTaHU3AI[IOHHO-TIPAaBOBOM
3alIUTe KOMMEpPYECKOH, CIykeOHOH, mpodeccHoHanbHOW TaiHBL, NEPCOHANBHBIX MAaHHBIX; (OPMHUPOBAHHE YMEHUH U
IPaKTUYECKUX HABBIKOB 110 MPABOBOMY, OPraHU3ALIOHHOMY M TEXHHMYECKOMY OOECIICUCHHIO 3alMThl MH(GOPMALMU TIPU
pelIeHny 3a1a4 NpoheCCHOHANBHON eI TEbHOCTH.

2. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUSA JUCHUIIJINHDBI

OIIK-3. CnocodeH pemaTb CTaHIApTHbIE 33a4M NPO(ECCHOHAILHONH JesiTeJJbHOCTH HAa OCHOBe HMH(OPMALIMOHHOH M
ondimorpaduyueckoi KyJabTypbl ¢ NPpAMeHEHHeM HH(OPMAIOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHA M C y4eTOM OCHOBHBIX
TpeOoBaHnii MH(PpOPMaALIMOHHON 6e30MacHOCTH;

B pe3ysibTaTe 0CBOCHHS JUCUMILIUHBI 00yYAIOIMIICS NOJIAKEH:

3HaTh:

- MOPUHOMIBL  PabOTBl  COBPEMEHHBIX TEXHONOrMi obecneveHns WHGOPMALMOHHONH O0€30MAaCHOCTH MpPU  PEIICHHH  3a/ad
poeCCHOHATTFHOM e TeNFHOCTH (CooTHECeHO ¢ nHankaTtopom OITK-3.1).

Ymern:

- pemlate CTaHOAPTHBIE 3aJadd TNPOQGECCHOHANBHOM NEATENFHOCTH C YYeToM TpeOOoBaHMI WH(MOPMAIMOHHON 0e30MacHOCTH
(cootreceno ¢ naankaropom OIIK-3.2).

Baanern:

- HABBIKAMH HCIIONB30BAHUS CIIOCOOOB M CPE€ACTB 3AIUTHI HHq)OpMaLII/IH Ipu pEHICHUU 3aaa4 HpO(bCCCHOHaHBHOﬁ JCATCIBHOCTH
(cootreceno ¢ unaukaropom OIIK-3.3).

3. CTPYKTYPA U COOEPKAHUE JUCHUITJIMHBI

Paznen 1. Cucrema 3amuTthbl JaHHbIX B Poccniickoii @enepaunu

Bua 3ansitus / Cemectp /| KonuuectBo
Ne HaunmeHoBaHHe TeMbl, KPAaTKOe codep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB
BBoanas nexuus. BaxkHocTh 3amuThl HHGOPMAIMU B COBPEMEHHOM MHpE.
1.1 bop . P P JIex1MoHHbIE 3aHATHSA 4 2 OIIK-3
KitroueBble IpUHLUIIBI 00ecTieyeH s HHPOPMAIMOHHON 0e30IacHOCTH
12 Bunsl uHpOpManMu B 3aBHCHMOCTH OT € comepkaHMs, JocTyma,| CaMocTostenbHas 4 2 OIK-3
: oOuanarens pabora
CamocrosiTenbHast
1.3 | OcHOBHBIE MOZIENH 3AIIUTHI HH()OPMALIH. 4 2 OIIK-3
pabora
14 W3ydeHne OCHOBHBIX MOJOXKEHHH mo 3amure uHpopmanuu: Jokrpuna| CamocrosTenbHas 4 6 OIK-3
"' | uadopmarmonHoii 6e3onacHoct Poccuiickoit @enepanu. pabora
OcHoBHble mnonoxkeHns @enepanbHoro 3akoHa "OO uHpopManuy,
“HPOPMAMOHHBIX TEXHOJIOTHAX ¥ O 3amuTe nHpopmanuun" ot 27.07.2006
CamocrosiTesbHast
1.5 |N 149-®3. OcHoBHble HPUHLUNBI U TPEeOOBaHUS K CHCTEME 3alUThI aGora 4 6 OIIK-3
JTaHHBIX. p
Pou 1 OTBETCTBEHHOCTD YYaCTHUKOB CHCTEMBbI 3aIIUTHI JAHHBIX.
Pazpen 2.
OCHOBBI 321IMTHI HH(POBBIX JAHHBIX B KHOepPNPOCTPAHCTBE
Buj 3ansitus / Cemectp /| KonnuectBo
Ne HauMmeHoBaHHe TeMbl, KPaTKoe COAep:KaHue Komnerenuuu
pabotsl / popma ITA Kypc 4acoB
INonsite u BuAbl yrpo3 MHGOPMAMOHHOH 0€30MacHOCTH. YA3BUMOCTH.
2.1 yrp top JIexIMoOHHbIE 3aHATHS 4 2 OIIK-3
VrpaBneHue ys3BUMOCTSIMU.
CamocTosiTenpHas
2.2 | KomnbrorepHble araku. Buabl u KilaccuHKaIis KOMIIBIOTEPHBIX aTakK. paora 4 2 OIIK-3
. CamocTosiTenpHas
2.3 | Opranum3zaums napospHOit 3amuThl. [laponsHble aTaky. pabora 4 2 OIlIK-3
24 IlpoBepka HaAEKHOCTH MNAPOIBHOH 3aIUTBl C  MCIIOJIb30BaHHEM [Mpaxtiyeckue 4 5 OIK-3
" | Bcrpoennsix nHcTpymeHToB Kali Linux. 3aHATHS
. [IpaxTuyeckue
2.5 | W3yuyeHune OCHOBHBIX MHCTPYMEHTOB JUISl BBISBICHUS yI3BUMOCTEH. p SaHSTHS 4 2 OIIK-3
26 OCHOBHBIE THUIBI yrpo3 W WX Kiaccuukanus. Yrpossl 0e30macHOCTH CamocTosTenpHast 4 ] OIK-3
" | obnaunbIx cepBucoB. pabora
Krnaccudukanumst ys3BUMOCTeil. YA3BUMOCTH OHNEPAILIMOHHBIX CHCTEM,
. CamocrosiTenbHast
2.7 | mpunoxeHuil. aGota 4 4 OIIK-3
CeTeBOro 000PyI0BaHus M IPOTOKOJIOB. P
2.8 | KomnbloTepHble aTaku Ha O€CIPOBOJHBIC CETH U MOOMIIBHBIC YCTPOUCTBA. CamocTosTenpHast 4 6 OIIK-3




Artaku Ha BeO-IPUIIOKEHUS U 0a3bl TaHHBIX.
ATaku Ha CUCTEMbI YIPaBJICHHUS TOCTYIOM U MapOJISIMH.

pabora

Paznen 3. KOMH]:]OTepH]:Ie BUPYCHI. OcHoOBHBIE NPUHIUIIBI 1€TEKTUPOBAHUS BPEIOHOCHOI'0 MPOrpaMMHOI0 odecmeyeHust

(BIIO)
Buna 3ausitus / Cemectp /| KonmuectBo
Ne HauMeHoBaHHe TeMbl, KPaTKOe COAep:KaHue Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB
31 Buzmel ¥ uCTOpHS pPa3BHTHS KOMIBIOTEpHBIX BHpYcoB. CoBpemeHHble| CamocTosTenbHas 4 5 OIK-3
"7 | renpenumy npuMeHeHHs KOMIBIOTEPHBIX BUPYCOB. pabora
32 [puniun pabotsl aHTUBHPYCHBIX mporpaMM. CrnocoObl nerekrupoBaHusi| CamocTosTenbHas 4 5 OIK-3
’ BPEIOHOCHOTO nporpammHoro obecneuenus (BI10) pabora
CamocTosiTenpHas
3.3 | BpenoHocHOE porpaMMHOE 00eCTIeYeHHE U METOBI eT0 00HAPYKEHUSL. pabora 4 6 OIIK-3
CurHaTypHbIil aHaJIU3 U 9BPUCTHYECKUH aHanu3 st oOHapyxkeHus BI1O.
CamocTosiTenpHas
3.4 | OGnapyxeHHe U yAaJCHUE PyTKUTOB U TPOSHCKHUX MIPOTPaMM. aGora 4 8 OIIK-3
OO6Hapy»eHue U OJIOKMPOBKa (PUIIMHIOBBIX aTaK. P
Pa3nen 4. Opranu3sanus 3aliMThI MEPCOHAIBHBIX JAHHBIX
Buj 3ansitus / Cemectp /| KoauuectBo
Ne HaumeHoBaHHe TeMbl, KpaTKoOe COAep:KaHHE Komnerenuun
pa6otsl / popma ITA Kypc 4acoB
41 Iepconaneubie pannbie (I1H). Buapl, knaccudukaims nepcoHamIbHBIX CamocTosTenpHast 4 5 OIK-3
) nansbIX. [Topsgok o6paborku I1/1H B MHGOPMALIMOHHBIX CHCTEMAX. pabora
OCHOBBI 3aKOHOJATENbCTBA O 3aIlUTE MEPCOHANBHBIX NaHHbBIX: [IpaBa
CamocTosiTenpHas
4.2 | cyObeKTOB MepCOHANBHBIX AaHHBIX.OTBETCTBEHHOCTh 3a HapyIlICHHE aGora 4 4 OIIK-3
3aKOHOZATEJIbCTBA O 3AIIUTE IIEPCOHAIBHBIX JaHHBIX. P
OOpaboTKa IEpCOHANBHBIX MJAHHBIX: TEXHHYECKHE MEpHl  3allUTh
MEPCOHANIBHBIX AaHHBIX. OCOOCHHOCTH 3aIUTHI MIEPCOHANBHBIX NaHHBIX B
IIpaxTyeckne
4.3 |pasznuuHbIX OTpacisix SKOHOMUKU. OCHOBBI M MpPaKTHKa OT3bIBA COIVIACHUS SAHSTHS 4 2 OIIK-3
Ha 00pabOTKy NpeKpaTuTh 0OpPabOTKYy CBOMX IEPCOHAIBHBIX JAHHBIX Y
oneparopa [1/1H.
Paznen 5. Opranu3zanusi 3amuThl HHGopMauu B MHGOPMAIMOHHBIX CHCTEMAaX
Buj 3ansitus / Cemectp /| KonmuectBo
Ne HauMmeHoBaHHe TeMbl, KPaTKoe COAep:KaHue Komnerenuuu
pabotsl / popma ITA Kypc 4acoB
5.1 | MadopmannoHHbIe CHCTEMBI M OPraHU3aLs 3aIUTh HHPOpMaLnK B HUX. | JIEKIIMOHHBIC 3aHATHUS 4 2 OIIK-3
59 VYnpaBneHne [OCTYIIOM M KOHTPOJb aBTOpH3alMy B WHQopManuoHHEIX | CamocrosiTenbHas 4 4 OTK-3
| cucremax. pabora
53 OCHOBHbIE ~ HPHHIMIBI M MeTOmsl  3ammrThl  uHpopmaimu B|  CamocTosTenbHas 4 6 OIK-3
"~ | uH(OPMAIIMOHHBIX CHCTEMAaX. pabora
54 IIporpammuble cpexcTBa 3amuThl HHpopManuu B uHpopMmanuoHHbIX | CaMocTosTenbHas 4 6 OIK-3
’ cUcTeMax. pabora
55 OOyueHHe TmepcoHaja M IIOBBILICHHE OCBEIOMIEHHOCTH B Bompocax| CamocTosTensHas 4 6 OMK-3
’ UH(pOPMALIMOHHOI 0€30MaCHOCTH. pabora
Pa3nen 6. OcHoBBI KpUNTOrpaguuecKkoii 3alMThHI H OPraHU3ALMS UCIOIb30BAHNS 3JIeKTPOHHBIX NOANHUCEH.
Buj 3ansiTus / Cemectp /| KoanuectBo
Ne HaumeHoBaHHe TeMbl, KPaTKOe COAep:KaHNe Komnerenuuu
pa6otsi / popma ITA Kypc 4acoB
Mertonpl u cpenctBa  Kpunrtorpaduueckoil  3amuThl  MH(OPMAIHH.
A pei P pac m bopman [IpakTryeckue
6.1 |Ilpunimmel  QYHKIHOHHPOBAHUS OCHOBHBIX  KPHUNTOTpadHueCcKhX ARSI 4 2 OIIK-3
AITOPUTMOB.
OnexrporHas nogmuch (DI1). OcHoBuble mousaTHs 1 Buabl DII. [Topsmok
CamocrosiTesibHas
6.2 |Bemaun u nposepku DIl ocobennoctu nmpumeHerus OIl B 3neKTpoHHOM aGora 4 2 OIIK-3
JTIOKyMEHT0000pOTE. P
63 Kpunrorpapuueckue mnpoTokonsl ¥ uX npuMeHenue. XsmmpoBanue u| CamocrosTenbHas 4 6 OIK-3
"~ | uupoBbIC MOAMTUCH. pabora
6.4 IOpuanueckne acrieKThl HCTIONIB30BAHUS AJICKTPOHHBIX HOAIUCEH. CamocrosiTenbHast 4 3 OIK-3
"' | Be3omacHOCTh XpaHEHUs U Mepeiaun Kirodei mudposaHus. pabora
AyteHTH(uKanus W HACHTH(UKAINS B CHCTEMax C HCIOJIb30BAaHHEM
6.5 |IeKTPOHHBIX TOIITHCEH. CamocrosiTenbHast 4 3 OIK-3
"~ | YnpaBnenue kmouamm u cepTudukaraMu B CHCTEMAax C DJIEKTPOHHBIMU pabora

NOAIIHUCAMU.

Paznen 7. OcHOBBI 0€301aCHOCTH 00bEKTOB KPUTHYECKOH
uHGOpPMALMOHHOI HHPPACTPYKTYPBHI.




Bun 3ansitus / Cemectp /| KonmuectBo
Ne HaumeHnoBaHue TeMbl, KPAaTKOe coep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB
OOBEeKTBl U CYOBEKThl KPUTHUECKOH MH(OPMALMOHHONH HHPPACTPYKTYpHI
Y P opma bpactpyxTyp CamocrosiTenbHast
7.1 | (KHI) Ipenbssnsemsle TpeOoBaHus k obecneuenuto 6e3onacuoctu KMH. aGora 4 2 OIIK-3
IIpoBenenue kareropupoBanuss KHU. P
locynapcTBeHHass — cucrema — OOHAapyXeHHMsT M HPEayNpexICHHs
yaap Py PEAYIPEA CamocTosiTenpHas
7.2 | xommeiotepHbix arak [ocCOIIKA. Ilenu wu 3amaun  [oCOIIKA. aGota 4 2 OIIK-3
TexHH4ecKkoe OCHAILCHUE U TIEPCOHAI. P
73 3aKkOHOJATENbCTBO M HOPMATHBHBIE akThl B oOnacTu OesomacHocTH| CamocTosTenbHas 4 6 OMK-3
"~ | 0OBEKTOB KpUTHUYECKOW HHDOPMAIIMOHHON HHPPACTPYKTYPHI. pabora
74 OpraHu3anMoHHbIE  Mepbl  0e30MacHOCTH  OOBEKTOB  KPHUTHUECKOM CamocTosTenpHast 4 4 OIK-3
" | undopmanmonHoit uappactpykTyphI. pabora
75 MoOHHUTOPUHT W ayAuT  OE30MacHOCTH  OOBEKTOB  KPUTHYECKOM CamocTosiTenbHas 4 4 OIK-3
| undopmanmonnoit uappacTpykTyphl. pabora
76 MeToapl U CPEACTBA 3allUThl OOBEKTOB KpUTHYECKOW HH(popManmoHHoi| CamocrosTenbHast 4 2 OIK-3
" | uadpacTpyxrypsL. pabora
Pasnen 8. Opranuszanus aynura uH(GOPMaLIHOHHOI 0€30MaCHOCTH
Bun 3ansiTus / Cemectp /| KonmuectBo
Ne HaunmenoBaHue TeMbl, KpaTKoe coJepKaHne Komnerenuun
pab6otsl / popma ITA Kypc 4acoB
Aynut undopmanronHoi Oe3onacHocTH. Buasl ayaura, npegHasHadeHUE
YA bopva /AL ayJTa, Hpe CamocTosiTenpHas
8.1 |u ocobenHoctu mposenenuss Ayaura MbB. Puck-meHemxMeHT (Monenb 4 2 OIIK-3
pabora
yrpo3). --
3.2 MeTo/bl M HHCTPYMEHTBI JUIsl aHaJIn3a PUCKOB HH(POPMAIMOHHBIX cucteM.| CaMocTosTenbHast 4 p OIK-3
| Co3nanune mozmenu yrpo3 Ha mpennpusTam. pabora
CamocTosiTenpHas
8.3 | MOHHUTOpPHUHT U ayAuT 6€30MacHOCTH HH()OPMAIIMOHHBIX CHCTEM. pabora 4 8 OIIK-3
CamocTosiTenbHas
8.4 | MOHUTOPUHT U ayTUT 6€30MaCHOCTH MH()OPMAIIMOHHBIX CHCTEM. pabora 4 4 OIlIK-3
. . aMOCTOSITeIIbHAS
8.5 | BeinosiHeHMeE 3a1aHMi ¢ ucnoyib3oBanueM LibreOffice. C Opa%OTZ 4 43 OIIK-3
Paznen 9. [IpomeskyTouHasi aTTecTAIUS
Buj 3ansiTus / Cemectp /| KonmyectBo
Ne HaumMeHoBaHHe TeMbl, KPaTKoe CoAepKaHue Komnerenuuu
pa6otsl / popma ITA Kypc 4acoB
9.1 |IloaroroBka K MPOMEKyTOYHOH aTTeCTaLlUU DK3aMeH 4 9 OIIK-3

4. ®OHJ OHEHOYHbBIX CPEACTB

CrpykTypa u conepkaHue (OHAA OLEHOYHBIX CPEACTB A TNPOBEACHUS TEKYLIEro KOHTPOIS M IIPOMEXYTOYHON aTTecTalHuu
npencrasieHsl B [Ipunoxennn 1 x pabodeit mporpaMMe TUCIUTUIHHBL

5. YYHEBHO-METOAUYECKOE 1 THO®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. Ylle6m>le, HAy4YHbI€ U METOAUYECCKHUE U3TaHUA

ABTODBI,
COCTaBHUTEIU

3arnaBue

I/IBJIaTCJTLCTBO, rona

Bubnuoreka /
KomuuecTBo

Pynenkos H. A.,
IIponerapckuit A. B.,
CwmupHoBa E. B.,

TexXHONOrHY 3alUTHl HHPOPMALIHH B
KOMITBIOTEPHBIX CETSAX: y4eOHoe mocobue

Mocksa: HarnonanbHBIH
OTKpHITHIN YHUBEPCHUTET
«MHTYUT», 2016

OBC «YHuBepcuTeTcKas
OubnmoTeka oHIaANH)

CypoBos A. M.
2 Becraux MHcTuTyTa 3aK0HOAaTENbCTBA U IpaBoBoii | Mpkytck: MHCTUTYT OBC «VYHuBepcuTeTCKas
uHpopmanun uMenn M.M. CriepaHCKOro: )XypHa 3aKOHO/IATEIHCTBA U OHMOJIMOTEKA OHIIAH»
MpaBoOBOM MH(pOPMALIUH,
2017
3 Kosanes /I. B., Mudopmannonnas 6e30macHoCTb: yueOHoe nocodue | Poctos-ua-J{ony: FOxHbIH OBC «YHuBepcureTckas
borganosa E. A. (benepanbHbIi 6ubnuoTeka oHIaNH»
yHuBepcuter, 2016
4 Karanosa, T. H., HudopmanmoHHas 6e301MacHOCTb: 1a00paTOPHBIH ITepmb: [lepmckuit 9BbC «IPR SMART»

lankuna, JI. C.,
XKnanos, P. A.

MPaKTUKYM

rocyAapCTBEHHBIN
TYMaHUTapHO-
elaroru4eckuit
yHuBepcuret, 2018




ABTODBI,
COCTaBUTEIU

3arnnaBue

I/I3I[3.T€HI>CTBO, rog

bubauoreka /
KomuecTBo

Iunos, A. K.

VYnpaeienue HHPOPMAIIMOHHOI 6€30M1aCHOCTBIO:

yueOHOe nocobue

PoctoB-Ha-/lony, Taranpor:
WznarensctBo FOxHOTO
(benepaiabHOTO
yHuBepcureta, 2018

9BC «IPR SMART»

Ky6amesa E. C.,
Manamxkesnu U. A.,
Yexynaesa E. H.

Wudopmarika 1 BEIYACIUTEIbHAS TEXHUKA.
HudopmanronHas 6e300acHOCTh
ABTOMAaTH3UPOBAHHBIX CUCTEM: Y4eOHO-
METOJJMYECKOE ITOCOOUE K MPOXOXKICHUIO
HPOM3BOACTBCHHOM NMPAKTUKU: y4eOHO-
MeToJH4ecKoe ocooue

Womkap-Ona: [ToBomkckuii
rOCyHapCTBEHHBIN
TEXHOJIOTMYECKUH
yausepcuret, 2019

OBC «YHuBepcureTckas
OuOIMOTEKa OHJIAHY

BUT. buznec & MHpOpMaOHHBIE TEXHOIOTHHI:

JKypHaI

Mocksa: Ilonoxesen u
naptHepsl, 2019

OBC «YHuBepcureTckas
OubnmoTeKa OHIANH»

5.2. IIpoeccnonanbHbIe 6a3bl JAHHBIX U HH(OPMAINOHHBIE CIPABOYHBIE CHCTEMBI

MNudopmanmonnas crnpaBoyHas cucrema "Koncynsrantllmoc"

baza nannbix denepaiabHO CITy)KOBI O TEXHUYECKOMY U 3KcriopTHOMY KoHTpoutto (DCTIK Poccun) https://fstec.ru/

basza maHHBIX MEHCTBYIOMMX CTaHIAApTOB IO Hampaeienuto "MHpopmanmonnas bezomacHocTs" https://www.gost.ru/portal/gost/home/
standarts/InformationSecurity

5.3. [lepeyenn MporpaMMHOro odecredeHust

Onepanuonnas cucrema PEJ] OC
LibreOffice, Kali Linux

5.4. y‘leﬁHO-MeTO}ll/l‘IECKI/le MaTepuaJbl 1151 06y‘lalOIIIl/IXCﬂ C OrpaHUYE€HHBIMHU BO3MOKHOCTHAMM 3/10POBbA

IIpu HEOOXOAMMOCTH 1O 3aSBICHUIO 00YYAIOIIETOCS ¢ OTPAaHHMYCHHBIMHA BO3MOXKHOCTSAMH 340POBbS yUeOHO-METOIUUECKHE MAaTEPUAIIbI
HPENOCTaBIAIOTCS B (hOpMax, aJanTHPOBAaHHBIX K OIPAHMYEHHSM 30POBbS M BOCHPHUATHA MH(popManuu. s ML ¢ HapyIICHUSIMH
3peHus: B Gopme ayauodaiiia; B meyaTHOH GopMme yBENHUeHHBIM MpH(TOM. 11 JIHI] ¢ HApYIICHUAMH CIyXa: B (hopMe IEKTPOHHOTO
JOKyMEHTA; B Ie4aTHOH ¢opme. J[is uIl ¢ HapymIeHUSIMHA OIIOPHO-JBUIATEIIFHOTO ammapara: B ()opMe 3JIeKTPOHHOTO JOKyMEHTa; B
neyaTHou opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHUE IUCIIUITJINHBI

IMomemenust s BceX BUAOB padoT, MPEIXyCMOTPEHHBIX YYEOHBIM IUTAaHOM, YKOMIICKTOBAaHBI HEOOXOOMMOW CHEIHAIM3HPOBAHHON
y4eOHOIT MeOeIbI0 U TEXHHYECKUMH CPEICTBAMH 00y ICHUSI:

- CTOJIBI, CTYJIBS;

- MEPCOHATBHBIN KOMITBIOTEP / HOYTOYK (TMTIEPEHOCHOI);

- POEKTOP;

- 9KpaH / HHTEepaKTUBHAS JJOCKa.

IMomemeHust AT CaMOCTOSTEIBHON PabOTHl 00YYAIOIINXCS OCHAIICHBI KOMITBIOTCPHOH TEXHUKOW C BO3MOKHOCTBIO TONKITIOUYEHHS K
cetn "MHTepHET" M1 0OECTIEUCHNEM JIOCTYTIA K SJIEKTPOHHON HH(DOPMAIIMOHHO-00pa30BaTeIbHON cpee.

7. METOAUYECKHUE YKA3ZAHUSA JJIS1 OBYYAIOIIUXCSA 11O OCBOEHHUIO JTUCITUITJINHBI

Meroandeckue yKa3aHHS 10 OCBOSHHIO AUCIUIUIIHEI peicTaBieHs! B [Ipunoxennn 2 k pabodeil mporpaMMe JTUCIIUIIIHHEL




®OH/J OHEHOYHBIX CPEJACTB
1 Onucanue mnokaszarejeii W KpUTepHEeB OLEHUBAHUSI KOMIIETEHIMH Ha pa3jJMYHBIX 3Tamax MHX
(opMHupoOBaHus, ONIMCAHUE KA OLlEeHUBAHUS

1.1 Tloka3zaTenu M KpUTEPUH OLIEHUBAHUS KOMIIETEHIIU:

IIpunoxenne 1

3VH, COCTAaBJISAIONIME
KOMIIETEHIIHIO

ITokazaTenu olieHUBAHUS

Kpurepuu oneHnuBanus

CpencTsa OolleHUBaHUS

OIIK-3: CnocobeH pemaTh CTaHAApPTHBIE 3aJa4yd NPO(ecCHOHATBHON IeATeNbHOCTH Ha OCHOBE HH(OPMAIMOHHON W
Ooubnuorpaduueckoil KyJbTypbl ¢ IPUMEHEHHEM MH(OPMalOHHO-KOMMYHHKALMOHHBIX TEXHOJIOTHH U C Y4€TOM OCHOBHBIX
TpeboBaHM WH()POPMAITMOHHOHN 6€301TaCHOCTH;

3HaTh npuHIHIE paboTel | OmuceiBaeT  cnocoOsl  perneHus | [1omHETH, pasBépuyTsIii | Ompoc (Bompocs! 1-57)

COBpPEMEHHBIX CTaHIAPTHBIX 3a1a4 | OTBET HA MOCTaBICHHBIN

TEXHOJIOTUN o0ecriedeHus | mpoheCCHOHANBHON NEeATeNIbHOCTH B | BOMIPOC, n3noxkeHue | Bormpockl Kk 3K3aMeHy

nH(pOpMAITMOHHON obmactu uHPOPMAITHOHHOM | MaTeprana mpu oTBere — | (Bompock 1-19)

0e30macHOCTH npu | 6ezomacHOCTH TpH (HOPMHUPOBAHUM | TPAMOTHOE UM JIOTHYECKH

pelieHuu 3a/1a4 | CHCTEMBI 3alIUThl MHPOPMAIIUU TIPH | CTpOHHOE

poecCHOHATBHOM OTBETE Ha BOIIPOCHI

JEeSITETLHOCTH

YmeTs pemats | AHanmusupyeT coctosHue cuctemsl | [lomrota m mpaBmibHOCTH | [IpakTHko-

CTaHJapTHBIE 3aJlaud | 3amuThl MHQOPMAIIMY, BBISBIISET €€ | pereHus MPaKTUKO- | OpPUEHTUPOBAHHBIE

PO eCCHOHATTEHOM VSA3BUMBIE MeECTa H OIpenesieT | OpUEHTHPOBAHHOTO 3aganus (3aganus 1-5)

JESITETFHOCTH C yYETOM | HalpaBICHHS ee | 3amaHus nmn | IlpakTuko-

TpeOoBaHMH COBEPIICHCTBOBAHUS IIPH | IPAKTUIECKOTO 3aJaHUS OpUEHTHUPOBAHHBIE

“H(OPMAITUOHHOM BBITIOJTHEHUN MPaKTHKO- 3alaHusl K = JK3aMeHy

0e30macHOCTH OPHEHTHPOBAHHOTO u (3amanus 1-23)
MIPAKTHYECKOT0 3a/laHuUs

Bnanets HaBbikamu | Mcronmb3yeT wmeToapl U cpenctsa | OOOCHOBaHHOCTH u | IIpaktuxo-

WCTIONIb30BaHUsI CITIOCOOOB | 3amuThl nH(pOpMaITUN B | mpaBUIIBHOCTE  OOpalieHus | OpUSHTUPOBAHHBIC

W CpPEACTB  3allUTHI [ COOTBETCTBHUH c MPaBOBBIMH | K HOPMATUBHBIM | 3amanus (3amanus 1-5)

nHpOpMaIUH IIPH | HOpPMATUBHBIMHU aKTaMHu U | ucrounnkaMm, wmetomaM u | [Ipaktuko-

pereHuu 3a/1a4 | HOpMAaTUBHBIMU METOJMYECKUMH | CPEJCTBAM MIpU | OPUECHTUPOBAHHEIE

poecCHOHANBHOM nmokymentamun  DOCBb  Poccum | BEIMOHEHHH MPaKTHKO- | 33aHUsI K  DK3aMeHy

JeSATENbHOCTH ®CTIK Poccun mpu BBITIOIHEHWH | OpUEHTHPOBAHHOTO u | (3amanus 1-23)

MPAaKTUKO-OPUEHTHPOBAHHOTO u
MIPAKTUYECKOTO 3a1aHuUs

MPAKTUYCCKOI'0 3alaHnd

1.2 IIxasbeI olleHNBaHHS
Texyuuit KOHTPOJIb YCIIEBAEMOCTH U MTPOMEKYTOUHASI ATTECTALMsl OCYLIECTBISETCA B paMKaX HAaKOMUTEIbHON
OaIbHO-PEUTHHTOBOM crcTeMbl B 100-0amipHOMN mIKane:
84-100 GannoB (OIEHKA «OTIUIHOY)

67-83 0a/muIoB (OIIEHKA «XOPOIII0Y)

50-66 6amioB (OlIEHKA «YOBIETBOPUTEITHHOY)

0-49 GaiioB (OIIEHKA «HEYIOBICTBOPHTEIHHO )

2 TunoBble KOHTPOJIbHBIE 32JaHUS UJIM MHbIE MAaTePUAJIbl, HEO0XOAUMBbIE [IJIsl OEHKU 3HAHUH, YMEHMH,
HABBIKOB U (MJIM) ONbITA JAEATEJbHOCTH, XapaKTePU3YIIUX ITanbl (JOPMHUPOBAHUS KOMIIETEeHU Ui B
npoiecce 0CBOEHNsI 00pa30BaTeILHOI MPOrpamMMbl
Bonpocsl k 3k3ameHy
1. [TonsTre u Buabl nHGOpManuu. Buasl 3anumaemoit undopmarmn. OCHOBHBIE TIOJXOIbI B 3aIITUTE

HMH(pOpMAaLINH.

ok wnN

Yrpo3sl. Busiel u knmaccudukanus yrpos.
Vsa3pumocTr. Bupl ys:3BUMOCTEN, TOMCK U BBISIBICHUE YSA3BUMOCTE.
ATtaka. OCHOBHBIE BUJIBI KOMITBIOTEPHBIX aTaK, MX KIACCUPUKALIUS.
AKTHBHBIE U TACCUBHBIE aTaku. Buabl peanusanuu aTak.

Mognens noctpoenus ataku Cyber Kill Chain. Marpuna MITRE ATT&CK. Ilpeanasnadyenue, cocras,

CoJIepKaHNUE OCHOBHBIX ITAMOB (TAKTHK).
1. KommnbrotepHsie BUpYyChl. Bubl KOMIIBIOTEPHBIX BUPYCOB. METOIMKH OOHAPYKEHHS U 3aILUTHI OT
KOMITBIOTEPHBIX BUPYCOB.




8. [TaponbHas 3amura. [laponbHble MeTOABI ayTEeHTU(GUKALNU TT0Jb30BaTeneld. OCHOBHbIE (PaKTOPHI,
BIIMSIIOIME Ha KPUIITOCTOMKOCTh MapoJIsl.

9. Crnioco0b1 naeHTHU(UKauUs 1 ayTeHTH(GuKanuu (moas3oBareneit). JByxdakropHas u MHOro(akTopHast

ayteHTudukamnusa. CriocoObl 00xo1a ayTeHTHU(HUKAIIH.

10.  Bupasl u criocoObl peann3ay MaposIbHbIX aTak.

11. [Tepconanpusie nanusie (I1/{H). Buasr nepconanpabix gaHHBIX. CrIoco0b1 00pabOTKH EPCOHATBHBIX

JTAaHHBIX.

12. 3amura nepcoHanbHbIX AaHHBIX ([1JIH). Yponu 3amumennoctu [1/1H.

13.  Kpunrorpadus. Kpunrorpadguyeckue KI04YH U anroputMsl. Buasl mudpoBanus.

14, OnekrponHas noanuck (D). Buaer u npegnaznauenue D11. [IpuHnun GyHKIIMOHUPOBAHMS, TOPSIOK

Bbi1aun OI1.

15. Kpurnueckas napopmarnmonnas uappactpykrypa (KUN) — oO0beKThI, CyOBEKThI, KPUTEPHUH,

onpeAeIsone npuHaie:kHoCTh K KU

16. Copepxanue u nopsaok 3tanoB kateropupoanust KUU. Kpurepuu u nokaszareian 3HaYUMOCTH.

17. I'ocCOIIKA. Ilpeana3znaueHue, periaemMble 3aJa4i U HalpaBJIE€HUE J1€ATEIbHOCTH.

18. OcHoBnble porpamMmmHo-anmnapaTtHbie cuctembl 'ocCOIIKA. CoctaB, npeiHazHaueHUeE.

19. SIEM-cucrema. Ilpeanasnayenue, npuMeHEHUE, OCHOBHBIE peIlIaeMbIe 3a1a4H.
I[IpakTHKO-OPHEHTHPOBAHHBIE 32/IaHUS K IK3aMeHY

1. [Ipoananu3upyiiTe 3aKOHOAATEIBCTBO, PETYIUPYIOIIEE JTUIICH3UPOBAHNE B 0OJIACTH 3aIIUTHI

nHpopMmanuu.

2. Onummre nporeaypy MoJydeHuUs JIUICH3UH Ha OKa3aHUe YCIYT B 00J1aCTH 3alIUThl HHPOPMAIUH.

3. Pa3paboraiiTe mian AeiicTBUI MO MOATOTOBKE U M0/1a4Ye TOKYMEHTOB IS JTUIICH3UPOBAHUSI.

4. Onummre nporeaypy MoMydeHuUs JIUIICH3UH Ha OKa3aHUe YCIYT B 00JIaCTH 3alTUThl HHPOPMAIUH.

5. Pa3paboraiiTe mian AeicTBUIA MO MOATOTOBKE U M0/Ia4Ye TOKYMEHTOB IS JTUIICH3UPOBAHUSI.

6. Onpenenurte CyIHOCTh U COJIEPIKaHNE KOMMEPUYECKOH TallHbI B COOTBETCTBUU C

3aKOHOAATEIHCTBOM.

7. Onummre npaBa 1 003aHHOCTU CTOPOH TPU OXPAHE KOMMEPYECKON TaifHBbI.

8. Pa3paboraiiTe nporenypy onpeaeacHus CucKa CBeIeHUH, COCTABISIIOIINX KOMMEPUYECKYIO TalHy.

9. Onwummte mpaBa U 00s13aHHOCTH CyOBEKTa EPCOHAIBHBIX JaHHBIX U OTlepaTopa, 00padaThIBAOIIETO

MepPCOHAbHBIE TaHHBIE.

10. PaspaboraiiTe nmporenypy 3alIUThl IEPCOHATBHBIX IAHHBIX B OPTaHHU3AIIHH.

11. Pa3pabotaiiTe monoxxeHue 06 06pabOTKe M 3alTUTE IEPCOHATBHBIX JJAHHBIX B OPTaHU3aIIUH.

12. OnuimTe OpraHu3alMOHHBIE MEPOIIPUSATHS, HEOOXOAUMBIE JIJIsi 00€CTIeUeHHUS 3alUThI

nH(popMaIuu.

13. PazpaboraiiTe nponeaypy KOHTPOJISE COCTOSIHUS 3aIIUTHI HHPOPMAIIUH.

14, PazpabotaiiTe nponieaypy pa3paboTKH MOJTUTHKHA O0€30MTaCHOCTH TIPEATIPHUSATHS.

15. Onumute TpeOOBaHUSA K 3aITUTE MEPCOHATBHBIX JAHHBIX B AJIEKTPOHHBIX KOMMYHUKAITUSX.

16. Pa3paboraiiTe pekoMeHaaIMu 10 00ecTeueHNIo 6€30MacCHOCTH Mepeladl MePCOHATbHBIX TAHHBIX

yepe3 MIHTepHeT.

17. Pa3paboraiiTe pekoMeHAaIMH 10 3aIIUTE TePCOHATBHBIX JAHHBIX B COI[MAIBHBIX CETIX U

MOOHITEHBIX TPUITOKEHUSIX.

18. Onumure TpeOOBaHMS K 3alIUTE EPCOHAIBHBIX JAHHBIX B 00JAYHBIX CIY»KOaX U OOJBIINX

JTAaHHBIX.

19. Pa3paboraiiTe pekoMeHAaINU 10 00ecTIeYeHII0 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX B 00JIaYHBIX

ciryx)0ax v OOJIBIINX JaHHBIX.

20. Onumure TpeGOBaHMS K 3aIIUTE EPCOHAIBHBIX JaHHBIX B UCKYCCTBEHHOM MHTEJIEKTE,

OMOMETPUU U UHTEPHETE BEILEH.

21. Pa3paboraiiTe pekoMeHAaMK 1Mo 00ecTeyeHnIo 6€30MacCHOCTH MEPCOHATBHBIX TAHHBIX B

HCKYCCTBEHHOM WHTEIICKTE, OMOMETPUU ¥ HHTEPHETE BEIICH.

22. Onumure TpeOOBaHMS K 3aIUTE TEPCOHAIBHBIX JAaHHBIX B BHICOHAOTIOICHHH.

23. PaspaboraiiTe pekoMeHIAIMH 110 3aIIUTE TIEPCOHATBLHBIX JAHHBIX B BHICOHAOIOICHHH.

DK3aMEHAIIMOHHOE 3aJjaHie BKIIOYaeT 2 TeopeThdeckux Bompoca (paszen «Bompocel k sk3ameHy») u 1
MPAKTUKO-OPUEHTHPOBAHHOE 3ajaHue ((GopMHupyeTcss U3 MepeyHs 3aJaHui, NPEACTaBICHHBIX B paszene
«IIpaKkTHKO-OpUEHTHUPOBAHHBIE 33aJITaHUS K DK3AMEHY).

Kpurepun oueHuBaHus:



MaxkcrManbHOE KOJIMYECTBO 0a/UIoB 3a 3k3aMeHalonHoe 3aganue — 100 (30 0amioB MakcHUMaIbHO 3a Ka)Iblil
TEOpEeTHUECKHI Bompoc, 40 6aJIJIOB MAaKCUMAJIBHO 3a MPAKTHKO-OPUEHTUPOBAHHOE 3aJaHHE).
Kpumepuu oyenusanus 00Ho20 meopemuuecko2o 6onpoca:
— 25-30 OamnmoB  BBICTABISIETCS  CTYICHTY, €CIM  M3JIOKCHHBIA ~ MaTtepual  (aKkTHUECKH  BEpeH,
IIPOAEMOHCTPUPOBAHBI I'NTyOOKHE HCUEPNbIBAIOIINE 3HAHHSI B 00beMe MPOiIeHHON MPOrpaMMbl B COOTBETCTBUU
C TIOCTaBJICHHBIMHU NPOTPAMMOH Kypca METsMH M 3ajadaMi 0OydYeHHsI, M3JI0’)KEHHE MaTepuajja Ipu OTBETE -
I'PaMOTHOE U JIOTUYECKU CTPOHHOE;
— 20-24 6anyoB BBICTABISIETCS CTYJACHTY, €CIIH IMPOJIEMOHCTPUPOBAHBI TBEP/bIE U JOCTATOYHO MOJTHBIC 3HAHHS
B 00bEMe MPOWJICHHON MPOTrpamMMbl TUCIHUIUITMHBI B COOTBETCTBHH C LESIMH OOYUYSHHS, MaTepHall M3JI0KEH
JOCTaTOYHO IOJIHO C OTAEIbHBIMH JIOTHUECKUMH U CTUIIMCTUYECKUMHU MOTPEIIHOCTAMU;
— 15-19 OGamnoB BBICTABISETCS CTYAEHTY, €CIM NPOJEMOHCTPUPOBAHBI TBEpABIC 3HAHUS B O00BEME
MPOIIEHHOTO Kypca B COOTBETCTBHE C IIEISIMH OOYYEHUS, OTBET COJCPIKUT OTJIEIBbHBIC OIIUOKH, YBEPEHHO
UCIPABJICHHBIE NIOCJE JONOIHUTEIbHBIX BOIIPOCOB;
— 0-14 6anna BbICTaBISETCA CTYACHTY, €CIM OTBETHI HE CBSI3aHBI C BOIIPOCAMH, JOMYIICHBI TPYObIe OMNOKH B
OTBETE, MPOJIEMOHCTPUPOBAHbl HEIOHUMAaHKE CYIIIHOCTU HU3JIaraéMoro BOIIPOCA, HEYBEPEHHOCTh U HETOYHOCTb
OTBETOB Ha JIOTIOJIHUTENIbHBIE M HABOJSAIINE BOIPOCHI.
Kpumepuu oyenusanus npakmuxo-opuenmupo8anio2o 3a0aHusl:
— 35-40 6ayI0B BBICTABIISIETCS, €CIIM 33JaHUE PELICHO MOJIHOCTBIO, B MPEACTABICHHOM PELICHUH 00OCHOBAHHO
MIOJTyYCHBI PABUIILHBIC OTBETHI.
— 25-34 Ganna BBICTABIISICTCS, €CIH 3a/IaHUE PEIICHO MOJHOCTHIO, HO TIPU OTBETE JOMYIICHBI HE3HAYNTEIIHHBIC
OLIMOKHU.
— 11-24 Ganna BeICTaBIIETCS, €CIIH 3aJaHUE PELICHO YaCTUYHO.
— 0-10 6am10B BBICTABISETCS, €CIIU PEIIEHUE HEBEPHO MIIM OTCYTCTBYET.
UroroBelii pe3ynbrar (opMUpyeTCs W3 CyMMbl HaOpaHHBIX OajyIOB 3a BBIIOJHEHHE 3K3aMEHAIMOHHOTO
3aJJaHUs U COOTBETCTBYET ILIKaJE:
— 84-100 6amnoB (OIEHKA «OTIUIHOY)
— 67-83 OanoB (OLIEHKA «XOPOIIO»)
— 50-66 6aToB (OICHKA «YAOBICTBOPUTEIIHHOY)
— 0-49 6amnoB (oleHKa «HEYOBICTBOPUTEITHHOY)
Onpoc
WNudopmanus kak 00BEKT MPABOBOTO PETYIUPOBAHHUS.
Crpykrypa 3akoHoaTenscTBa PO B 061acT HHPOPMALIMOHHOM 6€30MacHOCTH U 3alIUThl HH(POPMALIUH.
OcHosable 11enu 1 Metobl obecnieuenus b P®. Mctounuku u Buas! yrpoz Ub PO.
OcHOBHbIE HamnpaBiieHUs obecrieueHust MHGOpMaIMOHHON 0€30aCHOCTH U 3aIluThl HHPopmanuu B PO.
CTpyKTypa opraHu3alliOHHON 3aIUTHl HHPOPMAITIH.
Buapl undopmaruu, 3anmuiiaeMon 3akoHoaaTebcTBoM PD.
[lepedens cBeeHni KOHUACHIMAIBHOTO XapaKTepa.
Opranuzanus paboThl CO CBEICHUSIMH, OTHECEHHBIMU K KOH(PHUIEHIIMATbHON HH()OpMaIUH.
[TpaBoBOIi peKUM 3aIUTH KOH(OUACHINAIBHOW HHPOPMALIHH.
0. Yrpo3sl yTeukn HHGOPMALIUH 110 TEXHUYECKHM KaHaJIaM.
1. ®opmsl 3amuaeMoi HHPOPMaIIHH.
12. OcHOBHBIE OOBEKTHI 3aITUTHI HHPOPMAIIUH.
13. Knaccugukaus TeXHIIECKHX KaHAJIOB yTEYKH HH(DOpMAITUH.
14. TexHuueckue MEPONPHUATHS M0 3alUTe HHPOPMALUU OT YTEUKH 10 TEXHUYECKUM KaHaJlaM.
15. OpraHu3anmoOHHBIE MEPOTIPUATHS IO 3aLIUTE HHPOPMALIUU OT YTEUKH MO TEXHUUECKUM KaHaJlaM.
16. Knaccudukaruu yrpo3 6€30macHOCTH HHPOPMAIMKA B HHPOPMAIIMOHHBIX CHCTEMaX.
17. TpebGoBaHMs K OpraHU3aLWH 3AIUTH HHPOPMALUU B HH(OPMAIIHOHHON CHCTEME.
18. dopmupoBanue TpeOOBaHUH K 3anTUTe HHGOPMAITMH B HHHOPMAITMOHHOW CHCTEME.
19. Ob6ecneuenue 3anUThl HHHOPMAIMH B XO/I€ IKCIUTyaTaIli HHPOPMAIIMOHHON CUCTEMBI.
20. TpeboBaHus Kk MepaMm 3alIUTHI MHPOPMAIINH, COoNIEepIKaleiicss B MHPOPMAIIHOHHOM CUCTEME.
21. OmpenereHne Kiacca 3alUIICHHOCTH HHPOPMAITMOHHON CHCTEMBI.
22. JluueH3upoBaHHE B 00JIACTH 3aIIUTHI HH(OOPMALIUH.
23. CTpyKTypa CHCTEMBI TOCYJapCTBEHHOTO JTUIICH3UPOBAHUSI.
24. Tlopsaok MpoBeAEHUs JTMIECH3UPOBAHHUS.

RBRBowoo~NoO~wNE



25. OCHOBHBIE JIMIIEH3NOHHBIE TPEOOBAHUS M YCIOBHS B 00JIACTH 3aIIUTH HH()OPMAITUH.
26. IlepevyeHb BUIOB ACSITEIBHOCTH B 00JIACTH 3aIIMTH HHGOPMAITUH, TIOIJICKAIINUX JTUIICH3UPOBAHUIO.
27. CTpyKTypa CHCTEMBI CepTH(PHKALINN.
28. Tlopsimok mpoBenaeHus cepTUhUKAIIUU CPENICTB 3aIIUThl HH()OPMAITUH.
29. CepTtH(UKaLMOHHbIE UCTIBITAHUS CPEJCTB 3aLIUTHI HH()OPMALIHH.
30. ITopsimok oTHeceHus wuHpopManuu K HWHPOPMAIUM, COCTABIISIONIEH KOMMEPYECKYI0 TalHy, H €€
MIPEeOCTaBICHHUE.
31. IlonsTne koMMepueckoi TaiiHbl. [IpaBoBoe obecreueHne 3aMUThl KOMMEPUYECKON TalHBI.
32. CeneHus, COCTaBIISIIOLIME KOMMEpUYECKyr0 TaiiHy. CBeOeHHs, KOTOpble HE MOTYT COCTaBJIAThH
KOMMEPYECKYIO TalHy.
33. IIpaBa obnamaTenss KOMMEPUYECKOW TaHBI.
34. Opranuszanus 3aluThl UHGOPMALMK Ha MPEAIPUATHH.
35. ObecrnieyeHne COXpaHHOCTH JOKYMEHTOB, Je U U3JaHHA.
36. O0s13aHHOCTH JIMLI, JOIMYIIEHHBIX K CBEICHHUSIM, COCTABIIAIOLINX KOMMEPUECKYIO TaliHY.
37. Opranuzanys KOHTPOJS 3a OOECIeYeHHEM peXuMa IpH padoTe €O CBEACHUSMH, COJCPKALUMH
KOMMEPYECKYIO TalHy.
38. O0s13aHHOCTH IIEPCOHAJIA OPTAHU3ALINY 110 COXPAHEHUIO KOMMEPYECKOH TailHbI.
39. [lomuTuka Oe30maCHOCTH MPENNPUATHS KaK OCHOBAa OPraHU3al[lOHHOI'O YNpPaBJIEHUS 3allUTOH
uHpOpMaIUH.
40. IlpaBa u 00s13aHHOCTH PabOTHUKA M pabOTOAATEINS 10 3aIUTe KOH(PHUACHIIMAIBHON HH(DOPMAITUH.
41. OTBeTCTBEHHOCTH 3a HapyIlIeHHE KOH(PHUICHIMATHHOCTH HHPOPMALIUH.
42. TlpaBa u 00s3aHHOCTU CyOBEKTa IEPCOHANBHBIX JaHHBIX U OIlepaTopa, 00padaThIBAIOLIETO NEPCOHATIbHbIE
JTAHHBIE.
43. OpraHu3zanys 3alUThl IEPCOHAIBHBIX JaHHBIX B OpPraHU3aLUH.
44. TInanupoBaHUE MEPOIPUATHUI 110 OPraHU3ALUOHHON 3aUTe HHPOPMALIUU HA TPEIIPUSTHH.
45. CTpyKTypa U OCHOBHOE COJIepKaHHE IIaHa MEPOIPUATHUH 110 3aluTe KOHPHUASHIMAILHON HH()OpMaIIH.
46. OpraHu3zanys aHaTUTHIECKOH paboThl B 00JaCTH 3aIIUTHI HHPOPMALIUU HA TIPEIIPUSTHH.
47. OcHOBHBIC 00BEKTHI U (DOPMBI KOHTPOJISI 32 COCTOSTHHEM 3alTUThI HH(POpMaIIUH.
48. OcHOBHBIE 3214 U METOJII KOHTPOJISI.
49. OcHOBHBIC HaIlpaBJICHUS aHATUTUIECKON pabOTHI.
50. Opranwuzamus ayauta HHOOPMAIIMOHHOW O€30TTACHOCTH MPEATIPHUSITHUSI.
51. ®yHKIMHU aHATUTUYECKOT O MOApa3eNeHus B 001acTH 3aIUThl HH(POPMAILMU Ha TPEANPHUATHN.
52. OCHOBHBIE ATaIbl AaHATUTHIECKOH pabOTHI B 00JaCTH 3aIIUTHI MHPOPMALIUU HA TPEIIPUSTHH.
53. CopepkaHue U OCHOBHBIE BU/Ibl aHATUTHUECKUX OTYETOB.
54. Knaccudukanus MeTo10B aHaji3a HH(HOPMAIIHH.
55. KomnproTepHble NpecTyIIEHUs B AIEKTPOHHON KOMMEPLIMH.
56. NndpopmanmonHas 6e30MacHOCTb B AIEKTPOHHOW KOMMEPIIHH.
57. KOpuanyeckast OTBETCTBEHHOCTb 33 HapyIlIEHHE ITPABOBBIX HOPM 3aIlUThl HHPOPMALIUH.
Kpurepun oueHuBanmsi:
MakcumanabHOE KOJMYECTBO 0aioB, KOTOpPOE OOydYaroIIMiics MOKeT HaOpaTh 3a Kypc — 25 OGamtoB (3a 25
OTBETOB).
OTBeT Ha BOIIPOC OLIEHUBAETCS:
— 1 Gann — npaBUIIBHBIN U TOJIHBIN OTBET;
— 0 OanoB — HENPAaBUJIBHBIN OTBET WJIM OTBET HE MPECTABJICH.
IIpakTHKOOPHEHTHPOBAHHBIE 3aJaAHUS
3amanue 1.
Pa6ora ¢ MCC "KoncynsranT Ilmtoc": ba3zoBrie cBoiicTBa Oe3omacHocty nHGpopmanuu. HopmMaTuBHO-TIpaBoBast
06a3a (QyHKUMOHHPOBaHMU cucTeM 3amuThl MHGopMmaruu. [IpaBoBas 3amUTa NMPOrpaMMHOIO OOECIIEUCHMS
aBTOPCKHUM IpaBoM. KoMIIbIOTepHBIE PECTYIUICHUS K 0OCOOCHHOCTH MX PacCIITOBAHMS.
Pa6ora ¢ UCC «Koncynsrantllmtocy, b/l ®eaepanbHoii ci1y>k0bl IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
(®CTOK Poccum) https://fstec.ru/: Dopmer 3amumniaemoit wHGOpMarmu. OOBEKTHI 3amUThl. DH3NYECKHe
ocHoBbI Bo3HuKHOBeHHs TKYU. Knaccudukanus TCP.
Pa6ora ¢ UCC «KoncynbrantlIntocy, BJ] @enepaibHO# CiTyKObI 10 TEXHUISCKOMY U SKCIIOPTHOMY KOHTPOJTIO
(OCTOK Poccun) https://fstec.ru/: TlocTtpoeHue THUNOBBIX MoAeneill yrpo3 0e30macHOCTH HH(OpMaLuH,
oOpabaTbiBaeMOil B MH()OPMAITHOHHBIX CHCTEMAaX.



3amanue 2.

Cucrema mudposanus Llesaps. [udps nepecTraHOBKH.

1. PeanuzoBath cucremy mmugposanusa llesaps. Cuctema mmdposanus Llezaps, B KOTOpOM KaKIblii
CHUMBOII B OTKPBITOM TEKCTE CABUTaeTCs Ha OMpeAeNIEHHOE YMCIIO MO3ULMN Brepes Wik Hazaj. PeamuzoBarhb
¢byHKIMY M(POBaHUS U ACIHUPPOBAHNS TEKCTA C MCIIOJIb30BAaHUEM CHCTeMBI dpoBanus Llesaps.

2. PeanuzoBath mudpsl nepecTaHOBKU, B KOTOPBIX MOPSIIOK CUMBOJIOB B OTKPBITOM TEKCTE MEHSIETCS
COTJIACHO HeKOTOpo (yHKIMHU. Peann3oBars GyHKIMM mMUGpOBaHUS U ACTIHPPOBAHUS TEKCTA C
WCIOJIb30BaHHEM MIH(PPOB NEPECTAHOBKHU.

3. PeanuzoBats cuctemy mudposanus Llesaps ¢ kimrodom.

4. PeanuzoBaTh QpyHKIUM IHPpOBaHUS U eIU(POBAHUSA TEKCTA C UCIOIB30BAHUEM CUCTEMBbI
udpoBanus Llezaps ¢ kirouom.

3ananue 3.

Anroputm mudpoBanus RSA. Ilpouecc ¢opmupoBaHus KiI04eBOM Maphl IoJydyaTeseM, IU(POBaHHE U
nemudpoBaHue cooOuieHni B kpuntocucreme RSA.

1. PeanuzoBaTh QpyHKIMU AJI T€HEpALMU MPOCTHIX YUCEI, BBIYMCICHHUS HAaUOOIbIIEro O0IIero JeIUTes,
HaXO0XXJEHU 00pPaTHOTO JIEMEHTA IO MOJYJIIO.

2. PeanuzoBath QpyHKIMH JUIsl FeHEpaLUU KIOYEBOU apbl U UG POBAHUS/ eI PPOBAHUS COOOLIEHUH C
HCII0JIb30BaHuEM anroputma RSA.

3. PeanuzoBath TecThl U1 PyHKIMI FreHEpaluy KIFOUE€BOM Hapbl U MU(ppoBaHus/ aemn(poBaHus
cOOOLIeHUH.

3amaunue 4.

@opMUpOBaHUE NIEPEUHSI CBEIACHUM, COCTABIIAIOIINX KOMMEPUYECKYIO TalHY.

1. BribepuTe BBIMBIIUIEHHYIO KOMIIAHUIO, Ui KOTOpoil Oyaere (opMUpOBaTh IEpeueHb CBEICHUIA,
COCTaBJISIOLIUX KOMMEPUECKYIO TaliHYy.

2. Onumure BUIbl CBEICHHM, KOTOPhIE MOTYT COCTAaBIISITh KOMMEPUECKYIO TalfHy sl BHIOpaHHOM
KOMITIaHUH.

3. CocraBbTe nepeveHb CBECHHUH, COCTABIIAIOIINX KOMMEPUYECKYIO TallHy, JUIsl BBIOpaHHOW KOMITaHUU.

4. Odopmurte pe3ynbTaThl B BUJIE OTYETA

3amganue 5.

PazpaboTka momuTHKN 0€30MaCHOCTH MPEANPUATHS.

1. Omnpenenure 1eaU U 33a49H MOJTUTUKHA 0€301TaCHOCTH TIPEATIPUSATHS.

2. OnwuimTe MepsI 1o 3a1uTe HHPOPMALUU, COOCTBEHHOCTH U MIEPCOHANA TPEANPHUITHS.

3. PazpaboraiiTe mporemypsl OTBETa Ha YTPO3bI 0€30MTaCHOCTH TIPEATIPUATHS.

4. Odopmurte pe3ynbTaThl B BUIE JOKYMEHTA IMOJUTHKH 0€30MaCHOCTH MPEAIPUATHUS.

Kpurepun onenuBanus:

MaxkcuManbHOE KOJTHYECTBO 0aJIOB, KOTOPOE 00YYaroIIHiicss MOKET HaOpaTh 3a Kypc — 75 6annoB

Kaxnoe 3aanue oneHuBaeTcs:

15 GannoB. — 3a7jaHKe BBHIIIOJIHEHO BEPHO;

— 14-13 GannoB. — pu BHITIOJTHEHUH 3a/1aHUsl OBUIH JOMYIIICHBl HETOYHOCTH, HE BIUSIONINE HA PE3yJIbTaT;

— 12-6 6annoB. — pH BBITIOIHEHUH 3aJaHUSI ObLTH TOMYIIEHBI OIUOKY;

— 5- 1 GanyIoB. — IpY BBIMOJHEHUH 33JjaHUsl ObUIN JIOMYIIEHBI CYIIECTBEHHBIE OLTHOKH;

— 0 OanioB. — 3aJjaHKE HE BBITIOJTHEHO.

3 MeTroanyeckue MaTepuasbl, onpeaeisonie MNpoueaypsbl OleHUBAHUS 3HAHMII, YMEeHUIl, HABLIKOB H
(nJIM) oNbITA 1eATEJIbHOCTH, XaPAKTEPU3YIOLIUX ITANbI JOPMUPOBAHUS KOMITETECHIIHI

[Ipouenypsl orleHMBaHMSI BKIIOYAIOT B c€0s1 TEKYILIUH KOHTPOJIb U IPOMEXKYTOUHYIO aTTECTAIIHIO.

Texkymmii KOHTPOJIb YCIIEBAEMOCTH IPOBOJUTCS C MCIIOJIb30BAHUEM OLIEHOUHBIX CPEACTB, MPECTABICHHBIX B
M. 2 JaHHOTO MPWJIOXKEHHS. Pe3ynbTaThl TEKyIIEro KOHTPOJIS JOBOASTCS JI0 CBEIEHUS CTYAEHTOB [0
IIPOMEXYTOYHOM aTTECTaLMH.

IIpomexyTouHasi aTTecTanms NPOBOIUTCS B hopMe IK3aMEHa.

DK3aMeH MPOBOIUTCSA O PACIIMCAHHIO POMEKYTOYHOM aTTecTaluu B ycTHOH ¢opme. KonndecTBo BOIpocoB B
9K3aMEHAIIMOHHOM 3a/laHuu — 3 (2 TeopeTHyeckux, | MpaKTHKO-OPUEHTHPOBAHHOE 3anaHue). Pe3ynbrarsl
aTTeCTallud 3aHOCATCS B BEJOMOCTb M 3a4ETHYIO KHIKKY cTyneHTa. CTylIeHTbl, HE NpOIIEIUINe
MIPOMEXYTOUYHYIO aTTECTAllMI0 MO TpaduKy, AOHKHBI JIMKBUAMPOBATH 33J0KEHHOCTh B YCTAHOBJIEHHOM
MOPSJIKE.



IIpunoxenne 2
METOJUYECKHUE YKA3AHMUS 11O OCBOEHUIO JUCHUITJIMHBI

Y4eOHBIM MJIaHOM MPETYCMOTPEHBI CIICAYIOUINE BUABI 3aHITHH:

- JIEKLINN;

- IPAaKTUYECKUE 3aHATHS.

B Xone INEKUMOHHBIX 3aHATHH paccMaTpUBAIOTCS OCHOBHBIE MOHATHA B 00JacTH MHQPOPMALMOHHOM
0€30MaCHOCTH M 3aIIUTHl MH(OPMAIMH, METOJbI OOHAPYKEHHS M OpPTaHU3alMH MPOTHUBOJACHCTBHS aTak Ha
MHGOPMAaLMOHHbIE CETH, TPeOOBaHMA IO 3aIUTe KOHPHUIECHIMAIbHON MH(OPMAIMH, JAIOTCS PEKOMEHAALUU
JUISL CAMOCTOSITENIbHOW Pa0OTHI M IOATOTOBKH K MPAKTUUECKUM 3aHITHSM.

B Xoze npakTH4ecKkux 3aHATHH yriyOusioTCs U 3aKpeIUIAIOTCS 3HaHUS CTYJCHTOB IO Psily PACCMOTPEHHBIX Ha
JIEKIMAX BOIIPOCOB, PA3BUBAIOTCS HABBIKM PEUICHHUS 3aad MO0 3alIUTe HHHOPMAITHOHHBIX 00BEKTOB.

IIpn moAroTOBKE K MPAaKTUYECKUM 3aHATUAM KAKIBIA CTYJEHT JOJKEH:

- U3YYUTh PEKOMEHJOBAHHYIO YUEOHYIO JINTEPATYPY;

- U3Y4YUTh KOHCIIEKTHI JICKLIW;

- 03HAKOMHUTKCS C OTMMMCAHUEM MPAKTUYECKON pabOTHI;

- IOATOTOBUTH OTBETHI HA KOHTPOJIbHBIE BOIPOCHI 110 U3y4aEMOM TEME.

B mpouecce mOAroTOBKM K NPAaKTHMUECKUM 3aHATHUSAM CTYJEHTBl MOTYT BOCIOJIB30BaThCS KOHCYJIbTAL[USIMHU
IIpenogaBaTels.

Bonpocel, He pacCMOTpEHHBIE Ha JISKIUSAX U MPAKTHUECKUX 3aHATHIX, TOJDKHBI OBITh M3YUYECHBI CTYJCHTaMH B
XOJIe CaMOCTOSITEIbHON paboThl. B xone camocTosTenbHON pPabOThl KaKIbld CTYAEHT 00s3aH IPOYUTATh
OCHOBHYIO M, II0 BO3MO>KHOCTH, JOIOJIHUTEJIbHYIO JINTEPATypy IO H3y4aeMoOil TeMe, TOMOJIHUTHh KOHCIIEKTHI
JEKLIUA HEOCTAIOINUM MaTepUaIOM, BBIIUCKAMH U3 PEKOMEHIOBAaHHBIX UCTOYHUKOB. BBIIEINTh HENOHSTHBIE
TEPMMHBI U HAWTU UX 3HAYEHUE B SHLUUKIIONEINYECKUX CIOBAPSX.

JUId DOArOTOBKM K 3aHATUAM, TEKyLIEMY KOHTPOJIO U IPOMEKYTOYHON arTeCTalud CTYAEHTbl MOTYT
BOCIIOJIb30BaThCS  DJICKTPOHHO-OMOIMOTEYHBIMUA cUCTeMaMu. Takke oOydyaromuecss MOTYT B3ATh Ha JIOM
HE00XO0UMYIO JIUTepaTypy Ha a0OHEMEHTE YHUBEPCUTETCKOW OMOIMOTEKH WU BOCIIOIb30BaThCs YNTAIbHBIMU
3aJIaMH.
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