[loKyMeHT NoAnucaH NpocToit 3NeKTPOHHOM NOAMUCHI0
NHdopmaumsa o Bnagenbue: . .
®KNO: MakapeHko EJ‘IGHMM@MEIQPCTBO HAYKHU U BBICHICTO 06pa30BaHI/IH Poccuiickoit CDGI[epaIII/II/I

LoenepaIBHOE TOCYIapCTBEHHOE OOKETHOE 00pa30BaTeIbHOE YUPEKICHHUE BBICIIETO 00pa30BaHuUs

fara noanncarins: 24.0¢PErdBeithiit rocynapcTBeHHBII sKoHOMIYecKui yauBepcuteT (PUHX)»
YHWKaNbHbIA NMPOrpaMMHbIN KITHOY:

c098bc0c1041cb2a4cf926cf171d6715d99ab6ae00adc8e27b55cbele2dbd7c78

YTBEPXJIAIO
Havanpauk
y4eO0HO-METOANIECKOTO YIIPABICHUS

T.K. IInaroHoBa
«25» mag 2026 1.

PaGouasi nporpaMma JMCUMILTHHBI
Knbep6e3onacHocts B 0aHKOBCKOM OM3Hece ¥ NU(POBBIX IKOCHCTEMAX

Hampasnenne nmoaroroBku
38.04.08 ®uHaHCHI U KPEIUT

HampaBneHHoCTh (MpoQuiib) MporpaMMbl MarucTpaTyphl
38.04.08.06 ®uHTex B 0aHKOBCKOM OM3HECE U HU(POBBIX IKOCUCTEMAX

Jlns nHabopa 2026 roga

Ksanudukanuys
MarucTp



KA®EJIPA bankoBckoe nesno

PacnpenesieHne 4acoB JUCHHUILINHBI 110 ceMecTpaM / KypcaMm

Cemectp
(<Kypc>.<CemecTtp Ha 3@2.1)
Kypee>) Hroro
Henens 14 5/6
Bun 3anaruit VII| PII| VII PII
Jlexmu 6 [6 [6 |6
IIpakTuueckue 14114 (14 |14
Hroro ayx. 20 ({20 (20|20
KonTtaktHas padota 20120 (2020
Cawm. pabora 48 148 |48 |48
Yacel Ha KOHTPOJIb 4 (4 |4 |4
Hroro 72172 (72|72
OCHOBAHMHME

YueOHbIH TUTaH YTBEPKIIEH YUEHBIM coBeTOM YHmBepcuteTa (mpotokoi Ne 9 ot 03.03.2026 1.).

[Iporpammy cocraBui(u): 1.3.H., mpodeccop, Jodponexa E.B.
3aB. kadeapoii: 1.3.H., mpodeccop O.I. CemeHrora
MeTtonudeckuii cCOBET HampaBIeHusl: 11.3.H., mpodeccop O.b. MBanosa

JIMpeKTop MHCTUTYTa MarucTparypsl: 1.3.H., ipodeccop E.A. MBanosa



1. HEJIX OCBOEHUSA TUCIUITJINHBI

1.1| mpuMeHeHe Ha OCHOBE aHalIM3a KHOEpPyrpo3 MpHéMOB M METOJOB, MOBBIMIAIOIMINX YPOBEHb KHOEpPOE30IIACHOCTH B
0aHKOBCKOM OM3HECe U HU(PPOBBIX IKOCHCTEMAX

2. TPEBOBAHMUA K PE3YJIBTATAM OCBOEHUSA JUCHUILJTUHBI

IIK-3. Cnoco6en ¢popMupoBaTh TPeOOBAHHS K CHCTEME IJIATEKHBIX CEPBHCOB U HHCTPYMEHTOB

B pe3yabTraTre 0CBOCHHUS JUCHHUIIJINHBI oﬁyqamumﬁm JOJIKCH:

3HaTh:

METONIOJIOTHYECKUE MOIXObI K HH(POPMALMOHHON 0€30MaCHOCTH U KHOepYCTOHUYNBOCTH CYOBEKTOB OaHKOBCKOTO OM3HECa U LU(PPOBBIX
9KOCHCTEM,

NPUHIUIGI IPIMEHEHUS METOJOB 3aIUTHI, a TAaK)KEe THUIIOJOTHH KHOEpyrpo3 W KHOepHpOCTpaHCTBA (COOTHECEHHE C MHIMKATOPOM
[K-3.1)

Ymerb:

HMPUMEHSATHh HOpMaTHBHEIE TpeOoBaHMA B chepe MHHOPMAIIMOHHOH O€30MacHOCTH, BBISBIIATE YTPO36I M MIPOBOJUTE aHAIN3 HH(POPMAIIHH
JUIS TIPUHSATHUS pelIeHUi mo obecreueHn0 MHGOOPMALMOHHONW 0e30MacHOCTH B OaHKax M IM(POBBIX dKOCHUCTEMax (COOTHECEHHE C
unaukaropom [1K-3.2)

Baagern:

pa3paboTKH pEeKOMEHIALUi Mo 00ecreyeHn0 HH()OPMAIIMOHHON OE30IacCHOCTH Ha BCEX OTalaX >KU3HEHHOIO IHUKIA ILIaTEKHBIX
CEPBHCOB M MHCTPYMEHTOB C Y4ETOM OCOOEHHOCTEH peali3aliy TEXHOIOIHI 3alMThl U Pa3BUTUS HOBBIX IOOXOIOB K 00ECIICUCHHUIO
kubepOe3onacHocTH (cooTHeceHue ¢ nHauKaropom I1K-3.3)

3. CTPYKTYPA U COAEP)KAHUE JUCIUIIJIMHBI

Paznes 1. OcHoBbI KnGep0e30MacHOCTH B 0AHKOBCKOM CeKTOpPe M I{H(POBBIX IKOCHCTEMAX

Bun 3ansitus / Cemectp /| KonuuectBo
Ne HaumeHnoBaHue TeMbl, KPAaTKOe coep:KaHue KoMnerenuun
pabotsl / popma ITA Kypc 4acoB
Tema 1.1. «OcHOBBI KHOEpOE30MACHOCTH M KHOEPIPECTYITHOCTH B
0aHKOBCKOM OHM3HECE U LIU(PPOBBIX IKOCHCTEMAX)
INonsitie kubepOe30macHOCTH, KHOepTeppOpU3Ma U KUOSPIPECTYITHOCTH.
HopmarusHo-nipaBoBoe perynupoBaHue KkrbepOe30macHOCTH B
0aHKOBCKOM OM3HECEe M LIM(PPOBBIX IKOCUCTEMAX.
MexaHu3M — paclpenesieHHs IOJHOMOYMHA B cdepe 3alquThl  OT
KubeprpecTyuieHnii U Kubepatak B OAHKOBCKOM CEKTOpE U HU(PPOBBIX
1] |2rocucremax. JlexunoHHble 3aHATHSA 3 2 [1K-3
CraHgapTtel KHOEpOE30IMacHOCTH.
Tema 1.2. «KubepripecTyIieHUs: 1 METO/IBI 3aIIUTHDY
Knaccudukanus THioB KuOepnpecTynIeHU.
Knaccugukarus KubepnpecTyTHUKOB U METOIBI HX JCHCTBHIA.
Croco0Bb! 3a1IUThl OT KHOEPIIPECTYIUICHU.
IIporuBozeiicTBue Jeranu3anuu OW3HECa MO pa3pabOTKe INIHMOHCKUX
HPOTPaMM.
Tema 1.1. «OcHOBBI KHOEpOE30MAaCHOCTH M KHOEpHPECTYIHOCTH B
0aHKOBCKOM OHM3HECce M IU(PPOBBIX IKOCHCTEMAX)
TousTre KMOepOe30MacHOCTH, KHOEPTEPPOPH3MA 1 KHOSPIPECTYTHOCTH.
HopmarusHo-nipaBoBoe perynupoBaHue KHOepOe30MacHOCTH B
0aHKOBCKOM OU3HECe U MU(PPOBBIX SKOCHCTEMAX.
1.2 |MexaHu3M pacmpeziefieHuss TOJHOMOYMH B cdepe  3aliuThl  OT Tpaxrueciue 3 2 [K-3
KuOeprpecTyuieHuid U KubepaTak B OaHKOBCKOM CEKTOpE U LU(PPOBBIX ST
9KOCHUCTEMAX.
CranzapTsl KH6ep6€30I1acHOCTH.
BeimonHeHne  CUTyalMOHHBIX — 3aJaHUll, AaHANUTUYECKUX  3aJaHHH,
KOMIUIEKCHBIX 3aJaHHM.
Tema 1.2. «KubepripecTyieHus: 1 METO/BI 3aIUTHDY
Krnaccudukanust TMIIOB KHOepnpecTymieHuit.
Krnaccudukarus kubepnpecTymHUKOB U METO/IbI X ICHCTBHA.
13 CriocoOBl 3aIUThl OT KUOEPIPECTYIUICHHUH. [pakTHyeckue 3 4 TK-3
™ |IporuBoneiicTBue neramusaiuu Ou3Heca 110 pa3pabOTKe IMINHOHCKUX 3aHATHSA
MIPOrpamMM.
BeimonHenne  CUTyalMOHHBIX — 3aJaHull, AaHANUTUYECKUX  3aJaHHH,
KOMIIIEKCHBIX 3aJaHUH.
1.4 Tema 1.1. «OcHoBbl KHOepOe3omacHocTH U kubOeprnpecrynHocTd B|  CamocrosTenbHas 3 12 TK-3
’ 0aHKOBCKOM OHM3HECE M LIU(PPOBBIX IKOCHCTEMAX) pabora




INonsitie kubepOe3omacHoCTH, KHOepTeppOpU3Ma U KUOEPIPECTYITHOCTH.
HopmarusHo-nipaBoBoe perynupoBaHue Kk1bepOe30nacHOCTH B
0aHKOBCKOM OM3HECEe U LIU(POBBIX IKOCUCTEMAX.

MexaHu3M — pacmpefeseHHs IMOJIHOMOYMHA B cdepe 3amuTel  OT
KubeprpecTyuieHnii U KubepaTak B OAaHKOBCKOM CEKTOpE U HU(PPOBBIX
9KOCHUCTEMAX.

CrangapTel KHOepOE30I1acHOCTH.

IloxroToBka  CHUTYallMOHHBIX  3aJaHUH, AHAJIUTHYCCKUX  3aJaHuil,
KOMILJIEKCHBIX 3aJaHUH.

TToAroTOBKA K IMPOXOXKIACHUIO TECTOB.

Tema 1.2. «KubepripecTymiieHus: 1 METO/IBI 3AIUTHDY
Kraccugukanust THIOB KHOSPIPECTY IICHHUI.
Knaccudukarys knOepnpecTymHUKOB U METO/IbI X IEHCTBHA.
CriocoOB! 3aIUTHl OT KHOEPIPECTYIUICHHUH. CamocTosiTenpHas
Jleranusanus 6u3Heca 1o pa3pabOoTKe MIMHOHCKUX IPOTpaMM. pabora
IloaroToBKa  CHUTYalMOHHBIX  3aJaHWH, AHAINTHYECKUX  3aJaHHH,
KOMILJIEKCHBIX 3aJaHUH.

TloaroroBka K NPOXOXKIACHUIO TECTOB.

1.5 3 12 IK-3

Pa3nen 2. Ku6epéesonacHocTs B yc10BHAX HHPOBO¥ TpaHchopManuu

Buj 3ansitus / Cemectp /| KoauuectBo

pa6otsl / popma IMA Kypc 4acoB Kowmeremnmun

Ne HauMeHoBaHHe TeMbl, KPaTKoe coepKaHne

Tema 2.1. «Kubepopysxue 1 KuOepBOHbI Ha (UHAHCOBOM PHIHKE)
Kparkas uctopus pa3sBuTUs KHOEPOPYKHS.

Merton00rnuecKye MpUHIMIIBI KIacCU(UKALUT KHOepOPYKHS.
ITpobemMs! MaeHTH(HKANN HCHOMHUTEIEH 1 3aKa34HKOB KHOEpaTak.

2.1 JIeK1IMOHHBIE 3aHATHS 3 2 TIK-3

Tema 2.2. «TexHOMOruu u METOABI OOecredeHus KnOepOe30macHOCTH Ha
(hDMHAHCOBOM PBIHKEY

Tunossie YA3BUMOCTH B CUCTEMaxX Kl/l6ep3aLLlVlTbl.

2.2 | Metoznbl BBISBIEHHUS IPOIPAMMHBIX YSI3BUMOCTEH. JlekunoHHBIE 3aHATHSA 3 2 IK-3
AHTHBHPYCHBIE TPOTPAaMMbI U UMMYHHBIH ITOJIXOJ K 3aIllUTe.
Kubeppassenxa, KHOEPKOHTPPAa3BeKa u obecreueHne
Kn0OepOe30acHOCTH.

Tema 2.1. «Kubepopysxue 1 ku6epBOiHbI Ha (PUHAHCOBOM PHIHKE»
Kparkas uctopus pa3sBUTUs KHOCPOPYKHS.

Mertozonoruyeckie NPHHIHIIBI KIacCHbUKAIU KHOePOPYKHS. IpaxTuueckue
IIpo6aembl nieHTH(GUKALMY UCTIONHUTENeH U 3aKa3UMKOB KHOeparak. 3aHATHA
BbinonHeHHe  CHTYallMOHHBIX — 3aJlaHUM, aHAJIUTUYECKUX  3ajaHuil,
KOMIIJIEKCHBIX 3aJaHUH.

2.3 3 4 IK-3

Tema 2.2. «TexHomorun u MeTombl oOecrieueHHss KuOepOe30nacHOCTH Ha
(hPMHAHCOBOM PBIHKE)

TuroBble yI3BUMOCTH B CHCTEMaX KHOEP3alHTHI.

MeTozbl BBISIBICHHS IPOTPAMMHBIX YS3BUMOCTEH.

2.4 | AHTHBHpYCHBIE IPOrPaMMBbl U IMMYHHBIH MOJXOA K 3aIUTE.
Kubeppassenxa, KHOEPKOHTpPpa3BeaKa u obecrieucHe
KknbepOe30macHOCTH.

BrinonHeHne  CUTYyallMOHHBIX  3aJaHUA, AHATUTHYSCKUX  3aJaHHM,
KOMIUIEKCHBIX 3aaHHM.

IIpaxTyeckne
3aHATHSA

3 4 IK-3

Tema 2.1. «Kubepopysxue 1 kubepBOiHbI Ha (PUHAHCOBOM PHIHKE»
Kparkast ucTopus pa3sBUTUS KHOCPOPYKHSL.
Mertononoruyeckie IPHHIUIIBI KIacCHbUKAU KHOEPOPYKHS.

o CamocrosiTenbHast
2.5 |TIpoGnembl naeHTH(PUKALIMN UCTIONTHUTEIICH U 3aKa34UKOB KHOeparax. aGora 3 12 IK-3
ITonrotoBka  CHUTYallMOHHBIX  3aJaHMil, aHAJIMTHYCCKUX  3aJaHUH, p
KOMILIIEKCHBIX 3aJJaHHUIL.
IToaroroBka K MPOXOXKICHUIO TECTOB.

Tema 2.2. «TexHomorun 1 MeTonbl oOecrieueHHss KuOepOe30nacHOCTH Ha
(MHAHCOBOM pBIHKE»

Tunossle yS3BUMOCTH B CHCTEMaX KHOEP3alIUThL.

Mertozb! BBISBICHUS IPOrPAMMHBIX YA3BHMOCTEH.

AHTHBUPYCHBIE MPOTrPaMMbl U UIMMYHHBIH MOIXOA K 3allUTe. CamocrosiTesbHast
Kubeppassenka, KHOEpKOHTppa3BeaKa u obecrnieueHue pabora
KknbepOe30macHOCTH.

IlonroroBka  CHTyallMOHHBIX  3aJaHUN, AaHAJUTUYECKUX  3aJaHHH,
KOMIUICKCHBIX 3aJaHUH.

IToaroroBKa K MPOXOXKICHHUIO TECTOB.

2.6 3 12 IK-3

2.7 |IloaroroBka K MpOMEKyTOYHOM aTTeCTalluU 3ayer 3 4 [IK-3

4. POHJ]I OIEHOYHbBIX CPEACTB

CrpykTypa u coaepkaHue (OHAA OLEHOYHBIX CPEINCTB AN NPOBEACHMS TEKYLIEro KOHTPOJIS M IMPOMEXKYTOYHOH arTecTalnuu
npenctasieHsl B [Iprnoxennn 1 x pabodeit mporpaMMe TUCIUTUIHHEL




5. YYHEBHO-METOAUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI

5.1. YueOHble, HayYHbIEe H METOAMYECKHE H3TAHUS

ABTODBI, Bubmmorexa /
3arnaBue W3narenscTBO, TOX
COCTaBUTENH KonmuyectBo
1 benoyc, A. I, OcHoBsI kubep6e3omacHocTi. CTaHIapTHI, Mocksa: Texnocdepa, 2021 9BC «IPR SMART»
Cononyxa, B. A. KOHIIEIIIIUH, METOIBI U CPEICTBA 00eCTICYeH ST
2 DUHAHCOBBIE UCCIIEIOBAHUS , 2000 9BC «IPR SMART»
Bepmiorun, A. A., Kubep0e30macHOCTb B YCIIOBHSX AJIEKTPOHHOTO Mocksa: I[Ipomereit, 2020 3BC «IPR SMART»
Hynka, A. B., OaHKHHTA: MPAKTUIECKOE TIOCO0HE
Konssckas, C. B.,
Haszapos, U. I,
Hesanennsri, A. B.,
Oxepen, U. B.,

Ommankesud, K. P.,
[epcanos, O. 0.,
IMumenos, I1. A.,
Pesenkos, I1. B.,
Pycun, JI. U., Cunun,
H. H., ®ponos, . b.,
Pesenkosa, I1. B.

4 bakynosa T. B., HudopManmoHHbIe TEXHOJIOTUU B (PUHAHCOBO- ExarepunOypr: OBbC «YHuBepcureTckas
Koxesnukos O. B., KpeauTHoU cepe: yueOHOE ocodue HW3narenseTBo YpaibeKoro OubIMOTEeKa OHJIANHY»
Tpodumosa E. A., yHuBepcutera, 2020
®omMuHbIX M. M.

5 Benosurkuii K. B., OKkoHOMUUecKasi 6e30MacHOCTh: yueOHMK s By30B: | Mockga: JamikoB u K°, OBC «YHuBepcureTckas
Bymarenko M. A., Y4eOHUK 2024 OMOIMOTEKa OHIIANHY»
Ky3osnesa H. @.,

Muxaesa A. C.

6 OUHAHCHI U KPEINT: KyPHAT Mocksa: ®uHaHCH U OBC «YHuBepcuTeTckas

kpenut, 2024 OuOIMOTEKA OHIAHY

7 HanuonanbsHable HHTEpECH : IPUOPUTETHL K MockBa: ®UHAHCHI U OBC «YHuBepcureTcKas

0€3011aCHOCTB: JKypHAI kpenurt, 2024 OuOIMOTEKA OHIAHY

5.2. IIpodeccnonanbHbIe 6a3bl JAHHBIX U MHGOPMAIMOHHBIE CIPABOYHBIE CHCTEMBbI

NCC «Koncynsrantllmrocy

NCC «I"apant http://www.internet.garant.ru/

basbr nannbix [enrpansHoro 6anka PO https://www.cbr.ru/hd_base/

Bazsr nannex @enepanbHOil ciry0BI TOCyTapCcTBEHHOH cTaTtucTHKH https://www.gks.ru/databases

Basbl nanHbIX Acconuaiyu pa3Butus GUHAHCOBBIX TexHOIOTHil (Accommarus @unTex) https://www.fintechru.org/

baza narneix CITAPK UHTEP®AKC http://www.spark-interfax.ru/system/#/dnb

baza manxbpIx MuHHCTEpCcTBa IU(POBOTO Pa3sBUTHSA, CBSI3M M MacCOBBIX koMMyHHKarmit Poccuiickoit @eneparun https://digital.gov.ru/
ru/activity/statistic/

basa nannbix HarpioHansHOH Acconnanuy MeXKIyHapoIHOH HHBOPMaIMOHHOM Oe3omacHoCTH https://namib.online/

Baza narneix AO «JIaboparopus Kacnepekoro» https://support.kaspersky.com/

5.3. IlepeueHb NpOrpaMMHOro odecneyeHus

Onepanuonnas cucrema PEJI OC
LibreOffice.

5.4. YueOHoO-MeTOANMYECKHE MATEPHAJIbI A1 00y4AI0LMXCS ¢ OrTPAHMYEHHBIMHU BO3MOKHOCTSIMH 310POBbSI

ITpn HEOOXOMMMOCTH IO 3asIBIICHUIO 00YYAFOIIETOCS C OTPaHWYCHHBIMU BO3MOXXHOCTSIMH 3/I0POBBS yUEOHO-METOMYCCKHAE MaTepHaIIbI
MPEIOCTABIAIOTCA B (hOpMax, aJaiTHPOBAHHBIX K OTPAHUYCHHSAM 3IO0POBBS M BOCHPHUATHS MH(popMarwd. [ Wl ¢ HApyIICHHSIMH
3peHus: B hopMme ayanodaiina; B meyaTHoi GopMe yBeIWUeHHBIM mpudToM. s IuI ¢ HapyleHusAMHU ciayXa: B (opMe JIEKTPOHHOTO
JOKYMEHTa; B IedaTHol ¢opme. Jlist ULl ¢ HApyIICHUSIMH OIIOPHO-/IBUraTeIbHOIO armapara: B (opMe 3IEKTPOHHOTO JIOKYMEHTa; B
neyaTHou opme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHUE JUCHUITJIMHBI

Iomewenust Uit BceX BUIOB palboT, NPEAyCMOTPEHHBIX YYEOHBIM IUIAHOM, YKOMIUICKTOBaHBI HEOOXOAMMOW CHELMAIN3HPOBAHHON
y4eOHOI MeOeIbI0 M TEXHUIECKHMH CPEICTBAMH O0Y4EHHUS:

- CTOJIBI, CTYJIBS;

- IEPCOHATIBHBIA KOMIIBIOTEP / HOYTOYK (IIePEeHOCHOH);

- IPOEKTOP;

- 9KpaH / MHTepaKTHBHAS JTOCKa.

IToMerenust 1y caMOCTOSTENbHON PabOThl OO0YyUYAIOMIMXCS OCHAIEHBI KOMITBIOTEPHON TEXHUKOH C BO3MOXXHOCTBIO MOJKITIOYECHUS K




| ceru "MHTepHeT" 1 00ecTieueHneM JOCTyTA K MEKTPOHHON HH(OPMAIIMOHHO-00pa30BaTeIbHON Cpefe.

7. METOANYECKHUE YKA3ZAHUA JJIAA OBYYAIOIIUXCSA 110 OCBOEHHUIO TN CITUITJINHBI

Metonuueckre ykazaHusl 10 OCBOCHHUIO TUCIMIUIMHBI IpeAcTaBieHsl B [Ipuioxkennu 2 k paboueil mporpaMme AUCHUILTHHEL.




IIpunoxenne 1

POHJ OHEHOYHBLIX CPEJICTB

1 Onucanune nmokasareJeii u KPpUTEPHUEB OLICHUBAHUSA KOMIIeTeHIIM HA PA3JIHYHBIX 3Tallax UX
(l)OpMPIpOBaHI/IH, OIMMCaHHue MKaJ OCcHUBaAaHUA

1.1 [loka3arenu ¥ KpUTEpPUU OLICHUBAHMSI KOMIIETEHIIUI:

3YH, cocrasustonue IToka3zarenu Kpurepuu onienuBanus Cpencria
KOMIIETEHIIUIO OLIEHUBAHUS OLICHUBaHMS
I1K-3: Cnoco6en ¢popmMupoBaTh TpeOOBaHUS K CUCTEME IUIATEKHBIX CEPBUCOB M HHCTPYMEHTOB

3 pelleHre TECTOB | BEpPHOCTh OTBETA HA TECTOBbBIE Bomnpocs! k
METOJI0JIOTUYECKUE 3aJ]aHus; 3ayery (1-34),
[IOAXOJIBI K BBIIIOJIHEHNE tecthl (1-36),
UH(POPMALMOHHOM KOMILJIEKCHOTO IIOJIHOTA U COJIEPKATEIbHOCTh KOMILJIEKT
0€30I1aCHOCTH U 3aJaHMs OTBETa COOTBETCTBHE KOMILJIEKCHOTO
KHOEepyCTOMYNBOCTH IIPEJICTAaBICHHON B OTBETAX 3aganus (1-10),
CyOBEKTOB OAHKOBCKOT'O | OTBETHI B X0J1€ uHGOpMaLUU MaTepUaiaM JIEKIIMK | aHAIUTUYECKUE
OousHeca 1 nU(POBBIX MPOMEXKYTOUHOU | M yueOHOM JuTeparypsl, cBefeHusM | 3axanus (1-9),
9KOCHUCTEM, aTTecTaluu 13 UHPOPMALIMOHHBIX PECYPCOB CUTYallUOHHbIE
IPUHLIUIIBI IPUMEHEHUS WuTepuer 3amanus (1-3)
METO/I0B 3allUTHI, a
TaK)K€ TUIOJIOTHU IIOJIHOTA U COJIEPKATEIbHOCTh
Kubepyrpos u OTBETa COOTBETCTBHE
KHOeprpocTpaHCTBa IIPEJICTAaBICHHON B OTBETAX

uHpOpMaLUU MaTepUaiaM JEKIUN

1 yueOHO IuTepaTyphl, CBEACHUSIM

U3 UHPOPMALIMOHHBIX PECYPCOB

WNHuTrepner
YMeTb mpuMeHSITh BBITIOJTHEHUE MIOJIHOTA U COJIEPKATEIbHOCTh Bonpocsr k
HOpMaTHBHBIE aHAJIMTUYECKUX | IPUBEJIEHHOTO 0030pa MpH zauery (1-34),
TpeOoBaHUs B cepe 3aJlaHuH, BBITNIOJTHEHUH aHAJTUTHYECKOTO tectsl (1-36),
UH(POPMALIMOHHOM 3aJlaHus, KOMILJIEKT
0€30MMaCHOCTH, BBISBIIATH | pELICHUE KOMILJIEKCHOTO
yIpoO3bl U IPOBOJIUTH CUTYallMOHHBIX | PEIICHHE CUTYAlMOHHBIX 3a1anuii | 3axanus (1-10),
aHaJIM3 UHQOpPMAaLMK JUIsl | 3aJJaHH. B COOTBETCTBUU C MaTepHallaMu aHAJINTUYECKUE
NPUHATHS pEIIeHUH 1Mo JEKIMU U Y4eOHOM! JINTepaTyphbl, 3amanus (1-9),
o0ecneveHuno OTBETHI B XOJ€ HOpPMaTHUBHO-TIPAaBOBOW 0a30ii, CUTYyallHOHHBIE
UH(POPMALIMOHHOM MIPOMEKYTOUHONW | 0OOCHOBAHHOE JIOTUYECKU U 3aganus (1-3)
0e30macHOCTH B 0aHKax | aTTecTaluu MPaBUJIBHOE C PACUE€THOM TOUKH
U U (POBBIX 3peHus
JKOCUCTEMAxX

IIOJIHOTA U COJIEPIKATENBHOCTh

OTBETA COOTBETCTBUE

IPEeJICTaBICHHON B OTBETaX

uH(pOopMaLUK MaTepuaiam JeKIun

U Y4eOHOH JINTepaTypbl, CBEACHUIM

13 HH(OPMALIMOHHBIX PECYPCOB

WNHTepHer
B pelienue pelIeHre CUTYallMOHHBIX 3a1aHuil | Borpocsl k
HaBBIKAMU pa3pabOTKH CUTYAaLIMOHHBIX | B COOTBETCTBHMM C MaTepUagaMu zauery (1-34),
PEKOMEHIaIlUiA 110 3a/IaHHM. JIEKINH ¥ YIeOHOMN JTUTEpaTypHl, tecthl (1-36),
00€CIIeYeHHIO HOPMAaTHBHO-TIPABOBOM 0a30i, KOMILIEKT




MH(POPMALMOHHOM OTBETHI B XO/1€ 000CHOBaHHOE JIOTHYECKHU U KOMIIJIEKCHOTO
0€30M1aCHOCTH Ha BCEX IIPOMEKYTOUHOHN | IIPABUIIBHOE C PACUETHOM TOYKHU 3aganus (1-10),
JTanax KU3HEHHOT 0 aTTecTalluu 3peHMs aHAJIUTUYECKHE
[UKJIA IJIAaTEKHBIX 3amanus (1-9),
CEpBUCOB U IIOJIHOTA U COAEPKATEIBHOCTD CUTYallUOHHbIE
MHCTPYMEHTOB C YYETOM OTBETA COOTBETCTBUE 3aganus (1-3)
0coOeHHOCTeH IPEJCTaBICHHOM B OTBETaX

pean3alu TEXHOJIOT Ui uHpOpPMALIUK MaTepHUaIaM JEKIUN

3alUThI U Pa3BUTUSA U y4eOHOM JINTepaTypbl, CBEICHUAM

HOBBIX TIOJIXO/IOB K 13 UHPOPMALIMOHHBIX PECYPCOB

o0ecreyeHno WutepHer

knbepOe3onacHoCcTr

1.2 IIxane! OLIECHUBAHU:
Texkymuii KOHTPOJb YCIEBAEMOCTH M MPOMEXKYTOUYHAs aTTeCTalusi OCYILIECTBISETCS B paMKax

HaKOIHUTEJIbHON OAJITIbHO-PEUTUHTOBOM crcTeMbl B 100-0aibHOM HIKae:

50-100 Gass10B (3aUTEHO)
0-49 6annoB (He 3a4TEHO)

2 TunoBbie KOHTPOJIbLHBIC 3aJaHUSI MJIH HHBbIC MAaTEePHAJIbI, HEO0XOAUMbIE /ISl OLCHKH 3HAHWH, YMEHHI,
HABBIKOB U (MJIM) ONbITA JEATEJbHOCTH, XapaAKTEPHU3YIOIIMX J3TAaNbl (POPMHPOBAHUS KOMIIETEHUHI B
npouecce 0CBOCHUs1 00pa30BaTeJbHOM NPOrPaMMbI
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Bomnpocsl k 3a4ery
Oomiee nonsaTue o kubepodezonacHoctu. Kubepreppopusm 1 KHOEPIIPECTYITHOCTb.
HopMmaTtuBHo-nipaBoBo€ perynnpoBanue kudepoe3onacHoCcTH B OaHKOBCKOM Ou3Hece U U(PPOBBIX
9KOCHCTEMAX.
MexaHu3M pacnpe/iesieHus MOJIHOMOYHH B cepe 3alIuThl 0T KUOEpIpecTYIUICHH U KuOepaTak B
0aHKOBCKOM CEKTOpE U IUPPOBBIX IKOCHCTEMAX.
Crangaptsl kubepoeszonacnoctu. Knaccudukaius THIOB KHOepIpecTyIIeHU.
Kubeprpectyrienus u KUOEpIpECTyIMHUKN: KIIACCU(PUKALINSI, METOJIbI IEUCTBUSI M CTIOCOOBI 3aIIIUTHI.
Jleranuzanus 6usHeca 1o pa3paboTKe MIMUOHCKUX NMPOrpaMM Kak HOBasi yrpo3a
Kk10ep0Oe30acHOCTH.
Kpatkas uctopust pa3BuTHs KUOEpOPYKUs
MeTtoomornyeckue NpUHIUIBI KJIaCCU(PUKALUU KHOEPOpYKUS
[Tpobnembl naeHTU()UKALNN UCTIOTTHUTENEH U 3aKa3YMKOB KHOepaTak
TunoBsle yA3BUMOCTH B CUCTEMaX KMOEp3alUThI
MeTo/1b1 BBISIBJICHHS IPOTPAMMHBIX YSI3BUMOCTEM
AHTHUBUPYCHBIE TPOTPaAMMBbI
[IpoakTuBHAast aHTUBHUpPYCHAs 3a1UTa — QYHKIUU U BO3MOXXHOCTHU
VIMMyHHBIN TOAXO/ K 3aIlIUTe MHOOPMAIIMOHHBIX CUCTEM
Knaccudukanms, criocoos! 1 00beKTHI KHOEPIIITHOHAKA
KubeppasBenka u KOHTppa3BeaKa: LelH, 33a4l U METOAbI paboThI
MeTtononornyeckue 0coOOEHHOCTH 0TOOpA U OJATOTOBKY CHEIHAUCTOB B 00J1aCTH KuOeppa3BeIKu U
KHOEPKOHTPpa3BEIKU
OcobenHoctu obecnieueHns kuOepOe30nacHOCTH KOHEUHBIX TOUEK
UHPPACTPYKTYPHBIX CUCTEM
bazoBble TepMuHBI U onpeieneHus: KuoepOe30nacHOCTH
Penraiimuar u OmroTaiiMUHT
Oxorta 3a yrpo3amMu Kak MpOaKTUBHBIM METOJ] KHOEP3aIUThI
baza 3nannit MITRE ATT&CK
SIEM Kkak Ba)KHBIH 3JIEMEHT B apXUTEKType KHOep3aIuTh
Marunueckuii kBaapart Gartner
Tunosble aTaky Ha OpraHU3alUU KpeIuTHO-(PUHAHCOBOM chephl MPU KOPIOPATUBHOM KPEAUTOBAHUU U
(MHAHCOBOM KOHCYJIBTUPOBAaHUU
ATaky ¢ IpUMEHEHUEM METOOB COIMAIbHON HHKEHEPUH B OTHOIIEHUU COTPYTHUKOB OaHKa



29. ATaku Ha CUCTEMBI JUCTAaHIIMOHHOTO OAHKOBCKOTO OOCITYKUBaHUS, UCTIOIb3yEeMbIe IOPUINIECKUMHU
JULaMH

30. Ataku Ha KIIMEHTOB — (PU3UYECKUX JTUI]

31. Ataku Ha yCTpOHCTBa CaMOOOCITy)KHBaHUS (OTMEHA TPAH3aKIIHH )

32. DNeKTPOHHBIN OaHKUHT M PUCKH HEAOCTATOYHOTO 00ecredeHrs MHPOPMALMOHHOH 0€301macHOCTH

33. Kubep06e30nacHOCTh B YCIOBUAX IPUMEHEHHUST CUCTEM AJICKTPOHHOTO OAaHKHHTA

34. BnusiHre TEHEBOTO MHTEPHETa Ha 0€30IaCHOCTD AJIEKTPOHHOTO OaHKUHTA.

Kpurepuu onenuBanus:

- 3autreHoy (50-100 6auIoB) BBICTABIISICTCS, €CITH U3JIOKEHHBIM MarUCTPAHTOM MaTepuai (PaKTHISCKU
BEPEH, BBISBICHO HAJIMYUE TIYyOOKHX HCUEPIBIBAIOIIMX, JUOO TBEPABIX M JOCTaTOYHO IMOJHBIX 3HAHWHA B
o0beMe H3YYEHHOW TEMbl, TPAMOTHOE U JIOTMUECKHU CTPOHHOE HU3IOKEHUE Marepuala HpU OTBETe, Mpu
BO3MO)XHOM HAQJIMUUU OTHEJIbHBIX JIOTMYECKMX U CTHWJIMCTUYECKUX IOIPEUIHOCTEH M OLIMOOK, YBEPEHHO
UCIIPABIIEHHBIX TOCTIE TOTOIHUTEIBHBIX BOIPOCOB

- «He 3auTeHo» (0-49 O6aisoB) BHICTABIISIETCS, €CJIM OTBETHI MAarCTpaHTa HE CBSI3aHbl C BOIIPOCAMH, IIPU
HAJIMYUU TPYOBIX OMIMOOK B OTBETE, HEMNOHHWMAHHUS CYIIHOCTH M3JIaraéMOro BOINPOCA, HEYBEPEHHOCTH U
HETOYHOCTH OTBETOB HAa JIONIOJHUTENIbHbIE U HABOJASIIUE BOIIPOCHI

TecTbl
1. Yro Takoe kubepOE301MacHOCTh?
a) 3amuTa HHGOPMAITUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA.
0) Ob6ecnieuenue 0e30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM H CETEH.
B) Bce oTBETHI BEpHHBI.

2. Kakue 0CHOBHBIC YyTPO3BI CYIIECTBYIOT B KHOCPIIPOCTPAHCTBE?
a) BpenonocHsbie mporpaMMel.
0) OUIIUHT ¥ MOIIICHHUYECTBO.
B) YTeuka JaHHbIX.
r) Bcé BhienepeuncieHHoe.

3. UYro Takoe mmQpoBaHue TaHHBIX?
a) [Iponiecc npeoOpa3oBaHus NaHHBIX B 3alIM(PpOBaHHBIN opMmar.
0) MeTton 3amuThl HHPOpMaLMK MyTEM €€ IPeoOpa30OBaHHUS.
B) O0a oTBeTa BEPHBI.

4. Yro takoe Opanamaysp?
a) [Iporpamma a5 3aIIMUTHI OT BPETOHOCHBIX IPOTPAMM.
6) Cuctema puibTpanuu Tpaduka.
B) YcTpoicTBO Jutst o0ecrieueHus: 0€30MacHOCTH CETH.

5. Yro Takoe antuBupycnoe [10?
a) [IporpammHoe oOecrieueHue A1 OOHApYEHUS U yIaleHHsI BUPYCOB.
0) [Iporpamma 11 MOHUTOPHUHTA CETEBOTO Tpaduka.
B) MHCTpyMeHT A mudpoBaHus JaHHBIX.

6. Kakue mepsl mpeanpuHUMaroTcs 6aHkaMu 171 obecnieueHus: kubepOe3onacHocTu?
a) Bueapenue cuctem ayTeHTU(PUKAIIMA U aBTOPU3ALIAH.
6) Hcnonb3oBanue muQpoBaHus JaHHBIX MPH Nepeaye.
B) PerynspHoe 0OHOBIEHNE TPOrPaMMHOI0 00eCIIeUEHHS.
r) Bce oTBETHI BEpHHBI.

7. Yro takoe DDoS-ataka?
a) ATaka Ha cepBep C LIEJIbIO €ro NePEerpy3KH.
6) ITonbITKa B37IOMa CHCTEMBI Y€pe3 YSI3BUMOCTH.
B) Kpaka TMUHBIX JaHHBIX M0OJIb30BATENEH.

8. Kaxk 0Oanku 3ammumarT cBou cucteMsl o DDoS-aTax?
a) Ucnonb3oBanue cpecTB OOHAPYKESHHSI aTak.
0) Pe3epBHOE KOMTUPOBaHUE TAHHBIX.
B) [IpuMeHeHne TeXHOIOTUI OalaHCUPOBKH HATPY3KH.
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Kakue pucku cBsi3aHbI C HCIIOIB30BAHUEM MOOMIIBHBIX MPUIIOKEHUN OaHKOB?
a) Yrpo3a yTeuKH JTaHHbBIX.

6) Bo3moxHOCTH (hummHra.

B) Prick nmoTepu KOHTPOJIS HAJl IPUIIOKEHUEM.

r) Bce oTBeTHI BEpHBI.

Kakne TeXHOJIOTHH NCTIONB3YIOTCS sl ayTeHTU(UKAIINHA B OAHKOBCKUX MPHIIOKCHHSX ?
a) JIByxdakTtopHas ayTeHTHU(UKAIHS.

0) buomerpuyeckas ayTeHTH(PHUKAIINS.

B) SMS-noaTBepkIeHHE.

r) Bce nepeunciennsie.

UYro Takoe kubepyrposa?

a) Yrpo3a, HCXOAsIIas OT JTIOACH UM OpraHu3aluid, CTPEMSIINXCS TTOTYYUTh HECAHKIIMOHUPOBAHHBIH
JTOCTYI K HH(POPMAITUH WM CUCTEMaM C IEJIbI0 TPUYMHECHUS Bpea WIH MOTYUYCHHUS BBITOIBI.

0) Yrpo3a nHpopMaIMOHHON 0€301aCHOCTH, CBsI3aHHAS C UCIIOJIb30BAaHUEM HH(DOPMAIIMOHHBIX
TEXHOJIOTHIA.

B) O0a oTBETa BEpPHHI.

Kakue Buabl knuOepyrpos cyuiecTByroT?

a) Bpenonocuslie nporpaMmsl, (UIITAHT, MOIIEHHUYECTBO, YTEUKa JAHHBIX H JP.

0) ®usnueckue yrpo3bl, TaKUE Kak MOXKapbl WM CTUXUWHBIE OCICTBHSL.

B) DKOHOMHUYECKHUE YTPO3bl, CBA3aHHbIE C U3MEHEHHUEM KYPCOB BAIIOT WJIM IPOLICHTHBIX CTaBOK.

Yro takoe (pummHr?

a) Bug MomeHHHUYECTBA, TIPU KOTOPOM 3JI0YMBIIICHHUKH MBITAIOTCS MOJYYUTh KOH(PUACHIIMATBHYIO
nHpopManuio (HarpuMep, NapoJiv WM HoMepa 0aHKOBCKHX KapT), BbIIaBasi ce0sl 3a IOBEpPEHHOE JIUTIO.
0) Mcronp30BaHKe BPEIOHOCHBIX IIPOrPaMM Jijisi cOopa KOH(pHACHIIMAIBHON HH(DOpMAITUH.

B) ATaka Ha CepBep C LENbIO ero Meperpy3KH.

UYTto Takoe MOIIEHHUYECTBO C TUIATEXHBIMU KapTaMu?

a) HezakoHHOE HCIIOIB30BaHNE UIATEKHON KapThl IS OIJIAThI TOBAPOB MM yCIYyT 0€3 COrylacus
BJIA/IEIbLA KAPTHI.

0) Kpaka TMUHBIX JaHHBIX MOJIb30BaTENEH.

B) DUIIMHT ¢ UCTIOIBb30BaHUEM IUIATEKHBIX KapT.

UYro Takoe conuanbHas HHXXEHEpHs?

a) MeTto1 MaHUMYJISIUY JIFOJIEMU C IEIBI0 MOJydeHUs: KOHQUACHIIMATbHOW HH(OPMALIUY WK JOCTYTIa
K CUCTEMaM.

6) Bun kubepyrpos, CBsI3aHHBIX C HCIIOJIb30BaHUEM COLIUANIBHBIX CEeTeH.

B) Crioco0 3amuThl OT KHOEPYTpo3 MyTEM CO3/IaHUs COIMATBHBIX CBSI3EH.

Uro Ttakoe Bpegonocunoe [107?

a) [Iporpamma, cozaHHasi CO 37IbIM YMBICIIOM HJIH 3JIbIMH HAMEPEHHUSIMHU.
0) [IporpamMma, KOTOpasi MOKET HAHECTH BPEJ KOMIBIOTEPY WIIN CETH.

B) Bcé€ BrIIEnEpEUnCIIEHHOE.

UYro Takoe DDoS-araxa?

a) [TompiTKa caenaTh CUCTEMY HEAOCTYITHOM /IS 3aKOHHBIX MOJIb30BaTeNel MyTEM OTIPABKH OOJIBIIOTO
KOJIMYECTBA 3allpOCOB WK Tpaduka.

0) Artaka, HarpaBJieHHasl Ha MOJTy4eHUe KOH(UACHIIMAIbHOW HHPOPMALIUH O TOJIb30BATEIISAX.

B) Buj conmanbHON MH)XKEHEPHUH, CBSI3aHHBIA ¢ 0OMaHOM IOJIb30BaTENeH.

Uro Takoe nepenoiaHeHue oydepa?

a) OmudKa B MpOrpaMMHOM O0ECTIEYCHUH, KOTOPas TTO3BOJISET 3JI0YMBITIUICHHHUKAM BBITIOJTHATH
MIPOM3BOJILHBIN KO Ha CEpBeEpeE.

0) Tum ataku Ha O0TKa3 B 00CITy)KMBaHUH, HAITPABJICHHBIA Ha MEPETPY3KY cepBepa 3arpocamu.
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Yro Takoe ys13BUMOCTb?

a) Cnaboe MecTo B CHCTEME, KOTOPOE MOKET OBITh MCIIOJIb30BAHO 3JI0YMBIIIICHHUKAMU JUTSI TTOJTyYSHHS
HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

0) HemocTtaTok B cucteMe 6€301acHOCTH, KOTOPBIM MOXET MPUBECTH K HAPYIIECHUIO €€ IIeTOCTHOCTH
WINA JOCTYIHOCTH.

B) Bcé BhImenepeuncienHoe.

Uro Takoe aTaka Ha 0TKa3 B oociyxuanuu (DoS)?

a) [lombITKa cenaTh CUCTEMY HEIOCTYITHOU ISl 3aKOHHBIX MMOJIb30BaTeel MyTEM OTIIPABKH OOJIBIIIOTO
KOJIMYECTBA 3allPOCOB WK Tpaduka.

0) ATtaka, HampaBJICHHAs HA MOJy4YeHUEe KOHPUACHIIMAIBHOW HH(POPMAIIUU O TIOJIb30BATEIISIX.

B) Buj conmanbHON MHKEHEPHH, CBSI3aHHBIA C 0OMaHOM TIOJIb30BATEIICH.

Uro Takoe nepenosiHeHue Oydepa?

a) OmmbKa B mporpaMMHOM 00€CTIEYCHUH, KOTOpasi TIO3BOJISET 37I0YMBIIIIIEHHUKAM BBITIOJTHUTH
MIPOU3BOJILHBIN KOJT Ha CEpBEpe.

0) Tun araku Ha OTKa3 B OOCITY)KHBaHUY, HAIIPABJICHHBIN HA MEPETPY3Ky CEpPBEpPa 3aMPOCAMHU.

Uro takoe SQL-unbexius?

a) MetoJ BHeApeHUsI BPEIOHOCHOTO KO/Ia B CUCTEMY Yepe3 YSI3BUMOCTH B KoJie, 00padaThIBaroIeM
3ampockl K 6a3e JaHHBIX.

0) Ys3BUMOCTB, CBSI3aHHAS C HEIOCTATOYHOM MPOBEPKOI BXOIHBIX JAHHBIX MIPH BBIITOJIHEHUHU 3aIIPOCOB
K 0a3e TaHHBIX.

B) O6a oTBEeTa BEpHHI.

Yro takoe XSS-ataka?

a) BHenpeHne BpeJOHOCHOTO KO/1a Ha BEO-CTPAaHUILY C IO BBIOJHEHHUS STOTO KOJa Ha KOMITBIOTEpe
MIOJIb30BATEII.

0) Mcnonp3oBanue ys13BUMOCTEH B BEO-TTPHUI0KEHUSIX JUIS BBIITOJHEHUS BPEJOHOCHBIX ACHCTBHUI Ha
CTOpOHE KIJIMEHTA.

B) O0a oTBeTa BEPHBI.

Yro takoe CSRF-araka?

a) [oanenka MexcalTOBBIX 3aIIPOCOB C LIEJIbI0 3aCTABUTh MOJIH30BATENS BHIIOTHUTH HEXKENaTeIbHbIe
JNIEUCTBUS Ha calTe.

0) Bun ys3BuMocTH, CBSI3aHHOM C HEJJOCTATOYHOM 3aIIUTON OT MOAAEIKH 3aIIPOCOB.

B) O0a oTBETa BEpPHHI.

UYro Takoe MITM-ataka?

a) ATaka «4eJ0BeK IocepeIuHe», MPU KOTOPOH 31I0YMBIIIUIEHHUK MEPEXBAThIBAET U U3MEHSET JJaHHbIE,
nepeilaBaeMble MEXAY ABYMs CTOPOHAMH.

6) Meron B3110Ma, MPH KOTOPOM 3JI0YMBIIUIEHHUK TOIY4aeT JOCTYI K He3alMIIEHHOMY KaHally CBS3H
Y MOJKET MPOCIYIINBATh WIH U3MEHSTH JTaHHBIE.

B) O0a oTBeTa BEPHHI.

UYro Takoe yreuka JaHHBIX ?

a) HenpennamepenHoe packpbiTHe KOHGUASHIIMATLHONH HHDOpMAIUH.
0) HecaHK1IMOHUPOBAHHBINA JOCTYI K JAHHBIM.

B) O0a oTBeTa BEPHHI.

Urto Takoe knbepOe30MmacHOCTh?

a) 3anuTa HHPOPMALIUU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA.
6) Ob6ecnieuenue 0€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM U CETEH.
B) Bcé BrIIENEpEUnCIIEHHOE.

Kakune ocHOBHBIE yIpO3bI CYIIECTBYIOT B KHOEPIPOCTPaHCTBE?
a) BpenoHnocHsle IporpaMMel.
0) OUIIMHT ¥ MOIIIEHHUYECTBO.
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B) YTeuka JaHHBIX.
r) Bcé BrimenepeuncienHoe.

UYro Takoe mudpoBaHue TaHHBIX?

a) [Iponecc mpeoOpa3zoBaHusl TaHHBIX B 3alTU(POBAHHBIN (opMar.
6) Meron 3amuTel HPOPMALIUU TYTEM €€ TPeoOpa3oBaHMsL.

B) O0a oTBETa BEPHBI.

Uro Takoe O6panamaysp?

a) [Iporpamma 151 3aIIUTHI OT BPEIOHOCHBIX IPOTPAMM.
0) Cucrema ¢unbTpanuu Tpaduka.

B) YCTpOHCTBO Jy1si o0ecrieueHus: 0€30MacHOCTH CETH.

Urto Takoe antuBupycHoe [10?

a) [IporpammHoe obecnieuenue st OOHAPYKCHUS U yIAJICHHUSI BHPYCOB.
0) [Iporpamma Jyisi MOHUTOPUHTA CETEBOTO TpaduKa.

B) MHCTpyMeHT [yt U(POBAHUS JAHHBIX.

Kakue mepsl npeanpuHuMaroTcs: 0ankamu Juis odecriedeHus kubepoesomnacHoctu?
a) Bueapenue cucrem ayTeHTU(PUKALIMKA U aBTOPU3ALINH.

6) Ucnonp3oBanue mudpoBaHus TaHHBIX IpU Nepeaaye.

B) Perynsipnoe oOHOBIIEHHE TPOrPAMMHOTO 00eCTICUeHHUSI.

r) Bce oTBeTHI BEpHBI.

Kak 6aHkum 3amuiiaioT cBou cucreMbl oT DDoS-atak?
a) Mcronb30Banue cpelicTB OOHAPYKCHUS aTakK.

0) Pe3epBHOE KOMMPOBAHKE TAHHBIX.

B) [IpuMeHeHne TeXHOJIOTHi OaTaHCUPOBKU HArPYy3KH.

Kakue pucku cBsg3aHbl ¢ UCIIOJIB30BAaHUEM MOOUIIBHBIX MPUIOKEHUH OaHKOB?
a) Yrpo3a yTeukH JaHHbIX.

0) BozmoxxHOCTB (umIMHra.

B) Puck norepu KOHTpOJIS Ha/l IPHIIOKEHHUEM.

r) Bce oTBeTHI BEpHBI.

Kakne TeXHOIOTHH NCTIONB3YIOTCS ISl ayTeHTU(UKAIINHA B OAHKOBCKUX MPHIIOKCHHSX ?
a) JIByxdakropHas ayTeHTU(UKALUS.

0) buomerpuueckas ayreHTU(UKALINSL.

B) SMS-nioaTBepKaCHHE.

r) Bce nepeunciennsie.

Kakne MeTopl UCTIONB3YIOT OaHKH JUIs 3aLIUThI ITATEXHBIX KapT?
a) llludpoBanne qaHHBIX O TPAH3AKIIUAX.

6) MHoOroypoBHEBas ayTeHTU(UKALIHSL.

B) MOHUTOPUHT NMOAO3PUTEIBHON aKTUBHOCTH.

r) Bce BhlienepeuncieHHbIE.

Kpurepun onenuBanus:

Makcumym 20 6amnos. Bapuant cogepxut 10 3amanuii.

16-20 6anoB BBICTABISAETCA, €CIIM 00yJaroLMiics 0TBETHII paBUIbHO Ha 84-100% 3ananuii Tecta;
13-15 GatoB, eciu O0yYarOIIMIACS OTBETHII TPABMIIBHO Ha 67-83 % 3amanui;

10-12 6annoB, eciu 00y4aromuics OTBETUI MpaBHiIbHO Ha 50-66% 3ananui;

0-9 GatoB, eciu 00yJarONIHIICS OTBETHII TpaBMWIIbHO Ha 0-49% 3amanmii

KoMmieKT KOMIJIEKCHOTO 3a1aHUSsl
1. OnumuTe OCHOBHBIE YTPO3bl KHOEPOE30MacCHOCTH B OAHKOBCKOM CEKTOPE M IIU(PPOBBIX IKOCUCTEMAX.
2. HazoBuTe OCHOBHBIC METO/IbI 3AIIUTH HHGOPMAITMU B OaHKOBCKOM cepe.



3. PacckaxuTte 0 Mepax 1o NpeJoTBPAIICHUIO YTeUKH KOH(DUIeHIIMAIbHON HHPOpMAIK B OaHKaX.

4. IlepeuncianTe OCHOBHBIE MPUHIUIIBI 00ecTiedeHNsI 0€30MaCHOCTH IaHHBIX B IIU(PPOBBIX IKOCUCTEMAX.

5. Onumute mporecc mudpoBaHUs TaHHBIX B 0aHKOBCKOW CHUCTEME.

6. Pacckaxute 0 MeToAax 3anuThl OT (PUITMHTA U COIUATBHON MH)KEHEPUH B 0AaHKOBCKOH cdepe.

7. O0BsicHHTE, KaK paboTaeT cucreMa IByX(akTopHOW ayTeHTU(UKAUU B OaHKaX.

8. Ilepeuncianre OCHOBHbIE MHCTPYMEHTHI JIi MOHHUTOPUHTA M aHAIU3a yrpo3 KubepOe30macHOCTH B
OaHKOBCKOM CEKTOpE.

9. Pacckaxute 0 MmeTogax 60prObI ¢ BpeqoHocHbM [1O B GaHKOBCKOM chepe.

10. OnumuTe npouece pearupoBaHus Ha MHIUAEHTH KubepOe3onacHoCTH B OaHKaX.

Kpurepum oueHuBanmus:
Maxkcumym 30 6amnoB. CTyAEHT BBIIOTHSAET KOMIUIEKT u3 10 3amanuid.
21-30 OGamnoB  BBICTABISIETCS, €CIM CTYAEHT IPABWIBHO BBINOJHWI 33JaHUE PYKOMHCHBIM TEKCTOM C
00513aTeNIbHON CCHUIKON Ha UCTOYHUKH MH(POPMALIMH, B TOM YHCJIE HOPMBI ICHCTBYIOLIETO 3aKOHOIATEIbCTBA; B
JIOTMYECKUX PACCYKACHUSIX W 00OCHOBAHMH BBIIOJHEHWHU 33aJad HET MPOOEToB U OmMOO0K; (BO3MOXHA O/HA
HETOYHOCTb, OIMCKA, HE SBIIAIONIASICS CIECICTBUEM HE3HAHUS WM HEMOHUMAaHUs y4eOHOro MaTepHrana).
11-20 6anyoB BbICTABISIETCS, €CIIU CTYACHT NPABUIBHO BBINOJIHUII ¥4 00beMa 3a1aHUH PYKONIUCHBIM TEKCTOM C
00513aTeNIbHON CCHUIKON Ha UCTOYHUKH MH(POPMALIMH, B TOM YHCJIE HOPMBI JICHCTBYIOLIETO 3aKOHOIATEIILCTBA; B
JIOTMYECKUX PACCYKACHUSIX U 00OCHOBAHMH BBITIOJHEHHHU 3a]ad HET NMPOOEOB U OIMOOK; (BO3MOXKHA OIHA
HETOYHOCTb, OIMCKA, HE SBJISIOIIASCS CIEICTBUEM HE3HAHUS WM HEMOHMMaHHs ydyeOHoro marepuana). Eciu
BBITIOJTHEHBI BCE 33J[aHUS, HO BBIBOJIBI  HEJJOCTATOYHO apryMEHTHPOBAHBI; ONYIIEHA OHA OIINOKA UM JIBA-TPU
He/o4eTa.
1-10 6annoB BBICTABISAETCS, €CIIM CTYJACHT NPABHIBHO BBHIOJHII TOJIOBUHY O00BbeMa 3aJaHuil PYKONHCHBIM
TEKCTOM C 00s3aTeNbHOW CCHUTKOM HAa WCTOYHMKH HH(OpMAlMH, B TOM 4YHCIE HOPMBI JCHUCTBYIOIIETO
3aKOHO/IaTEIbCTBA; B JJOTHYECKUX PACCYKACHUSAX M 000OCHOBAHUH BBIITOJHEHUH 33124 HET MPOOEIIOB U OMINOOK;
(BO3MOXXKHA OJIHa HETOYHOCTH, ONMCKA, HE SBISIOMIASACS CIEICTBHEM HE3HAHWS WM HEMOHMMAaHHS y4eOHOTO
marepuana). Eciu BeinonHeHs! 3/4 3ajaHuii, HO BBIBOABI HEIOCTATOYHO apryMEHTHPOBAHBI; JOIMYIIEHa OJHA
omuOKa WM JBa-TPU HEIOYETA.
0 6ayuioB  BBICTaBIISETCS, €CJIM JIOMYIIEHBbl CYIIECTBEHHbIE OMIMOKHM, MOKa3aBLIME, YTO OOydaromuics He
BJIaJieeT 00s3aTeIbHBIMUA 3HAaHUSMH 1 HABBIKAMU; IPABHIILHO BBHITIOJIHEHO MEHEE TIOJIOBUHBI PA0OTHI.

AHaJIUTHYECKHE 3aJaHusl

1. [Ipoananu3upyiiTe OCHOBHBIE Yrpo3bl M PHUCKH KHOEpOE30MacHOCTH B OAHKOBCKOM CEKTODE.
[TpemtoxxuTe KOMIUIEKC MEp TIO UX MPEJOTBPALICHUIO 1 MHHUMHU3AIUH.

2. PackpoiiTe posb 1 3HaU€HUE CTaHAAPTOB U HOPMATUBHO-TIPABOBBIX AaKTOB B 00J1aCTH 0OECTIEYEeHUs
knOepOe3onacHoCT B OaHKOBCKOM JesiTenbHOCTH. [IprBeanTe npuMepsl KIIFOUEBBIX JOKYMEHTOB.

3. OxapakTepu3yiTe COBpeMEHHbIE TEXHOJIOIMH U METOJIbI 3alIUThl HH()OPMAIUK, IPUMEHSIEMBIC B
0aHKOBCKUX cucTeMax U U poBbIX sKocucTeMax. Ouennre ux 3pHeKTUBHOCTD.

4. [IpoBenuTe cpaBHMUTENBHBIM aHATU3 MOAXOJOB K YIPABICHUIO PHCKaMU HH()OPMAIMOHHON
0e30macHOCTH B 0AaHKOBCKOM CEKTOpe M LU(POBBIX 3KocucTeMaxX. BbIIBUTE KiItOYeBBIE pa3nuuus U oOIIue
HNPUHLUIIBL.

5. Packpoiite pons u QyHKIIMK TIoApa3aefeHnii HHHOPMAITMOHHOW 0€30MacHOCTH B OaHKOBCKHUX
opranuzausax. O60cHylTe HEOOXOAMMOCTb UX B3aUMOJICHCTBUS C APYTUMH CTPYKTYPHBIMH OIPA3ICICHUSIMHU.

6. PazpaboraiiTe T1uTam MepompusTHII MO oOecredeHnto KuoepOe30macHOCTH sl OaHKa,

BHE/IPSIONIET0 HOBYIO IM(poBYIO yeiyry. OnpeenuTe KI0YeBble dTarbl, OTBETCTBEHHBIX JIMII U HEOOXOMMbIe
pecypcehl.

7. [IpoBenute aynuT uHOpMAIMOHHONW O€30MACHOCTH B OJHOM U3 TMOApa3JeNeHui OaHKa.
Chopmynupyiite pekoMeHaluK 110 YCTPAHEHHUIO BBISIBJICHHBIX YA3BUMOCTEN U COBEPILIEHCTBOBAHUIO CUCTEMBI
3aIUTHI.

8. CmMopenupyiiTe cuieHapuii kubepaTakyu Ha OaHKOBCKYIO CHUCTEMY U pa3paloTaiite miaH J1eHCcTBUI
10 PEarnpoOBAHHUIO U JINKBUIALIUHU MOCIEACTBUN HHIMIEHTA. ONpeeanTe POIN U OTBETCTBEHHOCTh Y4aCTHUKOB.
9. PazpaboraiiTe mporpammy 00y4deHUsS U TOBBIIMICHHUS OCBEIOMIIEHHOCTH COTPYIHHUKOB OaHKa B

obnactu kubepOe3onacHocTH. OG0CHYITE ee coaeprkaHue U (POPMBbI peann3aluu.
Kpurepun oueHuBaHus:
Maxkcumym 20 6amtoB. 3agaHus CTyI€HT BEIOMPAET IO CBOEMY JKEJIaHUIO.



16-20 OGaynyoB BBICTABISICTCS, €CIM MArMCTPAHT BBIMONHWI 4 aHATUTHUYECKHX 33JaHHs, TOTHO U
coJIepKaTeJIbHO PaCKPhIBask PEIICHHUE BHITOTHEHHBIX 3a/IaHU Ha OCHOBE TIPUBEACHHOTO 0030pa.

11-15 OGannoB BBICTABISETCSA, €CIM MArUCTPAHT BBIMOJHHUI 3 aHATUTHYECKHUX 3aJaHUs, TOTHO U
coJiepKaTeJIbHO PaCKPhIBasl PEIICHHUE BHITOTHEHHBIX 3a/IaHU Ha OCHOBE TIPUBEACHHOTO 0030pa.

6-10 0amuioB  BBICTABIISAETCS, €CIM MAarucCTPAaHT BBIIOJHWII 2 AHATUTHUYECKHX 3aJaHHs, IOJHO H
coJiepKaTeJIbHO PaCKPBIBask PEIICHHE BHIMOTHEHHBIX 3a/IaHU Ha OCHOBE MIPUBEACHHOTO 0030pa.

1-5 OGannoB  BBICTABISETCS, €CIAM MAruCTPAaHT BBIMOJHWI | aHAJIWTUYECKOE 3a/JlaHHe, MOJHO U
coJiepKaTeJIbHO PaCKPhIBasl PEIICHUE BHITOJTHEHHOTO 3aJJaHusI HA OCHOBE MPUBEICHHOTO 0030pa.

0 OayuioB  BBICTABIISIETCS, €CJIM MAarUCTPAHT HE BBIMTOIHSIT 3a1aHUSI.

CutyauuoHHbIE 3a]aHUsl

3amanwue 1. MccnenyiiTe u nmpoaHaau3upynTe MOCISIHNE TCHICHIIMA B 00J1acTH KHOepOe30macHOCTH B
OaHKOBCKOM CEKTOpe W WHMQPOBEIX dKOocucTeMax. [loAroToBbTE OTYET, BKJIIOYAIONIMN aHAIU3 yrpos,
YSI3BUMOCTEH U MEp IPOTHBOACHCTBUSI.

3aganue 2. Paszpaboraiite muaH neiicTBui mo obecnedeHUI0 KuOepOe30macHOCTH ISl Majoro
npeanpusaTs, padoratomero B chepe mudpoBeix ycuyr. [lnaH A0WKEH BKIOYATh OMHCAHUE IMOJUTHKH
0€301MacHOCTH, TIPOIEAYP U TEXHHUECKUX MEp.

3ananue 3. [IpoBeanTe aHAIM3 CYIIECTBYIONUX CTAHIAPTOB U PEKOMEHIAIUH 110 KHOepOe30MacHOCTH,
takux kak ISO/IEC 27001, NIST Cybersecurity Framework, CIS Controls u npyrue. CpaBHHTE HX U OIIPE/ICIINTE,
KaKHe U3 HUX HanOoJee MPUMEHUMBI JIJIsl 0AHKOBCKOTO CEKTOpa M MU(POBBIX IKOCUCTEM.

Kpurepun ouenuBanmsi:
Maxkcumym 30 6aiioB

21-30 GamioB BBICTABISAETCS OOYyYarOMIEMYCs, €CIM 3 CHTYAllMOHHBIX 33aJaHHUs PEIICHBI BEPHO MU
MOJHOCTBIO, B COOTBETCTBUU C HOPMAaTHBHO-TIPABOBOI 0a30if; B JIOTMYECKUX PACCYKICHHUAX M OOOCHOBAHUU
peleHHst HeT MPOoOesIoB U OMMOOK (BO3MOKHA OJTHA HETOYHOCTh, OITUCKA, HE SABIISIONIASCS CIEICTBHEM HE3HAHUS
WJIM HEIOHUMaHUs y4eOHOTO MaTepuana).

11-20 GammoB BBICTABIAETCS OOYYAIOIMIEMYCS, €CIM 2 CHTYAallMOHHBIX 3aJaHHUS PEIICHBI BEPHO WU
MOJTHOCTBIO, B COOTBETCTBUM C HOPMATHUBHO-IIPABOBOW 0a30if; B JIOTMUECKUX PACCYXKJIEHUSIX U OOOCHOBAHUU
peleHust HeT MPOoOeIoB U OINOOK (BO3MOYKHA OZJHA HETOYHOCTH, ONTMCKA, HE SBIISIOMIASICS CIIEICTBHEM HE3HAHUS
WM HeTIOHMMaHUs y4eOHOro MaTepuaa).

0-10 GamoB BBICTaBIIIETCS OOydalOMIEMyCs, €cld | CHUTYallMOHHBIX 3aJaHUs PEIICHBI BEPHO M
MOJTHOCTBIO, B COOTBETCTBUM C HOPMATHUBHO-IIPABOBOW 0a30if; B JIOTMUECKUX PACCYKIEHHUSIX U OOOCHOBAHUU
pelIeHwst HeT MPoOeIoB U OINOOK (BO3MOYKHA OJJHA HETOYHOCTH, ONTMCKA, HE SBIISIOMIASCS CIIEICTBHEM HE3HAHUS
WM HeTIOHUMaHUs y4eOHOro MaTepuaa).

3 Metoauyeckue MaTepHaJibl, ONpeAeasionye NPpoueAypPbl ONCHNBAHUS 3HAHMN, YMEHUH, HABBIKOB H
(MJIM) oNBITA JeATEbHOCTH, XaPAKTEPHU3YIOLIUX ITaNbl (POPMUPOBAHUSA KOMIIETECHIIMI

[Ipouienyps! olleHMBaHMSI BKIIOYAIOT B €051 TEKYIIUH KOHTPOJIb U IPOMEXKYTOUHYIO aTTECTAIIHIO.

Texkymmii KOHTPOJIb YCIIEBAEMOCTH IIPOBOAUTCA C MCIOJIB30BAHUEM OLICHOYHBIX CPEICTB,
MPEJICTAaBICHHBIX B M. 2 JaHHOTO MpPHJIOKEHHA. Pe3ynbTaTbl TEKYyIIEro KOHTPOJS JOBOJSTCS IO CBEACHUSA
CTYIEHTOB JI0 TPOMEXYTOYHOM aTTECTaLMH.

IIpomexyTouHas aTrecTanms IpoBOAUTCS B hopMe 3ayeTa

3aueT MPOBOAMTCS IO PACHUCAHUIO IMPOMEXKYTOUYHOM aTTecTallMd B MUCBMEHHOM BHUJAE 3a/laHue
COJIEp’KUT JBa Bompoca. IIpoBepka OTBETOB M OOBSIBIEHHE PE3YyJIbTAaTOB IMPOU3BOJIUTCS B JIEHb 3ayeTa.
Pe3ynbrarhel aTTecTaluy 3aHOCATCS B BEAOMOCTb M 3aYETHYIO KHUXKKY cTyAeHTa. CTyAEeHTbI, HE IpOoIIeIine
MPOMEKYTOUHYIO aTTECTAllMI0 MO TpaduKy, JOIDKHBI JHUKBHIUPOBATH 3aJI0JUKEHHOCTh B YCTaHOBJICHHOM
MOPSJKE.



IIpunoxenne 2
METOJUYECKHUE YKA3AHUS IO OCBOEHUIO JUCHUITJIMHBI
«KHUBEPBE3OITACHOCTB B BAHKOBCKOM BU3HECE U IU®POBbLIX OKOCUCTEMAX»

Y4eOHBIM IIaHOM MPEAYCMOTPEHBI CIEAYIOUTNE BUBI 3aHATHIA:

- JIEKIIUU

- IPAKTUYECKHUE 3aHIATHSL.

B Xone neKUMOHHBIX 3aHATHM pPaccMaTpPHUBAIOTCS OCHOBHBIE BONPOCHI TEOPUHM OpraHU3alUU
JeSATeNbHOCTH OaHKa, TAIOTCS PEKOMEHAAIUH Ul CAaMOCTOSITEIbHON paboThl U MOATOTOBKU K MPAKTUYECKUM
3aHATHUSM.

B Xxone mnpakTHUecKMX 3aHATHH yriiyOJIIOTCST M 3aKpEIUIAIOTCS 3HAHUS CTYAEHTOB IO  psay
PacCMOTPEHHBIX Ha JIEKUMAX BOMNPOCOB, PAa3BUBAIOTCS HABBIKM  AHAJTUTUYECKOW paOOThI, MPUHATHS
YIIPABJICHYECKUX PELICHUM.

[Ipu noAroTOBKE K MPAKTUYECKUM 3aHATHUIM Kbl CTYICHT JOJKEH:

— U3YYUTh PEKOMEHIOBAaHHYIO YUEOHYIO JIUTEPATYPY;

— U3Y4YUTh KOHCIIEKThI JIEKIIH;

— IOJrOTOBUTH OTBETHI HA BCE BOIIPOCHI 110 U3y4aeMOil TeMe

B 1npouecce MNOAroTOBKM K MPAaKTUYECKUM 3aHATHUSAM CTYAEHTbl ~ MOTYT  BOCIOJIb30BaThCS
KOHCYJIbTAllUsIMU NPENOIaBaTes.

Bompocel, He paccMOTpeHHbIE Ha JEKIUAX U MPAKTUYECKUX 3aHATHUSX, TOJDKHBI OBITh H3YYEHBI
CTYICHTAMH B XOJI¢ CaMOCTOSTECIILHON paboThl. KOHTpoIs camMoCTOSITENbHON paboThl CTYIEHTOB HAaJ
yuyeOHOW MporpaMMoil Kypca OCYIIECTBISIETCS B XOJ€  3aHATHIl METoJoOM TecTupoBaHus. B xone
CaMOCTOSITENIbHOM ~ pabOTBhl  KaXJblil CTYyIEHT 00s3aH I[pPOYUTaTb OCHOBHYIHO M 110 BO3MOKHOCTH
JOTIOJIHUTENBHYIO JIUTEpATypy IO M3y4aeMoOll Teme, JONOJIHUTh KOHCHEKThl JEKUUA HEJOCTAOIINM
MaTepUajoM, BBIIMCKAMU U3 PEKOMEH]JIOBAaHHBIX IEPBOMCTOYHHUKOB.

CTygeHT  JOJKEH  TOTOBUTBCS K MPEACTOSIIEMY  MPAKTHYECKOMY 3aHSATHIO 10  BCEM,
0003HaYeHHBIM B paboueil mporpamMme JUCIUIUIMHBI BOIIPOCAM.

JI1s1 TOArOTOBKHU K 3aHATHUSAM, TEKYLIEMY KOHTPOJIIO U ITPOMEKYTOUHOM aTTeCTallUd CTYAEHTbl MOTYT
BOCIIOJIB30BaThCs 3JIEKTPOHHO-OMOIMOTEYHBIMIA CHUCTEMaMH. Takke oOydaromipecs MOTYT B3ATh Ha JIOM
HEOOXOAUMYI0  JHUTepaTypy Ha  aOOHEMEHTE  YHUBEPCUTETCKOM OMOIMOTEKH WM BOCIOJIB30BAThCS
YUTAJIBHBIMU 3aJIaMU.

Memoouueckue peKomenOayuu no 6bINOIHEHUIO KOMNIAEKCHO20 3A0AHUA

J171s BBINOSTHEHUS 3aJaHUS CTYIEHT JI0JIKEH:

- H3Y4YUTb TEOPETUYECKUI BOIPOC;

- coOpaTh MHPOPMAIUIO U3 OTKPHITHIX HICTOYHUKOB O IPAKTUKE U BO3MOXHBIX MYTSAX PELICHUS 3a/1a4U U

CTPYKTYpUPOBATh €€;
- OmMcaTh pelIeHue 3aJaHus:
- cieTaTh BBIBOBI M MTPEJICTABUTh UX B (hopMe JOKIIAAa WK AOKJIa1a-Npe3eHTALNY;
- apryMEHTHPOBaTh COOCTBEHHYIO TOUKY 3pEHMSI 110 IpodIieMe.

Joknan aenaercs B MpOU3BOJIBHON (opMe (IPUBETCTBYIOTCS JIIOOBIE METO/bI M3JI0KEHHs] MaTepuaa).
OO0s13aTenbHbBIE YCIOBUS: Y4acTHE B JIOKJIa/le BCEX YJIECHOB IpyIIbl (MIPUOIN3UTENBHO B PaBHOW Mepe); Hallu4ne
WUTIOCTPATUBHOTO MaTepuana (B Jo0oi (opme — mpe3eHTanus, pa3laTOYHbI MaTepual, MO CMBICTY
MOJIKPETUISIONINE U3JI0KEHUE U JIeatoIIne ero 6osee HarJIaJHbIM U HHTEPECHBIM).

[lo oxkoHYaHWM JOKIana CTYAEHTHI M IPENojaBaTellb B 00S3aTENIbHOM TMOPSJIKE 3a/Jal0T BOIPOCHI.
OrneHnBaeTCst Ka4eCTBO OTBETOB Ha BOIIPOCHI.

Memoouueckue peKomeHOayuu no 6bINOIHEHUI0 AHATUMUYECKUX 3A0AHUTL

JI71s1 BRITIOJTHEHH ST aHATUTHIECKUX 3a/IaHU UCTIONIB3YIOTCS TaHHble Poccrarta, odunmansHoro caira [{b
P®, Accoumanuu @unTex, Acconmanuu nu(pOBIX MIATHOPM, CAUTOB KPEAUTHBIX OpraHU3aLUil.

Jl1st BBIOSTHEHUS 3aJaHUSI CTYJIEHT JI0JKEH:

- W3Y4YUTb TEOPETUYECKUI BOIPOC;

- coOpaTh CTaTUCTUYECKYIO HH(OPMALINIO U CTPYKTYpUPOBATH €€;

- IPOU3BECTH HEOOXOAUMBIE PAaCUeThl U MPOAHAIU3UPOBATH COOPAHHBIN MaTepuall;
- cieNiaTh BBIBOJIBI M IPEJICTABUTh MX B (hopMe JOKJIaa Ui J0KJIa1a-pe3eHTallH;
- apryMEHTHPOBATh COOCTBEHHYIO TOUKY 3pEHHS 110 MpodieMe.

Joxnan aemaercs B MPOU3BOJIBHON (popMe (MPUBETCTBYIOTCS JIFOOBIE METOBI U3JIOKCHHS MaTepraia) ¢
ucnonb3oBanueM LibreOffice. OOs3aTenbHble yCIOBHA: ydacTHE€ B JIOKJIQJ€ BCEX WICHOB TIPYIIIBI
(mpuOIM3HUTENEHO B PaBHOW Mepe); HAIMYKE WIUTFOCTPATHBHOTO MaTepuana (B o000l hopme — mpe3eHTanus,



pa3maToyHBId MaTepual, MO CMBICTY MOJKPEIUISIONINE M3JI0KEHUE U JeTNarolife ero 0Ooyiee HArisaHBIM H
WHTEPECHBIM).

[To oxoHuUaHUU AOKIIAaJa CTYACHTH U TPEMOAaBaTeNh B 005S3aTeIHLHOM MOPSIKE 3a0af0T BONpockl. [Ipu
3TOM JCHCTBYIOT CIEyIOIIHE MTpaBuia:

KadectBo ¥ KOJIMYECTBO 3a/JaBa€MbIX BOINPOCOB (MPU MHHUMAIBHOM KadeCTBE) OLICHUBAIOTCS
npernojaBaTesieM JOMOJIHUTEIbHO. YYeT BOMPOCOB MPOU3BOAUTCS MOGAMUIBHO U YUUTHIBACTCS B JaJIbHEUIIEM
MIPU BBICTaBJICHUU UTOTOBOM OLIEHKHU

KonnuecTBo BOIPOCOB HE OTpaHUUYEHO; BOIIPOCHI IOJKHBI 33/1aBaThCs B KOPPEKTHOU (hopMe U B paMKax
IIPOCIYLIAHHOIO JOKJIaJia U WIUIIOCTPUPYIOLIETO €ro Marepuaa.

Kaxxplii cTyieHT M mpernojaaBaresb MOJy4YaroT OLIEHOYHbIHN JUCT . OueHka paboThl MPOU3BOIUTCS 1O
KPUTEPUSM:

MOCTaHOBKA 33]1a4H;

KauyeCTBO IIPE3EHTALMH (AOKJIaa, BHICTYIUIEHUS);

OTBETHI Ha BOIIPOCHI.

[To oxoHyanuu BBICTYyIUIEHUS (TIOCJE OTBETOB HA BCE HMHTEPECYIOLIME BOIPOCHI) BCEM OCTaIbHBIM
y4acTHUKaM JlaeTcsi Bpems (2-3 MUHYTBI) Ha BBICTABJICHHE OI[CHOK B OLICHOYHBIHN JUCT. OLIEHKU BBICTABIISIFOTCS
o 10-6amtpHOM mikane. OHM  JTOJDKHBI BBICTABIISTHCS MAKCHMAITLHO 00BEKTUBHO. [IpernogaBarens TuaHO, THO0
MOPYYHMB 3TO CO3JAHHON U3 YKCIA CTYACHTOB CUETHON KOMUCCUH, TIOJBOIUT UTOT.

Memoouueckue pekomeHoayuu no 6bINOIHEHUIO MECM 08

B TecT MOryT OBITh BKIIIOUEHBI 33JJaHUS PAa3IMYHBIX THUIIOB:

C BEIOOPOM OJTHOTO WJIM HECKOJIbKUX BEPHBIX OTBETOB

C BBOJIOM OTBETA C KJIIaBHATYPbI

Ha YCTAHOBJICHUE COOTBETCTBUS

Ha YIopsI0uYeHUE

Ha KJIacCH(HUKAIUIO

B Tecte MOryT coueTatbcs 3a1aHUs Pa3HBIX TUIIOB B JIFOOBIX KOMOMHAITHSIX.

Memoouueckue pekomeHOAuUU NO 6LINOTHEHUIO CUMYAUUOHHO20 3A0AHUA.

PabGora c cuTyauMOHHBIMU 3aJaHUSIMH IO3BOJISIET PACCMOTPETh BApHUAHTHI PEIICHUS MPOOIEMHON
MIPAKTUKO-OPHUCHTUPOBAHHON CHTYAIMH C y9€TOM C(POPMHUPOBAHHBIX TEOPETHUSCKUX 3HAHUI U HABBIKOB.

TpaguIIMOHHO CHUTYallMOHHOE 3aJaHHe COJEPKUT CXEMAaTHYECKOE CIIOBECHOE OINMCAHWE CHUTYaluH,
CTAaTUCTUYECKHUE IaHHbIE. 3a/IaHKE JAaCT BO3MOXKHOCTh MPUOIM3UTHCSA K MPAKTUKE, BCTATh Ha MTO3UIIMIO YEIOBEKa,
peaNbHO MPUHUMAIOIIETO PEUICHUs, HAIJISIIHO JEMOHCTPUPYIOT, KaK MPUMEHUTh TEOPETUYECKHE 3HAHUS K
pelIeHnIo MpakThueckux 3aaad. C MOMOIIbI0 ATOTO METOJA CTYIEHTHI UMEIOT BO3MOXKHOCTH MPOSIBUTH U
COBEpIICHCTBOBATh AHAJIUTUYECKHE M OIICHOYHBIE HABBIKM, HAXOAWTh HAuOOJee palMOHAIbHOE peIIeHHE
MOCTABIEHHOM MPOOIEMBI.

Pemenne cutyariioHHOTO 3aaHUS IPEJCTABISIET COOON MPOIYKT MHAWBHUIYaTbHOW pabOThI CTYACHTOB.
Pabora ¢ cuTyallMOHHBIM 33JaHUEM OCYIIIECTBIISETCS IO3TAITHO:

ITepBeIil 3Tanm — 3HAKOMCTBO C TEKCTOM CHUTYAallMOHHOTO 3aJaHus, U3JI0)KEHHOM B HEM CHUTyalluel, ero
O0COOEHHOCTSIMH.

Bropoii aTan — BeIsIBIeHHE (aKTOB, yKa3bIBAIOUIMX Ha MpoOsieMy(bl), BbIIEJICHHE OCHOBHOM MPOOIEeMbI
(OCHOBHBIX MPOOIIEM), BBIIETICHHE (PAKTOPOB U MEPCOHAIHI, KOTOPBIE MOTYT PeallbHO BO3/ICHCTBOBATH.

Tperuit oTan — BBICTpaWBaHUE HEpApXUU MPoOsIeM (BBIAEICHUE TIaBHOW M BTOPOCTETIEHHBIX), BHIOOP
POOJIEMBI, KOTOPYIO HEOOXOMMO OYAET PEIIUTh.

UeTBepThlii dTanm — TeHepalusi BapHAHTOB PelIeHUs MpoOiieMbl. BO3MOXKHO MpOBEIEHUE «MO3TOBOTO
TypMa.

[1aThIit STAm — OIEHKA Ka)KI0TO albTEPHATUBHOTO PEIICHUS U aHAJIU3 TIOCIEACTBUN MPUHATHS TOTO HIIHA
WHOTO PEIICHHUS.

[lecToit aTan — MPUHATHE OKOHYATEIILHOTO PEIICHUS TI0 CUTYAIlMOHHOMY 3a/IaHHI0, HATIPUMED, TIEPEUHS
JNEUCTBUI WUIIU TTOCIEN0BATEIBbHOCTH IEVCTBUM.

CenpMoit 3Tan — npe3eHTalus peieHus 1 oouiee o0CyxIeHue.

BoceMoii aTan - mojaBeieHne UTOTOB B y4eOHOM IpyIIe MoA PyKOBOJCTBOM MPENOIaBaTENs.

MakcumMarbHas ToJib3a U3 PadOThl HAJ CHTYAI[MOHHBIM 3aJaHieM OyeT U3BJIcUeHa B TOM ClIydae, eClu
CTYJCHTHI IIPH MIPEIBAPUTEIHHOM 3HAKOMCTBE C HUMU OYIyT MPHUIEPKUBATHCS CHCTEMAaTHIECKOTO TTOIX0/1a K UX



aHaJIN3y, OCHOBHBIE IIard KOTOPOTO IIPEICTaBICHBI HIKE.

1. BemumuTe U3 COOTBETCTBYIOLIUX Pa3/ieNoB y4eOHON AUCHUILINHBI KITFOUEBBIE HJIEH, U1 TOTO, YTOOBI
OCBEKUTh B MaMITH TEOPETHMUECKHE KOHLIENLMU U MOAXOAbI, KOTOphle Bam mpencTtout ucmnonb3oBaTh IpU
aHaJIM3e Keuca.

2. berno npoutuTe TEKCT 3aaHUsL, YTOOBI COCTaBUTh O HEM OOLIEe MPEACTABICHUE.

3. BHUMaTenpHO IPOYTHUTE BOIIPOCH] K 33/1aHUIO0 U yOeauTech B TOM, 4TO Bbl Xxopoio nonsnu, uro Bac
IIPOCAT CAEIATh.

4. BHOBb IIpOUTUTE TEKCT 3aJaHUs, BHUMATEIBHO (PUKCUPYs Bce (aKTOpbl WM MPOOJIEMbl, UMEIOLIHE
OTHOILIEHHE K ITOCTABJICHHBIM BOIIPOCAM.

5. Ilpopymaiite, Kakue UIEeU U KOHLEMNIMU COOTHOCATCA ¢ MpobiieMamu, KoTopele Bam mpearaercs
paccMOTpeTh IpH paboTe HaJl CUTYallMOHHBIM 33JaHUEM.

JUis yCHemHoro pemeHusl CUTyallMOHHOTO 3a/laHusl HEMAJIOBAXHBIM (DAaKTOPOM SIBIISIETCSI TE€HEpaIHs
nuaen.

[IpesenTanus, wiM npeacTaBICHUE PE3ylbTaTOB aHAIM3a CUTYAllMOHHOIO 33JaHMsl, BBICTYIIA€T OYEHb
Ba)XXHBIM 3JIeMEHTOM MeToJ1a. [Ipu 3ToM BOo3MO’KHA J1Ba BHJ1a IPE3EHTALMN: YCTHas (TyOaMyuHasi) U MUCbMEHHBbIH
OTYET-NIPE3ECHTALUS.

[Ty6nnynas (ycTHas) mpe3eHTalMs MpeanosaraeT MpeIcTaBleHHe PEeLIeHUs] CUTYAl[MOHHOIO 3aJjaHus
rpymre.

YcTHas npe3eHTanus TpeOyeT HaBBIKOB MyOIMYHOTO BBICTYIUICHHS, YMEHHS KPaTKO, HO YETKO M IOJIHO
U3JI0KHUTH HH(OpMAIHIO, YOSAUTEIHHO 000CHOBATH IPEIaraeMoe pelIeHne, KOPPEKTHO OTBEYATh HA KPUTUKY
u Bo3paxeHHs. OJHUM W3 NPEUMYIIECTB MYyOJUYHOM (YCTHOM) Mpe3eHTaluu SBISETCS €€ TI'MOKOCTb.
BeicTynaronmii MO>KeT OTKJIMKAThbCS Ha M3MEHEHUS! OKpYXarolled oOCTaHOBKH, aJalTHpPOBaTh CBOW CTUJIb U
MaTepHua, 4YyBCTBYsl HACTPOEHUE aAyAUTOPHH.

[TucbMeHHBIH OTUET-TIpe3eHTalUs BBINOJIHAETCS C UcHoib3oBaHueM cpeactB LibreOffice u tpeOyer
IIPOSABJICHUSI TAKUX KAauyeCTB, KaK YMEHHE IOATOTOBUTH TEKCT, TOYHO U AKKypaTHO COCTaBUTb OTYET, HE
JOMYCTUTH OIIMOKH B pacyerax u T.71. [IoAroToBka NMCbMEHHOTO aHAJIN3a CUTYAIIMOHHOTO 3aJ[aHUs aHAJIOIMYHa
MOJIFOTOBKE YCTHOT'O, C TOM pa3HMILIEH, YTO MMCbMEHHBIE OTYETHI-IPE3CHTALUU 00BIYHO 00JIee CTPYKTYPUPOBAHbI
u aetanu3upoBaHbl. OCHOBHOE MPaBWJIO MHUCbMEHHOI'O aHAM3a CUTYAallMOHHOIO 3aJIaHUS 3aKIII0YAeTCsl B TOM,
4yTOOBI M30€eraTh NMPOCTOro MOBTOPEHUS MH(OpPMALUK U3 TEeKCTa, HHGOpMaIus AOKHA OBITh MPEJICTaBICHA B
nepepadbotaHHOM BHjie. CaMblM BaXXHBIM IpU STOM SIBJIETCS COOCTBEHHBIM aHalIM3 MPECTABIECHHOTO
MaTepuaia, ero COOTBETCTBYIOIIAs HHTEPIPETAIUs U CJeJIaHHbIE MTPEITI0KEHUS.

[Tpu o1ieHKE BBINOIHEHNS CUTYallMOHHOTO 3a/1aHUs IPENOIaBaTeNb OLEHUBAET:

1. HayuHO-TeopeTH4eCcKHil ypOBEHD BBINIOJIHEHHS CUTYallMOHHOTO 3a/1aHUS U BBICTYIUICHHUS.

2. IlonHOTA peleHns CUTYyallnOHHOTO 3aJaHusl.

3. CreneHp TBOpUYECTBA M CaAMOCTOSITEIBHOCTH B MOJXOAE K QHAIN3Y CUTYAllMOHHOTO 3a/JaHUS U €ro
pemienuto. Jloka3zaTelIbHOCTh U YOEIUTENbHOCTD.

4. dopma u3nokeHus MaTepuaia (CBoOOOHas; CBOMMHU CJIOBAaMU; TPAMOTHOCTh YCTHOW WJTM MUChMEHHOMN
peur) ¥ KauecTBO MPE3CHTALlUH.

5. KynbTypa peun, KeCTOB, MUMUKHU IIPU YCTHOM MPE3CHTAIUU.

6. IToTHOTa U BCECTOPOHHOCTH BBIBOJIOB.

7. Hanmuue coOCTBEHHBIX B3TJIs10B HAa IpoOeMy.
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