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KA®EAPA HNudopmannonnas 06e30MacHOCTH

Pacnpenenelme YacoB JUCHUILIMHBI 10 CeMeCTpaM

Cemectp
(<Kypc>.<CemecTp Ha 111
Kypee>) Hroro
Henens 15 2/6
Bup 3ansaruii viI PII vII PII
Jlexiuu 16 16 16 16
Jlab6opaTopHble 32 32 32 32
IIpakTHueckue 32 32 32 32
HWroro ayn. 80 80 80 80
KonTaktHas paborta 80 80 80 80
Cawm. pabora 28 28 28 28
Yacel Ha KOHTPOJIb 36 36 36 36
Htoro 144 144 144 144
OCHOBAHMHE

Y4eOHbli IU1aH yTBEpKJIeH yUEHBIM coBeTOM By3a oT 26.03.2024 mpoTokon Ne 13.
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3aB. kadenpoii: k.3.H., Paquenko FO.B.

MeToIu4ecKrM COBETOM HaIIpaBJICHUS: J1.3.H., ipod., Tumenko E.H.



1. HEJIX OCBOEHUSA JUCIHUTIINHBI

1.1|Pa3BuTHE TBOPYECKUX MOIXOA0B IIPH PEHICHUH CIOKHBIX HAyTHO-TEXHHIECKHX 3a/]a4, CBA3aHHBIX C obecredeHneM
KpunrorpahHyeckon 3aluTsl HHGOPMAIUU.

2. TPEBOBAHUSA K PE3YJbTATAM OCBOEHUS JTUCITUIIJINHBI

IIK-1:Cnoco6en pa3padaTeiBaTh NPOrpaMMHO-ANNAPATHBIE CUCTEMBI H KOMILIEKCHI o0ecneyennsi HHGpOpMaHOHHOI 0e30macHOCTH

B pe3yJabTaTe 0CBOCHUS ITUCHUITIHHbI oﬁyqamumiicsn JIOJIZKCH

3HaTh:

KpUNTOrpadhmIecKre MPOTOKOIBI, THITBI U BUIBI MIH(BPYIOMIUX IPe0oOpa3oBaHHMil; CYILIECTBYIOIINE METOIBI U CPEACTBA, IIPUMEHSIEMBIC /IS
KpHUNTOrpadhHuecKor 3auThl HHOOPMAIIMH; CHCTEMHBIE BOPOCHI KPUITOTPpahHIeCKOM 3aiThl HHDOPMAIMU; CHMMETPHIHBIN CIIOCO0
¢ poBaHus.(cooTHECEHO ¢ HHAMKaTopom ITK-1.1)

YMeTb:

MIPOBOJIUTH aHAIN3 HHPOPMALIUH C LENbI0 BEIPAOOTKH M NPUHATHS PEIICHUI U Mep 10 00eCIIeueHNI0 KPUITOTrpadhUueCcKoi 3aIUThl
uHpopmanuu 1 3GHEKTUBHOMY UCIIOJIB30BAHUIO CPEICTB OOHAPYKEHHSI BO3MOXHBIX KaHAJIOB B3JIOMa IIM(PPTEKCTOB, IPEACTABIISIONINX
rOCyIapCTBEHHYIO, BOCHHYIO, CITy)KeOHYIO I KOMMEPUECKYI0 TaliHy.(cooTHeceHo ¢ uHaukaTopom [1K-1.2)

Baagers:

HABBIKAMH [IPUMEHEHUS KPUIITOrPahHIECKHUX IIPOTOKOIOB(COOTHECEHO ¢ nHAnKaropom [1K-1.3)

3. CTPYKTYPA U COJAEP KAHUE JUCHUIIJIMHBI

Paznen 1. TpagunuoHHble U KJIaccHYecKne MeTOAbI UG POBAHUS

Ne HaumenoBanue Tembl / Bua 3ansatus Ceme Yacos Komneren- Jlutepatypa
cTp M
Tema 1 "BBenenue B kpunrtorpaduro". Beemenue. Hcrtopus pasBuThs 11,0112, J11.3, 2.2,
1.1 |xpunrorpaduu. OCHOBHBIC IIOHATHUS U ONPEICTICHHUS. 1 2 IK-1
J12.3,J12.4
/ Jlex /
Tema 1 "Beenmenue B kpunrtorpaduro". Ilporpammuas peanusarus mmdpa 1.1 1.2, 7113, 2.2
1.2 |3amensl. Paspaborka IIO mudpa 3amensl. [Jemmdpauns mmdporekcra.| 1 2 IK-1 S A A

YacToTHBIM KpunToananus ¢ ucnosszoanuem LibreOffice / JIa6 / J12.3, 7124

Tema 1 "Beenenue B kpunrtorpaduro”. IIporpammuas peanuzanus mudpa
1.3 |3amensl. Paspabotrka IO mudppa 3amensl. [demudpanus mudporekcra.| 1 4 IK-1
YacToTHBII KpunToaHanus ¢ ucnoss3oBanuem LibreOffice / Tp /

J.1,J11.2, J11.3, J12.1,
J12.2,J12.3,J12.4

Tema 1 "BBemenue B kpunrorpaduio”. Mcropus kpuntorpadpuu. DTambl
Pa3BUTHS KPUNTOJOTHM W €€ OCHOBHBIE IIOHATHS W ompeseneHus. Poib
1.4 |MaTemMaTuKH B Pa3BUTUU METOMAOB 3aIuThl uH(opmamu. CMmexusle obnactu| 1 10 IK-1
kpunrorpadun. OcHOBHAs KIacCH(DUKAIHS KPHIITOCHCTEM.
/Cp/

JI.1,J11.2, J11.3, J12.1,
J12.2,J12.3,J12.4

Tema 2 "lloHsiTMe O TPagUUMOHHBIX MeToAax IudpoBanua". Moxenb
TpamuIMOHHOTO i poBanus. TpeGoBaHUS K KPUIITOTPAYUIESCKAM CUCTEMaM. 1 2 K-1 JI1.1, J11.2, J11.3, J12.1,
Kparkue cBeneHuss o  kpunroaHanuse. Kiaccuukanus — MeETOIOB J12.2,J12.3,J12.4

KpHunTorpadHyeckoro 3akpsitus HHbopMarmu. / Jlek /

15

Tema 2 "TloHsiTHE O TPAAUIIMOHHBIX MeToax mupoBaHua". ['eHepupoBanue u
TECTHUPOBAaHHE IICEBIOCIYYaWHBIX MMHUQPYIOUINX  IOCIEA0BATEILHOCTEH.
[IporpammMHas peanusanus reseparopa M- mocnenoBaTeIbHOCTH Ha OCHOBE
nojrHOMa 00patHoii cBsi3u. TectupoBanue M-nocnenoBaTeabHOCTH AIUHON N JI1.1,J11.2, J11.3, J12.1,
1 2 [K-1

our (N < 10000) ¢ mnoMOmEBI CcepHadbHOTO TecTa. 1ecTHpOBaHHE J12.2,J12.3,J12.4
M-1nocie10BaTeIbHOCTH € TIOMOIIBIO KOPPEJISMOHHOTO TecTa. TecTupoBaHue
HCXOJIHOTO U 3au(poBaHHOrO (aiiyia ¢ MOMOIIBI0 CTATHCTHYECKUX TeCTOB. [
JIa6 /

1.6

Tema 2 "TloHsATHE O TPaAMIMOHHBIX MeToxAax Imudposanus". Kpunroananms
TPaTUIIMOHHBIX alropuTMoB. Koshunment aproxoppensiuu. Kpurepuii x2.
1.7 |CgnoiicTBa ummdpyromiei KITIOYEeBOM nocaenoparenpHocTH. | 1 6 IK-1
M-1iocne10BaTeIbHOCTb.
/Cp/

JI1.1,J11.2, J11.3,J12.2,
J12.3,J12.4

Tema 3 "Knaccuueckue meronsl mubpoBanus”. MoHoandaBuTHbIe MHUGPHL.
[Monuandasuruele mu@psl. PoTopHBIC MUppPOBaIbHBIE MaIIWHBL. MeTobI 1 2 TTK-1 JI.1, J11.2, J11.3, J12.1,
nepecTaHoBkH. biounble mudpel. PexuMbl npuMeHeHust 0JI0OYHBIX MIH(POB. J12.2,J12.3,J12.4

Kommnoszunuu (komOuHatmu) mudpos. / Jlek /

1.8




Tema 3 "Knaccuueckue meroas! mudpposanus”. ludp Bwxenepa. Ilonyuenue

JI1.1,J11.2, J11.3, J12.2,

1.9 |HaBBIKOB CO3MaHMS 3aITU(PPOBAHHOTO COOOIIECHUS TPH TOMOIIM anroputMmal 1 4 [K-1 3 24
mudpoBanus Bukenepa. / JIab / T
Tema 3 "Knaccuueckue meroasl mmdposanus”. Anroputm Lesaps. CexperHas 117112, 7113, 7122
1.10 |cucrema "PyOukon“. Cxema moOJOYHOW MOJCTAHOBKU N- OMTOBBIX OnokoB.| 1 6 IK-1 " JI2. 3’ JIZ' 4’ -
HIngp Paiicrens. Hudp [Tneitdeitepa. ndp Xuma. / Cp / DA
Tema 4 "Crannmapt mudpoBanus ganusix DES (Data Encryption Standard)".
111 Ucrtopus co3manust cranpapra. Crpykrypa DES. JlemmdpoBanue DES. 1 2 K-1 JI1.1,J11.2, J11.3, J12.2,
' Pexxumbr DES. Annaparssle u nporpamMmuslie peanuzanuu DES J2.3,J12.4
/ Jlex /
Tema 4 "Cranmapt mmdppoBanus nanusix DES (Data Encryption Standard)". 1.1 0112 71.3. 712.1
1.12 |Anropurtm mudposanuss DES. @ynkius mudposanus f ans anroputma DES.| 1 4 IK-1 .JI’2 5 .JI’Z 3 .H’2 4 Y
dopmupoBanue noakirodeit 1t anropurma DES.  / J1a6 / o
Tema 4 "Crannmapt mudposanus ganusix DES (Data Encryption Standard)".
Cxema anroputma. HawanmbHas mnepecraHoBka. I[IpeoOpa3oBaHus KITHOYA. 1.1 711.2. 1.3, 2.1
1.13 |IlepectanoBka c pacmupeHueM. [lojcTaHoBKa ¢ TOMOIIbIO S-0okoB.| 1 6 IK-1 .J'I722 .J'I’23 .J'I’Z 4' i
IlepecTanoBka ¢ mMOMOIIBIO P-0GJIOKOB. 3aKiOUMTENbHAS TEPECTAaHOBKA. oo
Jeummdposanue DES. / Cp /
Paznen 2. AcumMeTpuuHOe muppoBaHue
Ne HaumenoBanue Tembl / Bua 3anstus Ceme Yacos Komneren- Jlutepatypa
cTp L0050}
Tema 1 "Kpunrocucremsl ¢ OTKpBITHIM KirouoM". O01mias cxema nmmdpoBaHus ¢
OTKPBITBIM KJIFOUOM. DJIEKTPOHHAs LUGPOBas MOANUCH M ayTeHTH(UKAIUSI B 1.1 711.2. 1.3, 712.1
2.1 |kpunrocucTeMax C OTKPBITBIM  KiIouyoM. OcoOeHHOCTH mpuMeHeHHs| 1 2 IK-1 .J'I’2 5 .J'I’23 .J'I,Z 4' ’
KPUITOCUCTEM C OTKPBITHIM KiIouoM. KpunroaHanus cucTeM C OTKPBITHIM o
Kiro4yoM. / JIex /
Tema 1 "Kpunrocuctemsl ¢ OTKpHITEIM Kimodom". V3ydeHWe NPUHIHIIOB
paboThl aCHMMETPUYHBIX AJITOPUTMOB INHU(PPOBAHUS C OTKPBITHIM KIFOUOM. 1.1 711.2. 1.3, 2.1
2.2 |Metoauka co3maHMsS ~KOMOWHUPOBAHHBIX  aNTOPUTMOB  ImudpoBanus,| 1 4 IK-1 .J'I72 5 .J'I’2 3 .J'I,2 4' ’
COBMeEILAIOIasi JOCTOMHCTBA METOJOB CHUMMETPUYHONM U acCHUMMETPUYHOU R
kpunrorpaduu. / J1ab /
Tema 1 "Kpunrocuctemsl ¢ OTKpBITHIM Ki1rouoM". TIpoGiieMbl TpaquiHOHHOTO
JI1.1,J11.2, J11.3, J12.1,
2.3 |mmdpoBanus. AyreHTH(HUKAIMS C HMCIOJIL30BAHHEM OTKpBHITOro Kiroua.[ 1 4 IK-1 22 J12.3. 2.4
Kpunrocucrema ¢ OTKpHITBIM KIFOYOM: 3aIUTa U ayTeHTHdukanus. /Ilp / e T e
Tema 2 "OcHoBHbIE NOHATHUA Teopuu ducen". JleauTesu U MPOCTHIE YHCIA.
N JI1.1, J11.2, J11.3, J12.2,
2.4 |Apudmerrka B kinaccax BeruetoB. Teopema Ditnepa. JluckperHbie jorapupmel. [ 1 2 [K-1 23 2.4
/ Jlex / D
Tema 2 "OcHoBHbIe IOHATHS Teopun yucen". Anroputm Epknmmna. Co3nanue B
JI.1,J11.2, J11.3, J12.1,
2.5 |MS Excel «mammny» i aBromarnueckoro Beraucienus HOJl nyx uucen mo| 1 4 [K-1 1122 712.3. J10.4
anroputmy Exiinma.  / JIa6 / e T
26 Tema 2 "OcHOBHBIC MOHSITHS TeOPHH Yncen". AprudMeTrKa B KJlaccaX BBIYETOB. 1 4 K-1 JI1.1, J11.2, J11.3, J12.1,
" |Anropurm EBxnmna. uckpernsie norapudmsl. / Ip / J12.2,J12.3,J12.4
Tema 3 "Amropurm umdpoBanuss RSA". Crpykrypa anroputma RSA.
27 Brruncnutensnas peanuzanusi anroputMa RSA. Kpunroanammus anropurma 1 2 K-1 JI1.1, J11.2, J11.3, J12.2,
" |RSA. J12.3,712.4
/ Jlex /
Tema 3 "Anropurm mmdpoBanus RSA". ACHMMETPUYHBIH aITOPUTM
o JI.1,J11.2, J11.3, J12.2,
2.8 |umdpoBanus RSA. Breruncnenue kmoued. [lludposanre ¢ momompro stux| 1 4 IK-1 123 7124
kirouei. Jlemmdposanue. / JIad / T
Tema 3 "Anropurm mudposanus RSA". Cxema PaiiBecra-11lamupa- Aiemana
JI1.1, J11.2, J11.3, J12.1,
2.9 |(RSA). Komnonentsl cxembl RSA. IlIudposanue u nemmndposanue. 1 6 IK-1 122 123, 124
/Tp / T
Tema 4 "VYmpasiaeHue KIO4aMH B aCHUMMETPUYHBIX KpuUITOocHUcTeMax'.
N . JI.1,J11.2, J11.3, J12.1,
2.10 |PacmpeneneHue OTKpPBHITBIX Kiroded. PacrpereneHne CeKpeTHBIX Kimoded c| 1 2 IK-1 1.2 J123. 1124
UCIIOJIb30BAHUEM KPUITOCHCTEMBI C OTKPBITHIM KJIt0YOM. / JIek / T
Tema 4 "YmpasieHue KIOYaMH B aCHUMMETPHYHBIX KpuITocucremax'.
JI1.1,J11.2, J11.3, J12.1,
2.11 |AcuMMeTpUYHBbIC KPUNITOCUCTEMBI. MccnenoBanue OCHOBHBIX XapakTepuctuk| 1 4 IK-1

ajroput™ma mudposanus. / J1ab /

J2.2,J12.3,J12.4




Tema 4 "YmpapieHue KJIr0UaMHi B ACHMMETPUYHBIX KpuntocucreMax". MeTozsl
2 1p |PACTIPECICHNS  OTKPBITHIX kimoueld. CepTUUKATBI  OTKPBITHIX  KIIOYCH. 1 6 MK-1 JIT.1, J11.2, J11.3, J12.1,
' Pacnpenenenue CexkpeTHBIX KIIIOYEH C TMOMONIBIO CHUCTEMBI C OTKPBITHIM J12.2, J12.3, J12.4
kiouom. / Tp /
Tema 5 "DnexrponHas uudpoBas noamuck"'. TpeOoBaHus K UUPPOBBIM 11,7112, J11.3. J12.2
2.13 |noanucsam u ux knaccupukaiys. OCHOBHbBIC aITOPUTMbI HU(QPOBBIX noanucei.[ 1 4 IK-1 " JI2. 3’ HZ. 4’ -
/Ip/ o
Tema 5 "DnextponHas udpoBas MOANUCH". DNeKTpOoHHAS U(POBas MOANUCH 1.1 7112, 1.3, J12.1
2.14 |9ap-Tamansa. MccienoBanue Ipolecca MOCTPOCHHUS 3JICKTPOHHON moamucu| 1 4 TIK-1 J'[’2 2 .J'I,Z 3 .J'I’Z 4’ ’
Onb-T'amans. /Jla6/ T
Tema 5 "DnexrponHas nudposas noamuck”. HemocpeacrseHnas nundposas
215 |moAmKCE. ApOuTpaxknas uQpoBas oAmIch. DIeKTPOHHas IU(poBas MOIIHCH 1 4 MK-1 JI1.1, J11.2, J11.3, J12.1,
' (OUIT) D3ap-T'amansa. DnextponHas uudposas noanrcs [IIHoppa. Crangapt J12.2, J12.3, J12.4
OUII DSS. /Mp /
2.16 |/ Dxsaven / 1| e | omer RIS T2

4. POHJ OHEHOYHBIX CPEJACTB

CtpyKTypa U coziepkanue GoH/1a OLIEHOYHBIX CPEJICTB ISl IIPOBECHNUS TEKYILEH U IPOMEKYTOYHOM aTTeCTaluy MIPECTaBICHbI B
[punoxenun 1 k paboyei mporpaMme TUCIUTLTAHBL.

5. YYHEBHO-METOAMYECKOE U THOOPMAIIMOHHOE OBECIHEYEHHUE JUCHUIIINHBI

5.1. OcHoBHas TUTEpPaTYypa

ABTOPBI, COCTaBUTEIN 3armaBue W3znarenbcTBo, IO Konuu-Bo
JI1.1 |Cokonos C. B., Kpunrorpapuaeckas 3amunra nHGOpMAIMU: yueo. Pocros u//1: U3n-Bo PI'DY 66
Cepniennnos O. B., mocoOue I CTYACHTOB BBICIIL. y4ueO. 3aBEACHUH, "PUHX", 2011
Tumenko E. H. oOyyvarommxcs 1o Harp. HoaroT. "Mapopm.
0e30macHoCTh"
JI1.2  |Kotos, IO. A. Kpunrorpaduueckue Metozsl 3amuTsl HHGopMarmu. |HoBocuOupcek: https://www.iprbookshop.
Crannmaptaeie mmdpbl. HIudpsI ¢ OTKPHITHIM Hosocubupckuii ru/91227.html
KIIFOUOM: y4eOHOe rmocobue roCy/IapCTBEHHbII HEOTpaHWYECHHBIH JOCTYT
TEeXHUYECKUi yHuBepcuTet, |A1A 3apErHCTPHPOBAHHBIX
2017 TI0JIb30BaTeNei
JI1.3 |Kotos, IO. A. Kpunrorpaduueckue Metoasl 3amuTsl HHGopMarmy. |HoBocuOupcek: https://www.iprbookshop.
udpsr: yaedHOE TOCOOHE HoBocubupckuii ru/91377.html
roCy1apCTBEHHBIIH HEOTPaHMIEHHBIN JOCTYII
TeXHUYECKUH yHUBEpcHTeT, | 3apEernCTpUpOBAaHHBIX
2016 TI0JIb30BaTeNei
5.2. lonoiHUTEIbHAA JINTEPATyPa
ABTOpBI, COCTaBUTEIH 3arnaBue W3zparenscTBo, rox Konuu-Bo
JI2.1 |PorrenkoBa O. Nudopmarrontast 6e30MacHOCTh: KypHAT Mocksa: 'POTEK, 2012 https://biblioclub.ru/inde
x.php?
page=book&id=211299
HeOFpaHquHHbIﬁ J0CTyII
JUTSL 3aPETHCTPUPOBAHHBIX
M0JIb30BaTENEN
J12.2 Kpunrorpadudeckue metoss! 3amuthl nEGopmanuu: (CraBponois: Ceepo- https://biblioclub.ru/inde
71a00paTOPHBII MPAKTUKYM: IPAKTUKYM Kasxka3zckuii @enepanbHbIii x.php?
yauBepcutet (CKOY), 2015 page=book&id=458059
HEOTPaHMIEHHBIN JOCTYII
UTS 3aPETHCTPUPOBAHHBIX
TTOJIh30BaTENCH
J12.3 |CmmpHOB, A. 3., IIpakTKy™M 1O BRIIOJTHEHHIO JJabopaTOpHBIX paboT  |Mocksa: MOCKOBCKHit https://www.iprbookshop.

IMonomapéna, 0. A.

no auciuiuinHe Kpunrorpaguaeckne MeTo b1
3aMuUTH HHQOpMauu

TEXHUYECKUI YHHUBEPCUTET
cBs3u ¥ uHpopmaruky, 2015

ru/61738.html
HEOTpaHWYEHHBII JOCTYT
JUTS 3aPETHCTPUPOBAHHBIX

MoJb30BaTeeH




ABTOpBI, COCTaBUTCIIN 3ariaBue H3HaTeJ'H>CTBO, rog Konnu-so

2.4 |Ulenyxus, O. U. VueGHO-METOJUIECKOE [TOCOOUE 10 BHINOIHEHUIO MockBa: MOCKOBCKHIA https://www.iprbookshop.
KYpCOBO# pabOTHI IO TUCIIUTLTHHE TEXHUYECKUH YHUBEPCUTET ru/63335.html
Kpunrorpadudeckne MeTobI 3aMUTEl HEHYOPMAHH  |cBs3i 1 MHpopMaTHKH, 2015 [ HeOrpaHHIEHHBIH 0CTYN
JUTS 3aPETUCTPUPOBAHHBIX
MOJIb30BaTelIeh

5.3 Ilpo¢eccuonanbuble 6a3bl JAHHBIX H MH(POPMaNIMOHHBbIE CIIPABOYHbIE CHCTEMBI

NCC "Koncynpsrantllmoc"

UCC "Tapant" http://www.internet.garant.ru/
3BC «IPR Books» http://www.iprbookshop.ru/
bubnmoky6.py http://biblioclub.ru/

5.4. IlepeyeHb NPOrpaMMHOI0 oGecnedeHust

LibreOffice

5.5. YueOHOo-MeTOANYECKHE MaTepuaJabl AJd CTYACHTOB ¢ OrpaHUYC€HHBIMHA BO3MOKHOCTAMM 310POBbHA

[Tpu HE0OXOAUMOCTH TO 3asBICHHUI0 OOYYAIOMIEroCs C OTPaHWYEHHBIMH BO3MOXKHOCTSIMH 37I0POBBSI Yy4eOHO-METOJMYECKHE MaTepUalIb
MPEIOCTABISIIOTCS B hopMax, aIalTUPOBAHHBIX K OTPAaHUYEHHSM 3I0POBBSI M BOCIIPUATHS HHGOpMAWH. J{Jist I ¢ HapyIIeHHsIMU 3pSHUS: B
¢dopme ayanodaiina; B neyaTHoil opmMe yBenn4eHHBIM mpudTOoM. J[Js Ul ¢ HapyIIEeHUIMHU ciyXa: B (hOpMe DJIEKTPOHHOIO JIOKYMEHTA; B
neyatHOH (opme. [Jis Ml ¢ HAPYIIEHUSIMA OIIOPHO-IBUTaTENBFHOTO anmapara: B GopMe 3JIeKTPOHHOTO JOKYMEHTa; B IeUYaTHOH GopMe.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHME JUCITUITJIMHBI (MOY JIST)

[Tomenienust 11 Bcex BHIOB paboT, MPETyCMOTPEHHBIX y4eOHBIM IJIAHOM, YKOMIUIEKTOBaHbI HEOOXOIUMOI CIICIIMaNn3uPOBAHHON yueOHOM
MeOenbI0 U TEXHHIECKUMH CPEeJICTBAMH O0YUESHHUS:

- CTOJIBI, CTYJIbSI;

- IEPCOHANBHBIA KOMITBIOTEP / HOYTOYK (TIepEeHOCHOI);

- IPOCKTOP, dKpaH / HWHTCPAKTUBHAs JOCKa

J'Ia60paT0pHLIe 3aHATHA IIPOBOAATCA B KOMIIBIOTEPHBIX KJIacCax, pa60'me MECTa B KOTOPBIX 060py)IOBaHI>I H606X0)1PIMI>IMI/I JIMIICH3MOHHBIMHA
H/WIH CBO60,£[HO PacpoCTpaHAEMbIMU MIPOTPAMMHBIMU CPEACTBAMU U BBIXO/IOM B I/IHTepHeT.

7. METOAUYECKHUE YKA3ZAHUA JJIA OBYYAIOIIIAXCA 11O OCBOEHUIO JUCHUIIVIMHBI (MO/Y JIS)

Meroaudeckue ykazaHUs 110 OCBOSHHIO AUCIUILIMHEI IpecTaBieHs! B [Ipuoskennu 2 k paboueii mporpaMMme AUCHUILIHHEL




IHpuiaoxenue 1
®OH/J ONEHOYHbLIX CPEIACTB

1 OnucaHue nokasaresieil M KpUTepUeB OLleHUBAaHUS KOMIIETEHIIMHA HA Pa3/IMYHbIX
3Tanax ux GopMHpPOBaAHUS, ONMUCAHHUE IIKaJI OLleHUBAHUS

1.1 Iloka3aTenu u KPUTCPHUU OLICHUBAHHNA KOMHCTCHHI/IfIl

3VH, [Toka3zaTenu Kpurepun CpenctBa
COCTaBJISIONIHUE OLICHHWBAHUSA OLICHUBAHUS OLICHUBAHUS
KOMIETEHIIUIO

IIK-1 - ciocoGen pa3padaTbiBaTh MPOrPaMMHO-AMNNAPATHBIE CHCTEMbI U KOMILIEKCHI
obecneyeHus1 HHPOPMALMOHHOM 0e30MACHOCTH

3: KpunrorpaguuecKue |3HaeT OCHOBHBIC MOHATHS | COPMHPOBABIIEECS T (Paznen 1 tema
IPOTOKOJIBI, THITHI U KPHUITOJIOTUH, TUTIBI U CHCTEMaTHUYECKOe 3 Bompoc 1-3;
BUJIBI T PYIOITIX BUIBI IU(PYIOMIAX 3HAaHUE OCHOBHBIX Pazzen 2 Tema 2
peoOpa3oBaHumii; IpeoGpa3oBaHMiL; METOb! | MOHsTHIA Kpurrronoruy, | BOTPOC 1-3, Tema
CYLIECTBYIOILUE U CpPEJ/ICTBA, IPUMEHAEMbIE | TUIIOB U BUJIOB 5 sonpoc 1-3),
METO/bI U CPEJCTBA, Ui Kpunrorpaguueckoit | mmdpyrommx

HIpUMEHsIeMbIe JUIs 3alUThl HH(OPMALIUH; npeoOpa3oBaHui;

Kpunrorpaduyeckoi CUMMETPUYHBIH c110CO0 METO/I0B U CPEJICTB,

3amuThl vHGopMayy; | muQpoBaHus MpU NPUMEHSIEMBIX IS

CUCTEMHBIE BOIIPOCHI MOJITOTOBKE OTBETOB K Kpunrorpaduaeckon

KpunTorpaduueckoin TECTa U 3a4eTy 3alUThl HH(OPMaLINK;

3anIUTH HH)OpPMAITHH; CUMMETPUYHOTO

CUMMETPUYHBIH CTI0CO0 crioco0a mugppoBaHUs
mudpoBanus.(cooTHECE IpY OTBETE Ha BOIIPOCHI

HO C MHIUKATOPOM TecTa U 3aueTa

IK-1.1)

VY: mpoBoAUTH aHAIH3 aHaJIU3UPYET c(hopMUpOBaHHbIE J3 (Pazgen 1
uHpopMaIuu ¢ 1enblo0 | ”HPOPMAIIHIO C IIEJIBIO YMEHUS aHau3a J134);
BBIPAOOTKH U NPUHATHS | BBIPAOOTKH U MPUHATHS uHpopmammn ¢ nensio | 11033 (1-5)
pelLIeHuii U Mep 1o peleHuii u Mep 1o BBIPAOOTKH U IPUHATHS

00ecreyeHnIo o0ecreYeHno peleHuii U Mep 1o

Kpunrorpaduyeckoi KpUnTorpapuueckon o0ecreyeHnIo

3alUThl MHQOPMALIUU U | 3aIUTHI HHQOPMALIUU U KpunTorpaduueckoit

¢ pexTuBHOMY 3¢ heKTUBHOMY 3alUThl HH(GOPMaLIUU U

WCITOJIb30BAaHUIO HCIIOJIb30BAaHUIO CpeiCTB | 3 pekTUBHOMY

CpEICTB OOHApYXEeHHsI | OOHAPYKEHHSI BO3SMOXKHBIX | HCIIOJIb30BAHUIO

BO3MOXHBIX KaHAJIOB KaHaJIOB B3J0Ma CpeACTB OOHApPYKEHUS

B3JIOMa MU(PTEKCTOB, | MHU(PTEKCTOB, BO3MOHBIX KaHAJIOB

NPECTABIISIOMINX MIPEJCTABISAIOMINX B3JIOMa IU(PTEKCTOB,

rOCy/IapCTBEHHYIO, rOCyJIapCTBEHHYIO, MPE/ICTABIISIOIINX

BOCHHYIO, CIIY>)KEOHYIO U | BOGHHYIO, CIIY>KEOHYIO U rOCy/IapCTBEHHYIO,

KOMMEPUYECKYIO KOMMEpPUYECKYIO TaliHy IPU | BOEHHYIO, CIIy’)KEOHYIO U
TaliHy.(COOTHECEHO C BBITTOJTHEHUH KOMMEPYECKYIO TalHY

unaukaropom I1K-1.2) [ maGoparopusix u TP BBITIOJIHEHUN

MPaKTUKO-OPUEHTUPOBAHH | TaOOPATOPHBIX U




BIX 3aJaHul MPAKTUKO-OPUEHTUPOBA
HHBIX 33JaHuN

B: HaBBIKaMH | AHATU3UPYET chopmupoBasIieecs JI3 (Pazmen 2
pUMEHEHUS] NelcTByIOmue CHCTEMaTHUYECKOe JI35);
KpunTorpapuueckux HOPMATUBHEIC U BJIQJICHUC HABBIKAMU 11033 (1-5)

HpOTOKOHOB(COOTHeCCH MCTOAUYCCKUC NOKYMCHTHI | aHAJIM3a l[GfICTByIOH.[HX

(o)

[K-1.3) 71a00paTOPHBIX U METOINYECKUX

¢ unaukaropoM | no K3W npu BbINOJHEHUM | HOPMATUBHBIX U

MPAaKTUKO-OPUEHTUPOBAHH | T0KyMeHTOB 1o K31
BIX 3aJaHUI IIPU BBINIOJIHEHUH
71a00paTOPHBIX U
MIPaKTUKO-OPUEHTUPOBA
HHBIX 3aJJaHuN

T — mecm, JI3 — nabopatopusbie 3aganus, [1033 - npakTMKO-OPUEHTUPOBAHHBIC 33JIaHUS K 3a4eTy, D —
B0NpPOCHL K IK3AMEHY

1.2 IIkanel oeHUBAHUS:
Texylmuil KOHTPOJIb YCIEBAEMOCTH M IMPOMEKYTOUYHASI aTTECTAllUsl OCYIIECTBIISIFOTCS B
paMKax HaKOIUTEJIbHOM OallTbHO-PEHTHHTOBOM cucTeMbl 1o 100-0aibHOM mIKaJe:

84-100 6anyoB (OIEHKA KOTIUYHO)

67-83 6ai1oB (OlLIEHKA «XOPOIIIO)

50-66 6aioB (OlEHKA «yI0BIETBOPUTEIILHOY )
0-49 GamtoB (OICHKA «HEYOBICTBOPUTEIHLHOY)

2 TunoBble KOHTPOJIbHbIE 33aJaHUS WJIM MHbIe MaTepuaJibl, HE0O0XOAUMbIE AJIA
OLleHKM 3HAaHMH, YMEHUHM, HABBIKOB U (WIH) onbIiTa [AeATe/JbHOCTH,
XapaKTepu3ywiux 3Tamnbl ¢OpMHUPOBAHHMA KOMIIETEHLUW B Mpolecce OCBOEHUS
00pa30BaTeJIbHON NPOrpaMMbl

Bomnpocs! k 3k3aMeny

1. Kparkas xapakTepuCTHKa OCHOBHBIX JTAallOB pPAa3BUTHS «HAWBHONW» U
dbopmasibHON KpuTTorpaduu.

2. Kparkas xapakTepucThKa OCHOBHBIX JTallOB pa3BUTUS HAYYHOU
Kpunrorpadum.

3. CdopmynupoBath OINpEACICHUS KPHUMNTOJIOTHUU, Kpumnrorpabuu u
KpurnroaHanu3a. OCHOBHBIE pa3Jiesibl COBPEMEHHOM KpUnTorpapuu.

4. OCHOBHbIE HAIIPaBJICHUS UCIOJIb30BAHMS COBPEMEHHOW KpUNTOrpaduu.

5. CopmynupoBaTh OnpeeseHus OCHOBHBIX MOHATUN KpunTorpaduueckoi
3amuThl THGOpMALMK (KOHPUACHIIMAIBHOCTH, ayTEeHTUYHOCTH, ajipaBuTa, mudpa,
KJII0Ya, TAMMUPOBAHUS, HMUTO3AIIUTHI, KpUNTOTrpadhUIECKON 3aIUTHI).

6. ChopMynupoBath OINpeneseHUs] OCHOBHBIX MOHSATUN KPUITOTpapuuecKoi
3amuThl uHGOpMauK (3JIEKTPOHHOU (IUGPOBOI) TMOAMKUCH, 3alIH(PPOBHIBAHUS
JAHHBIX, PacHIM(PPOBBIBAHMS HaHHBIX, JACHIM(PPOBAHMS, IHPPOBAHUS, TaMMbI



mudpa, CHHXPOIOCHUIKH).

/. Mopnenb TpaguiuoHHOro ImHdpoBaHus. JOMyHIeHHsT O BO3MOMXHOCTAX
KPUITOAHATUTHKA.

8. OCHOBHBIE TPEOOBAHUS K KPUIITOCUCTEMAM.

9. CoBpeMeHHbIE TOKA3aTENN KPUIITOCTOUKOCTH. Y POBHU KPUIITOATAKHU.

10. OcHOBHBIEC HAMPABICHUS COBPEMEHHOTO KPUIITOAHAIN3A.

11. Knaccudukamuss MeTOIOB KpUNTOrpaduyeckoro mnpeoOpa3oBaHUs
uHopMaIu.

12. OcHOBHBIE METOABI CTATUCTUYECKOTO KPUINTOAHAIIN3a MOHOAT(PaBUTHBIX
I QpoB.

13. HIudp Buxenepa: anroput™ mudppoBanus U aemmpoBaHus; BAPHAHTHI
(dbopMUpOBaHUS KITIOUEH; OCHOBHBIE JOCTOMHCTBA U HEAOCTATKH.

14. CtpykrypHas cxeMa W NPUHLMII JIEHCTBUS POTOPHOM MIM(POBAIBHOIM
MAaIINHBbI.

15. OcHOBHBIE BHUbI NEPECTAHOBOYHBIX HIM(PPOB; CIOCOOBI MOBBILICHUS HUX
CTOMKOCTH.

16. Onpenenenne 61ouHoro mudpa. O6mas cxema 0J0YHOTO MUPPOBAHUSA,
O0COOEHHOCTH €€ MPAKTUYECKOr0 UCIIOIb30BaHHUS.

17. Tlonstus wuneanpHoro wmmdpa, aupdysun u kKoHpy3uu. I[Ipumepsl
npuMeHeHus: Metoaa nuddys3uu.

18. IlpumeHeHue 0104HBIX MU(POB B PEKUME FIEKTPOHHON KOJUPOBOUHOI
KHHTH.

19. TlpumeHeHnue OnMOYHBIX MUGPOB B PEKUME CLEIJICHUS OJIOKOB
M (POBAHHOTO TEKCTA.

20. IlpumeHeHue OJOYHBIX MMUPPOB B PEKUME OOpPATHOM CBSI3U IO
m1(GpPOBAaHHOMY TEKCTY.

21. IlpumeHeHue 6JI0YHBIX IH(PPOB B peKUME 0OPATHOM CBS3H MO BBIXOY.

22. OcHOBHBIE METOJbI KOMMO3UIMU IH(ppoB. [IpumMepsl KOMITO3UIIHIA
mugpoB.

23. OcHOBHBIE TpeOOBaHUS K CTaHIAPTY MUGPOBAHUS JaHHBIX.

24. Crpykrypa anropurma DES. Ananu3 ocobeHHocTel 6JI0KOB HauyaabHOU U
3aKIIOYUTENBHON MTEPECTAaHOBOK.

25. OcHOBHBIE 3Tarbl IpeodpazoBaHus Kiouei B anropurme DES.

26. AHanu3 CTpyKTyphl OJioka mepecTaHOBKM c pacimpeHueM (E—Omoka) B
anroputme DES u ee ocobeHHOCTE.

27. AHanu3 CTPYKTYphI OJICTAHOBKH € MOMOIIBI0 S—0510K0B B anroputme DES
U ee 0COOEHHOCTEH.

28. AHaM3 CTPYKTYpHl TEPECTAHOBKU C MOMOIIBI0 P—0J0KOB B anropurMe
DES u cTpyKTYypHBI ajiroOpuT™Ma €ro AemuppoBaHHUsL.

29. TeopeTuueckasi CTOMKOCTb KpUNITOCUCTEMBI. HeoOxoanmoe 1 1octaTouHoe
YCIIOBUE COBEPLIEHHOW CEKPETHOCTH IU(pa, aHalu3 pasMEPHOCTH COBEPIICHHO
CEKpPETHOT0 KJI0Ya.



30. IlpakTuyeckas CTOMKOCTb KPHUINTOCHCTEMBl M  IapaMeTpbl, €€
XapaKTEepU3YIOLIHE.

31. Knaccuduxarus anroOpuTMOB O CTENEHU UX CI0KHOCTH.

32. IlpuHIUO TOCTPOEHUS CXEMBI UG POBAHUS C OTKPHITHIM KITIOUOM.

33. IIpuHIUO TOCTPOEHUS CXEMBI AJIEKTPOHHOU ITU(POBOI MOIIUCH.

34. IlpyHUMII TOCTPOEHUS CXEMbl AayTEHTU(UKAIMM B KPUITOCHCTEMAX C
OTKPBITBIM KJIHOYOM.

35. IlpuHUMIO DOCTPOEHHS CXE€Mbl HIM(PPOBAHUS M AyTEHTU(DUKALHUU C
OTKPBITBIM KJIHOYOM.

36. YcioBus NPUMEHEHHUsI KPUIITOCUCTEM C OTKPBITBIM KitouoM. [lonsatne
OJTHOCTOPOHHEHN PYHKIIHH.

37. OcHOBHBIE BU/Ibl KPUIITOATaK HA KPUIITOCUCTEMBI C OTKPBITHIM KIIFOUOM.

38. CdopmynupoBaTh ONpeneieHus HauOOJbUIETO OOLIEro JENUTENs U
B3alMHO IPOCTBIX YUCEJ, OCHOBHYIO TeopeMy apudmeruku. Anroput™ EBkinuaa.

39. CopmynupoBaTh onpeAeeHus: YUCell, CPABHUMBIX 10 MOAYJIIO, BEIUETOB
Y KJIacCOB BbIYETOB. CBOMCTBA CPaBHEHUI 10 MOAYJIIO.

40. @Oyukums Dinepa — oOummi ciy4yad, JJs MOPOCTOrO YMCIA, A
MIPOU3BEACHUS MPOCTHIX yncea. opMynupoBKa TEOPEMBI DWUJiepa U CIEACTBUEC U3
HEe KaKk OCHOBA NOCTpoeHus anropurma RSA.

41. Crpykrypa amroputma mudppoBanus RSA. VYcioBus  ero
paboTOCIIOCOOHOCTU M UX TEOPETUUECKOE 0OOCHOBAHHUE.

42. Cxema (popmupoBanus kiatoueit B anroputme RSA.

43. Metonbl BBIUMCIMTEIBPHOW peanu3aluu npoueaypsl mudpoBaHus /
nemudpoBanus B anroputme RSA.

44. Metoapl BBIYUCIUTEIBHON peanu3aluud Mpouenypbl (HOpMHUPOBAHUS
Kirouen B anroputme RSA.

45. OCHOBHBIE HAIIPABIICHUS U METO/BI KpUNITOAHANN3a anroputmMa RSA.

46. MeTo/1bl NOBBIIIEHUSI KPUITOCTOMKOCTH anroputMa RSA.

477. CxeMbl HEpapXUUYECKOT0 U ACLIEHTPAIN30BAHHOIO YIIPABJICHUS KIIFOYAMHU B
CUMMETPUYHBIX KPUITOCHCTEMAX.

48. Tumsbl ceaHCcOBBbIX Katouen. Cxema yIpaBlIeHUS] UCIIOJIb30BAHUEM KIFOUEH
Ha OCHOBE YIIPaBIIIOLIETO BEKTOPA.

49. OcHOBHbIE C€MOCOOBI pacHpeneIeHUs] OTKPBITHIX KItOUeh. AJNTrOpUTM
pacrpeneneHus OTKPBITBIX KIIFOUEH ¢ UCIIOIb30BAHUEM aBTOPUTETHOIO MCTOYHUKA
OTKPBITBIX KIIFOYEH.

50. OcHOBHBIE CITOCOOBI pACTPENETICHHUS OTKPBITBIX KIIOUeh. AJNTOpUTM
pacnpeziesieHusl OTKPBITBIX KIIOYEH C MCIOJB30BAaHUEM CEPTH(PHUKATOB OTKPBITHIX
KJIFOYEH.

51. Bo3moxxHocTd 1UGPOBBIX TOAMNHCEH W TpeOOBaHUS K HHUM. AHIU3
IPEUMYILECTB U HEOCTATKOB HEMOCPEACTBEHHON IU(PPOBOI MOAMIKCH.

52. OCHOBHBIE CXEMBI OpraHU3ALMHU APOUTPAKHOMN LIUPPOBOI MOAHCH.

53. Opraamszamus mudpoBod moamucu 1o cxeme RSA. Anamms ee



IPEUMYIIECTB U HEIOCTATKOB.

54. ®opmupoBanue 1uppoBoi moamnucu mno anropurmy DSA.

55. Tlpumepbl TPOTOKOJOB B3aWMMHOW ayTEHTH(UKAIMM HA OCHOBE
TPaJUIIMOHHOTO MU(PPOBaHUs. AHAIN3 UX MPEUMYIIECTB U HEJOCTATKOB.

56. Ilpumepbl TIPOTOKOJOB B3aWMMHOW ayTCHTH(UKAIMK HA OCHOBE
MU(PPOBAHUS C OTKPHITHIM KIIFOUOM. AHAIU3 UX MPEUMYIIECTB U HEAOCTATKOB.

57. IIpoTOKOJ OHOCTOPOHHEH ayTeHTU(UKAIIMK HA OCHOBE TPAJIULIMOHHOTO
murdpoBaHus. AHAJIU3 €ro MPEUMYIIECTB U HEOCTATKOB.

58. IlpuMmepsl MNPOTOKOJIOB OJHOCTOPOHHEH ayTeHTHU(UKAIMK HAa OCHOBE
MIU(PPOBAHUS C OTKPHITHIM KIIIOUOM. AHANTU3 UX NMPEUMYIIECTB U HEJOCTATKOB.

Tunosblie NMPAKTUKO-OPUCHTUPOBAHHBIC 3aJaHUA K 3a9€TYy

3amanne 1. Omnpenenute wimtoun wmmbpa lLlesaps, ecnu wu3BECTHBI
clenyromas Tmapa OTKPBITBIA TEKCT — MHUQPPOTEKCT: SBJIOKO - 3UdUyy
(MCXOHBIN andaBUT: ABBIEEK3UIKIMHONPCTY ®XIUILIbbIbIIOS)

3amanne 2. Omnpenenute kitoun wmmdpa lLlesaps, ecinu wu3BECTHBI
cieAyroIias napa OTKPBITBIM TEKCT — MMUGPPOTEKCT: T'PYIIA — FOJIOYbI (MCXOIHBIN
a(aBuUT: ABBIJIEEXK3UNKIMHOIPCTYOXIUIIIIIBbIbAIOS)

3aganue 3. Onpexnenure katoun mudpa Llesapsi, ecau u3BeCTHbI
CIIeIyIoNIas mapa OTKPBITBIA TEKCT — MMUGPOTEKCT: BUHOTPAJ] — LISIEILDKIb
(MCXOHBIN andaBUT: ABBIIEEK3UIKIMHONPCTY ®XIUILIbbIbIOS)

3amanue 4. Onpenenute katoun mmdpa Llesapsi, eciu u3BeCTHBI
CJIEIyIONIas Tapa OTKPBITHIM TEKCT — MUGPOTEKCT: ABPUKOC — JIMbOLIB?
(McXoMHBIN anpaBUT: ABBIIEEKIUAKIMHOMNPCTY®XITULIIbILIIOS)

3aganue 5. Pacmmdpyiite cooOlieHrue XKUIIIBOBM, 3aliudpoBaHHOE
mudpom Lle3aps, ecinu U3BECTHO, YTO MCXOJHOE COOOIIEHHE COCTaBJICHO W3
andaBuTa  ABBIJIEEX3UMKJIMHOMNPCTYOXIUINIBbILAOS.  OTBET  3alUIIHATE
3arjJaBHBIMU PYCCKHUMH OykBamu 06e3 mpoOesoB

Kiarouun Jidy ¢ NMPOBEPKHU NPaBUJIbLHOCTH BbINOJTHEHHUS
NMPAKTUKO-OPUEHTHUPOBAHHOTIO 3aJaHUSI

3amanue 1. 23

3amanue 2. 28

3amanue 3. 12

3aganme 4. 16

3ananue 5. Kowmmbrotep

Kpurepuu oueHuBaHus:

- 84-100 GammoB (OIEHKA «OTIUYHOY) - U3JI0KEHHBIN MaTeprai (aKTHUECKH BEpeH, HATMUUE TITYOOKHX
MCUEPIIBIBAIONINX 3HAaHUH B 00beMe IPONUICHHOW MPOrpaMMbl JUCIUILIMHBI B COOTBETCTBUH C TIOCTaBICHHBIMU
IporpamMMoil Kypca LeNsMH W 3ajadaMu OOy4deHHs; NMpaBUIbHBIC, YBEPEHHBIC ACHCTBUS IO MPHUMEHEHHIO
MOJTyYCHHBIX 3HAHWH Ha MPAKTHUKE, TPAMOTHOE W JIOTMYECKH CTPOMHOE H3JI0KEHHE MaTepHhaja IpU OTBETE,

YCBOCHME OCHOBHOM M 3HAKOMCTBO C JOMOJHUTEIbHOMN JIUTEPATYPOI;



- 67-83 OGamnoB (OIIEHKA «XOPOIOY») - HAIWYME TBEPIABIX U JOCTATOYHO IMOJIHBIX 3HAHWH B 0OBEMe
MPONICHHON MPOrpaMMbl JUCIHUIUIMHBI B COOTBETCTBUU C IENIIMH OOy4YeHUSs, MPAaBWIbHBIE ICHCTBHS IO
MPUMEHEHHIO 3HAHWI HA TPAKTUKE, YeTKOEe M3JI0KEHHE MaTepualia, JOMYCKAITCS OTACIbHBIC JIOTHYECKHE U
CTHJINCTUYECKHUE IOTPEIIHOCTH; YCBOCHA OCHOBHAs JMTEpaTypa, PEKOMEHJOBaHHAas B paboyeil mporpamme
JMCIUTUTHHBL,

- 50-66 GaoB (OIEHKA «YAOBIECTBOPUTEIHHOY) - HATHYNE OCHOBHBIX 3HaHUN B 00bEeMe TIPOHICHHOTO
Kypca B COOTBETCTBHHU C IICIISIMH OOYUCHHsI, N3JI0)KEHUE OTBETOB C OT/CIBHBIMU OIIMOKAMU, UCIPABICHHBIMU
MOCIIE JIOMOJIHUTENLHBIX BOIPOCOB; BBIMOJHSIIOTCS B IIEJIOM KOPPEKTHBIC IEHCTBUS 10 MPUMEHECHUIO 3HAHUHN Ha
MPAKTHKE;

- 0-49 GanoB (OIeHKA «HEYAOBICTBOPUTEIILHO») - OTBETHI HE CBSI3aHBI C BOIIPOCAMU, HATUYHE TPYOBIX
OmKOOK B OTBETE, IEMOHCTPUPYIOIIHE HEITOHUMAHNE CYIIIHOCTH M3J1araéMoro BOIpoca U HEYMEHHE TIPUMEHSITh
3HAHUS Ha TIPAKTHKE; OTCYTCTBUE YBEPEHHOCTH U HETOYHOCTh OTBETOB HA JIOTIOJHUTEILHBIC U HABOISIIUE
BOTIPOCHI.

IIpuMmep Tecta

Pazgen 1 « TpaanuuoHHble U KJIaCCHYeCKHe MeTOAbI IIN(POBAHUMD)
Tema 1 " BBenenue B kpunrorpaguio "
1. UYro B mepeBojie ¢ IPeUecKoro si3bIka 03HAYAET CIIOBO «KpUMITOTpadusi»?
1) wmdp
2) TalHOIHUCH
3) mpeobpa3zoBaHue
4) pacmdpoBka
2 . Korna B kpunrorpaduu crano UCIOIb30BAThCS ACUMMETPUYHOE IH(PpoBaHue?
1) B nepBoii mosouHe XIX
2) BO BTOpOU NosoBuHE XIX
3) B mepBoOi MoJOBHHE X X.
4) Bo BTOpOIi oJoBHHE XX
3. Kak Ha3pIBaeTCsI COBOKYITHOCTH 3apaHee OTOBOPEHHBIX CITIOCOOOB MPe0oOpa30BaHMsI HCXOTHOTO
CEKPETHOTO COOOIIEHUS C IETBIO €ro 3allUThI?
1) anroputm
2) K04
3) MPOTOKOJI

4) mmdp

Tema 2 «IloHsiTHE 0 TPAAUIMOHHBIX MeTOAAX N (POBAHUSN.
1. [udposanue — 3710...
1) cnoco® W3MEHEHUs COOOLICHHS WM JAPYroro JAOKYMEHTa, 00ecreurBaroIiee
HCKaKEHUE €0 COAEPKUMOTO.
2) COBOKYITHOCTH TE€M WM HHBIM CIIOCOOOM CTPYKTYPHUPOBAaHHBIX JaHHBIX H
KOMIIJIEKCOM armnapaTHO-TIPOrpaMMHBIX CPEJICTB
3) ynoOHas cpeja Jjis BRIUMCICHHS KOHSYHOTO MOJIb30BaTE s
2 . Kak Ha3bpIBaeTCsi COBOKYITHOCTB 3apaHee OTOBOPEHHBIX CIIOCOOOB MPeoOpa3oBaHuUsI
HCXOJHOTO CEKPETHOT'O COOOIIEHUS C LEJIbIO €ro 3aIUThI?

1) AJITOPUTM
2) KITIOY
3) POTOKOJT
4) mdp

3. Kak HaspIBaercs coobiieHre, moydeHHOE TTOCIe TPeo0pa3oBaHus ¢ UCTIOIb30BAHUEM
mo6oro mwudpa?



1) 3aKPBITHIM TEKCTOM

2) UMHUTOBCTABKOM
3) KIIFOUOM
4) OTKPBITHIM TEKCTOM

Tema 3. «Kiaccuyeckue MeToAbI IIHGPOBAHUS.
1. Kak Ha3bpIBaeTCsd «UCTOPHUYCCKHI» MIKU(P, B KOTOPOM Kaxkaas OyKBa HMCXOJHOIO TEKCTa
3aMeHs1ach OYKBOM, CTOSIIICH Ha HEKOTOPOE (PUKCHPOBAHHOE YUCIIO MECT JIajblie B alihaBUTe, O
IPUMEHCHHH KOTOPOT'0 MMEIOTCS JJOKyMEHTAIbHbIE CBUIETEIHCTBA?

1) mudp Mapkosa

2) mmdp Lesaps

3) mudp DHKUTrMA

4) mumdp baoumka
2. CKOJBKO HCHOJB3yeTCsl KIHYeH B CUMMETPHUYHBIX KPHUITOCHCTEMaxX Ui MIU(PPOBAHHUS U

nemu(ppoBaHUs
1) 1
2) 2
3) 3
3. U3 ckobKyM TOCIIeI0OBATENPHOCTEH COCTOUT pacudpoBKa TeKcTa 1Mo Tabmuie BwkuHaepa
1) 3
2) 4
3) 5

Tema 4. «Cranpapt mudposanus nannbix DES (Data Encryption Standard)».
1.5 wero ucnons3oBaincs DES-anroputm n3-3a HEOOIBIIOTO pa3Mep KiTroya

1) 3aKpBITHS KOMMEpUYECKON nHpOpMAIuu
2) mupoBaHuUs CEKPETHON MHPOpMaIIUU
3) HET MPaBUIBLHOTO OTBETA
2.0cHoBubIe obnacTu npumeHernst DES-anroputma
1) XpaHEHHUE TaHHBIX Ha KOMITBIOTEpE
2) AJIEKTPOHHAS CUCTEMA TIATEXKEH
3) ayTeHTU(HUKALUS COOOIECHUH
3.Yem otnmyaercs 6mok-cxema anroputma 'OCT ot 61ok-cxembl DES-anroputma
1) OTCYTCTBHEM Ha4aJIbHOM MEPECTAHOBKH U YHCIIOM IIUKJIOB MIM(PPOBAHUS
2) JUIMHOW KJTro4a
3) METOOM IH(POBAHUS

Paznen 2 «AcumMMeTpu4HOe MU(ppPoBaHHE)
Tema 1 «KpunrocucremMsl ¢ OTKPBITHIM KJIIOY0M))
1. Kak cBsi3aHbl KJIIOYHU APYT C IPYTOM B CUCTEME C OTKPBITHIM KIIFOYOM

1) MaTeMaTHIECKU
2) JIOTUYECKH
3) AITOPUTMUYECKH
2. Kakuie KJIF0YHU UCTIONB3YIOTCS B CHCTEMAX ¢ OTKPBITBHIM KITFOUOM
1) OTKPBITHIT
2) 3aKpBITHIN
3) HET IPaBHILHOTO OTBETA

3. CKoJ1b KITrouei HCIIOJB3YCTCA B CUCTEMAX C OTKPBITBIM KIIIOYOM
1) 2



2) 3
3) 1

Tema 2 «OcHOBHBIE OHATHS TEOPUU YHCED»
1.Kaxoii octatok ot fgenenus Ha S umeeT uucio 2437 x 578 — 1035 x 47334577
1) 4
2)3
3)1
4) 2
5)0
2.Haiiti octaTok mipu neneHun Ha 9 uucma 65 6k , k € N
1) 7
2)3
3)6
4)1
5) 2
3.Pemenusamu cpaBHenus 339x = 452(mod7) ABISIFOTCS KJIACCHI:
1) 6
2)5
3) 10
4) 2
5)4

Tema 3. «Aaroputm mu@posanus RSA».
1.BepHbl i1 yTBEpKIACHHUS?
A) Anroputm mmppoBanus RSA sBnsercs mepBbIM aJIrOPUTMOM C OTKPBITBIM KIIFOUOM,
KOTOPBbIA MOXET paboTaTh KaK B peKUME MHU(PPOBAHUS JAHHBIX, TAK U B PEKUME FIEKTPOHHON
1 POBOI MOTUCH.
B) Hanexnocts anroputma mmdpoBanuss RSA ocHOBBIBaeTCs Ha TPYIHOCTH (paKTOPHU3ALUU
OOJIBIIMX YMCEN U BBIUNCICHUS JUCKPETHBIX JIOTapU(PMOB B KOHEYHOM TIOJIE.
[TonOepuTe MpaBUIHHBINA OTBET.

1) A—na,B—na

2) A—na, B—mer

3) A —mert, B—mHer

4) A —mner,B-na
2.Ilycth monb3oBaTeNb A X0UET NepeaaTh noib3oBarento b cooduienne m=10, 3amudppoBaHHoe
¢ momouipro anroputMa RSA Ilonb3oBarens b mmeer cnenyromme mapametpsl: P=7, Q=11,
d=47. Beruuciurte 3HaueHue ¢ 3au@pPOBAaHHOTO COOOIIEHUS.

1) c=53
2) c=54
3) c=55
4) c=56

3. [Ilyctb monp3oBarenb A XoueT Imepenarb Mojib3oBarento b coobmenne m=10,
3amudpoBanHoe ¢ momotibio anroputmMa RSA Tlonb3oBatens b numeeT cnemyromme napaMmeTps:
P=11, Q=17, d=71. Beruucnure 3Ha4eHHE C 3aIHUPPOBAHHOTO COOOIIECHUS.

1) c=173

2) c=175

3) c=155



4) c=153

Tema 4. «YnpasieHue KJIWOYaAMUA B ACHMMETPHYHBIX KPUIITOCHCTEMAX.
1.byiok ynpaBieHus — 3TO. ..
1) ammapaTHO peann30BaHHAs NMPOrpaMMa, YIIPABIISIOIIAS BEIYHCIUTEIEM
2) SI3BIK OTIMCaHUS JTAaHHBIX
3) mpomecc ompeneNeHHs OTBeYaeT Ha TEKyIIee COCTOSHHE pa3paboTKH
TpeOOBaHUSIM JAHHOTO ATara
2. BoibepuTe TpaBHIbHOE YTBEPKICHHWE B OTHOIICHUHM IU(GPOBAHUA JAaHHBIX,
BBITIOJIHAEMOTO € LEIbIO UX 3aIUTHI:
1)  oHO obOecrednBaeT MPOBEPKY LETOCTHOCTH U MPABUIBHOCTH JTaHHBIX
2) O0HO TpeOyeT BHHUMATEIHLHOTO OTHOIICHHS K TPOIECCY YIPaBICHHUS
KIIF0YaMu
3) oHO He TpeOyeT OONBIIOro KOJIMYECTBA CUCTEMHBIX PECYpPCOB
4)  oHO TpeOyeT mepepayn KIrua Ha XpaHEHHE TPETheH CTOPOHE
3. M'apanTHpoBaHME HEBO3MOXHOCTH HECAHKIIMOHUPOBAHHOTO U3MEHEHUSI MH(OPMALUH - 3TO:

1) oOecrieueHue 1EI0CTHOCTH

2) obecriedyeHre KOHPHICHIIHATLHOCTH
3) obecrieuyeHre ayTeHTH()UKAINN

4) obecrieueHne MM dpPoOBaHUsS

Tema 5. «uekTponHas nuudposBasi NOAMUCH.
1.OeKTpOHHOM NOIIUCHIO HA3BIBAETCHL. . .
1) mpucoenuHsIeMOe K TEKCTY ero Kpunrorpadudeckoe mpeodpasoBaHue
2) TeKCT
3) 3ammnppoBaHHBINA TEKCT
2.Kakue ¢pynkiuu Beimouset D1I1?
1) momoraet rapaHTHPOBATh, YTO MOCTABUBIINH MMOAMUCH — TOT, KEM OH SBJISCTCS
B JICUCTBUTEIBHOCTH
2) ToMoraeT TapaHTUPOBaTh, YTO COJEPKUMOE JIOKYMEHTa HE MEHSJIOCh M HE
NOJIEBIBAJIOCH TIOCIIE BBOJA IM(POBOM MOAMUCH
3) momoraer JI0Ka3aTh JO0H U3 CTOPOH aBTOPCTBO MOMMCAHHOTO COACPKUMOTO;
4) Bce pyHKIUM, IEPEUUCIICHHBIC BHIIIIC.
3.Kakas undopmanus xpanurcs B DLII?
1) wms aiina 3aKpBITOTO KITFOYa ITOAIHCH;
2) TOIBKO HH(OpMAIHSI O JIUIE, CPOPMHUPOBABIIEM TIOIHCH;
3) mara (hoopMHUpOBAHHMS ITOAMKUCH, HHPOPMAITUS O JIHIle, CHOPMUPOBABIIIEM
MOJMUCH U UMsI (paiiia OTKPHITOTO KITFOYA MOITUCH.

TectoBoe 3amaHMe BBITIOJHICTCS Ha OTIEAbHOM jucTe. Jlucr mommuceiBactcsas DUO,
HOMEDP TPYIIIbl, HOMEP 3a4YETHOW KHWXKKH, YKa3bIBA€TCS BAPUAHT TECTOBOTO 3amaHus. Huxe
oOyyaromuiicst ykaspiBaeT (POt HOMEP BOIIPOCa U PSIOM CTAaBUT HOMEP MPABUIBLHOTO, HA €T0
B3IJISI, BApUaHTa OTBeTa. TecToBoe 3ajaHue coaepkuT 20 BONMPOCOB ¢ BapyMaHTaMU OTBETOB.
Ecnmu oOywaromuiicss 10 cipadd mpenojaBaTeNi0 TECTOBOTO 3aJaHMsl U JIUCTa C OTBETaMHU,
CUMATAET, YTO HE MNPaBWIbHO OTBETWJI HA TOT WM WHOW BOIPOC TECTa, TO 3aYEPKHUBACT
MpEbIAYIIMIA BApUAHT OTBETA U PSAOM YKa3bIBAa€T HOBBIN. 3a OLIMOKY 3TO HE cunuTaercs. Bpems
npoxoxaeHus tectupoBanusi 20 munyT. [locine OkOHYaHUS BBIMOJHEHHS TECTOBOTO 3aJaHUs
OOyJaroIIUiiCsl CAaeT MPEMo aBaTENI0 BAPUAHT TECTOBOTO 3a/IaHUSI M JIUCT C OTBETAMH.



Kpurepuu oneHku:
MakcumManbHOE Kou4yecTBO 6amioB — 10 6amios.
- 1-10 GannoB BbICTaBIsIETCS 00ydyaeMOMY B 3aBUCMMOCTH OT MPABHJIBHOTO OTBETa Ha
BOITPOCHI TECTA. 3a OJIMH MPABUJIbHBIN OTBET 00y4yaeMslil moayyaet 0,5 d6anna.

JlaGoparopHble 3a1aHus

1.TemaTuka Ja60paTOPHBIX 32/IaHUI 110 pa3ejaM U TeMaM

Paznen 1 TpaaguniuoHHbIE M KJIACCHYECKHE METOIbI NIU(POBAHUS

Tema | «BBenenne B Kpunrorpaguio»

JlaGoparopHoe pabora 1 «IIporpammuasi peanu3zanus mudgpa 3ameHnbd». PazpadoTka
ITO mmdpa 3amensl. Jemudpanus mudpporekcra. HacTOTHBIN KpUTITOAHAU3.

Tema 2 «IloHsiTHE 0 TPAAUIMOHHBIX METOAAX IIU(PPOBAHUD)

JlabopatopHas pabota 2 «['eHepupoBaHHMe M TeCTHPOBAHHME TICEBAOCTYYANHBIX
muppyromux  mocjaeg0BaTeJlbHOCTEH. [IporpammHass ~ peanu3ainusi  reHepaTopa
M-1miocneioBaTenbHOCTH HAa OCHOBE IOJMHOMA OOpaTHOM  CBA3M. TecTtupoBaHue
M-niocnenoBarensHoctd auHo N out (N < 10000) ¢ moMouIpl0 CEepHabLHOTO TECTa.
TectupoBanne M-noCineA0BaTEIBHOCTA C MOMOIIBIO KOPPEJSIMUOHHOTO TecTa. TecTupoBaHue
HCXOJHOTO U 3au(poBaHHOTO (pailia ¢ MOMOIIbIO CTATUCTUYECKUX TECTOB.

Tema 3 «Kiraccmyeckue MeToabl MG poBaHUD).

JlaGoparopnas pabora 3  «llludp Buxkenepa». IlomydyeHue HABBIKOB CO3JaHUS
3amu(poBaHHOTO COOOIIECHUS TIPU MTOMOIIH alNropuTMa ImudpoBanus Bukenepa.

Tema 4. «Crangapt mudpoBanus navubix DES (Data Encryption Standard)».

JlabopaTtopHas padota 4 «Adaroputm mmpposanus DESy. Oynkuusa mmdposanus f s
anroput™ma DES. ®opmupoBanue noaxitouei 1 anroputma DES.

Paznen 2 AcumMeTpuvHoOe muppoBaHue

Tema 1 «KpunrocucremMsl ¢ OTKPBITHIM KJIKY0M))

Jlabopatopnas pab6ora 1 «HW3yyeHne NPUHIUNOB PadoOThl aACMMMETPHYHBIX
AJITOPUTMOB IIM(POBaHNSI ¢ OTKPBITHIM KJIKY0M». MeToIMKa CO31aHUsI KOMOMHUPOBAHHBIX
QITOPUTMOB  IIU(PPOBAHUSA, COBMENIAIONIAs JIOCTOMHCTBA METOJOB CUMMETPUYHOU U
ACHUMMETPUYHOU KpunrTorpaduu.

Tema 2 «OCHOBHBIC IOHATHS TEOPHUHU YHCEID)

JlaGoparopHas padota 2 «Aaroputm EBkiamnaa». Co3ganue B MS Excel «matmunyy aiis
aBToMarndeckoro Berauciennss HOJL aByx ducen no anroputMy EBknmnza.

Tema 3. «Aaroputm mudpposanus RSA».

JlabopatopHas pabora 3  «AcuMMeTpU4YHBbIH ajaroputm mudpoBanus RSA».
Brruucnenue kiroueit. [lludpoanue ¢ momornipio aTux kimroueit. lemmdppopanue.

TeMma 4. «YnpaBjieHHue KJIIOYaAMH B ACHMMETPHYHBIX KPUIITOCHCTEMAX).

JlabopatopHas pabora 4  «AcCHMMeTPUYHbIE KpUNTOCHCTeMbD». lccrienoBanue
OCHOBHBIX XapaKTEPUCTUK aJITOPUTMA MU POBAHHUS.

Tema 5. «uekTponHasi uudpoBasi NOAMUCH.

JlaGoparopHas pabGota 5. «JjexkTpoHHas uudpoBas mnoanuch Iiab-I'amans».
HccnegoBanue mponecca NOCTPOEHUS JIEKTPOHHOU noanucu Iib-I"amans.

Kpurepuu onenkmu:

MakcumanbHOe KOIn4ecTBO 0amioB — 90 6anios.

(1 KaX0T0 3a/1aHMS)

10 6. — 3a7aHKe BBINOJIHEHO BEPHO;




9-8 6. — mpU BBHINOJHEHUH 33/aHUS ObUIM JOMYIIEHbl HETOYHOCTH, HE BIUSIOIIME Ha
pe3ysbTar;

7-5 0. — Ipu BBIIOJTHEHUH 3a/1aHUs OBLIM TOMYIICHBI OITUOKY;

4-1 0. — ipu BBITIOJIHEHUH 331aHUS OBLIIN TOMYIICHBI CYIIECTBEHHBIC OIIMOKH.

0 6. — 3agaHKe HEe BBINOJIHEHO.

3 MeToauuyecKue MaTepHaJibl, onpejesawinye Npoueaypbl OlleHUBAHUS 3HAHUM,
YyMeHHUI, HaBbIKOB U (WJ/IM) ONbITA JAeATE/JIbHOCTH, XapaKTEpPU3YWINUX 3STambl
dopMupoBaHUA KOMNIeTEeHIUH

[Ipouienypbl OllCHMBAHUS BKJIIOYAIOT B €0 TEKYIIMHA KOHTPOJb U MPOMEXKYTOUHYIO
aTTECTALUIO.

Texkymuii KOHTPOJIb YCIEBAEMOCTH NPOBOJUTCS C HCIOIB30BAHHEM OLEHOYHBIX
CPEICTB, MPEACTABJICHHBIX B M. 2 JTAHHOTO NPWIOXKEHUS. Pe3ynbTarbl TEKYIIEro KOHTPOJIS
JOBOJATCS IO CBEACHUS CTYJEHTOB J0 MMPOMEKYTOUHOM aTTECTALUH.

DK3aMeH MPOBOJUTCS M0 PACIUCAHUIO TPOMEKYTOUHOM aTTECTALIMH.

KomnyectBo  BompocoB — 3 (2 —TeopeTMYECKMX  BOMpoca M OJHO
MPaKTUKO-OPUEHTUPOBAHHOE 3aJ]aHuUE).

Pe3ynbTaThl aTTeCTaliMM 3aHOCSTCS B 3a4ETHYIO BEJOMOCTD U 3aYETHYIO KHUKKY CTYICHTA.
CtyneHTbl, HE MPONICANINE MPOMEKYTOUHYIO aTTECTallMi0 MO rpaduKy CEeCCUM, OJKHBI
JUKBUIMPOBATH 3aJ0JKEHHOCTh B YCTAHOBJIEHHOM MOPSAKE.



IHpuiaoxenue 2

METOINYECKHUE YKA3AHUA 11O OCBOEHUIO JUCIHHUTIJIMHBI

VY4eOHBIM IJIaHOM NMPEyCMOTPEHBI CIEYIOIINE BUIbI 3aHATUMI:

- JIeKIHH;

- 1a00paTOpHbBIE 3aHATHSL.

B Xxone neKUMOHHBIX 3aHATHUI paccMaTpUBAIOTCS KPUNTOrpaUUeCKUe METOJbl 3alUTHI
uHpOpMaIMH, JAIOTCSI PEKOMEHJALMH IS CAMOCTOSTENIbHOM padoThl ¥ MOATOTOBKE K Ja00PaTOPHBIM
3AHSTHSIM.

B xone mabopaTOpHBIX 3aHATUN YIIyOJSIOTCS M 3aKPEIUISIOTCS 3HAHUS CTYACHTOB MO PAILY
PaccMOTPEHHBIX BOIIPOCOB, Pa3BUBAIOTCS HABBIKM INPUMEHEHUSI KPUNTOIpadhuIeCKUX MPOTOKOJIOB.

[Tpu noaroToBKe K 1a00PATOPHBIM 3AHATHUSIM KaXKIbIi CTYAEHT JIOJIKEH:

— U3y4YUTh PEKOMEH/IOBAHHYIO Y4eOHYIO IUTEpaTypy;

— U3Y4YUTh KOHCIIEKTHI JIEKIIHIA;

— IOJrOTOBUTH OTBETHI HA BCE BOMPOCHI IO U3y4aeMOil TEME.

B mporecce moaAroroBku K J1a0OpaTOPHBIM 3aHATHUSM CTYAEHTBI MOTYT  BOCIIOJIB30BATHCS
KOHCYJIbTallMSIMU MTPETNOIaBaTEsl.

Bompockl, He paccMOTpeHHbIE Ha JIEKIUSAX, AODKHBI OBITh HM3yY€Hbl CTyJEHTaMU B
Xxone camocrosTenpHOW  paborbl. KoHTponp  camocTosATenbHON — paboOThl  CTYIAEHTOB  Haj
y4eOHOW TMporpaMMoi Kypca OCYIIECTBISETCS B XoAe 3aHATHi. B Xxome camoctoaTenbHOU
paboOTBl  KaxAblii  CTyAeHT  00sd3aH  NPOYUTaTh  OCHOBHYIO M 1O  BO3MOXXHOCTH
JOTIOJIHUTENBHYIO ~ JIUTEPATypy MO  M3y4aeMOM  TeMe, JOINOJHUTh  KOHCHEKTBHI JIEKIUI
HEJOCTAIOIMM MaTepualioM, BBIMUCKAMH M3 PEKOMEHJIOBAHHBIX MEPBOMCTOYHUKOB. BplienuTh
HENOHATHBIE TEPMMHBI, HAWTH HUX 3HAYEHHE B SHUUKIONEAUUYECKHUX CIIOBAPSX.

CTyneHT JOMKeH TOTOBUTHCA K IPEICTOSIIEMY J1a0OpaTOPHOMY 3aHSATHIO IO  BCEM,
0003HaYeHHBIM B pabouell mporpaMMe AUCIUIUIMHBI BOIPOCAM.

JU1sl HIOATOTOBKU K 3aHATHUAM, TEKYIIEMY KOHTPOJIIO M IPOMEXKYTOYHON aTTECTALMU  CTYAECHTHI
MOTYT  BOCHOJIb30BaThCA AJIEKTPOHHO-OMOIMOTEYHBIMU cHCTeMaMH. Takxke oOydaroumecss MOryT
B35Th Ha JIOM HEOOXOJAMMYIO JIUTEpaTypy Ha aOOHEMEHTE YHUBEPCUTETCKOW OMOIMOTEKH WU
BOCIIOJIb30BaThCS YNTAIBHBIMU 3aJIaMU.



