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KA®E/IPA MudopManHOHHbIe TEXHOJIOTHH H 3aIIHTA uH(opmanuu

Pacnpeue.neﬂne yacoB AHCHHILIHHBI [0 ceMecTpam

Cemectp
(<Kype>.<CemecTp Ha 1(1.1)
Kypee>) Hroro
Henens 15 2/6
Bup 3ausaTui vl PIT Vil PIT
Jlexiun 16 16 16 16
JlaGopaTopHBIC 32 32 32 32
IIpakTHYECKHE 32 32 32 32
Wrtoro ayn. 80 80 80 80
KonTtaktHast paboTa 80 80 80 80
Cam. paboTa 64 64 64 64
Yackl HA KOHTPOITb 36 36 36 36
Hroro 180 180 180 180
OCHOBAHMUE

V4eGHBIH M1aH YTBEP/KIEH y4EHBIM COBETOM By3a OT 22.02.2022 npotoxdsn Ne 7.

IIporpammy cocTaBiI(1): K.T.H., TOLL. Cepne}mw / /
3as. kadenpoit: k.2.1.,101. Edumosa E.B. /

MeToauuecKUM COBETOM HallpaBJIieHUA: [.3.H., npod. Tumenko E.H. D e




1. IEJIX OCBOEHUA JUCHUTITINHBI

11 OBJtajiecHHe OCHOBHBIMHM METOIaMHU HAY4YHOT'O UCCJIIEAOBAHUA; O3HAKOMJICHHUC C METOAaMU U criocobamu OpraHm3anyy 3aluruThI
I/IH(l)OpMaLII/IOHHI)IX CHUCTEM.

2. TPEBOBAHUS K PE3YJIbTATAM OCBOEHUS JUCHUIIJIMHbI

OIIK-1:Cnoco0eH 000CHOBBIBATH TPeOOBaHUsI K cUcTeMe o0ecnedeHUs1 HH(POPManMOHHOIi 6e30MacCHOCTH U pa3padaTbIBaTh MPOEKT
TeXHHYECKOI'0 32JaHHs HA ee CO3/IaHHe;

OIIK-2:Crnoco6en pa3padaTbIBaTh TEXHHYECKHI MPOEKT CMCTeMBbI (MOICHCTEMBI JIHO0 KOMIIOHEHTA CHCTEMBbI) o0ecriedeHust
HH(OPMALMOHHOIT 6e30MaCHOCTH;

B pe3yjabTaTe 0CBOCHHUS TUCHUITIHHBI oﬁyqamumiicsn JOJIZKCH

3HaTh:

3HaTh METOMBI IPOCKTHPOBAHMS U TOCTPOCHHS CHCTEM HH()OPMALMOHHOI 0€301aCHOCTH, BKITIOYAsi METO/IbI TECTHPOBAaHHS () (HEKTHBHOCTH
Y OIICHKH HaJEKHOCTH; COBPEMEHHYIO HOpMaTHBHYIO 6a3y 1 ['OCTEI, periaMeHTHPYIOLIHE MPOIECC Pa3pabOTKH TEXHUUECKOTO 3a/1aHHUs;
MpaBuiIa, CIOCOOBI M METO/IbI OPTAHU3AINE COBMECTHBIX pa3paboTok.(cooTHeceHo ¢ uHankaropom OITK- 1.1.)

3HATh METOIbI KOHIETITYAIBHOTO MPOSKTUPOBAHMUS TEXHOJIOTHI 00ecreueHns: HHPOPMAMOHHOMH 0€30MacHOCTH.(COOTHECEHO C
uaaukaropom OIIK-2.1.)

YMeTh:

YMeTh 000CHOBBIBATH MPUHIIMIIBI OPTaHU3AI[IN TEXHHYECKOTO, MPOTPAMMHOT0 M HH(POPMAIIMOHHOTO obecneueHus! HHPOPMaIHOHHOM
6e3omacHocTH.(cOOTHECEHO ¢ MHaMKaTopoMm OITK-1.2.)

YMeTh BRIOUPATh U 000CHOBBIBATH IPEHMYIIIECTBA METOIOB PEIICHHUS 3a4a4 TS 3alIUThl HHPOPMAIIUK KOMIBIOTEPHBIX CUCTEM U CETeH U
crcTeM obecrieuenus (CooTHeceHO ¢ nHankaropom OITK-2.2. )

Buaagern:

Brnajets HaBbIKAMU IUTAHUPOBAHMUS U OICHKH TPYIOEMKOCTH MPOESKTa, BKIIOYAs TEXHUUECKOE, KaJpoBoe U (PUHAHCOBOE oOecreueHue,
TPUHSATHE COBMECTHBIX peleHni(CooTHECEHO ¢ mHankaropom OITK-1.3.)

Brnagets HaBBIKAMU BBIMOTHEHHsI pabOThI IO OCYIIECTBICHUIO MPH H3TOTOBICHUH, MOHTAXE, HAlTAIKe, UCTIBITAHUSIX U Ca4ue B
SKCILIyaTaluio CHCTEM U CPEICTB obecTieueHnss HHPOPMAHOHHOM 6e3omacHocTH(CooTHeCeHO ¢ nHauKatopom OITK-2.3.)

3. CTPYKTYPA U COJAEP KAHUE JUCHUIIJIMHBI

Kon HanmeHoBaHue pa3/ie10B H TeM /BHJ 3aHATHSA/ Cemectp / | Yacos Komneren- JlutepaTtypa
| 3aHATHS Kvpc 1K

Pa3nen 1. Pa3nen 1. [IpuHuIMnbI opranuzanuu
3alUIEHHBIX HH)OPMAIIMOHHBIX CHCTEM

11 Tema 1 "OcHOBHBIE TIPUHITUIBI OPTAHA3ANNN 3aITUIIEHHBIX 1 2 OIIK-1 OTIK-2 JIT.1 JI1.2 J11.3
NC". KoHuenuus co3gaHust 3alUIEHHBIX HHOPMAIIMOHHBIX JI1.4J12.1 J12.2 JI2.3
cucTeM. 3aIMIIEHHOCTD KaK MOHATHE. 3allHICHHEIE J12.4

TEXHOJIOTHH B 1I€JIOM. 3alUIleHHbIe HHPOPMAIIMOHHbIC
cucTeMbl.Mo/IeNb 3alIUIICHHBIX HHPOPMAITHOHHBIX CHCTEM.

/JTex/

1.2 Tema 1 "OcHOBHBIE TPUHITUIBI OPTAHU3ANNHN 3aITUIIEHHBIX 1 10 OIIK-1 OTIK-2 JIT.1 JI1.2 J11.3
NC". KoHuenuus co3ganust 3alUIEHHBIX HHOPMAIIMOHHBIX JI1.4J12.1 J12.2 JI2.3
cucTeM. 3aIMIIEHHOCTD KaK IMOHATHE. 3allUIEHHEIE J12.4

TEXHOJIOTHH B 1I€JIOM. 3alUIleHHbIe HHPOPMAIIMOHHbIC
cucteMbl. MoJielb 3aIUIIEeHHBIX HH()OPMAI[MOHHBIX CHCTEM.

/J1ab/

13 Tema 2 «¥Ysa3BumocTs 3amuEHHbIX MIC». AHanu3 npuunH 1 2 OIIK-1 OIIK-2 JI1.1J11.2J11.3
yszumocTu DVIC. Metonbr 1 mexann3mel 3amuthl oT HCJI. JI1.4J12.1 JI2.2 J12.3
Mogens cuctemsl 6e3onacHoctu POVIC /Jlex/ J12.4

1.4 Tema 2 «¥Ysa3BumocTs 3amuEHHbIX MC». AHanu3 npuunH 1 4 OIIK-1 OIIK-2 JI1.1J11.2J11.3
yszBumoct OVIC. Metoas! u Mmexanu3mbl 3auiutel or HCJI. JI1.4J12.1 J12.2 J12.3
Mogens cuctemsl 6e3onacHoctu POUC. PenOC /J1a6/ J12.4

15 Tema 2 «Ysa3BumocTs 3amuiEHHbIX MCy». AHanu3 npudnH 1 12 OIIK-1 OIIK-2 JI1.1J11.2J11.3
yszBumoct OVIC. Metoap! u Mmexauu3mbl 3aiutel or HCJI. JI1.4J12.1 J12.2 JI2.3

Mopens cuctemsl 6e3onacaoctu POUC /Mlp/ 2.4




1.6 Tema 2 «Ysa3BumocTs 3amumEHHbIX MICy». AHanu3 npu4nH 2 OIIK-1 OIIK-2 JI1.1 J11.2 J11.3
yszumocTu DVIC. Metons! n mexann3msl 3amutel oT HCJI. JI1.4J12.1 JI2.2 J12.3
Mogens cuctemsl 6e3onacHoctu POUC. PenOC /Cp/ 2.4

1.7 Tema 3 «Tpebopanus k apxurexrype C nns obecredeHus 2 OIIK-1 OIIK-2 J1.1J11.2J11.3
6e3omacHOCTH ee PYHKIIHOHHUPOBaHUs». M neonorus JI1.4712.1 J12.2 J12.3
OTKPBITEIX HHQOPMALIMOHHBIX CUCTEM. AHanu3 0€30MaCHOCTH 2.4
W C npu OTCYTCTBUH 3JI0YMBIIIJICHHBIX (PaKTOPOB.

CraHnapTu3aIys MoJX00B K 00eCIIeUCHHUIO
UHPOPMAIIOHHOH 0€30MaCHOCTH.
/J1ex/

1.8 Tema 3 «TpeboBanus k apxurektype UC mist obecrnieueHus 4 OIIK-1 OIIK-2 JI.1J11.2 J11.3
Oe3onacHoCTH ee GYHKIMOHUPOBaHUY. M eonorus JI1.4J12.1 J12.2 J12.3
OTKPBITBIX HHPOPMAIIMOHHBIX CHCTEM. AHaIM3 0€30MaCHOCTH 2.4
HWC npu OTCYTCTBHH 3710 yMBIIIJICHHBIX (aKTOPOB.

CrangapTu3anys NOAX0A0B K 00eCeYeHHUIO
uH(popMaoHHoU Ge3omacHocTu. /J1ab/

1.9 Tema 3 «Tpebopanus k apxurexrype C nns obecredeHus 6 OIIK-1 OIIK-2 J1.1J11.2J11.3
6e3omacHOCTH ee PYHKIIHOHHUPOBaHUs». M neonorus JI1.4J12.1 J12.2 JI2.3
OTKPBITHIX HHPOPMAIIOHHBIX CHCTEM. AHaIN3 0€30M1aCHOCTH 2.4
N C npu OTCYTCTBUH 3JI0YMBIIIJICHHBIX (PaKTOPOB.

CraHnapTu3alys MoJX0/10B K 00eCIeUCHHUIO
uHpopMamoHHo# 6e3onacHocTH. /TIp/

1.10 Tema 3 «Tpebopanus k apxurexrype VC nsa obecnedeHus 10 OIIK-1 OIIK-2 J1.1J11.2J11.3
6e3omacHOCTH ee PYHKIIHOHHUPOBaHUs». M neonorus JI1.4J12.1 JI2.2 J12.3
OTKPBITBIX HHOPMAIIMOHHEIX CHCTEM. AHAIN3 0e30MacCHOCTH 2.4
N C nipu OTCYTCTBUH 3JI0YMBIILICHHBIX (PAKTOPOB.

CrannapTu3aiys MoJX0/10B K 00eCIeUCHHUIO
uHpopManuoHHoH Oe3omacHocTH. /Cp/

Pasnen 2. Pasnen 2. Texnosoruu odecneyeHus
0e3onmacHoOCTH

2.1 Tema 4 «TeXHOIOIUU U UHCTPYMEHTHI 00eCIIeUeHUs 4 OIIK-1 OIIK-2 J1.1J11.2J11.3
6e3omacHOCTH HH(POPMALIUH B CHCTEMAX M CETIXY. JI1.4J12.1 JI2.2 J12.3
Ocob6enHocTH ceTeBbIX cucteM. OOmIMe yrpo3bl CeTeBbIX 2.4
cucreM. TpeOoBaHUS IS 3aLTUTHI KOHPHICHIIHAILHON
MH(POPMAIMU B OpraHaX HCIOIHUTENIBHON BiacTi. CpencrBa
3aIIUTHl HHG)OPMAIAHN JUTI KOMMEPUECKUX CTPYKTYP.

/J1ex/

22 Tema 5 «TeXHOIOTHU M HHCTPYMEHTHI 00eciedeHust 2 OIIK-1 OIIK-2 JI1.1J11.2 J11.3
Oe3onmacHOoCTH MH(POPMALIMU B CUCTEMAX M CETIX». 3aliuTa JI1.4J12.1 J12.2 J12.3
rHGOpMaUH B HHPOPMAIMOHHBIX CUCTEMaX U 2.4
KOMITBIOTEPHBIX ceTsIX. OCOOCHHOCTH, KOTOPHIE JIENAl0T CeTH
YSA3BUMBIMH. [IpHYIHHBI, TPUBOASIINE K KPYITHBIM
npobnemam. Haubosee uacto BcTpeyaromuecs AeeKThl
3amuThl. [[pUYHAMH TIOSBIICHUS YSI3BUMOCTEH B ceTsix. /Jle/

2.3 Tema 5 «TeXHOIOTHU M HHCTPYMEHTHI 00eciedeHust 6 OIIK-1 JI1.1J11.2 J11.3
Oe3onacHOoCTH MH(POPMALIMU B CUCTEMAX M CETIX». 3aliuTa JI1.4J12.1 J12.2 J12.3
rHGOpMaUH B HHPOPMAMOHHBIX CUCTEMaX U 2.4
KOMITBIOTEPHBIX ceTsIX. OCOOCHHOCTH, KOTOPHIE JIENAal0T CeTH
YSA3BUMBIMH. [IpHYIHHBI, TPUBOASIINE K KPYITHBIM
npobnemam. Haubosee uacto BcTpevaromuecs 1eQeKThl
3amuThl. [IpHarHAMy TTOSIBIICHUS yS3BUMOCTeH B ceTsx. /J1ad/

24 Tema 5 «TeXHOJIOTUN U HHCTPYMEHTHI 00ECTICUEHUs 6 OIIK-1 OIIK-2 JI.1J11.2 J11.3
Oe3onmacHoCcTH MH(POPMALIMU B CUCTEMAaX M CETIX». 3aliuTa JI1.4J12.1 J12.2 J12.3
rHGOpMaIUK B HHPOPMAIMOHHBIX CUCTEMaX U 2.4

KOMITBIOTEPHBIX CeTsIX. OCOOEHHOCTH, KOTOPBIE EAf0T CETH
YSI3BUMBIMH. [IpHYIHHBI, TPUBOASAIINE K KPYITHBIM
npo6aemam. Haunbonee yacto BcTpeyarommuecs qe(eKThl
3amuThl. [[pUyrHAMH TOSIBIICHUS YSI3BUMOCTEH B ceTsix. /I1p/




2.5 Tema 5 «TexXHOIOIUU U UHCTPYMEHTBI 00ECIICUEHUS 1 10 OIIK-1 OIIK-2 J1.1J11.2J11.3
Oe3omacHOoCTH MH(POPMALIMU B CUCTEMAaX M CETsIX». 3aliuTa JI1.4J12.1 J12.2 J12.3
uH(opManuy B UHPOPMALUOHHBIX CUCTEMAX U J12.4
KOMITBIOTEPHBIX ceTsIX. OCOOCHHOCTH, KOTOPHIE IENal0T CETH
yA3BUMBIMH. [IpHYMHEI, IPUBOISIIIE K KPYITHBIM
npo6aemam. Haunbonee wacto BecTpeydaroruecs 1eQeKTb
3amuThl. [IpyunHamu nosiBiIeHus ysa3Bumocteil B ceTsix. /Cp/

2.6 Tema 6 «TexHOJOTHYECKAsE MOJIEIb [TOJICUCTEMBI 1 4 OIIK-1 OIIK-2 JIL.1J11.2 J11.3
UHPOPMAIOHHOH 0e30macHOCTH». TeXHOIOTUU HHKHETO JI1.4J12.1 J12.2 J12.3
YPOBHS 3aIUTHI HH(POPMAIIUH B JIOKAJTBHBIX CETAX: 2.4
MeJKceTeBble dKpaHbl. KoHIeus 3aInIeHHBIX
BUPTYAJILHBIX YaCTHBIX CETEH.

/J1ex/

2.7 Tema 6 «TexHOJOTHYECKAsE MOJIEIb [TOJICUCTEMBI 1 8 OIIK-1 OIIK-2 JIL.1J11.2J11.3
UHPOPMAIOHHOHN 0e30macHOCTH». TeXHOIOTHH HHKHETO JI1.4J12.1 J12.2 J12.3
YPOBHS 3aIIUTHI HH(POPMAIIUH B JIOKAJIBHBIX CETAX: 2.4
MeKceTeBble SKpaHbl. KoHIeus 3aIUIeHHBIX
BUPTYalbHBIX YaCTHBIX ceTeil. /J1ab/

2.8 Tema 6 «TexHonorudeckast MoJie/b IMOACUCTEMBI 1 8 OIIK-1 OIIK-2 JI1.1J11.2J11.3
UHPOPMAIOHHOHN 0e30macHOCTH». TeXHOIOTHH HHKHETO JI1.4J12.1 J12.2 J12.3
YPOBHS 3aIUTHI HHGOPMAINH B JIOKAJIBbHBIX CETAX: 2.4
MeEKCeTeBbIe IKpaHbl. KOHIeNINs 3anIeHHBIX
BUPTYaJIbHBIX YaCTHBIX ceTeil. /TIp/

2.9 Kypcosas pabora. TeMbl KypCcOBBIX paOOT IPECTABICHBI B 1 42 OIIK-1 OTIK-2 JIL.1J11.2 J11.3
ITpunoxenuu 1. /Cp/ J1.4J12.1 J12.2 J12.3

J12.4
2.10 /Ox3ameHn/ 1 36 OIIK-1 OIIK-2 JI.1J11.2J11.3
JI1.4J12.1 J12.2 J12.3
2.4

4. ®OHJ OHEHOYHBIX CPEJICTB

CrpyKTypa 1 comepxanue (GOH/A OIIEHOUYHBIX CPEJCTB JUIS IIPOBEICHUS TEKYIIEH U IPOMEXYTOUHOH aTTeCTAIINH MPEICTABICHBI B
ITpunoxenuu 1 x paGodeil mporpaMme JTUCIUILINHBL.

5. YHEBHO-METOJNMYECKOE H UTHOOPMAIIMOHHOE OBECIIEYEHUE JUCIIUIIJINHbI

5.1. OcHoBHas AUTEpPaTypa

ABTOpBI, COCTaBUTENN 3arnaBue WznarenscTBo, rox Konunu-Bo
JI1.1 |Tpumnxom B. A., OnexTpoHHas NM(pPOBaAs MOANKCH B AeaTenbHOCTH  |OpenOypr: OpenbOyprekuit | https://biblioclub.ru/inde
Marsees A. T MIPEANPUSTHI ¥ OPTraHu3aIuii: yaebHOe mocooue roCyJapCTBEHHBIN X.php?
YHUBEPCUTET, 2012 page:bOOk&Id:270314
HEOrpaHHYEHHbIH JOCTYII
JUISL 3apETHCTPUPOBAHHBIX
noJjb30BaTesei
JI1.2  |Pynenxos H. A., TeXHOJIOTUH 3aUThHl HHPOPMAIMK B KOMIbIOTEPHBIX [MockBa: HanmoHanpHbIi https://biblioclub.ru/inde
HpOHeTapCKI/Iﬁ A. B., CETAX OTKpLITLIi/'I yHHBepcheT Xphp7
Cwmupnosa E. B., «IHTYUT», 2016 page=book&id=428820
CypoBoB A. M. HEOrpaHWYEHHbIH 10CTy
IUTSL 3aPeTHCTPHPOBAHHBIX
MI0JIb30BaTeCH
JI1.3 |IIpoxoposa O. B. WudopmaronHas 6€30MacHOCTh U 3aIUTa Camapa: Camapckuit https://biblioclub.ru/inde
uHbOpMaIMH: YIeOHUK roCyIapCTBEHHBIIN X.php?
ApPXUTEKTYpPHO- page:book&ld:438331
CTPOMTEIbHBIN HEOTpaHMIEHHBIH JOCTYII
yHusepcuret, 2014 JUTS 33pETHCTPHPOBAHHBIX
HOJIb30BaTENeH
JI1.4 |Cysoposa, I'. M. WudopmarmonHas 0e30macHOCTh: yaebHoe nocodue |Caparos: Byszosckoe http://www.iprbookshop.r

oOpazoBanue, 2019

u/86938.html
HEOTpaHWYCHHBII JOCTYT
JUTSI 3aperuCTPUPOBAHHBIX
M0JIb30BaTEIICH




5.2. lonoiHUTeIbHASA JIUTEPATypa

ABTODBI, COCTABUTEIH 3arnaBue W3naTenbcTBO, TOI Konuy-Bo
2.1 WupopmarmoHHast 6€30MaCHOCTb: KYPHAI Mocksa: I'potek, 2014 https://biblioclub.ru/inde
x.php?

page=book&id=364894
HeOFpaHI/I‘IeHHHﬁ JAOCTYIL
JJIA 3apETUCTPUPOBAHHBIX

T0JIb30BaTeNei
JI2.2 |Hyxwuos E. B. KommerotepHbie ceTr: yaeOHOE mocoone Taranpor: FOxHbI# https://biblioclub.ru/inde
(benepanbHBINH YHUBEPCHUTET, X.php?
2015 page=book&id=461991

HEOTpaHWYEHHBIN JOCTYI
JUIS 3apETUCTPUPOBAHHBIX

T0JIb30BaTeNeH
JI2.3 |Iyroskuu A. B. CerH niepeiaun JaHHBIX: yaeOHOE MocoOue Tomck: DakynbTer https://biblioclub.ru/inde
JUCTAHIIMOHHOTO 00yYeH s X.php?
TYCVPa, 2015 page=book&id=480793

HEOTPaHWYEHHBIN JOCTYI
JUIS 3apETUCTPUPOBAHHBIX

TOJIE30BaTEeIIeH
2.4 |llyOunckuii, M. U. HNudopmarmonHas 6e30macHoOCTs it paboTHnkoB  |Cankr-IlerepOypr: http://www.iprbookshop.r
OromKeTHOH cepsl. 3ammuTa NepCOHANBHBIX JaHHBIX: |VHuBepcuter UTMO, 2013 u/68654.html
y4deOHoe mocobue HEOTpaHWYEHHBIN OCTYII
JUISL 3apETHCTPUPOBAHHBIX
MOJIb30BaTENICH

5.3 HpO(l)eCCI/IOHaJIbHLIe 0a3bl JAaHHBIX U HH(])OpMalII/IOHHBIe CIIPpaBO4YHbIC CUCTEMBI

CIIC «Koncymsrautllmocy http://www.consultant.ru/

denepanbHas ciryk0a M0 TEXHHYECKOMY U OKCIIOpPTHOMY KoHTpoJIro https://fstec.ru/

denepanbHas ciryx0ba 1Mo Haa30py B chepe cBA3M, HHHOPMAITHOHHBIX TEXHOJIOTHI W MACCOBBIX KOMMYHHUKanu#t https://rkn.gov.ru/

5.4. IlepeyeHb MPOrpaMMHOI0 oGecrieYeHust

PenOC

5.5. YueOHo-MeTOANYECKHE MATEPHAJIBI ISl CTYA€HTOB ¢ OTPAHUYEHHBIMH BO3MOKHOCTSIMH 310POBbSI

IIpu HEOOXOAMMOCTH MO 3asBJICHHIO OOYYarOLIErocs ¢ OrpaHMYEHHBIMH BO3MOXHOCTSIMU 3/10POBbsI y4€OHO-METOAMYECKHE MaTepHallbl
MIPEIOCTABISIOTCS B (hOpMax, aTaNTHPOBAHHBIX K OTPaHHYCHISIM 3I0POBbsl 1 BOCHPUATHS HHGopManuy. [Iis UL ¢ HapyIICHUSIMH 3pEHUS: B
(dhopme ayauodaiina; B neyaTHol Gopme yBenuueHHBIM mpudToM. s Jull ¢ HAPYHICHUSIMH Cllyxa: B OpMe JIEKTPOHHOTO JOKYMEHTa; B
negatHOH (opme. [ist MLl ¢ HAPYIIEHNUSIMHA OLIOPHO-ABUTATENBEHOTO anmapaTa: B popMe 3JeKTpOHHOTO TIOKYMEHTA; B TIeYaTHO (hopme.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCIUIIJIMHBI (MOAYJIST)

ITomemenust A7 Bcex BUAOB padOT, IPEyCMOTPEHHBIX YU€OHBIM IUITAHOM, YKOMIUICKTOBAHbI HEOOXOMMOH CHELUaTU3UPOBAHHON yueOHO
MeOeNbIo X TEXHHYECKIMH CPEeICTBAMH O0yUEHHS:

- CTOJIbI, CTYJIbS,

- IEPCOHAJIBHBINA KOMIThIOTED / HOYTOYK (TIEpPEHOCHOH);

- IPOEKTOD;

- OKpaH / HWHTCpPAKTUBHAA JOCKa

JIabopaTopHbIe 3aHATHS IIPOBOAATCS B KOMIBIOTEPHBIX KIIACCAX, pabodre MecTa B KOTOPEIX 000pYIOBaHB! HEOOXOJUMBIMH JTHICH3HOHHBIMH
1/unu cBOOOJHO PacpOCTPaHACMbIMHU IPOrPaMMHBIMH CPEICTBAMHU U BBIX0JI0M B MIHTEpHET.

7. METOAUYECKHUE YKA3ZAHUA JJI OBYYAIOIIAXCA 11O OCBOEHHUIO JUCHUIIIMHBI (MOY JIS)

Metoanveckre ykazaHusl [0 OCBOCHHUIO JAUCIMIUIMHBI peAcTaBieHbl B [Ipuoxkennu 2 k paboueii mporpaMMe JUCIUTLTHHBL.




1 Onucanue

nokasareJjieu "

®OH/JI OLIEHOYHBIX CPEJICTB

KpHUTepueB

OLICHUBaHUMA

Ha pa3s/iIMYHbIX 3Tallax ux (l)OpMI/IpOBaHI/Iﬂ, OIINCaHMC INIKAJ OICHUBAaHUA

1.1 Iloka3aresnu 1 KpUTEPUH OLIEHUBAHUSI KOMIIETEHIIUN:

YH, cocTaBisrompe KOMICTCHIINIO

IToka3aTenu orleHUBaHUSA

Kputepun
OLICHUBAHUS

Cpenctsa
OLICHMBAHUS

TTIK-1 CnocobeH 000CHOBBIBaTh TpeOOBAaHUS K CUCTEME 0OecrieueHUs] MHPOPMAIMOHHON 0€30MacCHOCTH U
pa3pabaThiBaTh MPOEKT TEXHHYECKOTO 3a/IaHHs HA €€ CO3/IaHHe

3HaTh METOIbl IPOECKTUPOBAHUS U | OPUEHTHUPOBKA B MOJHOTA U | DK3aMeHAIOHH
“TPOEHUS] CUCTEM MH(OPMALMOHHOH | IIOHITUAX OCHOB COJEPKATEIIBHOCTh | ble BONpPOCH 1-
OMACHOCTH,  BKJIIOYAash ~ METOJbI | aDCTPAaKTHOTO MBILIUICHHS], | OTBETA; ymenue | 30
THpoBaHus  3(dekTuBHOCTH W | aHANM3a, CHHTE3a MPUBOJIUTD TecroBble
HKH  HafEXKHOCTH; COBPEMEHHYIO IPUMEPHI BOIIPOCHI 1-6
yMatuBHYI0 0asy u  ['OCThi, Kypcogoit
JTAMEHTHPYIOLIHE npoiecc MPOEKT
pabOTKM TEXHUYECKOTO 3a/IaHUS; KII(1-15)
\BIJIa,  CIIOCOOBI M METOJBI
"aHM3AIMN COBMECTHBIX Pa3paboToOK
YMeTs 00OCHOBBIBATH IMPHHIUIEI | TPOSIBIICHUE YMEHUHA IIOJIHOTA u [ [103D (1-5)
"aHU3aLUN TEXHUYECKOTO, | a0CTPaKTHO MBICIIHTH, conepxaresnbHOCTh | JJaDopaTopHoe
)IPaMMHOTO ¥ HMH(OPMALMOHHOTO | aHAJIM3UPOBATh U OTBETA; yMmeHue | 3ansatue 1-5
>CIICUCHUSI MHQOPMAIIOHHOH | CHHTE3UPOBaThH MPUBOJIUTD [MpakTuaeckoe
OIIaCHOCTH. UHPOPMAIUIO npuUMepsl; yMeHue | 3ansarue 1-4
CaMOCTOATEIBHO KII (1-15)
HaXOJIUTh pELICHUE
MOCTaBJICHHBIX
3a1a4
BrageTs HaBbIKaMM MJIAHUPOBAHUS | AEMOHCTpALUsl HABBIKOB MOJIHOTA u [ IT03D (1-5)
OLIEHKM TPYZOEMKOCTH IPOEKTa, | aDCTpaKTHOIrO MBILUICHUS, | cogepkaresnbHOcTh | JJabopaTopHoe
[FoYasi TEXHWYeCKoe, KaJpOBOE U | aHaIM3a, CHHTE3a OTBETAa, ymeHue | 3anstue 1-5
HAaHCOBOE O0OecIieueHne, NpPUHSITHE NPUBOIUTD [IpakTuueckoe
MECTHBIX PEILICHHH. npuMepsl; yMeHue | 3anarue 1-4
CaMOCTOSITETTLHO KIT (1-15)
HaXOJIUTh pEIICHNE
MOCTaBJICHHBIX
3a1a4

DIIK-2 CnocobeH pa3padaTbiBaTh TEXHUYECKHUI MPOEKT CUCTEMBbI (MOACUCTEMBI JIM00 KOMIOHEHTA
CcHUCTeMBbI) o0ecriedeHust HH(GOPMAINMOHHOI 0€30IACHOCTH

3HaTh METO/bl KOHIIENTYaJbHOTO | OPUEHTUPOBKA B | OJIHOTA 1 | DK3aMeHaIOHH
)eKTHPOBAHHMS TEXHOJIOTHH | TIOHATHSX OCHOB | COJIEp)KaTeIbHOCTD | ble Bompockl 30-
>CIICUCHUS MH()OPMAIIOHHOM | pa3paboTKu CHCTEM, | OTBETa; ymenue | 57 TecToBbIe
OTIACHOCTH KOMIIJIEKCOB, CPEJCTB | | MPUBOIUTH BOMpPOCHI 7-12
TEXHOJIOTHH 00ecredeHns | mpuMepsl KIT (1-10)
MH(QOPMAITIOHHON
0e30nacHOCTH
YMeTs BBIOMpATh M 0OOCHOBBIBATH | IPOSIBICHUE YMEHHH | MOIHOTa u [ 103D (1-5)
MMYILIECTBA METOJIOB  PELICHUs | pa3pabaThiBaTh CHUCTEMBI, | COAepKaTeNbHOCTE | JIaboparopHoe
a4y Juig  3aluThl  MH(OpMAIMM | KOMIUIEKCHI, CpEACTBa H | OTBETA; ymeHue | 3ansatue 1-5
MIBIOTEPHBIX CHUCTEM W CeTell U | TeXHOJIIOTMH obecneyeHus | IpUBOJUTH [IpakTnueckoe
TEM obecrieueHus | ”HPOPMAMOHHON npuUMepsl; yMeHue | 3ansarue 1-4
popmanmonHo#t 6€30NMacHOCTHIO. Oe3omacHOCTH CaMOCTOSITEITLHO KIT (1-15)
HaxXOJIUTh pELICHUE
MOCTaBJIEHHBIX

3a1a4

IIpunoxenue 1

KOMIIeTeHI NI



Brnagers HaBbIKaMHM BBIMIOJHEHUS | IEMOHCTpAallMsd  HAaBBIKOB | [TOJHOTA u [ [1033 (1-5)
)OTBl  TI0  OCYIICCTBICHHIO TIPH | pa3pabOTKu cucreM, | conepkatenbHOCTE | JJaGopaTopHoe
OTOBJICHUH, MOHTaX€, HajaJKe, [ KOMIUIEKCOB, CpEACTB U | OTBETA; ymenue | 3anarue 1-5
IBITAHUSIX M cllade B DKCIUIyaTalHWIO | TEXHOJIIOTHI obecnieueHus | IpUBOJUTH [IpakTuueckoe
TEM H CpeAcTB  olecrieueHHs | HHQOPMAIMOHHOM npUMepsl; yMeHue | 3ansartue 1-4
popmartnoHHOM 6€30ITaCHOCTH. 0e30macHOCTH CaMOCTOSITEITEHO KII (1-15)

HaXOJIUTh pELICHUE

MOCTaBJICHHBIX

3a1aq

2 Tunosble KOHTPOJBbHBIC 3alaHUA WJIN UHBIC MaTEpUaJIbl, HGOﬁXOHl/IMble AJIA OICHKH 3H3HHﬁ,
yMeHHﬁ, HaBbIKOB H (HJII/I) onbIiTa NEATCJIbHOCTH, XapaKTCPUIYHOIIUX 3Tallbl (l)OpMI’IpOBaHHSI
KOMHeTeHHI/Iﬁ B IIPpOoLECCEe OCBOCHUS Oﬁpa3OBaTeJILHOﬁ nmporpaMmmasl

RO NoO~®WNE
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31.
32.
33.
34.
35.
36.
37.
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40.
41.

TeopeTnyeckne BONPOCHI K IK3aAMEHY

DKOHOMHYECKHE aCIIEKTHI TIPOOJIEM 3aIIUTH HHPOPMAITHH.
OO0BbeKTh HHPOPMALIMOHHOM 3aIUTHI.

OCHOBHBIE IPUHIUIEI HHPOPMALMOHHON 0€30MacHOCTH.
Oo6mue npobaemMbl 6€30MaCHOCTH.

HarmonanbsHast 6€3011aCHOCTE U YPOBHU €€ 00eCTIeUeHNS.
Bunbl nuadopMaiiuy, moaeKaniyue 3aumre.

KomrutekcHsrit moaxon k o0ecrieueHuio 6€30MacHOCTH.
[ToTennmanpHBIE YTPO3BI OE30MTACHOCTH.

ChydvaiiHble yTpo3bl: IPHYHMHBL. Y I3BUMOCTh HH(pOpMAIIHH.

. Kananbl HecaHKIIMOHUPOBAHHOTO MOTYYECHUS HHPOPMALIMN B MHPOPMAITHOHHBIX CHCTEMAX.
. [IpenHaMepeHHbIE yTpO3Bbl: MO LENN IKCIUTyaTalliH, 110 PUHIMITY BO3IEHCTBHS, ITO XapaKTepy BO3AEUCTBHS.
. 3amuTa MHPOPMALMK B COBPEMEHHBIX HH()OPMAIMOHHBIX CHCTEMAax: MEXKCETEBbIE JIKpaHbl, OpaHIMAay3pbl, MPOKCHU-

CepBepbl, CUCTEMbI aKTHUBHOTO ayJIHTa.
Metoapl kpuntorpaduyeckoil 3amursl uHGOpMauuu: (GYHKIMM M 3aaydl 3allUThl; MOAEIM W CHCTEMbl 3aIlUTHI
WH(OPMAITHIHL.

Kpunrorpaduueckoe npeodpazoBanue nHPOPMALIUH METOAOM MOJICTAHOBKH U MOHO(DOHUYIECKOI 3aMEHBI.
Kpunrorpaduuexoe npeodpazoBanre HHHOPMAIIUN METOJIOM ITEPECTAHOBKH.

Kpunrorpaduueckoe npeodpazoBanre nHOPMALUU METOAOM raMMHUPOBAHHS U aHAINTHYECKUX MPE0OpPa30OBaHHM.
[MonTBepkieHHE TOATMHHOCTH MOJIb30BATENEH U pa3rpaHUUSHHE UX JIOCTYIIA K KOMITBIOTEPHBIM pecypcam.

MeToab!l HACHTUPHUKAIIMY U YCTAHOBIICHHS IOJIMHHOCTH CYOBEKTOB M PA3IMYHBIX OOBEKTOB.

[lonsaTHe cepBucos 6e3onacHocTd. CTaHAAPTHl 6€30IACHOCTH.

ApXUTEKTypa MEXaHU3MOB 3aIInThl HH(popMmanmu B coBpeMeHHbIXx AVC.

MeToab! U pPOBOH MOAIUCH.

Buomerpuueckue cucteMbl HACHTUDHUKALNH.

AJMUHUCTPAaTUBHBIE U OPTaHU3ALMOHHBIE MEPOIIPUATHS 110 00ecreyeHn o0 HHYOPMaOHHOW 0€3011aCHOCTH.
MeTomoI0THIeCKUe MOX0/IbI K OLIEHKE YSA3BUMOCTH HHPOPMAITUH.

MoJiens 3aIUThl CUCTEMBI C TTOJTHBIM TTIEPEKPBITHEM.

PexomeHngannu no nCHoONb30BaHUIO MOJEINEH OLIEHKU YSA3BUMOCTH HH(POPMALIUH.

JonymieHus: B MOJIEJISIX OIIGHKH YSI3BUMOCTH WH(POPMAIIUH.

AHanu3 CyIIeCTBYIOIIUX METOIUK ONpeeiicHUs TPeOOBaHMIA K 3a1uTe MH(OPMAIUH.

Crannapt CHIA "KpuTtepun olleHKH rapaHTHPOBAaHO 3AIIMIIEHHBIX BEIYMCIUTEIBHBIX CUCTEM B HHTEPECax MUHUCTEPCTBA
o0oponsl CLIHA". OcHOBHBIE TIOJOXKEHUSL.

PykoBogsmem gokymente ['ocrexkomuccun Poccun "Knaccubukamnusi aBTOMaTH3NPOBAHHBIX CHUCTEM U TpeOOBaHUU IO
3amurTe nHGopmManuu', BeImyIieHHOM B 1992 rony. Yacts 1.

Krnacchl 3amueHHoCTH CpeICTB BEIYUCIUTEIBHON TEXHUKH OT HECAHKLIMOHUPOBAHHOTO AOCTYTIA.

OyHKIMK 3amuThH HHQOpManyy.

Crparerun 3amuTsl HHPOPMAIIHH.

Crioco0bI U cpeicTBa 3aluThl HH(OpPMAaIUH.

ApPXUTEKTypa CUCTEM 3aIIUTH HH(OpMALIUH.

TpeGoBaHus 3a1UTh HHOOPMALINH.

O011eMeTo10I0TNIECKUX MIPUHIMIIOB aPXUTEKTYPBl CUCTEMBI 3aIUTHI HH(POPMALIUH.

Cpencria 3amuThl HHQOpMAITUH.

AHTHBHPYCHI, CPEJICTBA aHAJIM3a 3aIIUIICHHOCTH, CPEACTBA OOHAPYKEHUS BTOPKEHUI

[Momxomp! K OpraHU3aIy CHCTEMBI 3aIUTHI.

Otanbl IOCTPOCHHS CUCTEM 3aLIHTHI.



42.
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44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
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57.

MeTo/1pI TPOTHBOACHCTBHSI Pa3IMUHBIM yIrpo3aM HH(POPMAIIMOHHON 0€30I1aCHOCTH.
BosMokHOCTH cpeicTB OOHAPYKEHUS] BTOPKCHUSI.

Knaccudukarus cpencts oOHApYKEHUS ySI3BUMOCTEH.

MeTo/TbI BEISBIICHUS CETEBBIX aTak.

CriocoObl MPOTUBOJICHCTBHUS CETEBBIM aTakaM

OO01Me TPUHITUITBI TOCTPOCHUS WH(GOPMAITUOHHBIX CETEH.

Tomonorus pu3nYecKuX cBs3el HHGOPMAITUOHHBIX CETEH.

CemuypoBHeBast MoJienb opranu3anuu cetd. O0rmas xapakrepuctrka mozaenu OSI.
Kiaccudukanus muauit cBs3u. X OCHOBHBEIE XapaKTEPUCTHKH.

Ceresrie IP-ampeca. ®opmar IP-aapeca. Mcmonb3oBanue macok npu IP-agpecarum.
[IpoTokoisl TpancnoptHoro yposus TCP u UDP.

OO0mre cBOWCTBA M KIIACCU(UKAIIHS TPOTOKOJIOB MapIIPyTH3AIHIH.

BecnipoBoanbie nHpopmMaironusie cetu ctanaapra 802.11. Mobusibable TenedonHble ceTH. CIyTHUKOBAs CBSI3b.
CerteBble cTyKOBI: DJIEKTpOHHAs MToUTa, BeO-ciyx0a, mpotokon HTTP.

MerTtop1 oOecniedeHus Ka4ecTBa OOCITYyKUBaHUS B MHPOPMAIIMOHHBIX CETSIX.
CereBast 6€30M1aCHOCTb.

IIpaKkTUKO-OPUEHTHPOBAHHBIE 32JaHUsI K IK3aMeHY

Y CTaHOBHUTH YTPO3bl, ATAKH M PUCKH CETEBOM OE30MaCHOCTH.

Y CcTaHOBUTH aHTHBUPYCHOE MTPOTPAMMHOE 00eCTIeYCHHE.

YcranoBuTh LINUX-110100HYI0 ONEpainoHHYI0 CHCTEMY.

Hacrtpouth BriepBbie YCTAaHOBICHHYIO LINUX-0J00HYIO ONIEpallMOHHYIO CUCTEMY.
YCcTaHOBHTH IUPPOBATHLHYIO CUCTEMY.

grONE

Karou AV KOHTPOJIA NPABUWIBHOCTH BBINNOJHCHUA NMPAKTHYICCKUX 3a):[aH1/1171 K 9K3aMCEHYy
Y CTaHOBUTH YTPO3bI, ATAKU U PUCKH CETEBOW O€301MacHOCTH:

Hudopmanunonusie yrpo3st

I T

Jlist rocypaperea Jnsa koMIaHuu Jlna nu4yHOCTH
(HOpUIHYECKOrO JIHLIA) ((pu3nyeckoro nuua)
|| Hudopmaunonnas — Pasrnamenue — Kubepcnexka
BOIHA
- Yreuka - Ounaiinosoe
- HH@DPMMT{HHHB MOLIEHHHYECTBO
MPOTHBOACHCTRIA HecankuMoHHpOBAHHEI (nojensHeIe THCEMA)
] J0CTYI

Huopmaunonnoe
opykuHe, kndepartaku

MumHr (packpeITie

NEPCOHANEHBIX JAHHBIX!

JIOTHHAE, [Iapos, HoMepa

Kubepumnonax _ N
OaHKOBCKOI KapTel)

PacnpocTpaHeHne
CEKPEeTHOIT cmyebHoil
HH(pOpMALIHH
(MHCal0BCKOI
HH(opMaL)

L danblHBEE CAITEL

YcTaHOBUTH AHTHBUPYCHOE MPOTrpaMMHOe o0ecrieyeHme:
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Bac mpmMmEBeTcCTIByeT MacTaep yoTrarmosxes
AHTHMBMPYC AnTHmEsnpyca Kacnepocxkoro 201 1

Hacnepcwxoro

2011

MacTep BoiNomasiMT yoTarnosSKy AnNTHUSHmpyca Kachepa<oro
2011 (11.0.2.556) Ha Sauw KoMMSIOTED .

MNepen noM yor pe O YeTOR SaKpeITe Bce
Nporparras: .

Ans Npoaocros = yor Te Ha corcy “Aanee”.

[Ns Shixonm 13 MacTepa yoTarOmic HAarmITe Ha 1Oy
TOTrmeraT.

Ecrii Sl XOTHMTE MSMEHMTE CTaHMAap THLIE NapameTPe!,

YETAHOSIITE DNIEKoK MiSMersiTs MapamMme Toe! yoT arioesse ™
(Per<omMeraye TR ONBITHEIM NONS30saTensarm).

PiSmcinar s AapancTpe yoranosmil [ Aance > ] [ oxmena |

VYCTaHOBUTH W HACTPOHTH LINUX-OZ00HYIO ONIEpallMOHHYIO CHCTEMY.

Ceanc [Mpasxa Bug HacTtpofka [omouws

=~ TANTIX e

/dev VAL S

/etc ~wine
/home
Jinitrd

1ib 11, . c tr s
Hesetoma DElONES tO YOI
/misc ¥
/mnt
Jopt

/proc

4 Instant Messenger

‘s Kom

¥ redhat-web

» B Buneoxoncbeperunn

> (93 Penax top 2aknanok naxay Enter ua o
-1 SnekTp. noyTta

p Meama s AT Tl

drwxr-xr-x BOA-EAT drwxr

YcTaHOBHTH MIUPPOBATHLHYIO CUCTEMY.

(%3] LIypwogigpine ciru ypuos
Encryption Algorithm AES 128 bt Symmetrickey Algorthm ~
Input Data as Text nput Data as File

Text To Encrypt/Decrypt: Password To Encrypt/Decrypt ll:.ﬁ

Remember the name of the encryption algorithm and
oadi 5l | password. These data will be needed to decnypt the fie

Encryption Algorghm: ~
AES 128bit
Entered text size: 381 symbols

Password:
Encrypted/Decrypted Text (HE

Corfirm password

Entered teo

> Encrypt Decrypt Settings Ede D=ta =

1.2 IIIkanbl O1IEHUBAHUS:

Texkymuii KOHTPOJIH YCTIEBAEMOCTH U NMPOMEXYTOYHAS aTTECTAIMS OCYIIECTBIISETCS B paMKax HaKOMUTEIFHOW OayuTbHO-
peiituaroBoi cuctemsl B 100-0ayuibHOM IIKane, B COOTBETCTBHU C KOTOPOW MPOBOAUTCS CIIEAYIOIIEE COOTBETCTBHE MEKIY
KOHCOJIMUPOBAHHBIM KOJIMYCCTBOM 6aJ'UIOB, MOJIYYCHHBIM 11O AWCHUIIIIMHE <<3a1u1/1Ta I/IH(i)OpMaHI/IOHHI)IX CHUCTEM», U OHeHKOﬁ,
MOJY4YE€HHOH 10 aTTecTaluy 00y4alouierocs Mo JaHHOMY MPeIMETY:

- 84-100 6ayioB (OlLIEHKA «OTIMYHOY) - M3JIOKEHHBIH MaTepruall (DaKTHUECKH BEpPEH, HAJMUKe TITyOOKUX HCUEPITHIBAIOIINX
3HAaHUHA B 06’beMe HpOﬁHeHHOﬁ InporpaMmMbl OAUCHUIINIMHBI B COOTBETCTBHUU C IMOCTABJICHHBIMH HpOFpaMMOﬁ KypCa HeJIsIMU H
3agadaMi OOy4eHUsl; MpaBWIIbHBIC, YBEPEHHBIC NCHCTBUS MO NMPUMEHEHHIO MOJyYSHHBIX 3HAHMHA HA MPaKTHKE, TPaMOTHOE M
JIOTHYECKU CTPOMHOE M3JI0KEHNUE MaTepHaia IIpy OTBETE, YCBOSHHE OCHOBHOW M 3HAKOMCTBO C JIOTIOJIHUTEIBHOM JIUTEPaTypoii;

- 67-83 OatoB (OlLIEHKA «XOPOIIO») - HAJIMYUE TBEPABIX M JOCTATOYHO IOJIHBIX 3HAHUH B OObEME MPOMIACHHON
MPOrpaMMbl TUCHUIUIMHBI B COOTBETCTBHUU C LENSIMH 0OyUeHHS, NPABMWIIbHBIE ACHCTBHA [0 MPUMEHEHHIO 3HAHUM HA MPAKTHKE,
YEeTKOE M3JIOKEHUE MaTepHaja, JOIYCKAIOTCS OTAEIbHBIC JIOTMYECKHE W CTHIIMCTHYECKHE IMOTPEUIHOCTH; YCBOEGHA OCHOBHAA
JUTEpaTypa, peKOMEHJIOBaHHasl B paboueil mporpaMMe TUCIHIUTHHBL,

- 50-66 OatoB (OllEHKA «YAOBJICTBOPUTEIbHO») - HAJUYME OCHOBHBIX 3HAHUH B 00bEME MNPOHJIEHHOr0 Kypca B
COOTBETCTBUU C LEISIMUA OOYYEHHs], M3JI0OKEHUE OTBETOB C OTAEIBbHBIMH OIIMOKAMH, MCIIPABICHHBIMH MOCHE JOMOJHUTEIbHBIX
BOIIPOCOB; BBITIOJIHAIOTCS B LIEIIOM KOPPEKTHBIE JHCTBHS 110 MPUMEHEHHUIO 3HAHUI Ha MPAKTHKE;



- 0-49 6annoB (o1leHKa «HEYIOBIETBOPUTEIHHOY) - OTBETHI HE CBA3AaHBI C BOIIPOCAMU, HATMYHE IPyOBbIX OMIMOOK

B OTBCTC, NJCMOHCTPUPYIOIIHWEC HCIIOHMMAHUE CYIIHOCTH H3JIaracMoro BOIIpOCa WM HCYMCHHUC IPHUMCHATH 3HAHHA Ha
IMMPAKTHUKE; OTCYTCTBHUC YBCPCHHOCTHU U HCTOUYHOCTL OTBCTOB HA JOMOJIHUTCIILHBIC U HABOJAIIUC BOIIPOCHI.

TecToBBIC BONIPOCHI
1. bBank TecTOB MO MOAYJISIM M (WIN) TeMaM

HpHHHHH])I opraHmsanuu 33HII/IllléHHbIX I/IH(l)OpMaIII/IOHHBIX CHUCTEM.
Tema 1 "OcHoBHble mnpuHIUINBl opraHuzanuu 3amuiiéHubix MC". Konmenmus co3gaHus 3aliuiieHHBIX

WH()OPMAIMOHHBIX CHUCTEM. 3alMUIIEHHOCTh KaK TOHSATHE. 3allWIICHHBIC TEXHOJOTHHM B IIEJIOM. 3allUIICHHBIC
uH(OPMAIIMOHHBIE CHCTEMbI. MO/IeTTh 3alUIIEHHBIX HHPOPMAITMOHHBIX CUCTEM.

1. C Touku 3perus ' TK ocHoBHOI 3amadeii cpecTB 0€301MaCHOCTH SBIISACTCS 00CCTICUCHHE:
COXpPaHHOCTH WH(pOpMALUU

3amuthl oT HCJ,

MPOCTOTHI peaan3anu

HaJICKHOCTH (PYHKITMOHUPOBAHUS

2. CornacHo «OpaHKeBOl KHUTE» NUCKPELUOHHYIO 3aIUTy UMEET IPyIa KpUTEpUEB:

QW >0

3. Ilpu Ka4eCTBEHHOM IOJX0JIC PUCK U3MEPSIETCS B TEPMHUHAX
JICHE)KHBIX TTOTEPh:

3aJJaHHBIX C MOMOIIBIO Kbl WM PAHKUPOBAHHUS

OLIEHOK JKCIIEPTOB

o0beMa nHpopManuu

4. ITpu NOTHOMOYHOM MOJUTUKE 0€30IIACHOCTH COBOKYITHOCTh METOK C OJIMHAKOBBIMHU 3HAUYCHUSIMH 00pa3yeT:
00J1acTh paBHOW KPUTUIHOCTH

00J1acTh paBHOT'O JIOCTYTIA

YpOBEHB 0€30MacHOCTH

YPOBEHb JJOCTYITHOCTH

5. CornacHo «EBpomnelickuM KputepusMm» QGopmaibHOe onucaHue (yHKIMM Oe3omacHocTH TpeOyercs Ha

YpOBHE:

ES
E7
E4
E6

6. CTeneHp 3alUIIEHHOCTH NH(POPMAIIUU OT HETaTUBHOTO BO3JICHCTBUS Ha HEE C TOUKU 3PEHMS HapyIIEeHUs €€

q)H3quCKOﬁ 1 JIOTHYECKOM I[eIOCTHOCTH WU HCCAHKIIMOHUPOBAHHOI'O UCIIOJIb30BAHUA — 3TO!

ySI3BUMOCThH MH(pOpMaAUN
Ha/IeXHOCTh HH(pOpMaIUU
3alUIIEHHOCTh HUH(pOpMaLUK
6e30macHOCTb HH(pOpMALUU

Tema 2 «Ysa3BumocTs 3ammméHHbIX UCy». Ananus npuunH ysa3sumoct DMC. MeToabl 1 MEXaHU3MBI 3aIIUThI

ot HCJI. Monens cuctemsr 6e3omacaoctu POUC.

7. IlpoBepka MOJUIMHHOCTH CYOBEKTa MO MPEIbABICHHOMY UM HJIEHTH()UKATOPY Uil MPHUHATUS pEIICHUS O

MpeaoCTaBJICHUHU €My NOCTYIIa K peCypCaM CUCTCMbI — 3TO:

ayIuT
ayTeHTU(UKaLus
aBTOPHU3AIIHS
uaeHTH UKL



8. CornacHo «EBponeiickiM KpUTEPHUsIM» MUHUMAIIbHYIO aJIeKBaTHOCTh 0003HAYAET YPOBEHbD:
El
E7
EO
E6

9. CornacHo «OpaH)XeBOW KHUTE)» YHUKAIbHBIE UIACHTU(PHUKATOPHI TOJKHBI UMETh:
Han0oJiee BaXKHbBIE CyOBEKTHI

HanboJee BaKHbIE OOBEKTHI

BCE CYOBEKTHI

BCE OOBEKTHI

10. IIporpaMMHBIN MOAYJb, KOTOPBIA UMUTHPYET MPHUIIIALICHUE MTOJIb30BATEII0 3apETUCTPUPOBATHCS IS TOTO,
9TOOBI BOWTH B CHCTEMY, SIBIISETCS KIABUATYPHBIM IIITHOHOM THIIA:

¢buIbTp

3aMeCTHUTENb

NepexBaTYNK

UMHTATOP

11. Cornacno «EBpomeiickuM KpUTEpUsIM» MPEABbABISET MOBBIIICHHbIE TPEOOBAHUSA M K IIEIOCTHOCTH, M K
KOH(HUICHIIMATLHOCTA HH(POPMAITUHU KJIacc:

F-IN

F-AV

F-DX

F-DlI

12. CooTBeTcTBHE CPEACTB OE30MACHOCTH PEIIAEMbIM 3a]]a4aM XapaKTepU3yeT:
3¢ peKTUBHOCTD

KOPPEKTHOCTh

aJIeKBaTHOCTh

yHH(pUKaIHs

13. C noMomibio 3aKpBITOTO KiIH04a HH(OpMALIKS:
KOIIUPYEeTCs

TPaHCITHPYETCSI

pacupoBbIBaeTCS

3amu(poBbIBAETCS

14. CoBOKYMHOCTh CBOMCTB, OOYCIIOBIMBAIOIIMX MPUTOAHOCTh MH(OPMALMU YAOBJIETBOPATH ONPEEIICHHBIE
NOTPeOHOCTH B COOTBETCTBUU C €€ Ha3HAYCHHUEM, Ha3bIBAETCS:

aKTyaJIbHOCTbIO HHPOpMAIUU

JIOCTYIHOCTBIO

KayecTBOM MH(pOpMaLuu

L[EJIOCTHOCTBIO

Tema 3 «TpebGoBanus k apxurekrype MC nns obecriedenuss 6€30nacHOCTH ee PyHKIMOHUPOBaHUs». M eonorus
OTKPBITHIX WMH(GOPMAlMOHHBIX cHcTeM. AHanu3 Oe3zomacHoctd VMC mpu OTCYTCTBHM 3J0YMBILIUICHHBIX (aKTOpPOB.
CranpapTusanus Noaxo10B K odecneueHHo HH(HOpMaIIMOHHON 0€30IacHOCTH.

15. Cornacno «OpaHkeBOM KHUTE€» MUHAMAIIBHYIO 3aIUTY UMEET TpyIa KpUTEPUEB:

oOw>»0O

16. Konkperuzarueit mogenu benna-Jlallagyna siBisieTcss MO€b MOMUTHKHA O0€30MTaCHOCTH:
LWM

Ha ocHoBe ananu3za yrpo3

Jlennsepa



C nOJIHBIM NEPEKPBITUEM

17. HemocTaTkoM MOI€IM KOHEYHBIX COCTOSHHUM IMOJTUTHKH O€30IIaCHOCTH SBIISIETCS:
W3MEHEHME JIMHUM CBSI3U

CTaTUYHOCTDH

CJIO’KHOCTh peaJIn3aliu

HU3Kas CTENCHb HAACKHOCTH

18. Ilo nokymenTtam I'TK konuuectBo kinaccoB 3amuiieHHoctd AC ot HCIL:
8

7
9
6

19. Meton ympaBiaeHHsl AOCTYIIOM, NpPU KOTOPOM KaXAOMy OOBEKTY CHCTEMbl IPHUCBAWBAETCA METKa
KPUTUYHOCTH, OIIpeeIIAoasi LEHHOCTh UH(OpMAIMK, Ha3bIBACTCS:

n30upaTeTbHBIM

MaHIaTHBIM

IIPUBUJIETUPOBAHHBIM

UACHTUDULUPYEMBIM

20. Opranu3aiMoHHbIe TPEOOBAHUS K CUCTEME 3aIIUTHI:
YIPaBIE€HYECKUE U UICHTU(PUKAMOHHbIE
aJMUHUCTPATUBHBIE U aNlapaTypHbIe
aMUHUCTPATUBHBIE U NIPOLIEAYPHBIE

anmnapaTypHble U (U3HUECKUe

21. Ha mMHOromnosib30BaTenbCcKue CHUCTEMbl C MH(pOpMaLMell OJHOr0 YpOBHS KOH(UICHLMATBHOCTU COIJIACHO
«OpaHXeBOW KHUI'e» pacCUUTaH Kjacc:

Cl

B2

C2

Bl

TexHoJiornu odecneyeHusi 6€30MACHOCTH.

Tema 4 «TexHOIOTMHM W MHCTPYMEHTHI oOecreueHHss 0e30macHOCTH HMH(pOpMAalMM B CHCTEMaxX M CETAX).
OcoOenHoctu ceTeBbIX cucTeM. OOmmMe yrpos3bl CeTeBbIX cucTeM. TpedoBaHus Ul 3allUThl KOH(UIEHIMAIbHON
UH(OPMALIMU B OpraHax MCIOJHUTEIbHOM BacTH. CpeacTBa 3aiuThl HH(OPMALMU JI1 KOMMEPUECKUX CTPYKTYD.

22. OCHOBY MOJIUTUKHU O€30MMACHOCTU COCTABJISIET:

IporpaMMHOe oOecrieueHue

yIIpaBJIEHUE PUCKOM

crnoco0 ynpaBJieHHs JOCTYIIOM

BbIOODP KaHAJIOB CBSI3U

23. [Ipu n3OupaTenbHOM MOTUTHKE O€30MaCHOCTH B MaTPHUIIE IOCTYIA CYOBEKTY CHCTEMbI COOTBETCTBYET:
s4yerKa

CTpOKa

MPSIMOYTOJIbHASE 00TIACTh

cTozbern

24. Haumenee 3aTpaTHBIA KpHNITOAHAIN3 JUTsl Kpuntoanroputma DES:
nepebop Mo BEIOOPOUHOMY KIIFOUEBOMY NPOCTPAHCTBY

Pa3I0KEHUE YNCIIA HA CII0KHBIE MHOKHUTEIIN

nepedop Mo BceMy KIHYEBOMY IPOCTPAHCTBY

Pa3I0KEHUE YNCIIA HA TIPOCTBIE MHOKHUTEIIN

25. Henocratok cuctem mudpoBaHUs ¢ OTKPBITHIM KITFOUOM:
IIPU UCTIOJIb30BAaHUH ITPOCTOM 3aMEHBI JIETKO MPOU3BECTHU MOAMEHY OJTHOTO IU(PPOBAHHOTO TEKCTA IPYTUM



OTHOCHUTCIIbHO HU3Kasd MPOU3BOAUTCIIBHOCTDH

HEOOXOUMOCTh PAaCIIPOCTPAHEHUS CEKPETHBIX KITFOUEH

Ha OJTHOM M TOM K€ KJIF04€ OJMHAKOBBIE 64-OMTHBIE OJOKHU OTKPHITOIO TEKCTa MEPEHAyT B OJMHAKOBBIC OJIIOKU
mrGPOBAHHOTO TEKCTA

26. ITo noxkymentam I'TK camplii Beicokuii kinace 3amumennoctd CBT or HCJI k uadopmaryu:
1

6
9
7

27. Hayko#, u3ydYamiieil MaTeMaTH4eCKHe METOJAbl 3aluThl HH(pOpManmuu myreM ee mpeoOpa3oBaHus,
SIBIISICTCS:

KPHUITOAHAJIH3

KPHUITOJIOTUS

creranorpadus

Kpunrorpadus

28. OGecnieyeHre eT0CTHOCTH HH(OPMAIMH B YCIOBUAX CIy4aiiHOTO BO3JCHCTBUS U3y4YaeTCs:
crera”orpaduei

TEOpHEH MOMEX0YyCTOWYMBOTO KOJAUPOBAHUS

KPUITOJIOTHEH

KPUNTOAHATIH30M

Tema 5 «TexHoNMOrNM U HHCTPYMEHTHI 0OOecrieueHus1 0€30IacHOCTH MHPOPMAIUU B CUCTEMAX M CETAX». 3aluTa
uHpOpMaLMd B HMH(POPMALMOHHBIX CHUCTEMaxX W KOMIIBIOTEPHBIX ceTsX. OCOOEHHOCTH, KOTOpbIE [ENIal0T CETH
ys3BUMBIMU. [IpuunHbI, puBOIsAIIMEe K KPYIHBIM mpobiemam. Hambonee yacto BeTpevarommecs aAe(eKThl 3aIlUThI.
[IpuunHaMu MOSIBIICHUS YSI3BUMOCTEH B CETSIX.

29. Tlo3BosisieT MONydYaTh JAOCTYN K HH(OpMAIMH, NMEpeXBau€HHON IPYIrMMH MPOTPAMMHBIMH 3aKJIaJIKaMH,
MOJIEJIb BO3/ICHCTBHUS POTPAMMHBIX 3aKJIaJIOK THIIA:

nepexsar

y0Oopka mycopa

HaOmroeHne

KOMITPOMETAIHS

30. KoHeuHOe MHOXECTBO UCIOIB3YEMBIX /ISl KOJUPOBaHUS HH(POPMALIMU 3HAKOB HA3bIBAETCS:
mudppom

KOJZIOM

angaBUTOM

KITI0YOM

31. Henocratkom AUCKPCTHBIX MOJeeH IOJIUTUKU 0C30IMaCHOCTH SBIISICTCS:
HN3HAYAJIbHOC JONMYIICHHUEC BCKPBIBAEMOCTU CUCTCMbI

HCO6XOI[I/IMOCTL JOIIOJTHUTCIIBHOTO o6yquI/15{ nepcoHajia

CTaTUYHOCTDH

CIIOKHBIA MEXaHU3M peajm3annuun

32. IlepBbIM 3Tanom pazpabotku cucteMsl 3anuThl MC spnsercs:
aHaJIN3 MOTEHIMAILHO BO3MOXHBIX YIpo3 HHGOpMaIuu
n3yueHue nH(HOPMaAIIMOHHBIX TOTOKOB

CTaHJapTHU3aLMs MPOTPAMMHOI0 00eCIIeYeHHUsI

OLIEHKa BO3MOXHBIX IOTEPH

33. MareMatudeckiue METOJbl HApYIICHHUs] KOHPUICHIMATHHOCTH U ayTEHTUYHOCTH HH(popManuu 0e3 3HaHUS
KII0YeH 00beINHSET:

KPHUIITOJIOTHUS

cTeraHorpadus

KpHUIITOAHATTN3



Kpunrorpadus

34. HepocTaTkoM MO/IEH MOJUTHKHY 0€301MaCHOCTH Ha OCHOBE aHAJIN3a YIPO3 CUCTEME SIBIISICTCS:
W3HA4YaJbHOE JIONMYIEHHE BCKPBIBAEMOCTH CUCTEMBI

CTaTUYHOCTh

HE00XO0AUMOCTb JIONOJIHUTEIIEHOTO 00yUeHHMsI [TepCoHasa

CJIOXKHBIN MEXAaHU3M pealln3alyu

35. o nokymentam I'TK konmmuecTBo kiaccoB 3amuiiennoctd CBT ot HC/I x undopmanuu:
9

6
8
7

Tema 6 «TexHomoruueckass MOJIENb MOACUCTEMbl MH(POPMAIMOHHONW 0e30macHOCTHY. TeXHOJOTHH HUKHETO
YPOBHSI 3allUThl MH(MOPMAILMK B JIOKAJIBHBIX CETAX: MEXCETeBble 3KpaHbl. KOHIENIus 3alMIIEHHBIX BUPTYalbHbBIX
YaCTHBIX CETEH.

36. OCHOBHBIM IOJIO)KEHUEM MOJEIM CUCTEMbI 0€30IIaCHOCTU C IOJHBIM MEPEKPhITUEM SBIISETCS HAJM4Ke Ha
KQ)KJIOM IIyTH IPOHUKHOBEHHUS B CUCTEMY:

BCEX CPEICTB OE30M1aCHOCTH

aynura

aposst

XO0Tsl OBl OTHOTO CpeACTBA OE30IaCHOCTH

37. Ilpu n3bupatensHON MOIUTHKE OE30MaCHOCTH B MATPHIIE AOCTYIA OOBEKTY CUCTEMBI COOTBETCTBYET:
syerKa

cronbery

IPSIMOYTOJIbHAsE 00J1aCTh

CTpOKa

38. Hanexnocts C3U onpenensiercs:
yCpeIHEHHBIM I10Ka3aTesleM

caMbIM CJIa0bIM 3B€HOM
KOJINYECTBOM OTPAKEHHBIX aTaK
CaMbIM CHJIBHBIM 3B€HOM

39. Ilonutuka nHOOPMAITMOHHOM 0€30MTaCHOCTH — 3TO:

pO(UITH 3aIIUTHI

WTOTOBBI JOKYMEHT aHaJN3a PUCKOB

CTaHJapT 0€30MMacCHOCTH

COBOKYITHOCTh 3aKOHOB, IPAaBHJI, ONPEICISIONINX YIIPABICHYECKHE U MPOCKTHBIC PEIICHUs B O0JIACTH 3alUTHI
uHpOpMaLIUu

40. OGecriedeHrneM CKpbITHOCTH HHPOPMALMU B HH(OPMAIIMOHHBIX MAaCCUBAX 3aHUMAETCS
Kpunrtorpadus

KPUNTOAHAIHN3

KPUITOJIOTUS

creraHorpadus

41. Mopnenu TOMUTHKH O€30MAaCHOCTH Ha OCHOBE aHAJIM3a Yrpo3 CHCTEME MCCIEAYIOT BEpOSTHOCTh
MPEOAOCHHS CUCTEMBI 3aILIUTHI:

OTrpaHUUYEHHOW KOMIIETEHIIMEN 3JI0yMBIIIJIEHHUKA

3a OIpeIeIEHHOE BpeMs

(UKCUPOBaHHBIMU 3aTpaTaMH

(UKCUPOBaHHBIM PECYPCOM

TecToBoe 3ajaHue BBINOJHSAETCA Ha OTAeNbHOM jaucte. Jluct moanuceiBaercss MO, HoMep rpyniibl, HOMEp
3a4€THOM KHIDKKH, YKa3bIBA€TCS BapHaHT TeCTOBOro 3amaHus. Hipke oOywaromuiics ykassiBaeT HUGPOM HOMED



BOIIPOCA U PSAJIOM CTaBUT HOMEpP MPABWIBHOTO, Ha €ro B3I, BapHaHTa OTBeTa. TecToBoe 3amanue coiaepxxut 20
BOIPOCOB C BapuaHTamMu OTBeTOB. Ecinu oOywarommiics A0 claud MPEroAaBaTeNi0 TECTOBOTO 3a/laHus M JIMCTa C
OTBCTaMH, CUUTACT, UYTO HC MIPAaBUJIbHO OTBCTUJI HA TOT UJIU HHOU BOIIPOC TCCTA, TO 3a4YCPKUBACT HpCIH:IIIYH_II/Iﬁ BapuaHT
OTBETA M PAJIOM YyKa3bIBaeT HOBBIM. 3a OMMUOKY 3TO HE cumTaercs. Bpems mpoxoxaeHus tectupoBaHus 20 MUHYT.
Ilociie okOHYaHUS BEIIOJIHEHUS TECTOBOTO 3alaHus 06y‘IaIOH_[PII>'IC}I CAacT NMpernoaaBaTeJIr0 BApUaHT TCCTOBOI'O 3aJaHUA
U JIUCT C OTBETaMH.

3. Kpurepum oueHku:

- 32 KaX/IbIil BEpHBIIl OTBET 00yUaroeMycsl BEICTaBIsIeTCs 2 Oalia;

- 30-40 GayoB «3auTEHO» BBHICTABISIETCS 00y4aeMOMY, €CJIM UM JlaHbl BEpHbIE OTBETHI Ha 15-20 TecTOBBIX
BOIIPOCOB;

- 0-29 OamioB «HE 3aYTEHO» BBICTABIETCS 00y4aeMOMY, €CIM OH OTBETHJI HPABHJIBHO Ha 15 TECTOBBIX
BOIIPOCOB M MEHEe.

JlaGoparopHble 3a1aHus
1. TemaTtuka JadopaTopHbIX padoT MO pa3aejiaMm U TeMaM:

Paznen 1 «lIpuHUMNbI Oprauu3anuu 3alUIIEHHBIX HHPOPMALMOHHBIX CHCTEM.

Tema 1 "OcHoBHble mnpuHLUINBl opraHuzanuu 3amuiéHubix MC". Konuenmus co3gaHus 3aliuiieHHBIX
UH(GOPMAILMOHHBIX CHUCTEM. 3allUMIIEHHOCTh Kak MOHSATHE. 3allUIICHHbIE TEXHOJOTMH B LEJIOM. 3alluIleHHBIE
WH(OPMAIMOHHBIEC CHCTEMbI. MOJIeNh 3alMIIEHHBIX HHPOPMAITMOHHBIX CUCTEM.

Jlaboparopnas padota 1. YcraHOBKa aHTUBUPYCHOTO MTPOTPAMMHOTO OOECTICUEHUSI.

Tema 2 «Ysa3Bumoctb 3amuiuéHHbIX MCy». Ananu3 npuunH ys3BuMoctu DMC. MeTo bl 1 MEXaHU3MBbl 3alUThI
ot HCJI. Mouenb cucteMbl 6e3omacHocta POUC.

Jlaboparopnas padota 2. [Tonp30oBaTeNbCcKast MOJUTHKA.

Tema 3 «TpeboBanus k apxutekrype UC misg obecnieuenus 6e3omnacHoctu ee GyHKIIMOHUPOBaHU». Mneonorus
OTKPBITHIX WH(OpPMAIMOHHBIX cucTeM. AHanu3 Oe3zonacHocTH MC mpu OTCYTCTBUHU 3J0YMBIIUICHHBIX (DaKTOPOB.
CrangapTuzanus Moaxo/10B K o0ecnedeHno nH(HOpMalnOHHONW O€30MacHOCTH.

Jlabopatopuas padora 3. YcranoBka LiNUX-1000HOH OnepariiOHHON CHCTEMBI.

Pa3nen 2. «TexHoJsorum odoecneyeHus: 0€30MacHOCTH.

Tema 5 «TexHOIOTMU M UHCTPYMEHTHI 0OecrieueHus: 6e30MacHOCTH HH(POPMALIUK B CUCTEMAX U CETAX». 3aluTa
uHpopMaluu B HMH(POPMALMOHHBIX CHCTEMaX W KOMIBIOTEPHBIX ceTssX. OCOOEHHOCTH, KOTOpbIE MAENaloT CEeTH
ySI3BUMBIMH. [IpHuuHbI, TpUBOASIIAE K KPYIHBIM mpobiemam. Hamboiiee acTo BeTpedaronmecs MeeKThl 3allUThI.
[TprunHaMu NOSBIIEHUS YA3BUMOCTEH B CETSX.

JlabopartopHnast pabota 4. YcraHoBKa IU(POBATHHBIX CUCTEM.

Tema 6 «TexHomormueckas MOJENb MOJACHUCTEMbI WH()OPMAIMOHHONW 0e30macHOCTH». TeXHOJOTHH HUKHETO
YPOBHS 3alUTHI MHOOPMAIUK B JIOKAIBHBIX CETSAX: MEKCETEBBIC 3KpaHbI. KOHIIENINS 3alUIICHHBIX BHPTYaTbHBIX
YaCTHBIX CETEH.

Jlaboparopnast pabota 5. YcTaHOBKAa MEKCETEBOT0 IKpaHa.

2. Kputepuu oneHku:

- KaKJ1asl BEPHO BBINOIHEHHAs JabopaTtopHas paboTa olieHHBaeTcs B 6 6aios;

- 18-30 GamioB — OICHKA «3aYTCHO» — BBICTABJISACTCS OOYYAIOIIEMYCS, €CJIM BEPHO BBITIOJHEHO COTJIACHO
TpeOoBaHUsAM 3-5 3a1aHUH, IPU ITOM OOYUAIOLTHIICST OOBSICHUTD €€ BHIMIOTHEHUE;

- 0-17 GammoB — OIEHKA «HE 3a4YTEHO» — BBICTABISETCS OOYYAIOMIEMYCs, €CJIM BEPHO BBIMOJHEHO COTJIACHO
TpeboBanusM 0-2 3a1aHuil.

IpakTuyeckue 3a1aHus

1.TemaTuka npakTH4YeCKUX 3aJaHUI 10 pa3iejiaM U TeMaMm:

Paznen 1 « [ IpyHIMIIBI OPraHU3aANNH 3AIMUIIEHHBIX HHPOPMALMOHHBIX CHCTEM)).

Tema 1 "OcHoBHble mnpuHLUNBI opraHu3anuu 3amuiéHHbix MC". Konuenmus co3gaHus 3aniuiieHHBIX
WH()OPMAIIMOHHBIX CHUCTEM. 3alUIIEHHOCTh KaK TIOHATHE. 3allUIICHHBIC TEXHOJOTHMH B IIEJIOM. 3allUIICHHBIC
uH(GOpPMaIMOHHBIE CHCTeMbI. Mo/IeTh 3aIUIIEHHBIX HHPOPMAITMOHHBIX CUCTEM.

[IpakTuueckas padora 1. Hactpoiika aHTUBHPYCHOT'O TPOrPaMMHOT0 OOECTIeUeHUsI.

Tema 2 «Ysa3BumocTs 3amuméHHbIXx UCy». Ananus npuunH ys3sumoctu DVMC. MeToasl 1 MeXaHU3MbI 3alIUThI
ot HCJI. Monens cuctemsr 6e3omacaoctu POUC.



[TpakTryeckas padora 2. HacTpoiika monb30BaTeIbCKUX TPYIIIL.

Tema 3 «TpeboBanus k apxurektype UC s obecneueHus: 6e30macHOCTH €€ PyHKITMOHUpOoBaHU». Mneomorus
OTKPBITBIX MH(POPMALMOHHBIX cuUcTeM. AHanu3 Oe3omacHoctd VC mpu OTCYTCTBHM 3JI0YMBIIUIEHHBIX (DaKTOPOB.
CranmapTuzamus Io1X0/10B K 00ecnieueHr 0 HHPOpMaIMOHHOM 0€301MacHOCTH.

[MpakTrueckas padota 3. HacTpolika BriepBbie ycTaHOBIEHHOH LiNUX-110100HOM OnepanmoOHHON CUCTEMBI.

Paznen 2. «TexHoJgorum odecneyeHus: 0€30MaCHOCTH.

Tema 5 «TexHONMOrUK U HHCTPYMEHTHI 0OecrieueHus: 0€30IacHOCTH MHPOPMALIUU B CUCTEMAX M CETAX». 3aluTa
uHpOpMaLUM B HMHPOPMALMOHHBIX CHUCTEMaX M KOMIBIOTEPHBIX ceTsX. OCOOEHHOCTH, KOTOpbIE [ENAIOT CETH
ys3BUMBIMU. [IpuunHbl, npuBosAmKe K KpynHbIM mpobiaemaM. Hambonee yacto BeTpevaromuecs: Ae(eKThl 3aluThI.
[TpryrHaMu NOsBJIECHUS YS3BUMOCTEH B CETSX.

[TpakTuyeckas padota 4. Mcnonb30BaHue MH(PPOBATBLHBIX CUCTEM.

Tema 6 «TexHomoruueckass MoJieslb MOACUCTEMbl MH(POPMALMOHHOW Ge30macHOCTU». TEeXHOJOrMM HUMKHETO
YPOBHS 3alIUTHl MH(POPMAIIMM B JIOKAJIBHBIX CETAX: MEXKCETEBbIe AKpaHbl. KOHIENIUs 3alIMIIEHHBIX BUPTYaIbHbBIX
YaCTHBIX CETEH.

[TpakTuyeckas padora 5. HacTpoiika MeKCeTeBOTO 3KpaHa.

2. Kputepum oueHku:

- KaX/1asi BEPHO BBITIOJIHEHHAS TIPaKTUYECKas paboTa olleHuBaeTcs B 6 OaJLIOB;

- 18-30 GamnoB — oOIEHKA «3aYTEHO» — BBICTABJISAETCS OOYYarOIIEMYCs, €CJH BEPHO BBHIMIOJHEHO COIJIACHO
TpeGoBaHUsAM 3-5 3aAaHUH, IPH ITOM 00YJAIOIIUICS OOBSICHUTD €€ BBITIOJTHEHUE;

- 0-17 GannoB — OILIEHKAa «HE 3a4YT€HO» — BBICTABISETCS OOYYalOUIEeMYCs, €CIId BEPHO BBIMOIHEHO COTJIACHO
TpeboBanusm (-2 3a1aHU.

Tembl KypcoBbIX padoT

B kypcoBoii paboTe B COOTBETCTBHH C MOJNYYCHHBIM BAPUAHTOM HEOOXOIUMO BBITIONHUTH TANl KOHIENTYATbHOTO
NPOCKTHUPOBAHUS CUCTEMbI HH(POPMAIIMOHHOM 0€30MaCHOCTH:
MaTepHUabl HCCACIOBAHMS, Pa3padOTKH, aHAIN3a PA3JIMIHBIX METO/IOB, METOUK, CIIOCOOOB, JITOPUTMOB B 00J1aCTH 00PabOTKH U
3amUTHl HHGOPMAITIH

BapuanTsl KypcoBoii paboThbI

1 Otnenenne KOMMEPUYECKOTo OaHKa.
2 TTonMKIMHUKA.

3 YHuBepcurer.

4 Oduc cTpaxoBOi KOMITAHUY.

5 NHtepHeT-MarasuH.

6 O¢uc aaBokara.

7 ATeHTCTBO HEABMKHUMOCTH.

8 Typuctuueckoe areHTCTBO.

9 N3naTensCcTBO.

10 OtneneHne HaIOrOBOW CITYXKOBI.
11 T'octunuma.

12 XKenezHnogoposkHas Kacca.

13 Oduc HoTapuyca.

14 ApMmuHHCTpanus 3aBoja.

15 AaMuHUCTpalus ropoja.

IIxanpl OIleHUBAHMUS:

- 84-100 Gays1oB (OLEHKA «OTIMYHO») - U3JIOKEHHBIH MaTepuall (DaKTHUECKH BEPEH, HAJTMYHE INIyOOKHUX MCUEPIIBIBAIOIINX
3HaHUH B 0ObeMe MPOMOEHHOW MpOrpaMMbl JWUCHMIUIMHBI B COOTBETCTBUH C IOCTABICHHBIMU IMPOTPaMMON Kypca LENsIMH H
3ajauaMi OOY4eHUs; MpaBWIbHBIC, YBEPCHHBIC JEHCTBUS MO NMPUMEHEHHIO TOJNYYSHHBIX 3HAHWN HA IMPaKTHKE, TPAMOTHOE M
JIOTHYECKH CTPOMHOE M3IIOKEHNE MaTepraia Py OTBETE, YCBOSHHE OCHOBHOW M 3HAKOMCTBO C JIOTIOJIHUTEIBHOM JIUTEPATYPOii;

- 67-83 OammoB (OLEHKA «XOPOIIO») - HAJIMYUE TBEPABIX WU JOCTATOYHO IOJHBIX 3HAHUN B 00BbEME MpPOIICHHON
IpOTrPaMMBbl JIUCIUTIUTMHBI B COOTBETCTBUU C IESIMU OOy4YeHUsl, TIPaBUIIbHBIE JEHCTBHS MO MPUMEHEHUIO 3HAHMKM Ha TPAKTHKE,
YeTKOe M3JIOKECHUE MaTepuaia, JOIYCKAOTCsS OT/AEIbHbIe JIOTUMECKHE W CTWIIMCTHYSCKHE ITOTPEITHOCTH; YCBOGHA OCHOBHAs
JUTEpaTypa, peKOMEHJOBaHHas B paboueil mporpaMMe TUCIMILIUHBL

- 50-66 GammoB (OlEHKA «YAOBIETBOPUTEIHHO») - HAJIMYME OCHOBHBIX 3HAHWMH B 00BEME MPONIEHHOTO0 Kypca B
COOTBETCTBUU C IETSIMA OOYYCHHUsI, M3JIOKEHHUE OTBETOB C OTAEIHLHBIMH OIMUOKAMH, WCIIPABICHHBIMH IOCHE JIOMOIHUTEILHBIX
BOIIPOCOB; BBITIOJIHAIOTCS B LIEIIOM KOPPEKTHBIE JSHCTBHS 110 MPUMEHEHHUIO 3HAHUI Ha MPaKTHKE;



- 0-49 GaoB (OIICHKA «HEYIOBICTBOPUTEIILHOY») - OTBETHI HE CBSI3aHBI C BOIMPOCAMH, HAJIMYKME IPyObIX OIIHOOK B OTBETE,
JEMOHCTPHPYIOIIHE HEMIOHUMAaHWe CYNTHOCTH W3J1araeMoro BONpOca U HEYMEHHWE NMPUMEHSTh 3HAHWS Ha MPAKTHKE; OTCYTCTBHUE
YBEPEHHOCTH ¥ HETOYHOCTh OTBETOB HA JIOTIONIHUTEIILHBIC U HABOISIIIHAE BOTIPOCHI.

3 Meroauueckne MaTepuaJibl, ONpeae/siionme npoueaypbl OleHUBAHUS 3HAHUI, YMEHHH,
HABBIKOB W (WIH) ONBITA [JEATEJbHOCTH, XaPAaKTEePU3YKOIIUX JTanbl (OPMHUPOBAHUS
KOMIIeTeHI M

[Ipouenypsl olleHUBaHMSI BKIIOYAIOT B c€0s1 TEKYIIUH KOHTPOJIb U MPOMEKYTOUHYIO aTTECTAIHIO.

Tekymuii KOHTPOJIb YCIIEBAEMOCTH MPOBOJIUTCS C UCIOIB30BAHUEM OIEHOUHBIX CPEJACTB, MPEACTABICHHBIX B
0. 2 TaHHOTO MPUJIOKEHUs. Pe3ynpTaThl TEKYyIEro KOHTPOJIS AOBOASTCS 10 CBEICHUS CTYACHTOB J0 MPOMEXKYTOUHOU
aTTECTaIUU.

IIpoMeskyTOUHasl aTTECTALUS IPOBOIUTCS B GOpPME HK3aMEHa.

OK3aMeH MPOBOAUTCS IO PACIMCAHUIO IPOMEKYTOYHOU aTrTecTanny. KoandecTBo BONIpOCoOB B 3a1aHuu — 3: 1Ba
TEOPETUYECKUX M OJIUH MpakTHueckuil. OOBSBICHUE pE3yNbTaTOB NMPOU3BOJUTCA B JI€Hb SK3aMeHa. Pe3ynbTarhbl
aTTECTallUN 3aHOCATCA B DJIEKTPOHHYIO BEAOMOCTb M 3a4ETHYIO KHIKKY cTyneHTa. CTyIEHTBI, HE MpOIIEIIINE
IPOMEXYTOUHYIO aTTECTAINIO 10 TpaduKy, JOHKHBI TMKBUAUPOBATH 3a/10JKEHHOCTh B YCTAHOBJICHHOM MOPSIKE.



IHpuiaoxenue 2

METOINYECKHUE YKA3ZAHUA
110 OCBOCHUIO JMCUMINVIMHBI «3a1MTA HH(POPMANMOHHBIX CHCTEM))

VY4eOHBIM MJIaHOM NMPEAYCMOTPEHBI CAEAYIOIINE BU/IbI 3aHATHIA:

- IEKLIMOHHBIE 3aHATHUS;

- 1abOpaTOpHBIC 3aHATHUS;

- IPAKTUYECKUE 3aHSATHUS;

- CaMOCTOSITENIbHBIEC PAOOTHI.

B xome nmabopaTOpHBIX M MPAKTHUECKUX 3aHATUN YrayONsIiOTCS MU 3aKpEIUISIOTCS 3HAHUSA
CTYJIGHTOB MO PAJly PACCMOTPEHHBIX BOMIPOCOB, Pa3BUBAIOTCS HABBIKUA 3alIUThl MH(GOPMAIIMOHHBIX
CHUCTEM.

[Ipu noaroToBke K 1a00pPATOPHBIM U MPAKTUYECKUM 3aHSATUAM KaXKJIbIH CTYJIEHT JOJIKEH:

— U3YYUTh PEKOMEH/IOBAHHYIO YUEOHYIO JTUTEPATYPY;

— IOJATOTOBUTH OTBETHI HA BCE BOMPOCHI 110 U3YYaEMOil TEME.

B mnpouecce moAroToBkH K Ja0OPAaTOPHBIM M MPAKTHYECKUM 3aHSTHSM CTYAEHTBl MOTYT
BOCIIOJIb30BAThCS KOHCYJIBTALMSIMU IPETOJaBaTEsl.

Bormpocsl, He pacCMOTpEHHbBIE Ha JIEKIUSX, JJA0OPATOPHBIX U MPAKTUYECKHUX 3aHATHUAX, JOJDKHBI
OBITh M3YYEHBI CTYJAEHTAMHU B XOJI€ CAMOCTOSITENbHOU padoThl. KOHTpOIL caMOCTOATENBHON pabOThI
CTYJIEHTOB HaJ Y4eOHOH MporpaMMoOil Kypca OCYILECTBISIETCS B XOJ€ 3aHSATUH METOJIOM YCTHOTO
OIIpoca WM MOCPEACTBOM TECTUPOBaHUs. B xozne camocToATenbHON paboThl KaXKIbli CTYAEHT 00s513aH
IIPOYUTATh OCHOBHYKO M II0 BO3MOXHOCTH JIONOJIHUTEIBHYIO JMUTEPATYPY IO H3y4aeMOM TeEME.
BriiennTs HENOHATHBIE TEPMUHBI, HAUTH UX 3HAYEHHUE B SHIUKJIONEUYECKUX CIIOBAPSX.

CTyneHT OJKEH TOTOBUTHCS K MPEACTOSIIEMY MPAKTUYECKOMY U J1a0OpaTOPHOMY 3aHSATHUSM
10 BceM, 0003HAYEHHBIM B paboyeil mporpaMme TUCHUILUIUHBI BOIIPOCAM.

JUJst MOATOTOBKM K 3aHATUSIM, TEKYIIEMY KOHTPOJIO U MPOMEKYTOUYHOM aTTeCTAllMU CTYACHTHI
MOTYT BOCIIOJIb30BaThCA 3JIEKTPOHHO-OMOIMOTEYHBIMH CUCTEMaMU. Takke oOydarolmecss MOTryT
B35Thb Ha JIOM HEOOXOJUMYIO JIUTEpaTypy Ha aOOHEMEHTE YHUBEPCUTETCKOW OMOJMOTEKH WIH
BOCIIOJIb30BATHCSl YUTAIBHBIMU 3aJIAMHU.



