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1. HEJIX OCBOEHUA JUCHUTIINHBI

11 Pa3BUTHC TBOPHUCCKUX MOAXOA0B IMTPU PECHICHUU CIIOKHBIX HAYYHO-TEXHUYCCKUX 3a/1a4, CBA3aHHBIX C 0o0ecrcUeHHEM
3AIUINCHHOCTH I/IH(l)OpMaLII/IOHHBIX CHUCTEM OT YOAJICHHBIX CETCBBIX aTaK; pa3BUTHC HpO(l)eCCI/IOHaJ'IBHBIX KOMIIECTCHITUH JJIs
HAXOX/JICHHS ONTHUMAJIbHBIX pemeHHﬁ IIpH NOCTPOCHUH 3AINUIIICHHBIX I/IH(I)OpMaHI/IOHHI)IX CHUCTCM; [IPUBUTUC HABBIKOB
HCIIOJIb30BaHUA CIICHUAIU3UPOBAHHBIX CPEACTB 3aIUTEI.

2. TPEBOBAHUSA K PE3YJIBbTATAM OCBOEHUSA JTUCITUIIJINHBI

YK-1:CnocoGeH ocylecTBIATh KPUTHUECKHIT aHAIU3 NPOOIeMHBIX CUTYallUii HA 0CHOBE CHCTEMHOI'0 II0/IX0/1a, BLIPA0aThIBATh
cTpaTeruo aeiicTBmii

[IK-4:CniocoGeH oCyIIeCTBISATh aHAJIM3 Pe3YJIbTATOB IKCIEPHMEHTAIbHBIX HCCIETOBAHUI ¢ MPHMEHEHHEM MAaTEMATHYECKHX U
¢u3uYecKNX MeTO0B, BLIOOP TEXHHYECKUX CPEICTB HHCTPYMEHTATLHOI0 MOHUTOPHHTA 3aIIMIIEHHOCTH 00HEeKTOB
uHdopmMaTH3aLUN

B pe3yabTaTe OCBOCHUA AU CHUITIIMHBI 06yqalomm”4c51 JOJIKECH

3HATh:

MPOLIEAYPH KPUTHUECKOTO aHaIHN3a, METOIMKH aHAJIN3a PE3yIbTaTOB HCCICIOBAHUS U pa3pab0TKU CTpaTEerHil MPOBEICHUS UCCIICAOBaHUIM,
OpraHM3aIiH MPOIlecca MPUHATHS pelIeHus.(COOTHECEeHO ¢ uHauKaTopom YK-1.1.)

(bopmasbHbIe MOJIeTH HH(MOPMAIIMOHHOM 6€30MTaCHOCTH 00BhEKTOB HH(POPMATH3AIMN;0CHOBHbIC XapaKTEPUCTUKHU U TOKA3aTEIH
3((HEKTUBHOCTH CPEJICTB M CHCTEM oOecrieueHns: HHQOPMAIIMOHHOW 6€301aCHOCTH;

HCTOYHHKHU M KIACCUPHUKAIIIO YIPo3 HHHOPMAIIMOHHON 6€30IaCHOCTH;0CHOBHBIC XapaKTEPUCTUKU TEXHUIECKUX CPEACTB 00SCIICUeHNUS
HH(OOPMALMOHHOHN 6E30MaCHOCTH OT YTEYEK 10 TEXHMIECKUM KaHalaMm;

METO/Ibl 00pabOTKM JaHHBIX MOHUTOPHHTA HHPOPMAIIMOHHOM 0€30MacCHOCTH 00BEKTOB HH(POPMATH3AINH;TIOPSIOK CO3IaHUS U CTPYKTYPY
OTYEeTa, CO3aBaeMOr0 0 pe3yJbTaTaM HCCIeIOBaHMs (COOTHECeHO ¢ nHaAnKaTtopoM I1K-4.1.)

YMeTh:

MPUHAMATh KOHKPETHBIC PEIICHUS TS MOBBIICHUS 3()(DEKTHBHOCTH MPOLEAYP aHAIII3a IPOOIIeM, IPUHATHSL PEIICHHN U pa3paboTKu
cTparernii.(cooTHeceHo ¢ HHaMKaTopom YK-1.2.)

(bopmasnmzoBath 3amauy obecreueHnss THPOPMAUOHHOM OE30MaCHOCTH 00BEKTa HHPOPMATU3AIMH; aHATM3UPOBATH U MIPOTHO3UPOBATH
KpuTeprn 3QPEKTUBHOCTH oOecrieueHns: HHOOPMAIIMOHHOM 0€30MacHOCTH 00beKTa HHPOPMATH3AINH;KITACCUPHUIUPOBATD 3aIIUIIAEMYIO
HH(OPMAIIUIO IO BHIAM TalHbI U CTEMEHAM KOH()UACHIIMAILHOCTH, OLICHUBATH YTPO3bl HHPOPMAIIMOHHOM 6€30MaCHOCTH;ONPEACIATh BHIBI
¥ TUITBl TEXHUYECKUX CPECTB obecnedeHnst nHGOPMAHOHHON O€301aCHOCTH; IPUMEHSATh HHCTPYMEHTAIBHbIE CPEACTBA MOHHTOPHHTA
3alIMIIEHHOCTH 00beKTa HH(OPMATHU3AIMHN;,CTPYKTYPHPOBATh AHATUTHIECKYIO HH(POPMAIIUIO [T BKIFOUSHHUS B OTIET(COOTHECEHO C
uaaukatopom 11K-4.2.)

Baagern:

METO/IaM{ YCTAHOBJICHUS IPUUMHHO-CIIEACTBEHHBIX CBSA3€H U ompeeneHus Hanboiee 3HaYMMBIX CPEId HUX; METOAUKaMU IOCTAaHOBKHU 1IN
1 OTIPEENICHNUS CIIOCO00B €€ JOCTIKEHHS;METOIMKAaMH pa3pabOTKU CTpaTernil AeficTBUif TPy MPOOIEMHBIX CHTYyalnsX.(COOTHECEHO C
nuaukaTopom YK-1.3.)

HaBBIKAMHU Pa3pabOTKH MOJEIH HH(POPMAIIMOHHON 6e301macHOCTH 00beKTa HH()OPMATH3AIUH; HAaBBIKAaMH OIIpeIeNIeH s Kllacca
3aIIMIIEHHOCTH HH()OPMAIIMOHHBIX CUCTEM;HaBbIKAMH OLIEHKU KpUTepueB 3P (HEeKTUBHOCTH CUCTEMBI 0OecnieueHnst HHPOPMaLMOHHOM
0€30I1aCHOCTH; HaBBIKAMU NTOJTOTOBKH aHAIMTUYECKUX OTYETOB 110 Pe3yJabTaTaM NIPOBEJEHHOI0 aHaIMU3a (COOTHECEHO ¢ uHAuKatopom I1K-
4.3)

3. CTPYKTYPA U COAEP)KAHUE JTUCHUIIJINHbBI

Kox HaumenoBaHue pa3iesioB U TeM /BUjA 3aHATHUSI/ Cemectp / | Hacos KomneTten- Jlutepatypa
3aHATHS Kvpe 107071

Pazgen 1. Metoasl 1 cpeAcTBa 321U THI OT YAAJIEHHBIX
CeTeBBIX aTAK

11 AHanu3 cyIecTBYIOIUX METOI0B U MOJeNel 3 2 IK-4 YK-1 JI1.1J11.2 J11.3 JI1.4
MIPOTUBOAEHCTBUS KOMITBIOTEpHBIM aTtakam. CTpyKTypa JI1.5J12.1 J12.2 J12.3
METOZIOB ¥ MOJIEJNIEH POTUBOAEHCTBUS KOMIIBIOTEPHBIM J12.4 J12.5

arakam. [Togxox k pa3paboTKe METOIOB U MozieIeit
IIPOTUBOAEHCTBHS KOMIIBIOTEPHBIM aTakaMm. /JIex/




1.2 dopMHpOBaHHE MOJETH HAPYIIUTEIS] KOMITBIOTEPHBIX CETEH 2 I1K-4 VK-1 JI.1J11.2 J11.3 J11.4

Ha 6aze mozenu ®CTOK /TIp/ JI1.5J12.1 J12.2 J12.3
J12.4J12.5

13 OCHOBHBIE NIOHATHS B 00J1aCTU HH(POPMALUOHHOM 2 IK-4 YK-1 J1.1J11.2 J11.3 J11.4

6e3onacuoctu /Cp/ JI1.5J12.1 J12.2 J12.3
J12.4 J12.5

1.4 Crioco6bl peanu3alnuy KOMIBIOTEPHBIX aTak U 0000EHHBIN 2 IK-4 YK-1 J1.1J11.2 J11.3 J11.4
creHapuil mpotuBojieiicTBUs uM. Knaccudukarus JI1.5J12.1 J12.2 J12.3
KOMIIBIOTEPHBIX aTaK Ha KDUTUYECKU BayKHbIE J12.4J12.5
UHPOPMAIMOHHBIE CUCTEMBI. /JIek/

1.5 Artaxu TUna "0TKa3 B 00CIIyXKUHAHUM'": IPAKTUIECKUE 2 IK-4 YK-1 J1.1J11.2 J11.3 J11.4
3aHATHS 10 TeMe Jiekiuu. /TIp/ JI1.5J12.1 J12.2 J12.3

J12.4J12.5

1.6 AHanu3 cpe/iCTB MPOTHBOACHCTBHS KOMITBIOTEPHBIM aTaKaM. 2 I1K-4 VK-1 JI.1J11.2 J11.3 J11.4
TexHon0rus NPOTUBOAEHCTBUA KOMIBIOTEPHBIM aTaKaM Ha JI1.5J12.1 J12.2 J12.3
KPUTUYECKU BaKHbIC MH()OPMAIIMOHHBIC CHCTEMBI. /JIek/ J12.4 J12.5

1.7 Jlornueckue 00bekTh — aapecHas kuura (Address Book), 2 ITK-4 VK-1 JI.1J11.2 J11.3 J11.4
cepsuckl (Services), uarepdeiicol (Interfaces). Ilpasuna JI1.5J12.1 J12.2 J12.3
(Rules). [Tnr03 ypoBus npunoxenuii (Application Layer J12.4 J12.5
Gateway).LibreOffice /TIp/

1.8 MexaHHU3MBI 3alUThl HHPOpMalun. [IporpaMmMHoO- 2 I1K-4 VK-1 JI.1J11.2 J11.3 J11.4
anmnapaTHble cpeicTBa odecneueHus 6€30I1acCHOCTH JI1.5J12.1 J12.2 J12.3
HHPOPMAITMOHHBIX ceTel. /JIex/ J12.4 J12.5

1.9 " MexaHu3MBbI 3aUThl HHQOpMAIUK", BBITOJTHEHHE TECTOB 2 I1K-4 VK-1 JI.1J11.2 J11.3 J11.4
Mp/ JI1.5J12.1 J12.2 J12.3

J12.4J12.5

1.10 IonxnroueHne 1 OCHOBHBIE HACTPOUKU MEXKCETEBOI0 3KpaHa, 4 IK-4 YK-1 JI1.1J11.2 J11.3 J11.4
yIpaBienue uepe3 koHconb, Web-unrepdeiic, SSH. Copoc JI1.5J12.1 J12.2 J12.3
MEKCETEBOI0 IKpaHa K 3aBOJICKMM HacCTpOiikaM I10 J12.4J12.5
ymordannio. OOHOBJIEHHE IPOIINBKY, COXpaHEHHE
koH(urypauu. Pexumsl admin, audit. MS Office /J1a6/

111 [MonkiroueHne ¥ OCHOBHBIC HACTPOUKU MEKCETEBOTO IKpaHa 2 I1K-4 VK-1 JI.1J11.2 J11.3 J11.4
nocpencreom Web-unrepdeiica. Kondurypuposanue JI1.5J12.1 J12.2 J12.3
MEXKCETEeBOT0 dKpaHa nocpeacteoM Webunrepdetica /TIp/ J12.4 J12.5

1.12 Hactpoiika DHCP-cepsepa, DHCP-knuenta, PPPOE- 2 I1K-4 VK-1 JI.1J11.2 J11.3 J11.4
KJIMEHTa JI1.5J12.1 J12.2 J12.3
Mapmpyru3arms JI2.4 J12.5
Mp/

1.13 Pesepsuposanne mapmpyros (Route Failover). Hacrpoiika 2 [IK-4 VK-1 JIT.1JI1.2 JI1.3 JI1.4
Mapuipyrusanuu Ha ocHoBe npasui (Policy-Based Routing) JI1.5J12.1 J12.2 J12.3
Mp/ J12.4J12.5

1.14 Hactpoiika ceTeBoii 3amuThl ¢ momouisko cucrems! IDP/IPS 4 IK-4 YK-1 JI1.1J11.2 J11.3 J11.4
IUTS IPO3PAYHOTO PEKUMA paboThl HHTEp(EHCOB JIL.5J12.1 J12.2 J12.3
MEKCETeBOro skpana /J1ad/ J12.4J12.5

1.15 Vnpasienue Mapuipyrusanuei, nporoxkosn OSPF Ha 4 IK-4 YK-1 JI1.1 J11.2 J11.3 JI1.4
MexceTeBoM 3kpaHe. Ha mexcereBoM 3xpane cepun DFL JI1.5J12.1 J12.2 J12.3
MOXeT OBITh HACTPOEHA JUHAMHUYECKasi MapIIpyTU3anus Ha JI2.4 J12.5
ocHoge npotokosia OSPF. Takum 06pa3zoM, MOXKHO
o0ecreynTs aBTOMaTUUECKUH BEIOOP ONTUMAILHOTO
MapIupyra B KpyIHBIX CETSIX HIH HACTPOUTH MEXKCETeBOU
9KpaH, kak Mapuipytuzatop OSPF B HekoTOpOit oTaenbHOM
obmactu cetu. /J1ad/

Pa3gen 2. AnnapaTHbie 1 NPOrpaMMHbIe TEXHOJIOTHH
3aLIMTHI OT CeTEeBBIX aTaK

2.1 ITpoToxouisl 1 GYHKINH, IPUMEHSIEMBIE B MEKCETEBBIX 2 IK-4 YK-1 JI1.1 J11.2 J11.3 JI1.4
9KpaHax U HHTEpHeT-MapupyTu3aropax. [Iporokomsr IGMP JI1.5J12.1 J12.2 J12.3
n UPnP. KagectBo obcnmyxupanns u Texnonorus SharePort. J12.4J12.5
/JTex/

2.2 Texnonoruu 6e30MacHOCTH OECIPOBOIHBIX CEeTEH U 10 IK-4 YK-1 JI1.1 J11.2 J11.3 JI1.4

yHuHIUpoBaHHbIe permenus /Cp/

JI1.5J12.1 J12.2 J12.3
JI2.4 J12.5




2.3 [IpoTokoJIbl U PYHKIHMHU, IPUMEHSEMBIC B MEXKCETEBBIX 2 I1K-4 VK-1 JIL.1J11.2 J11.3 J11.4
9KpaHaX U MHTEPHET-MapIIPYTH3aTOPaX, BHIIOJTHEHHE TECTOB JI1.5J12.1 J12.2 J12.3
Mp/ J12.4J12.5

2.4 Hacrpoiika Syslog-cepsepa. SNMP Trap. LibreOffice /J1a6/ 4 IK-4 YK-1 JI1.1J11.2 J11.3 JI1.4

JI1.5J12.1 J12.2 J12.3
2.4 J12.5

2.5 OunpTpanus Tpaduka U BUPTyalbHble ceTH. TexHonorus 2 IK-4 YK-1 JI1.1J11.2 J11.3 JI1.4
peoOpa3oBaHus CETEBBIX anpecoB, MexaHusMbl PAT u NAT JI1.5J12.1 J12.2 J12.3
/JTex/ J2.4J12.5

2.6 TexHomOrHs Pe0Opa30BaHUS CETEBBIX A/IPECOB, BHIMIOJHECHHUE 4 I1K-4 VK-1 JIL.1J11.2 J11.3 J11.4
tectos /I1p/ JI1.5J12.1 J12.2 J12.3

J12.4J12.5
2.7 DHCP-kmuent, DHCP-cepsep, DHCP Relay, IP Pool. /J1a6/ 4 IK-4 YK-1 JI1.1J11.2 J11.3 J11.4
JI1.5J12.1 J12.2 J12.3

J2.4J12.5

2.8 OcoOCHHOCTH TPUMEHEHHUST MEIKCETEBBIX SKPAHOB U 2 ITK-4 VK-1 JIL.1J11.2 J11.3 J11.4
MaprpyTusatopoB D-Link. Ympasienne MexceTeBoIMU JI1.5J12.1 J12.2 J12.3
skpanamu D-Link NetDefend. /JIex/ J12.4 J12.5

2.9 Vpasnenue mexcereBbiMu skpanamu D-Link NetDefend, 4 ITK-4 YK-1 JI1.1J11.2 J11.3 J11.4
BhINOJIHEHUE TecToB /TIp/ JI1.5J12.1 J12.2 J12.3

J2.4J12.5

2.10 OrpaHn4eHue pa3mepa [akeToB TPAHCIIOPTHBIX U 4 [MK-4 YK-1 JIT.1 J11.2 JI1.3 JI1.4
JIUArHOCTHYECKHUX MPOTOKOJIOB, 3anpeT u paspenicane |ICMP. JI1.5J12.1 J12.2 J12.3
IMoanepsxka IPv6. LibreOffice /J1a6/ J2.4J12.5

211 ATIpHOPHBIH METO]] TPOTHBOACHUCTBHS KOMITBIOTEPHBIM 2 I1K-4 VK-1 JIL.1J11.2 J11.3 J11.4
aTakaM B TePMUHAX PacIIMPEHHBbIX ceTel neTpu. /Jlex/ JI1.5J12.1 J12.2 J12.3

J12.4J12.5

2.12 IupokoseraTeapube pacceutka. Multicast Routing. IGMP. 4 IK-4 YK-1 JI1.1J11.2 J11.3 J11.4
Multicast GRE over IPSec. Ynpaenenue JI1.5J12.1 J12.2 J12.3
[IMPOKOBEIIATEIBHBIM TPA()UKOM B COBPEMEHHBIX CETAX — J12.4J12.5
HEeo0XouMasi COCTaBIIAIONIas 00ecIedeH s
UHPOPMAITMOHHOH Ge3omacHoCTH. MexceTeBbie SKkpansl D -

Link mpemocTaBisFoT MEXaHH3MBI YIIPABJICHUS
HIMPOKOBeIaTeIbHBIM TpadukoM. /TIp/

2.13 OunbTpanus Tpaduka U BUPTyalbHble CeTH. BUpTyanbHble 4 IK-4 YK-1 JI1.1J11.2 J11.3 J11.4
nokasibHbie cetd VLAN.  BupTryasbHbIe 4YacTHBIC CETH JI1.5J12.1 J12.2 J12.3
(VPN) /Ip/ J2.4J12.5

2.14 Hcrpoiika VLAN B mexxcereBoM dkpane. Coznanue PPTP- 4 IK-4 YK-1 JI1.1J11.2 J11.3 J11.4
COEIIMHEHHS JI1.5J12.1 J12.2 J12.3
Cosznanue IPSec-TyHHens ¢ UCTIONb30BaHUEM KITOYEH J12.4J12.5
/J1ad/

2.15 Hactpoiika NAT, NAT Pool, SAT, PAT, DNS Relay, 4 ITK-4 YK-1 JI1.1J11.2 J11.3 J11.4
nepeHanpasieHune noptos. Gunbrpanums no MAC-aapecy. JI1.5J12.1 J12.2 J12.3
CosiaHue HECKOJIbKUX To/ceTel Ha nHTepdetice /J1ab/ J12.4J12.5

2.16 Hacrpoiika NAT, NAT Pool, SAT, PAT, DNS Relay, 16 IK-4 YK-1 JI1.1J11.2 J11.3 J11.4
nepeHanpasienue nopros. Gunsrparus no MAC-anpecy. JI1.5J12.1 J12.2 J12.3
Cosnanue HECKOJbKUX TMozceTed Ha unTepdeiice /Cp/ J12.4 J12.5

2.17 /Dx3amen/ 36 IK-4 YK-1 JI1.1J11.2 J11.3 J11.4

JI1.5J12.1 J12.2 J12.3
J12.4J12.5

4. ®OHJ OHEHOYHBIX CPEJACTB

CtpykTypa u coaepxaHue (pOHa OLIEHOYHBIX CPEJICTB JUIs MPOBEACHHS TEKYIIEH U MPOMEKYTOUHON aTTeCTAI[MH TIPEICTABIICHBI B
[Tpunoxxennn 1 x paboveli mporpaMmme TUCIUILTHHEL.

5. YYHEBHO-METOAMYECKOE 1 THOOPMAINIMOHHOE OBECIIEYEHHUE JUCHUIIINHBI

5.1. OcHoBHas 1uTEpaTypa

ABTOpBI, COCTaBUTENN

3arnasue

H3parenscTBO, TOJ

Konnua-so

MenpaukoB B. I1.,
Kueiimenos C. A.,
IlerpakoB A. M.,
Kineiimenos C. A.

Wudopmarronnas 6€30macHOCTH 1 3alIuTa
nHpOpMaImuU: y4ed. TocoOue IS CTYICHTOB BY30B,
obyuaronuxcs mo creil. "MHpopM. cucTeMBbl 1
TeXHOoJoruu"

M.: Axanemus, 2012
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ABTODBI, COCTaBUTEIHN 3arnaBue W3narenscTBO, TO Konnu-Bo
JI1.2  |Pynenkos H. A., TexHonoruu 3amutsl ”HGOPMALMU B KOMIBIOTEPHBIX [MockBa: HarmonanbHbIH https://biblioclub.ru/inde
IIponerapckuii A. B.,  [cersax OTKpBITBIA YHUBEPCUTET X.php?

Cwmupnosa E. B.,

«MHTYHUT», 2016

page=book&id=428820

CypoBoB A. M. HEOTPaHWYEHHbIA JOCTYII
TS 3aPETHCTPUPOBAHHBIX
[OJIb30BaTEICH
JI1.3 |Cepmiok B. A. OpraHu3anus 1 TEXHOJIOTHH 3amuThl nHbopmannn:  |Mocksa: Usnatensckuit gom | http://biblioclub.ru/index.
OOHapy)XeHHe ¥ TIPeNOTBpaIieHre HHGOPMAIHOHHBIX | BrICIIeil MIKOJIbI php?
aTak B aBTOMATHU3MPOBAHHBIX CHCTEMAaX 9KOHOMHKH, 2015 page=book&id=440285
MPEANPHUATHI: yaeOHOe mocodne HEOTpaHUYEHHBIN JOCTYTI
IUTSL 3aPETHCTPUPOBAHHBIX
I0JIb30BaTEIICH
JI1.4 |TomuxoB A. M. 3amuTta HHpOpMAIK B THYOKOMMYHHKAIIMOHHBIX [ Tomck: ToMckmii https://biblioclub.ru/inde
CHCTEMax U CeTsIX: y4eOHOe Iocodue roCyIapCTBEHHBIH X.php?
YHHBEPCHTET CHCTEM page=book&id=480637
YIIpaBIIeHUs U HEOrpaHMYEHHBIA JOCTYII
paMo3IeKTpOoHUKH, 2015 | /1A 3aPerHCTPHPOBAHHEIX
10JIb30BaTEICH
JI1.5 |Pynenxkos, H. A., TexHomoruu 3amuTel HHGOPMALMH B KOMIIBIOTEPHBIX [MockBa: MHTepHET- http://www.iprbookshop.r

CwmupHoBa, E. B.,

IIponerapckuii, A. B.,

CCTAX

YHusepcurer
HNudopMamoHHbIX

u/73732.html
HEOTpaHWIECHHBIN JOCTYII

CypoBos, A. M. Texuonoruit (MHTYUT), JUISL 3apETUCTPUPOBAHHBIX
2016 IoJb30BaTeIeH
5.2. lonosiHMTeIbHAS JIUTEPaTypa
ABTOPBI, COCTaBUTEIN 3arnaBue W3znarenbcTBO, IO Konunu-Bo
JI2.1 |Menbuukos /1. A. MNudopmaronHas 6e30macHOCTh OTKPHITHIX cucteM: |M.: @nunara, 2013 20
y4e0. AL CTYJeHTOB, O0YJarOIIUXCs 110 HaIp.
"[Npuknan. nadpopMaTnka”
JI2.2 |Tumenxo E. H. MHCTpyMEHTATbHBIC METO/IBI AaHAH3a PoctoB v/[1; 3n-Bo PIDY 68
HOTPEOUTENBCKOTO Ka4ecTBa 3aUIIEHHBIX (PUHX), 2016
WH()OPMAIIMOHHBIX CUCTEM: yueb. mocobue
JI2.3  [Cerues 10. H. OcHoBBI HHQOPMALIMOHHOMK Oe3omacHOCTH: yueOHO- |Mocksa: EBpasuiickumii https://biblioclub.ru/inde
HpaKkTH4ecKkoe nocobue: yyedHoe nocobre OTKPBITHIH HHCTUTYT, 2010 x.php?
page=book&id=90790
HEeOTpaHWYEHHBIN TOCTYII
JUISL 3apETUCTPUPOBAHHBIX
oJb30BaTeIeH
J12.4 |TIpoxoposa O. B. HudopmarmonHas 6€30MacHOCTh U 3alUTa Camapa: Camapckuii https://biblioclub.ru/inde

nHbopMaImu: y4eOHNK

roCy1apCTBEHHBIN
apXUTEKTypPHO-
CTPOUTEIIbHBII
yHuBepcurert, 2014

x.php?
page=book&id=438331
HEOTpaHUYEHHBIN JOCTyT
JUIS 3apErUCTPUPOBAHHBIX
MOJTH30BATENEH

J12.5

IIpoxopoga, O. B.

MudopmarmonHas 6€301MacHOCTD | 3aIlIuTa
HHpOpMAIH: YIeOHUK

Camapa: Camapckuii
roCyJapCTBEHHbIN
apXUTEKTypPHO-
CTPOUTENBHBIH
yausepcureT, DbC ACB,
2014

http://www.iprbookshop.r
u/43183.html
HEOTpaHUYEHHBIN JOCTYT
JUI 3apErUCTPUPOBAHHBIX
oJib30BaTenei

5.3 llpodeccnonanbubie 6a3bl AAHHBIX U HHPOPMALMOHHBIE CIPABOYHbIE CHCTEMBbI

O¢unnnansusiii caiit ®CTOK Poccun / fstec.ru

CIIC Koncynprantlnroc

CIIC T"apanr

9BC «IPR Books» http://www.iprbookshop.ru/

Bubmroxiy6.py http://bibl

ioclub.ru/

Apxus xypranoB PAH https://www.elibrary.ru/, https://www.libnauka.ru

5.4. IlepeyeHbp NPOrpaMMHOIo obecneyeHust

LibreOffice




5.5. YueGHO-MeTOAHYeCKHE MAaTePHAJIbI /LISl CTYeHTOB C OTPAHHYEHHBLIMH BO3MOKHOCTIMH 30POBbS

[Ipn HEOOXOAMMOCTH MO 3asBJICHUIO OOYYArOLIErocsi C OTPAHHYCHHBIMH BO3MOXKHOCTSIMH 3I0POBBSI Yy4eOHO-METOANYECKAC MATCPHAIIBI
MPEIOCTABISIFOTCS B (JOpMax, aJanTHPOBAHHBIX K OTPaHHYCHHSIM 37I0POBbsl U BOCIPHUATHS WHPOpManuu. st I ¢ HapyNICHUSMU 3PSHHUS:
B popme aynuodaiina; B medatHOW popme yBeIHMYCHHBIM MIpHQTOM. JIJIsl ML ¢ HAPYIICHHUSIMHU ClTyXa: B (QOpMe 3JIEKTPOHHOTO TIOKYMEHTA; B
nevaTHou (opme. J{yist KLl ¢ HAPYIICHUSIMH OMOPHO-ABUTATEIBHOTO ammapaTa: B popMe dIEeKTPOHHOTO TOKYMEHTA; B e4aTHOH (opme.

6. MATEPUAJIBHO-TEXHUYECKOE OGECIIEYEHHME JTUCITUITIJIMHBI (MOY JIS1)

[ToMereHust J1s1 BCceX BHIOB pabOT, MPETyCMOTPEHHBIX YICOHBIM IIAHOM, YKOMIUICKTOBAHBI HEOOXOJMMOH CIICIUATH3UPOBAHHON YueOHO
MeOeIbI0 U TEXHUYECKUMHU CPEJICTBAMU O0YUCHUS:

- CTOJIBI, CTYJIBSI;

- IEPCOHAJILHBII KOMITBIOTEP / HOYTOYK (TIEpEHOCHOK);

- IPOEKTOP, IKPaH / HHTEPaKTHBHAS T0CKa

JlaGopaTopHbIe 3aHATHUS IPOBOJISATCS B KOMITBIOTEPHBIX Kilaccax, pabodre MecTa B KOTOPhIX 000pyJ10BaHbl HEOOXOAMMBIMU
TULIEH3NOHHBIMU 1/ CBOOOIHO PACIPOCTPpaHsIeMBIMH IPOrPaMMHBIMHU CPEICTBAMHU U BBIX0J0M B MHTEpHET.

7. METOAUYECKHUE YKA3ZAHUWA JJI1 OBYYAIOIIUXCSA 11O OCBOEHHUIO JUCHUTIIJIMHBI (MOAY JIST)

MeTOZ[I/I'{eCKI/Ie YKa3aHus 10 OCBOCHUIO NMCHUIUIMHBI IIPEACTABIICHBI B HpI/IJ'IO)KeHI/II/I 2k pa6oqel71 nporpaMmMe JUCHUITIUHBI.




®OH/JI OLIEHOYHDLIX CPEJICTB

IIpunoxenue 1

1 OnucaHue noKa3aTeJsieill 1 KpUTepueB OLleHUBAaHUSI KOMIIETeHI M1 HAa pa3/IMYHbIX
Tanax ux GopMUpoBaHUs, ONMCaHMeE KA OLleHUBaHUS

1.1 Iloxazarenu u KPUTCPHUU OLICHUBAHNA KOMHCTGHHI/Iﬁl

3VYH, cocrasnstomue komnereHuuo | [lokasarenu ouenuBanus | Kpurepuu oneHuBanus Cpencrtia
OLIEHUBaHMS
YK-1:Cnoco0eH oCymecTBIsITh KpUTUYECKH aHATN3 POOJIEMHBIX CUTYyalluii HA OCHOBE CUCTEMHOTO

IT0JIX0/1a, BEIpA0aThIBaTh CTPATETUIO NCUCTBUI

3 mpoueaypsl KpUTUYECKOTO aHANIM3a, | IIOUCK B cO0p COOTBETCTBUE O (BonpocCsl
METOAMKHA  aHajgu3a  pPe3yJIbTaTOB | HEOOXOIMMOM npo0ieme 1-10, ...),
UCCIIEIOBaHUS u pa3palboTKu | mMreparypsl, HCCIIEIOBaHMS; T (Tectbl
CTpaTerui MPOBEJICHUS | HCIIOIb30BAHHE MOJIHOTA U Monyib 1 Tema
UCCIIEIOBaHUM, OpraHu3alui | COBPEMEHHBIX COJIEPKaTENbHOCTh 1 Bompoc 1;
MpolLecca MPUHATUS PEeLICHUS UH(OPMAaLIMOHHO- OTBETa; YMECHHE MOJyJIb 2 TeMa
KOMMYHHUKAITMOHHBIX MPUBOAUTH 1 Bompoc 1,
TEXHOJIOTHIl U IPUMEPBL; YMEHUE TeMa 3 BOmpoc
TI100AJIBHBIX I10JIb30BaThCS 3), 3 (Bompochl
WH(pOpPMaAITMOHHBIX JIOTIOJIHUTEIILHOMI 4,9-10)
pecypcoB JUTEPATypOM IIPH 3 (1-33)
MOJIFOTOBKE K
3aHSATHUSM;
COOTBETCTBUE
MPEJCTABICHHON B
0TBeTax HHPOPMAIIH
VY. npuHHMaTh KOHKPETHBIE PELIEHUS | pelieHue 00bEM BBITTOJTHEHHBIX JIPI, T (Tectol
JUIS IOBBILIEHUS 2PPEKTUBHOCTH TEMaTHUYECKHX 33]a4 [0 | paboThI (B MOTHOM, HE MoayInb 1
MPOIIeAYyp aHaIM3a MpooIIeM, COOTBETCTBYIOIIUM TOJTHOM 00BeME); Tema |
MPUHSATHSI PEIICHUN U pa3paboTKu pazzenam Kypca; COOTBETCTBHUE OTYETA Bonpoc 1;
CTpaTerun BBIIIOJIHCHHE TpeOOBaHUSAM MOZyJIb 2
1ab0paTOPHBIX W3JI0KEHHBIM B 3a7jaHuu | Tema |
AKCIIEPUMEHTOB T10 K JJabopatopHoii padote | Bompoc 1,
TEMaTHKe Kypca u I3 Tema 3
Borpoc 3), 3
(Bompocks! 4,
9-10)
B. meTomamu ycTaHOBIICHUS peleHne 00BEM BBIIIOJTHEHHBIX JIP 1,2
MIPUYMHHO-CIIEACTBEHHBIX CBSI3EH U TEMaTHUYECKHX 33]a4 M0 | paboThl (B MOJHOM, HE
ornpezeneHus: Haubosee 3HaYMMBbIX COOTBETCTBYIOIIUM MIOJIHOM 00bEME);
Cpelld HUX; METOJAMKAMHU [TIOCTAHOBKH | pa3fenaM Kypca; COOTBETCTBHUE OTYETA
LIEJIU U OTIpe/ieNIEeHuUs ClIoco00B ee BBITIOJTHEHHE TpeOOBaHUSAM
JTOCTHKEHUS;METOIUKAMU 1ab0paTOPHBIX W3JI0KEHHBIM B
pa3paboTKu CTpaTeruii eHCTBUM MpU | HKCIEPUMEHTOB IO 3aJlaHUNU K

HpO6HeMHLIX CUTyalluiIx

TEMATUKC KypcCa

nabopaTopHoii paboTte
u [13

[TIK-4:Cnocoben OCYHICCTBJIATE aHAJIU3 PE3YJIbTATOB SKCIICPUMCHTAJIbHBIX I/ICCJ'IGJIOBaHI/Iﬁ C IIPUMCHCHHUEM
MAaTEMAaTHYCCKUX U q)HSquCKHX METOJA0B, BI)I60p TEXHUYCCKUX CPCACTB UHCTPYMEHTAJIbHOI'O MOHHUTOPHHTI'A

3alIUIICHHOCTHU 00BEKTOB I/IH(bOpMaTI/ISaI_II/II/I

3. bopmansHbIe MOETH TIOWCK U cOOp COOTBETCTBHUE O — onpoc
nH(pOpMaIIMOHHOM 06€30MacHOCTH HE0OXO0 MO npobieme (Bompocsr 1-
00BEKTOB JTUTEPaATYPHI, HCCIIEIOBaHMUS; 10,...),,T
MH(}OPMATHU3ALINN;0CHOBHbBIE HCIIOJIb30BaHUE II0JIHOTA U (TecTsl
XapaKTePUCTHKU U MOKA3aTeNH COBPEMEHHBIX COJIEPKATEIHHOCTh MOJYJb 2




3¢ (HEeKTUBHOCTH CPEACTB U CUCTEM
oOecrieueHrst THPOPMAITMOHHOM
0E30I1aCHOCTH;

WCTOYHUKH U KJIACCH(PHUKAIHMIO YTPO3
MH(POPMALMOHHOM
0€30I1aCHOCTH;0CHOBHBIE
XapaKTePUCTHKU TEXHUICCKHX
CpeAcTB 00eCTICUCHHS

UH(POPMAIMOHHO-
KOMMYHHKaIIMOHHBIX
TEXHOJIOTUN U
rJ100aNbHBIX
UH(POPMALIMOHHBIX

pecypcoB

OTBETA; yMEHUE
MPUBOUTH TPUMEPHI;
YMEHUE M0JIb30BATHCSA
JOIIOJTHUTEILHOU
JUTEPATYPOU IIpU
MOATOTOBKE K
3aHITUSIM;
COOTBETCTBHE

Tema 4
Bompoc 1;
MOAYJb 2
Tema 5
Bonpoc 1, 4-
7,3
(Bompockl 4,
9-10)

MH(POPMALMOHHOM 0€30MaCHOCTH OT MPEICTaBICHHOH B 3 (1-33)
yTe4eK M0 TEXHUYECKUM KaHalaMm; OTBETax MHPOPMAIIH

METOJIbI 00PaOOTKH JaHHBIX

MOHUTOpPUHTa HHPOPMAITOHHOM

0€e301macHOCTH 0OBEKTOB

UH()OPMATHU3AIUH;TOPSIOK CO3/IaHHS

U CTPYKTYpY OTUETa, CO3/1aBAEMOT0

110 pe3yJIbTaTaM UCCIIECJOBAHHS

V. dopmanuzoBars 3a1a4y yKa3bIBaCTCS BH] COOTBETCTBHUE T (tecTsl
obecrieyeHrs UHPOPMALMOHHOM paboThl, KOTOPBIN npobieme MOJYJIb 2
0e30macHOCTH 00bEKTa JIOJDKEH CIeNaTh YICCIIEZIOBAHHS; Tema 4
nH(pOpPMATHU3ALNH; AaHATU3UPOBATh U CTYIEHT IIOJIHOTA U Borpoc 1-6;
IPOTHO3UPOBATh KPUTEPUH (cocTaBneHHBIN 0030p, | COAEPIKATEINBHOCTh MOJYIb 2
3¢ HEKTUBHOCTH 0OeCTIeUeHHS AQHHOTAIIHS, OTBETA; YMCHHE Tema 5

nH(pOpMaMOHHOM 06€30MMacHOCTH
0o0BeKTa
WH(POPMATU3ALNH;KITaCCUPUIIMPOBATH
3aIUIIaeMyI0 HH(POpMAIIUIO 110
BUJIAM TAiHBI U CTETICHSAM
KOH(UICHIIMATBHOCTH, OLICHUBATH
yrpo3bl HHHOPMAIIMOHHOM
0€30MaCHOCTH;OTPEACTISATh BUIBI U
THUIIBI TEXHUYECKUX CPEICTB
obecriedeHrs THPOPMALTMOHHOM
0€301aCHOCTH; IPUMEHSITh
MHCTPYMEHTAJIbHBIC CPE/ICTBA
MOHUTOPHWHTA 3alHIICHHOCTH
o0beKTa
UH(POPMATH3AIUH;CTPYKTYPUPOBATH
AHATTUTHYECKYIO0 MHPOPMAITUIO JIIIs
BKJIFOUCHHS B OTYET

MMMCbMECHHBIN TTEPEBOI,
TIOWCK ¥ cOOp
HEe00X0IUMOMI
JTUTEPATYPHI,
HCIIOIL30BaHHUE
pa3ianyuHbIX 0a3
aHHBIX,
HCIIOJIE30BaHHUE
COBPEMEHHBIX
MH(}OpPMaLOHHO-
KOMMYHUKAITHOHHBIX
TEXHOJIOTHH H
rI100aIbLHBIX
UH(OPMAaILIMOHHBIX
pPeCypCcoB, IPOBEICHHE
MOJIETTUPOBAHUS ...)

MPUBOIUTH MPUMEPHI;
YMEHHUE OTCTauBaTh
CBOIO TO3UIIHIO;
YMEHUE T0JIb30BaAThHCS
JIOTIOTHUTEIHHOU
JUTEPATYPOU NIPU
MOJIFOTOBKE K
3aHSTHSIM;
COOTBETCTBUE
MPEJCTABICHHON B
0TBeTax UHPOpPMAIIH
MaTepHuaiam JEKIUN 1
y4eOHOIl TuTeparypsl,
CBEJICHUSIM U3
MH(POPMaITMOHHBIX
pecypcoB HTEpHET;
000CHOBAHHOCTb
oOpariieHus k 6azam
JaHHBIX;
IEJICHAIIPABICHHOCTh
TOMCKa 1 0TOOpa;
00BEM BBITTOJIHEHHBIX
paboThl (B IOJIHOM, HE
MOJTHOM 00beMe);
COOTBETCTBHUE OTUETA
TpeOOBaHUSIM. ..

Bompoc 5-10),
3 (Bompocsl 4,
9-10) .

B. HaBbIKamMu pa3zpaboTKH MOJIeNH
nH(pOpMaMOHHOM 06€30MacHOCTH
o0bekTa HHpOpMaTU3ALIUY;
HaBBIKAMH OTIPEJICIICHUS Kilacca
3alIUIIEHHOCTH HHPOPMALIMOHHBIX
CHCTEM;HaBBIKAMH OICHKH KPUTEPUEB
3G HEKTUBHOCTH CUCTEMBI
o0ecniedyeHns HHGOOPMALIMOHHON
0€301acCHOCTH; HaBBIKAMHU
MOJITOTOBKH aHAIMTHYECKUX OTYETOB
0 pe3ysbTaTaM MPOBEACHHOTO
aHaIN3a

pelieHue
TEMATUYECKHX 33134 110
COOTBETCTBYIOLIUM
paszenam Kypca;
BBINOJIHEHHUE
1a00paTOPHBIX
HKCIIEPUMEHTOB 10
TEMATUKE Kypca

00BEM BBITTOJIHEHHBIX
paboThl (B IOJIHOM, HE
MIOJIHOM 00BEME);
COOTBETCTBHUE OTYETA
TpeOOBaHUSM
HN3JI0)KECHHBIM B
3a/laHuu K
nabopaTopHo# paboTe
u 13

JIP 3,4




O — onpoc, T — mecm, JI3 — nabopamopHule pabomsi, D —60NpOCyHL 015 IK3IAMEHA

1.2 IlIkanel OlleHUBAHUSA:

Texymuii KOHTPOJIb YCTIEBAEMOCTH U MPOMEKYTOYHASI aTTECTAIUS OCYIIECTBIISIETCS B paMKaX HAKOMUTEIbHON
OayIbHO-peHTHHTOBOI cucteMbl B 100-0amibHOi mikane:

84-100 6ayoB (OlLIEHKA «OTIIMYHO)

67-83 6a1oB (OLIEHKA «XOPOLIO»)

50-66 6amioB (OIIEHKA «YTOBICTBOPUTEIHLHO)

0-49 6annoB (OIEHKA «HEYIOBICTBOPUTEIHHOY)

2 TunoBble KOHTPOJIbHBbIE 3aJlaHUA UM UHbIe MaTepHa/ibl, HEO6GX0AMMbIE AJIA OLEHKHU
3HAaHUW, YMEHUH, HABbIKOB M (MJIM) OMNbITA JEATE/JbHOCTH, XapaKTEPHU3YIOIIUX 3Talbl
¢dopMHUpOBaHUA KOMIIETEHIIUI B MpoLiecce 0CBOEHUs 06pa30BaTe/JIbHOM MPOrpaMMbl

Bonpocsl 1J1s 3K3aMeHa

1. OcHoBHBIE IOHATHA HH()OPMALIMOHHON OE30MTaCHOCTH.

2. OcHoBHBIE cocTaBisroNMe. JIOCTYITHOCTD, 11€JIOCTHOCTh U KOH(MUICHIIMATIBHOCTh
MH(POPMALIMH.

3. JokTprHa HHPOpMaUMOHHOI Oe30macHocTu PO.

4. Knaccudukarus 3amuinaeMoi nHGoOpMaIuu 1o CTeNeH! BaXKHOCTU U IIEHHOCTH.

5. OCHOBHBIE OIPEAEIICHUS U KPUTEPUU KIIACCU(DUKALIUU YyTPO3.

6. 3aKOHOAATENBHBIA YPOBEHb HHPOPMAILIMOHHOM 0€3011aCHOCTH.

7. AAMUHHUCTpPATUBHBINA YPOBEHb HH(POPMALIMOHHON O€30MaCHOCTH.

8. Coneprkanue NoJUTHKHU Oe3omacHocTd. [IporpamMmma 6e30macHOCTH.

9. Ynpasnenue puckamu. OCHOBHBIE MOHATHA. [10ArOTOBUTENBHBIN 3TAIl YIIPABICHNS PUCKAMM.

10. Ynpasnenue puckamu. OCHOBHBIE dTalbl YIPABICHUS PUCKaMU.

11. MeToasl 1 MOJIEN aHAJIU3A YIPO3.

12. ITognepsxanue padoTocrnocoOHOCTH. PearupoBanue Ha HapyIIeHUs pexruMa 0€30MacHOCTH.

13. OcHOBHBIE NPOTrPAMMHO-TEXHUYECKUE MEPBI.

14. ApxurekTypHasi 6€30aCHOCTb.

15. Unentudukanus u ayTeHTU(GUKAus, YIPABIECHUE JOCTYIIOM.

16. MOHUTOPUHT U ayauT.

17. llIndpoBanue, KOHTPOIb LIETOCTHOCTH.

18. DkpanupoBaHue, aHAIN3 3aIUILIEHHOCTH.

19. Knaccuduxaius MexceTeBbIX SKPaHOB.

20. OcHOBHBIE TPUUMHBI BO3MOXHOCTH MPOBEACHUSI aTaku Tuna MHbeKIus.

21. Anroputm noBefieHUs aTaku TUa IHbeKNUs Ha CKPUIIT-KOIBI.

22. AnroputMm npoBeeHus aTaku Thna SQL-uHbeKIHsS

23. Knaccudukarus XSS arak.

24. OTnuuus MeXIy XpaHUMOW U BpeMeHHON XSS atakamu.

25. Tonsarus u cymHocTs Flood-aTakwu.

26. Paznmuuus mexay DoS u DDoS aTakamu.

27. Metoasl npoBenenust DNS-aTak.

28. Metoasl nnpoBenenus ataku BruteForce.

29. YcnoBusd ycnenrHoro npoeaeHus atak tuna DoS/DDoS/Flood.

30 IpuumHBI aKTyaIbHOCTH CETEBBIX yJATICHHBIX aTaK.

31. CymHoCTh aKTUBHOTO CKAHHPOBAHUS aTaKyeMOT'0 CETEBOTO pecypca.

32. CymHoCTh MaCCUBHOTO CKAaHUPOBAHUS aTaKyeMOT0 CETEBOT0 pecypca.

33. Mertoab! aHanu3a aTaKyeMoro y3ia.

Kpurepuu oueHuBaHus:
- 84-100 GamnoB (OLIEHKA «OTIMYHO») - H3JIOKEHHBIA MaTepuall (aKTHUECKH BEpeH, HaJIM4yhe TITyOOKHX



MCUEPIBIBAIOIINX 3HAHUKH B 00BEME MPONACHHON MPOrpaMMbl JUCIHUIUIMHBEI B COOTBETCTBHH C IOCTABICHHBIMH
MporpamMMoi Kypca LEeIsIMU U 3aJjauaMy 00y4YeHHUsI; IPaBUIIbHBIE, YBEPEHHbIE IEHCTBUS M0 MPUMEHEHUIO MOIY4YeHHbIX
3HAHWW Ha MPAKTHKE, TPAMOTHOE U JIOTUYECKH CTPOMHOE HM3JIOKEHHWE Marepuaja Mpu OTBETE, YCBOCHHUE OCHOBHOW W
3HAKOMCTBO C JIOMOJTHUTEILHON JTUTEPATYPOIL;

- 67-83 OamnoB (OIEHKAa «XOPOIIO») - HAIWYHE TBEPABIX M JOCTATOYHO IIOJHBIX 3HAHUKW B OOBEME
MPOWIEHHON MPOrpaMMbl JUCIUIUIMHBI B COOTBETCTBUU C LIETSIMU 00y4EHHUSI, MPAaBUIIbHBIE JEHCTBUS MO MPUMEHEHHIO
3HAHWM Ha TPAKTHKE, YeTKOE H3JIOKCHHE MarepHalia, JOMYCKAIOTCS OTACIbHBIC JIOTUYECKHUE W CTUIMCTHYECKUE
MOrPEIIHOCTH; YCBOCHA OCHOBHAsI TUTEpaTypa, peKOMEH0BaHHas B pabouell mporpaMme AUCHUTIINHBL

- 50-66 6amIoB (OICHKA «YAOBIECTBOPUTEIHHOY) - HATMYME OCHOBHBIX 3HAHUN B 00BEME MPOIICHHOTO Kypca
B COOTBETCTBUU C IENSIMU OOY4YEHHs, W3JI0)KEHUE OTBETOB C OTAEIbHBIMU OLIMOKaMM, HCHPABICHHBIMH IOCIE
JTOTIOTHUTETBHBIX BOTIPOCOB; BHITIOIHSIFOTCS B 1[EJIOM KOPPEKTHBIE ICUCTBUS 110 MPUMEHEHHIO 3HAHHI HA TIPAKTHKE;

- 0-49 OGamioB (OLIEHKA «HEYJOBIETBOPUTEIHHO») - OTBETHI HE CBSI3aHbI C BOIPOCAMU, HAMYHE TPYOBIX
OomMOOK B OTBETE, JEMOHCTPUPYIONINEC HEMOHUMAHUE CYIIHOCTH HW3JIaraéMoro BOMPOCA W HEYMEHHE MPUMEHSTH
3HAHMS HA [IPAKTUKE; OTCYTCTBHE YBEPEHHOCTH U HETOYHOCTh OTBETOB Ha JIONOJHUTENIbHbBIE ¥ HABOSIINE BOIPOCHI.

TecTbl

1. bBank TecTOB O MOAYJISIM M (WJIN) TeMaM

MonayJas 1. Pazgea 1. MeToabl U cpeAcTBa 3a1IUTHI OT YIAJEHHBIX CETEBBIX aTAK
Tema 1. «(I)opanOBa}me MOJAC/IH HAPYHIUTEIA KOMIIBIOTEPHBIX ceTeii».

3aganue 1:

Kakotii acniekT nH()OPMAaIMOHHOM 0€30MacHOCTH ObLI HAPYIIICH, €CIIM B PE3yJIbTATe aTaKh Ha CAWT aBTOPU30BAHHKIC
IMOJIL30BATEIIM HE MOTYT MOJYYHTh JOCTYI K HEOOXOIUMBIM JTAHHBIM?

(OTMeThTE OOVH MPABIIIBLHBIA BApUAHT OTBETA.)

s
Bapuanr 1 KOH(UICHIIUATBHOCTb

-~
Bapuanr 2 ayTEeHTUYHOCTb

-~

Bapuanr 3 JOCTYITHOCTh
r

Bapuanr 4 LIETIOCTHOCTh

3aganue 2:

Kakum TepmuHOM 0003HaYaETCSI LEIOCTHOCTh HH(POPMAIINH, TTOAIMHHOCTh (aKTa, YTO JAHHbIE OBUIN CO3JaHbl 3aKOHHBIMH
y49acTHUKaMHU HH(OPMAIMOHHOTO TPOIIecca, M HEBO3MOKHOCTh OTKa3a OT aBTOPCTBA?
(OtmeTbTe OAMH NPaBUILHBIN BapHaHT OTBETA.)

P
Bapuanr 1 JIOCTYITHOCTb

f‘_
Bapuanr 2 ayTEeHTUYHOCTb

-
Bapuanr 3 ABTOPHU30BAHHOCTH

-~
Bapuanr 4 KOH(HJICHIINATEHOCTb
3ananmue 3:

Kakxue u3 HrxkenepeunciIeHHbIX YIPpo3 OTHOCITCA K BHEITHUM yrpo3am?
(OtBeT cunTaeTcs BEpHBIM, €CJIM OTMEUYECHBI BCE NIPAaBHIILHBIC BAPHAHTHI OTBETOB.)

[ o

Bapmuanr 1 WCTIOJIb30BaHKUE COTPYTHUKAMH CIIA0BIX MapoJiel JUTst A0CTyNa K MHPOPMAIIMOHHBIM CUCTEMaM
[ o

Bapuanr 2 nepeaaya CoOTpyAHUKaMu KOH(pHIEHIIMANbHOW HH(pOpMaIi KOHKYPEHTaM

Bapwuanr 3 aTaku u3 MHTepHeTa

< 7

v
Bapwuanr 4 pacnpocTpaHeHHe BPEIOHOCHOTO TPOTPAMMHOT0 OOECTIeUeHHS

- .
Bapuanr 5 MIpeIHaMEPEHHOE yIaeHne KOHPHUISHITNAIEHOW HH(OPMAITUN COTPYTHUKAMU
v .
Bapuanr 6 nepexBaT HH(POPMAaIINU C UCITOJIb30BAaHUEM PaIHOTPUEMHBIX YCTPOWCTB
3aganue 4:

UYem yepBb OTIMYAETCS OT KOMIIBIOTEPHOTO BUpyca?
(OTtMeThTE OAMH MPABUIBHBIA BApUAHT OTBETA.)

C .
Bapmuanr 1 pacnpocTpaHeHue YepBeil CAHKIIMOHUPOBAHO I10JIb30BaTeIeM

C . y N y
Bapmuanr 2 YepBb — 3TO KOJI, KOTOPBIH BHEAPSETCA B CYIIECTBYIOIIKE (ailibl, a KOMIBIOTEPHBIN BUPYC — 3TO (aiin

-
Bapmuanr 3 YEPBU HE PA3MHOXKAIOTCS



Bapuant 4f_ YEepBU Pa3MHOXKAIOTCS, HE 3apaasi 1pyrue Ghamibt

3aganue 5:

Kak Ha3pIBaeTCs BpEeJJOHOCHAS IIPOrpaMMa-TPOsH, MPETHA3HAYCHHAS [T COKPBITHS B CUCTEME OTIPE/ICICHHBIX 00BEKTOB
OO0 aKTUBHOCTH?

(OTmeThTE OMH NPABIIIEHEIN BapHAHT OTBETA.)

Bapuant lr Exploit
Bapuanr 2r Backdoor
Bapuant 3r Rootkit

Bapuant 41'“ Trojan-Mailfinder

Kakyto aTaky ocymiecTBiseT 3II0yMBIIIICHHNK, ECIIA OH XJIET OT MOTEHIINAIFHOTO 00BheKTa ataku nepenadan ARP-
3ampoca’?

(OtmeTbTe OAMH NpaBUILHBIN BapuaHT OTBETA.)

f"

Bapuanr 1 aTaka I10 3aIpocy OT aTaKyeMOoro 00beKTa
-

Bapwuanr 2 0e3ycioBHas aTaka

Bapmuanrt 3 C aTaka 10 HACTYIUIEHUIO OXKUIaeMOTO COOBITHS Ha aTaKyeMOM OOBEKTE
3ananue 6:

bnaronapst uemy cTajao BO3MOKHBIM peanu3alys aTak THIA «JI0KHbBIH 00bEKT CeTU»?
(OtMeThTE OAMH MPAaBUIBHBINA BapUaHT OTBETA.)

o

Bapmuanr 1 Ha KJIMEHTCKUX MaIlIMHAX CETH HE YCTAaHOBJICHO aHTUBHPYCHOE MPOrpaMMHOE oOecTieueHre
. .

Bapmuanr 2 YSI3BUMOCTH, TIPHUCYIIHE MPOTOKOJIAM Pa3IHYHbIX ypoBHeii creka TCP/IP

-
BapuanT 3 CJIMIIKOM OOJIBILIOE KOJUYECTBO Y3/I0B B ceTH VIHTepHET NpUBeEo K HEXBaTKEe MECTa B TaOIUIAX
MapLIPyTH3ALUH

BapI/IaHT 4r OrpaHUYCHHBIC BOBMOKHOCTH CUCTCMHLIX PECYPCOB KOHCYHBIX Y3JIOB CETU

3aganue 7:

Kak Ha3piBaeTcs araka, mpy KOTOPOH aTaKyIOIIHi mepeaeT COOOMEHNsI OT UMEHH JIETATBHOTO 00bEKTa CeTH?
(OTMeThTE OOVH MPABIIIBLHBIA BApUAHT OTBETA.)

e
Bapuanr 1 OTKa3 B 00CITYKHBaHUH

P
Bapuanr 2 aHaJIU3 CeTeBOro Tpaduka

Bapuanrt 3 C MOJIMEHA JIOBEPEHHOT0 00BEKTA CETH

3aganue 8:

Ha xaxom yposHe Monenn OS| peanu3syercs ataka THIA «aHAIN3 CETEBOTO Tpahuka»?
(OTMeThTE OJVH MPABIILHBIA BAPUAHT OTBETA.)

Bapuant 1 TpaHCOpTHBII

. N
Bapuanrt 2 CeTeBOM

i o
Bapuanrt 3 MPUKJIaHON

i o
Bapuanr 4 KaHaJIbHBIN
3aganme 9:

Kakoe TpeboBanme Kk cucTeMe 3alMThl HHPOPMAIMK IPEeAIoaraeT OpraHM3altio eIMHOTO YIPABJICHUS 110 00eCIeUeHHIO
3aIUTHl UHPOPMAITUH?
(OtMeThTE OAMH MPAaBUIBHBIA BapUaHT OTBETA.)

P
Bapmuanr 1 LIEHTPAIIM30BAHHOCTH
-
Bapmuanr 2 YHUBEPCAIBHOCTh
-
Bapmuanrt 3 aJIcKBATHOCTh

-

Bapuanr 4 HEIIPEPBIBHOCTH

3ananue 10:

Kak naspiBaercs araka, mpu KOTOPOH 37I0yMBIIIJIEHHUK TEHEPUPYET OOJBIIOE KOJTMYECTBO COOOIIEHUH C pa3HBIX
MCTOYHHUKOB JUIs IOYTOBOTO CEPBEPA, YTOOBI peaIn30BaTh OrpaHUuEHUE AOCTYNA (MJIU MTOJHBIN 0TKa3) K ’TOMY IIOYTOBOMY
cepeepy?

(OtMeThTE OAWMH MPABHIBHBIA BApUAHT OTBETA.)

Bapuant lr. Mailbombing



Bapuant 2’ ICMP-flood

BapwuanT 3 O SYN-flood

Bapuant 4f" UDP-flood

Tema 2 «AHaJIU3 CpeCTB NPOTUBOAEHCTBUS KOMIIBIOTEPHBIM aTaAKAM.)

3ananue 1:

Kakwue cucTeMbl IpeiHa3HAYCHBI JJ1s1 00eCTIeUeH s CETEBOr0 MOHUTOPUHTA, aHAIN3a H OTIOBEIICHHUS B CITydae
OOHapYKEHUS CETEBOM aTaku?

Otger:

(1) IDP

(2) AV

(3) WCF

(4) IPS

3aganue 2:

Uewm cuctemsl IPS otmyarorcst ot cuctem 1DS?

Otger:

(1) onu cocoOHBI OOHAPYKUBATH ATAKH HA CETh

(2) onu criocOOHBI cO3/1aBaTh OMOBELICHUS B ClTy4yae 0OHApY)KEHHsI CETCBOI aTaku

(3) oHu cIOCOOHBI OIIOKMPOBATH CETEBYIO aTaKy

(4) onu cocoOHbBI OCYIIECTRIATH peodpazoBanue IP-axpecos

3aganue 3:

Kaxkue crcteMbl ipeTHa3HAuCHBI 151 00SCTICUeHHsI CETEBOr0 MOHUTOPHHTA, aHAIN3a, OMOBEIICHUS B ClIydae
OOHapY)KEHUS CETEBOM aTakH, a TAKXKe CIIOCOOHBI ee OJIOKUPOBAThH?

OrtBert:

(1) IDP

(2) AV

(3) WCF

(4) IPS

3aganue 4:

B ueM 3aknrovaeTcst OTIMYKE BTOPKEHUIA OT BUPYCHBIX aTak?

OrtBert:

(1) BTOpKEHHST OOBIYHO COEPIKATCS B OTJCIBHOM 3arpy304HOM (aiisie, KOTOPBIi 3aKauUBaETCS B CUCTEMY
IMOJIL30BATEIIS

(2) BTOpIKEHHS IO XapaKTepy BO3ACHCTBUS Ha aTAKyEMYIO CETh MOT'YT ObITh KaK HETATUBHBIC, TAK M HEHTPaIbHbIC

(3) BTOpIKEHHS TIPOSBIISIOTCS Kak 00pasiibl BUPYCa, HAIIEJICHHbBIC HAa TIOMCK MyTeH MPeo10ICHIs MEXaHU3MOB
obecrieueHns 0€30MaCHOCTH

(4) BTOpI)KEHHSI MOTYT OCYIIECTBIISTHCS TOCPEICTBOM CETH

3aganue 5:

Cucrema IDP npennasHaueHa Jjisi OOHapyKEHHUS. ..

OrtBer:

(1) medexToB B MpOrpaMMHOM 00ECIICYCHUH

(2) cnama

(3) BTOpIKEHMI

(4) Hapy1IeHHUS [IEIIOCTHOCTH MepeIaBaeMbIX TaHHBIX

3aganue 6:

Kaxk cuctema IDP B NetDefend o6napyxuBaet BropskeHus?

OrtBer:

(1) o curHatypamM BHPYCOB U aTtak

(2) o agpecy ornpaBurens Tpaduka

(3) Ha OCHOBE CTATHCTHYECKOTO aHAIN3a

(4) ¢ momorupto mosst ESP B coctaBe mepeaaBaeMBIX JaHHBIX

3aganue 7:

Kaxk HazbpIBaeTcs onpe/iesieHHble 00pasiibl BAPYCOB M aTak, ¢ HCHOJIb30BaHueM KoTopsix IDP oOHapykuBaeT
BTOPKEHUSA?

OrtBerT:

(1) cepruduxatst

(2) npopmim

(3) curnatypst

(4) ayrenTudukaropbt

3aganue 8:

Ha xakoM npuHIHIIe OCHOBaHO 0OHapykeHHe Hen3BecTHhIX yrpo3 B NetDefendOS IDP?

OrtBerT:

(1) ona He criocoOHa 0OOHAPYKUBATH HEU3BECTHBIC YIPO3BI

(2) Ha OCHOBE CTaTHCTHYECKOTO aHAIN3a



(3) Ha ucmobp30BaHNH CEPTUGHUKATOB OTKPBITHIX KITIOUEH

(4) mpu co3aHuu BTOPXKEHUH 32 OCHOBY YacTO OEpeTCs UCTIONB30BABINNICS paHee KO

3aganue 9:

Kakas mactpoiika B NetDefendOS IDP ompenensieT neiicTBrie, KOTOpOE CIIEAyET IPEANPHHATE IPH 00HAPYKEHUH
BTOPKCHHUS BO BXOAAIIEM Tpaduke?

OrtBert:

(1) Pipe Rules

(2) Threshold Rules

(3) IDP Rules

(4) IP Rules

3aganue 9:

Kakue curaarypsl 0071a1at0T caMOii BEICOKOH TOYHOCTBIO?

OrtBert:

(1) curHaTypsI PEIOTBPAIICHUS BTOPKECHUI

(2) curnatypbl OOHApYIKEHUS BTOPIKCHHS

(3) monmutukM curHatyp

3aganue 10:

Kakwue curaatypsl 0OHApYKHBAIOT Pa3InIHbIC THITHI MPUIOKEHUH TpaduKa H MOTYT IPUMEHSTHCS JIJIsI OJIOKHPOBKH
OTPEACTICHHBIX MTPHI0KECHHUH?

Otger:

(1) curHaTypsl IPEIOTBPAIICHUS BTOPKECHUI

(2) curnatypbl OOHApYIKEHUS BTOPIKCHHS

(3) monmuTHKM curHatyp

Tema 3 «MexaHu3Mbl 3a1UTHI HHPOPMAMI»

3aganue 1

Kakas cocrasmstomas WPA oTBedaer 3a 3aMeHy OTHOTO cTaTudeckoro kimroda WEP-kirouaMu, KoTopbie aBTOMaTHIECKH
reHEPUPYIOTCS U PACCHUIAIOTCS CEPBEPOM ayTEHTH(PHUKALUHN?

BapuanTel oTBeTA:

(1) TKIP

(2) EAP

(3) MIC

3aganue 2

Kaxoii meToz mmudpoBaHus SBIsETCS HANOOJIEE CTOUKIM?

BapuanTsl oTBeTA:

(1) WEP

(2) TKIP

(3) CC™MmP

3anganue 3

Urto nockUIaeT yCTPOMCTBO KIIMEHTA BO BCE pajMOKaHaNIbl B OecipoBoiHOM jokaibHOM cetn |IEEE 802.11 B Hauaie
rporecca OTKPHITOi ayTeHTH()UKauu?

Bapuanrel oTBeTa:

(1) Authentication Request

(2) Association Request

(3) Association Response

(4) Probe Request

3aganue 4

Kaxoii metop ayrentudukanuu crangapra IEEE 802.11 tpeOyer HacTpoiiku ctaTrueckoro kimoda mudposanus WEP,
OIMHAKOBOTO TSI TOYKH JIOCTYIA U KIIMEHTCKOTO yCTpoiicTBa?

BapuanTel oTBeTA:

(1) otkpsITast ayTeHTHOUKAINSL

(2) ayrenTuduKanys ¢ 0OMINUM KIFOUOM

(3) nasHauenue naeHTH(UKATOPA OECIIPOBOIHOM JTOKAIBHON CETH

(4) ayrentudpuxanus kauenra nmo MAC-agpecy

3aganue 5

Kakoii mpoTokoI1 cTai nepBbiM CTaHAAPTOM IIH(POBaHKs JAHHBIX B OSCITPOBOIHBIX CETSX?

BapuanTel oTBeTA:

(1) SSL

(2) TLS

(3) WEP

(4) WPA

3aganue 6

Uro takoe ICV B coctaBe WEP-kanpa?

BapuanTel oTBeTA:

(1) 3aronosok 802.11

(2) BekTOp MHUIIHATH3AIIUH



(3) 3HaueHne KOHTPOIIS HETOCTHOCTH

(4) xmrou mmdpoBaHus

3ananue 7

Ha xaxom anropurme mudposanus ocaoBan CCMP (Counter-Mode with CBCMAC

Protocol)?

BapuanTel oTBeTa:

(1) RC4

(2) DES

(3) 3DES

(4) AES

3ananue 8

Ha xakom anroputme mmdposanus ocHoBan WEP?

Bapuanrel oTBeTA:

(1) RC4

(2) DES

(3) 3DES

(4) AES

3ananue 9

OO0s13aTeNbHOM YacThIO KAaKOT0 CTaHIapTa OeCpoBOAHBIX ceteil sBisiercs: metoa mudposanus CCMP (Counter-Mode with
CBCMAC Protocol)?

BapuanTbl oTBeTa:

(1) WEP

(2) WEP2

(3) WPA

(4) WPA2

3aganue 10

Kaxotii mexanusm B coctaBe WPA 1o3BoJIsieT Mpef0TBpaTUTh ITePEXBaT MaKETOB, COACPKaHNE KOTOPBIX MOXKET OBITH
M3MEHEHO, a MOAU(HUIIMPOBAHHBIN ITaKeT BHOBB IEPE/IaH MO CeTH?

BapuanTel oTBeTA:

(1) TKIP

(2) EAP

(3) MIC

Monyas 2. Pa3nen 2. AnnapaTHble 4 IPOrpaMMHbI€ TEXHOJIOTUH 3aIUTHI OT CeTEBBIX aTAK

Tema 4. ®uabTpanus Tpaduka U BUPTyajibHble ceTU. TexHos0rus npeodpa3oBaHus ceTeBbIX aJpPecoB,
MeXaHU3MBbI

3aganue 1:

Kak Ha3pIBaeTCst Joruyeckas rpymnmna ycTpoicTB, UMEIOMIKX BO3MOKHOCTD B3aUMOAEHCTBOBATh MEXy COO0I HapsMyIO
Ha KaHaJbHOM YPOBHE, XOTsl (PM3MUYECKH [TPU ITOM OHU MOTYT OBITh MOJIKITFOUSHBI K Pa3HBIM CETEBBIM KOMMYyTaTopam?

Ortser:

(1) BupTyanpHas 9acTHasi C€Th

(2) BupTyanpHas JIOKaJIbHas CETh

(3) 3amuineHHas MarucTpaibHas CeTh

(4) BupTyanpHas KaHAJLHAS CETh

3ananme 2:

Bri6epute BepHOe yTBepkIeHHe B oTHOIIeHHH VLAN.

Ortser:

(1) Tpaduk yctpoiicTs, Haxonsmuxcs B pa3Hbix VLAN’ax, MoIHOCTHIO H30JIMPOBaH OT APYTHX Y3JIOB CETH HA KaHAJIbLHOM
YPOBHE, TOJILKO €CJIH OHH TOJIKIIFOUEHBI K pa3HBIM KOMMYTaTOpam

(2) Tpaduxk ycrporicTs, Haxoasmuxcs B pa3Heix VLAN’ax, TOJTHOCTHIO M30JUPOBAH OT IPYTHX Y3JIOB CETH Ha KaHATLHOM
YPOBHE, 1aKe €CJIM OHH MOAKIIOYEHBI K OTHOMY KOMMYTaTOPY

(3) Tpaduk ycrporcTs, HaxoAsmuxcs B pa3Hbix VLAN’ax, HOIHOCTHIO H30JUPOBAH OT IPYIHX Y3JIOB CETH Ha KAHAILHOM
YPOBHE, TOJILKO €CJIH OHH TIOJIKITFOYEHBI B pa3HBIM MapIIPyTH3aTOpaM

(4) Tpaduk yctpoiicTB, Haxonsamuxcs B pa3Heix VLAN’ax, He U30JMpOBaH OT IPYTrUX YCTPOHUCTB CETH

3aganmue 3

Bribepute BepHoe yrBepkaenue B otHomennu VLAN.

Ortser:

(1) mepenaua kagpor Mexay pasaeiMu VLAN ocymiectBisiercs Ha ocHoBe MAC-anpeca

(2) nepenaua xaapos mexay pazabiMu VLAN HeBo3MOKHA

(3) mepenaua kagpoB Mexay pasHeiMu VLAN Bo3MoOKHa TOJBKO Ha OCHOBaHWMM nHAMBUAYansHoro MAC-anpeca

(4) nepenaya kagpoB Mexay pasaeiMu VLAN Ha ocHoBannn MAC-aipeca HeBO3MOXKHA

3apanmue 4:

Kak Ha3piBaeTcs cTaHAApT 111 BUPTYAIBHBIX JIOKAJIbHBIX CETEeH?

Ortser:



(1) IEEE 802.11
(2) IEEE 802.11i
(3) IEEE 802.1Q
(4) 802.1ad
3ananue 4:
Kax maspIBaercst crangapT, KOTOPBIH mo3BoJisieT npodpackBate VLAN BHYTpH npyroro VLAN’a?
Ortger:
(1) IEEE 802.11
(2) IEEE 802.11i
(3) IEEE 802.1Q
(4) 802.1ad
3ananue 5:
Bei6epure Bepubie yrBepxaeaus B orHomeHnn VLAN u NetDefendOS.
Ortser:
(1) VLAN ID moxeT Ha3HauaThCs TOIBKO OJHOMY TTOPTY
(2) VLAN ID mosxer Ha3HaYaTHCS pa3sHBIM IIOPTaM
(3) ecnu Ha OTHOM KOMMYTaTOpPE pa3HbBIM IOpTaM nprucBoeHsl pasubie 3HaueHust VLAN ID, Tpaduk monkiroueHHbIX
VLAN He Oynet nzonupoBan
(4) ecii Ha OTHOM KOMMYTAaTOpE Pa3HbIM MOpTaM NpucBoeHsl pazHeie 3HadeHust VLAN 1D, Tpaduk moaxiIro9eHHbIX
VLAN 6yzet nzonvnpoBaH
3ananue 6:
Kakoe Ha3BaHHWe MOTy4HIIa TEXHOJIOTHs, IO3BOJISIONIAS 00ECTICUUTh OJTHO MITH HECKOJIBKO CETEBBIX COCTUHECHUI
(JIOTMYECKyIO CeTh) MOBEPX APYroi CETH C MPUMEHEHUEM CPEACTB KpHUIITorpauu?
Ortger:
(1) BupTyanmpHast 9acTHasl CETh
(2) BupTyanpHas TIOKaIbHAS CETh
(3) 3ammieHHas MarucTpaabHas CeTh
(4) BupTyanpHas KaHAJBHAS CETh
3aganue 7:
Kaxk HassiBaercs ka"an thna «rouka-rouka» B VPN-coeaqunenun?
OtgeT:
(1) mutr03
(2) Tpank
(3) TyHHenb
(4) moct
3aganmne 8:
J1is KaKoW TeTH MPUMEHSIFOTCSI BUPTYaJIbHBIC YACTHBIC CETH?
Otset:
(1) nnst cHIWKEHUS Harpy3KH Ha CETh
(2) nns obecrieueHust THGOPMAITMOHHOW OE301TaCHOCTH
(3) nns obecrieueHHst OTKA30yCTOWYHMBOCTH
(4) 1 yMeHbIIIEHHUST KOJTMUECTBA TIEpeIaBaeMoro CIIy>KeOHOro Tpaduka
3aganue 9:
Ha xakom yposae monemu OSI co3garot Tyrrenu nporokoinsl L2TP u PPTP?
Ortger:
(1) xaHaNBHBIH
(2) TpanCTIOpTHBII
(3) cereBoit
(4) npuknanHoOi
3aganue 10:
Ha xakom yposue moaenu OSI coznaercs ynpassitoiiee VPN-TyHHeeM coenaenune npu padote ¢ mpotokonom PPTP?
Ortger:
(1) xaHaNTBHBIH
(2) TpaHCTIOPTHBII
(3) cereBoit
(4) npuknanHoOH

3ananme 1:

Kak Ha3pIBaeTCS MPOTOKOJ MHKATICYIISIIIMA CETEBBIX MTAKETOB, 00ECIIEYNBAIONIUI TYHHETUPOBaHE Tpaduka yepes cetu 0e3
mupoBaHus?

OtBeT:

(1) PPTP

(2) GRE

(3) L2TP

(4) IPSec



Tema 5. Ynpasiienue Me:kceTeBbIMU IKPAHAMH

3aganue 1:
Kakoit IP-anpec untepdeiica yrpapneHus npu UCIOIb30BAHUU IIPOTOKOIIA
HTTP Ha3HavyaeTcs Mo yMOJIYaHUIO HHTEpHET-MapiupyTu3aropy D-Link?
OrtBer:
(1) 192.168.0.0
(2) 192.168.0.1
(3) 192.168.0.3
(4) 192.168.1.0
3ananue 2:
Kaxkoii 6pay3ep HE00X0AMMO UCIIONB30BATh ISl IPOCMOTpa Web-untepdeiica mapupyruszaropa D-Link?
Ortser:
(1) Internet Explorer
(2) Opera
(3) Google Chrome
(4) mro6oii 6payzep
3aganue 3:
Kaxkoe nMst osib30BaTessi HCIOJIBb3YETCsl 0 YMOJYaHHIO B MHTEpHET-MapuipyTuzatopax D-Link cepun DSR-
XXX?
OrtBert:
(1) user
(2) admin wim Admin
(3) admin
(4) mycroe nose
3aganmne 4:
Kaxk naseiBaercs pynkuus DIR-100, koTopas nmo3Bossiet puiabTpoBaTh Hexenarenbubie URL-anpeca Web-
caiiToB, OJIOKMPOBATh JOMEHBI M YIIPABIATh PACIHCAHUEM I10 HCIIOIB30BaHUIO BbIXosa B VIHTEepHET?
Otser:
(1) moHBIH KOHTPOJIb
(2) ponuTtenbckuit KOHTPOIIb
(3) mpo3payHbIii KOHTPOJIb
(4) morpaHU4HBINA KOHTPOJIb
3aganme 5:
Urto HeoOXxoauMo cenaTh A Toro, YTo0sl Mapuipytuzatop DIR-100 mpeBpaTuiics u3 mmpoKOnoI0CHOTO
MapIIpytu3aropa B Mapuipyrusatop Triple Play?
Otser:
(1) 3apeructpupoBath ero Ha odurmansHoM caiite D-Link
(2) 3arpysuts ¢ FTP-cepBepa D-Link HeoOxoarMoe nmporpaMMHOe o0ecTieueHre
(3) kynuTh B Marasuse pomnoiHuTenbHOE yeTpoiictBo DIR-100/F u HactpouTs ero
(4) nanHas MojeNb He MOXeT ObITh MapupyTu3zaTopom Triple Play
3aganue 6:
Yro Takoe Triple Play?
OrBer:
(1) ctocoGHOCT MapIIpyTH3aTOpPa OTHOBPEMEHHO padOoTaTh B MPO3PAYHOM PEIKMME H PEKHME
HEKOMMYTHPYEMBIX MapIIPYTOB
(2) cmocoGHOCTH MapiIpyTH3aTOopa 00padarsiBaTh Tpaduk IP-Teredonnn
(3) mognepxka Tpex nporokonos mudposanus WEP/WPA/WPA2
(4) BO3MOXKHOCTH OJTHOBPEMEHHOM TIepeIau rOJI0COBOT0, BUICO- U MHTEPHET-TpaduKa C MOMOIIBIO OJTHOTO
WAN-coequaenus
3aganue 7:
Kaxkas monens mapmpyrtusaropoB D-Link pazpaborana mist npumenenus B cetsix ETTH
(Ethernet To The Home)?
OrtBer:
(1) DIR-100/F
(2) DIR-100
(3) DIR-300/NRU
(4) DIR-620
3ananmue 8:
B xaxyto cepuro MapripytuzaropoB D-Link Bxoast mapipyrusatopsl, noanepxusatomme 3G-cetn?
Otser:



(1) DIR-1xx
(2) DIR-2xx
(3) DIR-3xx
(4) DIR-3xx
3aganue 9:
Kak Ha3pIBaeTcs onepalioHHas CHCTEMa IS YIPaBICHHUS MEKCETeBBIMU dkpaHamu D-Link?
OTger:
(1) Cisco 10S
(2) NetDefendOS
(3) Microsoft Windows
(4) Unix
3aganmue 10:
Kakas pynkuums mexcereBbix 3kpaHoB D-Link obGecrieunBaer orpaHMYeHUE U paCTIPEICIICHUE TTOJIOCH
MpOIYyCKaHus?
Otger:
(1) Traffic Shaping
(2) Threshold Rules
(3) Server Load Balancing
(4) ZoneDefense
O3HaKOMHUTKCS C COAEPKAHUEM BoIlpoca. BrIOpaTh OTBET, U3 MPEATIOKEHHBIX, KOTOPBIA BBl CUUTACTE
MPaBUIBHBIM, OTMETUTH €r0. EClii B MHCTPYKIIMU K BOIPOCY MpejiaraeTcsi BEIOpaTh HECKOIBKO BApUAHTOB, TO HY)KHO
OTMETUTBH BCC BCPHLIC 110 BAlIECMY MHCHUIO.
Kpurtepuu onenkm:
e  OLEHKA OTJINYHOY» BBICTABIISICTCS CTYIACHTY, €CU NPAGULbHbIMU OKA3AIUCL He MeHe 83 % omeemos,;
L] OLICHKA XOpOoILIO», eClu npasulbHbIMU OKA3AIUCb HE MEHee 67% omeemos
e OIICHKA «YIOBJIIETBOPUTEIBLHOY , €CIU NPABUTbHbIMU OKA3auch He MeHe 50% omeemos;
L] OLICHKA HCYAOBJICTBOPUTCIILHO», €C/iU npaculbHbIMU OKA3AIUCH mene50% omeemos

Bomnpocs! aj1s1 onpocos

. lonsarue nepexsara ¢pynkuii OC, kak aroputMa padoThl BUPYCOB
. Kinaccuduxanus TpostHCKHX mporpamm.

. Cpena pacnpocTpaHeHUs] KOMITBIOTEPHBIX YEPBEH.

. OcobenHOCTH (PYHKITMOHUPOBAHHS IKCILIONTOB.

. Metoibl 0OHapyKeHHUsI BUPYCHOM MHBA3UU.

. Ilpu3naku 3apakeHust ”HGOPMALIMOHHON CUCTEMBI.

. JloCTOMHCTBA CUTHATYPHBIX METOI0B OOHAPYKEHHs BUPYCOB.

. HenocraTku curHaTypHbIX METO/I0B OOHAPYKEHUSI BUPYCOB.

. JlocTOMHCTBA HE CUTHATYPHBIX METOJI0B OOHAPY)KEHUSI BUPYCOB
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10. HenocraTku He CHTHATYPHBIX METOI0B OOHAPYKEHUS BUPYCOB

11. OrmpezienieHne CTaTUYECKOT0 METOIa aHAJIW3a UCIIOJIHSIEMOTO KO/Ia

12. Onpenenenre AMHAMUYECKOTO METO/A aHAIM3a UCIIOIHIEMOro Koja

13. [TapameTpsl BO3AEHCTBUS CETEBOM aTaKy Ha BHELIHUHN NepuMeTp HH(OPMALlMOHHON CUCTEMBbI
14. [TapameTpsl BO3CHCTBUS CETEBOM aTaKu Ha BHYTPEHHUI TEPUMETP HHPOPMAITHOHHON CHCTEMBI
15. Dransl MPOBEICHUS CETEBOW aTaKu.

16. OmnpeneneHre caMoro CJI0KHOTO MO peaan3alii dTana CeTeBOi aTaku

17. Lenu ceTeBoil y1aieHHOM aTaky.

18. Mertoapl aHaMM3a aTaKyeMoTo y3Ja.

19. Knaccudukanms ynaneHHbIX aTak 10 YPOBHIO BO3JICHCTBUS HA aTaKyeMble OOBEKTHI

20.  CymmHocts ataku Tuna Sniffing.

21. CymHocTtb ataku Tumna Spoofing.

22. CymHocts ataku thna Hijacking

23. Knaccudukanus atak tTuna Mabekus.

24. OcHOBHbIE TPUYNHBI BO3MOKHOCTH MPOBEICHUS aTaku Tumna NHbeKIus.

25. AnropuT™ MOBEACHUS aTaku TUTNA IHBEeKUUS Ha CKPUTIT-KO/IBI.

26. Anroput™ nipoBeicHHS ataku Truma SQL-uHbeKIHs

27. Knaccudukanms XSS arak.



28. OTnuamst MEXTy XpaHUMOW U BpeMeHHON XSS arakamu.
29.  Tlousrtus u cymHocTh Flood-arakw.

30. Paznuaust mexxty DoS u DDOS arakamu.

31. Mertoas! mpoBeaennss DNS-artak.

32. Meroasl poBeaenus ataku BruteForce.

33. YcnoBust yererHoro nposeaenus atak tuna DoS/DDoS/Flood.

34.  IlpuuuHBI aKTYaJIbHOCTH CETEBBIX YIAJCHHBIX aTakK.

35. CymHOoCTh aKTUBHOT'O CKAaHUPOBAHMS aTaKyeMOT'0 CETEBOT0 pecypca.
36. CyIIHOCTh MTACCUBHOTO CKAaHMPOBAHUS aTAKyeMOT'O CETEBOTO pecypcea.

Kpurepun ouenku:

- 3-5 GamioB (3a4TeHO) — HAJIMYME TBEPJABIX 3HAHUM, WU3JI0)KEHHE OTBETOB C OTACIbHBIMHU
OITMOKAaMH, YBEPEHHO MCITPaBICHHBIMHE ITOCJIC JIOMOJHUTEIBHBIX BOIIPOCOB;

- 0-2 Oamna (He 3a4TE€HO) — OTBETHI HE CBSA3aHBI C BOIPOCAMH, HAJUYHME I'PyObIX OIINOOK B
OTBETE, HEMMOHMMAaHUE CYITHOCTH IPEeIjIaraeMoro BOIpoca.

JlabopaTopHble 3agaHus

1.TemaTuka j1adopaTopHbIX padoT MO pa3aejaMm U TeMam

Pa3nes 1. MeToabl U cpeACTBA 3alUTHI OT YAATEHHBIX CeTEeBbIX aTaK
Tema. «MexaHU3MBbI 3alIUTHI HHPOPMALHID.

Jlaboparopuas pa6ora 1. [TogxiroueHne 1 OCHOBHBIC HACTPOMKH MEKCETEBOT0 IKpaHa, yIpaBICHUE Yepes3
KOHCOJIb.

Pa3nen 2. AnnapatHbie ¥ IPOrpaMMHbI€ T€XHOJIOTHH 3alIIUTHI OT CETEBBIX aTaK
Tema. «IIpoToKoJibI 1 PyHKIIMHU, TPUMEHsIEMbIe B MeKCeTeBbIX YKPAHAX H HHTEPHET-MAPLIPyTH3aTOBY
JlaGoparopuas padora 2. Hactpoiika Syslog-cepsepa. SNMP Trap.

Tema. «®@uabTpanus Tpadpuka U BUPTyaJbHble ceTH. TexHo/10rus npeodpa3oBaHus CeTeBbIX aJpPecoB,
MeXaHU3MbD)

Jlaboparopuas pa6ora 3. DHCP-ximent, DHCP-cepsep, DHCP Relay, IP Pool..
Tema. «Oco0eHHOCTH IPUMEHEHHST MEKCETEBBIX IKPAHOB U MapmpyTu3aTopos D-Link»

JlabopaTopHas padora 4. OrpanrudeHne pazmMepa MakeToB TPAHCIIOPTHBIX U TMATHOCTHYECKUX TIPOTOKOJIOB,
3anpet u paszpemienue ICMP. Tlognepxka IPV6.

Jla6oparopuas pa6ora 5. Hactpoiika NAT, NAT Pool, SAT, PAT, DNS Relay.
Kpurepuu oueHku:

- 8-16 6anIoB «3a4TEHO» BBICTABIIACTCS CTYACHTY, €CIIH Ppa0dOTa BHITIOJIHEHA ITOJTHOCTHIO B
COOTBETCTBUHU C PYKOBOJICTBOM IO BBITIOJTHEHUIO Ja0OPATOPHOTO 3a]JaHUs U JTaHBI OTBETHI Ha
KOHTPOJIbHBIE 3a1aHUS;

- 0-7 6aynoB «HE 3a4T€HO» MPU OTCYTCTBUH BBHIIOTHEHUS ITyHKTOB 3aJJaHUs

3 MeToauyecKkue MaTepuasibl, oOmnpejensoliye MNpoueAypbl OLEHHMBAaHHUS 3HAHUH,
YMEHMI, HaBbIKOB W (WJIM) ONbITa [JeATEeJbHOCTH, XapaKTEepPU3YKOLWHMX ITambl
dopmMupoBaHUs KOMIETEHIUN

[Ipouienypbl OLEHUBAHUS BKJIIOYAIOT B ce€0sl TEKYUIMH KOHTPOJIb W MPOMEKYTOUHYIO
aTTECTALUIO.

Tekylmuii KOHTPOJIb YCIIEBAEMOCTH IPOBOJIUTCS C HCIIOIb30BAHUEM OLIEHOYHBIX CPENCTB,
PEACTABJIEHHBIX B I. 2 JAaHHOIO MNPWIOKEHHA. Pe3ynbTaTbl TEKyIIEro KOHTPOJS AOBOIATCA 10
CBEJICHHUs CTYJEHTOB 10 IPOMEKYTOYHOMN aTTECTALMH.

DK3aMeH MMPOBOJUTCS 10 PACIIMCAHUIO TPOMEKYTOUHON aTTECTALIMH.

KomnnuecTBo BompocoB B 3aaanuu — 3. OObsABICHUE PE3yIbTaTOB MPOU3BOAUTCA B IEHb 9K3aMEHa.
PesynbTaTel arTecTaliMy 3aHOCATCA B 3JIEKTPOHHYIO BEIOMOCTD U 3a4E€THYI0 KHUKKY CTYJICHTA.
CryzaeHTsl, HE MPOUIEANINE TPOMEKYTOUHYIO aTTECTALIMIO 10 TpaduKy, TOKHbBI JUKBUIUPOBAThH



3aJ10JIZKCHHOCTD B YCTAHOBJICHHOM ITOPSAJIKE.

Ipuiaoxenue 2

METOJUYECKHUE YKA3AHUA 11O OCBOEHUIO JUCLHUTIJIMHBI
Metoauueckue yKkazaHus aJpecoBaHbl CTYACHTaM OYHOM (opM oOydeHusl.

VY4eOHBIM MIaHOM MPETyCMOTPEHBI CIIECAYIONINE BUABI 3aHATHH:

- JIEKLIMH;

- IPAKTUYECKUE 3aHATHUS;

- 1Ta0OpaTOPHBIE 3aHATHUS.

B xoJie NeKIMOHHBIX 3aHATUNA pacCMaTPUBAIOTCS OCHOBHBIC MOHATHUS M METOJbI OOHAPYKEHUS
1 OpraHu3alid MPOTUBOACHCTBUS aTak Ha WH(POPMAIMOHHBIE CETH, NAIOTCS PEKOMEHJALUU IS
CaMOCTOSATEIBLHOU PaOOTHI M MOATOTOBKE K MPAKTHUECKUM 3aHITHUSM.

B xoae mpakTHuecKuX 3aHATHNA YIUIYOJISIFOTCA M 3aKPEIUIAIOTCS 3HAHUS CTYACHTOB IO pALY
PAaCCMOTPEHHBIX Ha JIEKUMAX BOIPOCOB, PpAa3BUBAIOTCS HABBIKM PEIHICHHS 3a7ad [0 3aluTe
MHPOpPMAIIMOHHBIX O0BEKTOB. I[IpM MOArOTOBKE K MPAKTUYECKUM 3aHSATHSM KaXKIBIA CTYIEHT
JIOJKEH:

- U3YYUTh PEKOMEH/I0BAaHHYIO YUEOHYIO JIUTEPaTypYy;

- U3Y4YUTb KOHCIIEKTHI JICKIIUH;

- IOATOTOBUTH OTBETHI HAa BCE BOIPOCHI IO U3y4aeMOM TEME.

B mporecce MOArOTOBKM K 3aHATHSAM CTYJIEHTBI MOTYT BOCHOJIB30BAaThCSl KOHCYJIbTAlUSIMU
MPENoaaBaTeNs.

[To cormacoBaHuio ¢ MpeNoJaBareyieM CTYJEHT MOKET MOJArOTOBHTH pedepaT, JOKIaa WM
COOOLIEHHE 110 TEME 3aHSTHUS.

[Tpu moAroToBKe K 1aOOPATOPHBIM 3aHATUSAM KaX/IbIil CTYAEHT JOJDKEH:

- U3Y4YUTh PEKOMEH/I0BAaHHYIO YUEOHYIO JIUTEPATypYy;

- U3YyYUTh KOHCIIEKTHI JIEKIUN;

- IOATOTOBUTH OTBETHI HA KOHTPOJIbHBIE BOMPOCHI 110 U3YYaeMOil TEME.

Bormpochl, HE paccMOTpeHHbIE Ha JEKUUAX W NPAKTUYECKUX 3aHATHSIX, JOJKHBI OBITh
M3y4eHbl CTYACHTAaMHU B XOJI€ CaMOCTOATENbHON paboThl. B Xoae caMocTosITeNnbHONW pabOThI
KaXJIbI CTy/IeHT 00s3aH MPOYUTATh OCHOBHYIO M, IO BO3MOKHOCTH, JOTOJIHUTEIbHYIO JUTEPATYPy
10 U3y4aeMOM TeMe€, IOMNOJHUTH KOHCHEKTHI JIEKIMH HEIOCTAIOLUIMM MAaTE€pUalOM, BBIACKAMHU W3
PEKOMEH/I0BaHHBIX, BBIICJIUTh HETIOHATHBIE TEPMHUHBI U HAUTH MX 3HAUYEHUE B SHIUKIIONEIUYECKUX
CJIOBapSX.

JIns TOArOTOBKM K 3aHATUSIM,  CTYIAEHTHI ~ MOTYT  BOCHOJB30BAaThCS 3JIEKTPOHHO-
OUOMMOTEYHBIMU cUCTeMaMu. Takke oOydaroniuecs MOTYyT  B3STh Ha  JIOM HEOOXOJUMYIHO
muTepaTypy Ha aOOHEMEHTE YHUBEPCUTETCKOW OMOIMOTEKH WM BOCHOJIB30BATHCS YHUTAIBHBIMU
3aJ1aMHu.









