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1. HEJIX OCBOEHUMSA JUCHUTIINHBI

1.1|Pa3BuTHe TBOpUECKUX MOIXOIO0B IIPH PEHICHUH CIOKHBIX HAyTHO-TEXHHIECKHX 3a]a4, CBA3aHHBIX C obecredeHneM
Kpunrorpaduyeckoi 3auThl HHGOPMaLKUY; pa3BUTHE NPOGECCUOHATBHON KYJIbTYphI, (OpMHUPOBAHUE HAYYHOTO MUPOBO33PEHUS
Y Pa3BUTHE CUCTEMHOTO MBILIEHHUS; IPUBUTUE CTPEMIIEHHS K IOUCKY ONTUMAJbHBIX, IPOCTBIX U HAJICKHBIX PELICHUIH;
pacIupeHye Kpyrosopa.

2. TPEBOBAHUA K PE3YJBbTATAM OCBOEHUA JUCITUITIJIMHBI

IIK-1:Cnoco6en pa3padaTeiBaTh NPOrpaMMHO-ANNAPATHBIE CUCTEMBI H KOMILIEKCHI o0ecneyennsi HHGpOpPMaHOHHOI 0e30macHOCTH

B pe3y/ibTaTe 0OCBOCHHUS JUCHHUILIMHBI 00YYAIOLIMIACS J0JIKEeH:

3HaTh:

OCHOBHBIC IOHSATHS KPUITOJIOTHH, THIIBI U BUJIBI MIN(PYIONIMX IPeoOpa30BaHMil; CYIECTBYIOIINE METOBI H CPEACTBA, IPUMEHSIEMBIC JUIS
KpUnrorpaduueckon 3aiuThl HHPOPMAIMN; CHCTEMHBIE BOTIPOCHI KPUNITOrpa@UUeCcKOi 3aliThl HHPOPMALIMH; CHMMETPUYHBIH ClIOCO0
wudposanus.(cootHeceHo ¢ nHankatopom [1K-1.1)

YMeThb:

MIPOBOIUTH aHAIN3 HHPOPMALIUH C LETbI0 BEIPAOOTKH U MIPUHSTHUS PEIICHUH 1 Mep M0 00eCTIeYeHHIO KpUNTOrpaduaecKoi 3aiunThl
uHpopManuu 1 3 (HEeKTUBHOMY UCIIOJIB30BAHUIO CPEICTB OOHAPYKEHHSI BO3MOXHBIX KaHAJIOB B3JIOMa IIH(PPTEKCTOB, NPEACTABIISIONINX
roCyIapCTBEHHYIO, BOCHHYIO, CIIy)KeOHYIO I KOMMEPYECKyI0 TaliHy.(cooTHeceHo ¢ mHaukaropom [1K-1.2)

Baanern:

HaBBIKAMH aHaJIKM3a JEHCTBYIOIMX HOPMATHUBHBEIX  METOIMYECKHX ToKyMeHTOB Mo K3W.(cootHeceno ¢ numukaropom ITK-1.3)

3. CTPYKTYPA U COAEP)KAHUE JTUCHUIIJIMHbBI

Kox HanmeHoBaHuUe pa3/e/10B U TeM /BUJ 3aHATHS/ Cemectp / | Yacos Komneren- JlntepaTtypa
| 3aHATHA Kvpe 10050
Paspen 1. TpagunuoHHbIe U KJIaccHIecKne MeTOIbI
mudpoBaHus

11 Tema 1 "Beenenue B kpunrorpaduio". Beenenue. Mcropus 1 2 IK-1 J1.1J11.2J11.3
pasButus kpunrtorpadun. OCHOBHBIC TIOHATHS U JI1.4J12.2 J12.3 J12.4
OIIpeIeIeHHUS. J2.5
/JTex/

1.2 Tema 1 "Beenenue B kpunrorpaduio". [Iporpammuas 1 2 IK-1 J1.1J11.2J11.3
peanusanus mudpa 3amensl. Pazpadotka 1O mudpa 3ameHsI. JI1.4712.2 J12.3 J12.4
Hemudpanus mmpporexcra. YacTOTHBIM KPUITOAHATIN3 C J12.5
ucrnons3oBanuem LibreOffice /J1a6/

1.3 Tema 1 "Beenenue B kpunrorpaduio". [Iporpammuas 1 4 IK-1 JI1.1 J11.2 J11.3
peanmzanus mudpa 3ameHsl. Paspadorka [1O mmdpa 3aMeHsI. JI1.4J12.1 J12.2 JI2.3
Jemmdpanus mmdpporexkcra. YaCTOTHBIH KPUIITOAHAUS C J12.4 J12.5
ucrnons3oBanreM LibreOffice /Ip/

1.4 Tema 1 "Beenenue B kpunrorpaduio". HMcropus 1 10 IK-1 JI1.1 J11.2 J11.3
Kkpunrorpaduu. ITarbl pa3BUTHS KPUIITOJIOTUH H €€ JI1.4J12.1 JI2.2 J12.3
OCHOBHBIE IOHATHS U onpezeseHus. Posib MatemMaTuku B J12.4 J12.5
Pa3BHTHH METOIOB 3aIMTHI MH(opMariu. CMeXHBIE 00JIaCTH
kpuntorpaduu. OCHOBHas KJIacCU(PUKAIMSA KPUITOCHCTEM.

/Cp/

1.5 Tewma 2 "TloHsTHE O TPATUIIMOHHBIX METOAX IH(pPOBaHUS". 1 2 MK-1 JIT.1 JI1.2 JI1.3
Mopens TpaguionHoro mudposanus. TpeboBaHuUs K JI1.4J12.1 J12.2 J12.3
kpunrorpaduueckum cucreMam. Kpatkue cBeeHus o J12.4 J12.5
kpunToananuse. Kiaccuduxanys MeTos0B
KpHITOrpadueckoro 3akpeITis HHpopmarmu. /JIex/




1.6 Tema 2 "Ilonarue o TpaJULMOHHBIX METOAAX MH(poBaHus". IIK-1 JI1.1 J11.2 J11.3
['enepupoBanue u TECTHPOBAHHE MCEBAOCTYIANHBIX JI1.4J12.1 J12.2 J12.3
mudpyomux nocienoparensaocteld. [lporpamMuas J12.4J12.5
peanmzanus reaepatopa M- mocnenoBaTensHOCTH HAa OCHOBE
nojarHoMa obpatHoi cBsa3u. Tectuposanue M-
nocnenoBatenbHocTH AnuHOM N 6ut (N < 10000) ¢ momomsio
cepHanbHOro TecTa. TectupoBanne M-mocie10BaTeIsHOCTH C
IIOMOMIBIO KOPPESALUOHHOrO TecTa. TecTupoBaHue
HCXOJIHOTO M 3alIu(pPOBaHHOTO (aiiyia ¢ MOMOIILI0
CTaTUCTHYECKHX TecToB. /Jlab/

1.7 Tema 2 "TloHsATHE O TPATUIIMOHHBIX METOAAX MIH(PPOBaHU". IK-1 JI1.1J11.2J11.3
Kpunrtoananus TpaguIMOHHBIX alroputMoB. Koaddumnuent J1.4]122J12.3 J12.4
aBTokoppensimu. Kputepuii x*2. CoiicTBa mudpyroriei JI2.5
KJIFOYEBOM IOCIIEI0BATENbHOCTU. M-II0CIIE10BATEIBHOCTD.

/Cp/

1.8 Tema 3 "Knaccuueckue MeTopl nudpoBanus'. IK-1 JI1.1J11.2 J11.3
Momnoandasutasle mudpsl. IlonuandaBuTHble MUEOPEL. J1.4J12.1 J12.2 J12.3
PoTopHbIe mudpoBaibHbIe MaIMHBI. METOBI IEPECTAHOBKH. J12.4 J12.5
bnounsle mudpsl. Pexumbl npuMeHeHus 6J10YHBIX MUGBPOB.

Kommnosuimu (komOuHaimun) mudgpos. /Jlex/

1.9 Tema 3 "Knaccuueckue metons! mudposanus”. Hludp IK-1 JI1.1J11.2J11.3
Bmxenepa. [TonyueHre HaBBIKOB CO3JIaHKS 3aIi(hPOBAHHOTO J1.4J12.2 J12.3 JI2.4
COOOIIEHNUS [IPU IOMOIIU aJITOPUTMa IU(PPOBAHUSL JI2.5
Bmxenepa. /J1ab/

1.10 Tema 3 "Knaccuueckue MeTos! mudpoBaHus". AIrOpUT™M IK-1 JI1.1J11.2J11.3
Ie3aps. CekpetHas cucrema "Pyoukon. Cxema nmodao4Ho#t JI1.4J712.2 J12.3 J12.4
[0JICTaHOBKHU N-0uTOBBIX GsiokoB. Iudp Daiicrens. Hludp JI2.5
[neiideitepa. udp Xumna. /Cp/

1.11 Tema 4 "Crannapt mudposanus nanaeix DES (Data IK-1 JI1.1J11.2J11.3
Encryption Standard)". Hcropust co3manus ctaHaapra. J1.4J12.2 J12.3 J12.4
Crpykrypa DES. Hemudposanue DES. Pexumsr DES. JI2.5
AmmapatHsie ¥ IporpaMMHbIe peanusaruu DES
/JTex/

1.12 Tema 4 "Crannapt mudposanus nanaeix DES (Data IK-1 JI1.1J11.2J11.3
Encryption Standard)". Anropurm mmdposanus DES. JI1.4J12.1 J12.2 J12.3
@ynkuust mudposanus T s anropurma DES. J12.4 J12.5
dopmupoBanue moakouei st anropurma DES. /JT1a6/

1.13 Tema 4 "Crangapt mmdposanus nanueix DES (Data IK-1 JI1.1J11.2J11.3
Encryption Standard)". Cxema anropurma. Hauansnas J11.4J12.1 J12.2 J12.3
nepectanoBka. [IpeoOpazoBanus kioya. [lepecraHoBKa ¢ J12.4 J12.5
pacmmpenueM. [loxcTaHOBKa ¢ TTOMOIIBIO S-OIOKOB.

[epecranoBka ¢ momouipto P-6110k0B. 3aKitounTeNbHAS
nepectanoBka. Jlemmpposanue DES. /Cp/
Pazgen 2. AcummeTpnyHoe mudpoBanue

2.1 Tema 1 "KpunrocucteMsl ¢ OTKPBITBHIM KitouoM". O0mast MK-1 JIT.1 J11.2 JI1.3
cxeMa IU(PPOBAHUS ¢ OTKPBITHIM KIIOUOM. DJNEeKTPOHHAS JI1.4J12.1 J12.2 JI2.3
mudpoBast HOAMUCH U ayTeHTH(HUKALUS B KPUIITOCUCTEMAX C J12.4J12.5
OTKPBITHIM KiTF04OM. OCOOEHHOCTH TPUMEHEHHUS
KPHIITOCHCTEM C OTKPBITHIM KIFo4oM. Kpunroananus cucrem
C OTKPBITHIM KiTI0490M. /JIex/

2.2 Tema 1 "Kpunrocucremsl ¢ OTKpBITHIM KiltouoM". M3ydeHue IK-1 JI1.1J11.2 J11.3
MIPUHIMIIOB pabOThl ACHMMETPUYHBIX AITOPUTMOB JI1.4J12.1 J12.2 JI2.3
mr(ppPOBaHUS C OTKPHITHIM KII0UOM. MeTouKa co31aHNs JI2.4 J12.5
KOMOMHUPOBAaHHBIX AJITOPUTMOB IH(POBAHUS,

COBMEIIAIONIasi JOCTOMHCTBA METOAO0B CUMMETPUIHON U
acMMMeTpUIHO# KpunTorpadun. /J1ab/

2.3 Tema 1 "Kpunrocucremsl ¢ OTKpBITHIM KiltouoM". [IpoGiembl [K-1 JIL.1JI11.2 J11.3
TPaAMIIMOHHOTO IIM(POBAHNUS. AyTEHTUDHKALNS C JI1.4J12.1 J12.2 JI2.3
HCIIONIb30BAaHUEM OTKPHITOTO Kirtoua. Kpurrocucrema ¢ JI2.4 J12.5

OTKPBITHIM KJIFOUOM: 3aluTa U ayrenTudukanus. /TIp/




2.4 Tema 2 "OcHoBHbIE IOHATHS Teopuu uucen". Jenurenu u 2 IK-1 J1.1J11.2J11.3
MpOCThIe Yncia. ApudMeTHKa B Kilaccax BbIYeTOB. Teopema JI1.4J12.2 J12.3 J12.4
Oiinepa. JJuckperHble 10orapu@msl. J2.5
/JTex/

2.5 Tema 2 "OcHOBHbIE IOHATHS TEOPUU uucen". AITOPUTM 4 IK-1 J1.1J11.2J11.3
Esxinma. Co3manne B MS Excel «mamumy» st JI1.4712.1 J12.2 J12.3
aBToMaTH4ecKkoro Beruncnenus HOJI aByx yucen 1o J2.4J12.5
anropurMmy EBxnuna. /J1a6/

2.6 Tema 2 "OcHOBHBIE TIOHATHS TeOpHH ducen". ApudmMeTHKa B 4 IK-1 J1.1J11.2J11.3
KJ1accax BeueToB. Anroput™m EBknuaa. Juckpernsie JI1.4J12.1 J12.2 J12.3
norapudmsl. /TIp/ J12.4J12.5

2.7 Tema 3 "Anroputm mmdposanus RSA". Ctpykrypa 2 IK-1 JI.1J11.2 J11.3
anroputMa RSA. BeraucianTensHas peaausalus alropurMa J1.4J12.2 J12.3 J12.4
RSA. Kpunroananu3 anroputma RSA. J12.5
/JIex/

2.8 Tewma 3 "Anroput™ mudpoanus RSA". AcummeTpruHbIi 4 IK-1 JI.1J11.2 J11.3
anroput™ mmdposanus RSA. Brraucinenne Kiodei. J11.4J12.2 J12.3 J12.4
[ludpoanue ¢ MOMOIIBIO 3TUX Kitouei. JlemmnppoBaHue. J12.5
/J1ab/

2.9 Tewma 3 "Anroputm mudposanus RSA". Cxema Paiisecra- 6 IK-1 JI.1J11.2 J11.3
[lamupa-Amiemana (RSA). KommoHeHTs cxembl RSA. JI1.4J12.1 J12.2 J12.3
udposanue u nemmpposaHue. J12.4J12.5
Mp/

2.10 Tema 4 "YnpaBieHue KIOYaMU B ACHMMETPUYHBIX 2 IK-1 JI1.1J11.2 J11.3
kpuntocucreMax'. Pacnpeznenenue OTKPBITHIX KIIOUEH. JI1.4J12.1 J12.2 J12.3
Pacrmipenenenne cekpeTHBIX KITIOYEH ¢ UCTIOIh30BAaHHEM J12.4J12.5
KPHUIITOCUCTEMBI C OTKPBITHIM KIFouoM. /JIek/

211 Tema 4 "YnpaBieHue KIOYaMu B aCHMMETPUIHBIX 4 IK-1 JI1.1J11.2 J11.3
KpHUITOCUCTEMAX". ACUMMETPUYHBIC KPUIITOCUCTEMBI. JI1.4J12.1 J12.2 J12.3
UccnenoBanrne 0CHOBHBIX XapaKTEPUCTUK aITOPUTMA J12.4J12.5
mudposanus. /J1ad/

2.12 Tema 4 "YnpasneHue KII0YaMy B aCHMMETPHUYHBIX 6 IK-1 JI1.1J11.2 J11.3
Kkpunrocuctemax'". MeTosbl pactpeeNieHust OTKPBITHIX JI1.4J12.1 J12.2 J12.3
kiroyeid. CepTUUKATHI OTKPHITHIX Kirodel. Pactipenenenue J12.4 J12.5
CEKPETHBIX KIIIOYEH C IIOMOIIBIO CHCTEMBI C OTKPBITHIM
kiroyom. /TIp/

2.13 Tema 5 "DnektponHas nudposas noanucek". TpeOboBaHus K 4 IK-1 JI1.1J11.2 J11.3
1 (POBBIM MOANUCIM U UX KiIaccudukanys. OCHOBHbIE J1.4J12.2 J12.3 J12.4
anroputMsl 1EdpoBeIxX moanucei. /TIp/ J12.5

2.14 Tema 5 "DnexTpoHHas Hu@poBast HOANUCE". DICKTPOHHASL 4 IK-1 JI1.1J11.2 J11.3
nudpoas noanuck Dib-Iamans. MccnenoBanue mporecca JI1.4J12.1 JI2.2 J12.3
IIOCTPOEHHUS 3NEKTPOHHOM noanucu Diab-I'amans. /J1ad/ J2.4J12.5

2.15 Tema 5 "DnexrponHas 1udpoBas HoAIHCH". 4 IK-1 JI1.1 J11.2 J11.3
Henocpencreennas mudpoBas NoAnuch. ApouTpakHas JI1.4J12.1 JI2.2 J12.3
mudposas noAnuck. DuekTpoHHas udposas noanucs (JLIT) J12.4 J12.5
Onp-Tamanst. DnekrponHas mudposas moxntes LHOppa.

Crannmapt DUII DSS. /Tlp/
2.16 /Ox3amen/ 36 IK-1 JI1.1J11.2 J11.3
JI1.4J12.1 J12.2 J12.3
J12.4J12.5

4. ®OHJ OIEHOYHBIX CPEJICTB

Crpykrypa U cofepkanue (HOHAa OLEHOYHBIX CPEJICTB A1 IPOBEACHHS TEKYLIEH U IPOMEKYTOUHON aTTeCTAlUU NIPEACTABIEHbI B
IMpunoxennu 1 x paboyeil mporpaMMe JUCIUIUINHEL.

5. YYHEBHO-METOAMYECKOE 1 THOOPMAINIMOHHOE OBECIIEYEHUE JUCHUIIINHBI

5.1. OcHoBHas 1uTEpPaTYypa

ABTOpBI, COCTaBUTENN | 3arnaBue

H3parensCcTBO, O

Konnua-so




ABTOpBI, COCTaBUTEIH 3arnaBue WznarenbcTBo, TOX Konnu-Bo

JI1.1 |Coxkomnos C. B., Kpunrorpapuueckas 3amura nHpopMamu: yaed. PocroB v//1: 3n-B0 PIDY 66

Cepnenunos O. B., nmocoOue A CTYACHTOB BBICII. y4eO. 3aBEICHUM, "PUHX", 2011
Tumenko E. H. oOyyJarommxcs 1o Hamp. noarot. "Mapopm.
6e30macHOCTB"

JI1.2  [PomanbkoB B. A. AunreGpanueckast Kpuntorpadust Owmck: Omckuit http://biblioclub.ru/index.
roCyapCTBEHHBIN php_?
yHuBepcuTer, 2013 page=book&id=238045

HEOTpaHHYCHHBIH TOCTYI
UL 3apETUCTPUPOBAHHBIX
T0JIb30BaTeNei
JI1.3 |Kotos, 1O. A. Kpunrorpaduueckue meTo sl 3amuthl HHGopmanuu. |HoBocubupck: http://www.iprbookshop.r
Crannaptaeie mmdpbl. HIudpsl ¢ OTKPBHITEIM Hosocubupckuii u/91227 .html
KIIFOUOM: y4eOHOe rmocobue rocyIapCTBEHHEII HEOTpaHHYCHHBIN TOCTYI
TE€XHUYECKUH yHUBEpCUTET, |/ 3apETHCTPUPOBAHHBIX
2017 10JIb30BaTeNei
JI1.4 |Kotos, 1O. A. Kpunrorpaduyeckue meTo sl 3amuthl HHGopmanuu. |HoBocubupck: http://www.iprbookshop.r
Iudpsr: yaedHOE TOCOOHE Hosocubupckuii u/91377.html
FOCy,Z[apCTBeHHLIﬁ HeOFpaHPI‘{eHHBIfI JOCTYII
TEeXHUYECKuil yHuBepcutet, |AIA 3apErHCTPUPOBAHHBIX
2016 10JIb30BaTeNei
5.2. lonoHUTeNbHAS IUTEPATypa
ABTODEBI, COCTaBUTETN 3arnaBue W3narenscTBO, TOI Konny-Bo
JI2.1 |Porrenkosa O. WupopMmamoHHast 0€30MaCHOCTb: KYpHAI Mocksa: 'POTEK, 2012 https://biblioclub.ru/inde
X.php?
page=book&id=211299
HEOTpaHUYEHHBIN JOCTYTI
UL 3apETUCTPUPOBAHHBIX
[oJIb30BaTeIeH
J12.2 Kpunrorpadudeckue meroast 3amutsl nHpopmauun: |Crasporons: Cesepo- https://biblioclub.ru/inde
71a00paTOPHBIH MIPAKTHKYM: IIPAKTUKYM Kasxka3zckuii @enepanbHblii X-php?
yamsepcuter (CKDY), 2015 | page=hook&id=458059
HEOTPaHHYEHHBIH TOCTYIT
UL 3apETUCTPUPOBAHHBIX
0JIb30BaTeNnei

J2.3 |[Ams6oB A. C. KBanTOBas KpHnTorpadus Canxr-TlerepOypr: Crpara, | http:/biblioclub.ru/index.

2015 php?
page=book&id=477631
HEOTpaHUYEHHBIN JOCTyT
JUTS 3apETUCTPUPOBAHHBIX
oJib30BaTeneit
J12.4 |CwmmupHoB, A. 3., IIpakTrky™M 10 BRIIONTHEHHIO JJabopaTopHBIX paboT  |MockBa: MOCKOBCKUI http://www.iprbookshop.r
TTonomapésa, FO. A. no mucipuinae Kpunrorpadudeckine MeTobt TEXHUYECKUH YHUBEPCUTET u/61738.html
3alINUThI I/IH(I)OpMaHI/II/I CBSI3U U I/IH(bOpMaTI/IKI/I, 2015 HCOFpaHHqCHHLIﬁ JOCTYIL
JUTS 3apETUCTPUPOBAHHBIX
NoJb30BaTeneH
J12.5 |lenyxwun, O. U. V4eOHO-MeToIHIeCKOe MTOCOOHE MO BBITTOTHEHHIO MockBa: MockoBCKUi http://www.iprbookshop.r
KypCOBO#i pabOTBI 10 AUCHHUILIHHE TEXHUYECKUH YHUBEPCUTET u/63335.html
KpI/IHTOFpa(bI/I‘IeCKI/Ie METOAbI 3alIITUTHI I/IH(i)OpMaHI/II/I CBSI3U U I/IH(bOpMaTI/IKI/I, 2015 HCOFpaHHqCHHLIﬁ JOCTYIL
UL 3apETUCTPUPOBAHHBIX
NoJb30BaTeneH
5.3 lIpodeccuonanbHbie 6a3bl JAHHBIX U HHPOPMALMOHHBbIE CIPABOYHbIE CHCTEMBI
Koncynperant+

5.4. IlepeyeHb NporpaMMHOro odecreyeHnst

LibreOffice




5.5. YueOHo-MeTOANYECKHE MaTepuaJibl 1JId CTYACHTOB C OrPAHUYECHHBIMH BO3MOKHOCTAMH 3/10POBbSA

ITpu HEOOXOAMMOCTH MO 3asBJIECHUI0 O0YYaIOLIETOCs C OrPaHMYEHHBIMU BO3MOXHOCTSMU 3[0POBbs y4eOHO-METOAUYECKHE MaTepUajbl
MIPEIOCTABISIIOTCS B (popMax, afaNTUPOBAHHEIX K OTPAHUYEHMSIM 340POBbS M BocTipusAThs HHGopmarwu. [{jis mur ¢ HapyIIeHHAMH 3peHHUS:
B dopme ayauodaiina; B nedatHoll GpopMe yBeIUueHHBIM mpudToM. s Iul ¢ HapyLIeHUsIMU cIyXa: B (JOpMe 3JIEKTPOHHOIO JOKYMEHTa; B
neyatHoH (opme. [ auI] ¢ HapYIIEHUSIMA OTIOPHO-ABUTaTENBHOTO anmnapara: B GopMe 3JIeKTPOHHOTO JOKYMEHTa; B IEYaTHOH GopMe.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIJIMHBI (MOAY JIST)

IMomemnenus asst Bcex BUAOB padOT, PEIyCMOTPEHHBIX YUeOHBIM [UIAHOM, YKOMIUIEKTOBAHBI HEOOXOANMOH CHEeHaIn3upOBaHHOMN yIeOHOM
MeOebl0 U TEXHUYECKUMH CPEJICTBAMU O0Y4EHUS:

- CTOJIBI, CTYJIbSI;

- IEpPCOHANIbHBII KOMIIbIOTED / HOYTOYK (IEPEHOCHOI);

- IPOEKTOP, 3KPaH / UHTEPaKTUBHAS JOCKa

JlabopaTopHBIe 3aHATHUS IPOBOIATCS B KOMIIBIOTEPHBIX KiIaccax, pabodne MecTa B KOTOPBIX 000PYA0BaHbI HEOOXOANMBIMU
JIMIIEH3UOHHBIMHU H/WJIH CBOOOIHO pacrpoCTpaHsIeMbIMHU IPOrPAMMHBIMU CPEICTBAMHU M BBIXOJIOM B MIHTEpHET.

7. METOAUYECKHUE YKA3ZAHUA JJIAA OBYYAIOIUXCA 11O OCBOEHUIO JUCHUIIJIMHBI (MO JIS)

Meroaudeckue ykazaHHs 110 OCBOSHHIO TUCIUIUIMHEI IpescTaBiieHs! B [Iprunoskennn 2 k padoyeil mporpaMme AUCHUILIHHEL




IHpuiaoxenue 1
®OHJA ONEHOYHBIX CPEACTB

1 OnucaHue nokKa3aTeJsieil U KpUTeEpUeB OlleHUBaHHUSI KOMIIETEHIIMI HAa pa3/IMYHbIX
3Tanax ux GopMHUPOBaHMS, ONNMCAHUE IIKaJ OLleHUBAHUA

1.1 Iloka3aTenu u KpUTCPHUH OLICHHUBAHUSA KOMHGTGHHHﬁI

3VH, IToka3arenu Kpurepun Cpencta
COCTAaBJISIIOLINE OLICHUBAHUS OLICHUBAHUS OLICHUBAHUS
KOMITETEHIIUIO

IIK-1 - cmoco6eH pa3padaTpiBaTh NPOrPaMMHO-aNapaTHbIE CHCTEMbI M KOMILTEKCHI 00ecnedeHust
HHGOPMALIMOHHOI 0€30MaCHOCTH

3: OCHOBHBIC TIOHSTHS 3HACT OCHOBHBIC ITOHATHS cthopmupoBaBIIeecs T (Pazmen 1 Tema 3
KPHUITOJIOTHH, THITBI U KPHUITOJIOTHH, TUIIBI ¥ BUABI | CHCTEMAaTHYEeCKOe Bomnpoc 1-3; Paznmen
BUBI UPPYIOLINX A (PYIOIINX 3HaHHE OCHOBHBIX 2 tema 2 Bompoc 1-
mpeoOpazoBaHUii; NpeoOpa3OBaHUii; MCTOABI M | IIOHATHH KPUNTOJIOTHH, | 3, tema 5 Bompoc 1-
CyIE€CTBYIOIIUEC METOJbI U | CPEACTBA, IPUMCHACMBIC I THUIIOB 1 BUJOB 3),

CpeACTBa, MPUMEHsIEMbIe | KpunTorpaduuecKol 3auThl | IUGPYOmUX

JUT KpunTorpadpudeckor | HHPOpMAaInm; peoOpa3oBaHuii;

3aIUThl UHPOPMALIUH; CUMMETPHUYHBIH CITOCO0 METOJIOB U CPEJICTB,

CHCTEMHBIE BOIIPOCHI m@poBaHus U NPUMEHSAEMBIX IS

KpUnrorpadu4eckon MOJTrOTOBKE OTBETOB K TE€CTa | KpUITOrpaduiecKoi

3alUThl THPOPMALIH; U 3a4eTy 3aIUTHl HHPOPMALUH;

CUMMETPHUYHBIN CII0CO0 CUMMETPUYHOIO

muppoBaHUSL cnocoba muppoBaHus

IIPU OTBETE Ha BOIPOCHI
TecTa U 3a4era

VY: npoBoauTH aHATH3 aHANM3UpyeT HHPOPMAIHIO ¢ | CHOPMUPOBAHHBIE JI3 (Pa3gen 1 JI34);
nH(GOPMAITUH C LENBIO IENBI0 BRIPAOOTKH 1 YMEHHS aHAJIN3a 11033 (1-5)
BBIPAaOOTKH U IPUHSTHSI NPUHATHS PEHICHUI U Mep 10 | UHPOPMAIUH C IIETbI0
pELIeHUI U Mep 110 o0ecrieueHnIo BBIPAOOTKH U MIPUHSTHUS
o0ecreyeHuro KpUNTOTpadUUECKO 3aIUTHl | PEIICHUH U Mep 110
KpUnrorpaduieckom UHQOpMAIUH U o0ecreyeHuIo
3alATH THPOPMAITUH U 3¢ deKTUBHOMY KpUNTOrpaduiecKom
s dexkTuBHOMY UCIIOJIb30BaHUIO CPEJICTB 3aIUTHl HHPOPMALIUH U
WCTIOJIb30BAHUIO CPEACTB | OOHAPY)KEHUS BO3MOKHBIX 3hPEKTHBHOMY
oOHapyKeHUS KaHaJIOB B3JIOMa UCTIONIb30BAaHUIO CPEJICTB
BO3MO’KHBIX KaHAJIOB MIU(PPTEKCTOB, oOHapyKeHUs
B3JI0Ma IU(PPTEKCTOB, HPEICTABISIONINX BO3MOJKHBIX KaHAJIOB
HPE/ICTABIISIOINX rOCyJapCTBEHHYIO, BOCHHYIO, | B3JIoMa IIH(PTEKCTOB,
roCy/IapCTBEHHYIO, CITy)KEOHYIO U MPEICTaBISIOIINX
BOCHHYIO, CITy)KEOHYIO U | KOMMEpUYECKYIO TaiiHy pu rOCy/IapCTBEHHYIO,
KOMMEPUECKYIO TalHy BBITIOJTHEHNUH JTAOOPATOPHBIX | BOGHHYIO, CIIYKEOHYIO U

U TIPaKTHKO- KOMMEPYECKYIO TailiHy

OpPUEHTUPOBAHHBIX 3aJaHUH | IPU BBIIIOJIHEHUH
1a00paTOPHBIX U

MPaKTHKO-
OPUEHTHUPOBAHHBIX
3aJaHui
B: HaBblkaMu aHaIM3a | aHATU3UPYET NESHCTBYIOIIUE | chOopMHUpOBABIIEECS JI3 (Pa3gen 2 JI35);
NeHCTBYIOMIX HOPMATHBHBIE U CHCTEMATHYECKOE 11033 (1-5)
METOAMYECKHE TOKYMEHTHI BIIaJICHNE HABBIKAMH
HOPMAaTHUBHBIX u N
o K3U npu BeimonHeHuu aHaliM3a JACUCTBYIOLINX
METOANYIECKUX nabopaToOpHBIX U PAKTHKO- | HOPMATHUBHBIX U
nokymeHToB o K31 OPUEHTUPOBAHHBIX 3aJJaHUI METOIUYECKUX

noxkymeHToB 1o K31




NP BBIMOJTHEHUHU
Ja00PATOPHBIX U
MIPaKTHKO-
OpPUCHTHUPOBAHHBIX
3aJIaHui

T — mecm, JI3 — maGopatopusie 3amanus, 11033 - mpakTHKO-OpHEHTHPOBAHHBIE 3aJaHUS K 3a4eTy, D — 80MPOCHl K
IK3AMEHY

1.2 [IIkanel OLIECHUBAHUS:
Tekymuii KOHTPOJIb YCIIEBA€MOCTH W TPOMEXKYTOUHAs aTTECTallds OCYIIECTBISIOTCS B

pamMKax HaKOMUTEIbHON O0aIbHO-PEUTHHTOBOM crcTeMbl o 100-0annpHoi mIKase:
84-100 6am10B (OlLIEHKA KOTIUUHOY)
67-83 OanoB (OLEHKA «XOPOIIO»)
50-66 6anoB (OLEHKA «YAOBIETBOPUTEIHHO))
0-49 6ayoB (OIICHKA KHEYIOBICTBOPUTEIHHO)

2 TunoBble KOHTPOJIbHbIE 3aJaHHUSA UJIU HHbIE MaTepHUaJibl, HEOGX0AUMBbIE /ISl OLLeHKH
3HAHUM, YyMEHMI, HaBbIKOB M (MJIM) ONbITa JeATeJbHOCTH, XapaKTEePHU3YIOUMX 3TAIbI
dopMupoBaHMA KOMIIETEHLIU I B MpoOLecCe OCBOEHHUsI 00pa30BaTe/IbHOM NMPOrpaMMbl

Bonpocsl k 3k3aMeHy

1. KpaTkass XapakTepHCTHKa OCHOBHBIX JTallOB pPAa3BUTUS «HAUBHOI» U
(dbopmasibHON KpunTorpauu.

2. Kpartkas xapakTepHCTHKa OCHOBHBIX OTallOB pa3BUTHA HAYYHOM
Kpunrorpaduu.

3.  CdopmynupoBarh ONpEACNICHUS KPHUNTOJIOTUH, Kpunrorpahuu u
KpurnroaHanu3a. OCHOBHBIE pa3Jieibl COBPEMEHHON KpUNTOrpapuu.

4. OCHOBHBIE HaITpaBJIECHUS UCIOJIb30BAaHUS COBPEMEHHOW KpUNITOrpaduH.

5. CopmynupoBaTh onpeeseHus OCHOBHBIX MOHATUN KpunTorpaduueckoit
3amuThl HHGOpMaIK (KOHPUACHITUATHHOCTH, ayTEeHTUYHOCTH, andaButa, mudpa,
KJIF0Ya, TaMMUPOBAHUs, UMUTO3AIUTHI, KPUIITOIpahUIECKON 3aIUThI).

6. ChopmynupoBaTh ompenesieHrss OCHOBHBIX MOHSATHN KpUNTOTpaduuecKoit
3amuThl uHGOpMaKK (3JIEKTPOHHOU (IIUGPOBOIA) TMOAMKUCH, 3aIlIH(PPOBBHIBAHUS
JAHHBIX, pacHIM(pPOBBIBAHMS JaHHBIX, JemHUGPOBaHUs, MUGPOBAHUS, TaMMBI
mudpa, CAHXPOTIOCHUIKH ).

/. Mogenb TpaguuuoHHoro mudpoaHus. JlomymeHuss 0 BO3MOMXHOCTSIX
KpUIITOAHAIUTHKA.

8. OcHOBHBIE TPEOOBAHUS K KPUIITOCUCTEMAM.

9. CoBpeMeHHBIE MTOKA3aTENIN KPUNTOCTOMKOCTH. Y POBHU KPUNTOATAKH.

10. OcHOBHBIE HAaNIPaBJIEHUSI COBPEMEHHOIO KPUIITOAHAIN3A.

11. Knaccudukamuss MeTOIOB KpUNTOrpaduyeckoro mnpeoOpa3oBaHUs
uHpopmanuu.

12. OcHOBHBIE METO/BI CTATUCTUYECKOTO KPUITOAHAIN3A MOHOAT(AaBUTHBIX
mupoB.

13. I[udp Buwxkenepa: anroput™m mmdpoBanus u nennpoBaHus; BApUAHTHI
(dbopMUpOBaHUS KITIOUEH; OCHOBHBIE JOCTOMHCTBA U HEAOCTATKU.

14. CrtpykTypHas cxemMa W TMPUHIUI JIEHCTBHUS POTOPHON MIUGPOBATHHOU
MaIITUHBI.

15. OcHOBHBIE BUABI MEPECTAHOBOYHBIX MIU(POB; CIOCOOBI MOBBIIIEHUS UX
CTOMKOCTH.



16. Onpenenenne 6iouHoro mudpa. O6mas cxema 6109HOTO MKMGPOBAHUS,
O0COOEHHOCTH €€ MPAKTUYECKOr0 UCTIOIb30BaHMUS.

17. Tlonsatus wupaeanpHoro mmudpa, aubdy3un u koHdy3uu. I[Ipumepsl
npuMeHeHus Metoaa auddy3uu.

18. TlpuMeHeHue OJOYHBIX MIHUPPOB B PEXKUME IIEKTPOHHOU KOJUPOBOYHOM
KHHTU.

19. TIlpumeHenue OJIOYHBIX MIH(PPOB B pEXKUME CICIUICHUS OJIOKOB
MIU(PPOBAHHOTO TEKCTA.

20. Ilpumenenuwe O0YHBIX MMHUGPOB B pexUMEe OOpaTHOW CBSI3U IO
MU(PPOBAHHOMY TEKCTY.

21. Ilpumenenue OI0YHBIX MHU(POB B pexHUMe 0OPATHOM CBSI3U MO BBIXOY.

22. OcHOBHBIE METOJbl KOMMO3MLMHU MMHUPpoB. [Ipumepbl KOMITO3ULIMIA
muGpoB.

23. OcHOBHBIE TpeOOBaHUs K CTaHIAPTy MUGPOBAHUS JaHHBIX.

24. Ctpykrtypa anroputma DES. Ananu3 ocobenHocrel 0J10Kk0OB HayaaIbHOU U
3aKIIOYUTEIHHON MEPECTAHOBOK.

25. OcHOBHBIE 3Tanbl MpeoOpazoBaHus Kitoue B anroputme DES.

26. AHamu3 CTpYKTyphl OJioka mepecTaHoBKu ¢ pacimupenueM (E—6ioka) B
anroputme DES u ee ocobennocreii.

27. AHamu3 CTPYKTYPHI TOJICTAHOBKH C MOMOINBI0 S—OJIOKOB B aJTOpPUTME
DES u ee ocoOeHHOCTEH.

28. AHaIM3 CTPYKTYpbl MEPECTAHOBKU C MOMOIIBI0O P—0JI0KOB B anroputMe
DES u CTpyKTypHI anroputMa ero AemudpoBaHusl.

29. Teopernueckas CTOMKOCTh KpunrocucteMbel. Heobxomumoe
JOCTATOYHOE YCJIOBHE COBEPLIEHHON CEKPETHOCTH WHM(pa, aHAIU3 Pa3MEpPHOCTH
COBEPILEHHO CEKPETHOrO KJIH0Ya.

30. [IlpakTuueckass CTOMKOCTh KPHUITOCUCTEMBI U  MapaMeTpbl, €€
XapaKTEPU3YIOIIHE.

31. Knaccuduxaius anropuTMOB 110 CTENEHU UX CIIOKHOCTH.

32. IlpuHIMO MOCTPOEHUS CXEMBbI IIM(PPOBAHUS C OTKPBHITHIM KITIOUOM.

33. IIpuHIMTI TOCTPOCHHS CXEMBI JIEKTPOHHOM HU(PPOBON MOAMKCH.

34. IlpyHUIMII TIOCTPOEHUS CXEMbl ayTEHTHU(UKAIMM B KPUITOCHCTEMAX C
OTKPBITHIM KITFOYOM.

35. IlpuHUMO TOCTPOEHUS CXeMbl MHUPPOBaHUS M ayTeHTU(UKAIUU C
OTKPBITHIM KITFOYOM.

36. YcnoBus NPUMEHEHUS KPUNTOCHUCTEM C OTKPBITBIM KiIro4oM. lloHsTme
OJIHOCTOPOHHEHN (QYHKIHUU.

37. OcHOBHBIE BH]IbI KPUIITOATAK HA KPUIITOCUCTEMBI C OTKPBITHIM KITFOYOM.

38. CdopmynupoBaTh ONpPEACICHUS HAUOOJBIIETO OOIIEro ACTUTEIS H
B3aMMHO IPOCTBIX YUCEJ, OCHOBHYIO TeopeMy apudmeruku. Ainroput™ EBkinuaa.

39. ChopmynupoBath ONPEACIICHNS YHCEI, CPABHUMBIX TI0 MOJIYJIIO, BEIYETOB
1 KJIacCOB BbI4eTOB. CBOMCTBA CPAaBHEHUI IO MOIYJIIO.

40. Oynkums Oiinepa — o0O0mMA ciiydadl, IS MTPOCTOTO YHCHA, IS
MPOU3BENEHUS MPOCTHIX yucesl. OopMyIHpoBKa TEOpEMBbl Diiiepa U CIEACTBHE U3
Hee KaK OCHOBA MOCTpoeHus anroputma RSA.

41. Crpykrypa anroputma wmudppoBanus RSA. VYcioBus  ero
PaboTOCIOCOOHOCTH U UX TEOPETUUECKOE OOOCHOBAHMUE.

42. Cxema popmupoBaHus KiIroueid B anroputme RSA.

43. MeToapl BBIYMCIUTENBHON peanu3auuu npoueaypsl mudpoBaHus /
nemmdpoBanus B anroputme RSA.



44. Metoapl BBIYUCIUTEIBHOM peanu3aluud Mpouenypbl (HopMUPOBAHUS
KIoueit B anroputme RSA.

45. OcHOBHBIE HAMPAaBJICHUSI U METObI KpUIlTOaHaIM3a anroputma RSA.

46. MeTo/1bl OBBIIICHUSI KPUNITOCTOMKOCTH anroputma RSA.

47. CxeMbl UEpPapXUUYECKOTO U JEUEHTPAIM30BAHHOTO YIIPABIEHUS KIIIOYaMHU
B CUMMETPUYHBIX KPUIITOCHCTEMAX.

48. Tunsl ceaHcoBBIX Kitoued. Cxema yrnpaBieHUsl UCIOJIb30BAHUEM KITHOYE
Ha OCHOBE YIPaBJISIOLIEr0 BEKTOPA.

49. OcHOBHbIE C€IOCOOBI pPACHPENEACHUS] OTKPBITHIX KIIOUEH. AJTCOpUTM
pacupeneneHuss OTKPBIThIX KIIOYEH C UCIIOJIb30BAHUEM aBTOPUTETHOIO MCTOYHUKA
OTKPBITBIX KIIFOYEH.

50. OcHOBHBIE CITIOCOOBI pacHpeAesICHUs] OTKPBITBIX KIOYEH. AJTOpUTM
pacnpeneneHuss OTKPBIThIX KIIIOYEH C UCIOJIb30BAaHUEM CEPTU(PHUKATOB OTKPBITHIX
KJIFOYEH.

51. Bo3moxkHocTH 1M(POBBIX MOAMNKMCEH W TpeOOBaHMS K HHUM. AHaIMU3
NPEUMYIIECTB U HEJOCTATKOB HEMOCPEACTBEHHOM IIUGPOBOI MOATHUCH.

52. OCHOBHBIE CXEMbI OPTaHU3AIUU apOUTPANKHOU UPPOBOI TOUCH.

53. Opranmzanusa uudpoBod mnoanucu 1o cxeme RSA. Anamuz ee
IIPEUMYILECTB U HEJOCTATKOB.

54. ®opmupoBanue MUGPOBON MOAMKCH 1O anroputMmy DSA.

55. [Ilpumepbl MNPOTOKOJOB B3aUMHOW ayTeHTH(UKAIMKU Ha OCHOBE
TPAAULIMOHHOTO U(POBaHUS. AHAIU3 UX NPEUMYIIECTB U HEAOCTATKOB.

56. [Ilpumepbl MNPOTOKOJOB B3aUMHOW ayTeHTU(UKAIMM HA OCHOBE
MU(PPOBAHUS C OTKPBHITHIM KIIIOUOM. AHANTN3 UX MPEUMYIIIECTB U HEJOCTATKOB.

57. IIpoTOKOa OAHOCTOPOHHEW ayTeHTU(UKAIIUU HA OCHOBE TPAJAUIIMOHHOTO
mu@poBaHus. AHAIU3 €ro NPEUMYILECTB U HETOCTATKOB.

58. Ilpumepsl NPOTOKOJIOB OJHOCTOPOHHEH ayTEHTHU(UKALUM Ha OCHOBE
mGpPOBaHUS C OTKPHITHIM KJIFOYOM. AHAIIU3 UX MPEUMYIIECTB U HEAOCTATKOB.

Tunosbie NPAKTUHKO-OPUCHTHPOBAHHLIC 3a/1aHUA K JK3AMCHY

3amanne 1. Omnpenenute wimtoun wmmdpa Llesaps, ecnu U3BECTHBI
clenyromas mnapa OTKPBITBIA TEKCT — IMMHUMPOTEKCT: ABJIOKO - 3HOYYY
(MCcXOoMHBIN andaBUT: ABBIIEEKIUAKIMHONPCTY®XITULIIbbILIIOS)

3amanue 2. Omnpenenute kimoun mudpa Llezaps, ecinu H3BECTHBI
CJIeyIONIas mapa OTKPBITHIA TEKCT — MU(POTEKCT: IPYIIA — IOJIOYbI (MCXOTHBIH
anaBUT: ABBIJIEEX3UAKIMHOIIPCTY ®XIYIIIBbILIIOS)

3ananue 3. Onpenenute katoun mmdpa Llesaps, eciu u3BeCTHBI
CJIeyIONIas apa OTKPBITHIM TEKCT — MMUGPOTEKCT: BUHOTPAJT — LISJIEILDKIb
(ucxoHBIH andaBUT: ABBIIEEK3UAKIMHONPCTY ®XITULIITHbILIIOS)

3aganue 4. Onpenenure katoun mudpa Llesapsi, ecam u3BeCTHbI
CJIeIyIOLIas apa OTKPBIThIM TEKCT — IUPPOTEKCT: ABPUKOC — JIMbOIIB?
(MCXOHBIN andaBUT: ABBIIEEK3UIKIMHOMNPCTY ®XIUILIbbIbIOS)

3amanne 5. Pacmmdpyiite cooOmieHne XKWIIIHOBM, 3amu(poBaHHOE
mmdpom Llesaps, ecnum M3BECTHO, YTO MCXOJHOE COOOIIEHHE COCTaBJIEHO U3
andaBuTa  ABBIJIEEXSUNMKIMHOMNPCTYOXIUINIBbILOOSA.  OTBET  3alUIINATE
3arjJaBHbIMU PYCCKMMH OyKkBamu 06e3 mpoOesoB



Karoun past NMPOBEPKH MNPABUJIBHOCTH BBINMOJHCHUA TMNPAKTHKO-OPUECHTUPOBAHHOI'O
3aJlaHus

3amanue 1. 23
3amanme 2. 28
3amanue 3. 12
3amanue 4. 16
3ananue 5. Komnerorep

Kpurepuu onieHUBaHMSI:

- 84-100 OamioB (OLCHKAa «OTIMYHO») - M3JIOKEHHBIH Marepuan (aKTHYECKH BEpeH, HalIW4Hue TIyOOKHX
MCUCPIIBIBAIONINX 3HAHUI B 00BEME MPOMICHHOH MPOrpaMMBbl AUCIUILUTUHBI B COOTBETCTBUH C IOCTaBJICHHBIMH MPOTPAMMOI
Kypca HeJsIMU | 331a9aMi 00y9IeHHsT; IpaBUIbHbIC, YBEPEHHBIE TEUCTBHS 110 MPUMEHEHHUIO TTOJTyIeHHBIX 3HAHUH Ha PAKTHKE,
IPaMOTHOE U JIOTHYECKH CTPOWHOE M3JI0KEHHE MaTepralia IIPH OTBETE, YCBOCHHE OCHOBHOM M 3HAKOMCTBO C JIOTIOTHUTEIHHON
JINTEPATYPOK;

- 67-83 GamoB (OIICHKA «XOPOIIO») - HAJIWYHME TBEPABIX M JOCTATOYHO IMOJHBIX 3HAHHK B 00beME MPOHMICHHOMN
MPOrpaMMBbI JUCIUIUIMHEI B COOTBETCTBHH C LEJISIMH O0Y4EHHS, TIPaBIIIbHBIC ISHCTBHS 1O IIPUMEHEHHIO 3HAHUI Ha TIPAKTHKE,
YeTKOe M3JIOKEHHE MaTepHala, JOMyCKaloTCsl OTAETbHbIC JIOTHUECKHE W CTHIIMCTHYECKHE MOTPEIIHOCTH; YCBOGHA OCHOBHAS
JaMTepaTypa, peKOMEHJ0BaHHas B paboyeil mporpaMmme AUCIUTLTHHBL

- 50-66 GamioB (OIEHKA «yIOBICTBOPHUTEILHO») - HAJTMYHUE OCHOBHBIX 3HaHHH B 00beMe MPOWICHHOTO Kypca B
COOTBETCTBUHU C LCILIMU O6y‘-ICHI/ISI, N3JI0KEHUE OTBETOB C OTACJIIbHBIMU OIHI/I6K3MI/I, HCIIPaBJICHHBIMU IIOCJIC JOMOJIHUTCIIbHBIX
BOIIPOCOB; BBIIIOIHAKOTCA B IIEJIOM KOPPEKTHBIC ILCI\/'ICTBI/ISI 10 IPUMCHCHHAIO 3HaHUH Ha IMPAKTHKCE,

- 0-49 GamoB (OICHKA «HEYIOBICTBOPUTEIIHEHO») - OTBETHI HE CBSI3aHBI C BOIIPOCAMU, HATMYHE TPYOBIX OMIHOOK B
OTBETE, IEMOHCTPUPYIOIIUE HETIOHUMAaHUE CYIIIHOCTH M3JIaraéMoro BOIpOCa U HEYMEHUE IPUMEHSATh 3HaHUs Ha
MPAKTUKE; OTCYTCTBUE YBEPEHHOCTH U HETOYHOCTh OTBETOB Ha JOMOJHUTEIIbHBIE U HABOSAIIUE BOTIPOCHI.

IIpumep Tecra

1. baHk TecTOB MO0 MOAYJ/JISAM U (MJIM) TeMaM

Paznen 1 « TpaannuoHHble M KJIacCHYeCKHe MeTObI IU(POBAHUMD)
Tema 1 " BBenenue B kpunrorpaguio "
1. Yro B mepeBojie ¢ IPeUecKoro si3bIka 03HAYAET CIIOBO «KpUMITOTpadusi»?

1) mudp
2) TaHOMNCH
3) npeoOpa3oBaHue
4) pacumdpoBka
2. Korna B kpunrorpaduu cTajio UCIOJIb30BAThCS ACHMMETPUYHOE HppoBaHue?
1) B TIepBO# ToJioBrHE XX
2) BO BTOpO# mosioBuHe XIX
3) B TIEPBOH TIOJIOBUHE X X.
4) BO BTOpOH ToJioBHHE XX

3. Kak Ha3pIBaeTcst COBOKYITHOCTh 3apaHee OTOBOPEHHBIX CIIOCOO0B MPpeoOpa30BaHUs UCXOTHOTO
CEKPETHOT'O COOOIIEHHUS C LIETBIO €T0 3alIUThI?

1) aJITOPUTM

2) KITIOY

3) IIPOTOKOJI

4) wudp
Tema 2 «IloHsiTHE 0 TPAAUIIMOHHBIX METOAaX IU(PPOBAHUN.
1. [udposanue — 370...

1) crioco®0 M3MEHEHHUs COOOIIeHHMs WIM JAPYyroro JOKYMEHTa, olecredyunBaroiiee
HUCKaXEHUE €0 COACPKUMOTO.

2) COBOKYIMHOCTh TE€M WJIM HWHBIM CIOCOOOM CTPYKTYPUPOBAHHBIX JAHHBIX W

KOMILICKCOM aIllapaTHO-IIpOrpaMMHEIX CPCIACTB



3) yInoOHast cpea I BBIYUCIEHUS] KOHEUHOTO TOJTh30BaTEIs
2 . Kak Ha3pIBaeTcsi COBOKYITHOCTD 3apaHee OTOBOPEHHBIX CITIOCOOOB IPe0Opa30BaHuUs HCXOTHOTO
CEKPETHOTO COOOIIEHUS C IETBI0 €ro 3allUThI?

1) aJITOPUTM

2) KJTIOY

3) IIPOTOKOJI

4) mupp
3. Kak HaspIBaeTcs coobiieHre, moJry9eHHOE MOoCie MpeoOpa3oBaHmsl ¢ UCIIOIb30BAaHUEM JTF000TO
mmdpa?

1) 3aKpPBITHIM TEKCTOM

2) UMUTOBCTABKOM

3) KIIFOUOM

4) OTKPBITHIM TEKCTOM

Tema 3. «Kinaccnueckue MeToabl HIM(PPOBAHUS».

1. Kak Ha3zbpiBaeTcsi «uUCTOpUYECKHI» MIU(]p, B KOTOPOM Kaxkaas OyKBa MCXOJHOIO TEKCTa
3aMeHsIach OYKBOM, CTOsIIEH HA HEKOTOpoe (PUKCUPOBAHHOE YMCIIO MECT Jajbliie B aidaBute, O
MIPUMEHEHUU KOTOPOT0 UMEIOTCS TIOKYMEHTAJIbHBIE CBUIETEIHCTBA?

1) mmdp MapkoBa
2) mmdp Llezaps
3) mrdp DHUTMA
4) umdp bab6umka
2. CKOJBKO HCIONB3YEeTCS KIIOYeH B CHMMETPUYHBIX KPHUITOCHCTEMAx JUisl MH(pOBaHUS U
IemuppoBaHUs
1) 1
2) 2
3) 3
3. U3 ckoJIbKH TOCIIeIOBATEIBHOCTEH COCTOUT pacimdpoBKa TekcTa 1o tabdiuie Brkuaepa
1) 3
2) 4
3) 5

Tema 4. «Ctanpapt mudpposanus nanubix DES (Data Encryption Standard)».
1./[ns1 wero ucnonws3oBaincs DES-anroputm u3-3a HEOOIBIIOTO pa3Mep KiIoda

1) 3aKpBITUS KOMMEpPUYECKOM HH(pOpMauu
2) mUppoBaHUs CEKPETHOU MHPOpMaLUn
3) HET MPaBUIHLHOTO OTBETA
2.0cHoBubIe obnacTu npumeHernst DES-anroputma
1) XpaHEHHUE TaHHBIX Ha KOMITBIOTEpE
2) AJIEKTPOHHASI CUCTEMA TIaTexel
3) ayTeHTU(UKALNS COOOIIEHUH
3.Uem otnuuaercs 6mok-cxema anroputma ['OCT ot 6;10k-cxembl DES-anropurma
1) OTCYTCTBHEM Ha4yaJIbHOM MEPECTAHOBKH U YHCIIOM LIUKIJIOB MIU(PPOBAHUS
2) JUIMHOW KJTFo4a
3) METOOM IH(POBAHUS

Paznen 2 «cAcumMeTpu4HOe IIH(PPOBaAHHE)

Tema 1 «Kpunrocucremsl ¢ OTKPBITHIM KJIIOY0M)

1. Kak cBsi3aHbl KJIIOUU JPYT C IPYTOM B CUCTEME C OTKPBITHIM KIIFOUOM
1) MaTeMaTHYECKU



2) JIOTHYECKH

3) AJITOPUTMUYECKU
2. Kakuie KJIF0YHd UCTIONB3YIOTCS B CHCTEMAX ¢ OTKPBITBHIM KITFOYOM
1) OTKPBITHIH
2) 3aKPBITBIN
3) HET IPaBHILHOTO OTBETA
3. CKkoJIb KJIH0Uel UCIONB3YETCS B CHCTEMAX ¢ OTKPBITHIM KIFOYOM
1) 2
2) 3
3) 1

Tema 2 «OcHOBHBIE IOHATHS TEOPUU YU CED»
1.Kaxkoii octaTok ot aeieHus Ha 5 nMeeT yncio 2437 x 578 — 1035 x 47334577
14
2) 3
3)1
4) 2
5)0
2.Haiitu octaTok npu aeneHuu Ha 9 yucna 65 6k , k € N
1)7
2) 3
3)6
4) 1
5) 2
3.Pemenusimu cpaBHenus 339x = 452(mod7) ABIAIOTCS KIIACCHI:
1) 6
2)5
3) 10
4) 2
5)4

Tema 3. «Aaroputm mudposanus RSA».
1.BepHbl J1 yTBEpKICHHUS?
A) Anroputm mudpoBanus RSA sBisieTcsl MEPBBIM aJTOPUTMOM C OTKPBITHIM KIIFOUOM, KOTOPBIi
MOXKET paboTaTh Kak B pexuMe MudpPOBaHUS JIAHHBIX, TAK U B PEKUME DJIEKTPOHHOU IUPPOBOIA
HOAMKCH.
B) Hanexunocts anropurma mmdpoBanus RSA ocHOBbIBaeTCs Ha TPYAHOCTH (akTOpU3aIIUU
OOJIBIIIUX YUCE U BHIYUCIICHUS JUCKPETHBIX JOrapu(PmMOB B KOHEUHOM MOJIE.
[TonGepute NpaBUILHBIN OTBET.

1) A-pa, B—na

2) A—na, B—mner

3) A —mnert, B—Her

4) A —mner,B-na
2.Ilycth monb3oBaTenb A XO4eT nepeaarh nojiabzoBarento b coodmenune m=10, 3ammdpoBanHoe ¢
nomoineto anroputMa RSA Tlonb3oBarens b umeer crneayromue nmapametpsl: P=7, Q=11, d=47.
Brruucnute 3HavueHue ¢ 3ammppOBaHHOTO COOOIIEHUS.

1) c=53
2) c=54
3) c=55

4) c=56



3. Ilyctp monb3oBarens A xodeT mepeaarh nmoib3oBarento b coobmenne m=10, 3ammdpoBanHoe
¢ nomoiplo anroputMa RSA Ilons3oBatens b umeer cnenyronme napamerpel: P=11, Q=17, d=71.
Boluucnure 3HaueHue ¢ 3alMPppOBAHHOTO COOOIIEHUS.

1) c=173
2) c=175
3) c=155
4) c=153

Tema 4. «YnpasieHue KJIWYaAMUA B ACHMMETPHYHBIX KPUIITOCHCTEMAXY.
1.byiok ynpaBiaeHus — 3TO. ..

1) anmapaTHO peaM30BaHHas MPOrpaMMa, yIpaBIsSioIas BIYUCIUTEICM

2) S3BIK OMMCAHUS JAHHBIX

3) IPOIIECC OMPECTICHUS OTBEYACT Ha TEKYIIEe COCTOSHUE Pa3pabOTKu TPeOOBAHHSIM
JIAHHOTO 3Tara
2.  Bsibepute mpaBUIbHOE YTBEPIKACHHE B OTHONMICHUH MIM(POBAHUS JTAHHBIX, BHITIOIHSIEMOTO C
IEJIbIO MX 3AIHUTHI:

1) OHO 00ECIIeYnBaET MPOBEPKY IEIIOCTHOCTH U MPABUIBHOCTH JTAHHBIX

2) OHO TpeOyeT BHUMATEIHLHOTO OTHOIICHHS K TIPOLIECCY YIPABJICHHSI KIFOYaMH

3) OHO HE TpeOyeT OOJBIIOr0 KOJIMYECTBA CUCTEMHBIX PECYpPCOB

4) OHO TpeOyeT Tepeiauu KIIoYa Ha XpaHCHUE TPEThEH CTOPOHE
3. T'apanTupoBaHUE HEBO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO U3MEHEHHSI HH(POPMAIHH - 3TO:

1) oOecrieueHue 1EI0CTHOCTH

2) obecrieueHre KOHPHUICHIIMATLHOCTH

3) obecrieyeHrne ayTeHTH(DUKAINN

4) obecrieueHne MM dpPOBaHUS

Tema 5. «QuekTpoHHass ungposasi NOAMUCH.
1.21eKTpOHHOM MOANMCHIO HA3BIBAETCHL. . .

1) IPUCOEINHIEMOE K TEKCTY ero Kpunrtorpaduueckoe npeoOpa3zoBaHue

2) TEKCT

3) 3amu(pPOBaHHBIN TEKCT
2.Kakue ¢pynkiuu Beimouset D1I1?

1) MIOMOTaEeT TapaHTUPOBATh, YTO MOCTABUBIINNA MOAMUCH — TOT, KEM OH SIBJISETCS B
JEUCTBUTEIILHOCTU

2) MIOMOTAaeT TapaHTUPOBATh, YTO COJACPKUMOE [OKYMEHTa HE MEHSJIOCh U He
MOJIJIENBIBAJIOCH TIOCTIE BBOIAa ITUGPOBOH MOIIMICH

3) MIOMOTaeT JJ0Ka3aTh JIF0OOH U3 CTOPOH aBTOPCTBO MOANUCAHHOTO COACPKUMOTO;

4) BC€ (DYHKIIMM, IEPEUMCIICHHBIE BBIIIIE.
3.Kakas undopmanus xpanurcs B SLII?

1) uMs (paiisia 3aKpHITOTO KITF0UYa TOJIMHCH;

2) TOJIBKO HH(pOPMAIIHS O JIUIIE, CHOPMUPOBABIIIEM TOIIHUCH;

3) nata GOpMHUPOBAHUS MTOAMUCH, HHGOPMAIIHS O JHIlEe, CPOPMUPOBABITIEM TIOIITHCH

1 uMs (aiisia OTKPHITOTO KITF0Ya TOIIHCH.

TecToBoe 3aaHue BBINOJHAETCS Ha OTAENbHOM Jucte. Jluct noanuceiBaetcss ®UO, HOMED
IPyNIbl, HOMEP 3a4€THOM KHWXKKH, YKa3blBa€TCi BapUaHT TECTOBOTO 3ajaHus. Huxke
oOydJaromuiicsi ykaspiBaeT IUppoil HOMEp BOMPOCa U PSAOM CTaBUT HOMEP MPABWIBHOTO, HA €0
B3IUISI/I, BapuaHTa oTBeTa. TecToBoe 3aanne coniepxkuT 20 BOIpOCoOB ¢ BapuaHTaMu oTBETOB. Eciu
OOyJaroIIUIiCs IO CIauy MPENoaBaTei0 TECTOBOTO 3aJJaHusl U JTUCTA C OTBETAMHU, CYUTAET, YTO HE
MPAaBUJILHO OTBETUJI HA TOT MJIM MHOM BOIIPOC TECTA, TO 3aYEPKUBAET MPEABIAYIIIMNA BAPUAHT OTBETA



U PSJIOM YKa3bIBA€T HOBBINA. 3a OIMOKY 3TO HE cuuTaeTcs. Bpems mpoxoxkaenust TectupoBanus 20
MuHyT. [lociae OKOHYaHUs BBIIOJIHEHHS] TECTOBOTO 3a/IaHUsl O0YYaIOIIMKCS CIaeT MPernojaBaTelto
BapUaHT TECTOBOIO 3a/IaHMSI U JIUCT C OTBETAMHM.

1. Kpurepum oneHKu:
MaxkcruManbHOe KOIn4ecTBO 6amioB — 10 6amios.
- 1-10 GamioB BbICTaBIsIETCA O0y4YaeMOMY B 3aBUCUMOCTH OT MPaBHIBHOIO OTBETa Ha
BOMPOCHI TECTA. 32 OJIMH IIPABWIBHBIN OTBET 00yuyaemblii nosrydaet 0,5 Gama.

JlaGopaTopHblie 3a1aHUA

1.TemaTuka JJa00paTOPHBIX 3aJaHUI 0 pa3aejaM U TeMaM

Paznen 1 TpaguumoHHbIE U KJIACCHYEeCKHE MeTOAbI IIM(ppoBaHMsI

Tema 1 «BBeaenue B kpunrorpaguio»

JlaGopatopuoe pabora 1 «IIporpammuas peanauzanus mudgpa 3amenb». Pazpadotka 10
mmmdpa 3amensl. emmudparus mmdporekcra. YacTOTHBIN KpUIITOAHATIUS.

Tema 2 «IloHsiTHE 0 TPAAULHOHHBIX METOAAX IIM(PPOBAHUA»

JlaGopatopHas pabora 2 «l'eHepupoBaHMe W TeCTHPOBAHHE ICEBAOCTYYANHBIX
mudpyomux  nociaeaosarejJbHocTe».  [Iporpammuas  peanmsanusa  reHeparopa M-
MOCJIEIOBATEIbHOCTH HAa  OCHOBE MOJMHOMA OOpaTHOW  CBSI3W. TectupoBanne M-
nocnenoBareabHocT MHOW N Out (N < 10000) ¢ moMoIIpi0 cepralibHOTO TecTa. TecTUpoBaHUE
M-1iocne0BaTENbHOCTH € IIOMOIIBIO KOPPEJILUMOHHOTO TecTa. TecTUpOoBaHUE HCXOAHOIO M
3au(pPOBAHHOTO (ailyia ¢ TOMOIIBIO CTATUCTUYECKUX TECTOB.

Tema 3 «Kiaccmueckune MeToabl IM(ppoBaHUD).

JlabopatopHas pabora 3 «Iudpp Buxkenepa». IlomydyeHre HaABBIKOB CO3JaHMUS
3au(pOBAHHOTO COOOIIEHUS MPU IOMOIIY alroputMa mudposanus Buxenepa.

Tema 4. «Crangaprt mugposanus f1avubix DES (Data Encryption Standard)».

JlabopaTtopHas pabota 4 «Aaroputm mudpoanusa DESy». Oyukuus mmdpoBanus f ms
anroputMa DES. ®opmupoBanue noakmouen 1is anroputma DES.

Paznen 2 AcumMmerpu4HoOe muppoBaHue

Tema 1 «KpunrocucremMmsl ¢ OTKPBITHIM KJIHOY0M))

JlabopaTtopHas padora 1 «3y4yeHHe NPUHIUIOB PadoThl ACHMMETPUYHBIX AJITOPUTMOB
HU(PPOBAHUA € OTKPBITBIM KJIKWYOM». MeToIuka co3AaHus KOMOMHHPOBAHHBIX aJIFOPUTMOB
mHU(PpPOBaHUs, COBMEINAIONIAs JOCTOMHCTBA METOJOB CHMMETPHUYHOM U aCUMMETPUYHOU
Kpunrorpaduu.

Tema 2 «OCHOBHbIE IOHATHSI TEOPHUU YN CEID)

JlabopaTtopHas pabora 2 «Aaroputm EBkimaa». Cozmanne B MS Excel «mammny» s
aBToMarnueckoro Beruucienuss HOJI aByx uuncen o anroputMmy EBkinaa.

Tema 3. «Aaroputm mupposanus RSA».

JlabopaTopnas pabGorta 3 «AcuMMeTpuuHbIii  anroputMm mmdpoBanus RSA».
Boruucnenue kntoueil. [ludpoanue ¢ nomonibio 3Tux kirodent. emmdppopanue.

Tema 4. «YnpaBjieHHe KJIIOYaMH B ACHMMETPUYHBIX KPHUIITOCHCTEMAX.

JlabopaTopHas pabota 4 «AcHMMMeTPUYHbIe KPUNITOCUCTEMBbI». VcclienoBaHue OCHOBHBIX
XapaKTEPUCTHUK AITOPUTMA IU(POBAHUS.

Tema 5. «uekTpoHHast HudpoBasi NOAMUCH.

JlabopatopHass pabota 5. «QJekTpoHHas uudpoBas mnoanuch duab-Iamansy».
Uccnenosanue npoliiecca NOCTPOCHUS JIEKTPOHHOM noanucu Iiab-I"amans.

2.Kpurepun oueHKu:



MakcuMaabHOEe KOJIM4ecTBO 0amioB — 90 0amios.

(1 KaX0T0 3a/1aHMS)

10 6. — 3a7aHKE BBIITOJIHEHO BEPHO;

9-8 6. — mpu BBINOJTHEHUU 3a7aHUs ObUIM JOIYIICHbI HETOYHOCTHU, HE BIIUSIONIME Ha
pe3yJbTar;

7-5 6. — 1Ipy BBITIOJIHEHUH 3aaHUs ObUTH JIOYIIECHBI OIIUOKH;

4-1 6. — Ipu BBHITTOJTHCHHUH 3aJaHUS OB TOMYIICHBI CYIIECTBEHHBIC OIIMHOKH.

0 6. — 3amaHKe HE BBIIOJHEHO.

3 MeToauuyecKue MaTepuaJibl, OINpeAe/AlIMe NpoueAypbl OLEeHHWBAHUSA 3HAHUMH,
YyMeHHI, HaBbIKOB U (WJHM) ONbITa JAeATe/JIbHOCTH, XapaKTepHU3YyIIUX I3Tambl
dopMupoBaHUA KOMNIeTEeHIUH

[Tpoienypsl oOIlleHWBaHHUS BKJIIOYAIOT B Ce0S TEKYIIUH KOHTPOJIb M TPOMEKYTOUHYIO
aTTECTAIHUIO.

Texyumuii KOHTPOJIb YCIIEBAEMOCTH TPOBOIUTCS C WCIOJIB30BAaHUEM OIICHOYHBIX CPECTB,
MIPEICTABIICHHBIX B 1. 2 JMAHHOTO MPIJIOKEHUSA. Pe3yiabTaThl TEKyIMIEro KOHTPOJS JTOBOISATCS 0
CBEJICHUS CTYICHTOB JI0 MPOMEKYTOYHOU aTTECTaIUH.

DK3aMEeH MPOBOJUTCS 110 PACTIHCAHHUIO TTPOMEKYTOUYHOM aTTECTAIIHH.
KomnnuectBo BompocoB — 3 (2 —TeOpeTHYECKUX BOIPOCA M OJHO MPAKTUKO-OPUEHTHPOBAHHOE
3aJ]aHUE).
Pe3ynbTaThl arTecTanuy 3aHOCSATCS B 3a4ETHYIO BEJIOMOCTh U 3a4ETHYIO KHHKKY CTYJ/ICHTA.
CtyneHTbl, HE MPONICAIINE IMPOMEKYTOUHYIO aTTeCTAIlldI0 10 TpaduKy CECCHUM, JTOJDKHBI
JUKBUIAPOBATH 3aJJ0JDKCHHOCTh B YCTAHOBJICHHOM TTOPSIKE.



Ipuiaoxenue 2

METOJUYECKHUE YKA3AHUA 110 OCBOEHUIO JUCHUIIJIMHBI

Y4eOHBIM TUIaHOM TPETyCMOTPEHBI CIEAYIOUTUE BUIbI 3aHITHIA:

- JICKLIUU;

- Ta0OpaTOPHBIC 3aHATHUS.

B Xxome JIEKIIMOHHBIX 3aHATUNA pacCMATPHUBAIOTCA KpHUNTOrpauueckue METOJbl  3alUTh
uH(bOpMaLIMK, AIOTCS PEKOMEHIALUU ISl CaMOCTOSATEIbHOW paboThl UM MOATOTOBKE K JIAOOPAaTOPHBIM
3AHSTHSIM.

B xozme naGopaTOpHBIX 3aHSATUN YrayOJsiOTCA M 3aKpeIUISIOTCS 3HAHUS CTYACHTOB IO PSAY
PacCMOTpPEHHBIX  BOIIPOCOB,  Pa3BUBAIOTCA  HaBBIKU KOMIUIEKCHOM  OLIEHKM  0e30IacHOCTH
aBTOMATH3UPOBAHHBIX HH(POPMAIIMOHHBIX CUCTEM.

[Tpu moaroToBKe K 1a00PATOPHBIM 3aHITHIM KaXIbIH CTYJIEHT JIOJKEH:

— U3YYUTh PEKOMEH/I0OBAHHYIO YU€OHYIO JINTEPATYpY;

— U3YYUTh KOHCIEKTHI JICKIIHIA;

— TIOJITOTOBUTH OTBETHI Ha BCE BOMPOCHI IO U3y4aEMOM TeMe.

B mpouecce moAroToBku K Ja0OpaTOpPHBIM 3aHSATHSM CTYIAEHTBI ~ MOTYT  BOCIOJIB30BaThCS
KOHCYJIbTAIlUsIMU MTPETO0/1aBaTeIsl.

Bomnpockl, He paccMOTpeHHbIE Ha JIEKIMSX, AOJDKHBI OBITh HM3yY€Hbl CTYACHTaMH B XOJe
camMocTosITeNbHOM  paboTbl. KoHTponb  camocTOsITENbHOM ~ pabOThl  CTYJEHTOB  HaJ  y4eOHOM
MpOrpaMMOi Kypca OCYIIECTBIsIeTCS B XojAe 3aHsATHH. B Xoze camocTosTenbHOW pabOThl KaKIIbIi
CTyIEHT o00s3aH NpPOYUTaThb OCHOBHYIO M IO BO3MOKHOCTH JOIOJIHUTEIbHYIO JIUTEPATypy IO
U3y4aeMol TeMe, JOMOJHHUTh KOHCHIEKTHI JEKIUH HEJOCTAIOIIMM MaTepHalioM, BBIMUCKAMHU U3
PEKOMEH/IOBAHHBIX MEPBOMCTOYHUKOB. BBIIENUTh HENMOHSATHBIE TEPMUHBI, HAWTH UX 3HAYCHHE B
SHIUKJIONIEINYECKUX CIOBAPSIX.

CryneHT JOJKEH TOTOBUThCS K  NPEACTOSANIEMY JabOpaTOpPHOMY 3aHITHIO IO  BCEM,
0003HaYeHHBIM B paboueil mporpaMme JUCHUIUIMHBI BOIPOCaM.

JIisi MOATOTOBKM K 3aHSTHUSIM, TEKYIIEMY KOHTPOJIIO M MPOMEXKYTOUHOM aTTecTaluu CTYIEHTHI
MOTYT BOCIHOJIb30BAThCS AIEKTPOHHO-OMOIMOTEUHBIME CUCTEMaMU. Takke oOydaromuecss MOTYT B3STh
Ha  JIOM HEOOXOJAMMYK  JIUTepaTypy Ha  aOOHEMEHTEe  YHUBEPCUTETCKOW OHOTHOTEKH WU
BOCIIOJIb30BaThCSl YNTAIBHBIMU 3aJIaMHU.



